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      Biting the hand that feeds IT -- Enterprise Technology News and Analysis


      
        Caffeine makes fuel cells more efficient, cuts cost of energy storage
        Dan Robinson

        Boffins show less platinum may be needed for long-lived power source Adding caffeine can enhance the efficiency of fuel cells, reducing the need for platinum in electrodes and significantly reducing the cost of making them, according to researchers in Japan.... 

      

      
        LockBit ransomware kingpin gets 4 years behind bars
        Jessica Lyons

        Canadian-Russian said to have turned to a life of cybercrime during pandemic, now must pay the price - literally A LockBit ransomware kingpin has been sentenced to almost four years behind bars and ordered to pay more than CA$860,000 ($635,000, PS500,000) in restitution to some of his victims by a Canadian court as he awaits extradition to the US....

      

      
        Google gooses Safe Browsing with real-time protection that doesn't leak to ad giant
        Thomas Claburn

        Rare occasion when you do want Big Tech to make a hash of it Google has enhanced its Safe Browsing service to enable real-time protection in Chrome for desktop, iOS, and soon Android against risky websites, without sending browsing history data to the ad biz....

      

      
        Oracle adds GenAI to Fusion with a whopping 50 use cases
        Lindsay Clark

        But is there one that can sort out failing ERP projects? Well Larry, is there? Oracle has unleashed 50 use cases for gen AI on its Fusion Applications suite, letting vector-based statistical models provide financial report "narratives," help filter job candidates, and provide product descriptions....

      

      
        Google brains plumb depths of the uncanny valley with latest image-to-video tool
        Brandon Vigliarolo

        VLOGGER needs just a still photo and an audio recording to generate footage, but it's far from perfect Google has a new AI trick up its sleeve that can animate a still photo using nothing but a recording of a person's speech, and boy is it widening the uncanny valley....

      

      
        Record breach of French government exposes up to 43 million people's data
        Connor Jones

        Zut alors! Department for registering and helping unemployed people broken into A French government department - responsible for registering and assisting unemployed people - is the latest victim of a mega data breach that compromised the information of up to 43 million citizens.... 

      

      
        Third time is almost the charm for SpaceX's Starship
        Richard Speed

        Booster hit the water hard and monster rocket lost during re-entry, but otherwise a success! SpaceX has launched its third Starship Super-Heavy rocket on a test flight that went almost entirely to plan....

      

      
        International effort to disrupt cybercrime moves into operational phase
        Jessica Lyons

        Will the WEF experiment work? The Cybercrime Atlas, a massive undertaking that aims to disrupt cybercriminals across the globe, enters its operational phase in 2024, two years after organizers laid the groundwork at the RSA Conference....

      

      
        Developers beware, Microsoft's domain shakeup is coming soon
        Richard Speed

        If you don't pay attention, your lovely little Teams app will stop working Time is running out for developers and administrators to prepare themselves for Microsoft's one domain to rule them all - cloud.microsoft....

      

      
        US to probe Change Healthcare's data protection standards as lawsuits mount
        Connor Jones

        Services slowly coming back online but providers still struggling Change Healthcare is being investigated over the alleged 6 TB data theft by the ALPHV ransomware group as it continues recovery efforts....

      

      
        Voyager 1 starts making sense again after months of babble
        Richard Speed

        Veteran spacecraft shows signs of sanity with poke from engineers Engineers are hopeful that the veteran spacecraft Voyager 1 might have turned a corner after spending the last three months spouting gibberish at controllers.... 

      

      
        Former US Treasury secretary Steve Mnuchin thinking about buying TikTok
        Brandon Vigliarolo

        SteveTok? TikMnuch? On the heels of the US House of Representatives passing a TikTok ban law, former US Treasury secretary and private equity mogul Steve Mnuchin is apparently thinking about buying the platform....

      

      
        AI and wearables are scaring the wellbeing out of workers
        Brandon Vigliarolo

        We thought everyone was thrilled about being spied on and having their jobs taken by bots A survey of UK workers suggests that quality of life declines as exposure to newer technology including wearables, robotics, and AI rises in the workplace....

      

      
        Exchange Online blocked from sending email to AOL and Yahoo
        Richard Speed

        Microsoft IP addresses on the spam naughty step If you're an Exchange Online user wondering why emails to Yahoo and AOL users haven't been getting through, don't worry - it isn't just you. Stricter security rules have tripped up Microsoft's email service....

      

      
        Rancher faces prison for trying to breed absolute unit of a sheep
        Richard Currie

        Ewe-nique endeavor aimed to create Jurassic Baaa-rk experience for hunters In a case that could have been lifted from a bad movie about a "mad scientist," a Montana rancher has pleaded guilty to wildlife trafficking charges in his quest to genetically engineer an ubersheep for hunting....

      

      
        SAP accused of age discrimination, retaliation by US whistleblower
        Lindsay Clark

        Complainant moved to 'retire in place' role after Sarbanes Oxley Act report, filing alleges SAP is being sued for age discrimination and retaliation by an employee that alleges he was moved to a meaningless role after he asked for an investigation of potentially anti-competitive practices.... 

      

      
        Oh look, cracking down on Big Tech works. Brave, Firefox, Vivaldi surge on iOS
        Thomas Claburn

        Thanks to Europe forcing Apple to offer a browser choice screen. Now, about ditching WebKit ... Since Apple implemented a browser choice screen for iPhones earlier this month to comply with Europe's Digital Markets Act (DMA), Brave Software, Mozilla, and Vivaldi have seen a surge in the number of people installing their web browsers....

      

      
        Microsoft forges One Teams App To Rule Them All
        Simon Sharwood

        Windows preview delivers one app to handle multiple accounts, boosts Copilot's capabilities Microsoft is on the cusp of addressing a major frustration caused by its Teams app by introducing a version capable of simultaneously logging in to multiple personae....

      

      
        Ten nations tell social media, banks, and telcos to get better at stopping scams
        Simon Sharwood

        Australian minister singles out Meta - where Zuck has 600,000 Nvidia GPUs ready to roll The governments of ten nations have called on social media operators to improve their ability to detect and prevent fraud from flourishing on their platforms....

      

      
        Korea's SK Innovation liquidates Chinese battery subsidiary
        Laura Dobberstein

        The Chaebol that also runs chipmaker SK hynix lacks energy to run multiple middle kingdom entities SK Innovation, part of the same Chaebol as chipmaker SK hynix, has liquidated its Chinese battery subsidiary, Blue Dragon Energy....

      

      
        South Korea goes out on a limb to manage forests with AI, satellites
        Laura Dobberstein

        Plans to digitally transform trees South Korea's Forest Service announced on Wednesday it plans to establish a real-time forest resource management system and an AI-based forest fire monitoring platform.... 

      

      
        US Congress goes bang, bang, on TikTok sale-or-ban plan
        Simon Sharwood

        Bill proposes to do to China what China already does to the US - make life hard for foreign social networks The United States House of Representatives on Wednesday passed the Protecting Americans from Foreign Adversary Controlled Applications Act - a law aimed at forcing TikTok's Chinese parent ByteDance to sell the app's US operations or face the prospect of a ban....

      

      
        Nissan to let 100,000 Aussies and Kiwis know their data was stolen in cyberattack
        Connor Jones

        Akira ransomware crooks brag of swiping thousands of ID documents during break-in Over the next few weeks, Nissan Oceania will make contact with around 100,000 people in Australia and New Zealand whose data was pilfered in a December 2023 attack on its systems - perhaps by the Akira ransomware gang....

      

      
        Microsoft decides it's done with Azure egress ransoms
        Thomas Claburn

        Cloud exit toll booth bypass built by EU regulators Microsoft on Wednesday said it will no longer charge customers an egress fee to remove their data from its Azure cloud, following similar declarations earlier this year from Amazon Web Services (AWS) and Google....

      

      
        Leaked docs hint Google may use SiFive RISC-V cores in next-gen TPUs
        Tobias Mann

        Would put those AI accelerators out of Arm's reach, at least Opinion  After a difficult 2023, things may be looking up for RISC-V chip designer SiFive, which expects AI to drive strong revenue growth in 2024....

      

      
        From quantum AI to photonics, what OpenAI's latest hire tells us about its future
        Tobias Mann

        What's good for quantum optimization could help make models leaner Analysis  Quantum computing has remained a decade away for over a decade now, but according to industry experts it may hold the secret to curbing AI's insatiable appetite.... 

      

      
        Nvidia rival Cerebras says it's revived Moore's Law with third-gen waferscale chips
        Tobias Mann

        Startup is also working with Qualcomm on optimized models for its Cloud AI 100 Ultra inference chips Cerebras revealed its latest dinner-plate sized AI chip on Wednesday, which it claims offers twice the performance per watt of its predecessor, alongside a collaboration with Qualcomm aimed at accelerating machine learning inferencing....

      

      
        Oracle AI buzz means Larry Ellison's worth $15B more today
        Paul Kunert

        And here you were saying tech hadn't yet made a difference to someone special Larry Ellison's personal wealth is inextricably linked to Oracle and yesterday it ballooned by more than $15 billion following a 12 percent rally of Big Red's stock on the news that it is building an AI datacenter and has a deal with AI darling Nvidia....

      

      
        Japan's first private satellite launch imitates SpaceX's giant explosions
        Simon Sharwood

        KAIROS detonated a few seconds after clearing the launchpad Video  On another bad day for Japan's space industry, the nation's first private satellite launch failed within seconds of launch.... 

      

      
        March Patch Tuesday sees Hyper-V join the guest-host escape club
        Jessica Lyons

        Critical bugs galore among 61 Microsoft fixes, 56 from Adobe, a dozen from SAP, and a fistful from Fortinet Patch Tuesday  Microsoft's monthly patch drop has arrived, delivering a mere 61 CVE-tagged vulnerabilities - none listed as under active attack or already known to the public....
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    Caffeine makes fuel cells more efficient, cuts cost of energy storage

    
Boffins show less platinum may be needed for long-lived power source    


    
        By 
Dan Robinson        
    

    
        Posted in Science,
        
            14th March 2024 18:57 GMT
        
    


    
Adding caffeine can enhance the efficiency of fuel cells, reducing the need for platinum in electrodes and significantly reducing the cost of making them, according to researchers in Japan.
Fuel cells are attracting interest as an alternative energy storage technology in a variety of applications, from electric vehicles to powering datacenters, yet they can be costly as they use expensive material.
Researchers at the Graduate School of Engineering at Chiba University, Japan, claim to have discovered that adding caffeine can boost their efficiency, reducing the amount of platinum required and thus making them less expensive.
So it isn't just Reg hacks that work better with a certain amount of caffeine added.
The study, published in the journal Communications Chemistry, concerns the catalysis process at the cathode of a fuel cell and making this reaction more efficient.
Fuel cells work somewhat like batteries. They generate power by converting the chemical energy of a fuel (or electrolyte) and an oxidizing agent into electricity. This is typically hydrogen as a fuel and oxygen as an oxidizer. Unlike batteries with limited lifespans, fuel cells can generate power as long as fuel is supplied.
The hydrogen undergoes oxidation at the anode, producing hydrogen ions and electrons. The ions move through the hydrogen electrolyte to the cathode, while the electrons flow through an external circuit, generating electricity. At the cathode, oxygen combines with the hydrogen ions and electrons, resulting in water as a by-product.
Hwoever this water impacts the performance of the fuel cell, reacting with the platinum (Pt) to form a layer of platinum hydroxide (PtOH) on the electrode and interfering with the catalysis of the oxygen reduction reaction (ORR), according to the researchers.
To maintain efficient operation, fuel cells require a high Pt loading (greater platinum content), which significantly ups the costs of fuel cells. A quick look online found market prices for platinum of $29.98 per gram, or $932.61 per ounce, at the time of writing.
The researchers found that adding caffeine can improve the ORR activity of platinum electrodes 11 fold, making the reaction more efficient.
If you are wondering (as we were) how they came to be experimenting with this, the paper explains that modifying electrodes with hydrophobic material is known to be an effective method for enhancing ORR. Caffeine is less toxic than other hydrophobic substances, and it activates the hydrogen evolution and oxidation reactions of Pt nanoparticles and caffeine doped carbons. Got that?
Chiba University's work was led by Professor Nagahiro Hoshi at the Department of Applied Chemistry and Biotechnology. He explained that the researchers found a notable improvement in the electrode's ORR activity with an increase in caffeine concentration in the electrolyte.
This forms a thin layer on the electrode's surface, effectively preventing the formation of PtOH, but the effect depends on the orientation of the platinum atoms on the electrode's surface.
The paper refers to these as Pt(100), Pt(110) and Pt(111), with the latter two showing increased ORR activity, while there was no noticeable effect with Pt(100).
The researchers do not explain if this latter effect might be a problem, but instead claim that their discovery has the potential to improve the designs of fuel cells and lead to more widespread adoption.
Fuel cells have a number of applications, but are increasingly being adopted by datacenters for backup power to replace diesel generators, or even as the primary power source.


	Nikola founder faces ranch forfeiture following fraud conviction


	Japan to test datacenter powered by reused hydrogen fuel cells


	Ireland to develop datacenter powered by fuel cells


	Apples to apples: Boffins find a way to make e-waste edible


Last year, it was reported that a datacenter powered entirely by fuel cell technology is planned in Ireland by Korean outfit SK Ecoplant. A Japanese project to test the feasibility of powering datacenters with fuel cells taken from electric vehicles is scheduled to start at the end of this month.
A report published last year by the National University of Singapore (NUS) claimed fuel cells are already more efficient than other technologies as a way to provide backup power to datacenters. (r)
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    LockBit ransomware kingpin gets 4 years behind bars

    
Canadian-Russian said to have turned to a life of cybercrime during pandemic, now must pay the price - literally    


    
        By 
Jessica Lyons        
    

    
        Posted in Cyber-crime,
        
            14th March 2024 18:26 GMT
        
    


    
A LockBit ransomware kingpin has been sentenced to almost four years behind bars and ordered to pay more than CA$860,000 ($635,000, PS500,000) in restitution to some of his victims by a Canadian court as he awaits extradition to the US.
During a sentencing hearing this week, Justice Michelle Fuerst said 34-year-old Mikhail Vasiliev was a cyber-terrorist who was "motivated by his own greed," according to CTV News. 
Vasiliev, a dual Canadian-Russian national living in Bradford, Ontario, pleaded guilty last month to eight counts of cyber-extortion, mischief, and weapons charges against Canadian victims, including businesses in Saskatchewan, Montreal, and Newfoundland. He was said to have been an administrator within the LockBit gang.
The crook was arrested November 9, 2022, and is awaiting extradition proceedings to bring him to New Jersey, where he faces additional charges related to his involvement with LockBit. 
American prosecutors have charged Vasiliev with conspiring to intentionally damage protected computers and to transmit ransom demands. He faces up to five years in a US prison.
The prolific crime gang has extorted at least $120 million in ransom payments from more than 2,000 victims since 2020.
Earlier this year, an international law-enforcement effort took down LockBit's infrastructure, famously trolling the criminals in the process. 
Despite the extortionists setting up a new website and listing alleged victims just days later, it appears that the UK and US cops' efforts have hobbled the ransomware-as-a-service operation. 
The arrest of individual gang members, however, remains slow going. In addition to Vasiliev, just two other suspects -- Ruslan Astamirov and Mikhail Matveev -- have been named, and of those two only Astamirov has been arrested and charged with infecting victims with LockBit ransomware.
The group's top boss, LockBitSupp, remains free with and unknown (at least to the public) despite a $15 million bounty and law enforcement's bluff to reveal LockBitSupp's identity.


	LockBit suspect cuffed after ransomware forces emergency services to use pen and paper


	Cops turn LockBit ransomware gang's countdown timers against them


	Back from the dead: LockBit taunts cops, threatens to leak Trump docs


	The federal bureau of trolling hits LockBit, but the joke's on us


According to court documents [PDF], Canadian cops searched Vasiliev's home in August 2022 and discovered a file, cleverly named "TARGETLIST," on his gear containing a list of names that appeared to be prospective or historical cybercrime victims.
Law enforcement also found screenshots of Tor messages exchanged between Vasiliev and LockBitSupp, along with a text file containing instructions on how to deploy LockBit ransomware and source code for a program designed to encrypt data stored on Linux-based computers.
During a subsequent search in October 2022, the police found Vasiliev sitting at a table, laptop open, with his browser pointed to the crime gang's dark-web domain.
Vasiliev's lawyer, Louis Strezos, told a Canadian court Vasiliev leaned into cybercrime while stuck at home, during the pandemic, according to CTV News.
"Mikhail Vasiliev took responsibility for his actions, and that played out in today's courtroom with the sentence that was imposed," Strezos reportedly said outside the courthouse on Tuesday. (r)
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    Google gooses Safe Browsing with real-time protection that doesn't leak to ad giant

    
Rare occasion when you do want Big Tech to make a hash of it    


    
        By 
Thomas Claburn        
    

    
        Posted in Personal Tech,
        
            14th March 2024 17:58 GMT
        
    


    
Google has enhanced its Safe Browsing service to enable real-time protection in Chrome for desktop, iOS, and soon Android against risky websites, without sending browsing history data to the ad biz.
Safe Browsing is a non-commercial Google API that allows client applications to lookup websites in a database to see whether they pose a known risk. It is available in two flavors, Standard and Enhanced.
To date, the Standard version has operated from a locally stored list of suspect sites, which limits the comprehensiveness of the data to whenever the list was last updated.
The Enhanced version has offered more extensive protection using real-time URL lookups and machine learning, though it sends information to Google - which the tech titan says "is only used for security purposes."
Henceforth, the Standard version of Safe Browsing will support real-time data lookup, but without sending browsing history data back to Google. Thanks to privacy rules in Europe and elsewhere, privacy-preserving protocols are now table stakes.
In a blog post, Jasika Bawa, Google Chrome Security, Xinghui Lu, Google Chrome Security, Jonathan Li, Google Safe Browsing, and Alex Wozniak, Google Safe Browsing, explain that the locally stored list of suspect sites gets updated every 30 to 60 minutes using hash-based checks, but that's no longer adequate.
"Unsafe sites have adapted - today, the majority of them exist for less than 10 minutes, meaning that by the time the locally stored list of known unsafe sites is updated, many have slipped through and had the chance to do damage if users happened to visit them during this window of opportunity," they say.
What's more, the Googlers observe, the size of the local list and the need to maintain connectivity for updates can present a challenge for devices that are resource constrained or have intermittent network access.


	Oh look, cracking down on Big Tech works. Brave, Firefox, Vivaldi surge on iOS


	Poking holes in Google tech bagged bug hunters $10M


	Now you can compare your Chromium browser with that other Chromium browser using Speedometer 3.0


	Chrome users - get an alert when extensions are in danger of falling into wrong hands


So in Chrome for desktop and iOS, and Android later this month, the Standard tier of Safe Browsing is getting privacy-preserving, real-time protection. This requires some technical enhancement like the implementation of an asynchronous mechanism to prevent network calls from blocking page loads and degrading the user experience.
The system works by first looking in a local cache file to see if the website URL to be visited is known to be safe. If not found, a real-time check is made. Chrome then creates a 32-byte hash of the URL that then gets chopped into 4-byte hash prefixes. These get encrypted and sent to an Oblivious HTTP (OHTTP) privacy server operated by Fastly (yes, it goes to Fastly as a hash) that removes any potential user identifiers and forwards the cleaned result to the Google Safe Browsing server. This arrangement denies Google data that could be used to correlate browsing behavior with site checks.
The Safe Browsing server then returns hashes that match its database of unsafe site hashes and shows a warning to the Chrome user if necessary.
"Ultimately, Safe Browsing sees the hash prefixes of your URL but not your IP address, and the privacy server sees your IP address but not the hash prefixes," explain Bawa, Lu, Li, and Wozniak. "No single party has access to both your identity and the hash prefixes. As such, your browsing activity remains private."
In addition, Google says that Password Checkup on iOS will now flag weak and reused passwords in addition to pointing out compromised passwords. (r)
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    Oracle adds GenAI to Fusion with a whopping 50 use cases

    
But is there one that can sort out failing ERP projects? Well Larry, is there?    


    
        By 
Lindsay Clark        
    

    
        Posted in AI + ML,
        
            14th March 2024 17:29 GMT
        
    


    
Oracle has unleashed 50 use cases for gen AI on its Fusion Applications suite, letting vector-based statistical models provide financial report "narratives," help filter job candidates, and provide product descriptions.
Through Big Red's agreement with LLM biz Cohere, the gen AI features are to be embedded in existing business workflows across finance, supply chain, HR, sales, marketing, and service.
However, Oracle admits that human "intervention" is a necessary link in the chain before the output of GenAI is used in business.
"There should be user intervention so nothing can get released until a user or a manager has interfered with the output... to judge whether it is valid. There are controls in there to mitigate the risks because we were very alive to that challenge," a spokesman told The Register.
The spokesperson refused to be drawn on whether Oracle would take responsibility for the output of its LLMs or be held liable if a user were to suffer from the risks he referred to. He said it would increase productivity but Oracle had yet to measure these effects with customers.
In September last year, ServiceNow introduced similar LLM agents to its HR stack but said it would not be held liable for their output.
In any case, customers looking to buy Oracle Fusion might want assurance about how to adopt the software rather than worry about the sprinkling of AI add-ons.
The past year has seen a couple of Oracle Fusion deployment disasters. Birmingham City Council, the largest local authority in Europe, saw its implementation costs for Fusion ERP and HR climb from PS20 million ($25 million) to an estimated PS131 million, ($167 million) after the delayed rollout left it unable to file auditable accounts and incur millions in costs of bank reconciliation for manual workarounds to support tasks performed by its previous SAP software.


	Oracle AI buzz means Larry Ellison's worth $15B more today


	'We had to educate Oracle about our contract,' CIO says after Big Red audit


	Oracle Cerner system implementation risks future patient deaths, coroner warns


	Oracle investors hear the magic word 'Nvidia' and boom! Buy, buy, buy


Similarly, an Oracle Fusion implementation at Edinburgh University saw the council unable to pay staff members and suppliers after the educational institution went live with HR, payroll, and finance system, with the final stage implemented in August 2022.
While responsibility for deployment may well lie with users and third-party systems integrators, Oracle should address questions about why, in reality, customers are derailed by unexpected complexity and other gremlins.
Oracle refused to answer questions about the Birmingham or Edinburgh implementations on a call with us today but said there were many examples of successful Fusion rollouts in the public sector. (r)
    






        





This article was downloaded by calibre from https://go.theregister.com/feed/www.theregister.com/2024/03/14/oralce_adds_genai_to_fusion/



	Previous
	Articles
	Sections
	Next





	Previous
	Articles
	Sections
	Next







    
        Original URL: https://www.theregister.com/2024/03/14/google_vlogger/
    

    Google brains plumb depths of the uncanny valley with latest image-to-video tool

    
VLOGGER needs just a still photo and an audio recording to generate footage, but it's far from perfect    


    
        By 
Brandon Vigliarolo        
    

    
        Posted in Software,
        
            14th March 2024 16:45 GMT
        
    


    
Google has a new AI trick up its sleeve that can animate a still photo using nothing but a recording of a person's speech, and boy is it widening the uncanny valley.
Dubbed VLOGGER in a paper [PDF] by a sextet of Google researchers (without any explanation for the name), the tool allegedly doesn't need any per-person training, face detection or other tweaking. Feed it a waist-up picture and an audio recording of whatever length you want, and it gets to work.
"Our objective is to bridge the gap between recent video synthesis efforts, which can generate dynamic videos with no control over identity or pose, and controllable image generation methods," the researchers say in the paper. "Industries like content creation, entertainment, or gaming all have high demand for human synthesis, yet the creation of realistic videos of humans is still complex and ripe with artifacts."
Whether VLOGGER does as good a job as the researchers seem to believe is debatable. El Reg readers can decide for themselves in videos posted to the project's GitHub page and on X. While impressive, none of the examples are likely to fool anyone - there's still something incredibly unrealistic about them.
Despite that, the researchers said VLOGGER outperforms previous state-of-the-art image quality, identity preservation, and temporal consistency measurements across three public benchmarks, and could be used to "not only ease creative processes, but also enable entirely new use cases, such as enhanced online communication, education, or personalized virtual assistants."
VLOGGER relies on a two-step process to generate uncanny videos from still photos. First, a stochastic human-to-3D generative diffusion-based model predicts body motion and facial expressions from input audio, which the researchers say "is necessary to model the nuanced (one-to-many) mapping between speech and pose, gaze, and expression."


	Once AI can create endless viral videos, good luck switching off social media


	YouTubers kindly asked to mark their deepfake vids as Fake Fakey McFake Fakes


	Don't be fooled: Google faked its Gemini AI voice demo


	Let's play a game: Deepfake news anchor or a real person?


Second, an architecture model based on recent image diffusion models is used to "provide control in the temporal and spatial domains," the researchers add in the paper.
The project has also required the creation of a new curated dataset, which the team calls MENTOR. The data set is "one order of magnitude larger than existing ones" filled with 3D pose and expression annotations, and includes some 800,000 identities, including "dynamic gestures." 
But ... why?
The X-iverse didn't react kindly to the researchers' work, with many saying how fake the videos looked, or that it fell short of Google's usual standards.
So why in the world is Google presenting such stiff, obviously AI-generated synthetic videos in 2024, and if the core research doesn't look good, what else could it be used for?
Neither Google nor the research team responded to questions for this article, but one possible application can be found near the end of the project's page: lip syncing to translate existing videos from one language to another.
"VLOGGER takes an existing video in a particular language, and edits the lip and face areas to be consistent with new audios," the paper notes.
A video embedded on the page showing a translation from English to Spanish was a ... bit off, to say the least, and nowhere near ready for a real-world product. Quite frankly, better results were delivered years ago, though those systems were trained on hours of footage to get their results, and VLOGGER is taking a shot without any training.
It's not clear if Google plans to release VLOGGER or add the tech to its other AI products, or if this was purely a research project to assess feasibility. Feasible, sure, but more work is definitely needed. (r)
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    Record breach of French government exposes up to 43 million people's data

    
Zut alors! Department for registering and helping unemployed people broken into    


    
        By 
Connor Jones        
    

    
        Posted in Cyber-crime,
        
            14th March 2024 16:06 GMT
        
    


    
A French government department - responsible for registering and assisting unemployed people - is the latest victim of a mega data breach that compromised the information of up to 43 million citizens.
France Travail announced on Wednesday that it informed the country's data protection watchdog (CNIL) of an incident that exposed a swathe of personal information about individuals dating back 20 years.
The department's statement reveals that names, dates of birth, social security numbers, France Travail identifiers, email addresses, postal addresses, and phone numbers were exposed.
Passwords and banking details aren't affected, at least.
That said, CNIL warned that the data stolen during this incident could be linked to stolen data in other breaches and used to build larger banks of information on any given individual.
It's not clear whether the database's entire contents were stolen by attackers, but the announcement suggests that at least some of the data was extracted.
"The database allegedly extracted illicitly contains the personal identification data of people currently registered, people previously registered over the last 20 years as well as people not registered on the list of job seekers but having a candidate space on francetravail.fr," the statement reads, which was translated electronically from French. 
"It is therefore potentially the personal data of 43 million people which have been exfiltrated."
The Cybercrime Brigade of the Paris Judicial Police Department is heading up the investigation into the breach, which it says was carried out between February 6 and March 5.
French citizens are urged to remain on heightened alert and vigilant to any phishing attempts in the coming days, weeks, and months. Checking all passwords are strong and not easily crackable is another of the key recommendations.
"Reports indicate the data includes personal identity data, social security numbers, and other physical address data," Joe Hancock, non-lawyer partner and head of the cybersecurity and investigations practice at Mishcon de Reya told The Reg.
"This would seem to have value for identity theft and fraud and is of obvious concern. Often though it is difficult to link a specific breach to actual harm, and individuals may never know if they are impacted.
"It's not clear how the attack happened apart from reports that the attackers posed as members of Cap Emploi. This could indicate some kind of social engineering over a more technical attack, or likely the two together."
Cap Emploi, is a similar department that looks after disabled people looking for work.
France Travail will soon undertake the mammoth task of directly informing those affected by email or by other means, and has apologized for the incident.
"The security of data entrusted by job seekers and companies is a constant concern for us. Faced with the threat of cyberattacks which increasingly weighs on companies and organizations at national and European levels, we must continually strengthen our protection systems, procedures, and instructions," it said. 
"Also, as soon as we became aware of this intrusion, we took additional measures with the Cap emploi network to strengthen our systems for protecting access to our applications by our partners."
This data breach is a real stinker for France Travail, which seems to be unable to catch a break. In August last year, it was caught up in an incident at a service provider that also compromised the data of an estimasted 10 million French citizens.
Wider reporting at the time pinned the blamed for the attacks on Cl0p's supply chain assault of MOVEit MFT.


	Microsoft confirms Russian spies stole source code, accessed internal systems


	Nissan to let 100,000 Aussies and Kiwis know their data was stolen in cyberattack


	Swiss cheese security? Play ransomware gang milks government of 65,000 files


	Iranian charged over attacks against US defense contractors, government agencies


It's been a tough month for France in terms of cybersecurity and data protection too. Just a month ago, the contry was contending with what was called the largest-ever data breach.
Data breaches at Viamedis and Almerys, two third-party payment providers for healthcare and insurance companies, led to more than 33 million people's data being compromised.
Yann Padova, a data protection lawyer and former secretary general at the CNIL, told Franceinfo at the time that he believed the incident to be the largest of its kind in France.
Affecting more people and including more data points than the breaches of Viamedis and Almerys, the France Travail attack will, for now, be known as the country's worst-ever data breach.
The France Travail attack also comes just days after numerous French government departments were reportedly targeted by DDoS attacks, which were later claimed by the pro-Russia Anonymous Sudan group.
Local media reported on Monday that Prime Minister Gabriel Attal's Office said the attacks were of "unprecedented intensity" but were ultimately contained.
The strikes weren't attributed to the Kremlin, although the cyber nuisances at Anonymous Sudan are believed to act against Russia's enemies.
Perhaps just a coincidence, the attacks also came just days after France President Emmanuel Macron publicly reaffirmed the country's unwavering support for Kyiv in the war against Ukraine. (r)
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    Third time is almost the charm for SpaceX's Starship

    
Booster hit the water hard and monster rocket lost during re-entry, but otherwise a success!    
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SpaceX has launched its third Starship Super-Heavy rocket on a test flight that went almost entirely to plan.
The 110-minute test window opened at 0700 CT on March 14, and, after a delay to clear boats from the range, the 33 Raptor engines of the Super Heavy booster were lit, and the Starship stack left the pad at 0825 CT.
Things initially seemed to go perfectly. Staging occurred as expected, and the booster began its journey back to Earth. However, it appeared there was a loss of control as the booster descended, and the required engines did not all relight. The result was an impact into the Indian ocean.
Still, at least the second stage, the Starship, made it into near-orbit and re-entry. SpaceX demonstrated the opening and closing of the payload door and called out propellant transfer operations, but a number of observers noted that something was venting from Starship.
SpaceX elected to skip a planned Raptor restart but did not disclose the reasons, and the vehicle continued on to its planned re-entry. Despite some stunning imagery being returned, the last telemetry from the vehicle was received as it passed through an altitude of 65km.


	Japan's first private satellite launch imitates SpaceX's giant explosions


	FAA gives SpaceX a bunch of homework to do before Starship flies again


	Out with the old, in with the new as 100 Starlink satellites take atmospheric exit


	Intuitive Machines IM-1 heading for Moon on SpaceX rocket


One space industry insider told The Register that it appeared the vehicle was tumbling, but SpaceX has yet to confirm the final fate of Starship. Only that it had indeed been lost.
The go-ahead [PDF] for the launch was given yesterday by the US Federal Aviation Administration (FAA).
As well as the modifications required following the previous launch attempt, the trajectory for the rocket was changed. SpaceX asked for, and was granted, permission to extend its operational area to include the Indian Ocean, something that merited extra scrutiny from the FAA [PDF].
The FAA's environmental assessment said: "Landing operations in the Indian Ocean would give SpaceX the flexibility to design and execute launch trajectories that meet additional mission objectives."
SpaceX had said: "This new flight path enables us to attempt new techniques like in-space engine burns while maximizing public safety."
Musk's biz has a checkered record regarding previous Starship launches. Its first launch memorably destroyed a large chunk of ground infrastructure before exploding shortly after lift-off. The second fared better, although the first stage exploded shortly after staging. The second stage encountered an anomaly that SpaceX boss Elon Musk attributed to venting of liquid oxygen.
In February, the FAA closed the investigation into the problems that occurred during the second launch. Changes made to the design by SpaceX included alterations to reduce leaks in Starship and measures to mitigate slosh in the tanks of the Super Heavy stage.
Musk had yesterday posted on his favorite mouthpiece that he hoped that there could be "at least six more flights this year," underscoring SpaceX's "rapid iterative development approach."
And rapid it needs to be. NASA is depending on the company for a vehicle to deliver a crew to the Moon in 2026. In addition to the landing itself, multiple Starship launches will be required to deliver propellant.
Unless, of course, the Artemis schedule slips again. (r)
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The Cybercrime Atlas, a massive undertaking that aims to disrupt cybercriminals across the globe, enters its operational phase in 2024, two years after organizers laid the groundwork at the RSA Conference.
At the time, the public-private collaboration was still in the proof-of-concept stage with one ambitious goal - to map out relationships between criminal groups, their infrastructure, supply chains and other dependencies, and to use this knowledge to break up the entire ecosystem.
The initiative officially launched at the World Economic Forum in July 2023 with founding members Banco Santander, Fortinet, Microsoft, and Paypal.
"One of the main questions was, is it actually possible, with companies stepping in to invest resources in this type of research? And it became very clear that yes, companies can work together, they are very eager to create this type of knowledge base and to be part of such processes," Tal Goldstein, the WEF Centre for Cybersecurity's head of strategy, told The Register.
Its members now include 20-plus law enforcement agencies, private-sector security companies and incident responders, financial institutions, NGOs, and academics.
Over the past year, the investigations group, which now has more than 20 members, meets weekly "to go over intelligence packages, and we're working on profiling for threat actors," said Derek Manky, chief security strategist and global VP of threat intelligence at Fortinet's FortiGuard Labs.
Manky, who is also one of the group's founding members, said this work includes "the open source intelligence, the correlation, identifying choke points, high-confidence points, points of disruption."
"We've been doing a lot of work on the intelligence side," he told The Register. "And now we want to try to get into how can we actually start to make an impact."
This involves seizing gangs' infrastructure, making arrests, and attributing attacks to criminal gangs, Manky added. It also involves lowering the ROI on cybercrime.
"This is part of the idea of disruption: it's not only to make an impact, but to send a message back to the cybercriminals that we mean business, and that we can make it more cost prohibitive for them to operate," Manky said. 
Making life more difficult for criminals
Sean Doyle, Cybercrime Atlas initiative lead, described it thus: "The first part of the experiment: can we create something new, valuable, and actionable?" The answer to this, he told The Register, is yes.
"The second part of the experiment is: can we use that collaboratively to make life more difficult for cyber criminals? That's what we are testing."
It's a big theory to test. Despite some recent high-profile takedowns of major cybercrime organizations, ransomware, cyber espionage, and all other types of electronic crimes are flourishing.
America's healthcare system is still reeling from a nearly month-old ransomware attack against a single company, Change Healthcare.
The breach happened nearly two months after law enforcement seized ALPHV/BlackCat's infrastructure, which apparently didn't stop the ransomware crew from infecting Change and possibly extorting $22 million from the healthcare IT org.


	World Economic Forum wants a global map of online crime


	FBI: Critical infrastructure suffers spike in ransomware attacks


	UK council yanks IT systems and phone lines offline following cyber ambush


	Cybercrime crew Magnet Goblin bursts onto the scene exploiting Ivanti holes


Meanwhile, the British Library is finally beginning its post-ransomware recovery, five months after a Rhysida affiliate shut down nearly all of the library's online services.
In addition to causing chaos and costing victims billions of dollars, however, these gangs have brought cybercrime to the forefront of discussion among CEOs and boards of directors. Cyberthreats are officially on everyone's radars, which is one of the reasons the WEF took on this initiative.
"From the World Economic Forum perspective, this is a very unique project," Goldstein said. "It's really going into a very operational level, which is beyond what the Forum is usually doing."
It also underscored the growing emphasis that the WEF has placed on cybercrime - and cybersecurity - over the past few years.
According to the WEF's Global Risks Report 2024 [PDF] published in January, "misinformation and disinformation" is the top short-term global risk, with "cyber insecurity" coming in at number four.
In addition to combating digital crime, the international org is also taking on the cyber skills gap to help grow the infosec workforce.
At its annual meeting in Davos this year, the WEF hosted a panel on ransomware disruption. "Many members in the audience were not in a cybersecurity role, but they were very interested," Manky said. "And they very much appreciated the problem as well." 
This isn't an isolated event and over time the WEF has received "more requests from our partners, CEOs, chairmen of big companies, saying [the Forum] needs to be involved" in helping organizations improve their cybersecurity posture and resilience," Goldstein added. 
"This is not a challenge that any company or any government or international organization can manage by itself," he added. "This is a topic we need to work together to address." (r)
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    Developers beware, Microsoft's domain shakeup is coming soon

    
If you don't pay attention, your lovely little Teams app will stop working    
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Time is running out for developers and administrators to prepare themselves for Microsoft's one domain to rule them all - cloud.microsoft.
Microsoft told the world of its plans to unify its domains just under a year ago and is now reminding developers that it really is time to remove your head from the sand, especially if you're a developer of Teams apps.
teams.cloud.microsoft is due to go live in June 2024, and tenants running apps that haven't been updated will remain on teams.microsoft.com. According to Microsoft: "This change impacts embedded applications where an external web app is rendered inside Teams, Outlook or Microsoft 365."
Microsoft's stated goal is to use microsoft.com for "non-product experiences" such as marketing or support, while cloud.microsoft will handle authenticated, user-facing product experiences.
The company said: "Initially, only net-new services will be deployed on the cloud.microsoft domain. Existing workloads have a broader range of implications to consider and will transition at a slower pace."


	Microsoft forges One Teams App To Rule Them All


	Microsoft decides it's done with Azure egress ransoms


	Microsoft Copilot for Security prepares for April liftoff


	The end of classic Outlook for Windows is coming. Are you ready?


However, that was almost a year ago, and those workloads will have to move at some point, hence the notification for Teams app developers.
While teams.microsoft.com will not be going anywhere in June 2024 - Microsoft expects it and teams.cloud.microsoft to run in parallel - the direction of travel is clear. In its instructions for x-frame/CSP header updates to allow for the new domains, Microsoft said: "To ensure the app keeps working across existing and future Microsoft 365 hosts, please ensure to allow '*.cloud.microsoft'."
An update to the TeamsJS client library to version 2.19 or higher, which includes a dynamic list of trusted domains, is also needed.
Microsoft said: "The transition to cloud.microsoft will benefit users and developers across the Microsoft 365 ecosystem. We are excited to take the next steps toward bringing Teams, Outlook, and Microsoft 365 onto the unified domain, and extending those benefits to app developers as well."
All of this means that affected developers must pay close attention to Microsoft's plans. A reduction in the fragmentation of domains will be welcomed but could also necessitate trawling through legacy code to ensure calls are not being made to places that might go away in the not-too-distant future. (r)
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    US to probe Change Healthcare's data protection standards as lawsuits mount

    
Services slowly coming back online but providers still struggling    
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Change Healthcare is being investigated over the alleged 6 TB data theft by the ALPHV ransomware group as it continues recovery efforts.
The US Department of Health and Human Services (HHS) Office for Civil Rights (OCR) wrote to the healthcare IT company this week informing it that a formal inquiry into its data protection practices will soon begin.
The OCR cited the "unprecedented magnitude of this cyberattack" in its letter, referring to the widespread and substantial disruption the incident has had on thousands of pharmacies and hospitals across the US. Change's software is used for carrying out various critical functions including processing insurance claims, prescriptions, and billing operations.
It's also the entity responsible for enforcing the data protection and privacy rules set out in the Health Insurance Portability and Accountability Act 1996. The investigation will focus on the level of compliance with these rules and whether protected health information was breached.
The ALPHV/BlackCat ransomware group, which recently shut down via an exit scam, claimed responsibility for the February attack that would end up being one of its very last. It claimed to have stolen 6 TB of data, an assertion that Change Healthcare declined to confirm when asked about it.
Security researchers also spotted a $22 million Bitcoin payment made to a known ALPHV crypto wallet on March 1. Change also dodged our questioning about that.
It's unclear exactly what data was stolen by the criminals. The group claimed that health insurers, medical providers, and major pharmacies were affected. Among the "millions" of files the group stole, it also alluded to those relating to active US military personnel, patents, payment information, and source code.
ALPHV's websites have now shut down so at least the data won't be posted there, but defenders will be scouring underground forums for any attempts to sell it through other avenues.
As we know from the LockBit leaks, ransomware baddies can't be trusted to delete victim data, regardless of whether a payment was made or not.
"OCR is committed to helping health care entities understand health information regulations and to collaboratively working with entities to navigate the serious challenges we face together," said Melanie Fontes Rainer, OCR director, in the letter to Change Healthcare.
"OCR encourages all entities to review the cybersecurity measures they have in place with urgency to ensure that critically needed patient care can continue to be provided and that health information is protected."


	Stanford University failed to detect ransomware intruders for 4 months


	White House and lawmakers increase pressure on UnitedHealth to ease providers' pain


	Change Healthcare registers pulse after crippling ransomware attack


	Possible China link to Change Healthcare ransomware attack


Crippled business resuscitated
Over the past seven days, Change Healthcare has slowly started bringing services back online following the attack. Last week saw the return of its Rx Connect, Rx Edit, and Rx Assist services, as well as its prescription fulfillment operation.
Parent company UnitedHealth Group said at the time that other services were expected to resume in the coming weeks, including systems for managing medical claims that are poised for a return tomorrow.
Change Healthcare announced that its pharmacy network and associated payment systems were reinstated on March 13, and that it was managing 99 percent of the claim volume as it was doing before the cyberattack.
Some pharmacies in the US are still offline, but are receiving support from the company to rectify that, it said.
Mandiant and Palo Alto Networks are involved in the incident's forensic analysis and together with UnitedHealth Group have said they identified the source of the breach, without actually specifying what it was.
Speculation was flying around in the early days of the incident that ALPHV had used the recently disclosed critical bugs in ConnectWise to breach Change Healthcare, the bugs that researchers said were "embarrassingly easy" to exploit. ALPHV swiftly denied these claims, though.
Lawsuits inbound
Change Healthcare is facing an investigation from the OCR and may also soon be up to its neck in legal woes as at least six class action lawsuits have been filed against it, relating to the attack.
A motion [PDF] to consolidate the cases was filed on Tuesday, citing the number of current cases and the likelihood that more would be filed in the future.
Consolidating similar lawsuits also saves all parties fees associated with the litigation, rehashing common arguments and claims, as well as time spent on duplicated discovery efforts, for example.
Of the six current class actions, four were filed in Nashville, the location of Change Healthcare's HQ, and Minnesota, home to parent company UnitedHealth Group. (r)
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    Voyager 1 starts making sense again after months of babble

    
Veteran spacecraft shows signs of sanity with poke from engineers    
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Engineers are hopeful that the veteran spacecraft Voyager 1 might have turned a corner after spending the last three months spouting gibberish at controllers.
On March 1, the Voyager team sent a command, dubbed a "poke," to get the probe's Flight Data System (FDS) to try some other sequences in its software in the hope of circumventing whatever had become corrupted.
Readers of a certain vintage will doubtless have memories of poke sheets for various 1980s games. Not that this hack ever used a poke to get infinite lives in Jet Set Willy, of course.
While Voyager 1's lifespan is not infinite, it has endured far longer than anticipated and might be about to dodge yet another bullet. On March 3, the mission team saw something different in the stream of data returned from the spacecraft, which had been unreadable since December.
An engineer with the Deep Space Network (DSN) was able to decode it, and by March 10, the team determined that it contained a complete memory dump from the FDS.
The FDS memory read-out contains its code, variables, and science and engineering data for downlink.
Prior to NASA's announcement, Dr Suzanne Dodd, project manager for the Voyager Interstellar Mission, said in a Pasadena Star-News report that the data being transmitted from the probe was "not exactly what we would expect, but they do look like something that can show us that the FDS is at least partially working."


	Work to resolve binary babble from Voyager 1 is ongoing


	Space exploitation vs space exploration: Humanity has much to learn from the Voyager probes


	44-year-old Voyager 2 data sheds light on solar system's magnetic personalities


	NASA engineers scratch heads as Voyager 1 starts spouting cosmic gibberish


Dodd was referring to the ones and zeroes streaming from the spacecraft. Previously, the probe's telemetry modulation unit (TMU) had begun in mid-December transmitting a repeating binary pattern as though it was somehow stuck. Engineers reckoned the issue was somewhere within the FDS.
The next step is to study the memory read-out and compare it to one transmitted before the problem arose. A solution to the issue could then be devised.
One of the original Voyager scientists, Garry Hunt, told The Register that engineers at JPL were determined to get communications with the stricken probe working again: "This requires both skills and patience with the long time between communication instructions and response."
The time lag is a problem. A command from Earth takes 22.5 hours to reach the probe, and the same period is needed again for a response. This means a 45-hour wait to see what a given command might have done.
The availability of skills is also an issue. Many of the engineers who worked on the project - Voyager 1 launched in 1977 - are no longer around, and the team that remains is faced with trawling through reams of decades-old documents to deal with unanticipated issues arising today. (r)
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On the heels of the US House of Representatives passing a TikTok ban law, former US Treasury secretary and private equity mogul Steve Mnuchin is apparently thinking about buying the platform.
Speaking to CNBC's pre-market team at Squawk Box, Mnuchin said he hoped the TikTok ban would pass in the Senate, forcing a sale of the platform to a US-based parent. 
"It's a great business and I'm going to put together a group to buy TikTok," Mnuchin told CNBC. Mnuchin didn't mention whether partners had been identified, or what phase the purchase was in.


	US politicians want ByteDance to sell off TikTok or face ban


	US Congress goes bang, bang, on TikTok sale-or-ban plan


	Two days into the Digital Services Act, EU wields it to deepen TikTok probe


	Trump, who tried kicking TikTok out of the US, says boo to latest ban effort


The US House this week passed a bill that would force Chinese TikTok owner ByteDance to sell the app within six months, which Beijing's officials have called "unfair." Chinese foreign ministry spokesperson Wang Wenbin said the proposed American law was "at odds with the principles of fair competition and international trade rules," though we note China has banned US-based Meta's Facebook and Instagram.
China would also need to approve the sale of TikTok to a US entity, something analysts believe is unlikely to happen. "Any kind of divestiture and merger with another company would have to be approved by the Chinese government, who would probably reject that," Albright Stonebridge associate partner Paul Triolo said this morning.
What's this fuss about?
The draft law, which passed in the House of Representatives yesterday by an overwhelming margin, is the latest attempt by the United States to shut the service down on its soil at least, with former President Trump trying and failing to do so during his administration. The reality TV tycoon recently came out against the latest bill, saying it would only give more power to Meta supremo Mark Zuckerberg.
TikTok, meanwhile, told staff after the vote to pass the bill in the House that it had no intention to change its data protection strategy in the US, telling employees in an internal memo viewed by Bloomberg that it believes it's already doing the best it can to address America's security and privacy concerns about the app.
"We continue to believe that the best way to address concerns about national security is with transparent, US-based protection of US user data and systems with robust third-party monitoring, vetting and verification," the memo reportedly said.
It's not clear what the bill's future in the Senate is - we have asked US officials to find out when the bill could be heard and put to a vote in the upper chamber - though TikTok said it plans to lobby senators not to pass the legislation.
"While we anticipated the outcome, I want to reemphasize that the Committee and the House votes are the beginning (not the end) of a long process," the TikTok memo added. (r)
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    AI and wearables are scaring the wellbeing out of workers

    
We thought everyone was thrilled about being spied on and having their jobs taken by bots    


    
        By 
Brandon Vigliarolo        
    

    
        Posted in AI + ML,
        
            14th March 2024 11:45 GMT
        
    


    
A survey of UK workers suggests that quality of life declines as exposure to newer technology including wearables, robotics, and AI rises in the workplace.
The study, published by the Institute for the Future of Work (IFOW), quizzed thousands of workers to come up with its conclusion, which it said has significant implications for policy, regulation, and employers.
Not all technologies are tied negatively to wellbeing, however.
"Results showed that digital information and communication technologies correlated with improved quality of life, whereas newer and more advanced technologies were correlated with reduced wellbeing," the study [PDF] says. Those correlations held across various demographics and roles and "after accounting for more influential factors," the study notes.
In other words, give workers access to computers, messaging tools, and other connected technologies that give them the ability to work with more freedom and flexibility and they're happy. Force them to wear smart devices or inject AI into their jobs and the opposite is true.
It's hardly surprising, but as the report points out, it's the first time someone's bothered to actually do the work to triangulate worker wellbeing and tech exposure.
"Research and public policy have tended to treat technology and wellbeing separately, and disproportionately focus on job loss and employment," the authors write in a summary brief [PDF]. "Far less attention has been given to how workplace technologies are impacting job quality, and workers' quality of life."
If you've followed recent news about cutting-edge business technologies like AI you probably aren't too surprised about the IFOW's findings - after all, we've been reporting on the threats to jobs posed by AI and corresponding reports that the technology would "augment" millions of jobs in the next few years with regularity.
Companies like IBM have even said openly that they intend to replace workers with AI. It's no wonder the tech makes worker wellbeing suffer - when employees hear their boss has AI aspirations or plans to monitor them more closely at work, it's natural for the cortisol levels to spike.


	France fines Amazon EU32M for watching staff so much they'd have to 'justify each break'


	Meta to use work badge and Status Tool to snoop on staff


	Workplace surveillance booming during pandemic, destroying trust in employers


	Humanoid robot takes a retail job, but not one any store clerk wants to do


The study didn't investigate the cause of that negative correlation with exposure to new technology, but said previous research has demonstrated why AI, robotics, and worker monitoring technologies may be a stressor.
"Such technologies may exacerbate job insecurity, workload intensification, routinisation and loss of work meaningfulness, as well as disempowerment and loss of autonomy, all of which detract from overall employee wellbeing," the study says. 
Good vs bad automation
That doesn't mean new technologies necessarily spell doom for employee happiness - it's all about implementation.
In organizations with HR philosophies that emphasize employee wellbeing over productivity, there was a positive correlation with quality of life, and the same goes for workplaces where employees feel they have their rights respected at work.
"The results of this research lead us to hypothesise that the relationship between technology use and wellbeing may be mediated by a range of factors including work-related capabilities and job quality," the authors conclude. They note, however, that such a hypothesis needs additional research, and caution against using the results as a one-size-fits-all view of tech in the workplace.
Employers who don't want an office filled with miserable drudges should involve everyone affected by new technologies in the implementation process, and ensure they have access to information needed to help them understand the role such technology will play in their work. Policies also need to be enacted to incentivize firms adopting advanced tech to prioritize employee wellbeing, the paper notes. 
"A future of 'good automation' is possible ... but this will take concerted action and alignment across different departments and domains," the researchers say. (r)
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Microsoft IP addresses on the spam naughty step    
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If you're an Exchange Online user wondering why emails to Yahoo and AOL users haven't been getting through, don't worry - it isn't just you. Stricter security rules have tripped up Microsoft's email service.
The issue dates back to the end of February and is related to stricter restrictions implemented by AOL and Yahoo. Microsoft created an advisory -- EX719348 -- saying it was aware of the issue and was working with an unnamed third-party spam service to determine which range of its IP addresses was causing the problem.


	Crooks hook hundreds of exec accounts after phishing in Azure C-suite pond


	Microsoft uses carrot and stick with Exchange Online admins


	Want a well-paid job in tech? You just need to become a cloud-native god


	Deluge of of entries to Spamhaus blocklists includes 'various household names'


	UK NHS 850k Reply-all email fail: State health service blames Accenture


Judging by an update from the UK's NHS, the problem is ongoing. As of March 13, 2024, the NHS posted that Microsoft was continuing to work with the third-party anti-spam service and, "once they have isolated the IP addresses that are causing the third-party anti-spam service to block a portion of Microsoft's email IP address ranges, they will limit the mail flow as a long-term solution to prevent the issue from reoccurring."
Spam-tracking services, such as Spamhaus, maintain spam blocklists (SBL) that can block a given IP address or range from sending mail. The theory is that malicious emails can be blocked from ever troubling users' mailboxes. However, it is also all too easy to trip up and for users to find themselves on an SBL without realizing it until the emails stop being delivered.
While Microsoft works with the unnamed third-party anti-spam service, frustrated users have come up with solutions of their own. One found emails were DKIM signed by the onmicrosoft.com subdomain rather than the actual sending domain. They set up DKIM for the actual sending domain, and all was well.
DKIM - DomainKeys Identified Mail - is used to ensure an email that has claimed to come from a given domain was indeed authorized by the owner of that domain. It is not a particularly new standard, though it is easy to see how email might be rejected if it is not configured and a destination is checking it.
Microsoft noted that the problem "isn't connection method specific and thus occurs in all Exchange Online connection methods." It went on to say: "Affected users receive a Non-Delivery Report (NDR) message that references the third-party anti-spam service name that has added the IP address to their block list."
Microsoft has form regarding IP blocking, although less so when it comes to being on the receiving end. In 2019, it blocked TSO Host's email IPs from sending email to Hotmail and Outlook inboxes, leading one wag to comment, "So, as long as people with TSO mailboxes don't have any friends on Hotmail you're fine. D'oh!"
In this latest case, if you're an affected Exchange Online customer and don't need to talk to anyone using a service protected by the unnamed third party, you'll be fine.
Alternatively, perhaps just pick up the phone and have a chat. (r)
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    Rancher faces prison for trying to breed absolute unit of a sheep

    
Ewe-nique endeavor aimed to create Jurassic Baaa-rk experience for hunters    
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In a case that could have been lifted from a bad movie about a "mad scientist," a Montana rancher has pleaded guilty to wildlife trafficking charges in his quest to genetically engineer an ubersheep for hunting.
Arthur "Jack" Schubarth, 80, of Vaughn, Montana, runs Schubarth Ranch. The business purchases and breeds various ungulates, which are then sold to captive hunting operations - aka shooting sheep in a barrel.
But it appears Schubarth's "alternative livestock" weren't sexy enough. According to the Department of Justice, between 2013 and 2021 Schubarth embarked on a conspiracy to engineer a hybrid species of sheep that he believed could fetch a higher price from shooting preserves.
He is accused of shipping parts of the largest sheep in the world, Marco Polo argali (Ovis ammon polii), from Kyrgyzstan into the US without declaring the importation. Average males can weigh more than 300 pounds with horns that span more than five feet, an "absolute unit" in layman's terms.
However, they are also protected internationally by the Convention on International Trade in Endangered Species, domestically by the US Endangered Species Act, and are prohibited in the State of Montana to protect native sheep from disease and hybridization.
Schubarth sent genetic material from the sheep parts to a lab that created cloned embryos. The embryos were then implanted into ewes on Schubarth Ranch, which resulted in a single, genetically pure male Marco Polo argali that Schubarth dubbed the "Montana Mountain King" or MMK.


	Olympic-level server tossing contest seeks entrants - warranty voiding guaranteed


	Willy Wonka event leaves bitter taste with artificially sweetened promises


	Google Maps leads German tourists to week-long survival saga in Australian swamp


	Tesla's Cybertruck may not be so stainless after all


Sperm was then taken from this gigasheep to artificially impregnate varying species of ewes on the ranch - all of which were prohibited in Montana, the DoJ says - to create hybrid Frankensheep.
But Schubarth's flock of felonies didn't end there. To shift the hybrids, he and his unnamed co-conspirators pulled wool over buyers' eyes with forged veterinary certificates claiming they were legal species. Schubarth also sold MMK juice to breeders in other states so they could raise sheepsquatches of their own.
"This was an audacious scheme to create massive hybrid sheep species to be sold and hunted as trophies," said Assistant Attorney General Todd Kim of the Justice Department's Environment and Natural Resources Division. "In pursuit of this scheme, Schubarth violated international law and the Lacey Act, both of which protect the viability and health of native populations of animals."
"The kind of crime we uncovered here could threaten the integrity of our wildlife species in Montana," said Ron Howell, Chief of Enforcement for Montana Fish, Wildlife & Parks. "This was a complex case and the partnership between us and US Fish and Wildlife Service was critical in solving it."
For each felony count where Schubarth rammed through the law, he faces a maximum penalty of five years in prison, a fine of up to $250,000, and three years of supervised release.
Probably feeling a bit sheepish now. (r)
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    SAP accused of age discrimination, retaliation by US whistleblower

    
Complainant moved to 'retire in place' role after Sarbanes Oxley Act report, filing alleges    
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SAP is being sued for age discrimination and retaliation by an employee that alleges he was moved to a meaningless role after he asked for an investigation of potentially anti-competitive practices.
Michael Nedrow, who worked as an SAP exec for more than eight years, is bringing the civil action in the District Court for the Eastern District of Pennsylvania.
Among the allegations levelled by the former worker is that a director of the software giant's North America region's midmarket business took issue with a framework designed to prevent anti-competitive practices. The lawsuit [PDF] was filed earlier this week.
The case goes on to allege that the same manager refused to implement the framework "potentially imperiling ethical contract processes, regular financial reporting rules and legal fair trade requirements."
An SAP spokesperson said the company "does not comment on pending litigation."
Nedrow alleges in the filing that he made a whistleblower report under the Sarbanes Oxley Act in January 2023.
The complaint says SAP executive Greg Petraetis refused to adopt an "internal framework intended to prevent corruption and comply with the laws of the Federal Republic of Germany and the European Union, as ordered by Defendant SAP SE's Board of Directors."
Nedrow claims that his manager, a German citizen, and SAP's legal department "had informed him that implementation of this framework was a 'red flag' mandatory compliance issue mandated by the Board of Directors, and therefore he reasonably believed that failure could have serious and extremely costly legal consequences," the filing says.
It goes on to say that Nedrow alleges that he suffered retaliation for his whistleblowing report. The manager told him he had "pissed off a lot of people" with his report, the complaint continues, after which the manager said he would step into North America "to insulate Nedrow from the problem."
The filing claims that in August 2022, Nedrow, employed as regional and execution director with three people reporting to him, was told by his management to make sure Latin America and North America adopted a specific legal framework by January 1, 2023. The Indirect Commercial Framework (ICF) arises from EU Fair Trade rules designed to stop sales teams giving more favorable contract terms to certain business partners rather than others.
"Without the ICF, sales managers could make private, potentially corrupt deals with business partners that could result in noncompliance with [SAP's] legal obligations," the filing alleges.
However, the plaintiff is claiming that SAP's North America region's midmarket business refused to implement the framework.
After his manager stepped in, Nedrow was moved to another role, he says. "It was specifically created in response to Plaintiff's legal claims, and designed to be so demeaning that Plaintiff would quit. Plaintiff accepted the position, as he had no choice," the filing claims.


	City council megaproject to spend millions for manual work Oracle system was meant to do


	City of London ditches Oracle for SAP in search of ERP enlightenment


	SAP makes last-minute change to replacement of 80-year-old co-founder


	India probes SAP and IBM over ancient Air India ERP tender


"This type of job is considered to be RIP 'Retired in Place,' an industry practice used to put legally problematic employees in the hope that they would give up and leave," according to the complaint.
The filing alleges that SAP punished Nedrow by removing most of his duties, cutting his bonus in half, threatening his job and directing him to find another job.
His lawyers claim SAP also discriminated against him based on his age in refusing to hire him into numerous open positions. "One SAP hiring manager expressly told Plaintiff that he intended to hire someone younger for the position," the filing alleges. (r)
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    Oh look, cracking down on Big Tech works. Brave, Firefox, Vivaldi surge on iOS

    
Thanks to Europe forcing Apple to offer a browser choice screen. Now, about ditching WebKit ...    
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Since Apple implemented a browser choice screen for iPhones earlier this month to comply with Europe's Digital Markets Act (DMA), Brave Software, Mozilla, and Vivaldi have seen a surge in the number of people installing their web browsers.
It's an early sign the Europe Union's competition rules may actually ... get this ... enhance competition - an outcome that skeptics deemed unlikely.
The DMA applies to a set of six technology giants that have been designated as "gatekeepers" in order to limit their tendency to boost the usage of their own offerings - such as their own browsers, webmail, and marketplaces - to the detriment of rivals, which are pushed out of the way.
This walloping of competitors, which slashes choice and innovation, is usually achieved through default settings, contractual requirements, and other mechanisms that favor the big players over smaller upstarts. Apple and Google, as two of those gatekeeper firms, must now under Euro law make concessions to competitors to avoid further harm.
As a direct result of Europe's DMA, Apple announced plans to implement a browser choice screen on iOS devices in January.
For Google, the DMA compliance means a browser choice screen and search choice screen on Android smartphones and tablets during device setup, as well as a search choice screen for its Chrome browser on non-Android platforms.
Choice screens can be an effective way to reduce market dominance. For example: in 2010, when Microsoft was required to provide a browser choice screen in Windows in Europe, Opera reported that its download numbers had doubled.
In 2019, Margrethe Vestager, then European commissioner for competition, defended the value of choice screens, which Google was implementing to comply with a 2018 EU competition ruling.
"We've seen in the past that a choice screen can be an effective way to promote user choice," observed Vestager following the EU's third antitrust fine against Google. "In the Google Android case, it has the potential to give users a real choice about what search provider and browser they want on Android devices. This would also allow Google's rivals to be chosen upfront by users in cases where Google has been pre-installed on a phone."
Yet the auction-based choice mechanism Google rolled out that year didn't work well, and Google ended up changing it in 2021.


	No App Store needed: Apple caves, will allow sideloading in EU


	Apple may have made itself a target before the EU's Digital Markets Act comes into force


	The DMA hasn't changed Big Tech's anticompetitive DNA, says Free Software Foundation Europe


	Google dresses up services for the EU's Digital Markets Act


Three years on, efforts to create a level playing field for platform gatekeepers and smaller rivals continue - possibly with some progress.
Brave's figures suggest the number of daily browser installs jumped from around 8,000 on March 6, 2024 to around 11,000 a week later. And in a social media post, the developer cited those results as evidence that Apple and Google have made it hard to switch default browsers specifically to block competition.
"Monopoly defenders argue that the monopolies simply offer better products," Brave declared. "But as you can see, when consumers get a clear choice of iOS browsers, they're choosing alternatives to Safari. Maybe that's why Google still hasn't implemented a browser choice screen on Android."
Google in January said it would offer search engine and browser choice screens per the DMA's requirements "on or after March 6, 2024." The search biz did not immediately respond to a request to provide an update on its choice screen rollout, which will only be offered on a subset of Android devices in the EU.


When consumers get a clear choice of iOS browsers, they're choosing alternatives to Safari


Brendan Eich, CEO and co-founder of Brave Software, told The Register in an email that Brave for iOS is presently based on WebKit (per Apple's historic requirement), but his outfit is looking into the possibility of developing a Chromium-based version of Brave for iOS now that Apple has opened the door - at least on paper - to non-WebKit browsers on iOS in Europe.
For most of us, Apple requires browsers on iOS to use Cupertino's WebKit engine - Europe has strong-armed the iGiant into ditching that stipulation in its region.
"If Google does the upstream iOS work and shares it via Chromium/Blink open source, this opens up more options," according to Eich. "If Apple forbids using this alternative engine outside of Europe, however, the cost of supporting two engines may be prohibitive."
"Brave is about putting the users first in all ways, including default browser choices they may not know they can make," Eich added. "We're thrilled to see that users in Europe are now given the option to choose their default browsers on iOS and we hope to see things evolve on Android, as well as in other regions of the world."
Mozilla also has seen increased interest in Firefox as a result of the DMA choice screen for iOS devices.
"The monopolistic practices employed by Big Tech have often hindered Firefox's ability to innovate and offer users competitive alternatives," a Moz spokesperson told The Register. "It is no small feat for us to cut through their tricky tactics to keep consumers locked within their own ecosystems.
"Despite less than ideal compliance, the recent implementation of the DMA choice screen is a promising step toward true competition online in the EU, which is why we're not surprised to have seen a more than 50 percent increase in Firefox user growth in Germany and close to 30 percent increase in France just since its implementation. Still, there is a lot of room for improvement, and we'll continue to fight for a web that puts people over profits, prioritizes privacy and is open and accessible to all."


It is no small feat for us to cut through their tricky tactics to keep consumers locked within their own ecosystems


Asked about the status of a Gecko-based Firefox for iOS, now that Apple has technically opened the door to using browser engines other than Safari's WebKit, Mozilla's spokesperson pointed to a prior statement about the limitations of Apple's concessions.
"We are still reviewing the technical details but are extremely disappointed with Apple's proposed plan to restrict the newly-announced BrowserEngineKit to EU-specific apps," Mozilla's spokesperson lamented. "The effect of this would be to force an independent browser like Firefox to build and maintain two separate browser implementations - a burden Apple itself will not have to bear.
"Apple's proposals fail to give consumers viable choices by making it as painful as possible for others to provide competitive alternatives to Safari. This is another example of Apple creating barriers to prevent true browser competition on iOS."
Jon von Tetzchner, CEO of browser maker Vivaldi, told The Register in a phone interview that while the European Commission's intervention has been helpful, the results have been modest - and he expects further pressure will need to be applied to gatekeepers.
"We've seen a change, but we haven't seen a massive change," he remarked. "We are seeing a choice screen that is problematic in very many ways. And one of the ways that is problematic, for example for us, is that we are in eight countries out of 26 and they're excluding countries like Norway and Iceland, which are kind of part of the extended European kind of area."
Von Tetzchner criticized the way the browser choice screen has been implemented, noting that the user has to first click on Safari before being presented with the choice screen that provides non-Safari options. He also observed that if a user has gone ahead and chosen a default browser that's not listed on Apple's choice screen, when iOS next presents the choice screen, it won't include the user's already designated browser.
He expects Apple will be asked to make further accommodations, based on the fact that it has already had to backtrack several times.
"The point of all of this is to create competition," noted von Tetzchner. "The point of this is there are certain companies that are gatekeepers that cannot control access to other applications with which they compete. And the point is to create a level playing ground. I think it's very clear that there isn't a level playing ground with this."
Von Tetzchner told us he hasn't seen Google's choice screen, because it hasn't debuted yet.
"I've been told by Google that it's something that they came to an agreement about with the European Commission and the fact that I got that from Google is one of the differences that we see with different organizations here. We actually have a contact at Google. They have a contact with Microsoft and we've still not managed to get any contact at Apple, which is rather special."
According to von Tetzchner, Cupertino has been telling the European Commission that no one will talk to Apple, when it's the opposite situation.
"We've been trying really hard to get hold of anyone at Apple who will talk to us," he said. "And that's not happening. And again, I'm hearing the same from the other browser makers."
We're told that Apple, Google, and Microsoft all have meetings scheduled with EU regulators in the next two weeks. (r)
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    Microsoft forges One Teams App To Rule Them All

    
Windows preview delivers one app to handle multiple accounts, boosts Copilot's capabilities    
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Microsoft is on the cusp of addressing a major frustration caused by its Teams app by introducing a version capable of simultaneously logging in to multiple personae.
Today, Teams users who have multiple work accounts - or a work account and a personal account - can't use a single app to access them all at once. Microsoft offers a free version of Teams, alongside a version called "Teams (work or school)" and users with multiple accounts need to run both. It's also possible to access Teams with a Web interface - another way to run multiple accounts on one machine.
Which is clearly sub-optimal. And it will remain so ... until you get your hands on Windows 11 Insider Preview Build 26080 which, as Microsoft today announced, includes "a preview experience of the new, unified Microsoft Teams experience on Windows."
Microsoft's post states that the forthcoming experience means users can "seamlessly switch between multiple cloud environments, tenants, and account types across personal and work."
Redmond has done this because, in the words of Windows Insider program lead Amanda Langowski and senior program manager Brandon LeBlanc the software giant "received consistent feedback from personal and work users: you prefer a single Teams app that allows you to easily access and switch between personal and work accounts."
Unified Teams will "soon be rolled out to commercial customers" through the usual channels, Langowski and LeBlanc reveal, before enthusing about features such as the ability to join Teams meetings using your preferred account, or none at all, and notifications that indicate which account they pertain to.
Personal accounts will offer "more details, giving clear and easy actions from the notification banner."
The revised experience won't put everything in one window, or behind a single icon. "You can now launch personal and work accounts simultaneously with separate icons on the taskbar," the post states. "We listened to users about their communication needs in various aspects of their lives and how they want to use Teams. The feedback was clear that a multi-window experience is preferred."


	The end of classic Outlook for Windows is coming. Are you ready?


	Microsoft calls AI privacy complaint 'doomsday hyperbole'


	Trying out Microsoft's pre-release OS/2 2.0


	Microsoft waited 6 months to patch actively exploited admin-to-kernel vulnerability


Other features in this preview build include a new look for Copilot that "adds the ability to switch between the existing 'docked' behavior that attaches Copilot to the side of your desktop, and a new mode where it acts like a normal application window which you can resize and move around your screen."
A new runtime for the AI assistant has also helped to imbue it with new powers like cleaning up a disk, emptying the recycle bin, informing you of your IP address, or finding available wireless networks.
It's also possible to enable accessibility features, take a screenshot, or toggle dark mode.
Which means - wait for it - this new release gives us all One Teams To Rule Them All, And In The Dark Mode Bind Them. (r)
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    Ten nations tell social media, banks, and telcos to get better at stopping scams

    
Australian minister singles out Meta - where Zuck has 600,000 Nvidia GPUs ready to roll    
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The governments of ten nations have called on social media operators to improve their ability to detect and prevent fraud from flourishing on their platforms.
The call came in a communique issued in the wake of the Global Fraud Summit - a meeting attended by reps from Australia, Canada, France, Germany, Italy, Japan, New Zealand, the Republic of Korea, Singapore, the United Kingdom, and the United States - which wrapped on Monday .
The communique is a broadly phrased document, as is typical of the output from international gabfests. But it does get specific in its assertion that "Fraudsters operate at scale, exploiting telecommunications networks, cyberspace and a population that spends an increasing amount of time online."
Attendees therefore suggested a four-pronged approach to addressing fraud:

	Building international understanding, partnerships and capabilities;


	Better empowering the public, including by making it easier to recover money lost to scams;


	Pursuing organized fraudsters acting transnationally, including by data-sharing among law enforcement agencies;


	Preventing the reach and means of fraudsters, with special emphasis on having tech companies, telcos and financial institutions do more to stop crims using their platforms.


Telcos are already under fire for often losing the never-ending game of whac-a-mole with scam callers, while banks are being pressured to offer better responses when their customers inadvertently send money to crims.
But after the summit, Australia's assistant treasurer Stephen Jones told waiting media that social media platforms in particular need to clean up their acts. He named "Meta in particular" - adding "You're not above the law."


	Change Healthcare registers pulse after crippling ransomware attack


	Lawsuit claims gift card fraud is the gift that keeps on giving, to Google


	Duo face 20 years in prison over counterfeit iPhone scam


	FTC asks normal folks if they'd like AI impersonation scam protection, too


There's a double entendre there. Australia this week released its latest scam data and - while incidents dropped pleasingly - Jones said Meta platforms carry 80 percent of scams detected down under.
Australia is also beefing with Meta over its decision to back away from a past commitment to pay news organizations for the right to link to their work.
That's a fight for the future. For now, Jones brushed aside suggestions that stopping fraud is hard for Meta to do.
"These guys are the biggest technologists in the world. They employ the best information technologists, the best engineers, the best process experts in the world. They are the biggest and the best," the minister argued. "Don't tell me they can't do more."
Those words came a day before Meta showed off how much more it can do. In a post by members of its engineering team, the social network kraken trumpeted the imminent debut of two AI training clusters packing 24,000 GPUs apiece. They're part of an infrastructure dedicated to AI that will soon have 350,000 Nvidia H100 accelerators in service - and computing power equivalent to 600,000 of those GPUs - all to be used for generative AI.
Minister Jones may have a point. (r)
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    Korea's SK Innovation liquidates Chinese battery subsidiary

    
The Chaebol that also runs chipmaker SK hynix lacks energy to run multiple middle kingdom entities    
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SK Innovation, part of the same Chaebol as chipmaker SK hynix, has liquidated its Chinese battery subsidiary, Blue Dragon Energy.
The move was detailed in an audit report filed with the South Korea Financial Supervisory Service on March 12 revealing that the entity was liquidated last year.
Local media cited the reason for the liquidation as SK Group's desire to streamline operations, as its different business units had overlapping goals.
"Blue Dragon Energy was an investment entity for the battery business in Greater China. After the split-off of SK On from SK Innovation in 2021, Blue Dragon Energy no longer has a reason to run under SK Innovation, as SK On is active in China," explained an SK Innovation spokesperson, according to reports.
SK On is SK Group's battery business. It recently brought in former SK hynix CEO Lee Seok-hee to lead the division in an effort to stabilize SK Innovation at a time when it has been losing money. Lee has offered to forgo up to 20 percent of his income until he turns the business profitable, to show how dedicated he is at a time when the EV battery market is tight in South Korea.


	Toyota, Samsung accelerate toward better EV batteries


	Korea passes tax break-driven 'Chips Act' as protectionism fears mount


	South Korea cracks down on offshore e-commerce, with seeming focus on China


	Samsung creates a group dedicated to inventing whatever comes next


Before Blue Dragon was nixed, it had planned to establish a battery cell factory, promote partnerships that would secure raw battery materials, and strike joint ventures.
SK Innovation had invested W86.4 billion ($65.6 million) in 2018 to get Blue Dragon Energy going, and itself into the Chinese battery market.
Since then, SK Innovation has entered into other battery endeavors in China - including a battery swap business when it became a strategic investor in Blue Park Smart Energy (BPSE). It has also invested in building various battery factories across the Middle Kingdom. (r)
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    South Korea goes out on a limb to manage forests with AI, satellites

    
Plans to digitally transform trees    
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South Korea's Forest Service announced on Wednesday it plans to establish a real-time forest resource management system and an AI-based forest fire monitoring platform.
The resource management system will rely on agricultural and forestry satellites. The country plans to establish a "National Forest Satellite Information Utilization Center" in July to utilize satellite data.
The ministry promised that when combined, the satellite data and AI technology will be able to predict when trees and plants flower, and quickly assess damage caused by natural disasters.
A digital forest map - essentially a digital twin - will combine map information and forest satellite information, and help the forest service make decisions on management of trees, which cover over 60 percent of the area of the country.


	Singapore branches out onto internet of trees


	Seoul restores smartphone subsidies because premium handsets are apparently essential


	Japan orders local giants LINE and NAVER to disentangle their tech stacks


	Samsung heir Lee Jae-yong acquitted of stock manipulation charges


The nation embarked on comprehensive reforestation plans in the 1970s to bulk up the wooded areas.
In the 1950s only 35 percent of South Korea was forested. But by the 1970s it was experiencing rapid industrialization - which was resulting in soil erosion, loss of biodiversity and other environmental problems.
Of course, back then, AI wasn't around to save the forests, so South Korea relied on economic incentives and interagency cooperation to improve its arboreal environment.
Keeping the nation treed in the age of connected systems is an entirely different effort.
The ministry expressed hope the improvements it laid out on Wednesday would help Korea realize "the vision of a hyper-connected smart administration."
Other improvements include a landslide information system that combines information from multiple ministries to predict the events, and integrates it with a resident evacuation system. A "forest water system digital map" that represents water flows and distribution is also under development. Garden materials will be recorded in a database, and a new portal will make relevant content accessible.
The reservation systems for recreational and education activities in Korea's forests will also be expanded onto private apps - like Korea's Google-like web giant Naver.
Fellow Asian nation Singapore has also developed itself an internet of trees - tracking around six million of them on the small island.
Singapore began its high-tech tree analysis over 20 years ago - first by geotagging them, and eventually adding machine learning to the process. (r)
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    US Congress goes bang, bang, on TikTok sale-or-ban plan

    
Bill proposes to do to China what China already does to the US - make life hard for foreign social networks    
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The United States House of Representatives on Wednesday passed the Protecting Americans from Foreign Adversary Controlled Applications Act - a law aimed at forcing TikTok's Chinese parent ByteDance to sell the app's US operations or face the prospect of a ban.
The bill names only TikTok as a "foreign adversary controlled application" and prohibits "Providing services to distribute, maintain, or update" the app - including by offering it for sale in an app store. Even updates to the app aren't allowed.
If TikTok's US operations were locally owned and operated, none of the sanctions the bill mentions would be enforceable. And US lawmakers' fears that TikTok gives Beijing a way to gather intelligence and surveil citizens would be eased.
The bill only exited the House Energy and Commerce Committee last week and passed Congress with unusual speed with 352 votes in favor in the 435-member House. A majority of representatives from both the Republican and Democratic parties voted for the law.
The US Senate will now consider the bill, but some members have already indicated an intent to stall deliberations. Freedom of speech is one argument advanced as a reason to consider the law deeply. The impact of a ban on TikTokkers who make a living on the platform is another - an argument TikTok has fostered and supported.
Whether the law is practical is also being debated. Chinese authorities have said they will prevent TikTok's owner from offloading the app's stateside operations. Just how to disentangle the US version of the app from TikTok's global infrastructure - or how long that might take - is also unknown.
In the past, talk of TikTok bans or restrictions has seen the likes of Microsoft and Oracle express interest in acquiring a chunk of the app and/or hosting its infrastructure.


	Trump, who tried kicking TikTok out of the US, says boo to latest ban effort


	US politicians want ByteDance to sell off TikTok or face ban


	Two days into the Digital Services Act, EU wields it to deepen TikTok probe


	Australian Tax Office probed 150 staff over social media refund scam


Big Tech has been silent about its intentions towards TikTok this week. The former CEO of Activision Blizzard, Bobby Kotick, reportedly tried to put together an acquisition, but Chinese media reported that rumor was not accurate.
While debate rages about the bill, few have paused to remember that non-Chinese social networks are all-but-banned in China. That asymmetry means that Chinese authorities (and a few authorized netizens) can easily post to global social networks, but China's citizens are walled off to the influence of the likes of Facebook.
Banning TikTok in the US would therefore homogenize Sino-American online regulation.
But also deprive US netizens of some really funny videos.
Selling TikTok US would also presumably expose ByteDance's tech to the app's new operator. There's a certain deliciousness to that prospect, given widespread claims that Chinese companies steal US tech. (r)
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    Nissan to let 100,000 Aussies and Kiwis know their data was stolen in cyberattack

    
Akira ransomware crooks brag of swiping thousands of ID documents during break-in    
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Over the next few weeks, Nissan Oceania will make contact with around 100,000 people in Australia and New Zealand whose data was pilfered in a December 2023 attack on its systems - perhaps by the Akira ransomware gang.
The cyberbaddies stole some form of government identification from up to ten percent of victims. Among the data stolen from the automotive manufacturer was info on 4,000 Medicare cards - Australia's national health insurance scheme - plus 7,500 driving licenses, 220 passports, and 1,300 tax file numbers.
The remaining 90 percent of folks had other info stolen - perhaps copies of loan-related transaction statements, employment details, or salary information. The heist may also include personally identifiable information (PII) such as dates of birth.
Some of those affected by the breach were customers of finance services that Nissan operated and branded for rival automakers Mitsubishi, Renault, Infiniti, LDV, and RAM.
"We know this will be difficult news for people to receive, and we sincerely apologize to our community for any concerns or distress it may cause," Nissan said in a statement posted to its website.
"We are committed to contacting affected individuals as soon as possible to tell them what information was involved, how we are supporting them, and the steps they can take to protect themselves against the risk of harm, identity theft, scams, or fraud."
In Australia, affected individuals are being offered 12 months of free credit monitoring from Equifax, and in New Zealand, a similar service is being made available through Centrix.
Individuals in both territories will also have access to IDCARE's services for protecting against the misuse of stolen data, and those who need ID documents replaced can claim the cost back with Nissan Oceania.
Ransomware at play?
The company didn't say at the time whether ransomware was involved, and still hasn't mentioned it today, but the original intrusion was claimed by the Akira group.


	Stanford University failed to detect ransomware intruders for 4 months


	UK council yanks IT systems and phone lines offline following cyber ambush


	Car industry pleads for delay to post-Brexit tariffs on EVs


	US launches official probe into Cruise after pair of pedestrian accidents


Data supposedly belonging to Nissan Oceania is available to download via Akira's website, suggesting that if ransomware was involved the automaker refused to pay.
Akira claims to have stolen 100 GB worth of data, including personal data. "They seem to not be very interested in the data, so you can find their stuff here," Akira's website reads.
"You will find docs with personal information of their employees in the archives and much other interested stuff like NDAs, projects, information about clients and partners etc."
Akira has been responsible for attacks on many other major organizations since spinning up in March 2023, including cosmetics giant Lush and Stanford University, which just this week admitted to a data leak of 27,000 people's information.
El Reg sent a request for comment to Nissan Oceania to seek comment on the possibility ransomware caused this incident, but it did not immediately respond. (r)
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Cloud exit toll booth bypass built by EU regulators    
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Microsoft on Wednesday said it will no longer charge customers an egress fee to remove their data from its Azure cloud, following similar declarations earlier this year from Amazon Web Services (AWS) and Google.
"We support customer choice, including the choice to migrate your data away from Azure," the company said in a blog post. "Azure now offers free egress for customers leaving Azure when taking their data out of the Azure infrastructure via the internet to switch to another cloud provider or an on-premises data center."
Microsoft's support for customer choice coincides with the pending enforcement of the European Data Act's provisions targeting contractual terms that limit competition through lock-in. Those rules are set to take effect in September, 2025.
The UK's Competition and Markets Authority has also investgated egress fees to address competition concerns.
Naveen Chhabra, principal analyst at research firm Forrester, told The Register that this announcement is similar to what AWS said last week.
"It's the (European Data Act) hammer behind hyperscaler's change of heart to allow its clients to move out without paying data egress charges," he said.
Google said it would waive cloud egress fees in January, though only for customers canceling their account. AWS took a similar step last week, noting that unlike Google it's not requiring account cancellation.
Microsoft also has a cancellation requirement for moving data out of Azure: "You must cancel all Azure subscriptions associated with your account after your data is transferred out before you can request your invoice-level credit."
Chhabra argues there's more marketing in the move than substance, given that egress fees matter only to a small portion of the customer base. In scenarios where a customer might want one cloud provider to serve as a failover for another, egress fees would still apply, he said.
A recent blog post about the AWS announcement that Chhabra co-authored with other Forrester analysts makes the point more specifically: "For many, this serves more as marketing that might check some boxes in an RFP or even to meet portability requirements outlined in the US Department of Defense's Joint Warfighting Cloud Capability policies."
That is to say, it's not just EU and UK rules that these companies have in mind.


	Microsoft Copilot for Security prepares for April liftoff


	Euro-cloud consortium issues ultimatum to Microsoft: Fix your licensing or else


	Companies flush money down the drain with overfed Kubernetes cloud clusters


	Microsoft retires Azure IoT Central retirement announcement


Asked about Microsoft's egress enlightenment, Corey Quinn, chief cloud economist at The Duckbill Group, said, "It's marketing [that] makes new customers feel better. Wildly expensive egress mostly hurts ongoing usage; nobody stays locked in because of egress."
Quinn suggested a scenario in which an AWS customer wants to use a data lake in Azure. "That's going to get expensive on the Azure side, to the point where you either do the compute in Azure, or move / copy the data to AWS."
The relaxation of egress fees won't matter, he said, because you'd have to close your Azure account or at least stop using it as you had been to qualify for free egress. Regulators, he suggested, are aiming at the wrong target by focusing on egress fees. (r)
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    Leaked docs hint Google may use SiFive RISC-V cores in next-gen TPUs

    
Would put those AI accelerators out of Arm's reach, at least    
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Opinion After a difficult 2023, things may be looking up for RISC-V chip designer SiFive, which expects AI to drive strong revenue growth in 2024.
According to documents obtained by Bloomberg this week, the Silicon Valley upstart's rebound will be driven by a second-gen processor designed for AI servers, or so the biz hopes.
Though the business news wire didn't make clear which chip family we're specifically talking about here, "second-gen" would suggest - and it's not been confirmed - an expanded partnership to provide SiFive processor cores for Google's tensor processing units (TPUs).
Those Google AI accelerators, now in their fifth generation, were initially designed to accelerate Google's internal machine learning workloads. More recently, the search giant has started making them available to the public to run their own AI training and inference jobs.
And as we've previously reported, at least some of these accelerators are already using SiFive's Intelligence X280 cores as a coprocessor to manage the device and feed Google's matrix multiplication units (MXU) with numbers to crunch.
Beyond the fact Google used the cores, we don't know whether they were ever deployed at scale or if they were just implemented as an experiment. Google may be waiting for a second-generation to more widely deploy.
What we do know is last October, SiFive announced the X280's successor, the X390, alongside its performance-optimized P870 cores. That X390 could be the basis of the aforementioned second-gen part.
The X390 is a 64-bit RISC-V processor core specifically designed to accelerate large vector instructions common in AI/ML workloads. It offers an instruction set along the same lines as Intel's AVX512. More importantly, the core features SiFive's Vector Coprocessor Interface Extension, which would allow it to be integrated with Google's MXUs.
The Register has reached out to both Google and SiFive for comment; we'll let you know if we hear anything back.


	From quantum AI to photonics, what OpenAI's latest hire tells us about its future


	Poking holes in Google tech bagged bug hunters $10M


	First Armv9 automotive CPUs aim to power AI-enabled vehicles


	Nvidia rival Cerebras says it's revived Moore's Law with third-gen waferscale chips


In any case, the documents would seem to suggest a sizable uptick in revenues for SiFive from licenses and royalties.
According to Bloomberg, SiFive now projects sales of at least $241 million in 2024. This marks a sizable turn around for the biz which in 2023 netted just $38.2 million in revenues resulting in a $113 million operating loss for the year.
Despite support from major chipmakers, including Intel and Qualcomm, SiFive has faced headwinds in its attempts to challenge rival Arm. Last October, the RISC-V CPU designer laid off 20 percent of its staff amid a company-wide restructuring.
Meanwhile, on the national front, the RISC-V world has faced calls by US lawmakers to restrict the export of RV designs to China. (r)
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    From quantum AI to photonics, what OpenAI's latest hire tells us about its future

    
What's good for quantum optimization could help make models leaner    
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Analysis Quantum computing has remained a decade away for over a decade now, but according to industry experts it may hold the secret to curbing AI's insatiable appetite.
With each passing month, larger, more parameter-dense models appear and the scale of AI deployments expand in tandem. This year alone hyperscalers like Meta, plan to deploy hundreds of thousands of accelerators. Even still OpenAI founder Sam Altman is convinced we'll need exponentially more compute if we're to further to develop of AI.
Hence it should come as no surprise that with its latest hire, OpenAI would be hedging its bets on quantum computing on the off chance it can. Last week, the AI juggernaut added Ben Bartlett, a former quantum systems architect at PsiQuantum to its ranks.
We reached out to Open AI to find out more about what Bartlett will be doing at the AI trendsetter, and haven't heard back. However his bio offers some hints as much of his research has focused on the intersection between quantum physics, machine learning, and nanophotonics, and "basically consists of me designing little race tracks for photons that trick them into doing useful computations"
So what exactly could OpenAI want with a quantum physicist? Well, there are a couple possibilities ranging from using quantum optimization to streamline training datasets or using quantum processing units (QPUs) to offload complex graph databases, to using optics to scale beyond the limits of modern semiconductor packaging.
Neural networks are just another optimization problem
Quantum computing has the potential to drastically improve the efficiency of training large AI models, allowing them to derive more accurate answers from models with fewer parameters, D-Wave's Murray Thom tells The Register.
With GPT-4 rumored to be in excess of a trillion parameters, it's not hard to see why this might be attractive. Without resorting to quantization and other compression strategies, AI models need about 1GB of memory for every billion parameters when running at FP8 or Int8 precision and at higher precisions, substantially more than that.
Trillion parameter models are nearing the limits of what a single AI server can efficiently accommodate. Multiple servers can be strung together to support larger models, but leaving the box imparts a performance penalty.
And that's today. And if Altman is right these models are only going to get bigger and more prevalent. As such, any technology that could let OpenAI increase the capability of its models without also increasing parameter count meaningfully could give it a leg up.
"As you're training a model, the number of parameters that go into the model really drives the cost and the complexity of training the model," Trevor Lanting, D-Wave VP of software and algorithms tells The Register.
To get around this, he explains, developers will often sub-select features they think are going to be the most important for training that particular model, which in turn reduces the number of parameters required.
But rather than trying to do this using conventional systems, D-Wave makes the case that quantum optimization algorithms may be more effective at determining which features to leave in or out.
If you're not familiar, optimization problems, like those commonly seen in path finding or logistics have proven to be one of the most promising applications of quantum computing thus far.
"What our quantum computers are really good at is optimizing things where things are either happening or not happening: like someone being assigned a particular schedule or being assigned a particular delivery," Thom said. "If those decisions were independent, that would be fine, and it would be easy for a classical computer to do, but they actually affect the other resources in the pool and there's sort of a network effect."
In other words, the real world is messy. There might be multiple vehicles on the road, road closures, weather events and so on and so forth. Compared to classical computers, the unique attributes inherent to quantum computers allow them to explore these factors simultaneously to identify the best route.
This, "is completely analogous to a neural network where the neurons are either firing or not firing, and they and they have synaptic connections to the other neurons, which either excite or inhibit the other neurons from firing," Thom explains.
And this means that quantum algorithms can be used to optimize AI training datasets for specific requirements, which when trained, results in a leaner, more accurate model, Lanting claimed.
Quantum sampling and offloading
Longer term, D-Wave and others are looking for ways to implement QPUs deeper into the training process.
One of these use cases involves applying quantum computing to sampling. Sampling refers to how AI models, like LLMs, determine what the next word, or more specifically token, should be based on a distribution of probabilities. This is why it's often joked that LLMs are just autocomplete on steroids.
"The hardware is very good at producing samples, and you can tune the distribution, so you can tune the weighting of those samples. And what we are exploring is: is this a good way to actually insert annealing quantum computing hard and more directly into the training workload," Lanting explained.


	Apple promises to protect iMessage chats from quantum computers


	IonQ opens first US quantum factory amid VC cash crunch


	Investors threw 50% less money at quantum last year


	IBM takes a crack at 'utility scale' quantum processing with Heron processor


French quantum computing startup Pasqal has also been toying with applying quantum computing to offload graph structured data sets commonly found in neural networks.
"In machine learning there is no real simple way of representing the data classically, because the graph is a complex object," Pasqal Co-CEO Loic Henriet explained in an interview with The Register. "You can embed graph structured data into quantum dynamics relatively naturally, which gives rise to some new ways of treating those pieces of data."
However, before this can be achieved, quantum systems are going to have to get a lot bigger and a lot faster, Henriet explained.
"Large datasets are not practical for the moment," he said. "That's why we are pushing the number of qubits; the repetition rate. Because with more qubits you can embed more data."
Just how long we'll have to wait before quantum graph neural networks become viable its hard to say. Pasqal already has a 10,000 qubit system in the works. Unfortunately, research suggests that even a system with 10,000 error-correcting qubits, or about a million physical qubits, may not be enough to compete with modern GPUs.
A silicon photonics play?
Exotic quantum AI use cases aside, there are other technologies OpenAI could be pursuing for which Bartlett just so happens to be an expert.
Most notably, Bartlett's former employer PsiQuantum has been developing systems based on silicon photonics. This suggests his hire could be related to OpenAI's reported work on a custom AI accelerator.
Several silicon photonics startups, including Ayar Labs, Lightmatter, and Celestial AI have pushed the technology as a means to overcome bandwidth limits, which has become a limiting factor scaling machine learning performance.
The idea here is you can push a lot more data over a much longer distance with light than you can with a purely electrical signal. In many of these designs, the light is actually carried by wave guides etched into the silicon, which sounds an awful lot like "designing little race tracks for photons."
Lightmatter believes this technology will allow multiple accelerators to function as one without incurring a bandwidth penalty for data leaving the chip. Meanwhile Celestial sees an opportunity to vastly increase the amount of high-bandwidth memory available to GPUs by eliminating the need to co-package the modules directly adjacent to the accelerator die. Both of these capabilities would be attractive to a company working with AI systems at a massive scale.
Whether OpenAI will ultimately pursue quantum AI or silicon photonics remains to be seen, but for a company whose founder is no stranger to making long-shot investments, it wouldn't be the strangest thing Altman has backed. (r)
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Startup is also working with Qualcomm on optimized models for its Cloud AI 100 Ultra inference chips    
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Cerebras revealed its latest dinner-plate sized AI chip on Wednesday, which it claims offers twice the performance per watt of its predecessor, alongside a collaboration with Qualcomm aimed at accelerating machine learning inferencing.
The chip, dubbed the WSE-3, is Cerebras' third-gen waferscale processor and measures in at a whopping 46,225mm2 (that's about 71.6 inches2 in freedom units.) The 4 trillion transistor part is fabbed on TSMC's 5nm process and is imprinted with 900,000 cores and 44GB of SRAM, good for 125 AI petaFLOPS of performance, which in this case refers to highly sparse FP16 -- more on that in a minute.
[image: Cerebras claims its CS-3 Systems are twice as fast as its predecessor]
Cerebras claims its CS-3 Systems are twice as fast as its predecessor (click to enlarge)


A single WSE-3 forms the basis of Cerebras' new CS-3 platform, which it claims offers 2x higher performance, while consuming the same 23kW as the older CS-2 platform. "So, this would be a true Moore's Law step," CEO Andrew Feldman boasted during a press briefing Tuesday. "We haven't seen that in a long time in our industry."
Compared to Nvidia's H100, the WSE-3 is roughly 57x larger and boasts roughly 62x the sparse FP16 performance. But considering the CS-3's size and power consumption, it might be more accurate to compare it to a pair of 8U DGX systems [PDF] with a total of 16 H100s inside. In this comparison, the CS-3 is still about 4x faster, but that's only when looking at sparse FP16 performance.
The lead over the two DGX H100 systems is even smaller - at 2x - when you take into account that Nvidia's chips support FP8. Though this wouldn't exactly be an apples to apples comparison.
One major advantage Cerebras has is memory bandwidth. Thanks to the 44GB of onboard SRAM -- yes, you read that correctly -- Cerebras' latest accelerator boasts 21PBps of memory bandwidth, compared to the 3.9TBps the H100's HBM3 maxes out at.
That's not to say Cerebras' systems are faster in every scenario. The company's performance claims rely heavily on sparsity.
While Nvidia is able to achieve a doubling in floating point operations using sparsity, Cerebras claims to have achieved a roughly 8x improvement.
That means Cerebras' new CS-3 systems should be a little slower in dense FP16 workloads than a pair of DGX H100 servers consuming roughly the same amount of energy and space at somewhere around 15 petaFLOPS vs 15.8 petaFLOPS (16x H100s 989 teraFLOPS.) We've asked Cerebras for clarification on the CS-3's dense floating performance; we'll let you know if we hear anything back.
Considering the speed-up, we have a hard time imagining anyone would opt for Cerebras' infrastructure if they couldn't take advantage of sparsity, but even if you can't, it's pretty dang close.
Cerebras is already working to put its new systems to work in the third stage of its Condor Galaxy AI supercluster. Announced last year, Condor Galaxy is being developed in collaboration with G42 and will eventually span nine sites around the globe.
[image: Cerebras' Condor Galaxy 1 system installed at Colovore's Santa Clara datacenter.]
Cerebras' Condor Galaxy 1 system installed at Colovore's Santa Clara datacenter (click to enlarge)


The first two systems -- CG-1 and CG-2 -- were installed last year and each featured 64 of Cerebras' CS-2 machines and were capable of 4 AI exaFLOPS a piece.
Wednesday, Cerebras revealed that CG-3 was destined for Dallas, Texas, and would implement the newer CS-3 platform boosting the sites performance to 8 AI exaFLOPS. Assuming that the remaining six sites also feature 64 CS-3s, the nine-site cluster would actually boast 64 AI exaFLOPS of collective compute rather than the 36 exaFLOPS of sparse FP16 initially promised.
However, it's worth noting that Cerebras' CS-3 isn't limited to clusters of 64. The company claims that it can now scale to up to 2,048 systems capable of pushing 256 AI exaFLOPS.
According to Feldman, such a system would be capable of training Meta's Llama 70B model in about a day.


	Cerebras's supercomputer has more cores than world's fastest iron - with a big catch


	What's going on with Eos, Nvidia's incredible shrinking supercomputer?


	2024 sure looks like an exciting year for datacenter silicon


	Cerebras's Condor Galaxy AI supercomputer takes flight carrying 36 exaFLOPS


Qualcomm, Cerebras collab on optimized inference
Alongside its next-gen accelerators, Cerebras also revealed it's working with Qualcomm to build optimized models for the Arm SoC giant's datacenter inference chips.
The two companies have been teasing the prospect of a collab going back to at least November. A release revealing Qualcomm's Cloud AI100 Ultra accelerator included a rather peculiar quote by Feldman praising the chip. 
If you missed its launch, the 140W single-slot accelerator boasts 64 AI cores and 128GB of LPDDR4x memory capable of pushing 870 TOPS at Int8 precision and 548GB/s of memory bandwidth.
A few months later, a Cerebras blog post highlighted how Qualcomm was able to get a 10 billion parameter model running on a Snapdragon SoC.
The partnership, now official, will see the two companies work to optimize models for the AI 100 Ultra which take advantage of techniques like sparsity, speculative decoding, MX6, and network architecture search.
[image: Under the partnership, Cerebras and Qualcomm will develop optimized models' for the latter's AI 100 Ultra inference chips]
Under the partnership, Cerebras and Qualcomm will develop optimized models for the latter's AI 100 Ultra inference chips (click to enlarge)


As we've already established, sparsity, when properly implemented, has the potential to more than double an accelerator's performance. Speculative decoding, Feldman explains, is a process of improving the efficiency of the model in deployment by using a small, lightweight model to generate the initial response, and then using a larger model to check the accuracy of that response.
"It turns out, to generate text is more compute intensive than to check text," he said. "By using the big model to check it's faster and uses less compute."
The two companies are looking at MX6 to help reduce the memory footprint of models. MX6 is a form of quantization that can be used to shrink a model by compressing its weights to a lower precision. Meanwhile, network architecture search is a process of automating the design of neural networks for specific tasks in order to boost their performance.
Combined, Cerebras claims these techniques contribute to a 10x improvement in performance per dollar. (r)


Don't miss The Next Platform's breakdown of Cerebras's technologies right here.
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And here you were saying tech hadn't yet made a difference to someone special    


    
        By 
Paul Kunert        
    

    
        Posted in Offbeat,
        
            13th March 2024 12:30 GMT
        
    


    
Larry Ellison's personal wealth is inextricably linked to Oracle and yesterday it ballooned by more than $15 billion following a 12 percent rally of Big Red's stock on the news that it is building an AI datacenter and has a deal with AI darling Nvidia.
The Oracle founder owns upwards of 40 percent of the company's shares so the spike in stock price yesterday to more than $127 per unit had a material effect on his fortune, estimated to be closer to $146 billion now.
This is despite revenues crossing the Oracle's Q3 finishing line below analysts' expectations. The chat on a conference call with analysts where Ellison outlined some of the corporation's AI proposals was sufficient to excite Wall Street.
"We're building an AI datacenter in the United States where you could park eight Boeing 747 nose-to-tail in that one data center. We're bringing on enormous amounts of capacity over the next 24 months because demand the demand is so high," he said. Also mentioned was something about a soon-to-be-announced deal with Nvidia, which has seen its own share price rocket on the back of its GPUs used to train LLMs.
Yesterday's rally on Oracle stock follows a swing that moved in the opposite direction in December, when the price plunged 12 percent and Ellison lost $16 billion, according to Forbes.
Oracle's share price is up 52 percent in the past year, helping to swell Larry's wealth by $50 billion.


	'We had to educate Oracle about our contract,' CIO says after Big Red audit


	Ellison-backed med tech startup Project Ronin closes doors


	Oracle database deal in Azure comes with a health warning from licensing experts


	Whether to move off Oracle is the $100M+ question for Europe's largest public body


Although it is hard to keep up these days, the Oracle founder is circa the fifth richest man in the world, so the money won't make a huge amount of difference to Larry's lifestyle, it might just mean he can upgrade the laser cannon on his Hawaiian island.
He is still well behind fellow tech tycoons in the rich list stakes, with Mark Zuckerberg, Jeff Bezos and Elon Musk above him, and fashion brand entrepreneur Bernard Arnault topping them all with an estimated fortune of $230.5 billion.
It is an insane amount of money being amassed by the wealthiest in the world, and jaw dropping movement are based on there share prices of the organizations they run. No wonder some see AI as the 21st century gold rush. (r)
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KAIROS detonated a few seconds after clearing the launchpad    


    
        By 
Simon Sharwood        
    

    
        Posted in Science,
        
            13th March 2024 06:56 GMT
        
    


    
Video On another bad day for Japan's space industry, the nation's first private satellite launch failed within seconds of launch.
The first flight of the KAIROS - a rocket developed by private entity SPACE ONE - barely got off the pad before it was detonated by mission control.
Kairos has a single solid propellant motor, a liquid-fuelled upper stage, and the ability to hoist payloads up to 150 kilograms into a Sun-synchronous orbit at around 500km altitude. Payloads destined for low Earth orbit at the same altitude can weigh up to 250kg, provided they fit within the 1.5-meter diameter fairing.
SPACE ONE has developed single- and multi-satellite payload plans, and hopes to enter the commercial launch market as a "courier service."
That idea failed to launch today because Kairos exploded five seconds into flight - as shown in the video below, after the 37-minute mark.

  Youtube Video

Local media report that the mission was aborted after striking unspecified trouble - qualifying the launch as less than a complete failure as it did not explode uncontrollably.
The rocket carried a payload for Japan's government, thought to be an experimental augmentation to its heavenly intelligence assets.


	NASA and Japan's X-ray satellite space 'scope sends first snaps of distant galaxies


	Japan orders local giants LINE and NAVER to disentangle their tech stacks


	The batteries on Odysseus, the hero private Moon lander, have run out


	NTT boss takes early retirement to atone for data leak


Japan's space program has seen mixed success of late. Some of its efforts - like the Hayabusa asteroid sample return mission - were stunning successes.
But when the national space agency's (JAXA's) SLIM lander touched down on the Moon in January this year, it landed on its side and was declared a "minimum" success. It did unexpectedly survive a lunar night, so that's a few more points in its favor.
Japan's also had trouble with recent launches - its planned new workhorse H3 rocket failed on its first flight in July 2023, following a similar fate for the normally reliable Epsilon in October 2022.
The H3 eventually made it into space in March.
Amid all that rocketry, JAXA was reminded that securing Microsoft products can be harder than rocket science when its Active Directory came under attack, following cyber attacks in 2016 and 2012.
JAXA is not to blame for SPACE ONE's problems, but like JAXA the upstart relies on input from Japan's industrial giants - many of which aspire to extend into the aerospace sector, but for now are falling back to Earth with worrying regularity. (r)
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    March Patch Tuesday sees Hyper-V join the guest-host escape club
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Patch Tuesday Microsoft's monthly patch drop has arrived, delivering a mere 61 CVE-tagged vulnerabilities - none listed as under active attack or already known to the public.
We'll hold our judgement until tomorrow to see if Exploit Wednesday lives up to its name. But in the meantime, here's a look at Redmond's security bugs.
Two of the latest patches are listed as critical and both affect Windows Hyper-V hypervisor. Oddly, the two critical bugs didn't receive the highest CVSS ratings - but more on that in a bit.
CVE-2024-21407, a critical remote code execution (RCE) vulnerability in Hyper-V with an 8.1 CVSS severity rating, is listed as "exploitation less likely" by Redmond.
"This vulnerability would require an authenticated attacker on a guest VM to send specially crafted file operation requests on the VM to hardware resources on the VM which could result in remote code execution on the host server," according to the security update.
The Zero Day Initiative's Dustin Childs noted that this type of flaw - often called a "guest-to-host escape" - could be used to manipulate other guest OSes on the server. "It's a shame we won't see this bug get exploited at Pwn2Own next week, where it could have won $250,000," Childs lamented. "Maybe next year." Or maybe on VMware, which last week revealed its own sandbox escape flaw.
The second critical vulnerability, CVE-2024-21408, is a denial of service (DOS) flaw in Hyper-V that earned a 5.5 CVSS rating as it means an attacker could send a specially crafted packet to a Hyper-V server and induce a denial-of-service attack. Since it's not classified as an RCE or elevation-of-privilege flaw, we're assuming that the denial of service wouldn't allow either. Microsoft hasn't published an FAQ about this one as it's rated it less likely to be exploited than the other Hyper-V hole.
Not critical, but 9+ CVSS ratings
The most severe flaw this month in terms of CVSS scores is CVE-2024-21334, a 9.8-rated Open Management Infrastructure (OMI) RCE vulnerability. It would allow a remote, unauthenticated attacker to access the OMI instance from the internet, send a specially crated request, and trigger a use-after-free vulnerability.
If you're not able to update now, Microsoft suggests disabling ports that OMI uses for incoming traffic as long as Linux machines do not need network listening.
"Considering this is a simple Use After Free (UAF) bug on a juicy target, I would expect to see scanning for TCP port 5986 on the uptick soon," the Zero Day Initiative's Dustin Childs warned.
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Another bug with a high CVSS rating that didn't earn a critical label from Microsoft is CVE-2024-21400, a 9.0-rated elevation or privilege flaw in Microsoft Azure Kubernetes Service Confidential Containers that could be used to bypass security and steal credentials.
"The breach essentially opens a backdoor for attackers, compromising the confidentiality and integrity of the confidential system," Automox security engineer Mat Lee noted.
"The mechanics of this vulnerability involve exploiting the container's security boundaries using 'az confcom', a command line tool for interacting with confidential resources, leading to unauthorized access to sensitive information," Lee explained. "Given the increasing adoption of confidential containers for deploying applications, the potential impact of this vulnerability is substantial."
Microsoft's bulletin details the commands needed to shore up this flaw, so be sure to check it out and patch ASAP.
Adobe addresses 56 bugs
Adobe's monthly patch-a-thon saw the outfit release six fixes addressing 56 vulnerabilities in Experience Manager, Premiere Pro, ColdFusion, Bridge, Lightroom and Animate. None of these are listed as being under active exploitation.
A whopping 46 of the 56 flaws are in Adobe Experience Manager, and all but two of the 46 are cross-site scripting (XSS) bugs that could lead to arbitrary code execution. The other two are improper input validation vulnerabilities that could be exploited to bypass security features. All 46 are deemed important or moderate severity.
The patch for Premiere Pro fixes two critical-severity bugs, and the ColdFusion update also addresses a critical vulnerability that could be abused for code execution.
Both Adobe Bridge and Adobe Animate shore up four critical and important CVEs, while the Lightroom patch fixes one critical vulnerability.
Intel, AMD join in the fun
Intel pushed eight patches to address 11 CVEs across its hardware, firmware and software products. None are critical, but there are a couple of high-severity, 7.2-rated bugs.
CVE-2023-32666 could allow escalation of privilege or information disclosure in some 4th Generation Intel Xeon processors that use Intel Software Guard Extensions (SGX) or Intel Trust Domain Extensions (TDX).
CVE-2023-32282 is a race-condition vulnerability in BIOS firmware for some Intel processors that could allow a privileged user to escalate privilege if they enjoy local access.
The other six Intel advisories all address medium-severity flaws.
AMD's pair of advisories include a race-condition bug tracked as CVE-2024-2193. This flaw was spotted by researchers Hany Ragab and Cristiano Giuffrida from the VUSec group at VU Amsterdam, and Andrea Mambretti and Anil Kurmus from IBM Research Europe, Zurich. The team disclosed the issue to AMD, and published a paper titled "Generic and Automated Drive-by GPU Cache Attacks from the Browser".
AMD recommends customers follow its earlier guidance [PDF] on mitigating Spectre-type attacks to address this vulnerability.
The second vulnerability, which could lead to a side-channel attack, hasn't been assigned a CVE.
"AMD is aware of a paper titled 'Generic and Automated Drive-by GPU Cache Attacks from the Browser' being published by researchers from Graz University of Technology and The University of Rennes," the security advisory notes, adding, "AMD does not believe that any exploit against AMD products is demonstrated by the researchers."
SAP and Cisco smash (and update) security flaws
SAP contributed to Patch Tuesday with a dozen new and updated Security Notes. Three are HotNews Notes - SAP's highest-severity security warnings - one of which describes a recurring update for SAP Business Client including the latest supported Chromium patches.
Hot News Note #3425274 fixes a 9.4-rated code injection vulnerability in applications built with SAP Build Apps. And Hot News Note #3433192 addresses a 9.1-rated code injection vulnerability in SAP NetWeaver AS Java.
Cisco today updated an earlier, 9.1-rated critical vulnerability in the request authentication validation for the REST API of Cisco SD-WAN vManage software.
First disclosed last year, CVE-2023-20214 "could allow an unauthenticated, remote attacker to gain read permissions or limited write permissions to the configuration of an affected Cisco SD-WAN vManage instance."
We're told this is the last update to address this flaw.
The networking vendor also today updated a Mach 6 advisory about CVE-2024-20337, a flaw in the SAML authentication process of Cisco Secure Client. It could allow an unauthenticated, remote attacker to perform a carriage return line feed injection attack against a user.
Plus, there's a handful of other Cisco advisories published this month, so be sure to check those out too.
Android fixes two critical bugs
Google earlier this month addressed 38 flaws in its March Android security bulletin. The most severe is CVE-2024-0039, a critical RCE bug in the System component that requires no additional execution privileges, we're told.
There's another critical-rated System vulnerability tracked as CVE-2024-23717 that could allow elevation of privilege.
Fortinet joins the patch party
Fortinet also released five security updates today to fix flaws in several of its products.
This includes a critical out-of-bounds write vulnerability (CVE-2023-42789) and stack-based buffer overflow (CVE-2023-42790) in multiple versions of both FortiOS and FortiProxy that could "allow an inside attacker who has access to captive portal to execute arbitrary code or commands via specially crafted HTTP requests," according to the vendor's security advisory. The two bugs received a 9.3 CVSS rating.
CVE-2023-48788, another 9.3-rated SQL-injection flaw in FortiClient Enterprise Management Server (FortiClientEMS) could allow an unauthenticated attacker to send specially crafted requests and then execute unauthorized code.
A high-severity, 8.7-rated bug tracked as CVE-2023-47534 also exists in FortiClientEMS. It's due to an improper neutralization of formula elements in a CSV File in several versions of this software. If exploited it could allow a remote, unauthenticated attacker "to execute arbitrary commands on the admin workstation via creating malicious log entries with crafted requests to the server," Fortinet noted.
A 7.7-rated improper access control vulnerability tracked as CVE-2023-36554 means FortiWLM MEA for FortiManager could also be exploited by an unauthenticated, remote attacker to execute arbitrary commands.
Then there's a high-severity authorization bypass flaw in multiple versions of FortiOS and FortiProxy SSLVPN bookmarks, which could allow an authenticated attacker to gain access to another user's bookmarks via URL manipulation. It's tracked as CVE-2024-23112 and earned a 7.2 CVSS rating.
Finally, CVE-2023-46717 is a 6.7-rated improper authentication vulnerability in multiple versions of FortiOS that can allow escalation of privilege. "FortiOS when configured with FortiAuthenticator in HA may allow an authenticated attacker with at least read-only permission to gain read-write access via successive login attempts," the vendor explained. (r)
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