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      Biting the hand that feeds IT -- Enterprise Technology News and Analysis


      
        Ahead of IPO, Reddit blends advertising into user posts
        Brandon Vigliarolo

        As FTC starts asking questions about that mega-deal with Google to train AI Ahead of its stock market debut, Reddit has said it's going to make it easier for advertisers to craft normal user posts and run them as ads on the social network.... 

      

      
        Microsoft defends barging in on Chrome with pop-up ads pushing Bing, GPT-4
        Chris Williams

        We thought you people wanted choice, IT colossus sniffs Microsoft is cheerily popping up adverts over Chrome on Windows PCs to push its search engine and AI assistant....

      

      
        Biden to inject Intel with CHIPS fab cash 'next week'
        Tobias Mann

        Samsung and TSMC apparently slated to receive $6B and $5B The Biden administration may announce billions in government CHIPS subsidies to offset the cost of Intel's US fab expansion as early as next week....

      

      
        Microsoft license shuffle means Power Apps users could break the bank
        Lindsay Clark

        New restrictions seem to usher users toward expensive Dynamics 365 subscriptions Microsoft appears to have updated the licensing rules for its popular Power Apps, which could force some customers to shift their users onto the more expensive licenses, creating a significant hike in costs....

      

      
        As if working at Helldesk weren't bad enough, IT helpers now targeted by cybercrims
        Connor Jones

        Wave of Okta attacks mark what researchers are calling the biggest security trend of the year IT helpdesk workers are increasingly the target of cybercriminals - a trend researchers have described as "the most noteworthy" of the past year....

      

      
        Raspberry Pi OS 5.2 is here, with pleasant tweaks to Wayland-based desktop
        Liam Proven

        Kernel 6.6 and small refinements, plus less visible, but meaningful adjustments The Raspberry Pi Foundation has updated its Debian 12-based OS for the pocket-sized powerhouse, with the newest LTS kernel.... 

      

      
        We talk to W3C board vice-chair Robin Berjon about the InterPlanetary File System
        Thomas Claburn

        The decentralized web is alive and well despite Web3 financial scheming Interview  The InterPlanetary File System (IPFS) debuted nine years ago with the hope of changing the way people interact with content online. It remains an ongoing project....

      

      
        RISE with SAP plan fails to hit go-live date in West of England council
        Lindsay Clark

        Delays spark fears of PS500K legacy support bill, plans for new financial year Updated  Gloucestershire County Council has missed the go live date for its RISE with SAP move to the cloud, putting the public body at risk of incurring an additional PS500,000 ($639,000) in costs to keep its legacy application up and running....

      

      
        Ad agency boss owned two Ferraris but wouldn't buy a real server
        Simon Sharwood

        Resulting cycle of rushed repairs and recriminations did wonders for the IT/user relationship On Call  Thirsty folk will tell you it's always twelve o'clock somewhere, but Friday comes but once a week and The Register marks it by offering another instalment of On Call, our weekly reader-contributed column that shares your stories of the weird and woeful world of work....

      

      
        Forget TikTok - Chinese spies want to steal IP by backdooring digital locks
        Jessica Lyons

        Uncle Sam can use this snooping tool, too, but that's beside the point There's another Chinese-manufactured product - joining the likes of TikTok, cars and semiconductors - that poses a national security risk to Americans: Electronic locks, such as those used in safes....

      

      
        Voyager 1 starts making sense again after months of babble
        Richard Speed

        Veteran spacecraft shows signs of sanity with poke from engineers Engineers are hopeful the veteran spacecraft Voyager 1 has turned a corner after spending the past three months spouting gibberish at controllers.... 
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    Ahead of IPO, Reddit blends advertising into user posts

    
As FTC starts asking questions about that mega-deal with Google to train AI    


    
        By 
Brandon Vigliarolo        
    

    
        Posted in Personal Tech,
        
            16th March 2024 08:27 GMT
        
    


    
Ahead of its stock market debut, Reddit has said it's going to make it easier for advertisers to craft normal user posts and run them as ads on the social network.
Called "free-form ads," Reddit claimed in a statement this week that the "all-new, completely unique ad format" is designed to improve click-through rates and upvotes - by making adverts look as much like user posts as possible.
To be clear, we understand these free-form ads will be labeled as promoted posts.
What's really happening here is that advertisers can use the Reddit Ads Manager to create normal user posts and then pay to make them appear prominently on the site and in the app as promoted posts, aka adverts. Up until now, it's been a bit more of a fiddly affair for brands. As we understand it, they've had to book an ad that links out to an external site, such as a landing page selling some stuff, or an ad that links to a separate user post on Reddit, or a banner ad.
Free-form ads instead look just like normal posts in people's feeds, with a promoted label, rather than a link off to somewhere else, and are crafted via the Ads Manager. There's no need to create a separate user post that an ad links to; the user post is the ad in free-form mode.
"Free-form ads are designed to look and feel similar to the type of content redditors share with each other, inviting maximum engagement from the community," Reddit explained, inviting companies to "advertise like a Redditor." 
The social media monster pointed to companies already trialing free-form ads, which include Just Eat Takeaway, Kraft Heinz, and Leica, all of which found the format capable of "driving upper funnel results." Reddit claimed free-form ads tested so far achieved a 28 percent increase in click-through rates, which the biz noted "outperform[ed] all other ad types." 
When comments are enabled on free-form ads, there's an increase in community engagement, Reddit claimed, without indicating whether that increase was positive or not. Reddit said Philadelphia Cream Cheese, a brand owned by Kraft Heinz, had success with the format though it declined to go into specifics about that trial.
"The brand leveraged our free-form ad format to showcase the refrigerator staple's versatility, with product details and recipe inspiration," Reddit said. "This effectively prompted the Reddit community to 'get a big list going and bond over' their shared love of cream cheese."
Reddit claimed in its bumf about the new ad format that a Philadelphia post had "a 91 percent upvote rate and a 42 percent higher click-through rate from the brand's previous Reddit benchmark," and that the post generated "over a thousand comments in a single month." 


	Thar be safe harbor: Reddit defeats third attempt to unmask digital pirates


	Reddit rolling out AI bouncer to halt harassment


	Elon Musk's Twitter moves were 'reaffirming' says Reddit boss amid API changes


	Reddit confirms BlackCat gang pinched some data


Those numbers don't mean much if Reddit doesn't contextualize them with more information about Philadelphia's typical click-through rates, and Reddit again declined to share specifics. 
We were able to locate two posts from Philadelphia Cream Cheese accounts on Reddit that fit Reddit's description of free-form ads: One from u/PhillyCanada posted a year ago, and the other by u/PhillyCreamCheese posted six months ago, later confirmed by Reddit staff as the free-form ads. 
The PhillyCanada post seems to conform to Reddit's mentions in the blog post. It has 1.5K overall upvotes and 1.1K comments. The more recent one from PhillyCreamCheese, on the other hand, got 617 comments and zero points, though it's likely to us that score was fixed at zero.

FTC wants info on Google AI training deal


Reddit filed an amendment to its S-1 form with the SEC late Friday revealing it's been asked by the US Federal Trade Commission to share details about its deal with Google to provide user content for training LLMs. 


"On March 14, 2024, we received a letter from the FTC advising us that [it] is conducting a non-public inquiry focused on our sale, licensing, or sharing of user-generated content with third parties to train AI models," Reddit said in addendum to the risk factors section of the IPO filing.  


Reddit said it wasn't surprised by the inquiry given the evolving regulatory nature of AI training on public data, that it doesn't believe it has done anything wrong, and that the FTC also asked for a meeting to learn more about its plans.


Leica's test of free-form ads doesn't indicate a whole lot of success to us - it has just three points.
All free-form adverts are supposed to show some kind of sponsored label, though that doesn't appear to be the case on the three posts included in this story. While Leica's shows it, neither Philadelphia post includes a tag indicating it's sponsored content. We understand that's because the Philadelphia posts are no longer boosted by ad spending, so are back to just being normal user posts.
Reddit, which is planning to go public on March 21 having never turned a profit in nearly 20 years of existence, has been doing everything it can of late to drum up support from investors. Most notably, the outfit signed a $60 million deal with Google to ingest user content for the purposes of training AI models after making its Data API a paid service last year, ostensibly to prevent AI models from ingesting user data.
Users haven't been thrilled with Reddit's behavior running up to its IPO, and whether ads-as-posts will help isn't clear, though we know a thing or two about how devoted readers feel about web adverts generally. (r)
    






        





This article was downloaded by calibre from https://go.theregister.com/feed/www.theregister.com/2024/03/16/reddit_promoted_posts/



	
	Articles
	Sections
	Next





	Previous
	Articles
	Sections
	Next







    
        Original URL: https://www.theregister.com/2024/03/15/chrome_bing_microsoft_pop_ups/
    

    Microsoft defends barging in on Chrome with pop-up ads pushing Bing, GPT-4

    
We thought you people wanted choice, IT colossus sniffs    


    
        By 
Chris Williams        
    

    
        Posted in Applications,
        
            15th March 2024 23:40 GMT
        
    


    
Microsoft is cheerily popping up adverts over Chrome on Windows PCs to push its search engine and AI assistant.
As users have pointed out this week, while using Google's desktop browser on Windows 10 or 11, a dialog box suddenly and irritatingly appears to the side of the screen urging folks to make Microsoft's Bing the default search engine in Chrome.
Not only that, netizens are told they can use Chrome to interact with Bing's OpenAI GPT-4-powered chat bot, allowing them to ask questions and get answers using natural language. We can forgive those who thought this was malware at first glance.
"Chat with GPT-4 for free on Chrome!" the pop-up advert, shown below, declares. "Get hundreds of daily chat turns with Bing AI."
It goes on: "Try Bing as default search," then alleges: "Easy to switch back. Install Bing Service to improve chat experience." Users are encouraged to click on "Yes" in the Microsoft pop-up to select Bing as Chrome's default search engine.
What's really gross is the next part. Clicking "Yes" installs the Bing Chrome extension and changes the default search provider. Chrome alerts the user in another dialog box that something potentially malicious is trying to update their settings. Google's browser recommends you click on a "Change it back" button to undo the tweak.
But Redmond is one step ahead, displaying a message underneath Chrome's alert that reads: "Wait - don't change it back! If you do, you'll turn off Microsoft Bing Search for Chrome and lose access to Bing AI with GPT-4 and DALL-E 3."
This is where we're at: Two Big Tech giants squabbling in front of users via dialog boxes.
[image: Screenshot of Microsoft's latest Chrome pop-up ad for Bing]
Screenshot of Microsoft's latest Chrome pop-up ad for Bing ... Source: TheDyslexicCow on Reddit


Microsoft confirmed this is the real deal in a statement to Windows Latest and others, saying: "This is a one-time notification giving people the choice to set Bing as their default search engine on Chrome."
It may be a one-off thing, but people won't know that when they see it.
"For those who choose to set Bing as their default search engine on Chrome, when signed in with their MSA [Microsoft account] they also get more chat turns in Copilot and chat history," the IT giant's spinners added.
"We value providing our customers with choice, so there is an option to dismiss the notification."


	Europe wants easy default browser selection screens


	Mozilla slams Microsoft for using dark patterns to drive Windows users toward Edge


	US Department of Justice claims Google bought its way to web search dominance


	Microsoft CEO whinges about Google's default search deals


That last part is amusing because what with a renewed focus by watchdogs on fair competition in the technology world - eg, Apple being forced in Europe to display a browser choice screen, boosting downloads of Safari rivals Firefox, Brave, and Vivaldi - and AI hype barely moving the needle for Bing in a Google-dominated market, we get to see Microsoft's contribution to the debate.
That contribution being, tediously, another nag screen for users to change their mind about their preferred search engine and give Bing a go, at a time when the quality of Google's search results are under fire. Popping an ad in people's faces like a piece of low-rent malware isn't going to win hearts and minds.

Microsoft pushes users to the Edge in Outlook, Teams

DEJA VU
Perhaps Microsoft thinks this latest interruption is nothing more than another user choice screen that regulators are in favor of. It's just one that happens to jump out randomly. Too bad there's no option to prevent this from happening as far as we can tell - well, other than installing another operating system. My accomplished colleague Liam Proven writes about them a lot.
For what it's worth, it's believed the pop-up is generated by BCILauncher or BingChatInstaller on Windows PCs in C:\Windows\temp\mubstemp. We've asked the Windows maker for further comment.
And this isn't the first time Microsoft's tried this kind of thing. Around this time last year, the Windows titan was begging netizens not to ditch its Edge browser on Google's own Chrome download page. Redmond also pushed Bing in Windows 11 via pop-ups, and recently had Edge automatically and unexpectedly import Chrome tabs for at least some people.
However cute and caring Microsoft tries to paint itself lately, it never misses an opportunity to get an, ahem, edge over its rivals, no matter how annoying that is to everyone. (r)
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    Biden to inject Intel with CHIPS fab cash 'next week'

    
Samsung and TSMC apparently slated to receive $6B and $5B    


    
        By 
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The Biden administration may announce billions in government CHIPS subsidies to offset the cost of Intel's US fab expansion as early as next week.
Citing sources familiar with the matter, Reuters said US President Joe Biden and Commerce Secretary Gina Raimondo will unveil the multi-billion dollar funding package during an event at Intel's Arizona campus in Chandler.
In the nearly three years since CEO Pat Gelsinger announced Intel would open its chip plants to contract manufacturing, the x86 giant has announced four factories, two in Arizona and two in Ohio, collectively valued at $50 billion.
At a foundry event late last month, Gelsinger revealed his plan to make Intel the second largest supplier of silicon behind TSMC by 2030.
This commitment makes Intel a top contender for the $39 billion in CHIPS and Science Act funding earmarked to support the development of domestic chip fabs. Signed into law in mid-2022, the bill sought to reduce America's reliance on the Asia-Pacific region for leading-edge semiconductor manufacturing.
Up to this point, the US Commerce Department has only announced a handful of awards totaling less than two billion bucks. This included $35 million for BAE,  $162 million for Microchip and, most recently, a $1.5 billion award to GlobalFoundries.
However, Intel, TSMC, and Samsung, which have collectively committed to adding more than $100 billion in leading-edge semiconductor capacity in the United States, are expected to walk away with the lion's share of CHIPS funds. During a press conference in February, Raimondo warned chipmakers not to get their hopes up and that those that did receive taxpayer funding were likely to get less than expected.


	Pentagon said to have pulled $2.5B Intel defense chips grant


	Gelsinger splits Intel in two to advance foundry vision


	GlobalFoundries scores $1.5B in Uncle Sam's semiconductor subsidy bonanza


	India won't become a semiconductor superpower anytime soon, says think tank


According to Bloomberg, Intel was expected to receive upwards of $10 billion in US CHIPS funds. It's not clear whether this includes or is addition to the $3.5 billion Intel is slated to receive to establish a "secure domain" for the production of military silicon. This week, we learned that the Pentagon, which had committed to funding $2.5 billion of the project, had pulled out, leaving the Commerce Department to foot the bill.
As a result, Intel, true to Raimondo's warnings, could end up getting far less than hoped.
Samsung and TSMC queue up
TSMC and Samsung Electronics, two top-rank manufacturers of cutting-edge silicon today, are also expected to receive CHIPS awards in the coming weeks.
A Bloomberg report Friday citing unnamed sources revealed Samsung could receive as much as $6 billion in CHIPS cash. Some folks also told the news wire TSMC would get $5 billion from Uncle Sam.
Both foundry outfits have made major investments in US semiconductor capacity over the past few years. Under pressure from the Trump administration TSMC announced plans to construct a fab in Arizona back in 2020. Since then, the project has grown considerably to encompass two factories valued at $40 billion.
A little over a year later, Samsung announced it would construct a $17 billion plant in Texas. According to Bloomberg the $6 billion in CHIPS subsidies will support the development of additional sites.
It's not yet clear how many more fabs Samsung has planned or where they might be located. But as we've previously reported, documents filed with the Texas comptroller in mid-2022 suggest the Korean giant could add as many as 11 facilities over the next two decades. (r)
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    Microsoft license shuffle means Power Apps users could break the bank

    
New restrictions seem to usher users toward expensive Dynamics 365 subscriptions    


    
        By 
Lindsay Clark        
    

    
        Posted in Applications,
        
            15th March 2024 20:30 GMT
        
    


    
Microsoft appears to have updated the licensing rules for its popular Power Apps, which could force some customers to shift their users onto the more expensive licenses, creating a significant hike in costs.
A blog post from analyst Directions on Microsoft stated this week that organizations building applications in the Power Apps environment would in some cases have to switch users from the Power Apps license to the Dynamics 365 Enterprise license at ten times the cost.
Andrew Snodgrass points out that under previous rules, users licensed with Power Apps subscriptions could access data in Dynamics 365 applications - a suite of enterprise apps from Microsoft including CRM, ERP, and HR - by reading data, so long as they did not modify data in "restricted" tables.
However, Microsoft's new Dynamics 365 Licensing Guide for March 2024 [PDF] links to a solution checker service under the heading Verify License Compliance.
It appears to make changes to definitions of "restricted tables," which could increase licensing costs for organizations that have built Power Apps around Dynamics 365.
Snodgrass reckons the solution checker list of "restricted tables" adds several more tables that were not restricted before.
For example, Microsoft cites "restricted operations" to refer to processes such as generating an invoice that would have run on non-restricted tables but according to the new rules now require a full Dynamics 365 subscription.


	Developers beware, Microsoft's domain shakeup is coming soon


	Microsoft forges One Teams App To Rule Them All


	Microsoft decides it's done with Azure egress ransoms


	Microsoft Copilot for Security prepares for April liftoff


The "restricted controls" in the solution checker refers to embedded controls - used, for example, in forecasting - that if run in the Power Apps solution will require users to have a full Dynamics 365 subscription, Snodgrass said.
The cost could be significant to users, depending on how many Power Apps licenses they have and how many are affected. Dynamics 365 Team Member is $8 per user per month, Power Apps Premium is $20 per user per month, and Dynamics 365 CRM Enterprise licenses are $95 per user per month.
As an illustration, Snodgrass points out that 1,000 users with Power Apps subscriptions at $20 per month ($240,000 per year) are significantly less than 1,000 users with Dynamics 365 Enterprise licenses at $95 per month ($1.14 million per year).
"What I came away with was a feeling of disappointment. I was hoping the solution checker would be a step forward in helping customers understand what licenses they needed," said Snodgrass.
"Instead, it looks like Microsoft is using it as an opportunity to further limit Power Apps subscription rights and increase cost for customers who deployed Power Apps solutions in good faith," he concluded.
Snodgrass has asked Microsoft to clarify these points, as has The Register.
Microsoft Dynamics 365 and its associated community of low-code-built Power Apps have enjoyed popularity in the mid-market, finding a sweet spot between businesses requiring more powerful software than simple accounting packages and spreadsheets and global organizations that might need more complex and expensive enterprise applications from vendors such as SAP, Oracle, and Infor. (r)
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    As if working at Helldesk weren't bad enough, IT helpers now targeted by cybercrims

    
Wave of Okta attacks mark what researchers are calling the biggest security trend of the year    


    
        By 
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            15th March 2024 19:00 GMT
        
    


    
IT helpdesk workers are increasingly the target of cybercriminals - a trend researchers have described as "the most noteworthy" of the past year.
It's not a novel phenomenon, nor is it being carried out in a very sophisticated way, Red Canary's latest threat report notes, yet the trend is growing and miscreants are seeing greater rates of success.
Keen infosec watchers will remember last year that the ransomware attack at MGM Resorts was, per the attacker's own account of the situation (make of that what you will), orchestrated by phishing an IT helpdesk worker in just the space of 10 minutes.
The same cybercriminals, tracked by the Scattered Spider moniker, used the same tactics with a spate of other Okta customers too, in what became one of the biggest security sagas of 2023.
Red Canary says these types of attacks are usually pulled off by cybercrims phoning an organization's helpdesk while pretending to be an employee. They often request changes to be made to identity and access management controls so they can assume control of a targeted organizational user account - tasks that are routinely carried out by helpdesk staff.
Once the attacker registers their own mobile device to the account, enabling them to completely control the authentication chain and cement their insider access, later stages of the operation can take place. They can identify key targets such as other, more privileged users, steal data from SaaS apps, switch to cryptomining via cloud resources, or embark on destructive attacks.
"The increasing prevalence of these attacks against the help desk behooves IT and security teams to place increased scrutiny on securing and properly permissioning help desk accounts, as adversaries are clearly keen on abusing them to reset the passwords and MFA registrations of high-value accounts," the report reads.
Helpdesk-based phishing works the other way too. Researchers continue to see cases of helpdesk staff being imitated by attackers to phish other employees - a role reversal to the aforementioned trend.
Working under the guise of a perceived sense of legitimacy, trustworthiness, and authority, attackers can request access and multi-factor authentication (MFA) codes from users which can then be used to hijack accounts. From there, later-stage attacks similar to the ones when the roles are reversed can be carried out.
Red Canary suggests that more thoughtful ways of combating these types of attacks need to be deployed within organizations. User and staff education programs are already widespread in many organizations, but it's clear the same problems recur and are becoming increasingly taxing.
The researchers offered a number of ideas to make employee-helpdesk interactions more secure and verifiable:

	

Requiring employees to verify their identity by sending information that couldn't easily be sourced by remote attackers, such as the serial number of their company-issued computer. Included in this is personally identifiable information that again couldn't be sourced online




	
Establishing a specific passphrase for organization staff, a shared secret, to use to verify they are actually the user behind the screen




	
Verify identities via video calls, with helpdesk staff having a visual directory of all staff members to use as a reference




	
Ask questions about employees' working behavior such as what apps they had open at a specific time, or what time they logged in that morning




	
Verify staff members' identity through a third party such as their manager, who may be in the office with them to verify in person that they made the support request




As always when it comes to phishing, the first port of call for any organization should be to implement a robust MFA policy. But, as the rise in helpdesk phishing attacks shows, they can't be relied upon solely and almost always have some way to circumvent them.


	A tale of 2 casino ransomware attacks: One paid out, one did not


	More Okta customers trapped in Scattered Spider's web


	FTC asks normal folks if they'd like AI impersonation scam protection, too


	FCC Commissioner calls for crackdown on Apple's iMessage gatekeeping


"Balancing user-friendly access with secure connectivity is always challenging, and leaning too much towards convenience can pose significant risks," said Red Canary. 
"Almost every MFA factor has some sort of weakness and a bypass technique associated with it. Simply being mindful of these vulnerabilities is important when determining which MFA implementation to choose. While responding to an incident, being aware of these types of bypasses may expand your investigation into areas and log sources that may not initially be part of your breach response playbooks." (r)
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    Raspberry Pi OS 5.2 is here, with pleasant tweaks to Wayland-based desktop

    
Kernel 6.6 and small refinements, plus less visible, but meaningful adjustments    
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        Posted in OSes,
        
            15th March 2024 17:30 GMT
        
    


    
The Raspberry Pi Foundation has updated its Debian 12-based OS for the pocket-sized powerhouse, with the newest LTS kernel.
Although there's no version number in the release notes, the new installment of the official Raspberry Pi OS calls itself version 5.2 on the startup splash screen. Like version 5, which we checked out last November, it's still based on Debian 12 "Bookworm", and that's what it calls itself in the /etc/os-release file, but it continues to diverge further from its parent.
If you're not tempted to explore some alternative distros for the pint-sized marvel, there are new goodies here too.
Pi OS 5.2 uses Linux kernel 6.6, which late last year became the new LTS version. Specifically, it comes with kernel 6.6.20, alongside Chromium 122 and the optional Firefox 123, as well as a new version of the Pi firmware. The raspi-config program can now also update the Pi 4 and later's onboard EEPROM.


	Linux 6.9 will be the first to top ten million Git objects


	Venturing beyond the default OS on Raspberry Pi 5


	Lightweight Windows-like desktop LXQt makes leap to Qt 6 with version 2.0


	India's homebrew RISC-V CPU goes on sale in new development board


Release 5.2 brings an assortment of small improvements and refinements to the new Wayland-based desktop. The mouse pointer changes during drag-and-drop operations, the network and Bluetooth menus are faster, and when you log out it terminates all user processes.
The release notes also list a number of less-visible improvements and bug fixes, including several relating to headless operation and remote control using VNC. These are relatively small things, but it underlines the amount of work in building a whole new desktop under Wayland: it's very much not just a case of replacing the old X.org display server with a new one.
We upgraded our Pi 400's SD card, which worked perfectly - but the OS is getting bigger all the time, as most software tends to do to, and it's a tight fit on a 16GB card these days.
We only had a couple of gigs free before we started, and afterwards, we're down to under 800MB of free space. This is not only a little nerve-wracking, but running flash media at over 95 per cent full like this means that there's little room for the storage card's on-board controller chip to shuffle stuff around. It increases the risk of the medium failure.

An appetite for flash...


This is an aspect of how flash memory works: the computer can read any byte at any time, just like ordinary RAM, but it can't overwrite a byte with new data. Flash can only be rewritten by erasing - formatting - a whole block at a time. The erase block size varies according to the size of the memory chip, but even a decade ago it was between 4MB to 8MB.


All SD cards have a tiny on-board controller chip - typically an Arm core, and yes, it can be hacked and code run on it. This erase block size means your SD card controller has to frantically shuffle blocks of storage around so it can format these blocks all at once.


This was one of the important aspects of Intel's cancelled Optane storage: no erase blocks. It could be written just like RAM. That's why its cancellation was such bad news.


The moral of the story? Don't run your flash storage at more than 75 percent full, kids, or it will wear out much quicker.


To be fair, the Reg FOSS desk's Pi card is not heavily used - and we have installed a few extra things, such as a Markdown editor and Firefox. The latter perhaps eats most of the extra space.
As an experiment, we took the SD card out of our Pi 400 and put it into a Pi 5, and it started perfectly and worked exactly the same - just rather faster. This version has improved support for the Pi 5 hardware.
On this model, the power indicator LED is also a power button, and if you press it, Pi OS 5.2 displays a dialog box offering to shutdown, reboot, or log out.
We are writing this article in Ghostwriter on Pi OS 5.2, running on an 8GB Pi 5 (using a 1993 IBM Model M keyboard that weighs 20 times as much as the Pi, and is at least 20 times better than the keyboard of the Pi 400) and it's working very well.
Even so, we'd say that a 16GB card isn't really enough for a general-purpose desktop Pi any more. Budget for an extra fiver for a 32GB card, and spare a sigh that a lightweight Linux for schoolkids is now a 2,812MB download, in heavily compressed form. We went badly wrong somewhere.
The Pi OS 5 desktop is still one of the most pleasant Wayland-based environments to use, in this vulture's humble opinion. We really hope that at some point soon the team can find the time to update the PC version of the software, which hasn't had a major update in nearly two years now.
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    We talk to W3C board vice-chair Robin Berjon about the InterPlanetary File System

    
The decentralized web is alive and well despite Web3 financial scheming    


    
        By 
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Interview The InterPlanetary File System (IPFS) debuted nine years ago with the hope of changing the way people interact with content online. It remains an ongoing project.
IPFS is part of what's known as the distributed web, a set of decentralized technologies sometimes referred to as Web3 until the NFT-cryptocoin clown car crash demanded a change of jargon.
But IPFS is just a technology, not a predatory financial gambit. It is a set of peer-to-peer protocols for finding content on a decentralized network. It relies on a Content Identifier (CID) rather than a location (URL), which means the focus is on the identity of the content (a hash) rather than a server where it's stored.
IPFS focuses on representing and addressing data, routing it, and transferring it. It's not a storage service, though storage is necessary to use it. It's been adopted by Cloudflare and implemented in Brave and Opera, among others, and work is being done to make it work in Chromium.
IPFS traffic is public unless encrypted, which is why there are rival decentralized projects that strive for stronger built-in privacy protection like Veilid.
Notionally part of a decentralized network, IPFS is nonetheless rather centralized. A 2023 research paper from academics in France, Germany, and the UK observed "that almost 80 percent of the IPFS DHT servers are hosted in the cloud with the top three cloud providers hosting 51.9 percent of the servers." It's further claimed that AWS provides 96 percent of all the content resolution requests.

WebTunnel digs in


Tor has just introduced a novel anti-censorship technology called WebTunnel. An alternative to an obfs4 bridge - a way to connect to the Tor network when a public relay isn't available - WebTunnel makes communication look like HTTPS traffic to a network observer, so Tor users look like they're just browsing the web.


"In fact, WebTunnel is so similar to ordinary web traffic that it can coexist with a website on the same network endpoint, meaning the same domain, IP address, and port," a Tor Project blog post explains. "This coexistence allows a standard traffic reverse proxy to forward both ordinary web traffic and WebTunnel to their respective application servers."


The consequence of this is that visitors to a website that shares a WebTunnel address won't have any indication that there's a secret bridge there.


Still, the idea remains an intriguing one. So The Register spoke with Robin Berjon, IPFS ecosystem lead at Protocol Labs and board vice-chair of the World Wide Web Consortium (W3C) to learn more about how IPFS is doing.
In numeric terms, that's hard to say. Brian Bondy, Brave CTO and co-founder, told The Register in an email that since Brave introduced native IPFS integration in 2021, the browser maker has seen local nodes grow by a factor of five.
"Our verified content creators have also grown from 1 million to 1.8 million since we integrated IPFS, and we want to be able to provide them with the option to share their content in a decentralized manner, without high bandwidth costs," said Bondy.
When it comes to Protocol Labs, Berjon said his firm's network probes show 300,000 to 400,000 nodes - IPFS instances running on a computer - which he characterized as pretty solid. But he said he didn't have insight into the total amount of traffic being handled. He did however have quite a bit to say in more general terms.
The Register: How do you separate IPFS from the cryptocoin ecosystem, which has taken something of a reputational hit in recent years?
Berjon: I think it's unfortunate that reputationally there's some intermixing. But I do get a sense that there's a greater nuance developing in how people are perceiving these different things.
So, it used to be that if you were anywhere near blockchain, people would go like, "Oh, terrible, go away." Now people are starting to realize that what has been lumped [together], even just on the blockchain end of things, contains all sorts of different communities. Sure, you have like shitcoins and all that stuff, but you also have people experimenting with [decentralized autonomous organizations] and people trying to really build new government systems and new ways of sharing and new ways of doing coops.
And so I think people are starting to perceive that there's a richness of modifications there. And also that there's a lot of technical bits and pieces that can be reused and applied independently from what you might perceive as the Bitcoin ideology or however that wants to be called.
The Register: How is IPFS being used right now? And how would someone start using it?
Berjon: As with every interesting technology, the answer is it depends. Some browsers are starting to support IPFS natively. That is the case with Brave for instance, which has had native IPFS support for a while. There's also work integrating IPFS into Chromium, which is the engine underlying Chrome amongst others.
There's also IPFS support in cURL, which is the command line system, and there are extensions that will support IPFS in the browser. On top of that, there's a series of IPFS gateways, [which are] systems that are purely HTTP in how they expose IPFS, [meaning] you can take any vanilla off-the-shelf browser, and point it at one of these.
In terms of usage, I tend to think of IPFS not necessarily as a single technology. It's more like a family of related technologies. There's content identifiers, there's multi-formats, there's IPLD, which is a data format that underlies it. And these tend to be used in different places for different use cases.
The idea really is this is all plumbing. These are all relatively low-level, relatively infrastructural pieces. The goal is for people to say, 'I want to do this thing' or whatever, and for IPFS or some part of the IPFS ecosystem to be the right tool for the job.
We're starting to see a lot of usage here and there with these bits and pieces. For instance, Bluesky is pretty popular these days. And in the AT Protocol they use quite a few of these pieces. They use CIDs (content identifiers), they use IPLD, and I think that's something that we're leaning into quite a lot because that is popular with developers.
The Register: How is IPFS in terms of latency these days? Traditionally peer-to-peer systems haven't been all that speedy.
Berjon: If you're using relatively naive approaches, it can be slow. But there's also another way of answering that: It depends on how the client is implemented. If a client just does block by block fetching and only approaches the network in a very basic manner, it is likely to be slow.
As with all other peer-to-peer technologies, you have to contact a whole bunch of things on the network and find your way to the content. However, there's been work on making clients fast by parallelizing these requests.
Also, there's been very interesting work from a company called Number Zero on their IPFS implementation, which is called Iroh. They've rewired and they've rethought how the network layer works in such a way that makes it extremely fast.


	Russian national pleads guilty to building now-dismantled IPStorm proxy botnet


	Veilid: A secure peer-to-peer network for apps that flips off the surveillance economy


	Sucks to be you, ICANN. We can go our own way: Opera to support sites using renegade top-level domain .crypto


	Brave buys a search engine, promises no tracking, no profiling - and may even offer a paid-for, no-ad version


The Register: The internet seems to be at an inflection point. AI hype and regulatory intervention have encouraged efforts to challenge Google's dominance and its ad-based business model. How do you foresee IFPS fitting into, or shaping, networked communication in the near term?
Berjon: If I had a surefire answer for that, I'd be working on getting very rich but I can at least share how I think it could work. [IPFS] is all about the content. That's why it's content addressable retrieval, versus what we have today, which is authority-centric or location-centric. You're getting something and you have to get all of it from that same authority.
With content-centric addressing, you can get bits and pieces from different sources. That shifts the power from this unique server that becomes a throttling point - someplace where you can control everything - to something that can be much more client-oriented.
If you think of how search or social or all those ad supported models work today, the idea really is that you have to go to this central authority and get not just one service but actually a bundle of services. You're getting a list of social media posts, you're getting a list of search engine results, but bundled with that, you're also getting the relevance decided for you - they have been rated and they have been ranked. They have been ordered for you. And you're also getting the advertising because it basically has to all come as a single bundle in order to work.
If you shift that power to the client, which a content-centric approach enables, you can start having much more interesting models. For instance, the browser or whatever is working for you as your agent client-side, makes the decisions in terms of how things get composed.
So as a user, you could say, "Sure, I'm fine with ads, so long as they're ads that fit certain privacy parameters or certain preferences that I have and I'm comfortable with that, you know, making more or less money, depending on things I've decided."
But basically my browser is picking the ads for me, right? My browser knows me. It's going to respect my privacy, it's going to select the ads. So you have the browser selecting the ads and getting the money for those ads. And then the browser can, when I'm using, say, a social media service or search service, pay for that using the ad money I'm getting. And that means I can pay for the content that I'm getting from this service. And I can pay maybe for the ranking or the recommendations algorithm from this other service, and you can start to see things blend together in a way that gives us a lot more user choice user agency and is nevertheless as powerful as we have today, but with a lot more choice.
And so I think any economic system that shifts power towards users is one that matches IPFS principles and the IPFS architecture really well. And I'm working on bringing about the world in which that's the case.

  The Register: At this particular moment in time, when misinformation is rampant, it seems like authority of some sort has more value than ever, to filter harmful content. Can you have the safety mechanism of authority in a content-centric system without downsides of gatekeeping?

Berjon: I think that's a very good question and I would say that's the right way of thinking about it. But essentially, if you think of how - I'm sorry, I can't help myself but I'm gonna go to a tiny bit of philosophy - but if you think of how we conceive of truth, we tend to have this very individualistic approach to truth.
We tend to think that we basically decide things for ourselves, and we know that for ourselves, and we've made that decision for ourselves. But most of the time, that's not true, right?
Overwhelmingly what we know to be true is stuff that we know to be true because we trust a very dense network of institutions, formal or informal, to have produced that knowledge.
For instance, if you trust one source of news more than others - say you're a Washington Post reader, and that's what you like - you also implicitly trust that if they come up with something that's wrong, they will be caught by the others who are more peripheral to how you think about this.
So this dense network of institutional arrangements that supports trusting truth is actually undermined by an excessive authority system because too much of that trust, in load bearing terms, relies on that single authority.
And in fact, if you start shifting things towards a more content-centric approach, then you can actually get multiple sources of authority, collaborating on the verification of that source of truth.
Starling Labs did this really interesting partner project [with] Reuters which was called the 78 Days, where they basically documented the Trump to Biden transition process photographically. And the entire system is built around this idea that you can have verified pictures, and that you want this chain of authenticity from the capture of the picture all the way to when it's presented on your screen.
And if you look at the companies that were involved, you can see it was extremely collaborative. For the capture, they worked with, like Canon, they worked with HTC to get access to encryption on the camera that provided some verification of authenticity of that capture. And then they worked with a bunch of other projects, like the Guardian Project, to sort out what truth would be. And then they distributed those images and the hashes of those images, all the IPFS-related stuff, working with IBM, with Filecoin and IPFS as well, they worked on Hyperledger, using sometimes chain storage, sometimes distributed storage, all kinds of systems that all work with this kind of verified hashed data.
They also worked with Adobe and Content Authenticity Initiative, to have all this metadata embedded in the objects and tracked.
This is to say that with something that's content-centric, all these companies could come together in a very loose coordination. ... It's because it was content-centric and verifiable, they could get all people to collaborate, using standard mathematically provable systems. And this creates a much more powerful, spread-out authority behind the content that they produce. (r)
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    RISE with SAP plan fails to hit go-live date in West of England council

    
Delays spark fears of PS500K legacy support bill, plans for new financial year    
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Updated Gloucestershire County Council has missed the go live date for its RISE with SAP move to the cloud, putting the public body at risk of incurring an additional PS500,000 ($639,000) in costs to keep its legacy application up and running.
The west of England local authority, which will spend PS616 million ($788 million) on local services in total in the coming financial year, signed up to move its ageing SAP ERP system to the most recent S/4HANA platform and the cloud in April 2022, with plenty of promotional fanfare from SAP.
The council committed to the so-called "RISE with SAP" program in a contract worth PS7.3 million ($9.3 million). RISE with SAP is SAP's effort to get customers in the cloud by dealing with third-party development and cloud infrastructure providers on their behalf.
In January, the council's Audit and Governance Committee head director of finance Paul Blacker confirmed the new system would go live on the 4th March 2024, "subject to system testing."
But a council spokesperson confirmed to The Register that the new cloud-based system had actually failed to go live on that date, and refused to confirm plans for a future date.
Aside from any other costs stemming from the delay, it raises questions about how the council is keeping existing legacy SAP systems -- first implemented in 2007 -- up and running. In seeking authorization from the council's cabinet in June 2021, officers said [PDF]:
"Moving to SAP Rise, which is the cloud-based latest version of SAP's ERP software, would support the ICT strategy to move applications to cloud based solutions and hardware estate out of the datacentre, and there would be a cost avoidance of PS0.5 million, which would be required to keep SAP servers running beyond December 2023."
A council's spokesperson refused to say whether the publicly funded body had incurred additional support costs for its legacy SAP solution, but said the replacement was about to start users testing.
"All ERP migrations are complex and need to be well planned and it is important that we continue to follow good practice and keep the programme under review to ensure that both technical and people changes are delivered effectively ensuring that there is minimum disruption to the services that we offer," the spokesperson said.
"We have made significant progress with the technical build and as we move more towards user testing and implementation we are continuing to review the later phases of our programme plans and timeline to ensure that ultimately we have a system that meets the council's requirements. As our programme includes procurement as well as finance and HR, the introduction of the Procurement Act 2023 means that we are reviewing our requirements in this area."
Meanwhile, the June 2021 documents also raise questions about how competitive the competition to replace SAP really was. The same document stated suppliers that had expressed an interest in the competition were invited to tender. "Only one response (from SAP (UK) Limited) was received in response to the council's ITT," the document reads.
The arrival of the new SAP system was supposed to help with issues raised by official auditors Grant Thornton.


	SAP accused of age discrimination, retaliation by US whistleblower


	March Patch Tuesday sees Hyper-V join the guest-host escape club


	City of London ditches Oracle for SAP in search of ERP enlightenment


	City council megaproject to spend millions for manual work Oracle system was meant to do


Blacker had informed Audit and Governance Committee in January that "the new SAP System would be in place for the new financial year and it would help to resolve some of the issues raised. Members remarked over the delay in the installation of SAP, officers explained it was better to delay in order to get it right."
Any delays are bound to taint the RISE with SAP programme, upon which the German vendor seems to be betting the farm. Another RISE with SAP customer, UK supermarket Asda, has also had its S/4HANA cloud implementation delayed. In January, it was forced to extend a support arrangement with its previous owner, US retail giant Walmart, to keep the existing SAP systems up and running.
ERP projects have an uncanny knack of running overschedule, overbudget, or simply not working to plan when deployed. Just ask the County Councils in Surrey, East Sussex, West Sussex, and Norfolk.
None of those less-than-smooth running implementations, however, can hold a candle to Birmingham City Council's borked installation. (r)
Updated at 1608 UTC on March 15, 2024, to add
Following publication of this article, before which we repeatedly asked for a response regarding the potential PS500K contract extension costs, Gloucestershire County Council finally addressed this point. A PR person told us:


There are some short term, much smaller costs to extending support for on-prem SAP through 2024/25. However we anticipate that the PS0.5 million extra cost will be avoided.
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    Ad agency boss owned two Ferraris but wouldn't buy a real server

    
Resulting cycle of rushed repairs and recriminations did wonders for the IT/user relationship    


    
        By 
Simon Sharwood        
    

    
        Posted in Systems,
        
            15th March 2024 07:29 GMT
        
    


    
On Call Thirsty folk will tell you it's always twelve o'clock somewhere, but Friday comes but once a week and The Register marks it by offering another instalment of On Call, our weekly reader-contributed column that shares your stories of the weird and woeful world of work.
This week, meet a reader we'll Regomize as "Aaron" who very recently worked for a managed services provider in Australia. One of his clients was an ad agency that he described as "insanely flashy and demanding."
"The owner has two Ferraris. They have that kind of money," Aaron told On Call.
The agency also had an all-Apple environment - other than a SharePoint server that was used to store, among other things, plenty of uncompressed video and audio.
SharePoint choked on those files, and users wanted faster access. So the agency built a file server to host that in-demand data.
Except it wasn't really a server. It was a Mac Mini with some external USB drives. Data from SharePoint was stored on those drives in directories set up as SMB shares.
This arrangement was obviously unstable, and the server would become unavailable if client devices updated macOS before the server. So every time Apple issued a new OS, Aaron rushed to update the server before the mismatch meant the ad agency lost access to its files.
"This was so common that we ended up creating an entire ticket stream just to monitor for macOS update emails as soon as Apple sent them," Aaron told On Call. But even with that early warning system in place, downtime was regular.
The Ferrari-owning boss got wind of this mess and would berate Aaron and his crew whenever the server became unavailable, citing the enormous cost of outages.
Aaron countered by pointing out that a real file server would make the problem go away.
"The bosses at my MSP explicitly told everyone to remind the client of this because they were personally sick of the problem," Aaron told On Call.
But the agency boss wouldn't buy a server, so Aaron and his colleagues lived in a horrible cycle of trying to keep the server updated, falling behind, fixing it, being berated by their rich client, recommending he pay for a new server, and being told "No."
Until the day Aaron updated the Mac Mini, and the SharePoint directories on the external drives disappeared.


	Job interview descended into sweary shouting match, candidate got the gig anyway


	They call me 'Growler'. I don't like you. Let's discuss your pay cut


	Work for you? Again? After you lied about the job and stole my stuff? No thanks


	Dave's not here, man. But this mind-blowingly huge server just, like, arrived


"I had to go on site, and try as I might the damn thing wouldn't read," Aaron recalled. "We could see the hardware ID for the external drives. But they would not mount."
After an hour without finding a fix, Aaron called a colleague who also struggled.
The two sweated it out - literally, because this incident took place on a hot Australian summer day in an airless office without air conditioning - until they figured out the fresh macOS update wasn't loading USB drivers and therefore wouldn't talk to the external disks.
Reinstalling the drivers did not work ... until Aaron and his sidekick reinstalled macOS and the external drives came alive.
After three hours of downtime.
A couple of months later, the ad agency agreed to buy a new file server. A real one. Aaron built the box with a glad heart.
But the agency never paid for it.
Sick of the cycle of rushed repairs and recriminations, Aaron quit a few months later.
"And that file server was still sitting next to my desk, unpaid for, on the day I left" he told On Call. "Lord have mercy on whoever has to deal with their bullshit now."
What's the cheapest thing you've seen a boss do that made needless work for IT? Click here to send On Call your story and we may feature it on a future Friday. (r)
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    Forget TikTok - Chinese spies want to steal IP by backdooring digital locks

    
Uncle Sam can use this snooping tool, too, but that's beside the point    
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There's another Chinese-manufactured product - joining the likes of TikTok, cars and semiconductors - that poses a national security risk to Americans: Electronic locks, such as those used in safes.
In a letter to the US National Counterintelligence and Security Center (NCSC) director Michael Casey, Senator Ron Wyden (D-OR) urged the White House threat-intel arm to sound the alarm on commercial safes and locks. He also accused the Feds of intentionally keeping American businesses in the dark about the data-security risk to trade secrets and other sensitive IP while "quietly protecting government agencies from it."
NCSC spokesperon Dean Boyd told The Register "We've received the senator's letter and are reviewing it."
Most commercially available safes include manufacturer reset codes for their locks to help consumers if they lose or forget the code they set. However, government agencies and law enforcement can request access to these codes - usually via a warrant or subpoena, and ostensibly to help investigate a crime or address some sort of national security concern.
"It would be one thing if these backdoors were only available to US government agencies, but they are not," Wyden wrote [PDF].
We should point out that privacy advocates beg to differ, and aren't fans of Uncle Sam using backdoors to snoop on Americans - but that's not Wyden's concern at the moment.
"These backdoor codes can be exploited by foreign adversaries to steal sensitive information that US businesses store in safes, such as trade secrets and other intellectual property," Wyden warned.
This, he added, is especially risky when it comes to Chinese-made electronic safe locks - such as those manufactured by SECURAM Systems, a major seller of electronic safe locks sold in the US.
"Although DoD has informed my office that the company's products are not approved for US government use, its low-cost products have enabled the firm to dominate the consumer-focused portion of the market," Wyden wrote, noting that SECURAM's website confirms its products include manufacturer reset codes.
"As a China-headquartered company, SECURAM is of course obligated to follow Chinese law, including the requirement to cooperate with secret demands for surveillance assistance," Wyden continued. "Consequently, SECURAM could be forced to share codes with the Chinese government that would enable surreptitious or clandestine access to the safes used by US businesses."
SECURAM did not immediately respond to The Register's request for comment.


	Uncle Sam tells nosy nations to keep their hands off Americans' personal data


	Congress told how Chinese goons plan to incite 'societal chaos' in the US


	Former US Treasury Secretary Steve Mnuchin thinking about buying TikTok


	White House goes to court, not Congress, to renew warrantless spy powers


The US Department of Defense (DoD) is well aware of the issue, according to Wyden, who cites a November 8 email from the DoD calling manufacturer reset codes a security threat.
But while the DoD prohibits government agencies using these locks, it doesn't want the American public to even know they exist, the letter alleges: 


DoD also provided my staff with the attached white paper on December 15, 2023, revealing that US government standards for approved locks do not explicitly reference these backdoor codes in order to avoid tipping off the public to their existence. In short, the government has opted to keep the public in the dark about this vulnerability, after quietly protecting government agencies from it.


The Department of Defense did not respond to The Register's inquiries.
In light of this "espionage threat posed by foreign spies," Wyden wants to see the NCSC update its educational materials with recommendations that businesses use locks that also meet US government security standards - and presumably without backdoor codes.
But, he cautioned, people can't do this if they don't even know about the problem in the first place: "US businesses cannot protect their valuable intellectual property, and consequently, America's global economic edge, from foreign espionage if they are kept in the dark about vulnerabilities in the safe locks they use." (r)
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    Voyager 1 starts making sense again after months of babble

    
Veteran spacecraft shows signs of sanity with poke from engineers    
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Engineers are hopeful the veteran spacecraft Voyager 1 has turned a corner after spending the past three months spouting gibberish at controllers.
On March 1, the Voyager team sent a command, dubbed a "poke," to get the probe's Flight Data System (FDS) to try some other sequences in its software in the hope of circumventing whatever had become corrupted.
Readers of a certain vintage will doubtless have memories of poke sheets for various 1980s games. Not that this hack ever used a poke to get infinite lives in Jet Set Willy, of course.
While Voyager 1's lifespan is not infinite, it has endured far longer than anticipated and might be about to dodge yet another bullet. On March 3, the mission team saw something different in the stream of data returned from the spacecraft, which had been unreadable since December.
An engineer with the Deep Space Network (DSN) was able to decode it, and by March 10, the team determined that it contained a complete memory dump from the FDS.
The FDS memory read-out contains its code, variables, and science and engineering data for downlink.
Prior to NASA's announcement, Dr Suzanne Dodd, project manager for the Voyager Interstellar Mission, said in a Pasadena Star-News report that the data being transmitted from the probe was "not exactly what we would expect, but they do look like something that can show us that the FDS is at least partially working."


	Work to resolve binary babble from Voyager 1 is ongoing


	Space exploitation vs space exploration: Humanity has much to learn from the Voyager probes


	44-year-old Voyager 2 data sheds light on solar system's magnetic personalities


	NASA engineers scratch heads as Voyager 1 starts spouting cosmic gibberish


Dodd was referring to the ones and zeroes streaming from the spacecraft. Previously, the probe's telemetry modulation unit (TMU) had begun in mid-December transmitting a repeating binary pattern as though it was somehow stuck. Engineers reckoned the issue was somewhere within the FDS.
The next step is to study the memory read-out and compare it to one transmitted before the problem arose. A solution to the issue could then be devised.
One of the original Voyager scientists, Garry Hunt, told The Register that engineers at JPL were determined to get communications with the stricken probe working again: "This requires both skills and patience with the long time between communication instructions and response."
The time lag is a problem. A command from Earth takes 22.5 hours to reach the probe, and the same period is needed again for a response. This means a 45-hour wait to see what a given command might have done.
The availability of skills is also an issue. Many of the engineers who worked on the project - Voyager 1 launched in 1977 - are no longer around, and the team that remains is faced with trawling through reams of decades-old documents to deal with unanticipated issues arising today. (r)
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