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      Biting the hand that feeds IT -- Enterprise Technology News and Analysis


      
        Licensing labyrinth for Power Apps and Dynamics 365 must be clarified, warns expert
        Lindsay Clark

        Rules still unclear for Microsoft users making potentially costly decisions on enterprise applications Microsoft needs to clarify licensing arrangements around its low-code Power Apps and Dynamics 365 software to prevent users from receiving unexpected bills for their projects....

      

      
        World's first Neuralink patient enjoying online chess, long Civ 6 sessions
        Brandon Vigliarolo

        While excited by the implant, Noland Arbaugh says it's not perfect and there's still work to be done Neuralink's first human patient is now a public figure, with the company publishing a video yesterday showing him playing chess on a laptop and talking about how "freakin' lucky" he is to be involved in the tests....

      

      
        Cloud Software Group snubs GPL obligations, say critics
        Liam Proven

        Spawn of Citrix and Tibco 'no longer able to support the community edition of JasperReports Server' Even if you decide to stop offering free editions, you don't get to stop providing the source code to FOSS, users of JasperReports Server are complaining....

      

      
        Yacht dealer to the stars attacked by Rhysida ransomware gang
        Connor Jones

        MarineMax may be in choppy waters after 'stolen data' given million-dollar price tag The Rhysida ransomware group claims it was responsible for the cyberattack at US luxury yacht dealer MarineMax earlier this month....

      

      
        Uncle Sam, 15 US states launch antitrust war on Apple
        Brandon Vigliarolo

        Lawsuit alleges iGiant rips off fans, stifles dev innovation, makes it tough to dump iOS for rivals The US Department of Justice has filed an antitrust complaint against Apple, accusing the iMaker of stifling innovation and undermining competitors through its App Store guidelines and developer agreements.... 

      

      
        Meta, Microsoft, X, Match pledge selves to Epic battle against Apple App Store
        Richard Currie

        You have my sword ... and my bow ... and my axe! Meta, Microsoft, X, and Match Group are piling on Apple in support of Epic Games' ongoing legal battle over the Cupertino giant's stranglehold on its App Store....

      

      
        Micron bounces back as AI drives up memory prices
        Dan Robinson

        'Our HBM is sold out for calendar 2024,' trills CEO Micron is basking in a market bounceback, crediting the surge of interest in AI for a jump in the company's revenue, even though buyers face the prospect of rising memory prices for the year ahead....

      

      
        SAP users aren't keen on upping spending right now
        Lindsay Clark

        Cloud and upgrade conversions remain steady if sluggish, according to ERP spending bellwether DSAG The German-speaking SAP user group has released data showing the region's appetite for budget increases in spending is diminishing, casting a shadow over the prospects for cloud transformation projects....

      

      
        One rack. 120kW of compute. Taking a closer look at Nvidia's DGX GB200 NVL72 beast
        Tobias Mann

        1.44 exaFLOPs of FP4, 13.5 TB of HBM3e, 2 miles of NVLink cables, in one liquid cooled unit GTC  Nvidia revealed its most powerful DGX server to date on Monday. The 120kW rack scale system uses NVLink to stitch together 72 of its new Blackwell accelerators into what's essentially one big GPU capable of more than 1.4 exaFLOPS performance -- at FP4 precision anyway.... 

      

      
        UN: E-waste is growing 5x faster than it can be recycled
        Thomas Claburn

        Right to Repair should be the Obligation to Repair, if we want to avoid drowning in trashed electronics We're creating electronic waste almost five times faster than we're recycling it using documented methods, according to a United Nations report released on Wednesday....

      

      
        UK council won't say whether two-week 'cyber incident' impacted resident data
        Connor Jones

        Security experts insist ransomware is involved but Leicester zips its lips Leicester City Council continues to battle a suspected ransomware attack while keeping schtum about the key details....

      

      
        Qualcomm infuses AI support into Snapdragon 7+ Gen 3 platform
        Dan Robinson

        Boosted on-device generative AI's not just for the flagship smartphone kids Qualcomm is pushing out its second smartphone platform within a week, in this case an extension of its Snapdragon 7 series for high-end devices that are built to a lower price point than flagship premium smartphones....

      

      
        Nominet to restructure, slash jobs after losing 'major deal'
        Richard Speed

        Prices also set to rise after being frozen since 2020 Nominet is cutting staff on the back of market pressure, including the loss of a government cyber contract and is considering a domain registration price increase, according to an update from its CEO....

      

      
        Why France this week fined Google EU250M over web news
        Thomas Claburn

        Google pulls a few coins from the sofa and says whatever, just clarify who needs to be paid for what The French Competition Authority (FCA) on Wednesday fined Google EU250 million ($272 million, PS214 million) for breaking its promise to figure out a payment plan with French news publishers for using their articles.... 

      

      
        Euro-cloud consortium CISPE calls for investigation of Broadcom
        Simon Sharwood

        Claims members will be bankrupted by new VMware licensing regime, and vital services disrupted Lobby group CISPE - a collective representing Cloud Infrastructure Providers in Europe - has called for regulators to investigate VMware by Broadcom's software licensing arrangements, which it claims will bankrupt some of its members and hurt end-users....

      

      
        Exposed: Chinese smartphone farms that run thousands of barebones mobes to do crime
        Laura Dobberstein

        Operators pack twenty phones into a chassis - then rack 'em and stack 'em ready to do evil Chinese upstarts are selling smartphone motherboards - and kit to run and manage them at scale - to operators of outfits that use them to commit various scams and crimes, according to an undercover investigation by state television broadcaster China Central Television (CCTV) revealed late last week....

      

      
        It's 2024 and North Korea's Kimsuky gang is exploiting Windows Help files
        Simon Sharwood

        New infostealer may indicate a shift in tactics - and maybe targets too, beyond Asia North Korea's notorious Kimsuky cyber crime gang has commenced a campaign using fresh tactics, according to infosec tools vendor Rapid7....

      

      
        Hong Kong promises its latest national security law is not a ban on social media
        Laura Dobberstein

        Trust us - we're the government On Tuesday, Hong Kong's legislature unanimously passed the city's latest controversial national security legislation, otherwise known as Article 23....

      

      
        ServiceNow goes to Washington DC, with a suitcase full of AI
        Simon Sharwood

        Claims the tech has brought 38 percent improvement to its own dev cycle time ServiceNow has released its "Washington DC" platform update, and done the very 2024 thing of adding generative AI features. It's also done a slightly less 2024 thing by not just hyping the tech, but sharing the benefits it has enjoyed by actually using it.... 

      

      
        Nutanix catapults IP theft sueball at DBaaS startup Tessell
        Simon Sharwood

        Claims former staff ripped off IP and even did demos for their new company on Nutanix computers Nutanix has brought a lawsuit against database-as-a-service startup Tessell, an outfit founded by three of its ex-employees, alleging the upstart's products are rip-offs of Nutanix's own Era database management product....

      

      
        First the Super Bowl, now this: Kansas City getting a Google bit barn
        Brandon Vigliarolo

        Exact location, power source, and go-live date unknown. But don't worry, there'll be digital jobs Google has announced plans to drop $1 billion on a new datacenter in Kansas City, Missouri - its first in the state - though when it'll come online is anyone's guess....

      

      
        It's tax season, and scammers are a step ahead of filers, Microsoft says
        Jessica Lyons

        Phishing season started early with crims intent on the hooking early filers As the digital wolves dress in sheep's tax forms, Microsoft has thrown a spotlight on a crafty 2024 phishing expedition, unraveled in January, that preys on the unsuspecting herd of early tax filers....

      

      
        Garlic chicken without garlic? Critics think Amazon recipe book was cooked up by AI
        Lindsay Clark

        Twitter tipster points to suspicious signs from author producing thousands of recipes Updated  Late last year, Sam Altman, the optimistic CEO of chatbot manufacturer OpenAI, predicted artificial general intelligence would be with us in five years, give or take....

      

      
        London Clinic probes claim staffer tried to peek at Princess Kate's records
        Paul Kunert

        First: Not being able buy a meat pie with a credit card. Now this The London Clinic where the Princess of Wales had surgery at the start of this year says it is investigating claims an employee tried to access her medical records....

      

      
        Five Eyes tell critical infra orgs: Take these actions now to protect against China's Volt Typhoon
        Jessica Lyons

        Unless you want to be the next Change Healthcare, that is The Feds and friends yesterday issued yet another warning about China's Volt Typhoon gang, this time urging critical infrastructure owners and operators to protect their facilities against destructive cyber attacks that may be brewing....

      

      
        Alibaba's research arm promises server-class RISC-V processor due this year
        Simon Sharwood

        And teases a laptop to show off its current silicon - running the open edition of Huawei's CentOS spinout Alibaba's research arm, the Damo Academy, has promised to deliver a server-grade RISC-V processor later this year, showed off a RISC-V-powered laptop running the open source cut of Huawei's CentOS spinout, and talked up a growing community working on the permissively licensed CPU instruction set architecture....

      

      
        
          	
          	
            Sections
          
          	
        

      

    

  
	
	Articles
	Sections
	Next







    
        Original URL: https://www.theregister.com/2024/03/21/microsoft_dynamics_365_power_apps/
    

    Licensing labyrinth for Power Apps and Dynamics 365 must be clarified, warns expert

    
Rules still unclear for Microsoft users making potentially costly decisions on enterprise applications    


    
        By 
Lindsay Clark        
    

    
        Posted in Databases,
        
            21st March 2024 18:17 GMT
        
    


    
Microsoft needs to clarify licensing arrangements around its low-code Power Apps and Dynamics 365 software to prevent users from receiving unexpected bills for their projects.
Or so says Andrew Snodgrass, an analyst with Directions on Microsoft, who reckons the cloud and software giant should clear up confusion over licensing arrangements after it published "clarification" on rules that appeared to show organizations might require more licenses under the more expensive Dynamics regime than they realize.
Last week, The Register reported that users licensed with Power Apps subscriptions had been able to access data in Dynamics 365 applications - a suite of enterprise apps from Microsoft including CRM, ERP, and HR - by reading data, so long as they did not modify data in "restricted" tables. However, Microsoft released a Dynamics 365 Licensing Guide for March 2024 [PDF] that links to a solution checker service under the heading Verify License Compliance.
Snodgrass has told us that the solution checker list of "restricted tables" added several more tables that were not restricted before, potentially increasing licensing costs for users who have built Power Apps based on an earlier list of "restricted tables."
Following that report, Microsoft denied it had made changes to the licensing regime. A spokesperson said the solution checker was designed to offer an "improved and simplified" way for customers to understand their licensing. It was launched to address the "most common" Dynamics 365 license requirements when building custom Power Apps applications, Microsoft said.
But in an update to his blog post, Snodgrass says that users need more clarity from Microsoft to truly understand the licensing implications of building software with the low-code Power Apps tools and linking them to Dynamics enterprise applications.
Speaking to The Register, Snodgrass said the terms about unrestricted tables were in the license guide since 2018, but there was a change in the March 2024 edition of the Dynamics 365 Licensing Guide.
"I don't think they're adding new rules. But they weren't clear before, and now they're trying to enforce something they weren't clear on, and I'm gonna let people know about it," he said.
For organizations with thousands of users, the difference in costs could be dramatic. On a per month, per user basis, Dynamics 365 Team Member is $8 per user, Power Apps Premium is $20, and Dynamics 365 CRM Enterprise, for example, is $95.
In his updated blog, he suggests Microsoft was having difficult conversations with customers who had built user applications and used the cheaper Power Apps app based on the earlier guidance, but might now require a more expensive license under the clarified rules.


	What strange beauty is this? Microsoft commits to two more non-subscription Office editions


	Microsoft reseller Bytes says more than 100 undisclosed share trades linked to ex-CEO


	Microsoft promises Copilot will be a 'moneymaker' in the long term


	Microsoft license shuffle means Power Apps users could break the bank


He called on Microsoft to make clear to users that there are several other conditions that limit the use of Power Apps licensing.
"Power Apps applications that perform specific Dynamics 365 application actions, perform CRUD (create, read, update, and delete) operations on certain tables, or use Dynamics 365 application components may require Dynamics 365 licenses," he said.
"The lists of specific actions, operations, and components are in the respective Dynamics 365 application Use-Rights tables, and some are available by using the Solution Checker. Also, in some cases, a Power Apps application may update non-restricted tables that will result in the database automatically calling an operation that requires a Dynamics 365 license, even though the Power Apps application is designed to follow all the rules for Power Apps licensing."
Snodgrass also warned users about using the solution checker tool without being aware that it could share details of their setup with Microsoft, which might have implications for a license audit and any subsequent negotiations.
"Does it record that you've used the solution tracker? Does it record your Dynamics 365 instance in your Power Universe environment and the application that it just checked? I don't know. There's no details on it. So from my standpoint, I'd be a little hesitant," he said.
The Register has offered Microsoft the opportunity to respond to the updated blog and specifically asked if data from the solution checker could be used in a license audit.
Snodgrass said he suspects any deal subsequent to the license clarification would in any case be subject to negotiations. He even suggested Microsoft might add another tier of licensing between Power Apps and Dynamics to appease users.
Concerned users will have to wait and see. (r)
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        Original URL: https://www.theregister.com/2024/03/21/first_human_neuralink_patient/
    

    World's first Neuralink patient enjoying online chess, long Civ 6 sessions

    
While excited by the implant, Noland Arbaugh says it's not perfect and there's still work to be done    


    
        By 
Brandon Vigliarolo        
    

    
        Posted in Science,
        
            21st March 2024 17:15 GMT
        
    


    
Neuralink's first human patient is now a public figure, with the company publishing a video yesterday showing him playing chess on a laptop and talking about how "freakin' lucky" he is to be involved in the tests.
Noland Arbaugh, 29, was paralyzed from the shoulders down in a diving accident several years ago. Thanks to his experimental Neuralink implant, he says he's now able to control a mouse cursor, play video games, and generally feels like someone with "telekinetic" abilities - albeit ones restricted solely to the digital realm.
Arbaugh's Neuralink device was implanted in January, and within a month Neuralink CEO Elon Musk pointed out that he was able to fully control a mouse cursor with his thoughts. In the video, Arbaugh says the process worked by him differentiating between imagined and attempted movement by trying to move his arms from left to right - something he's unable to do as a quadriplegic.
He used the same intention to imagine moving an on-screen cursor, describing his ability as "like using the Force," referring to the Star Wars phenomenon that allows Jedi knights to move objects with their minds.
Arbaugh says the surgery, performed by a Neuralink-designed robot, was easy, and that he was out of the hospital after a day. Arbaugh hasn't noticed any cognitive impairments as a result of the implant.
The Neuralink pioneer says he's now able to play chess along with Civilization 6, a favorite game that he was unable to enjoy without assistance due to its complex nature. One of the first times Neuralink gave him clearance to use the chip outside of lab test environments, "I stayed up until 6am playing Civ 6. It was worth it," Arbaugh said. 
His only restriction on all-day Civ sessions is the implant's eight-hour battery life, which means he has to stop playing to recharge. Neuralink advertises its implants as charging via induction.
That said, Arbaugh notes that the implant isn't perfect, and he has run into issues - albeit none he specified with a Neuralink engineer hovering over his shoulder.
"This isn't the end of the journey - there's a lot of work to be done," Arbaugh said. 


	Neuralink pockets extra VC cash in computer-brain interface quest


	Elon Musk's Neuralink probed over pathogen transport


	Neuralink reportedly under investigation by Uncle Sam for 'animal welfare violations'


	Neuralink's looking for participants willing to be part of human trials


Of course, the video has to be taken at face value as no evidence that Arbaugh has the implant, or was using it when the mouse cursor was shown moving on screen, was provided. Neuralink didn't respond to questions from The Register.
It's also worth noting that Kip Ludwig, former program director for neural engineering at the National Institutes of Health and co-director of the Wisconsin Institute for Translational Neuroengineering, says what Neuralink showed off in the video wasn't exactly a breakthrough.
"It's certainly a good starting point," Ludwig told the Washington Post, but "it's not a clear breakthrough compared to what others have shown previously."
Citing work at companies like BlackRock and Synchron, Ludwig reckons other firms have shown similar ability for their implant patients to control electronic devices, and that it's still very early in the implant window to assess the success of Neuralink's work.
"We can argue about where the bit rate is for these tasks vs historical subjects/other neural interfaces and companies at an equivalent time post-procedure," Ludwig said in a post on LinkedIn. "But it's still amazing to see a paralyzed individual playing chess and Civ VI using brain signals."
Musk said yesterday on X that Neuralink also intends to pursue technology to restore sight to the blind, but it's not clear if that's something the company is actively working on, or simply more investor-exciting hype from one of the world's richest men. (r)
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        Original URL: https://www.theregister.com/2024/03/21/csg_fails_to_honor_agpl/
    

    Cloud Software Group snubs GPL obligations, say critics

    
Spawn of Citrix and Tibco 'no longer able to support the community edition of JasperReports Server'    


    
        By 
Liam Proven        
    

    
        Posted in Software,
        
            21st March 2024 16:15 GMT
        
    


    
Even if you decide to stop offering free editions, you don't get to stop providing the source code to FOSS, users of JasperReports Server are complaining.
Cloud Software Group - the post-merger offspring of Citrix and Tibco - has decided to withdraw the community edition of its JasperReports Server. Now all you can get is the commercial edition, with a 30-day free trial.
Effectively, this seems like a similar tactic to Red Hat's unpopular changes to the way that the RHEL source code is distributed. Some of the JasperReports source code is still on Github, but not everything. The JasperSoft community website has the grumbling of unhappy users - as does Reddit.
One user on the community website commented: "Are you aware Jasper Server CE was under the Affero GPL, and you can't delete everything?
"You cannot just change the license of the previous versions and call it a day. I mean, we the users, have the right to fork it using the same license or a compatible one," the user protested.
JasperSoft has been developing its reporting tools in the open for well over a decade - the Reg was reporting on it nearly twenty years ago. Tibco acquired the company for some $185 million in 2014.
We're not certain that things are going very well for the new outfit. Early last year, the merger was followed by a round of job losses, and the company has also more recently doubled its prices on some offerings.
According to its listing on Azure Marketplace, the JasperReports Community Server was AGPL3 - which is to say, the GNU Affero Public Licence. This often misunderstood variant of the GPL is intended for cloud and SaaS apps, but as one former vulture notes, it is not universally loved.
According to an FAQ on its community edition site, "Jaspersoft is no longer able to support the community edition of JasperReports Server. However, the product will continue to be available and supported in our JaspersoftR commercial edition. If you would like to try JasperReports Server and experience its robust capabilities first-hand, register for a 30-day trial of our commercial edition.
"With over 600,000 downloads a month, JasperReportsR Library continues to be available for free download as part of our community edition offering, along with the popular JaspersoftR Studio."
It also confirms on the page that source code is not available: "Jaspersoft Studio 6.21.1 is available under a BSD-type license that is limited to binary code use, as the source code is no longer distributed."


	The Land Before Linux: Let's talk about the Unix desktops


	Catch Java 22, available from Oracle for a limited time


	NetScaler reclaims identity after Citrix, Tibco merge as 'Cloud Software Group'


	Adobe appoints former Reg man as open-source chief mobile lead


There are reports of at least partially successful enforcement of the AGPL, just as the GPL before it.
We hope that various copies of the source code are out there and that some of them find their way into new forks of the product.
We have attempted to contact the company for comment, but with no reply. We will update this story if we do receive any.
It sounds to us like the son of Citrix has learned nothing from the last time it dropped the FOSS ball. (r)
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        Original URL: https://www.theregister.com/2024/03/21/luxury_yacht_dealer_rhysida/
    

    Yacht dealer to the stars attacked by Rhysida ransomware gang

    
MarineMax may be in choppy waters after 'stolen data' given million-dollar price tag    


    
        By 
Connor Jones        
    

    
        Posted in Cyber-crime,
        
            21st March 2024 15:30 GMT
        
    


    
The Rhysida ransomware group claims it was responsible for the cyberattack at US luxury yacht dealer MarineMax earlier this month.
MarineMax, which posted multibillion-dollar revenues last year, disclosed a cyberattack to the Securities and Exchange Commission (SEC) on March 10, saying portions of its business were disrupted as a result of the containment measures it enacted.
At the time, the Clearwater, Florida company didn't mention any involvement of ransomware, and its operations were said to have "continued throughout this matter in all material respects."
The Form 8-K filed with the SEC earlier this month states: "The Company does not maintain sensitive data in the information environment impacted by the incident."
Rhysida this week posted a snippet of the data it claims to have stolen from MarineMax to its website, but the montages of documents don't clearly or conclusively reveal their nature. The majority of the leaked documents appear to be related to accounts and finances.
We asked the crooks if they could confirm exactly what kind of data they allege they took from MarineMax, but they didn't immediately respond.
In typical fashion for the group, Rhysida says it is holding a seven-day auction on its site. If it receives a bid it deems fair for the value of the data it claims to have stolen, it will sell it to a single third party on an exclusive basis, rather than making it public.
This method essentially acts as a second means to monetize an alleged breach if the victim refuses to pay. In the usual double extortion ransomware scenario, the attacker requests a ransom, then dumps the stolen data online if the victim doesn't pay.


	UK council won't say whether two-week 'cyber incident' impacted resident data


	Crypto scams more costly to the US than ransomware, Feds say


	LockBit ransomware kingpin gets 4 years behind bars


	International effort to disrupt cybercrime moves into operational phase


Rhysida would still likely make the data public if it doesn't receive a bid to its satisfaction - the current price is set at 15 Bitcoin ($1.007 million) - but the auction offers a potential plan B payout that other groups rarely utilize.
"With just seven days on the clock, seize the opportunity to bid on exclusive, unique, and impressive data," its website reads.
"Open your wallets and be ready to buy exclusive data. We sell only to one hand, no reselling, you will be the only owner!"
MarineMax deals in new and used boats, brokers yachts, and markets itself as "the world's largest recreational boat, yacht, and superyacht services company."
Given the nature of its business and the value of the products it deals with, its clientele is likely comprised of high earners and wealthy elites - individuals who would not be too keen on having any sensitive data and accounting information in the hands of criminals.
If the data stolen by Rhysida did indeed include this kind of information, it would be easy to make a case for it being valued at 15 Bitcoin ($1.007 million), given the potential phishing and financial fraud campaigns that miscreants could carry out.
Keen readers of El Reg will remember that Rhysida was responsible for the attack on the British Library last year - one from which the national institution is still trying to recover. It's still the gang's biggest scalp to this day.
Shortly after the incident, the US Cybersecurity and Infrastructure Security Agency (CISA) published an extensive report on the group, raising awareness of its typical behaviors so organizations can plug any holes it regularly exploits.
CISA says it sees similarities between the operations of the group, named after a genus of centipede, and those of Vice Society ransomware gang. It's also known to remote into MFA-less victims' networks using stolen credentials, by phishing employees, or by exploiting vulnerabilities such as Zerologon. (r)
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    Uncle Sam, 15 US states launch antitrust war on Apple

    
Lawsuit alleges iGiant rips off fans, stifles dev innovation, makes it tough to dump iOS for rivals    


    
        By 
Brandon Vigliarolo        
    

    
        Posted in OSes,
        
            21st March 2024 15:07 GMT
        
    


    
The US Department of Justice has filed an antitrust complaint against Apple, accusing the iMaker of stifling innovation and undermining competitors through its App Store guidelines and developer agreements.
The DoJ, joined by 15 states and Washington, DC, filed its case in a New Jersey federal court today. According to the complaint [PDF], Apple has built a moat around its platforms that it uses to maintain a monopoly that ultimately harms consumers by allowing it to charge higher prices without fear users will be chased away.
"Over many years, Apple has repeatedly responded to competitive threats like this one by making it harder or more expensive for its users and developers to leave than by making it more attractive for them to stay," the complaint alleges. 
Apple has been charged with four counts of violating the Sherman Antitrust Act and two state-level antitrust violations in New Jersey and Wisconsin. 
In a press conference announcing the complaint, DoJ officials claimed the Apple case was on the same scale as the Standard Oil and Microsoft monopoly battles, the latter of which prosecutors say helped Apple grow into the commanding position it has.
"When Apple began developing mobile consumer devices, it did so against the backdrop of United States v. Microsoft," the complaint states. "In the absence of the [Microsoft] consent decree ...it would have been more difficult for Apple to achieve this success and ultimately launch the iPhone."


	No App Store needed: Apple caves, will allow sideloading in EU


	Apple's had it with Epic's app store shenanigans, terminates dev account


	Google formally accuses monopolist Microsoft of trapping people in its cloud


	What a surprise! Apple found a way to deliver browser engine and app store choice


	EU-turn! Now Apple says it won't banish Home Screen web apps in Europe


In terms of particular claims, the DoJ alleges Apple maintains its monopoly power by doing things like blocking super apps that would ease user dependence on Apple hardware, suppressing mobile cloud streaming services, making it harder for third-party accessories (eg, non-Apple Watch smartwatches) to work with iPhones, limiting the use of third-party digital wallets from accessing functions like tap-to-pay, and otherwise locking down devices to force users to stick with Apple.
One of the most egregious examples that US Attorney General Merrick Garland called out was Apple's refusal to make messaging between iPhones and Android devices work smoothly, as exemplified by the Beeper Mini affair earlier this year.
"[Apple's] anticompetitive conduct makes it more difficult for iPhone users to message with users of non-Apple products," Garland said. Instead of doing so by improving its own products, Apple "does this by diminishing the functioning of its own messaging app and third-party apps."
Garland pointed out that this, and other issues raised in the complaint (like forcing iPhone users to share credit card info with Apple to use tap-to-pay) creates security risks for Apple customers.
"Apple has maintained its monopoly not by having a superior product," Garland said, but by being exclusionary.
Apple has yet to respond to questions from The Register for this story. (r)
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    Meta, Microsoft, X, Match pledge selves to Epic battle against Apple App Store

    
You have my sword ... and my bow ... and my axe!    


    
        By 
Richard Currie        
    

    
        Posted in Applications,
        
            21st March 2024 14:30 GMT
        
    


    
Meta, Microsoft, X, and Match Group are piling on Apple in support of Epic Games' ongoing legal battle over the Cupertino giant's stranglehold on its App Store.
The consortium of tech behemoths has formally requested [PDF] permission to file an amicus brief in support of Epic Games' motion to enforce an injunction that could potentially reshape the digital marketplace.
At the heart of this legal clash is Apple's stringent control of its App Store, where it imposes a commission of up to 30 percent on in-app purchases and enforces policies that the companies argue stifle competition and innovation.
Epic Games' original lawsuit against Apple, initiated in 2020, challenged these practices, particularly targeting Apple's restrictions against "steering" users towards alternative, often cheaper, payment methods outside of the App Store.
In a significant ruling in September 2021, the court found Apple's anti-steering provisions to be anti-competitive, resulting in a permanent injunction that prohibited Apple from blocking developers from directing users to alternative payment methods outside of Apple's walled digital garden.
This ruling was seen as a victory for developers seeking more autonomy and the ability to bypass Apple's hefty fees. However, the new filings claim that Apple's compliance measures have fallen short of the court's expectations.
The amicus brief, as outlined in the court documents [PDF], argues that Apple has devised a new scheme that effectively circumvents the court's injunction by imposing burdensome requirements and limitations on developers who wish to include external purchase links within their apps.


	No App Store needed: Apple caves, will allow sideloading in EU


	Apple's had it with Epic's app store shenanigans, terminates dev account


	EU takes a bite out of Apple with $2B in-app purchase fine


	US Supreme Court doesn't want to hear Apple, Epic's gripes about in-app purchases


These restrictions are claimed to be so onerous that they virtually nullify the intended effects of the injunction, with the filing alleging they effectively perpetuate Apple's dominant position and continue to limit price competition and consumer choice.
Meta, Microsoft, X, and Match Group, each affected by Apple's App Store policies due to their popular apps and services, argue that Apple's actions not only flout the injunction but also harm consumers and app developers by maintaining an environment where Apple's in-app purchasing system remains the de facto method for transactions, devoid of meaningful competition.
"Apple's new restrictions are plainly designed to render alternatives to Apple's IAP impractical for developers, and inaccessible and unappealing to consumers, thus circumventing both the spirit and underlying goals of the injunction," the companies write in the filing.
As the legal proceedings move forward with a hearing scheduled for April 30, the tech industry will be watching closely. The case has the potential to set a precedent for how digital marketplaces operate, balancing the interests of platform owners like Apple or Google against those of app developers and consumers seeking more openness and competition.
The case will be presided over by Judge Yvonne Gonzalez Rogers in the United States District Court for the Northern District of California. Apple has until April 3 to formally respond. (r)
    






        





This article was downloaded by calibre from https://go.theregister.com/feed/www.theregister.com/2024/03/21/meta_microsoft_x_match_pledge/



	Previous
	Articles
	Sections
	Next





	Previous
	Articles
	Sections
	Next







    
        Original URL: https://www.theregister.com/2024/03/21/micron_bounces_back_to_profit/
    

    Micron bounces back as AI drives up memory prices

    
'Our HBM is sold out for calendar 2024,' trills CEO    
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Micron is basking in a market bounceback, crediting the surge of interest in AI for a jump in the company's revenue, even though buyers face the prospect of rising memory prices for the year ahead.
The Boise, Idaho memory maker reported revenue of $5.82 billion for its fiscal Q2 2024 ended February 29, up more than 50 percent year-on-year.
Revenue, gross margin, and earnings per share were "well above the high end" of Micron's own guidance ranges, pointing to "much improved market conditions" that have helped return the biz to profitability a quarter earlier than industry watchers were expecting.
According to MarketWatch, Micron shares were surging in late trading in the US on Wednesday, gaining 18 percent on the day.
Those improved market conditions equated to increased demand for Micron's DRAM and NAND memory products, driven by the AI craze that has been tilting the market towards higher performance systems with beefed-up configurations.
"This improvement in market conditions was due to a confluence of factors, including strong AI server demand, a healthier demand environment in most end markets, and supply reductions across the industry," president and CEO Sanjay Mehrotra said on the company's earnings call.
"AI server demand is driving rapid growth in HBM, DDR5, and datacenter SSDs, which is tightening leading-edge supply availability for DRAM and NAND," he added.
This is resulting in a "positive ripple effect" on pricing across all memory and storage end markets, Mehrotra said, and so Micron is forecasting DRAM and NAND pricing to increase throughout calendar year 2024, leading to greater revenue and profitability in the company's fiscal year 2025.
Forecast mixed
This is, however, a double-edged sword, as rising memory prices mean greater profits for the likes of Micron, but will hit buyers that have already been feeling the pinch from the hiked interest rates over recent years.
"We are in the very early innings of a multiyear growth phase driven by AI as this disruptive technology will transform every aspect of business and society," Mehrotra opined.
"Memory and storage technologies are key enablers of AI in both training and inference workloads, and Micron is well-positioned to capitalize on these trends in both the datacenter and the edge. We view Micron as one of the biggest beneficiaries in the semiconductor industry of this multiyear growth opportunity driven by AI," he said.
As an example, Mehotra pointed to Nvidia's announcement this week of new products based on the Blackwell GPU architecture that feature a 33 percent increase in HBM3E memory content, which Micron has now begun high volume shipments of.
"Our HBM is sold out for calendar 2024, and the overwhelming majority of our 2025 supply has already been allocated," Mehotra added.
Micron's Q2 revenue was largely from DRAM, which at $4.2 billion accounted for 71 percent of turnover, with bit shipments increasing by "a low single-digit percentage" and prices increasing by high teens, according to CFO Mark Murphy.
At $1.6 billion, NAND made up 27 percent of revenue, with bit shipments actually decreasing by a low single-digit percentage but prices jumping by more than 30 percent.
Looking ahead to fiscal Q3, bit shipments are expected to be down modestly for DRAM and up somewhat for NAND, Murphy said. "While demand continues to improve, supply is constrained, especially at the leading edge."


	Arm targets AI performance with latest Neoverse Compute Subsystems


	Upstart retrofits an Nvidia GH200 server into a EU47,500 workstation


	China 'readies production' of homegrown high-bandwidth memory


	Micron, SK-Hynix's shipping bandwidth-boosting LPDDR5 for on-device AI


Micron is forecasting another jump in revenue for its Q3 to $6.6 billion, give or take $200 million, while the company's CapEx plans remain unchanged at a range between $7.5 billion and $8 billion, according to Mehotra. Micron has assumed CHIPS Act grants in its CapEx plans for fiscal 2024, the CEO confirmed.
"Our planned Idaho and New York projects require Micron to receive the combination of sufficient CHIPS grants, investment tax credits, and local incentives to address the cost difference compared to overseas expansion," he said.
The US Department of Commerce this week granted Intel $8.5 billion in direct funding and up to $11 billion in loans for its expansion plans, but no word so far on what Micron can expect. (r)
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    SAP users aren't keen on upping spending right now

    
Cloud and upgrade conversions remain steady if sluggish, according to ERP spending bellwether DSAG    
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The German-speaking SAP user group has released data showing the region's appetite for budget increases in spending is diminishing, casting a shadow over the prospects for cloud transformation projects.
The Investment Report 2024 for DSAG, which represents SAP users in Germany, Austria and Switzerland, has shown some IT and SAP investment budgets continue to rise in the latest survey, but at fewer companies than in 2023.
"The proportion of companies whose IT and SAP investment budgets remain the same or decrease has risen significantly. Market conditions are difficult and uncertain. It is therefore understandable that companies are taking a wait-and-see approach - but this is not recommended if they want to remain competitive in the long term," says Jens Hungershausen, DSAG Chairman of the Board in the report.
DSAG found overall IT budgets will increase at 43 percent of organizations, compared with 54 percent in 2023. Spending is set to stay the same at 36 percent, up from 26 last year, while it is set to decrease at 18 percent of respondents' orgs, compared with 15 percent a year ago. For SAP investments, 46 percent of organizations surveyed saw their budget increase (2023: 52 percent), 32 percent saw it remain unchanged (2023: 31 percent), and 19 percent saw it decrease (2023: 15 percent).
Clouds gather over cloud
While investment remains in S/4HANA, the latest in-memory enterprise application technology from SAP, convincing users to deploy in the cloud - as SAP would like to see - is still a struggle.
SAP's Business Suite software (the generation earlier than S/4HANA, sometimes also called ECC) remains dominant in terms of investment, despite the software vendor promoting the more recent platform for around nine years.
Business Suite is used by 68 percent of organizations surveyed, down from 79 percent of them last year, while S/4HANA on-premises stands at 44 percent, slightly up from 41 percent in 2023. S/4HANA in private cloud grew to 11 percent (up from eight percent) and public cloud increased to six percent (2023: three percent).
"The cloud operating models for S/4HANA continue to play a subordinate role. This is not surprising, as companies face numerous challenges when switching to the cloud. Strategic reasons, such as investments already made and security concerns for critical IT infrastructures, certainly also play a role here," Hungershausen said.
"Investments in S/4HANA are continuing to increase. The increase in high investments in particular suggests that the efforts of DSAG and SAP to support user companies during the transformation are bearing fruit. Nevertheless, I would have expected a higher willingness to invest in S/4HANA - especially in view of the end of maintenance in 2027 and the resulting very tight time window for migration," he said.


	SAP dangles juicy carrot to pull users on board with cloud-first vision


	SAP reshuffles leadership as cloud crusade continues


	No customer left behind, SAP's Klein tells users angered by cloud-only decision


	S/4HANA was once the future for SAP - but now it's in the clouds


DSAG also asked about SAP's preferred cloud model, dubbed RISE with SAP, albeit before the vendor announced a time-limited 50 percent special offer.
"The DSAG members surveyed are critical of SAP's S/4HANA cloud strategy. Only 13 percent of those surveyed had a positive opinion, just under half had a negative one," said Hungershausen.
SAP might take heart in the steady, continuing move to the latest S/4HANA software and the cloud deployment environment among its user base -- a significant part of Europe's industrial heartlands rely on SAP including Siemens, VW Group, EADS and Airbus -- but the rate of uptick may not be enough to placate SAP's investors, who want to see the 51-year-old German software firm as more of a high-growth, high-margin SaaS vendor. (r)
    






        





This article was downloaded by calibre from https://go.theregister.com/feed/www.theregister.com/2024/03/21/sap_users_reporting_investment_growth/



	Previous
	Articles
	Sections
	Next





	Previous
	Articles
	Sections
	Next







    
        Original URL: https://www.theregister.com/2024/03/21/nvidia_dgx_gb200_nvk72/
    

    One rack. 120kW of compute. Taking a closer look at Nvidia's DGX GB200 NVL72 beast

    
1.44 exaFLOPs of FP4, 13.5 TB of HBM3e, 2 miles of NVLink cables, in one liquid cooled unit    
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            21st March 2024 13:00 GMT
        
    


    
GTC Nvidia revealed its most powerful DGX server to date on Monday. The 120kW rack scale system uses NVLink to stitch together 72 of its new Blackwell accelerators into what's essentially one big GPU capable of more than 1.4 exaFLOPS performance -- at FP4 precision anyway.
At GTC this week, we got a chance to take a closer look at the rack scale system, which Nvidia claims can support large training workloads as well as inference on models up to 27 trillion parameters -- not that there are any models that big just yet.
[image: Nvidia's DGX GB200 NVL72 is a rack scale system that uses NVLink to mesh 72 Blackwell accelerators into one big GPU.]
Nvidia's DGX GB200 NVL72 is a rack scale system that uses NVLink to mesh 72 Blackwell accelerators into one big GPU (click to enlarge)


Dubbed the DGX GB200 NVL72, the system is an evolution of the Grace-Hopper Superchip based rack systems Nvidia showed off back in November. However, this one is packing more than twice the GPUs.
Stacks of compute
While the 1.36 metric ton (3,000 lb) rack system is marketed as one big GPU, it's assembled from 18 1U compute nodes, each of which is equipped with two of Nvidia's 2,700W Grace-Blackwell Superchips (GB200).
[image: Here we see two GB200 Superchips, minus heatspreaders and cold plates in a 1U liquid cooled chassis]
Here we see two GB200 Superchips, minus heatspreaders and cold plates in a 1U liquid cooled chassis (click to enlarge)


You can find more detail on the GB200 in our launch day coverage, but in a nutshell, the massive parts use Nvidia's 900GBps NVLink-C2C interconnect to mesh together a 72-core Grace CPU with a pair of top-specced Blackwell GPUs.
In total, each Superchip comes equipped with 864GB of memory -- 480GB of LPDDR5x and 384GB of HBM3e -- and according to Nvidia, can push 40 petaFLOPS of sparse FP4 performance. This means each compute node is capable of producing 80 petaFLOPS of AI compute and the entire rack can do 1.44 exaFLOPS of super-low-precision floating point mathematics.
[image: Nvidia's Grace-Blackwell Superchip, or GB200 for short, combines a 72 Arm-core CPU with a pair of 1,200W GPUs.]
Nvidia's Grace-Blackwell Superchip, or GB200 for short, combines a 72 Arm-core CPU with a pair of 1,200W GPUs (click to enlarge)


At the front of the system are the four InfiniBand NICs -- note the four QSFP-DD cages on the left and center of the chassis' faceplate -- which form the compute network. The systems are also equipped with a BlueField-3 DPU, which we're told is responsible for handling communications with the storage network.
In addition to a couple of management ports, the chassis also features four small form-factor NVMe storage caddies.
[image: The NVL72's 18 compute nodes come as standard with four Connect-X InfiniBand NICs and a BlueField-3 DPU.]
The NVL72's 18 compute nodes come as standard with four Connect-X InfiniBand NICs and a BlueField-3 DPU (click to enlarge)


With two GB200 Superchips and five NICs, we estimate each node is capable of consuming between 5.4kW and 5.7kW a piece. The vast majority of this heat will be carried away by direct-to-chip (DTC) liquid cooling. The DGX systems Nvidia showed off at GTC didn't have cold plates, but we did get a look at a couple prototype systems from partner vendors, like this one from Lenovo.
[image: While the GB200 systems Nvidia had on display didn't have coldplates installed, this Lenovo prototype shows what it might look like in production]
While the GB200 systems Nvidia had on display didn't have coldplates installed, this Lenovo prototype shows what it might look like in production (click to enlarge)


However, unlike some HPC-centric nodes we've seen from HPE Cray or Lenovo's Neptune line which liquid cool everything, Nvidia has opted to cool low-power peripherals like NICs and system storage using conventional 40mm fans.
Stitching it all together
During his keynote, CEO and leather jacket aficionado Jensen Huang described the NVL72 as one big GPU. That's because all 18 of those super dense compute nodes are connected to one another by a stack of nine NVLink switches situated smack dab in the middle of the rack.
[image: In between the NVL72's compute nodes are a stack of nine NVLink switches, which provide 1.8 TBps of bidirectional bandwidth each of the systems 72 GPUs.]
In between the NVL72's compute nodes are a stack of nine NVLink switches, which provide 1.8 TBps of bidirectional bandwidth each of the systems 72 GPUs (click to enlarge)


This is the same tech that Nvidia's HGX nodes have used to make its eight GPUs behave as one. But rather than baking the NVLink switch into the carrier board, like in the Blackwell HGX shown below, in the NVL72, it's a standalone appliance.
[image: The NVLink switch has traditionally been integrated into Nvidia's SXM carrier boards, like the Blackwell HGX board.]
The NVLink switch has traditionally been integrated into Nvidia's SXM carrier boards, like the Blackwell HGX board shown here (click to enlarge)


Inside of these switch appliances are a pair of Nvidia's NVLink 7.2T ASICs, which provide a total of 144 100 GBps links. With nine NVLink switches per rack, that works out to 1.8 TBps -- 18 links -- of bidirectional bandwidth to each of the 72 GPUs in the rack.
[image: Shown here are the two 5th-gen NVLink ASICS found in each of the NVL72's nine switch sleds.]
Shown here are the two 5th-gen NVLink ASICS found in each of the NVL72's nine switch sleds (click to enlarge)


Both the NVLink switch and compute sleds slot into a blind mate backplane with more than 2 miles (3.2 km) of copper cabling. Peering through the back of the rack, you can vaguely make out the massive bundle of cables responsible for meshing the GPUs together so they can function as one.
[image: If you look closesly, you can see the massive bundle of cables that form the rack's NVLink backplane.]
If you look closesly, you can see the massive bundle of cables that form the rack's NVLink backplane (click to enlarge)


The decision to stick with copper cabling over optical might seem like an odd choice, especially considering the amount of bandwidth we're talking about, but apparently all of the retimers and transceivers necessary to support optics would have added another 20kW to the system's already prodigious power draw.
This may explain why the NVLink switch sleds are situated in between the two banks of compute as doing so would keep cable lengths to a minimum.


	Nvidia: Why write code when you can string together a couple chat bots?


	Nvidia turns up the AI heat with 1,200W Blackwell GPUs


	How to run an LLM on your PC, not in the cloud, in less than 10 minutes


	Oxide reimagines private cloud as... a 2,500-pound blade server?


Power, cooling, and management
At the very top of the rack we find a couple of 52 port Spectrum switches -- 48 gigabit RJ45 and four QSFP28 100Gbps aggregation ports. From what we can tell, these switches are used for management and streaming telemetry from the various compute nodes, NVLink switch sleds, and power shelves that make up the system.
[image: At the top of the NVL72, we find a couple of switches and three of six powershelves.]
At the top of the NVL72, we find a couple of switches and three of six powershelves (click to enlarge)


Just below these switches are the the first of six power shelves visible from the front of the NVL72 -- three toward the top of the rack and three at the bottom. We don't know much about them other than they're responsible for keeping the 120kW rack fed with power.
Based on our estimates, six 415V, 60A PSUs would be enough to cover that. Though, presumably Nvidia or its hardware partners have built in some level of redundancy into the design. That leads us to believe these might be operating at more than 60A. We've asked Nvidia for more details on the power shelves; we'll let you know what we find out.
However they're doing it, the power is delivered by a hyperscale-style DC bus bar that runs down the back of the rack. If you look closely, you can just make out the bus bar running down the middle of the rack.
[image: According to CEO Jensen Huang, coolant is designed to be pumped through the rack at 2 liters per second.]
According to CEO Jensen Huang, coolant is designed to be pumped through the rack at 2 liters per second (click to enlarge)


Of course, cooling 120kW of compute isn't exactly trivial. But with chips getting hotter and compute demands growing, we've seen an increasing number of bit barns, including Digital Realty and Equinix, expand support for high-density HPC and AI deployments.
In the case of Nvidia's NVL72, both the compute and NVLink switches are liquid cooled. According to Huang, coolant enters the rack at 25C at two liters per second and exits 20 degrees warmer.
Scaling out
If the DGX GB200 NVL72's 13.5 TB of HBM3e and 1.44 exaFLOPS of sparse FP4 ain't cutting it, eight of them can be networked together to form one big DGX Superpod with 576 GPUs.
[image: Eight DGX NVL72 racks can be strung together to form Nvidia's liquid cooled DGX GB200 Superpod.]
Eight DGX NVL72 racks can be strung together to form Nvidia's liquid cooled DGX GB200 Superpod (click to enlarge)


And if you need even more compute to support large training workloads, additional Superpods can be added to further scale out the system. This is exactly what Amazon Web Services is doing with Project Ceiba. Initially announced in November, the AI supercomputer is now using Nvidia's DGX GB200 NVL72 as a template. When complete, the machine will reportedly have 20,736 GB200 accelerators. However, that system is unique in that Ceiba will use AWS' homegrown Elastic Fabric Adapter (EFA) networking, rather than Nvidia's InfiniBand or Ethernet kit.
Nvidia says its Blackwell parts, including its rack scale systems, should start hitting the market later this year. (r)
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    UN: E-waste is growing 5x faster than it can be recycled

    
Right to Repair should be the Obligation to Repair, if we want to avoid drowning in trashed electronics    
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We're creating electronic waste almost five times faster than we're recycling it using documented methods, according to a United Nations report released on Wednesday.
And the economic impact is significant. While e-waste recycling has benefits estimated to include $23 billion of monetized value from avoided greenhouse gas emissions and $28 billion of recovered materials like gold, copper, and iron, it also comes at a cost - $10 billion associated with e-waste treatment and $78 billion of externalized costs to people and the environment.
Overall, this puts the net annual economic monetary cost of e-waste at $37 billion. And this is expected to reach $40 billion by 2030 if improvements in e-waste management and policies aren't made.
The 2024 Global E-waste Monitor (GEM) [PDF] was prepared by the UN's International Telecommunication Union (ITU) and the UN Institute for Training and Research (UNITAR).
The report reveals that annual generation of e-waste - discarded devices with a plug or battery - is growing at a rate of 2.6 million metric tons per year (a metric ton is equivalent to roughly 2,204.62 pounds - all units in this story are metric) and is expected to reach 82 million tons by 2030, from 62 million tons in 2022.
Those 62 million tons, the report suggests, would fill 1.55 million 40-ton trucks, which would roughly encircle the equator - if you parked them end-to-end and paved the relevant oceans. And that's to say nothing of the economic consequences of taking so many trucks out of service and disrupting global shipping routes with an equatorial parking structure, so let's not.
Of the 62 million tons of e-waste generated globally in 2022, an estimated 13.8 million tons was documented, collected, and properly recycled. Another 16 million tons is said to have been recycled through undocumented channels in high and middle-income countries with developed waste management infrastructure.
A further 18 million tons, it is estimated, was processed in low and middle-low income countries without developed e-waste management systems - through which toxic chemicals get released. And the final 14 million tons are said to have been thrown away to end up mainly in landfills - also not ideal.


	Apple and Samsung tussle over whose gizmos are hardest to fix


	EU repair rights bill tells manufacturers to fix up or ship out


	What to make of Google backing Right-to-Repair in Oregon? 'It gives me hope'


	Fairphone 5 scores a perfect 10 from iFixit for repairability


The rate of e-waste creation and recycling varies by region. In Europe, per capita e-waste generation is 17.6 kg and recycling is 7.5 kg. In Oceania, it's 16.1 kg and 6.7 kg respectively. In the Americas, it's 14.1 kg and 4.2 kg.
The annual average formal collection and recycling rate in Europe is 42.8 percent, compared to 41.4 percent in Oceania, 30 percent in the Americas, 11.8 percent in Asia, and 0.7 percent in Africa.
The report calls for stronger formal e-waste management and for policy makers to make sure that initiatives to promote renewable energy don't end up undermining environmental concerns. It notes, for example, that e-waste from photovoltaic panels - to generate solar power - is expected to quadruple from 0.6 million tons in 2022 to 2.4 million tons in 2030.
"From discarded televisions to dumped telephones, an enormous amount of e-waste is generated around the world," lamented Cosmas Luckyson Zavazava, director of ITU's Telecommunication Development Bureau.
"The latest research shows that the global challenge posed by e-waste is only going to grow. With less than half of the world implementing and enforcing approaches to manage the problem, this raises the alarm for sound regulations to increase collection and recycling."
"We make and toss way too many electronics, and we are doing thousands of years of damage to the world in the process," observed Nathan Proctor, senior director of US PIRG Campaign for the Right to Repair, in an email to The Register.
"Americans are spending more and more on electronic devices which have shrinking life spans. We need to build products to last, and make sure we can fix them when they break. These findings only reinforce the need to advance the Right to Repair, and address other issues around electronics obsolescence."
Gay Gordon-Byrne, executive director of The Repair Association, a US-based advocacy group, told The Register that it's clear that the volume of e-waste is growing, at least in terms of units. She noted that e-waste is based on weight, so there's a disconnect in how calculations are made.
"We've had some of our charitable reuse partners tell us that they can only recover about 15 percent of donated materials due to lack of access to repair service materials," she said. "The rest of the equipment has to be shredded."
Gordon-Byrne argued that as we learn more about how little actual recycling is being done, we will have more motivation to reduce e-waste through repair and reuse. (r)
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    UK council won't say whether two-week 'cyber incident' impacted resident data

    
Security experts insist ransomware is involved but Leicester zips its lips    
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Leicester City Council continues to battle a suspected ransomware attack while keeping schtum about the key details.
Progress updates posted to its website are still referring to the widespread outage as a "cyber incident," failing to even confirm whether data has been compromised or whether ransomware is involved, which some experts insist to be the case.
The Register has repeatedly asked for a confirmation or denial of ransomware's involvement from the council, but after ignoring us for ten days it finally replied today, only to say it still couldn't share anything beyond official statements.
The UK's National Cyber Security Centre (NCSC), which has been informed of the situation at the council, told us it continues to work with local officials.
Leicester says in its statement a criminal investigation into the "cyber incident" remains ongoing, and as such the key details surrounding it all can't be revealed.
"The UK government really needs a radical rethink on ransomware [in my honest opinion]," said security expert Kevin Beaumont at the time the incident was first disclosed. 
"If you can't even say the word, you can't manage the problem."
Eerke Boiten, professor of cybersecurity at De Montfort University Leicester, said following the initial disclosure of the incident that the council has a good reputation when it comes to information governance and that he had "some faith" that any damage to sensitive data would be limited.
Earlier this week, the council extended its estimated time to recovery from the few short days at the time of disclosure, to "at least two weeks."
Richard Sword, strategic director of city development and neighborhood services at the council, said this week that "a good majority of staff are also back on the network," but its phone lines still require some work before they're back online. 


	Crypto scams more costly to the US than ransomware, Feds say


	More than 133,000 Fortinet appliances still vulnerable to month-old critical bug


	Cyberattack gifts esports pros with cheats, forcing Apex Legends to postpone tournament


	As if working at Helldesk weren't bad enough, IT helpers now targeted by cybercrims


Libraries and community centers remain open, and waste services continue to operate as normal, but access to public computers, Wi-Fi, and printing is down. 
Some residents have had issues with the council being unable to collect their direct debits. The council will be writing to the affected individuals to inform them of the new date of collection.
Standing orders aren't affected and residents can still pay fixed penalty notices, which are issued for low-level crimes such as littering and not paying for car parking.
Emergency telephone lines have been established for critical services such as child protection services, homelessness, and housing repairs while the recovery efforts continue.
"We are making good progress with the recovery of our systems and are now in the process of switching them back online, with housing, adult and children's social care, and revenues and benefits being prioritized for this week," said Sword.
Residents were urged to only contact the council in the event of an emergency. They've also been assured that its website is still safe to use, and that they may trust emails coming from council sources, including any attachments that come with them.
"Many people in Leicester will be frustrated by these ongoing issues, but I'd like to reassure them that we're working as quickly as possible to get things back to normal," said Sword earlier this week. 
"I'd also like to apologise for the disruption and thank people for their continued patience and understanding as we work to resolve these outstanding issues." (r)
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    Qualcomm infuses AI support into Snapdragon 7+ Gen 3 platform

    
Boosted on-device generative AI's not just for the flagship smartphone kids    
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Qualcomm is pushing out its second smartphone platform within a week, in this case an extension of its Snapdragon 7 series for high-end devices that are built to a lower price point than flagship premium smartphones.
The Snapdragon 7+ Gen 3 is, according to Qualcomm branding, a step up in features from the Snapdragon 7 Gen 3 introduced late last year, and billed as the "most powerful Snapdragon 7 series yet."
Inevitably, this means it has on-device generative AI capabilities that the US chips and telecoms biz is infusing across its smartphone platforms, but also a boost in both CPU and GPU performance, plus Wi-Fi 7 support.
"Today, we embark on the latest expansion in the 7-series to create new levels of entertainment for consumers - integrating next-generation technologies for richer experiences," Qualcomm's SVP of mobile handsets Chris Patrick said in a canned statement.
The claimed 15 percent hike in CPU performance and 45 percent in GPU performance is relative to the Snapdragon 7+ Gen 2, released a year ago, however.
Features that Qualcomm claims to have "waterfalled" down from the top-of-the-line Snapdragon 8 series include the generative AI support, thanks to the company's Hexagon neural processing unit (NPU), plus the triple 18-bit image signal processors to support camera functions.
Qualcomm demonstrated that phones based on its chippery could handle a 7 billion parameter large language model (LLM) at phone fest Mobile World Congress earlier this year, and the company says this platform supports models including Baichuan-7B, Llama 2, Gemini Nano and Zhipu ChatGLM.
And if "crushing to-do lists" is your thing, Qualcomm claims that AI-powered virtual assistants supported by this platform will help you do that.
The Kryo CPU block inside Snapdragon 7+ Gen 3 has the 1-4-3 arrangement of one "Prime" core, four Performance cores and three Efficiency cores seen in Snapdragon 8, but at lower clock speeds. Thus the Cortex-X4 "Prime" is 2.8 GHz, while the other two tiers are 2.6 GHz and 1.9 GHz.
For buyers that are into their mobile games, other features added to this platform include Qualcomm's Snapdragon Game Post Processing Accelerator and the Adreno Frame Motion Engine 2, the latter of which is claimed to enhance the frame rate without draining power.
As with the Snapdragon 8 series, the Adreno GPU on this platform is able to drive a 4K on-device display at up to 60Hz and up to an 8K external display.


	Qualcomm unveils Snapdragon 8s Gen 3 with Eye-of-Sauron camera


	Nvidia rival Cerebras says it's revived Moore's Law with third-gen waferscale chips


	Ruggedized phone group takes the Bullitt, calls in PWC as administrative receiver


	Microsoft catches the Wi-Fi 7 wave with Windows 11


For connectivity, this platform has the same Snapdragon X63 5G Modem-RF System as the baseline Snapdragon 7 announced last year, which means it is capable of downlink speeds of up to 4.2 Gbps on 5G networks, rather than the 5 Gbps or 10 Gbps supported by the Snapdragon 8 series.
Wi-Fi is delivered by the same FastConnect 7800 subsystem, however, which seems to have become Qualcomm's standard for all its smartphone platforms. This offers Wi-Fi 7, support for the 6GHz, 5GHz and 2.4GHz bands, and a peak speed of 5.8 Gbps.
Smartphone makers including OnePlus, Realme, and Sharp are expected to bring devices to market sometime in the next few months. (r)
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Nominet is cutting staff on the back of market pressure, including the loss of a government cyber contract and is considering a domain registration price increase, according to an update from its CEO.
In his message to members, seen by The Register, Paul Fletcher did not elaborate on where the cuts would be, only that "up to 70 of our current roles could be made redundant."
Fletcher said he hopes the proposed reductions would be partially offset by redeployment but added that "our overall headcount will reduce."
At present, Nominet's headcount stands at 315. Even considering redeployment, that reduction looks like it is going to sting.
Nominet's woes were caused by market pressures, including the loss of a contract with UK government over provision of the Protective Domain Name Service (PDNS). The contract, estimated to be valued at PS30 million ($38.8 million), is set to expire later in 2024.
Fletcher told members:
"We have consistently received positive feedback about our delivery of the PDNS service, and the impact it continues to have preventing cyber attacks on public services. However, we do not expect to be providing this service after our contract ends later this year. As we are bound by contractual commitments, we are unable to say more, but will do so when we can."
In its profit and loss accounts for the year ended March 31, 2023, Nominet said the PDNS handled "over half a trillion DNS queries over the last year, growing 29 percent. This resulted in 11 billion DNS queries being blocked for 420,000 domains."
The cyber business generated PS12.6 million in revenue, down from PS12.7 million, with the overall group recording an operating profit before impairment and social impact of PS8.1 million. The cyber deficit for year, meanwhile, was recorded at PS2.4 million, with a net loss for the year of PS3.9 million.
According to Fletcher's memo, the goal of reaching "profitability" with the cyber biz was to "compensate for static or reduced demand for domains in future.
"Market pressures are squeezing margins, and competitors are pricing keenly to secure business. The viability of this income stream in the longer term depends on us being able to offer a service at a lower price while still being profitable. We are currently evaluating options open to us and will keep members updated."
All of which means that the company is looking to make up the shortfall elsewhere. Hence, a "hiring freeze", a "review of any discretionary spending", and, of course, the job cuts.
There is another lever the domain registrar can pull - wholesale domain pricing, which Nominet plans to maintain at the current level of PS3.90 "until at least the end of the year."
"However, the combination of flat revenues, inflation and need for ongoing investment to ensure services for members remain world class means prices cannot be held at the level set in January 2020 indefinitely."


	Nominet suspends 'single digit' number of Russian dot-UK domain registrars


	Ukraine war a sorting hat for cyber-governance loyalties: Black Hat founder Jeff Moss


	ISP industry blasts UK Telecoms Security Bill for vague requirements, high costs of compliance


	Pressure builds on Nominet as members demand to know leadership's contingency plans for when they're fired


A Nominet spokesperson told The Register: "The loss of a major contract means we need to position ourselves accordingly to ensure we have the right people in the right place and are resourced accordingly."
The final numbers have yet to be confirmed, the spokesperson added.
Nominet said no decision on pricing has yet been taken. However, the company told us, "We did point out that this situation would not continue indefinitely."
Still, there was some light among the gloom at the company. While the PDNS contract is ending, Nominet has won a recent tender to provide DNS services to support the NHS digital estate for the next three years. It also recently secured a deal to support gov.uk. Assuming there are enough staff left to do the work. (r)
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The French Competition Authority (FCA) on Wednesday fined Google EU250 million ($272 million, PS214 million) for breaking its promise to figure out a payment plan with French news publishers for using their articles.
That's a mere 0.09 percent of Google's EU281 billion ($306 billion) revenue and 0.36 percent of its $74 billion profit in 2023 - and not much more than CEO Sundar Pichai's reported EU208 million ($226 million) compensation in 2022.
At issue is Article 15 of the EU's Copyright Directive, the so-called "link tax" that entitles publishers to be compensated when large online aggregators and platforms like Facebook and Google republish article snippets. In 2019, Google said it would not use snippets from French publishers without explicit permission due to the copyright law. But the FCA deemed that refusal to negotiate an abuse of market power.
In April 2020 the FCA ordered Google to come to a financial arrangement with French news publishers for the reuse of their work in Google News, Google Search, and other services. It did so having concluded that Google had likely abused its dominant position in the market, an outcome informed by years of complaints from media organizations in Europe dating back to at least 2005.
In July 2021, the FCA decided to fine the Chrome goliath EU500 million ($544 million) for non-compliance with that order. And the following year, Google agreed to a set of commitments to make things right.


	Google sued by more than 30 European media orgs over adtech


	Google dresses up services for the EU's Digital Markets Act


	European Union lawmakers line up to defend world's first AI Act


	Brit newspaper giant fills space with AI-assisted articles


Evidently, that hasn't happened yet. According to the FCA, Google has failed to meet four of those seven commitments, specifically: to negotiate in good faith in a way that's transparent, objective, and non-discriminatory, within three months (1,4); to provide news publishers with the data necessary to make a transparent assessment of proposed payments (2); and to ensure that negotiations do not affect other economic relations between Google and news publishers (6).
What's more, the FCA says that Google used the content of news agencies and publishers without consent to train its Bard AI model, which launched in July 2023 and is now called Gemini. And subsequently, the competition watchdog claims, Google refused to provide publishers with a way to avoid having their content used by its AI model in a way that doesn't affect other aspects of their relationship with Google.
"In view of these breaches, the [FCA] has imposed a fine of EU250 million on Alphabet Inc., Google LLC, Google Ireland Ltd and Google France," the agency said. "As Google undertook not to contest the facts, it was able to benefit from the settlement procedure. Google has also proposed a series of corrective measures to address certain breaches identified by the [FCA]."
Google for its part says it just wants the dispute to end and to have a clearer legal landscape.
"We've settled because it's time to move on and, as our many agreements with publishers show, we want to focus on the larger goal of sustainable approaches to connecting people with quality content and on working constructively with French publishers," said Sulina Connal, managing director of news and publishing partnerships, in an announcement.


It's time to move on ... we want to focus on the larger goal of sustainable approaches to connecting people with quality content


"But it's important to note that the fine is not proportionate to issues raised by the FCA. It also doesn't sufficiently take into account the efforts we have made to answer and resolve the concerns raised - in an environment where it's very hard to set a course because we can't predict which way the wind will blow next."
According to Connal, regulators have not been clear about what the law demands and repeated enforcement interventions have complicated negotiations with publishers. "We - and others - need more clarity on whom we are paying for what," she said.
Connal also said that the FCA's acceptance of Google's settlement raises no objection to the way web content gets used in generative AI services, something addressed in Article 4 of the EUCD and the pending EU AI Act.
"Soon after the launch in France of our experiment, Bard (now called Gemini) - and in the absence of international standards or any solution developed by publishers - Google voluntarily introduced a new technical solution called Google-Extended to make it easier for rights holders to opt out of Gemini without impact on their presence in Search," said Connal. "The FCA asked us to explain to publishers how our generative AI products and opt-out work."
Connal said Google continues to be willing to engage with the FCA and French publishers but would appreciate clearer rules. (r)
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Lobby group CISPE - a collective representing Cloud Infrastructure Providers in Europe - has called for regulators to investigate VMware by Broadcom's software licensing arrangements, which it claims will bankrupt some of its members and hurt end-users.
The group on Tuesday objected to what it described as Broadcom "unilaterally cancelling license terms for essential virtualization software."
"Cloud customers, including public sector bodies, large European businesses, SMEs and start-ups are all threatened by egregious and unwarranted new contract terms and price increases," the group thundered, before calling for "at minimum, an immediate pause to contract terminations and the ability of customers to exit the multi-year contract imposed by Broadcom as soon as viable alternatives become available."
That's a reference to Broadcom sweeping away VMware's partner program and replacing it with its own, and a requirement for those who offer VMware products as-a-service to have at least 3,500 cores in production to qualify for a license. Those licenses cover multiple years. Broadcom will stop selling licenses to smaller clouds later this month, leaving them unable to offer VMware-as-a-service and probably necessitating a sudden and unasked-for migration for their clients.
As The Register reported on Tuesday, few VMware-powered cloud operators operate 3,500 cores, and therefore most face a very uncertain future. Broadcom appears to have thrown those operators a lifeline with an arrangement that will designate small clouds not admitted to Broadcom's channel program as "Secondary" providers who can purchase licenses from "Primary" providers that meet the 3,500-core requirement.
However an organization familiar with that arrangement told The Register it has not gone down well, because Primary partners will have to support VMware software for Secondary partners. Primary partners are set up to host multiple tenants, so handling Secondary partners would not be a massive complication - but Primary partners seldom if ever provide software support at the same level as a vendor. The Primary/Secondary scheme has therefore attracted criticism, as some feel it is not a viable arrangement for Secondary partners.
CISPE reports those invited to become Primary partners are also unhappy.
"Those that are invited feel pressured into accepting unfair licensing terms by the short deadlines imposed to sign," the lobby group wrote, adding "New terms include minimum commitments amounting to tens of millions of Euros over three-year periods. Costs for licenses have increased by a factor of twelve (ie 1,200 per cent) in some cases."
Secondary partners, CISPE argues, may go out of business.
"Several CISPE members have stated that without the ability to license and use VMware products they will quickly go bankrupt and out of business," the org alleges, adding that some of the complainants derived over 75 percent of their revenues from VMware software.
Clients of those at-risk CISPE members include providers of "vital medical services."
"Citizens will be deprived of everyday, cost-effective cloud services and Europe's digital ambitions will be severely damaged," the org added.
CISPE secretary general Francisco Mingorance contended that Broadcom "is holding the sector to ransom by leveraging VMware's dominance of the virtualization sector to enforce unfair license terms and extract unfair rents from European cloud customers."
He called for Broadcom to be designated as a gatekeeper under Europe's Digital Markets Act - status that would earn it the closest regulation the EU has to offer.
"CISPE calls on regulators to swiftly examine Broadcom's actions and call it to account," he added.


	Claims emerge that Citrix has doubled price of month-to-month partner licenses


	Broadcom boss Hock Tan acknowledges 'some unease' among VMware community


	VMware by Broadcom promises more, cheaper, training, starting around May


	Broadcom says VMware to grow revenue by double-digit percentages all year


CISPE has recently agitated for changes to Microsoft's software licensing practices that make its wares cheaper when run in Redmond's own Azure cloud, and more expensive when hosted by CISPE members. Microsoft made some concessions on that front as required by European law - but CISPE feels more needs to be done to create a level playing field, and rejected Redmond's proposed fix.
Broadcom has insisted its new VMware licensing regime won't change, and has form as being untroubled by the loss of smaller customers.
However, in the current situation it risks upsetting some of its larger customers - Primary partners - by not making it easy for them to onboard Secondary partners.
The Register can't see evidence that regulators have heeded CISPE's call. Perhaps they will once a few small VMware-powered clouds are forced to require sudden and disruptive migrations to rival platforms. (r)
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Operators pack twenty phones into a chassis - then rack 'em and stack 'em ready to do evil    
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Chinese upstarts are selling smartphone motherboards - and kit to run and manage them at scale - to operators of outfits that use them to commit various scams and crimes, according to an undercover investigation by state television broadcaster China Central Television (CCTV) revealed late last week.
The report shows what appear to be chassis filled with 20 smartphone motherboards each, wired to a monitor that displays the screens of all 20 units. Also shown is a datacenter of sorts full of racks, each populated with several of the chassis and as many as 1,000 smartphones all hard at work.
The phones are each signed in to a unique account, and operators take care to change their IP addresses often - to evade detection by online platforms or regulatory authorities, alleged CCTV.
That's because the phones are used for purposes such as posting fake comments or likes - some with SEO-boosting links - or placing fake orders on e-commerce sites.
Operators reportedly charge between RMB3,000 ($417) and RMB6,000 ($834) for a 20-smartphone system.
One manager of a facility that rents the barebones smartphones and accompanying services reportedly told CCTV that he does not know the identity of his clients - don't ask, don't tell is his preferred mode of business.
The broadcaster noted that this sort of phone farming is clearly illegal - it violates Article 53 of China's telecommunications regulations, which stipulates that telecom, radio and networking equipment that is connected to the public telecommunications network must comply with national standards and obtain a network access license.


	Britain enters period of mourning as Greggs unable to process payments


	Virgin Media sets up 'smart poles' next to cabinets to boost mobile network capacity


	When life gives you Lemon, sack him


	Judge demands social media sites prove they didn't help radicalize mass shooter


	Brits blissfully unbothered by snail-paced mobile network speeds


Chinese local media outlet Jiemian News reported that major e-commerce platforms like Taobao and Poinduoduo have blocked search terms that would help buyers find phone farms, or the builders of the kit they run.
However, the miscreants can be found in other ways. Some even offer management software that allows screen mirroring, remote access to devices, and file transfers.
Others offer cloudy smartphones - to reduce dependence on hardware.
Some vendors are keen to present legitimate uses for their set-ups. One describes its group control technology as a game development and testing tool, as it can simulate multiple users.
Nonetheless, Jiemian News reported that among the businesses engaged in mobile phone motherboard-related business, over 23 percent have run into legal trouble - but fewer than three percent have faced administrative penalties. (r)
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North Korea's notorious Kimsuky cyber crime gang has commenced a campaign using fresh tactics, according to infosec tools vendor Rapid7.
A Wednesday post explains that the crew - also known as Black Banshee, Thallium, APT 43 and Velvet Chollima - has a long history of trying to lift info from government agencies and outfits like think tanks, probably to gather intelligence that Kim Jong Un's regime might find valuable.
Kimsuky's favorite tactic is spear phishing, sometimes after a lengthy social engineering effort from correspondents posing as academics or media. Past attacks have seen victims sent a questionnaire laden with malware.
Rapid7 isn't sure how the gang distributes its latest attack, but is confident the payload includes poisoned Microsoft Compiled HTML Help (CHM) files along with ISO, VHD, ZIP and RAR files.
CHM files can include text, images, and hyperlinks. Kimsuky is probably more interested in them because they can execute JavaScript.
Rapid7's researchers cracked open one of the CHM files they believe is the work of Kimsuky and found "an example of using HTML and ActiveX to execute arbitrary commands on a Windows machine, typically for malicious purposes."
The malicious purpose in this case is installing a VBScript and modifying the Windows registry to ensure the gang's scripts run at system startup.
The script harvests info about the victim's machine, the processes it is running as well as recent Word files, and then lists directories and their contents.
Rapid7's post details another couple of techniques used to install infostealers - again using CHM files.


	Seoul accuses North Korea of stealing southern chipmakers' designs


	Cred-stealing trojan harvests logins from Chromium browsers, Outlook and more, warns Cisco Talos


	North Korea running malware-laden gambling websites as-a-service


	OpenAI shuts down China, Russia, Iran, N Korea accounts caught doing naughty things


The firm has detailed indicators of compromise here.
Rapid7 chief scientist Raj Samani told The Register his team has moderate confidence this technique is the work of Kimsuky, and that the target of the campaign is South Korea - an assertion supported by many filenames in Korean found in the payload.
Samani, however, believes that Kimsuky may be spreading beyond its usual hunting grounds of Asia. He notes that Germany's Bundesamt fur Sicherheit in der Informationstechnik - the nation's federal infosec agency - lists Kimsuky as active within German borders.
The Register put it to Samani that poisoned CHM files aren't new, which he acknowledged - but retorted by pointing out that they may be a blind spot in some orgs' defenses.
"We are dealing with individuals that are innovative and understand defenses," he warned.
Samani is uncertain if Kimsuky has a particular target for its latest campaign, but suggested Rapid7 will be in a position to offer a more detailed assessment in around April. (r)
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On Tuesday, Hong Kong's legislature unanimously passed the city's latest controversial national security legislation, otherwise known as Article 23.
Critics are calling the law rushed and fast-tracked, as it was passed within eleven days of introduction. However, it's been two decades in the making. A similar bill was met with protests in 2003, and a national security bill, on which Article 23 builds, was finally passed in 2020.
This time, the article [PDF] prohibits "any act of treason, secession, sedition, subversion" against the Chinese government, along with theft of state secrets and external interference.
Like many documents out of Beijing, it's vague in defining offenses. It also levies stiff penalties of up to 20 years in prison for theft of state secrets, or a lifetime for treason and insurrection.
"Today marks a historic moment for Hong Kong. It is a historic moment that Hong Kong has been waiting for 26 years, eight months and 19 days," proclaimed Hong Kong chief executive John Lee.
He alleged the law will safeguard national sovereignty and security while honoring Hong Kong and China's "one country, two systems" relationship.
Feedback was sought on the law, which comes into effect on March 23. Hong Kong's government duly presented views, including discussion of bans on social media.
It's a reasonable question - given that Facebook, Instagram, WhatsApp and X are currently accessible in Hong Kong, but not in mainland China.
Hong Kong's justice minister Paul Lam reportedly insisted that restricting access to the socials was not the intent. That doesn't mean that how a person uses social media won't create legal problems for them.
"What we are targeting are the use, abuse, or misuse of these tools to spread speech that can endanger national security ... We are not targeting social media per se," clarified Lam.
The article's accompanying consultation paper does warn that "given the popular use of the internet and social messaging applications," messages that promote the endangerment of national security "can be covertly disseminated in a fast and extensive manner."
The law also introduces [PDF] the offence of "doing acts endangering national security in relation to computers or electronic systems."


	Beijing lists the stuff it wants generative AI to censor


	Three Chinese balloons float near Taiwanese airbase


	China could be doing better at censorship, think tank finds


	Deepfake CFO tricks Hong Kong biz out of $25 million


	Hong Kong securities regulator to name suspicious crypto players


Article 23 has been criticized by various sources.
Human Rights Watch (HRW) alleged it "eliminates the last vestiges of fundamental freedoms in the city," and "punishes peaceful speech and civil society activism."
Implications are global, as its provisions apply Hong Kong-based businesses anywhere in the world, warned the org.
HRW director Elaine Pearson pointed out that even possessing a book in Hong Kong critical of the Chinese Communist Party can result in years in prison.
She's not being hyperbolic. The Associate Press reported security minister Chris Tang advising residents charged with having a copy of a publication considered seditious because they forgot they had it in their possession can lodge a reasonable defense to potentially prevent spending up to three years in jail.
Amnesty International also spoke out against the law. China director Sarah Brooks alleged it sends a message about Hong Kong authorities' desire to accommodate Beijing outweighing any human rights commitments.
Among the org's many concerns is allowing for detention without charge for 16 days and denial of access to a lawyer.
Governments - including Australia, the US, the European Union, and the United Nations - have also expressed their concern.
The UK, Hong Kong's former colonial ruler, expressed concerns on matters including "the absence of any reference to independent oversight, or the mechanisms that would support it."
The US stated it was worried about the law's vague definitions, as well as how Hong Kong would "apply Article 23 extraterritorially in their ongoing campaign of transnational repression to intimidate and restrict the free speech of US citizens and residents."
But there's one group untroubled by the law: the Catholic Diocese of Hong Kong.
Despite Article 23 requiring citizens to report those who are believed to be endangering national security, the religious organization assured its parishioners that the legislation "will not alter the confidential nature of Confession."
As for what the law means for businesses that see Hong Kong as a hub, and the territory's ambition to enhance that status with initiatives such as support for the digital assets industry, that remains to be seen.
The city's population declined after the introduction of the 2020 security law - a loss that was further compounded by the implementation of strict COVID measures. Some recovery has since materialized, and by June 2023 the population grew to where it had been at the end of 2019.
The Hong Kong government claimed that out of 13,000 submissions of opinion, 98.6 percent have shown support - which it said indicates that the legislation is popular. Those opposed to the law, however, knew that making their feelings public was dangerous before the law passed - and is even riskier now that it has come into force. (r)
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ServiceNow has released its "Washington DC" platform update, and done the very 2024 thing of adding generative AI features. It's also done a slightly less 2024 thing by not just hyping the tech, but sharing the benefits it has enjoyed by actually using it.
The enterprise cloud developer claims its own use of generative AI has improved its development cycle time by 38 percent, and seen 54 percent of employee queries "deflected" from requiring human intervention to resolve.
[image: Excuses]
What's your Mean Time To Innocence - the time needed to prove that mess is not your problem

READ MORE
Generative AI also increased the "deflection rate" for incoming customer support queries by ten percent.
The SaaS-y workflow house suggested similar outcomes may be available to you - yes, you! - if you adopt the Washington DC release, thanks to its inclusion of a gen-AI-powered assistant that can do things like offer a conversational interface that abstracts policy documents. The Register beheld a demo of an employee chatting with the assistant to source a new smartphone using questions like "What kind of phones are included in our plan?"
That query produced a prose list of phones and a query about how much storage the employee desired.
Answering "the largest" saw the assistant reply by offering the worker a handset equipped with 512GB of storage and arranging its dispatch.
To help ServiceNow users design that sort of interaction, Washington DC includes an enhanced Workflow Studio that uses generative AI to build automations. It also adds a Virtual Agent Designer to - as the name suggests - design the sort of phone-acquisition interaction detailed above.
Some of the gen AI in this release is based on ServiceNow's own domain-specific large language models, which it rates as smaller, faster, and safer than open models. That said, ServiceNow's strategy is to hook its platform into whatever model its customers desire: it's already partnered with OpenAI, Google, Microsoft, HuggingFace, and (inevitably) Nvidia.


	ServiceNow quietly addresses unauthenticated data exposure flaw from 2015


	ServiceNow banks double digit sales gains amid push into enterprise workflow


	More and more LLMs in biz products, but who'll take responsibility for their output?


	Nvidia revenue grows 265 percent with more to come as new GPUs and Ethernet near


The vendor's roots in ITSM aren't forgotten in this release, which adds a Security Posture Control tool that is said to detect gaps in security - such as the absence agents on endpoints - then suggest remedies. Generative AI has also been applied for analysis of error logs, so that they can be summarized to present recommended actions to admins.
Operational technology users have been given a similar experience, with upgraded asset inventory capabilities and security functions making it possible to understand the state of machinery on the factory floor, and devise workflows to keep it working.
ServiceNow has also waded into Salesforce territory, tweaking its Sales and Order Management tools to cover opportunities from quoting, through configuring, to fulfilment.
Moving to Washington DC requires a conscious choice because, unlike other SaaS vendors, ServiceNow gives every customer its own instance and doesn't automatically add features. (r)
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Nutanix has brought a lawsuit against database-as-a-service startup Tessell, an outfit founded by three of its ex-employees, alleging the upstart's products are rip-offs of Nutanix's own Era database management product.
In a Wednesday court filing [PDF], Nutanix claimed the now-former staff "used Nutanix facilities, equipment, services, and even the Nutanix Era source code when developing the Tessell product."
Nutanix alleges the three "planned, developed, obtained initial financing for, and demonstrated prototypes of the competing product--all using Nutanix computers and while they were employed by Nutanix. One of the Tessell prototypes they demonstrated actually ran on Nutanix servers."
The three accused Tessell co-founders thus allegedly lifted the source code for Era and used it to build their own products.
Nutanix said it didn't notice the activities detailed above, though after the trio left and launched Tessell, the IT giant became concerned by "the speed with which [Tessell] came to market with features strikingly similar to Era." A forensic investigation followed and uncovered the IP theft, it is claimed.
The filing, submitted to a federal district court in northern California, describes the three accused as "inventors of key Era features and methods," alleges they were contractually bound to assign all their work to Nutanix, and claims they did not disclose some of their efforts which they "instead traded to Tessell in exchange for their shares in the company."


	Nutanix doesn't expect a rush of VMware refugees - maybe for years


	Nutanix, Cisco say buyers will get the best of them both


	Nutanix reckons you can stuff AI into a box - a box it manages, that is


	Alibaba Cloud lets its tiny desktop-as-a-service client leave China


Nutanix is therefore fighting on two fronts: One against its three former employees for that alleged breach of contract, and another against Tessell for the alleged use of copyrighted code without authorization as well as patent infringement in its products.
The filing argues Tessell knew the three former Nutanix employees - Bala Kuchibhotla, Kamaldeep Khanuja, and Bakul Banthia - were under contract and should have left alone material that was Nutanix's property.
"Tessell's copyright and patent infringement is knowing and willful," the filing states. "Tessell's ongoing interference with Nutanix's contractual rights has been carried out by fraud and concealment."
One of the three employees named in Nutanix's complaint - Kuchibhotla - previously settled an insider-trading complaint in 2022 with a US financial watchdog after, as Uncle Sam put it, trading Nutanix shares ahead of a quarterly results announcement that included news of poor financial performance.
The Register has asked Tessell and Kuchibhotla for comment and had not received a response at the time of publication.
"It has been shocking to learn of the behavior of these former employees during their employment, the scope of what they took from Nutanix, and the steps they took to hide their use of Nutanix resources to found their company," Tyler Wall, chief legal officer at Nutanix, alleged in a canned statement.
"Nutanix believes strongly in fair competition and its importance and value to the industry overall, and it is with deliberate and thoughtful consideration that we have decided to file this lawsuit. The facts that our investigation uncovered were egregious. We look forward to presenting our evidence and proving our claims in the litigation." (r)
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    First the Super Bowl, now this: Kansas City getting a Google bit barn

    
Exact location, power source, and go-live date unknown. But don't worry, there'll be digital jobs    
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Google has announced plans to drop $1 billion on a new datacenter in Kansas City, Missouri - its first in the state - though when it'll come online is anyone's guess.
Google announced its plan today at a press conference attended by Kansas City mayor Quinton Lucas and Missouri governor Mike Parson. Along with $1B to build the datacenter, Google will invest in the Kansas City area by expanding a skilled trades development program putting $100k towards North Kansas City School District's alternative education STEAM program. Both programs could help Google develop a datacenter workforce, we note.
"Our announcement today is a testament to the resources, talent and welcoming spirit of the Kansas City community," stated Monique Picou, Google VP of cloud supply chain and operations. "Together, Kansas City and Google will help power America's digital future and we are excited to contribute to the bright future of the region."
Picou, who spoke at the press conference, said datacenters are a "really, really important" part of Google's current investment strategy. "We have reached an important inflection point for tech innovation like AI, and datacenters are the backbone of this progress," Picou added.
According to the governor's office, the project will create up to 1,300 new jobs - more than 1,000 of which Kansas City mayor Lucas said would be part of construction for the new bit barn.
"One of every ten workers in Kansas City works in the technology industry," Lucas observed. "With this project and all that will attract ... and the other companies who come here we look forward to growing that."
Lots of talk, few details
It's fairly clear where the new datacenter will be built, as Google bought up around 500 acres in Kansas City's Northland area after getting permission from city planners to buy a smaller plot in the area in late December, 2023.
Wherever the server shack lands, Missouri is excited for the cash infusion.
"Our skilled workforce, superior infrastructure, and prime business climate continue to result in investments from leading employers," gushed governor Parson. "We welcome Google to Missouri and look forward to the positive impact it will provide for our growing high-tech sector."
When those impacts will be felt is unknown, as Google hasn't revealed exactly when construction will begin, or end. We've asked for more specifics and will let you know if the cloud colossus has any answers at this stage.


	Why do cloud titans keep building datacenters in America's hottest city?


	Chinese chap charged with stealing Google's AI datacenter secrets


	That runaway datacenter power grab is the best news for net zero this century


	We're not in Kansas City anymore, Toto ... Google axes free fiber internet


Google also revealed it signed a power purchase agreement (PPA) with renewable firm Ranger Power and D.E. Shaw Renewable Investments to secure 400 megawatts of new solar power capacity to support the datacenter project - but that's a bit of a mystery, too.
Google's press release states the solar project involves the Beavertail Solar Farm located "in a former coal community," but it's not clear where that facility is or if it's more than just a proposed project waiting for Google's investment to be built. Little to no information about Beavertail Solar is available online outside of records of a Delaware-based company and a Missouri subsidiary registered in 2017.
It's also not clear if the planned datacenter will be entirely powered by the solar PPA - Google has made plenty of investments in renewable energy for its datacenters - or if fossil fuels will still be in the mix.
AI was cited by Picou as a key part of Google's datacenter expansion plans, but what she didn't mention was the fact that her employer has blamed AI for its trouble in meeting renewable energy goals.
Google noted in its announcement that the Beavertail PPA will help support its plans to make its datacenters run on 100 percent renewables by 2030 but, as a spokesperson told us previously, that goal is just one of many Google moonshots.
Hopefully those other Kansas City promises don't fall flat. (r)
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    It's tax season, and scammers are a step ahead of filers, Microsoft says

    
Phishing season started early with crims intent on the hooking early filers    
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As the digital wolves dress in sheep's tax forms, Microsoft has thrown a spotlight on a crafty 2024 phishing expedition, unraveled in January, that preys on the unsuspecting herd of early tax filers.
The malicious email campaign, purporting to be employees' tax returns, contained an attachment that, when clicked, directs the user to a phony website that looks like a blurred spreadsheet, with a download documents button marked "confidentials to users[dot]name[at] contoso[dot]com."
The blurred document is intentional, according to Redmond, noting this type of social engineering technique increases the likelihood that people will take the bait. Of course, once they do, malware is installed and it's game over. In this particular scam, Microsoft says the miscreants dropped an info-stealer on the victim's machine that then attempted to scoop up account credentials.
"Falling for a phishing attack can lead to leaked confidential information, infected networks, financial demands, corrupted data, or worse," the Windows giant warns.
Of course, tax scams are nothing new. But with scammers starting early (unlike your humble vulture), and using tools like AI to write more convincing emails and generate deepfake images intended to trick vulnerable tax payers (think: new filers and older folks), the crooks have a better chance at stealing high-value data from "millions of stressed and distracted individuals and businesses," Microsoft says.
Plus: Redmond offers some tips on how to avoid falling for these phishes.
"Although everyone can be a target of tax-season phishing, certain groups of people are more vulnerable than others," according to the tax season report. "Prime targets include individuals who may be less informed about IRS methods of engagement -- Green Card holders, small business owners, new taxpayers under the age of 25, and older taxpayers over 60."
To that end, crooks frequently use images lifted directly from legitimate third-party processor websites and/or containing the US Internal Revenue Service (IRS) logo. 
These phishing emails purport to be from real processors, listed on the IRS website, and frequently promise a hefty tax return -- once the user clicks on a malicious link and enters their personal information.


	How to tell an AI bot wrote that scammy-looking tax email: No spelling mistakes


	April brings tulips, taxes ... and phisherfolk scammers


	Microsoft confirms Russian spies stole source code, accessed internal systems


	Five Eyes tell critical infra orgs: take these actions now to protect against China's Volt Typhoon


And because taxpayers are used to sending sensitive data -- such as Social Security numbers, financial information and account passwords and access -- to the IRS, accountants, law firms, and other online services that provide tax filing assistance during this time of year, they are more likely to fall victim to these scams, and inadvertently hand over their high-risk data to thieves.
We should note, as the IRS does on its tax scams page, "The IRS doesn't initiate contact with taxpayers by email, text messages or social media channels to request personal or financial information."
Tell your parents or your first-time filers to inspect the sender's email address, verify the sender's contact info, be wary of generic greetings, don't send sensitive details via email and for crying out loud, don't click unexpected links.
Microsoft suggests turning on multi-factor authentication (MFA). Or perhaps it's just speaking from experience on this one. (r)
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    Garlic chicken without garlic? Critics think Amazon recipe book was cooked up by AI

    
Twitter tipster points to suspicious signs from author producing thousands of recipes    
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Updated Late last year, Sam Altman, the optimistic CEO of chatbot manufacturer OpenAI, predicted artificial general intelligence would be with us in five years, give or take.
But as fans of William Gibson will know, the future is already here, it is just unevenly distributed, and Amazon has already given us a glimpse of what is in store.
Eagle-eyed journalist Matthew Kupfer has pointed to a few worrying and suspicious signs in a cookbook he received from his parents.
In a thread on Twitter (more recently renamed X), the book, The Complete Crockpot Cookbook for Beginners, 2024 edition, looks reasonable at first glance, but further consideration reveals a number of tell-tale signs of AI generated content. (In other parts of the world, a crockpot is known as a slow-cooker.)
For a start, the author's picture looks suspect, like the kind of image from a generative adversarial network's stock library of people who do not exist, her mismatched earring being a possible giveaway, as is the missing part of the shoulder.
Turning attention to her biography on the Amazon website, the text is strange. We're told Luisa Florence is "the author of various recipe books, some of which are bestsellers."
Despite writing bestsellers, though, the only evidence of her online is the Amazon profile: no website, publisher, LinkedIn or Facebook profile. ISBN numbers for the books say they are published independently.
Nonetheless, she is a busy person. "Air Fryer and Ninja Foodi, Crock Pot, [sic] are perfect examples of help to prepare fast dishes, but nevertheless tasty and original. In this way, Luisa can manage her time, between home and work," her biog says. Yet we never get to learn what her work is, other than writing cookbooks.
The text also says: "Her dream is to dedicate herself completely to the kitchen," as if she has not already done so.
She's certainly been busy writing books. As well as Complete Crockpot Cookbook for Beginners for 2024 -- which boasts recipes that stretch out over, er, 2,000 days, there is a 2023 edition of the same title boasting 1,001 Easy and Foolproof Recipes.
Clearly, Florence's repertoire of crockpot recipes -- and the audience's appetite for them -- warrants 3,000 recipes, enough for a new crockpot meal every day for eight years.
But all is not what it seems. Reviews point out that "far from 1,001 recipes, the book does not even contain 500."
And that is just the two books with one theme. Florence's Amazon page lists 25 titles, ranging from canning and preserving guides and recipe books on the fatty liver diet, renal diet, anti-inflammatory diet, and Mediterranean diet, to cooking with air-fryers and so on.
Many of these books boast on their covers that they contain more than a thousand recipes or more. And all were written within the last three years. One wonders how she has the time: it is no surprise she cooks at home with a crockpot, given the day job and all.
While many of the books appear very well reviewed on Amazon, with generic, if quirky, praise such as, "I liked that the cookbook has a whole meal plan for a moth (sic). Also, the author separates the recipes by time: breakfast, lunch and dinner, which makes it easier to find different recipes."
Negative reviews are quite specific: the books do not contain the number of recipes advertised on the cover, garlic chicken recipes have no garlic, contain obscure ingredients, there is no beef section even though beef is pictured on the front cover, and so on.


	Cory Doctorow has a plan to wipe away the enshittification of tech


	Amazon already has a colossal ads business and will extend it to Prime Video in January


	Law secretly drafted by ChatGPT makes it onto the books


	Amazon 'protects' against junk AI e-books by limiting author-bots to three a day


The Register has been in touch with Amazon asking whether it can clear up two issues.
1. Is the book(s) content generated by AI and is that made known to the buyers.
2. Are some or all of the positive reviews generated by AI, creating a misleading impression of their content.
We're waiting for an answer.
If it is AI-generated, it's not an isolated incident. Amazon has recently had to update its Kindle guidelines, requiring authors to inform Amazon "of AI-generated content (text, images, or translations) when you publish a new book or make edits to and republish an existing book through KDP. AI-generated images include cover and interior images and artwork. You are not required to disclose AI-assisted content."
Of course the onus is on the author to "verify that all AI-generated and/or AI-assisted content adheres to all content guidelines, including by complying with all applicable intellectual property rights."
Last year, Amazon gave "authors" who crank out books a license to "write" and publish only up to three books every day via its platform, even if they use AI, and claimed that this limit protects customers.
In the meantime, if there is a real Luisa Florence writing these books, we can only apologize and commend you and your dedication to your crockpot. (r)
Updated to add on March 21:
James Drummond, Amazon spokesperson, told us: "We aim to provide the best possible shopping, reading, and publishing experience, and we are constantly evaluating developments that impact that experience, which includes the rapid evolution and expansion of generative AI tools.
"We have a robust set of methods that help us proactively detect content that violates our guidelines, whether AI-generated or not. We both proactively prevent books from being listed as well as remove books that do not adhere to those guidelines, including content that creates a poor customer experience.
"Anyone can use the 'Report an Issue' link on a book's detail page on Amazon to report content they believe is inappropriate for sale. We are committed to reviewing everything that is referred to us."
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    London Clinic probes claim staffer tried to peek at Princess Kate's records

    
First: Not being able buy a meat pie with a credit card. Now this    
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The London Clinic where the Princess of Wales had surgery at the start of this year says it is investigating claims an employee tried to access her medical records.
Reports of the breach suggest one member of staff at the famous hospital was caught attempting to view notes for Kate Middleton, the future Queen of the United Kingdom. The princess had abdominal surgery at the start of this year and her prolonged recovery has led to all sorts of conspiracy theories.
Al Russell, CEO at the London Clinic, which is known for discreetly treating members of the royal family, as well as senior politicians and celebrities, issued a statement on the company website:


Everyone at the London Clinic is acutely aware of our individual, professional, ethical and legal duties with regard to patient confidentiality. We take enormous pride in the outstanding care and discretion we aim to deliver for all our patients that put their trust in us every day.


We have systems in place to monitor management of patient information and, in the case of any breach, all appropriate investigatory, regulatory and disciplinary steps will be taken. There is no place at our hospital for those who intentionally breach the trust of any of our patients or colleagues.


The Information Commissioner's Office, the local data protection regulator, confirmed to The Register in a statement: "We can confirm that we have received a breach report and are assessing the information provided."
The breach only pertains to Middleton, yet the International Association of Privacy Professionals Joe Jones, director of research and insights, highlighted that access to someone's personal data doesn't mean an employee has the "necessary permissions and legal right to access and share that data."


	Britain enters period of mourning as Greggs unable to process payments


	Crowning glory of GOV.UK websites updated, sparking frontend upgrades


	What Mary, Queen of Scots, can teach today's cybersec royalty


	Rest in peace, Queen Elizabeth II - Britain's first high-tech monarch


	Prince Philip, inadvertent father of the Computer Misuse Act, dies aged 99


"Although the reported breach relates to only one individual, the magnitude and accelerated proliferation of potentially harmful, and perhaps even defamatory conjecture associated with unlawful disclosure of sensitive personal data compounds the seriousness of the reported breach," he added.
Her operation took place in mid-January, according to Kensington Palace, where Kate and Prince William live. She was discharged on January 29 following a 13 night stay.
Yet the princess's prolonged absence from public life since has led to all sorts of rumor and speculation about the true state of her health. Fears - among some - were stoked further when she released a digitally doctored photo of her with her children on Mothering Sunday.
All was proved well at the weekend when a healthy looking Kate was spotted at a farm shop doing a spot of shopping.
Zut alors. Those bloody people on the interwebs. (r)
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    Five Eyes tell critical infra orgs: Take these actions now to protect against China's Volt Typhoon

    
Unless you want to be the next Change Healthcare, that is    
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The Feds and friends yesterday issued yet another warning about China's Volt Typhoon gang, this time urging critical infrastructure owners and operators to protect their facilities against destructive cyber attacks that may be brewing.
The Tuesday alert - issued by the US government's Cybersecurity and Infrastructure Security Agency (CISA), the NSA, FBI, and eight other US and international partners - comes a little more than a month after the same groups from the same Five Eyes nations sounded the alarm on Volt Typhoon compromising "multiple" critical infrastructure orgs' IT networks in America.
The previous advisory, published on February 7, also warned that the Beijing-backed crew was readying "disruptive or destructive cyber attacks" against these same targets.
Today's advisory is more of a condensed version of the February one. While it doesn't include any new details about specific Chinese threats or compromised networks, it's more "focused on providing guidance to non-technical senior business leaders," a CISA spokesperson told The Register.
"As a first step, organizations should use intelligence-informed prioritization tools, such as the Cybersecurity Performance Goals (CPGs) or derived guidance from an SRMA," the alert [PDF] advises.
For those not fluent in CISA acronyms, an SRMA is a Sector Risk Management Agency and each of the 16 US critical infrastructure sectors has its own.


	China's Volt Typhoon spies broke into emergency network of 'large' US city


	US says China's Volt Typhoon is readying destructive cyberattacks


	Volt Typhoon not the only Chinese crew lurking in US energy, critical networks


	Forget TikTok - Chinese spies want to steal IP by backdooring digital locks


The alert also encourages cyber security best practices - such as turning on logging for all applications and systems, and storing these logs in a central system. This can help security teams detect "living off the land" techniques, which involve using legitimate admin tools and software, rather than installing custom malware, to blend in and avoid being detected by security tools.
Pretty much every Volt Typhoon warning we've seen, from both government agencies and private-sector threat hunters, has observed that this China state-backed cybercrime gang is especially adept at living off the land.
Organizations should also develop an incident response plan and conduct regular tabletop exercises so that everyone knows their role and what to do in case of an attack.
Today's alert also recommends securing the supply chain and ensuring vendor risk management processes are in place.
This includes "ensuring that suppliers and partners adhere to strict security standards and any foreign ownership, control, or influence (FOCI) are clearly identified and managed, including consideration of, for example, the US Department of Commerce Entities List and Unverified List." (r)
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    Alibaba's research arm promises server-class RISC-V processor due this year

    
And teases a laptop to show off its current silicon - running the open edition of Huawei's CentOS spinout    
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Alibaba's research arm, the Damo Academy, has promised to deliver a server-grade RISC-V processor later this year, showed off a RISC-V-powered laptop running the open source cut of Huawei's CentOS spinout, and talked up a growing community working on the permissively licensed CPU instruction set architecture.
News of the forthcoming server processor - dubbed the C930 - emerged at last week's Xuantie RISC-V Ecological Conference held in Shenzhen. Numerous Chinese media reported that Damo reps announced the imminent debut of a processor that, like other chips cooked up by the Alibaba lab and its T-Head chip design unit, are aimed at server-class workloads. It's 2024, so that means AI is also on the agenda.
Details of the chip were not discussed.
But Damo Academy folk did discuss a new laptop called the RuyiBOOK that will run the T-Head C910. That chip, curiously, no longer appears on the chip designer's website but the Wayback Machine reveals that it offered between one and four cores, a 12-stage superscalar pipeline optimized for arithmetic operations, and a design suitable for edge servers, AI, and telecoms applications.
Now it's apparently suitable for laptops, too.


	French cloud Scaleway starts renting Alibaba's RISC-V SoC


	Leaked docs hint Google may use SiFive RISC-V cores in next-gen TPUs


	MIPS snags top SiFive brains to amp up RISC-V business


	China's Loongson debuts processor that 'matches Intel silicon circa 2020'


Interestingly, this laptop runs openEuler - the open version of the EulerOS that Huawei created by adapting Red Hat Linux. It also runs Ding Talk - Alibaba's Zoom-and-Teams-like collaboration suite - and Libre Office.
A device that can run those packages will well and truly do the job for many Chinese knowledge workers and consumers - without relying on US tech.
Reports out of the Ecological Conference suggest another topic of conversation was a "swordless alliance" of Chinese tech companies committed to advancing the local RISC-V ecosystem.
It's not hard to see why Chinese tech giants would want to do so: US-led sanctions mean they may never again see the most advanced silicon designs developed by the likes of Nvidia, Intel, AMD, and Arm. Creating their own alternatives may be the only way forward, and the RISC-V license gives Chinese chip shops plenty to work with.
It does the same India's techs, and indeed India has prioritized developing its own RISC-V processors. So far, India has little to show for that effort, and has missed deadlines for revealing designs more sophisticated than its current very modest 32-bit offerings. (r)
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