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      Biting the hand that feeds IT -- Enterprise Technology News and Analysis


      
        House passes bill banning Uncle Sam from snooping on citizens via data brokers
        Connor Jones

        Vote met strong opposition from Biden's office A draft law to restrict the US government's ability to procure data on citizens through data brokers will progress to the Senate after being passed in the House of Representatives....

      

      
        October 2025 will be a support massacre for a bunch of Microsoft products
        Richard Speed

        Not just Windows 10. Don't forget about Exchange Server, Skype for Business, and all those Office installations Windows 10 isn't the only Microsoft product due for the chop next year - end of support also beckons for Office 2016, 2019, and a swathe of productivity servers....

      

      
        Korean researcher details scheme abusing Apple's third-party pickup policy
        Laura Dobberstein

        Criminals make lucrative use of stolen credit cards Speaking at Black Hat Asia on Thursday, a Korean researcher revealed how the discovery of one phishing website led to uncovering an operation whose activities leveraged second-hand shops and included using Apple's "someone-else pickup" method to cash in.... 

      

      
        911 goes MIA across multiple US states, cause unclear
        Brandon Vigliarolo

        Some say various cell services were out, others still say landlines were affected. What just happened? Updated  Widespread 911 outages in the US appear to have mostly been resolved, but that doesn't mean the cause is clear....

      

      
        TSMC expects customers to pay more for chips fabbed overseas
        Matthew Connatser

        It'll be pricier, but there are geopolitical benefits, says CEO TSMC boss C C Wei says customers who want to fabricate in the chip giant's non-Taiwan facilities will need share the cost by paying more....

      

      
        NASA will send astronauts to patch up leaky ISS telescope
        Richard Speed

        Thermal shield damage is screwing with daytime observations of X-ray bursts NASA is sending astronauts out to fix an X-ray telescope on the International Space Station (ISS) after the instrument developed a "light leak."...

      

      
        185K people's sensitive data in the pits after ransomware raid on Cherry Health
        Connor Jones

        Extent of information seized will be a concern for those affected Ransomware strikes at yet another US healthcare organization led to the theft of sensitive data belonging to just shy of 185,000 people....

      

      
        Admin alert: Copilot app lands on Windows Server 2022
        Richard Speed

        AI assistant turned up via an Edge update. It was an accident. This time... Microsoft's Copilot obsession has continued with the AI assistant unexpectedly arriving on Windows Server 2022 this week, in a situation the software giant is calling an "incorrect install."... 

      

      
        Micron scores $6.1B CHIPS Act cash for New York and Idaho fabs
        Dan Robinson

        Memorymaker to park mega plant in Syracuse, says senator Memory chipmaker Micron looks set to be the next recipient of US government subsidy cash with $6.1 billion heading its way to help fund new-build semiconductor plants....

      

      
        Google laying off staff again and moving some roles to 'hubs,' freeing up cash for AI investments
        Paul Kunert

        Restructure of finance teams will see some leave, and other roles created in Mexico City, Bangalore, and US cities Google is again firing the redundancy cannon for the second time this year, with a restructure being pushed through and teams in the finance and real estate units of the business understood to be impacted....

      

      
        EU tells Meta it can't paywall privacy
        Lindsay Clark

        Platforms should not confront users with 'binary choice' over personal data use The EU's Data Protection Board (EDPB) has told large online platforms they should not offer users a binary choice between paying for a service and consenting to their personal data being used to provide targeted advertising....

      

      
        Novelty flip phone strips out almost every feature possible to be as boring as possible
        Matthew Connatser

        Only good for calls and texts pretty much, and that's no mistake Those who find modern smartphones too distracting from real life might be interested in the Boring Phone (no relation to the smartphone of the same name), a novelty flip phone based on HMD's Nokia 2660 Flip....

      

      
        Prolific phishing-made-easy emporium LabHost knocked offline in cyber-cop op
        Connor Jones

        Police mimic Spotify Wrapped videos to let crims know they're being hunted Feature  Cops have brought down a dark-web souk that provided cyber criminals with convincing copies of trusted brands' websites for use in phishing campaigns.... 

      

      
        Debian spices up APT package manager with a dash of color, squishes ancient bug
        Liam Proven

        2.9 gives a taste of what's to come Major updates to Debian's Advanced Packaging Tool don't come along very often, but APT 2.9 is here with a significant facelift....

      

      
        AI PCs are here but a killer application for biz users? Nope
        Richard Speed

        Resist the pressure to jump on the bandwagon just yet warns, warns Forrester Forrester Research says that although 50 models of AI PCs are already on sale today there remains "no killer app" that would make any of them an essential tool for business users....

      

      
        Valkey publishes release candidate and attracts new backer
        Lindsay Clark

        Open source Redis alternative gathers momentum Valkey, the value-key database pitched as an open source alternative to Redis, has acquired new backers and announced its first release candidate....

      

      
        Cisco creates architecture to improve security and sell you new switches
        Simon Sharwood

        Hypershield detects bad behavior and automagically reconfigures networks to snuff out threats Cisco has developed a product called Hypershield that it thinks represents a new way to do network security.... 

      

      
        Europe gives TikTok 24 hours to explain 'addictive and toxic' new app
        Simon Sharwood

        Commissioner Thierry Breton likens click-to-earn version to cigarettes The European Commission on Wednesday gave TikTok 24 hours to explain the risk assessment procedures it used before launching a version of the made-in-China app that rewards users for using it in certain ways....

      

      
        Singapore infosec boss warns China/West tech split will be bad for interoperability
        Laura Dobberstein

        When you decide not to trust a big chunk of the supply chain, tech (and trade) get harder One of the biggest challenges Singapore faces is the potential for a split between tech stacks developed and used by China and the West, according to the island nation's Cyber Security Administration (CSA) chief executive David Koh....

      

      
        Mars helicopter sends final message, but will keep collecting data
        Simon Sharwood

        One last software update installed safely, reconfigured it as 'stationary testbed' NASA's Ingenuity Mars Helicopter concluded its mission on Tuesday, sending a final signal in its role as a companion to the Perseverance Rover....

      

      
        Taiwanese film studio snaps up Chinese surveillance camera specialist Dahua
        Laura Dobberstein

        Stymied by sanctions, it had to go ... but where? Chinese surveillance camera manufacturer Zhejiang Dahua Technology, which has found itself on the USA's entity list of banned orgs, has fully sold off its stateside subsidiary for $15 million to Taiwan's Central Motion Picture Corporation, according to the firm's annual report released on Monday....

      

      
        Software glitch saw Aussie casino give away millions in cash
        Simon Sharwood

        Nobody cared enough to check why audits were out of whack A software glitch at Star Casino in Sydney, Australia, saw it inadvertently give away millions in cash without realizing it - for weeks.... 

      

      
        HPE sues China's Inspur Group over server patents
        Thomas Claburn

        Middle Kingdom biz accused of IP theft and changing names to evade sanctions Hewlett Packard Enterprise has filed a lawsuit against Inspur Group, China's largest server maker, for allegedly violating five of its server technology patents....

      

      
        Hugely expanded Section 702 surveillance powers set for US Senate vote
        Jessica Lyons

        Opponents warn almost anyone could be asked to share info with Uncle Sam On Thursday the US Senate is expected to reauthorize the contentious warrantless surveillance powers conferred by Section 702 of the Foreign Intelligence Surveillance Act (FISA), and may even strengthen them with language that, according to US Senator Ron Wyden (D-OR), "will force a huge range of companies and individuals to spy for the government."...

      

      
        Snowmobile, Amazon's truck-powered migration service, reaches the end of the road
        Tobias Mann

        Demand for bulk storage on wheels turned out to be wan Amazon Web Services is abandoning its fleet of Snowmobile data haulers, the trucks packed with petabytes of spinning disks designed to get large enterprises into the cloud....

      

      
        Uncle Sam earmarks $54M of CHIPS funding for small-biz semiconductor boffinry
        Brandon Vigliarolo

        Up to 24 outfits to bag taxpayer cash for projects 'developing a viable product or service' for US chip industry Small businesses wishing they could get their hands on some of those billions of dollars in semiconductor funding being doled out as part of America's CHIPS Act are in luck, as the White House has set aside $54 million for tiny firms with big ideas....

      

      
        Psst, hey. It's the NSA. You want some AI security advice?
        Thomas Claburn

        You can trust us, we're the good guys The NSA has released guidance to help organizations protect their AI systems and better defend the defense industry.... 

      

      
        America may end up with paid-for 5G fast lanes under net neutrality anyway
        Dan Robinson

        Damn you, network virtualization A law professor is warning a proposed reintroduction net neutrality in the US will allow cellular networks to create "fast lanes" for some applications, and that this undermines the entire net neutrality principle....

      

      
        ASML ships another high NA EUV lithography machine to mystery client
        Matthew Connatser

        The cutting-edge chipmaking tool for a secret customer Dutch semiconductor toolmaker ASML has shipped its second-ever high numerical aperture (NA) extreme ultraviolet (EUV) lithography machine to an undisclosed customer....

      

      
        Kremlin's Sandworm blamed for cyberattacks on US, European water utilities
        Jessica Lyons

        Water tank overflowed during one system malfunction, says Mandiant The Russian military's notorious Sandworm crew was likely behind cyberattacks on US and European water plants that, in at least one case, caused a tank to overflow....

      

      
        Boston Dynamics' humanoid Atlas is dead, long live the ... new commercial Atlas
        Brandon Vigliarolo

        If the plan was to make this all-electric droid look mildly terrifying, mission accomplished Video  Atlas, the humanoid robot that's been a centerpiece of Boston Dynamics' robot lineup for nearly a decade, has been retired. In its place is, well, Atlas - an all-electric version designed for commercial use. ...

      

      
        Are we in a cost of technology crisis? Our vultures think so
        Iain Thomson

        Won't somebody please think of the shareholders Kettle  The price of everything is going up because corporations gotta corp and produce record profits year after year. That means you and I are expected to cough up more.... 

      

      
        Future Roku TVs may inject tailored ads into anything and everything when you pause
        Matthew Connatser

        Muted the audio? That's an advert. Paused a video? That's an advert Updated  Will Roku TVs of the future throw up targeted ads on the screen whenever you pause a video? We hope not but......

      

      
        NASA confirms nuclear-powered Dragonfly drone is going to Titan
        Richard Speed

        Whew! Relief for boffins as rotorcraft slated to arrive at Saturn moon in 2034 NASA has finally confirmed its Dragonfly rotorcraft mission will be heading to Titan, one of Saturn's Moons, meaning the team behind the project can finalize its design and get to work building the spacecraft....

      

      
        Intel's neuromorphic 'owl brain' swoops into Sandia labs
        Tobias Mann

        Hala Point system crams more than a thousand neurochips into a 6U chassis to tackle real-time AI Intel Labs revealed its largest neuromorphic computer on Wednesday, a 1.15 billion neuron system, which it reckons is roughly analogous to an owl's brain....

      

      
        Devaluing content created by AI is lazy and ignores history
        Mark Pesce

        The answer is not to hide from ML, but to be honest about it Column  It's taken less than eighteen months for human- and AI-generated media to become impossibly intermixed. Some find this utterly unconscionable, and refuse to have anything to do with any media that has any generative content within it. That ideological stance betrays a false hope: that this is a passing trend, an obsession with the latest new thing, and will pass....

      

      
        Global IT spending forecast to reach $5.0T this year
        Lindsay Clark

        Comms services and AI contributing to increase, but vendors are taking 'risks' Gartner expects global IT spending to grow 8 percent in 2024 to $5.06 trillion in a revised forecast from the 6.8 percent uptick which the analyst predicted in January....
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    House passes bill banning Uncle Sam from snooping on citizens via data brokers

    
Vote met strong opposition from Biden's office    


    
        By 
Connor Jones        
    

    
        Posted in Security,
        
            18th April 2024 17:29 GMT
        
    


    
A draft law to restrict the US government's ability to procure data on citizens through data brokers will progress to the Senate after being passed in the House of Representatives.
The Fourth Amendment Is Not For Sale Act (H.R.4639) was passed on Wednesday by a narrow 219-199 majority vote, despite fierce opposition from the White House.
The bill aims to ban the US government from purchasing data on Americans from data brokers, which currently serves as an alternative means to gather information without a warrant.
The issue has drawn much attention in recent years and the bill has divided both parties, including the Biden administration, which released a fresh statement on Tuesday strongly opposing it.
The White House's main argument against the ban is that being able to procure commercially available information (CAI) from data brokers is crucial for intelligence agencies and law enforcement.
It also argues that by banning the government from using data brokers and not any other type of entity, it does little to protect the privacy of US citizens, all while threatening national security.
The statement [PDF] reads: "The Administration has taken, and continues to take, comprehensive steps to address legitimate privacy concerns related to the unregulated proliferation of commercially available information, including Administration action to protect sensitive health and location information, and President Biden's recent Executive Order to protect Americans' sensitive personal data from countries of concern.
"The Administration looks forward to working with Congress on the responsible collection, retention, and use of commercially available information in ways that protect both privacy and national security."
Obtaining information on US citizens, such as where they work or who they're associated with, has required federal agencies to obtain a warrant per the Fourth Amendment.
However, certain agencies such as the Internal Revenue Service (IRS) and the NSA have been circumventing citizens' constitutional rights by purchasing data from specialized brokerages, hiding behind the excuse that this data was voluntarily handed over.
The IRS was previously caught grabbing cellphone location data via a contractor and used that same excuse to justify its actions, for example.
Duke University researchers also investigated the Department of Defense's use of data brokers last year, publishing all the details in November, an excerpt of which revealed US military personnel and their families' CAI was being sold for as little as $0.12 per record.
The American Civil Liberties Union (ACLU) is a strong proponent of the bill, arguing that people's data is often being collected through the mobile apps they use every day, all without them being fully aware of the practice.
"The bipartisan passage of this bill is a flashing warning sign to the government that if it wants our data, it must get a warrant," said Kia Hamadanchy, senior policy counsel at ACLU.
"We hope this vote puts a fire under the Senate to protect their constituents and rein in the government's warrantless surveillance of Americans, once and for all."
US surveillance in the spotlight
Surveillance-related bills have been flying through Congress. Just last month we saw the House pass a separate bill that placed data brokers in the limelight, but this time the proposals aim to ban the sale of broker data to foreign adversaries.


	Reform of USA's Section 702 spying rule may make it to a vote this week


	Congress votes unanimously to ban brokers selling American data to enemies


	US and Europe try to tame surveillance capitalism


	'Scandal-plagued' data broker tracked visits to '600 Planned Parenthood locations'


The Protecting Americans' Data from Foreign Adversaries Act of 2024 was introduced in March, at the same time as the bill that proposed a TikTok ban, and in contrast to H.R.4639 received unanimous approval (414-0) from representatives.
Speaking to The Register at the time, a spokesperson for the House Energy and Commerce Committee said there were no publicly available examples of enemies purchasing US data from brokers.
However, a declassified report [PDF] from the Office of the Director of National Intelligence (ODNI) in 2022 mentions that a "large and growing amount" of CAI could be abused by foreign powers.
Today, the Senate is expected to uphold a House vote from last week that would see an expansion of powers afforded to intelligence agencies under Section 702 of the Foreign Intelligence Surveillance Act (FISA).
April 12 saw the House pass the Reforming Intelligence and Securing America Act (RISAA) [PDF], which plans to reinstate FISA's Section 702.
These rules are for US intelligence agencies and permit warrantless spying on communications of non-US nationals living outside of the country for the purposes of national security. If those communications also happen to include US citizens, the data is then passed into a database shared by the FBI, CIA, NSA, and National Counterterrorism Center (NCTC) which each can query without the need for a warrant.
Before the RISAA bill was passed, an amendment that would have banned warrantless surveillance of US citizens failed to pass a split (212-212) vote.
Another amendment, which would broaden the definition of electronic communications service providers, the subjects of Section 702 data requests, passed without issue. It means if the bill becomes law, US intelligence agencies will have a broader selection of organizations from which they can extract information.
The proposed expansion of powers have been opposed by groups such as the Electronic Frontier Foundation and ACLU, which comes as little surprise given the historic abuses of FISA powers that have been publicized, some of which were on a huge scale. (r)
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    October 2025 will be a support massacre for a bunch of Microsoft products

    
Not just Windows 10. Don't forget about Exchange Server, Skype for Business, and all those Office installations    


    
        By 
Richard Speed        
    

    
        Posted in Software,
        
            18th April 2024 16:45 GMT
        
    


    
Windows 10 isn't the only Microsoft product due for the chop next year - end of support also beckons for Office 2016, 2019, and a swathe of productivity servers.
October 14, 2025, is the date. Most versions of Windows 10 are set to be retired by then, and Microsoft and its hardware partners are keen to get users onto Windows 11. However, a raft of productivity apps are also due to drop out of support, meaning a double or triple whammy for administrators dealing with upgrades.
While nothing will stop working immediately, the Windows vendor warned that after this end date, "Microsoft will no longer provide security fixes, bug fixes, or technical support."
"Using products after end of support leaves your organization vulnerable to potential security threats, productivity losses, and compliance issues."
Microsoft would also like customers to make use of its cloud services. Its preferred option would be a sign up for something like its E3 subscription for continuous support and updates.
However, this isn't an option for all. The brave souls running Exchange Server on-premises are particularly affected. Exchange 2019 runs out of support next year, but there remains no replacement.
In 2022, Microsoft said the next version of the server would turn up in the second half of 2025. It was originally planned for 2021, but Microsoft said: "Unfortunately, 2021 had other plans for Exchange Server. In March 2021, we confronted a serious reality: state sponsored threat actors were targeting on-premises Exchange servers."
Since then, Microsoft has focused on patching vulnerabilities within Exchange Server but has steadfastly refused to change the end of support date. On the plus side, when the next version is released, Microsoft has promised to extend support beyond October 14, 2025.
Skype for Business Server 2019 is also due to retire on October 14, 2025, although in 2022 Microsoft said it would "remain committed to supporting Skype for Business Server" beyond that date.


	Admin alert: Copilot app lands on Windows Server 2022


	Microsoft to tackle spam by restricting Exchange Online bulk email


	AI gold rush continues as Microsoft invests $1.5B in UAE's G42


	Microsoft to use Windows 11 Start menu as a billboard with app ads for Insiders


Microsoft also announced at the Ignite 2020 event that it planned to release a versionless on-premises solution dubbed vNext, saying that the upgrade from Skype for Business 2019 to vNext would be smooth, and the new server would be "the easiest path to migrate users to Teams in the future."
In 2023, analyst Directions on Microsoft asked a simple question: "Where is Skype for Business vNext?"
A good question, and one that some organizations have taken upon themselves to answer by migrating to a different platform. Swedish authorities are, for example, looking for an alternative.
We asked Microsoft about the whereabouts of Skype for Business vNext and will update should the company have any information to share.
All of which highlights the risk facing Microsoft with so many products coming to the end of support. While the company hopes and expects most customers to have moved to a subscription model and continuous support, there is also a possibility that those same customers might take this opportunity to consider alternatives. (r)
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    Korean researcher details scheme abusing Apple's third-party pickup policy

    
Criminals make lucrative use of stolen credit cards    


    
        By 
Laura Dobberstein        
    

    
        Posted in Cyber-crime,
        
            18th April 2024 16:00 GMT
        
    


    
Speaking at Black Hat Asia on Thursday, a Korean researcher revealed how the discovery of one phishing website led to uncovering an operation whose activities leveraged second-hand shops and included using Apple's "someone-else pickup" method to cash in.
Working with another researcher, the Financial Security Institute of South Korea's Gyuyeon Kim stumbled upon a phishing payment widget in an online store in September 2022. The duo contacted the site to remove it, but found it again in another online store. Analyzing the commonalities between the website led them to find the server side was redirecting users to the phishing page upon checkout.
They eventually uncovered more than 50 online stores with that same phishing page. Further analysis led them to find upwards of 8,000 stolen credit cards and 5 million stolen pieces of personal information.
"The ultimate objective of this operation was financial gain," explained Kim, adding that these attackers didn't just rely on selling card information, they also engaged in luring unwitting participants in their scam from second-hand shop scams.
In one of their second-hand shop schemes, the miscreants offered Apple products at a discounted price. Once the purchase was agreed upon, the scammer would make a purchase with a stolen credit card and designate the buyer as the designated third party allowed to pick up the item.
As this scheme involved luring people on second-hand trading platforms using Apple products, similar to the story of Snow White and the Seven Dwarves, the operation earned the name "Poisoned Apple."
While Poisoned Apple targeted residents of Korea and Japan between 2021 and 2023, the criminals behind the campaign are believed to have been scheming since 2009 and are still at large.
The researchers believe the baddies are based in China, as they've left breadcrumbs along the way, such as registering a domain through a Chinese ISP.
The researchers also found writing on the dark web in simplified Chinese that was attributed to an email address which was left behind, presumably by mistake, in the source code.
The entire operation was unravelled in part when the researchers discovered a web server, which was utilized for storing scripts and to collect stolen information. They used the Cloudflare CDN service to hide layers of IP address, but they made a mistake by installing overshare on their own server, which exposed the real IP address.


	World is finally buying more phones and prices are rising


	The way Apple, Alphabet implemented DMA rules 'seems to be at odds' with law


	The iPhone 15 has a Goldilocks issue: Too big or too small. Maybe a case will make it just right


	Thieves smash hole in wall to nab $500K in Apple iKit


Kim pointed out one notable aspect of the scam is weaponizing Korean online payment systems, which she believes is more secure compared to other countries.
"In other countries, online transactions only require credit card details like card number, expiration date and CVC. Korea requires additional authentication procedures. Authentication here involves various information such as card pin, additional passwords, mobile and even ID number," stated Kim.
"This will tell you they must have a deep understanding of Korea's online payments," she added.
The Register has contacted Apple to understand if it is taking any action to prevent abuse of the third-party pickup designation policy and will report back if there is substantial response. (r)
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    911 goes MIA across multiple US states, cause unclear

    
Some say various cell services were out, others still say landlines were affected. What just happened?    


    
        By 
Brandon Vigliarolo        
    

    
        Posted in Networks,
        
            18th April 2024 15:31 GMT
        
    


    
Updated Widespread 911 outages in the US appear to have mostly been resolved, but that doesn't mean the cause is clear.
Reports began coming in last night that 911 services were down across the states of Nebraska and South Dakota, with parts of Texas and Nevada - including the city of Las Vegas - experiencing outages as well.
Del Rio, Texas, police chief Frank Ramirez told The Register that his department's outage was restricted to calls from just one carrier, T-Mobile, and that other service providers tested were able to get through without issue. As of this morning, Ramirez told us service has been restored.
But the opposite experience was the case in Nebraska, where the Chase County Sheriff's Office said 911 was down across the state "for all cellular carriers except T-Mobile." Landlines, the Sheriff's Office said, were unaffected.
Travel over to Las Vegas, and things were different there too. According to Las Vegas police, cellphone users were able to call the department, but not get through. "Dial 911 on a mobile device, and we will be able to see your number and will call you back right away," LVMPD said.
Unlike Nebraska's outage, 911 calls from landlines were reported to not be working in Las Vegas.
The Register contacted all of the law enforcement agencies that released statements on outages, but only heard back from Del Rio PD. Additional reports of 911 outages in other states could not be confirmed.
We also approached T-Mobile, Verizon, and AT&T to see if disruptions in their networks were behind the outages. Only Verizon responded, stating that its network was unaffected. That said, Verizon told us that some of its customers may have been affected if law enforcement centers were the source of the issue, but added that it hadn't received any reports from customers.
Ramirez told us his department hasn't been in contact with T-Mobile.


	Comms watchdog to probe errors that left Brits unable to make emergency calls


	Datacenter outages are on the decline, but when they hit, they hit hard


	CEO of UK's National Grid warns of datacenters' thirst for power


	Tech trade union confirms cyberattack behind IT, email outage


This wouldn't be the first time an issue at a cellular carrier had led to a 911 outage, with AT&T incorrectly updating a whitelist in 2017 leading to a five-hour outage across the US. Tech vendors have also been responsible for difficulties in reaching emergency services, with Google patching an issue with Pixel smartphones in 2022 that left some owners unable to call 911 when certain third-party apps were installed.
There's also been speculation that the outage may be related to a cyberattack, though there's no indication that's the case.
Nonetheless, the disruption was timed just after news broke of a Department of Homeland Security (DHS) assessment published earlier this month which found that 911 services were ripe targets for cyberbaddies.
According to ABC News' reading of the DHS report, emergency service providers have already been disrupted by ransomware attacks, and attackers are likely to find valuable information hosted on systems controlled by law enforcement and other agencies. (r)
Updated to add
After hearing from the South Dakota Department of Public Safety that the issue may have been related to 911 service provider Lumen Technologies, we asked the company, which confirmed the issue.
"On April 17, some customers in Nevada, South Dakota, and Nebraska experienced an outage due to a third-party company installing a light pole - unrelated to our services. We restored all services in approximately two and a half hours," Lumen global issues director Mark Molzen told The Register.
Lumen told us it does not provide 911 services in Texas, meaning the issue with T-Mobile in Del Rio is likely unrelated and serendipitously timed. Even though this outage may not have directly been Lumen's fault, its 911 service hasn't been without controversy.
In 2021 Lumen paid the Federal Communications Commission $3.8 million to settle charges it "failed to deliver 911 calls and failed to timely notify Public Safety Answering Points during a 911 outage," the FCC said previously.
"When you call 911 in an emergency, it is vital that call goes through," FCC chair Jessica Rosenworcel said in a statement about the recent outage. "The FCC has already begun investigating the 911 multi-state outages that occurred last night to get to the bottom of the cause and impact."
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    TSMC expects customers to pay more for chips fabbed overseas

    
It'll be pricier, but there are geopolitical benefits, says CEO    


    
        By 
Matthew Connatser        
    

    
        Posted in Systems,
        
            18th April 2024 15:00 GMT
        
    


    
TSMC boss C C Wei says customers who want to fabricate in the chip giant's non-Taiwan facilities will need share the cost by paying more.
During the Q&A part of TSMC's Q1 earnings call, an analyst asked the CEO how the world's largest chip contract maker would cope with rising expenses, such as electricity, in order to achieve the targeted 53 percent gross margin in 2025.
The analyst suggested that if the cost of doing business was going up and could erode gross margin, the only way to offset that would be to perform price hikes.
Although Wei said he couldn't disclose pricing strategies as such information is confidential, he did elaborate on how pricing would work at fabs with higher operation expenses. "We do encounter some kind of higher cost in the overseas or even recently, the inflation and the electricity."
"We expect our customers to share some of the higher cost with us, and we already started our discussion with our customers," he continued, confirming that higher production costs would be at least partly funded by higher prices.
Customers, however, wouldn't be paying more and getting nothing in return, claimed Wei.
"As I said, for the overseas fab, we want to share our value, which also includes the flexibility of geopolitical location or something like that," he said. "If my customer requests to be in some certain area, then definitely, TSMC and the customer has to share the incremental cost."


	Dell shaves months off lead times for GPU-powered AI servers


	TSMC sees semiconductor bounce as Q1 revenues rise 16.5%


	TSMC scores $11.6B funding infusion for Arizona fabs, now plans for third plant


	TSMC shrugs off impact of Taiwan earthquake


Geopolitics are a chief reason why TSMC is setting up shop in the US in the first place, in spite of American fabs being more expensive. China has claimed Taiwan rightfully belongs under its control ever since the end of the Chinese Civil War in 1949, which ended with the Chinese Communist Party establishing the People's Republic of China on the mainland, and the exile of the Nationalist or Kuomintang-led Republic of China to Taiwan.
Although China has never made a full-blown attempt to seize Taiwan and dismantle its rival once and for all, fears of a Chinese invasion have increased in recent years, especially since Taiwan became an extremely important strategic asset thanks to TSMC's cutting-edge fabs. A successful invasion may cut off the West from TSMC's chips, but even a failed attempt could cause serious damage.
That's essentially the geopolitical value Wei refers to with overseas fabs, because they're probably not going to be the target of military operations any time soon. Of course, since building fabs in places like the US isn't the best choice financially, TSMC has received billions of dollars in subsidies.
Wei didn't specify exactly how much more expensive its fabs abroad would be, but considering TSMC probably wouldn't have built them without receiving $11 billion in grants and loans, we can guess the difference could be quite substantial. (r)
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    NASA will send astronauts to patch up leaky ISS telescope

    
Thermal shield damage is screwing with daytime observations of X-ray bursts    
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NASA is sending astronauts out to fix an X-ray telescope on the International Space Station (ISS) after the instrument developed a "light leak."
The telescope in question is the Neutron star Interior Composition Explorer (NICER), which collects X-ray measurements. In May 2023, scientists found that the instrument had developed a "light leak" in which unwanted sunlight enters the instrument during daytime observations.
To mitigate the problem, the NICER team limited daytime observations to objects far away from the Sun's position in the sky and uploaded commands to lower the sensitivity of the telescope during the orbital day. Nighttime observations were unaffected.
Despite the measures taken, the data collected continued to be impacted by the light leak.
NICER was launched on a SpaceX Falcon 9 as part of the CRS-11 ISS resupply mission in 2017. It is an attached payload that was installed robotically, and deployed on June 15, 2017. The telescope has 56 aluminum X-ray concentrators, each with a set of mirrors. In front of the concentrator are thermal shields to block out sunlight.
It appears that some of the shields have been damaged, although the cause is unclear.
The problem is that NICER was never designed for mission servicing, even though it is attached to the ISS. "The possibility of a repair has been an exciting challenge," said Keith Gendreau, NICER's principal investigator.
The plan is to slot five wedges into the sunshades above the areas of greatest damage and lock them into place. The equipment will be launched on Cygnus NG-21, Northrop Grumman's resupply freighter for the ISS, later this year.
"While we worked hard to ensure the patches are mechanically simple, most repair activities in space are very complicated," said Steve Kenyon, NICER's mechanical lead. "We've been conducting tests to confirm the repair work will be both an effective fix for NICER's light leak and completely safe for the astronauts on the spacewalk and the space station."


	NASA confirms Florida house hit by a piece of ISS battery pack


	Grab a helmet because retired ISS batteries are hurtling back to Earth


	Want to be a NASA astronaut? Applications are open


	NASA extinguishes experiment about setting things on fire in space


NICER will be the fourth science observatory that NASA has risked astronauts to repair. The others include the Hubble Space Telescope, the Alpha Magnetic Spectrometer (AMS) - also attached to the ISS, and the Solar Maximum Mission. The latter was captured and repaired during a Space Shuttle Challenger mission 40 years ago.
While astronauts have regularly clambered around the exterior of the ISS to perform maintenance and assembly, there are risks involved, particularly when dealing with equipment that was not designed to be serviced.
More than half a century ago, astronauts Pete Conrad and Joe Kerwin ventured outside Skylab with an improvised tool to free a jammed solar array beam, which sprang into place, nearly pulling them into space but for their tethers.
The Skylab mission went on to be a huge success, but the spacewalk was also a demonstration of the risks and rewards of having astronauts fix equipment that was never designed for it. (r)
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    185K people's sensitive data in the pits after ransomware raid on Cherry Health

    
Extent of information seized will be a concern for those affected    
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Ransomware strikes at yet another US healthcare organization led to the theft of sensitive data belonging to just shy of 185,000 people.
Michigan-based Cherry Health reported a data breach to regulators on Wednesday caused by a ransomware attack back in December 2023.
The health center, which operates across six counties within the state, also revealed the scale of the sensitive data stolen by the group. In addition to names, email and home addresses, phone numbers, and dates of birth, data that could be used to increase the perceived legitimacy of a phishing campaign was also gathered:

	

Health insurance information




	
Health insurance ID number




	
Patient ID number




	
Provider name




	
Service date




	
Diagnosis/treatment information




	
Prescription information




	
Financial account information and/or social security numbers




All of these data points were mentioned in a template notification letter [PDF] prepared for bulk distribution. However, Cherry Health's report to the Office of the Maine Attorney General suggests that simply listing "financial account information" may have been underplaying the severity here.
The filing in Maine mentioned bank account or credit/debit card numbers were stolen in combination with one of the following: security code, access code, password, or PIN for the account.


	MGM says FTC can't possibly probe its ransomware downfall - watchdog chief Lina Khan was a guest at the time


	Change Healthcare's ransomware attack costs edge toward $1B so far


	Change Healthcare faces second ransomware dilemma weeks after ALPHV attack


	Nearly 1M medical records feared stolen from City of Hope cancer centers


The healthcare organization said in the letter: "We take the privacy of information in our care very seriously. At this time, there is no evidence that any of your information has been, or will be, misused. In an abundance of caution, we are providing you information about the incident, our response, and steps you can take to further protect your information should you feel it is necessary to do so.
"On December 21, 2023, Cherry Health experienced a network disruption, that affected our ability to access certain systems. Upon learning of this, we immediately began an investigation with the support of third-party specialists. Through the investigation, we learned that some data we maintain was accessed improperly. We then took steps to determine the types of information that were at risk and the individuals to whom it pertained. On March 25, 2024, this process was completed, and we worked to notify you as soon as possible."
Individuals caught up in the data breach have been offered the requisite 12 months of credit monitoring, and according to the HTML in the letter template, it seems some may be offered up to 24 months.
The attack type was listed as ransomware, but no criminal crew has yet stepped forward to claim responsible.
However, in common ransomware scenarios, stolen data is used as leverage to extort a victim. If they pay, the data doesn't get published - it's known as the double extortion method, which has proven quite successful for criminals in recent years.
The attack comes fresh off the heels of the massively disruptive incident at Change Healthcare, which this week was revealed to have cost parent company UnitedHealth $872 million in remediation costs to date. (r)
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    Admin alert: Copilot app lands on Windows Server 2022

    
AI assistant turned up via an Edge update. It was an accident. This time...    
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Microsoft's Copilot obsession has continued with the AI assistant unexpectedly arriving on Windows Server 2022 this week, in a situation the software giant is calling an "incorrect install."
First spotted by Windows Latest, the Copilot app turned up as part of a Microsoft Edge update rather than the full-fat incarnation that emerged in Windows Server 2025 recently.
The addition of Copilot to pre-release Windows Server 2025 desktops some weeks back generated an "I dunno" shrug when we asked company insiders about what might have happened. The install to Server 2022 via Edge is a bit more stealthy; it apparently only shows up in the Apps & Features area of Settings. There's precious little else on the desktop to indicate Copilot's presence.
The installation appears to have been accidental - Windows Server 2022 is not a targeted platform for Copilot (at least, not yet) - and the package doesn't seem to do anything. It should be removed from the server operating system as part of a future Edge update, Microsoft said, adding that the chat provider for Copilot in Windows component would be removed from devices where it is "not intended to be enabled or installed".
Microsooft confirmed: "This includes most Windows Server devices."
The software giant said yesterday that the problem began with updates to Edge browser version 123.0.2420.65 (March 28, 2024 and later), which it admitted might "incorrectly install" the relevant "package (MSIX) called 'Microsoft chat provider for Copilot in Windows' on Windows devices."
Seeking to reassure users, Microsoft added: "It is important to note that the Microsoft chat provider for Copilot in Windows does not execute any code or process, and does not acquire, analyze, or transmit device or environment data in any capacity."
The incident, however, will do little to soothe administrators' rattled nerves. While desktop editions of Windows might be subject to an odd accident or two, the server edition is usually more robust. An accidental installation of something that many administrators cannot remove without diving into the Group Policy editor is not a great look.
Copilot has been cropping up across Microsoft's product line-up in recent months. The company has gone so far as to add a Copilot key to Windows 11 keyboards in order to trigger the "Copilot Experience," although the company's server software has been spared up until now.


	Logitech intros free tool for ChatGPT prompts... plus a mouse with an AI button


	Devaluing content created by AI is lazy and ignores history


	Microsoft hikes Dynamics 365 prices by around ten percent or more


	Microsoft hiring Inflection team triggers interest from EU's antitrust chief


For the time being, the arrival of Copilot via Edge in Windows Server 2022 appears to have been accidental, and the brief appearance of the assistant in a Windows Server 2025 preview build was hopefully no more than someone clicking the wrong option in a build tool.
However, the direction of travel is clear. Microsoft sees AI as a key differentiator for its products. As such, it is tough to imagine that there is not a marketing team somewhere within the company looking very hard at the server lineup.
While Copilot arriving with Edge on Server 2022 might have been an accident this time, it cannot be long before a perky assistant pops up with an offer to administrators: "It looks like you're trying to Server. Do you want some help with that?" (r)
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    Micron scores $6.1B CHIPS Act cash for New York and Idaho fabs

    
Memorymaker to park mega plant in Syracuse, says senator    


    
        By 
Dan Robinson        
    

    
        Posted in Systems,
        
            18th April 2024 13:02 GMT
        
    


    
Memory chipmaker Micron looks set to be the next recipient of US government subsidy cash with $6.1 billion heading its way to help fund new-build semiconductor plants.
The Boise, Idaho company is one of the three largest memory chip suppliers in the world, so was always a prime candidate for Washington's CHIPS and Science Act handouts aimed at boosting semiconductor production on US soil.
Now, a report in the Associated Press claims that Micron's award has been confirmed by Senate Majority Leader Chuck Schumer. He is Senator for New York State, where Micron plans to build a "mega fab" for memory chip production.
"It will be the biggest memory chip plant in America," Schumer said. "For the Syracuse area, this is the best thing that's happened probably since the Erie Canal."
The newswire also claims to have confirmation from a senior Biden administration official who requested anonymity, as the award is understood to be due for official announcement next week.
We asked the US Department of Commerce and Micron for comment, but neither was available to respond at the time of publication.
Micron disclosed its plans in 2022 to invest $100 billion over a 20-year period into a chip fabrication plant to be sited near the town of Clay in Onondaga County, New York. The company claimed at the time it would cover a total of 2.4 million square feet (222,967 square meters), approximately the size of 40 US football fields (or 55 British ones.)
The first $20 billion phase of investment in this mega fab is scheduled for later this decade, with Micron said to be getting additional local support in the shape of $5.5 billion over the life of the project from the state of New York, and the town of Clay and Onondaga County offering what is termed "key infrastructure support."
Micron has also begun construction of another US memory production facility alongside its research and development site at the Boise, Idaho headquarters. The company hailed this as the nation's first new memory manufacturing fab in 20 years, and said it aims to spend $15 billion on bringing the site into use. Cleanroom space in the new fab is expected to come online in phases starting in 2025, with DRAM production ramping up over the second half of this decade.
The news of Micron's award follows a string of similar announcements from the Commerce Department. This month, Samsung scored $6.4 billion to expand its Texas operations, while TSMC landed $6.6 billion in direct funding and an allowance for $5 billion in loans for fabs it is building in Arizona. Last month, it was announced that Intel is to get $8.5 billion in direct funding and up to $11 billion in loans.


	ASML ships another high NA EUV lithography machine to mystery client


	Micron says it's first to QLC NAND with over 200 layers


	Where there's a will, there's Huawei to develop one's own chipmaking kit


	US, Japan announce joint AI research projects funded by Nvidia, Microsoft, others


This week, Micron revealed it has begun mass producing 232-layer QLC NAND flash chips, claiming to be the first memory manufacturer to break the 200-layer mark. The company also announced revenue of $5.82 billion for its fiscal Q2 2024 ended February 29, up more than 50 percent year-on-year as the industry recovers from a slump in memory demand.
However, Micron also faces an inquiry into the potential impact on the local environment of its proposed New York mega fab. The scrutiny is set to come from the US Army Corps of Engineers as a condition associated with the company's application for CHIPS and Science Act funding. (r)
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    Google laying off staff again and moving some roles to 'hubs,' freeing up cash for AI investments

    
Restructure of finance teams will see some leave, and other roles created in Mexico City, Bangalore, and US cities    
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Google is again firing the redundancy cannon for the second time this year, with a restructure being pushed through and teams in the finance and real estate units of the business understood to be impacted.
The headcount cuts are being reported as "pretty large-scale" with some roles being moved abroad, including to lower cost job locations - borrowing from the playbook used by many legacy tech services vendors. Numbers have not been confirmed.
Ruth Porat, CFO at Google parent Alphabet, told staff in a memo - seen by CNBC - that the plan is to create hubs to centralize ops for finance teams in Bangalore, Mexico City, Dublin, Chicago, and Atlanta.
"Over the past year, we have talked about creating hubs of Fin'ooglers around the world that are vibrant and have a strong culture," she states in the memo. "This strategy will help us be a more efficient organization and enables us to run 24 hours a day while respecting Fin'ooglers' worktimes."
"We are sad to say goodbye to some talented teammates and friends we care about, and we know this change is difficult."
Via the memo, Porat states that the tech industry is in the "midst of a tremendous platform shift with AI" and so putting more resources behind this makes sense to upper management at Google.
"As a company, this means we have the opportunity to make more helpful products for billions of users and provide faster solutions to our customers, but it also means we collectively have to make tough decisions, including how and where we work to align with our highest priority areas."
Google hasn't put a figure on the exact number of people who will be shown the exit door, but one thing is for sure: it won't be on the same scale as in 2023 when 12,000 heads rolled. The company employed 182,502 staff at the end of last year.
A spokesperson for Google told The Register via an emailed statement:
"As we've said, we're responsibly investing in our company's biggest priorities and the significant opportunities ahead. To best position us for these opportunities, throughout the second half of 2023 and into 2024, a number of our teams made changes to become more efficient and work better, remove layers and align their resources to their biggest product priorities.
"Through this, we're simplifying our structures to give employees more opportunity to work on our most innovative and important advances and our biggest company priorities, while reducing bureaucracy and layers."
In January, Google waved goodbye to 1,000 employees including team members operating in the core engineering group, the Google Assistant biz, Devices and Services, YouTube and even the advertising unit.
Alphabet CEO Sundar Pichai warned that more cost cutting was coming to free up cash for other priorities.


	Tesla decimates staff amid ongoing performance woe


	Apple cuts hundreds of jobs after ditching the car project and more


	Tough luck, bosses, AI is coming for your job, too


	AWS severs connection with several hundred staff


Workers at Google aren't used to the events of the past 15 months: Google announced 12,000 redundancies in January, equating to six percent of the workforce. It hired more than 60,000 people during the early years of the pandemic and said the "business reality" no longer justified the headcount.
Google wasn't alone in making cuts after over-hiring, as Microsoft, Amazon, Meta and many others also initiated widespread redundancy programs. Some 263,000 + people lost their job in the tech industry last year. The pace of cuts has slowed, but this is scant consolation to anyone on the receiving end of notification of redundancy.
Alphabet reported net profit of $73.8 billion in calendar 2023, up from $59.96 billion in the prior year. Revenue grew nine percent to $307.39 billion. (r)
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    EU tells Meta it can't paywall privacy

    
Platforms should not confront users with 'binary choice' over personal data use    
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The EU's Data Protection Board (EDPB) has told large online platforms they should not offer users a binary choice between paying for a service and consenting to their personal data being used to provide targeted advertising.
The EDPB opinion [PDF] published yesterday addresses whether it is valid in terms of data protection law to process personal data for the purposes of behavioral advertising in the context of "consent or pay" models as introduced by Meta.
It followed requests by the Dutch, Norwegian, and Hamburg Data Protection Authorities and complaints about Meta, the social media company that owns Facebook, WhatsApp, and Instagram.
"Most users consent to the processing in order to use a service, and they do not understand the full implications of their choices," EDPB chair Anu Talus said in a statement.
The request from data protection authorities followed complaints by consumer and privacy organizations about Meta's decision to introduce a so-called "pay or okay" model.
In October last year, the social media giant said it would be possible to pay Meta to stop Instagram or Facebook feeds of personalized ads and prevent it from using personal data for marketing for users in the EU, EEA, or Switzerland.
Meta then announced a subscription model of EU9.99/month on the web or EU12.99/month on iOS and Android for users who did not want their personal data used for targeted advertising.
EDPB said, in the majority of instances, it would not comply with the legal requirements for valid consent in the use of personal data if they confront users only with a choice between consenting to the processing of personal data for behavioral advertising purposes and paying a fee.
"In most cases, it will not be possible for large online platforms to comply with the requirements for valid consent if they confront users only with a binary choice," the opinion said.


	96% of US hospital websites share visitor info with Meta, Google, data brokers


	Next-gen Meta AI chip serves up ads while sipping power


	Lawsuit claims Meta hobbled Facebook Watch to help Netflix


	Meta accused of snarfing people's Snapchat data via traffic decryption


But a Meta spokesperson said: "Last year, the Court of Justice of the European Union ruled that the subscriptions model is a legally valid way for companies to seek people's consent for personalized advertising. Today's EDPB opinion does not alter that judgment and subscription for no ads complies with EU laws."
Meta is expected to continue engaging with the Irish Data Protection Commission, its lead regulator in the EU. The opinion is not anticipated to have an impact on Meta's services.
In November last year, privacy activist group noyb (None Of Your Business) filed a complaint with the Austrian data protection authority against Meta for introducing the subscription model.
At the time, Felix Mikolasch, data protection lawyer at noyb, said: "EU law requires that consent is the genuine free will of the user. Contrary to this law, Meta charges a 'privacy fee' of up to EU250 per year if anyone dares to exercise their fundamental right to data protection."
In February, consumer groups filed their own complaint to stop Meta giving EU users a "fake choice" between the subscription offer and consenting to being profiled and tracked via data collection.
Complaints filed by eight European Consumer Organisation (BEUC) members are based on the EU's General Data Protection Regulation (GDPR). They argue that Meta's pay-or-consent model breaches data protection principles of the law, including the principles of purpose limitation, data minimization, fair processing, and transparency, with said processing enabling the company to "infer private details about the consumer." (r)
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    Novelty flip phone strips out almost every feature possible to be as boring as possible

    
Only good for calls and texts pretty much, and that's no mistake    
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Those who find modern smartphones too distracting from real life might be interested in the Boring Phone (no relation to the smartphone of the same name), a novelty flip phone based on HMD's Nokia 2660 Flip.
The Boring Phone was born out of a collaboration between Bodega and Heineken (yes, the beer company) and aims to provide a feature-light phone experience. It bills itself as "without almost any feature," such as Wi-Fi, a selfie camera, push notifications, and especially social media.
[image: The Boring Phone flip phone.]
The Boring Phone flip phone


Though there are some games, like Snake and Tetris; honestly, do you really need anything else?
The phone's official page does a great job of outlining what it can't do, but not so much what it can. However, it appears that the Boring Phone is a reskin of the Nokia 2660 Flip, which helpfully does have a spec sheet. The phone's core hardware components are its ripping fast single-core T107 from Unisoc, a whopping 48 MB of LPDDR2 RAM, and a hefty 128 MB for internal storage. A microSD card slot enables an extra 32 GB of storage to be added.
Other highlights includes the inner and outer displays, each with a 320 by 240 pixel resolution, the 0.3 megapixel outer camera, a 1,450 mAh battery that allows for up to six hours of talk time on 4G networks (even more on 2G and 3G), Bluetooth 4.2, and a 3.5mm headphone jack, something that even the latest smartphones don't always have.


	No Motorola Razr comeback orders in 2019: Costly foldy nostalgia mobe pulled back


	Pablo Escobar's brother is Medellin in the foldable phone biz, sniffing out new markets


	Ericsson and Kodiak in Europe WALKIE-TALKIE-style push-to-talk push


	Apple to allow some iPhones to be repaired with used parts


Of course, Bodega and Heineken changed some things around. The UI has a custom, GameBoy-esque green and black color palette, and the chassis is now made of clear plastic that exposes the internal hardware. It is of course branded with the Heineken and Bodega logos too, and comes with stickers with even more logos.
The Boring Phone apparently won't be sold at retail, but instead 5,000 units will be given away per the Verge, as this is just a marketing stunt in the end. The UK will be the first to get in on the giveaways, with other regions joining later.
Plus, Heineken also plans to launch an app that imitates the UI of the Boring Phone in case non-winners want to experience it. (r)
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    Prolific phishing-made-easy emporium LabHost knocked offline in cyber-cop op

    
Police mimic Spotify Wrapped videos to let crims know they're being hunted    
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Feature Cops have brought down a dark-web souk that provided cyber criminals with convincing copies of trusted brands' websites for use in phishing campaigns.
The phishmonger was called LabHost and had been a port of call for phisherfolk since 2021, as it offered downloadable fake websites that masqueraded as the legit online homes of more than 170 well-known organizations - including banks and major retailers.
It's believed tens of thousands of victims in the UK were duped by these fake sites, many handing over their login details and other information under the mistaken impression they were using brands' real websites. This info was used to steal money or was sold to other fraudsters. A lot of LabHost's subscribers were students in their late teens or 20s looking to make a fast buck, police said.
Arrests
The phishing bazaar had many of its domains seized and shut down on Wednesday in an international operation led by London's Metropolitan Police Service (MPS) in the UK.
The action, which involved authorities in 17 countries, has been ongoing since June 2022, and has led to at least 35 arrests - 25 in the UK and ten outside of Blighty - with all of the suspects collared between Sunday and Wednesday this week. More are expected to be detained, we're told, following the police's infiltration and seizure of the LabHost network.
Police told us one of those arrested in the UK is suspected of leading LabHost's British arm, which would mean they'd allegedly be responsible for much of the technical infrastructure that supported its operations.
The others are suspected of other functions, either through the alleged running of LabHost or through supposed affiliation with its alleged money-laundering processes. None of them can be named at this stage for legal reasons.
Oliver Richter, detective inspector at the MPS Cyber Crime Unit, who briefed The Register earlier this week, explained that the disruption operation was a spin-off from a 2022 campaign code-named "Elaborate" that brought down phone-spoofing service iSpoof.
Gone for good - hopefully
Will LabHost stay offline following this latest action, or will it bounce back like LockBit seemingly did after the National Crime Agency - the UK's FBI - and its partners dramatically attempted to dismantle the crew earlier this year?
Richter told us he believed it would be tough for the phishing emporium to return.
That said, he conceded outfits like LabHost will always have a customer base and will likely return in some guise. The ultimate goal here - as with the LockBit and ALPHV/BlackCat takedowns - will be to scare off criminal users of these sites by convincing them they will eventually be caught.
"These as-a-service platforms put the user at a huge risk because their data, as a criminal, is being stored somewhere," DI Richter warned.


It doesn't matter where you base your server infrastructure, where your admins are, where your domain names are, we will use all the tactics available to us to disrupt what you're doing


"They're not in control of it. And if ultimately those enablers are not as tech-savvy as they think they are, or they're making mistakes, which obviously we all do, then law enforcement certainly has an appetite [to disrupt them] now, not just in the UK," Richter added.
"People have felt that you're more likely in the UK to be a victim of fraud now than any other crime type, and we maybe don't shout as much about the work that we're doing online in that space. This is us saying: both The Met, and all our partners in the UK and internationally, have an appetite.
"It doesn't matter where you base your server infrastructure, where your admins are, where your domain names are, we will use all the tactics available to us to disrupt what you're doing."
The Met also hopes its actions will reassure victims, if not the public, that something is being done to tackle this kind of cybercrime.
It's believed miscreants using services like LabHost to commit crimes are often young, possibly attending university, and under the impression that this is a way to make a bit of quick cash before they enter the real world of work. Sting operations of this sort are trying to dispel such notions.
Asked about how the authorities infiltrated and seized control of LabHost's infrastructure, Richter didn't give up too many details. The Met would presumably like to reuse its tactics in future ops. All we got out of him was that they used "a variety of techniques."
Inside the lab
According to cybersecurity software vendor Fortra, whose researchers previously looked into LabHost, the crime souk spun up in late 2021 and bore a resemblance to an entity named Frappo which launched a month earlier and offered a similar service.
Richter told us LabHost, at its peak, offered phishing kits for about 170 organizations, 47 of which had a UK focus. These kits were available to paying subscribers who, according to Fortra, paid around $300 (PS240) a month for platform access. Within five minutes of payment using cryptocurrency, criminals could access a deep catalog of phishing templates.
Fortra believes LabHost offered different subscription packages. One offered only North America sites, while an international package allowed access to sites mimicking global brands such as Spotify and DHL.
"LabHost's standard membership limits the threat actor to only Canadian brands and three concurrently active phishing pages," Team Fortra revealed. "Premium membership grants phishers access to kits targeting US banks and increases the concurrent page count to 20 active phish."
Kits would offer spoofed website templates that could be used to harvest personal data, financial information, and more from victims.


	Crooks hook hundreds of exec accounts after phishing in Azure C-suite pond


	As if working at Helldesk weren't bad enough, IT helpers now targeted by cybercrims


	Russia's Cozy Bear caught phishing German politicos with phony dinner invites


	Fire in the Cisco! Networking giant's Duo MFA message logs stolen in phish attack


The most sophisticated of LabHost's offerings was "LabRat," a tool that allowed criminals to extract specific details from victims in real time. A victim would be fooled into using a phishing site and entering their credentials; the crooks would then use LabRat to immediately prompt the user for more information - such as one-time authentication codes or personal details to steal.
It appears LabRat could act as a man-in-the-middle proxy, logging the visitor into the real site so that they could see real information and results, all while the tool is stealing their data and prompting them for more. Richter described it as a "really slick" platform.
"Instead of just using it passively, setting up the service and coming back in a couple of days to see what data your victims have put in and then selling it on, there was an active approach you could take," he explained.
"It would notify you that one person has just logged onto the site and from there you could then guide them through that victim journey.
Richter said LabRat meant victims could visit their actual banks, but "every time it's loading or the next page is coming up, you can be sat there on LabHost saying 'I now want an OTP' or 'I now want your mother's maiden name', etc. You could really guide them through that process."
Popularity
LabHost had about 2,000 paying customers by the time the authorities took it down, and won over $1 million in subscription revenue - all generated from criminality. The number of account signups was much higher, though many never actually purchased a subscription. They are thought to have just signed up to see what it was all about.
Richter said more than 40,000 phishing sites were facilitated by LabHost's tools, and the MPS has endeavored to seize as many of these as possible. Each seized site will display one of the usual law enforcement splash pages, clearly communicating that the site has been nabbed.
In working to take these sites down, authorities have collected logs that reveal around a million interactions with victims of sites created by LabHost.
Of the million, around 82,000 were related to UK victims - which authorities have narrowed down to what they believe to be just under 70,000 actual individual victims.
Fortra observed that the crime bazaar's popularity seemed to increase notably toward the start of 2023, when it released phishing kits to target Canadian banks.
Although LabHost suffered a serious outage in October 2023 - which meant no new users could purchase subscriptions - the outfit recovered fairly quickly in December of the same year and returned to previous levels of activity. In real terms that means it was supporting a few hundred phishing attacks per month.
We asked Richter about that outage in October and whether it was in any way linked to the authorities' efforts to ultimately bring it down. He said his team was aware of the incident "but that's not something that we're looking to have any claims as being responsible for."
"We certainly know that they had that outage and that problem," he added.
As part of Wednesday's takedown, authorities are looking to cause a similar stir as the National Crime Agency did when it tackled LockBit, seizing its infrastructure and communicating to its members directly using its own tools.
Phish, wrapped
The disruption efforts were ongoing at the time of writing on Wednesday afternoon, and include contacting many of LabHost's subscribers and letting them know their information is now in the hands of global police.
The Met has control of LabHost's infrastructure, including its official Telegram channel, where it has already posted a message to its circa-6,200 followers dismissing rumors of a takedown.
[image: Lab Host's Telegram channel displays reassuring messages sent by UK police, which took control of the operation's infrastructure]
Lab Host's Telegram channel displays reassuring messages sent by UK police, which took control of the operation's infrastructure


Around half of the global LabHost userbase will have already received - or will soon receive - messages in the style of Spotify's annual Wrapped campaign which, to the uninitiated, is an Instagram Reels-like summary of each person's listening habits. In this case, it'll be about LabHost activities.
We understand these messages will be sent from official LabHost channels and accounts, cementing the idea that the operation has been thoroughly compromised by the cops.
"You'll be in no doubt after watching that video that we definitely do know what you've been up to," said Richter. "A combination of those people will be arrested or will be subject to other law enforcement activity in the coming months.


We have access to all the data, everything that those users have been doing through that service


"We have access to all the data, everything that those users have been doing through that service, as do 17 countries currently and their law enforcement agencies."
Asked how long the Met has had control of LabHost's infrastructure, Richter defaulted to the defense of not wanting to reveal tactics. Although he did say there was no Hansa-style takeover - in which Dutch officers had control of that dark web market for so long that they could watch fraud happen in real time.
"So we certainly haven't, for example, watched any live frauds take place and been in a position of saying 'Are we going to act now, are we not?' We haven't used tactics that have got us into that realm," explained Richter.
"The reason we're taking this action now is that this is the first time, and it's as early as we felt, that we actually did have the capability to truly disrupt the service in a significant fashion, and also be able to get across to as many of those users as possible that wider messaging, as well as being able to then safeguard the victims, truly know how many UK victims we're looking at, and get proper communication out to them."
Up to 25,000 victims in the UK will have been contacted by the end of Thursday 18 April with details of the phishing scam to which they are believed to have fallen victim. The Met will also have what it's calling a "victim package" on its website that will offer further help and resources. (r)
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    Debian spices up APT package manager with a dash of color, squishes ancient bug

    
2.9 gives a taste of what's to come    
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Major updates to Debian's Advanced Packaging Tool don't come along very often, but APT 2.9 is here with a significant facelift.
APT version 2.9 has just been accepted into Debian's unstable development channel. This is an unfinished development version, which should lead to APT 3 in time for Debian 13, which will probably appear around mid-2025.
The pace of development of APT seems to be accelerating. It's only just over a year since we reported on APT 2.6, development of which was spurred by the inclusion of soft-loadable firmware in the default installation media for Debian 12.
There are several changes in APT 3, but they are primarily cosmetic rather than functional. It will list packages in columns, rather than full-terminal-width, comma-separated lists, which should make the output easier to read. It also lists the important section of packages to be removed last so they don't scroll off the top of the screen during large operations.
This change finally closes a decade-old bug that has been open since the year that APT 1.0 was released.


	AlmaLinux 9.4 beta prepares to tread where RHEL dares not


	NetBSD 10 proves old tech can still kick apps and take names three decades later


	Torvalds intentionally complicates his use of indentation in Linux Kconfig


	After delay due to xz, Ubuntu 24.04 'Noble Numbat' belatedly hits beta


Most notably, the new version uses colored output. Packages to be installed or upgraded are listed in green by default, and ones to be removed are listed in red. This will make the distinction clearer for those of us with working color vision, but it's not the best choice for those who suffer from daltonism, or red/green color blindness - the most common form, affecting some 8 or 9 percent of men.
The Reg FOSS desk suspects that the changes are in part aimed at catching up with two other packaging tools. The DNF packaging tool used in Fedora, Red Hat and the RHELatives has attractively formatted output like this ... but closer to home, Nala, an alternative command-line package-management tool for Debian and Ubuntu, brings some of the DNF look and feel to .deb-based distros.
We have recommended Nala previously and Teejeetech's Snap and Flatpak-free Ubuntu remix Zinc - now renamed Asmi - includes it as standard.
APT 2.9 isn't available to try just yet unless you build it from source, and indeed since the announcement, version 2.9.1 has already shown up on GitHub. It's too late for inclusion in Ubuntu Noble, but it might make it into 24.10 later this year. (r)
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    AI PCs are here but a killer application for biz users? Nope

    
Resist the pressure to jump on the bandwagon just yet warns, warns Forrester    
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Forrester Research says that although 50 models of AI PCs are already on sale today there remains "no killer app" that would make any of them an essential tool for business users.
As spelled out in the research paper's title, The Year Of The AI PC Is 2025, the analyst thinks enterprises need to prepare for next year, and they should remember to widen their focus from PCs to AI workloads.
The adoption of the AI PC is "inevitable", says Forrester, yet it isn't banking on customers opening their wallet in a big way just yet.
One factor impacting purchase decisions is the impending end of life of Windows 10. Microsoft can keep the updates coming - usually at a cost - but for most enterprises, October 2025 will be the point when anyone with Windows 10 hardware will need to replace it with something that meets the demands of Windows 11. And that hardware will almost certainly contain silicon that will qualify for the AI PC label.
AI PCs can dispense with expensive cloud resources for running AI workloads. Keeping things local will also reduce other pain points, such as latency. However, despite any number of generative AI initiatives and breathless reporting on the subject, Forrester made plain a simple truth: "There is still no 'killer app' for the average information worker."
For example, blurring the background on a video call is helpful, and applying some background noise cancellation is handy, but neither can justify the expense of buying an AI PC in 2024. As Forrester noted: "While some newer PC experiences do benefit from an AI chip, most can still run on traditional CPU and GPU, just not as efficiently."
"Forrester expects certain roles with high computing needs, such as creatives, data scientists, and developers, to benefit substantially from AI PCs," the analyst says in the research. "For most information workers, however, there simply aren't enough game-chnaging applications for day-to-day work to drive rapid AI PC adoption."
So why bother? Aside from the minority of users who would benefit from an AI PC there is little benefit to be gained in 2024 by raising a purchase order.
However this may change in 2025, Forrester says. While there may be a dearth of game-changing applications immediately visible to users today, Forrester forecasts that AI platform budgets are set to triple in 2024. With cloud costs increasing, Forrester sees an opportunity "for digital workplace leaders to save cloud costs by pushing AI workloads to the PC."


	Incoming wave of AI is making buying PCs riskier for businesses


	Intel CEO suggests AI can help to create a one-person Unicorn


	Why Microsoft's Copilot will only kinda run locally on AI PCs for now


	PC shipments up for first quarter thanks to AI, say analysts


Or perhaps elsewhere. "Despite all the hype around AI PCs, it's not the only form factor that will benefit from AI at the edge," states the research. Indeed, it is not. Mobile and other edge devices are also gaining silicon that will enable the processing of AI workloads. Google, for example, has put Tensor G3 hardware into its phones to enable use cases such as the Audio Magic Eraser on Android devices.
All of this means enterprises need to exercise caution in the face of a tsunami of hype around AI PCs. Other analysts have also issued warnings regarding the platform and commented that it is too early in the lifecycle to be dropping significant amounts of money on the technology, no matter how urgently hardware vendors might be making their case.
The transition to AI PCs is inevitable. By the time Windows 10 gasps its last, the ranks of AI PCs on offer will have swelled by an order of magnitude. However, as Forrester observed, right now, there is little benefit to be had from the hardware for the majority of users. Give it a year, however, and things could look very different. (r)
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    Valkey publishes release candidate and attracts new backer

    
Open source Redis alternative gathers momentum    
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Valkey, the value-key database pitched as an open source alternative to Redis, has acquired new backers and announced its first release candidate.
Backed by the Linux Foundation and cloud vendors AWS, Google Cloud, and Oracle, Valkey was started up after Redis confirmed it was shifting its main key-value store system to a dual-license approach, imposing far more restrictive terms than those of the previous Berkeley Software Distribution (BSD) 3-clause license.
Less than two weeks later, the Linux Foundation has announced the Valkey 7.2.5-rc1 release candidate, based on Redis OSS 7.2.4. It regains the protocol, API, return values, and data file formats with the last open source release of Redis, the developers claim.
[image: Sad penguin photo via Shutterstock]
Redis tightens its license terms, pleasing basically no one

READ MORE
The project has also named a raft of companies now supporting the project. They include Chinese firms Alibaba Cloud and Huawei, along with European open source database-as-a-service provider Aiven, open source security firm Chainguard, cloud-platform-as-a-service company Heroku, database and open source advisory biz Percona, and telecoms provider Verizon. AWS, Google Cloud, Oracle, Ericsson, and Snap Inc had already signed up to the project.
In a prepared statement, Zhao Zhao, former Redis core team member, co-maintainter of Valkey and Alibaba Cloud software engineer said: "At the Linux Foundation, Valkey will follow an open governance model, remaining community-driven and welcoming of all users and contributors. The project has already assembled a technical leadership committee of several former Redis contributors, and hundreds more community members have voiced their intent to support Valkey."
Gail Frederick, CTO at Salesforce cloud platform unit Heroku, commented: "With this group of experienced contributors and broad industry backing, Valkey is continuing the open source model that's been transformative for developers everywhere."


	Linux Foundation is leading fight against fauxpen source


	Linux Foundation marshals support for open source alternative to Redis


	Docker launches Testcontainers on former rival Red Hat's OpenShift


	Do we really need another non-open source available license?


In March, Redis switched to a more restrictive dual license approach. It said it was adopting the Server Side Public License, which has also been adopted by MongoDB and Elastic Search.
The change is set to take effect from Redis version 7.4. It's probable multiple Linux distributors will drop Redis from their codebases. Discussions are already taking place about this on the openSUSE and Fedora mailing lists.
Redis, which has become the most used database on AWS owing to its popularity as a cache, has for some time been trying to be seen as a more general purpose database.
In March, it announced the purchase of Speedb, a data storage engine, in a move designed to help the company expand beyond DRAM, which it uses to store data "as long as it fits in the available memory." (r)
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    Cisco creates architecture to improve security and sell you new switches

    
Hypershield detects bad behavior and automagically reconfigures networks to snuff out threats    


    
        By 
Simon Sharwood        
    

    
        Posted in Security,
        
            18th April 2024 07:01 GMT
        
    


    
Cisco has developed a product called Hypershield that it thinks represents a new way to do network security.
The core element of Cisco's plan is the deployment of "enforcement points" - essentially teensy firewalls that can run on a server, or in data processing units (DPUs, aka SmartNICs) installed in servers or networking hardware.
Enforcement points are made aware of the applications they observe and known good behaviors of that software. They're also kept up to date with info about new vulnerabilities or attacks - thanks to the work of Cisco's security intelligence teams, which distil oodles of signals gathered online using AI.
Armed with info about what an app should be doing, and attacks that could change its behavior, enforcement points check for anomalous behavior. When the software finds it, it can do a couple of things.
One is inform admins about which apps need patching.
The other is to implement a "compensating control" that protects the app - essentially by creating new network segments that don't allow dangerous traffic.
Tom Gillis, senior veep and general manager of Cisco's security business, suggested those controls could be actions like blocking access to a known dangerous URL identified to be part of a cyber attack. Compensating controls can be set running wherever they're needed on a network, reconfiguring it on the fly to harden against a live attack.
Gillis revealed that enforcement points run two data paths. One is the equivalent of a production system that has been tested and found to work without issues.
The enforcement point also runs a "shadow path" - basically a beta of its most recent update. The shadow path runs on live data and uses AI to test whether the update is working as expected.


	Ker-Splunk! Cisco closes $28 billion analytics acquisition


	C-suite execs not immune to downsizing drama at Cisco


	Official: Hewlett Packard Enterprise wants to swallow Juniper Networks in $14B deal


	Cisco is a fashion retailer now, with a spring collection to prove it


If those automated tests check out, the enforcement point manages its own lifecycle by making the shadow path the production path, and installing the next upgrade to test in the shadow path.
That automation, Gillis told The Register, should be welcomed by beleaguered security and net admins. He thinks it will also be welcomed in industries like healthcare that can't easily update devices with security vulnerabilities - because they just don't mess with hardware that keeps people alive. Self-updating networks and mitigations that keep those machines safe is Cisco's alternative.
Kernel games and DPU delights
When running on a server, enforcement points use the eBPF tech Cisco acquired along with Isovalent. The extended Berkeley Packet Filter (eBPF) allows developers to run code in sandboxed programs that run in a privileged context - such as the operating system kernel - and allows the addition of capabilities to an OS.
The eBPF implementation Cisco used for Hypershield is lightweight, but still uses one or two percent of a CPU's capacity.
Which is why Cisco can also run enforcement points on DPUs/SmartNICs - an arrangement that isolates them further and relieves the burden on server CPUs.
Cisco will also build switches to run DPUs, making it possible to apply enforcement points on each port in a switch.
Gillis explained that Cisco chose this approach after working with hyperscalers who run DPUs, but tired of having to attach them to every server in a rack. Shifting DPUs into a top of rack switch delivers the same benefits, he said, but shrinks DPU fleets and therefore also the cost of acquiring and operating the cards.
Cisco is happy for Hypershield to use DPUs from any vendor, running in servers from any manufacturer.
But only Cisco networking hardware can run DPUs and Hypershield - and that hardware doesn't exist yet.
Once it debuts, Cisco will pitch its DPU-enabled switches as a fine upgrade to both your network and your security.
"Every time a customer refreshes hardware, it becomes a new enforcement point," Gillis enthused.
There is an element of evil genius here, because switching is commodified so devices seldom need to be replaced - except when networks expand and/or new bandwidth-intensive apps come along. For those not yet dabbling with demanding workloads like AI, Hypershield may be the best reason in years to consider new networking hardware purchases.
Hypershield will be licensed per "workload" - a Cisco metric based on core count and other factors. A cloudy app will serve as the management console.
Gillis was at pains to describe Hypershield as a security architecture expressed in software - not just software appliances replacing networking boxes. "This is not a VM of an existing firewall," he stressed. "It is a new architecture from the ground up."
Hypershield will debut in August with its eBPF incarnation. Other elements will follow over time.
And before you ask: "Hypershield" - Cisco really went there for the name? (r)
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    Europe gives TikTok 24 hours to explain 'addictive and toxic' new app

    
Commissioner Thierry Breton likens click-to-earn version to cigarettes    
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The European Commission on Wednesday gave TikTok 24 hours to explain the risk assessment procedures it used before launching a version of the made-in-China app that rewards users for using it in certain ways.
The app is called TikTok Lite and offers the chance to "to complete challenging tasks and earn great rewards!"
Tasks include watching vids, liking content, or following other users. Rewards include Amazon vouchers, PayPal gift cards, or TikTok's in-app currency that can be used to tip other members.
The Google Play store rates the app as suitable for teens, and TikTok's description of the software emphasizes that it is a "smaller app" that requires "less data usage" - just the ticket for users with modest phones and download allowances.
TikTok Lite was launched years ago in Asia, but debuted in France and Spain this month - without much fanfare.
It soon drew the attention of European commissioner for internal markets Thierry Breton, who asked "Is social media 'lite' as addictive and toxic as cigarettes 'light'?"
Tell us what you really think next time, will you Thierry?
The commissioner also promised to "spare no effort to protect minors" using the EU's Digital Services Act (DSA).


	Ex-White House CIO tells The Reg: TikTok ban may be diplomatic disaster


	Forget TikTok - Chinese spies want to steal IP by backdooring digital locks


	Trump, who tried kicking TikTok out of the US, says boo to latest ban effort


	Europe classifies three adult sites as worthy of its toughest internet regulations


That law was used to compel TikTok to explain how it considered risks its Lite app poses,
The Commission wants to understand "the potential impact of the new 'Task and Reward Lite' program on the protection of minors, as well as on the mental health of users, in particular in relation to the potential stimulation of addictive behavior." Also on the to-do list handed to TikTok is information about the measures the service adopted to mitigate such systemic risks.
TikTok has reportedly said it will comply with the overnight deadline to provide its risk assessment of the Lite app, and the April 26 deadline for the other info outlined above. Which is sensible, given the DSA allows for colossal fines.
The debut of TikTok Lite adds to the app's European woes, which have already seen the EU investigate whether the outfit is meeting its obligations to operate with transparency and to protect minors."
The made-in-China app is in even deeper trouble in the US, where a bill compelling its divestment to a non-Chinese entity passed the House of Representatives before stalling in the Senate - possibly to allow arrangements to be made that would not result in the app becoming unavailable stateside.
Elon Musk may just have complicated matters too, as is his wont. On Wednesday he posted a poll asking if he should "Bring back Vine?"
Vine was a short video-sharing app run by Twitter that gathered 200 million users before the avian social network closed it in 2016 - the same year TikTok came to America.
TikTok now has over one billion monthly users, and X - as Twitter is now known - has around half a billion, according to Musk. (r)
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    Singapore infosec boss warns China/West tech split will be bad for interoperability

    
When you decide not to trust a big chunk of the supply chain, tech (and trade) get harder    
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One of the biggest challenges Singapore faces is the potential for a split between tech stacks developed and used by China and the West, according to the island nation's Cyber Security Administration (CSA) chief executive David Koh.
"If you look at it from a historical perspective, Singapore has benefited from being an open economy," Koh said at the Black Hat Asia conference on Thursday. He attributed the country's wealth to its role as the center of major trade routes - a function the city-state still cherishes in many ways today.
"It is in our economic and strategic interest to continue to benefit from trade and an open economy," he continued. "Tech bifurcation actually goes in the opposite direction." How, after all, can a trade hub thrive when some markets don't want anything to do with others?
"It's the supply chain, where the kit is made, right?" he posed. "You have to secure your supply chain picks from your trusted suppliers." And if China no longer trusts the West, or vice versa, Singapore's role in the middle diminishes.
Koh's worries aren't fanciful. Recent geopolitical tensions have seen the US prevent the export of many technologies to China, while politely insisting its friends and allies follow its lead. China has responded by accelerating development of indigenous tech and requiring local orgs to use it.
Koh thinks the result could be different stacks that don't work together.
"I'm old enough to remember that when you went to Japan, you once had to use another phone, because the tech stack is different. And I don't want to go back to those days," lamented Koh.
Koh also observed that interoperability is not always a good thing. The CSA chief noted that data protecting national security is one example of an asset for which interoperability is not always a requirement.


	Singapore improves the AI it uses to detect smokers


	China orders its telcos to rip and replace US chips with homegrown silicon by 2027


	Open sourcerers say suspected xz-style attacks continue to target maintainers


	Microsoft breach allowed Russian spies to steal emails from US government


Singapore punches above its weight when it comes to cyber security. The country ranked second in the Asia Pacific region as of July last year on the National Cyber Security Index - a measurement of government readiness to prevent and manage cyber threats.
"One of the big advantages is that we are small and nimble," he mused. While such matters would be a disadvantage in the physical world, in the digital domain it allows decisions to be made quickly with fewer barriers to action.
"We can probably lock up most of our senior people in one room ... and not allow them out until we sorted it," he joked.
Koh conceded it would help to be a bigger when it comes to influencing standards through its purchasing power. For example, Singapore has little control over requiring products to be secure by design.
"What serves the Singapore market? You know, it's a blip. As far as our financials are concerned, this is a bit of a loss. So if they [technology vendors] have to make that trade off, they're not going to come here," bemoaned the chief.
But that doesn't mean the city-state won't make its case anyway: "I think it's important to say and speak up. Because then you get that feedback loop to the industry to say that this is what is desired." (r)
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    Mars helicopter sends final message, but will keep collecting data

    
One last software update installed safely, reconfigured it as 'stationary testbed'    
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NASA's Ingenuity Mars Helicopter concluded its mission on Tuesday, sending a final signal in its role as a companion to the Perseverance Rover.
The copter's last message named those who worked on the mission (a list was uploaded in advance) and also confirmed that a recent software patch installed successfully.
The patch means Ingenuity is now set up for ops as a "stationary testbed." In that role the craft will wake up daily, activate its flight computers, and test the performance of its solar panel, batteries, and electronic equipment. It will also take a picture of the Martian surface with its color camera.
That data will remain stored on Ingenuity, which relies on radio contact with Perseverance to contact Earth. Perseverance is still trundling across Mars and will one day pass beyond radio range and become unable to contact its flying companion.
It's hoped that the cache of data inside Ingenuity will provide insights into Martian weather patterns and dust movement.
But someone - or something - will have to visit Mars and find Ingenuity to get it.
"Whenever humanity revisits Valinor Hills - either with a rover, a new aircraft, or future astronauts - Ingenuity will be waiting with her last gift of data, a final testament to the reason we dare mighty things," gushed Ingenuity's project manager, Teddy Tzanetos of JPL, before thanking the 'copter "for inspiring a small group of people to overcome seemingly insurmountable odds at the frontiers of space."


	Mars Helicopter Ingenuity will fly no more, but is still standing upright


	NASA lost contact with Mars helicopter Ingenuity, then managed to find it again


	NASA celebrates Perseverance Rover's 1000th Martian day with lakebed history lesson


	Chinese boffins pitch quadcopter for Mars sample return mission


Tzanetos and his team inspired plenty of others, too. As The Register has often reported, Ingenuity's initial mission envisaged five flights - if it was found the craft could fly at all.
The helicopter eventually flew 72 times - and set a speed record on its 62nd flight and a height record on its 61st.
Sadly, Ingenuity's rotors were damaged by an unknown event. One even fell off, leaving NASA no choice but to ground it forever.
But as NASA's Tuesday announcement reveals, Ingenuity will live on - once again demonstrating it is an extraordinary machine. (r)
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    Taiwanese film studio snaps up Chinese surveillance camera specialist Dahua

    
Stymied by sanctions, it had to go ... but where?    
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Chinese surveillance camera manufacturer Zhejiang Dahua Technology, which has found itself on the USA's entity list of banned orgs, has fully sold off its stateside subsidiary for $15 million to Taiwan's Central Motion Picture Corporation, according to the firm's annual report released on Monday.
Dahua earned its place on the naughty list in October 2019 for its role in mass surveillance of Uyghurs - China's ethnic minority population centered in Xinjiang.
The resulting ban meant it could not sell stateside, leaving its US operations orphaned. Since then, the US has further cracked down on Dahua - in March 2021 the Federal Communications Commission (FCC) issued an "Interim Freeze Order" that bans new equipment authorizations for a year, and in October 2022 the camera-maker was added to a group of "Chinese military companies."
Hikvision, the leading China-based surveillance camera maker that has been on the entity list since 2019, challenged [PDF] the FCC in US appeals court and lost earlier this month.
By then, the agreement to sell Dahua's US operations was already inked. Monday's annual report lists the date of the share purchase agreement as January 3, 2024.


	US politicians want ByteDance to sell off TikTok or face ban


	Infosys founder slams working from home, side hustles, as slowing India's growth


	UK government to set deadline for removal of Chinese surveillance cams


	Ex-White House CIO tells The Reg: TikTok ban may be diplomatic disaster


Dealers and distributors of Dahua products were reportedly first informed the buyer was a "reputable Taiwan-based manufacturer." The signatures of the emails included the names Luminys System Corp. - a small company in California that resells and rents lighting equipment - and Foxlink - a larger Taiwan-based manufacturer with connections to former Foxconn president Terry Gou.
Luminys refers to itself as a "subsidiary of CMPC" on its LinkedIn profile. Foxlink's website states that in 2015, it became a 13.6 percent shareholder of Central Motion Picture Corporation.
Despite the convoluted January messaging to dealers and distributors - which some have called out as intentional - Dahua made clear in its annual report [PDF} that the last remaining Dahua unit in the United States has been sold. The surveillance specialist even threw in $1 million worth of inventory.
The once state-owned, now privatized, Central Motion Picture Corporation is one of the most prominent film and distribution companies in Taiwan, and has made Chinese-language films since the 1950s.
The Reg has asked CMPC and Foxlink for information about their structure and how they plans to incorporate Dahua. Expect an update if a significant reply materializes.(r)
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    Software glitch saw Aussie casino give away millions in cash

    
Nobody cared enough to check why audits were out of whack    


    
        By 
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            18th April 2024 01:30 GMT
        
    


    
A software glitch at Star Casino in Sydney, Australia, saw it inadvertently give away millions in cash without realizing it - for weeks.
News of the giveaway emerged on Monday at an independent inquiry into the casino, which has had years of compliance troubles that led to a finding that its operators were unsuitable to hold a license.
The cash was doled out by "ticket in, cash out" (TICO) machines that gamblers use to redeem barcoded receipts for slot machine winnings.
In testimony [PDF] given on Monday to the inquiry, casino manager Nicholas Weeks explained that it is possible to insert two receipts into TICO machines. That was a feature, not a bug, and allowed gamblers to redeem two receipts and be paid the aggregate amount.
But a software glitch meant that the machines would return one of those tickets and allow it to be re-used - the barcode it bore was not recognized as having been paid.
"What occurred was small additional amounts of cash were being provided to customers in circumstances when they shouldn't have received it because of that defect," Weeks told the inquiry.
Readers may wish to take issue with Weeks's use of the word "small" - TICO machines can pay out up to AU$2,000 ($1,290) each time a customer redeems receipts.
And in the weeks the flawed TICO machines operated, AU$3.2 million ($2.05 million) was given away.
Local media reported that news of the free cash got around and 43 people used the TICO machines to withdraw money to which they were not entitled - at least one of them a recovering gambling addict who fell off the wagon as the "free" money allowed them to fund their activities.
Known abusers of the TICO machines have been charged, and one of those set to face the courts is accused of association with a criminal group. (The first inquiry into The Star, two years ago, found it may have been targeted by organized crime groups.)


	MGM says FTC can't possibly probe its ransomware downfall - watchdog chief Lina Khan was a guest at the time


	A tale of 2 casino ransomware attacks: One paid out, one did not


	Singapore to deter crypto investors with tactics like those used on smokers, gamblers


	Casino giant Caesars tells thousands: Yup, ransomware crooks stole your data


The software glitch wasn't spotted for over a month, despite audits detecting TICO machine discrepancies between June 7 and July 24, 2023.
An internal investigation found "numerous failures (human, process and technological) that more than likely prevented the fraud from being identified at an earlier opportunity."
Weeks attributed those failures to "cultural problem in parts of the casino in relation to the level of rigor through which controls are followed, the level of care in which work is conducted, and the desire from people in the business to drill down on things in circumstances where they don't appear that they are correct."
The fresh inquiry into Star Casino was called after its response to earlier probes was felt to have fallen short. Testimony this week has also revealed that the casino's analysts don't get enough info to do their jobs well, and that facial recognition systems don't include images of some who should have completed source of wealth checks designed to detect possible money laundering. Those who did not complete their checks could therefore still enter the casino and gamble large sums of money. (r)
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    HPE sues China's Inspur Group over server patents

    
Middle Kingdom biz accused of IP theft and changing names to evade sanctions    
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Hewlett Packard Enterprise has filed a lawsuit against Inspur Group, China's largest server maker, for allegedly violating five of its server technology patents.
The complaint [PDF], filed in the California Northern District court, claims that the Inspur Group has ignored repeated requests to discuss patent licensing over several years.
Inspire Group encompasses a set of subsidiaries operating under different names out of the US and Singapore. The defendant companies include: China-based Inspur Group; Inspur Electronic Information Industry (IEIT Systems); Aivres Systems, formerly known as Inspur Systems; Betapex, formerly known as Inspur Asset Holdings; Inspur USA, and KAYTUS Singapore Pte. Ltd.
One reason for the shifting names, the lawsuit suggests, is that in March, 2023 Inspur Group was placed on the US Department of Commerce's Entity List - a trade sanction that requires designated entities to obtain a license from the US government to do business in America.
Rather than do so, the complaint contends, Inspur Group simply shuffled subsidiary names to continue selling its IT gear in the US.
"On information and belief, Defendant Inspur Group changed the name of at least one entity that places Accused Products into the stream of commerce in the United States and in this judicial district shortly after being placed on the Entity List, renaming Defendant Aivres from Inspur Systems, Inc. to Aivres Systems, Inc. on May 1, 2023," the complaint alleges.
HPE claims that the Inspur Group's IR5280M6 server is essentially the same as Aivres's 5280M6 - "both of which have the same product designation except for the prefix 'IR' on the Inspur product" - and the same product photos and technical specifications.
The product URL cited in the complaint for the Aivres 5280M6 server, said to have been accessed on December 6, 2023, presently returns a 404 error. The Inspur USA website is not available.
HPE's suit also claims that Betapex, formerly known as Inspur Asset Holdings, changed its name in September 18, 2023 "due to the placement of Defendant Inspur Group on the entity list and the negative press coverage that followed thereafter."


	Huawei's Iran sanctions evasion trial pushed to 2026


	Liquid cooling specialist snags Microsoft datacenter wizard as advisor


	UK tech titan Mike Lynch's US fraud trial begins today


	HPE blames GPU shortage for contributing to unexpected sales slide


Inspur makes kit that it sells under its own brand, or that third parties rebadge under their own brands. It also does contract manufacturing to make third-party designs and has worked with IBM, Cisco, and Microsoft, among others.
HPE believes Inspur and its affiliates have been trespassing on its intellectual property. The US biz claims that the China-based server maker has violated five technology patents (listed below) and has known about at least one of the patent claims since 2022:

	Systems and methods for making serial ports of existing computers available over a network.


	Determining power consumption in IT networks.


	Method and system of emulating devices across selected communication pathways through a terminal session.


	Method and system for configuring a storage array.


	Web server chip for network manageability.


"HPE is a strong believer in the value and importance of protecting its intellectual property," a spokesperson for HPE told The Register.
"Inspur has infringed numerous HPE patents and HPE has the obligation to file this lawsuit to defend HPE's leadership position resulting from its substantial R&D investments. This lawsuit is part of HPE's ongoing efforts to enforce its patent rights against anyone who may infringe on those rights."
US-based Aivres Systems did not immediately respond to a request for comment. (r)
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    Hugely expanded Section 702 surveillance powers set for US Senate vote

    
Opponents warn almost anyone could be asked to share info with Uncle Sam    
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On Thursday the US Senate is expected to reauthorize the contentious warrantless surveillance powers conferred by Section 702 of the Foreign Intelligence Surveillance Act (FISA), and may even strengthen them with language that, according to US Senator Ron Wyden (D-OR), "will force a huge range of companies and individuals to spy for the government."
Last Friday, the House of Representatives passed the Reforming Intelligence and Securing America Act (RISAA) [PDF], which would renew Section 702 of the Foreign Intelligence Surveillance Act, in a 273-147 vote.
FISA Section 702 allows American intelligence agencies to spy on phone calls, text messages and emails involving foreigners residing outside the USA who are believed to be a threat to national security or involved in serious crimes.
But if those electronic communications involve people living in America, so-called "US persons'" communications are also swept up into a database that the FBI, CIA, NSA and National Counterterrorism Center (NCTC) can query without obtaining a warrant.
Also last Friday, an amendment that would ban warrantless surveillance of US persons failed to pass on a split vote of 212-212. Another potentially more alarming provision in RISAA, however, made it through without much fanfare.
This one changes the definition of electronic communications service provider, which previously covered traditional phone, email and internet companies. The revision can be used to force "any other service provider who has access to equipment that is being or may be used to transmit or store wire or electronic communications" to hand these communications over to the Feds, as well as "custodians" of these so-called service providers.


There is a key question here: who should be forced to help their government spy?


"We didn't see the text of this amendment until Thursday, for a Friday vote," Kia Hamadanchy, senior policy counsel at the American Civil Liberties Union (ACLU) told The Register.
"The focus was on the warrant rule, which obviously was a big deal, but this got lost in the shuffle. Redefining the definition of electronic service communication provider doesn't sound like a bad thing, but obviously is very broad in its reach."
On Tuesday, during a Senate-floor debate on RISAA, Wyden urged his fellow Senators to reject expanding Section 702 surveillance powers.
Millions of 'agents for Big Brother'
"There is a key question here: who should be forced to help their government spy? The legislation coming from the House gives the government unchecked authority to order millions of Americans to spy on behalf of the government," Wyden said.
This includes "anyone with access to a server, a wire, a cable box, a Wi-Fi router, a phone, or a computer," and "every office building in America [that] has data cables running through it," Wyden added.
Office cleaning staff, building security guards, and others could be forced into serving as "an agent for Big Brother," he continued. "For example, by forcing an employee to insert a USB thumb drive into a server at an office they clean or guard at night."
Considering the massive abuses that already occur under Section 702's existing surveillance authorities, digital privacy and civil liberties advocates including the Electronic Frontier Foundation and the ACLU aren't happy with expanding the government's snooping powers.
Big Tech doesn't like this provision, either
Big Tech is also unhappy and on Tuesday its lobby group the Information Technology Industry Council (ITI) urged US Senators to cut this language from the proposal.
"Beyond the immediate impacts of sweeping a multitude of additional entities within FISA 702's scope, we should also consider the wider impacts on the competitiveness of US technology companies and, potentially, trusted data flows with US allies," said John Miller, ITI senior VP and general counsel.
"If large US companies who provide core services enabling data communications transmission, or storage - such as data centers, cloud, or managed security services - are suddenly compelled to assist with FISA surveillance, some of their customers will likely look to foreign competitors who they perceive will not similarly expose their or their customers' data to government requests," Miller added.


	Proposed US surveillance regime would enlist more businesses


	US House approves FISA renewal - warrantless surveillance and all


	Reform of USA's Section 702 spying rule may make it to a vote this week


	White House goes to court, not Congress, to renew warrantless spy powers


While the US Senate is expected to vote on RISAA on Thursday, key amendments like the warrant requirement and the expanded definition of electronic communications service provider may not be retained in the bill.
The White House has urged the Senate to "swiftly pass this bill before the authority expires on April 19."
However, as The Register reported last week, even if the surveillance tool expires on Saturday, the FBI will be able to conduct searches of US persons until at least next year.
In another late-Friday move, the FISA Court on April 5 authorized a new one-year certification allowing the Justice Department to conduct surveillance under Section 702. (r)
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    Snowmobile, Amazon's truck-powered migration service, reaches the end of the road

    
Demand for bulk storage on wheels turned out to be wan    
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Amazon Web Services is abandoning its fleet of Snowmobile data haulers, the trucks packed with petabytes of spinning disks designed to get large enterprises into the cloud.
Introduced in 2016, Snowmobile offered a way to transfer very large amounts of information into the public cloud, recognition that it's hard to shift exabytes over a wide-area network.
AWS proposed driving a Snowmobile, a 45-foot-long climate-controlled shipping container filled with 100 petabytes worth of hard disk storage, to customers' datacenters, migrating the data to that container using a 1Tb/s link, then physically transporting it to the nearest AWS region. Once the Snowmobile parked, the data it trucked in would be imported to the Amazonian cloud.
This was hoped to be more efficient or practical than transferring it electronically.
Eight years later, and the service has disappeared from AWS website with all links redirecting to its Snowball service, which does more or less the same thing albeit with a briefcase-sized device that can be returned by mail.
Why? Apparently because AWS has come up with better, most cost-effective ways of getting your data into its cloud datacenters that don't require hiring drivers, guards, fuel, and a security escort.


	GenAI will be bigger than the cloud or the internet, Amazon CEO hopes


	AWS must pay $525M to cloud storage patent holder, says jury


	US-EAST-1 region is not the cloudy crock it's made out to be, claims AWS EC2 boss


	AWS severs connection with several hundred staff


"Since we introduced Snowmobile in 2016, we've released many other new services and features which have made migrating data to AWS even faster and easier for our customers," the tech titan told CNBC in a statement.
It also appears that the service just wasn't that popular, with an Amazon spokesperson saying clients generally found it to be less expensive to upload their data than hire a Snowmobile. It probably didn't help that Snowmobile was kind of a one-and-done operation, making it a bit of a niche offering tailored toward mass migrations.
[image: dc work]
Power crunch could prompt AWS to ration compute resources

EXCLUSIVE
The decision to shutter the service comes just weeks after AWS announced another round of layoffs affecting hundreds of employees.
Over the past year, Amazon - which employs over a million people worldwide - has waved goodbye to more than 27,000 workers amid sweeping staff redundancies across the broader tech sector. The e-commerce giant has also eliminated other products and technologies, including automatic grab-and-go systems at its grocery stores.
Meanwhile, CEO Andy Jassy talked up increased use of AI models and applications inside Amazon to boost the efficiency of its workforce in his annual shareholder letter last week. Trucks, it seems, aren't a part of that. (r)
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    Uncle Sam earmarks $54M of CHIPS funding for small-biz semiconductor boffinry

    
Up to 24 outfits to bag taxpayer cash for projects 'developing a viable product or service' for US chip industry    
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Small businesses wishing they could get their hands on some of those billions of dollars in semiconductor funding being doled out as part of America's CHIPS Act are in luck, as the White House has set aside $54 million for tiny firms with big ideas.
The US Commerce Department said on Tuesday that it had published a funding opportunity for small chip industry players with novel concepts mainly pertaining to metrology, or the science of measurement and its application. Successful applicants will be awarded funds "to explore the technical merit or feasibility of an innovative idea or technology for developing a viable product or service for introduction in the commercial microelectronics marketplace," the department said. 
What that overly wordy statement means is that the Department of Commerce and the National Institute of Standards and Technology (NIST) are looking for commercially viable research projects in several areas to bankroll using CHIPS Act cash. Among them are measurement services, tools, and instrumentation; innovative manufacturing metrologies; novel assurance and provenance technologies; and advanced metrology R&D testbeds. 
NIST and the Commerce Department expect to explore new tech ideas including compact fieldable cryogenic tech, compact extreme ultraviolet sources, and the seven grand challenges defined in NIST's 2022 Strategic Opportunities for US Semiconductor Manufacturing document [PDF] published in 2022. 
Along with several metrology-related challenges, the seven grand challenges include modeling and simulation semiconductor design and manufacturing and standardizing new materials and processes.
As has been the case with all of the CHIPS and Science Act funding handed out lately, the goal is "to help secure US leadership in the global semiconductor industry," the Commerce Department said. 


	Samsung snags $6.4B in CHIPS Act funds for Texas fabs


	With over 600 CHIPS fund applicants seeking over $70B, don't get your hopes up


	Intel scores $8.5B in government cheddar to supercharge fab builds


	TSMC scores $11.6B funding infusion for Arizona fabs, now plans for third plant


Companies pining for a piece of the $54 million pie have until June 14 to apply, and NIST anticipates awarding 24 companies [PDF] with funding as part of the project.
Initial awards for the first phase of the project - a six month period for feasibility research - will top out at $283,500 with an additional $6,500 requestable for technical and business assistance. Applicants also have to ask for phase-two research and development funding as part of their applications, though there's no guarantee they'll be selected for the second phase of the project.
Those that make it past the feasibility stage could see additional awards of up to $1.9 million and an additional $50,000 for additional technical and business assistance for the 24-month R&D phase. 
"CHIPS for America is committed to building opportunities for all businesses, including small businesses, to prosper as we grow the US semiconductor industry," US Secretary of Commerce Gina Raimondo said of the announcement. 
"We recognize the high costs associated with innovation in the semiconductor industry," Raimondo added, so the program will offer maximum funding amounts "to ensure opportunity is within reach for all businesses seeking to be part of the US semiconductor ecosystem." (r)
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    Psst, hey. It's the NSA. You want some AI security advice?

    
You can trust us, we're the good guys    
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The NSA has released guidance to help organizations protect their AI systems and better defend the defense industry.
The Cybersecurity Information Sheet (CSI), titled, "Deploying AI Systems Securely: Best Practices for Deploying Secure and Resilient AI Systems," represents the first salvo from the Artificial Intelligence Security Center (AISC), established by the surveillance super-agency last fall as part of the Cybersecurity Collaboration Center (CCC), a government-industry collaboration to protect organizations involved in the Defense Industrial Base.
This CSI [PDF] was developed in consultation with other US agencies, including CISA and the FBI, as well as counterparts in Australia, Canada, New Zealand, and the United Kingdom.
The rationale for having distinct security guidance for AI systems is that threat actors may employ different tactics to subvert machine-learning models and applications.


Due to the large variety of attack vectors, defenses need to be diverse and comprehensive


"Malicious actors targeting AI systems may use attack vectors unique to AI systems, as well as standard techniques used against traditional IT," the CSI reads. "Due to the large variety of attack vectors, defenses need to be diverse and comprehensive."
There appears to be a need for better AI security, which is perhaps not surprising since there's a need for better cybersecurity in general. In its 2024 AI Threat Landscape Report, security vendor Hidden Layer claimed, "77 percent of companies reported identifying breaches to their AI in the past year. The remaining were uncertain whether their AI models had seen an attack."
The Hidden Layer report identities three primary types of attacks on AI systems: Adversarial machine learning attacks that try to alter algorithm behavior; generative AI attacks that try to bypass safety mechanisms and solicit private or harmful content; and supply chain attacks, which while similar to general software supply chain attacks have their own unique characteristics related to AI.


	OpenAI's GPT-4 can exploit real vulnerabilities by reading security advisories


	Global IT spending forecast to reach $5.06 trillion this year


	Google will pump more than $100B into AI, says DeepMind boss


	What's up with AI lately? Let's start with soaring costs, public anger, regulations...


Much of the NSA guidance applies to general IT security, such as understanding the environments in which AI gets deployed and making sure appropriate governance and controls are in place.
But there's also quite a bit about continuous monitoring of AI models. Those implementing AI systems shouldn't expect to sign off and be done with AI security. The NSA advises not only validating AI systems before and during use, but securing exposed APIs, actively monitoring model behavior, safeguarding model weights, enforcing access controls, user training, audits, penetration testing, and so on.
"In the end, securing an AI system involves an ongoing process of identifying risks, implementing appropriate mitigations, and monitoring for issues," the CSI concluded. "By taking the steps outlined in this report to secure the deployment and operation of AI systems, an organization can significantly reduce the risks involved."
And as with general IT security recommendations, organizations that see their AI systems compromised will wonder why they weren't more careful when they had the chance. (r)
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    America may end up with paid-for 5G fast lanes under net neutrality anyway

    
Damn you, network virtualization    
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A law professor is warning a proposed reintroduction net neutrality in the US will allow cellular networks to create "fast lanes" for some applications, and that this undermines the entire net neutrality principle.
The FCC is set to vote on restoring net neutrality next week, after the Trump administration overturned Obama-era rules in 2017 that, simply put, tried to ensure internet providers generally treat all traffic equally as common carriers.
Pro-net-neutrality types want to avoid a future in which netizens have to pay extra to, for instance, read news without connections being throttled, or a future in which one social media giant pays to have an unfair amount of bandwidth allocated to it, strangling rivals. Those against the red-tape claim market forces will smooth out any injustices or unreasonable behavior - if an ISP or cell network throttles certain connections, people will vote with their feet and wallets, if possible.
Now Professor Barbara van Schewick, of the Center for Internet and Society (CIS) at Stanford Law School, has argued the FCC's proposed reinstatement of network neutrality will make it possible for US mobile carriers to pick applications and put them into a fast lane, for which they could charge more.
"T-Mobile, AT&T and Verizon are all testing ways to create these 5G fast lanes for apps such as video conferencing, games, and video where the ISP chooses and controls what gets boosted," she explained this month.


Their equipment vendors plainly lay out how ISPs can chop up internet service into all manner of fast lanes


"The ISPs write about this in their blogs and press releases. They talk about these efforts and dreams openly at conferences, and their equipment vendors plainly lay out how ISPs can chop up internet service into all manner of fast lanes."
"These kinds of ISP-controlled fast lanes violate core net neutrality principles and would limit user choice, distort competition, hamper startups, and help cement platform dominance," Professor van Schewick claims.
We asked the FCC for comment on Professor van Schewick's claims, and will update if we get an answer.
But what is this capability that will allow mobile carriers to operate these 5G "fast lanes"? It is none other than network slicing, a much-heralded feature of 5G networks that is starting to become possible with the rollout of full 5G Standalone networks that are built from the ground up for 5G, rather than reusing existing infrastructure designed for 4G.
Let's get technical
Network slicing is like virtualization for networks; it allows for multiple logical networks, each with characteristics tailored for different applications and use-cases, to operate over the same physical infrastructure.
According to Ericsson, which makes networking kit, network slicing is designed to allow a network operator to deliver various levels of speed, latency, and reliability depending on the subscriber. One user could be on a high-speed tier, another on a super reliable but slower one, and so on, depending on their needs and ability to pay, and all on the same infrastructure. Adept IT network admins or anyone who has used software-defined networking will know what we're talking about here.
As T-Mobile US put it, a slice "potentially could be used for public safety first-responder traffic, where an SLA for improved latency enhances the communication capabilities between an ambulance and a hospital."
In other words, network slicing was designed so that virtual networks can be operated that are tailored to the specific requirements of certain applications. This was one of the selling points of 5G.


	Remember the hype for NFV? Whatever happened with that?


	What's the big deal with service meshes? Think of them as SDN at Layer 7


	Are we ready to let software run the data centre?


	Half of AT&T's networks are controlled by open-source SDN code


Professor van Schewick said a no-throttling rule the FCC included in its proposed reintroduction of net neutrality in October explicitly prohibited ISPs from slowing down apps and classes of apps, but the watchdog was silent on whether the rule also applies to speeding up.
She said public interest groups, startups, and members of Congress asked the FCC to clarify that the no-throttling rule would also prohibit broadband providers from speeding up apps and classes of apps, and the draft order does not do this.
Instead, it acknowledges that some speeding up of apps could violate the no-throttling rule, and that the FCC will review any "fast lanes" on a case-by-case basis.
In the meantime, Professor van Schewick believes apps that are not in the fast lane will suffer.
Or maybe not
Gartner VP analyst Bill Ray told us he does not believe carriers are set to use network slicing in the way the professor is concerned about.
"I guess the professor is suggesting that an MVNO, perhaps owned by one of the network operators, could buy a slice, nationally, and then re-sell it to end users for a specific application. This is a long way from what the technology was designed to do, but I guess it is technically possible," Ray, a former Register vulture, said.
The professor also suggested that net neutrality proponents are not asking the FCC to ban network slicing, saying that there are valid uses for the technology, such as slices for telemetry data and oversight of autonomous cars, or providing a slice for a stadium's video system at a crowded game.
"But the 5G fast lanes ISPs are imagining for regular internet access - where ISPs decide which apps or kind of apps get a fast lane - would cause real harm and violate the core tenets of net neutrality," she added.
According to Vodafone, users will actually see better performance, not worse, thanks to upgraded networks with the ability to support network slicing.
"Network slicing can only be done on a new generation of networks called 5G Standalone (5G SA). 5G SA operates on upgraded equipment and software. Compared to today's 4G and 5G (also known as 5G Non-standalone), it is much more efficient," the telco stated in an explainer.
So who is right? Well, US cellphone users are set to find out, once the new net neutrality rules come into effect. (r)
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    ASML ships another high NA EUV lithography machine to mystery client

    
The cutting-edge chipmaking tool for a secret customer    


    
        By 
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            17th April 2024 20:30 GMT
        
    


    
Dutch semiconductor toolmaker ASML has shipped its second-ever high numerical aperture (NA) extreme ultraviolet (EUV) lithography machine to an undisclosed customer.
ASML's High NA EUV chipmaking machine is intended to make future nodes even more dense than what's possible with current EUV tools, which are considered Low NA. The shipment of a second High NA machine, reported by Reuters, signals that the latest tech is gradually being adopted.
However, ASML has kept the identity of whatever company bought the High NA EUV machine under wraps, and we can really only guess who it could be. Reuters points out that Intel, TSMC, and Samsung are obvious candidates; after all, Intel bought the first ever High NA EUV tool for its upcoming 14A node, receiving the first TWINSCAN EXE:5200 system at its facility in Hillsboro, Oregon, earlier in 2024, as ASML mentions on page 13 of a slide deck filed with the SEC [PDF].
TSMC and Samsung have already confirmed they want to adopt ASML's High NA technology.
The three top semiconductor firms aren't the only possible recipients of the cutting-edge hardware though. In December, an upcoming semiconductor facility run by companies including IBM and Micron was rumored to be getting one of ASML's High NA EUV machines, and it's possible this is where the second-ever one has gone. Plus, if Intel, TSMC, and Samsung had gotten their hands on the machine, it would probably be hard to keep that a secret for very long.
Although there are only two of these chipmaking tools out in the wild so far, ASML plans on making more, as it has orders for 10 to 20 additional machines. At EU350 million ($373 million) a pop, that means ASML has at least EU3.5 billion ($3.7 billion) of orders on its books, and combined with the two High NA machines already sold, ASML appears to be projecting more than EU4 billion sales in High NA EUV tools in the near future.


	ASML profits plunge 40% amid dip in chipmaking tool orders


	Where there's a will, there's Huawei to develop one's own chipmaking kit


	Dutch government in panic mode over keeping ASML in the country


	Europe benched in high tech 'Champions League' says ASML


The Dutch semiconductor company will probably need to sell as many High NA machines as possible, as Western sanctions on China will not be good for ASML's business - at least in the long term. ASML is still reliant on exporting tools to China: calendar Q1 results out today showed that 49 percent of the company's sales were from China.
Net profit was down 40 percent year-on-year, which may be because Chinese clients rushed their orders in during Q4 to get ahead of future sanctions. Chinese tech companies including Huawei are looking to domestically produce the high-tech tools that ASML would have provided, meaning when or if the US/ Dutch sanctions are lifted, it's possible that ASML's China business will take a hit anyway. (r)
    






        





This article was downloaded by calibre from https://go.theregister.com/feed/www.theregister.com/2024/04/17/asml_ships_another_high_na/



	Previous
	Articles
	Sections
	Next





	Previous
	Articles
	Sections
	Next







    
        Original URL: https://www.theregister.com/2024/04/17/russia_sandworm_cyberattacks_water/
    

    Kremlin's Sandworm blamed for cyberattacks on US, European water utilities

    
Water tank overflowed during one system malfunction, says Mandiant    
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The Russian military's notorious Sandworm crew was likely behind cyberattacks on US and European water plants that, in at least one case, caused a tank to overflow.
In a report today, Google's Mandiant threat-hunting team linked the intelligence outfit to disruptions at water and hydroelectric utilities earlier this year. This includes a series of attempts to disrupt Texas water facilities via remote-management software.
At least one of these intrusions caused a system malfunction, leading to a water tank overflow, Mandiant noted in its latest dossier [PDF].
Sandworm, which is understood to work for Russia's GRU military intelligence and is now labeled APT44 by Mandiant, has strongly supported the ongoing invasion of Ukraine.
This has included hitting Russia's neighbor with data-wiping malware, knocking out a segment of satellite comms terminals as well as mobile and internet services; stealing military secrets; and shutting down a Ukrainian power plant.
"Yet the threat posed by Sandworm is far from limited to Ukraine," Mandiant warned. 
The researchers said Sandworm operates the Telegram channels XakNet Team, CyberArmyofRussia_Reborn1, and Solntsepek, to draw attention to its activities and share any stolen data as it masquerades as some kind of independent hacktivist effort. Those channels mostly focus on causing chaos in Ukraine, though CyberArmyofRussia_Reborn1 has demonstrated it will go after Western targets, too.
"A majority of the attack-and-leak activity that Mandiant has tracked from GRU-linked Telegram personas has centered on Ukrainian entities," as the report put it. "However, CyberArmyofRussia_Reborn's claimed intrusion activity has not been so limited" and extends to US and European critical infrastructure organizations' operational technology (OT), Mandiant added. 


	Russia's Sandworm - not just missile strikes - to blame for Ukrainian power blackouts


	Sandworm's Kyivstar attack should serve as a reminder of the Kremlin crew's 'global reach'


	US task force aims to plug security leaks in water sector


	Cybercrims: When we hit IT, they sometimes pay, but when we hit OT... jackpot


In January, CyberArmyofRussia_Reborn's Telegram channel claimed credit for disrupting human machine interfaces (HMI) controlling OT systems at Polish and US water utilities. Shortly after, city officials in Muleshoe, Texas, confirmed that someone compromised its water infrastructure equipment and caused a tank to overflow.
Similar attempts were made at systems in nearby towns, Abernathy and Hale Center, and city officials reportedly "determined the common link to be the vendor software they use that keeps their water systems remotely accessible," according to local news reports.
Then in March, the same Telegram gang posted another video and claimed it compromised the technology controlling water levels at a French hydroelectric facility, thus allowing the miscreants to disrupt electricity generation.
"We assess that changing Western political dynamics, future elections, and emerging issues in Russia's near abroad will continue to shape APT44's operations for the foreseeable future," Mandiant concluded. (r)
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    Boston Dynamics' humanoid Atlas is dead, long live the ... new commercial Atlas

    
If the plan was to make this all-electric droid look mildly terrifying, mission accomplished    


    
        By 
Brandon Vigliarolo        
    

    
        Posted in Science,
        
            17th April 2024 19:30 GMT
        
    


    
Video Atlas, the humanoid robot that's been a centerpiece of Boston Dynamics' robot lineup for nearly a decade, has been retired. In its place is, well, Atlas - an all-electric version designed for commercial use. 
Boston Dynamics announced the retirement of the hydraulic version of Atlas (HD Atlas) in a video issued yesterday with no other explanation - only to share that the venerable, much-evolved bot was going to "kick back and relax" in retirement. 
Many eagle-eyed watchers noted how particular Boston Dynamics' wording was in the video, which specified that the hydraulic Atlas was being retired. Speculation was rampant on what was coming in its place, and now we know.
A 39-second video (see below) showing the new all-electric Atlas appeared on YouTube today, showing the robot rising from a lying position in one of the most spooky, inhuman ways possible: By folding its legs and pushing itself up on its 360-degree rotating hips. Atlas then walks toward the camera while completely rotating its head, legs and torso before spinning them all back around and trundling off screen.

  Youtube Video

As one commenter noted, it stood up "like it needs an exorcism." 
Of its spooky movement, Boston Dynamics told The Register the video was meant to highlight what the new Atlas is capable of.
"We're hoping to highlight the incredible range of motion of the new machine--these kinds of movements will make tasks like moving parts around much faster and more efficient, because unlike us the robot doesn't have to waste time shuffling its feet to turn its body around," Boston Dynamics told us in an email.
"The goal is to perform useful tasks in the most efficient way possible, rather than being limited by a human range of motion."
Atlas is dead ...
Atlas began life as a DARPA project back in 2009 called PETMAN, or the Protection Ensemble Test Mannequin, which was designed to test new clothing and protective gear for the US military. 
Later renamed Atlas, the tethered bot was revealed in 2013 as part of DARPA's $2m Robotics Challenge. The bot later evolved into an untethered machine, and by 2017 was doing  backflips before later being trained to do parkour.
Atlas, even its late HD model, wasn't meant for real-world applications, however. With Boston Dynamics moving in recent years toward more commercial products like Spot and Stretch, a research-restricted Atlas was unlikely to be long for this world.
... long live Atlas
"Our customers have seen success with Spot and Stretch and they are eager to tackle the next challenge with Atlas," Boston Dynamics said in announcing the new all-electric Atlas today.
"Given our track record of successful commercialization, we are confident in our plan to not just create an impressive R&D project, but to deliver a valuable solution."
Commercial sales of the new Atlas weren't discussed, but Boston Dynamics did say it'll be getting some real-world testing at parent company Hyundai's facilities.


	Boston Dynamics teaches robo-dog to recognise speech, respond using ChatGPT


	What's that, Lassie? Boston Dynamics is suing its robot dog tech rival?


	NYC Mayor: Robo-pup 'out of the pound' and back to police work


	If someone weaponizes our robots, we'll be really, really sad, says Boston Dynamics


"In addition to investing in us, the Hyundai team is building the next generation of automotive manufacturing capabilities, and it will serve as a perfect testing ground for new Atlas applications," Boston Dynamics said. "In the months and years ahead, we're excited to show what the world's most dynamic humanoid robot can really do--in the lab, in the factory, and in our lives." 
Boston Dynamics told us Hyundai and "a small group of pilot customers" will have access to Atlas next year, and that it currently doesn't have a timeline for general commercial availability.
The all-electric Atlas was designed to be "stronger, more dexterous, and more agile" than its hydraulic predecessors, but it's not immediately clear whether it'll be capable of some of the physical feats that the older model was capable of - such as backflips and parkour - that might be better suited to hydraulics than electric motors. Boston Dynamics told us it'll generally be "stronger and more capable," and that it'll share more about the bot later this year. 
Boston Dynamics also said it had made considerable progress in its software stack in recent years, and said its robots have been equipped "with new AI and machine learning tools, like reinforcement learning and computer vision to ensure they can operate and adapt efficiently to complex real-world situations."
As we as understand it, while the biz's robots can be remotely operated and/or programmed with directions by humans, the machines generally do possess some level of autonomous control that takes in their surroundings so that they can automatically balance themselves and move about as ordered.
We're told the company's Orbit centralized robot management software, which currently only supports Spot, will have Atlas and Stretch integrated into a future version as well, giving future owners the ability to remotely monitor and control an entire fleet of the things. (r)
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    Are we in a cost of technology crisis? Our vultures think so

    
Won't somebody please think of the shareholders    
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Kettle The price of everything is going up because corporations gotta corp and produce record profits year after year. That means you and I are expected to cough up more.
If it's not Microsoft hiking subscriptions, or bulking them up with AI, or slipping ads into Windows, it's Broadcom adding zeroes to IT orgs' annual costs.
For this latest episode of Kettle, in which our vultures speak their brains on the week's news, our Asia-Pacific editor Simon Sharwood is joined by our systems editor Tobias Mann, our editor Chris Williams, and your host Iain Thomson.

  Youtube Video

You can watch above, or listen via: RSS and MP3, Apple, Amazon, and Spotify. With lots of food for thought, feel free to add your own views in the forum below. (r)
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    Future Roku TVs may inject tailored ads into anything and everything when you pause

    
Muted the audio? That's an advert. Paused a video? That's an advert    
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Updated Will Roku TVs of the future throw up targeted ads on the screen whenever you pause a video? We hope not but...
A Roku-assigned patent application, filed in the US as 20230388589A1 and titled "HDMI customized ad insertion," outlines a fairly convoluted system that ultimately shows adverts on your telly or some other display whenever some kind of pause in playback is detected.
The proposed patent, published at the end of last year and spotted now, describes a display device that can show advertising after identifying a pause in the video content from an HDMI-connected media device.
Crucially, it says the display and media hardware can be the same device, ie: a smart TV like that from Roku. There are two ways of looking at this design: A way for standalone televisions, monitors, and projectors to show their own ads during a pause, and a way for integrated smart displays to do the same.
This would presumably also mean ads can run in the middle of a gaming session or a video being played via a PC, if the monitor or TV in use were to adopt this tech.
Roku even helpfully attached a flow chart to the patent application that outlines all the cases where an ad would be played. These include not only the detection of a pause button press but also instances where the TV infers a pause from various criteria.
These criteria include checking whether new frames are being created, if there's any audio, and even if a pause symbol is on the screen. In those instances, the TV or display will then begin serving an ad that goes right on top of whatever is on the screen.
The patent does not specify whether these ads will be in the form of still images, audio, or video, though Roku does detail that they will be served based on whatever content is playing on the screen. The patent details lots of ways it will analyze content to determine what ad to show, such as video metadata, watermarks, and the audio. Checking the source device and even the software application running are options too, perhaps coming in handy when the device in question is a gaming console or some other purpose-made device with a specific name.


	Roku makes 2FA mandatory for all after nearly 600K accounts pwned


	Lawsuit claims Meta hobbled Facebook Watch to help Netflix


	Dumping us into ad tier of Prime Video when we paid for ad-free is 'unfair' - lawsuit


	Netflix to crack down on account sharing, offer ad-laden cheaper options


The draft patent never mentions artificial intelligence when discussing content recognition, so its detection may be pretty rudimentary. However, since the TV likely has to communicate with some outside server to get the ad, any AI-powered part of the process may be done in the cloud away from this design seeking patent protection.
While this kind of ad injection isn't something that currently happens with smart TVs, it's technically already possible. Back in 2015, Samsung accidentally set its Australian TVs to play muted Pepsi commercials over and over on top of movies played through Plex Media Server. Although the ads were clearly a bug, it does indicate that Samsung was working on something similar to what is outlined in the Roku patent.
Of course, this is all at the patent application stage, it may never happen, and plenty of patents never make it to actual products. We've asked Roku to comment on whether the feature could become reality. (r)
Updated to add at 2130 UTC
Spokespeople for Roku have been in touch to assure us it has no plans right now to commercialize a design it went to all the effort of patenting.
"This is not an issued patent and there are no plans to put the HDMI ad insertion feature into our products at this time," the spinners told us.
"Like the patents of many other technology companies, Roku patent applications often describe technologies explored by teams at Roku and many of these technologies do not become part of the products we sell."
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    NASA confirms nuclear-powered Dragonfly drone is going to Titan

    
Whew! Relief for boffins as rotorcraft slated to arrive at Saturn moon in 2034    
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NASA has finally confirmed its Dragonfly rotorcraft mission will be heading to Titan, one of Saturn's Moons, meaning the team behind the project can finalize its design and get to work building the spacecraft.
Things had been looking a little risky for the drone as budgets were squeezed and launch dates shifted - Dragonfly was originally slated for launch in 2026. But yesterday NASA approved the mission and the July 2028 launch date, with a scheduled arrival at Titan in 2034.
The total lifecycle cost of the mission is currently $3.35 billion, approximately double the proposed cost. The increases were blamed on the COVID-19 pandemic, supply chain issues, and "the results of an in-depth design iteration." The project was also directed to replan multiple times due to funding constraints in fiscal years 2020 and 2022.
[image: Artist's concept of Dragonfly soaring over the dunes of Saturn's moon Titan. NASA/Johns Hopkins APL/Steve Gribben]
Artist illustration of NASA's Dragonfly over the dunes of Saturn's Titan ... Credit: NASA/Johns Hopkins APL/Steve Gribben - Click for source


Additional funding has been provided for a heavy-lift launch vehicle to cut the time needed for the cruise phase to Saturn. NASA did not specify which heavy-lift launcher would be used, although the agency did use the SpaceX Falcon Heavy to launch the Psyche mission in 2023 and plans to use the rocket for its Europa Clipper later in 2024.
Confirmation of the Titan visit is a spark of optimism amid budgetary gloom at NASA. The increasing costs of the Mars Sample Return expedition combined with funding constraints could mean cannibalization for some of the agency's other projects. It is, therefore, a relief for many engineers and scientists that DragonFly, which is to be designed and built under the direction of the Johns Hopkins Applied Physics Laboratory (APL) in Laurel, Maryland, received its confirmation.
Powered by a Multi-Mission Radioisotope Thermoelectric Generator (MMRTG) - like the Mars Curiosity rover - the Dragonfly dual-quadcopter drone is expected to travel hundreds of kilometers during its planned two-year exploration of Titan.
According to the team, "In under an hour, Dragonfly will cover tens of miles or kilometers, farther than any planetary rover has traveled."
The vehicle will, however, spend most of its time on the surface of Titan, making science measurements.


	Space exploitation vs space exploration: Humanity has much to learn from the Voyager probes


	Solar wind gave Mars a breather and its magnetosphere inflated


	Here's how fast a spacecraft should fly to successfully detect amino acids erupting from Enceladus


	NASA taps trio of companies to build the next generation of lunar rover


Titan has long fascinated scientists. The Voyager probes imaged the moon in 1979 and 1980, but the organic haze in the atmosphere obscured the surface in visible wavelengths. In 2004, the Cassini orbiter arrived and mapped much of the moon's surface. In 2005, Cassini released the Huygens probe, which parachuted to the surface.
If everything goes according to plan, almost 30 years later, it will be the turn of Dragonfly to inspect the surface of Titan. (r)
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    Intel's neuromorphic 'owl brain' swoops into Sandia labs

    
Hala Point system crams more than a thousand neurochips into a 6U chassis to tackle real-time AI    
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Intel Labs revealed its largest neuromorphic computer on Wednesday, a 1.15 billion neuron system, which it reckons is roughly analogous to an owl's brain.
But don't worry, Intel hasn't recreated Fallout's Robobrain. Instead of a network of organic neurons and synapses, Intel's Hala Point emulates them all in silicon.
At roughly 20 W, our brains are surprisingly efficient at processing the large quantities of information streaming in from each of senses at any given moment. The field of neuromorphics, of which Intel and IBM have spent the past few years exploring, aims to emulate the brain's network of neurons and synapses to build computers capable of processing information more efficiently than traditional accelerators.
How efficient? According to Intel, its latest system - delivered to Sandia National Labs in the US - is a 6U box roughly the size of a microwave that consumes 2,600 W, can reportedly achieve deep neural network efficiencies as high as 15 TOPS/W at 8-bit precision. To put that in perspective, Nvidia's most powerful system, the Blackwell-based GB200 NVL72, which has yet to even ship, manages just 6 TOPS/W at INT8, while its current DGX H100 systems can manage about 3.1 TOPS/W.
[image: Researchers at Sandia National Labs take delivery of Intel's 1.15 billion neuron Hala Point neuromorphic computer]
Researchers at Sandia National Labs take delivery of Intel's 1.15 billion neuron Hala Point neuromorphic computer - click to enlarge


This performance is achieved using 1,152 of Intel's Loihi 2 processors, which are stitched together in a three-dimensional grid for a total of 1.15 billion neurons, 128 billion synapses, 140,544 processing cores, and 2,300 embedded x86 cores that handle the ancillary computations necessary to keep the thing chugging along.
To be clear, those aren't typical x86 cores. "They are very, very simple, small x86 cores. They're not anything like our latest cores or Atom processors," Mike Davies, director of neuromorphic computing at Intel, told The Register.
If Loihi 2 rings a bell, that's because the chip has been knocking around for a while now having made its debut back in 2021 as one of the first chips produced using Intel's 7nm process tech.
Despite its age, Intel says the Loihi-based systems are capable of solving certain AI inference and optimization problems as much as 50x faster than conventional CPU and GPU architectures while consuming 100x less power. Those numbers appear to have been achieved [PDF] by pitting a single Loihi 2 chip to Nvidia's tiny Jetson Orin Nano and a Core i9 i9-7920X CPU.
Don't throw out your GPUs yet
While that might sound impressive, Davies admits that its neuromorphic accelerators aren't ready to replace GPUs for every workload just yet. "This is not a general-purpose AI accelerator by any means," he said.
For one, arguably AI's most popular application, the large language models (LLMs) powering apps like ChatGPT, won't run on Hala Point, at least not yet.
"We're not mapping any LLM to Hala Point at this time. We don't know how to do that. Quite frankly, the neuromorphic research field does not have a neuromorphic version of the transformer," Davies said, noting that there is some interesting research into how that might be achieved.
Having said that, Davies' team has had success running traditional deep neural networks, a multi-layer perceptron, on Hala Point with some caveats.


	RISC-V AI chip upstart Rivos plans to undercut Nvidia, helped by a quarter-billion in VC lucre


	AI cloud startup TensorWave bets AMD can beat Nvidia


	Los Alamos Lab powers up Nvidia-laden Venado supercomputer


	Intel Gaudi's third and final hurrah is an AI accelerator built to best Nvidia's H100


"If you can sparsify the network activity and the conductivity in that network, that's when you can achieve really, really big gains," he said. "What that means is that it has to be processing a continuous input signal ... a video stream or an audio stream, something where there's some correlation from sample to sample to sample."
Intel Labs demonstrated Loihi 2's potential for video and audio processing in a paper published [PDF] late last year. In testing they found that the chip achieved significant gains in energy efficiency, latency, and throughput for signal processing, sometimes exceeding three orders of magnitude, compared to conventional architectures. However, the largest gains did come at the expense of lower accuracy.
The ability to process real-time data at low power and latency has made the tech attractive for applications like autonomous vehicles, drones, and robotics.
Another use case that's shown promise is combinatorial optimization problems, like route planning for a delivery vehicle, which has to navigate a busy city center.
These workloads are incredibly complex to solve as small changes like vehicle speed, accidents, and lane closures have to be accounted for on the fly. Conventional computing architectures aren't well suited to this kind of exponential complexity, which is why we've seen so many quantum computing vendors targeting optimization problems.
However, Davies argues that Intel's neuromorphic computing platform is "far more mature than these other experimental research alternatives."
Room to grow
According to Davies, there's also still plenty of headroom to be unlocked. "I'm sad to say it's not fully even exploited to this day because of software limitations," he said of the Loihi 2 chips.
Identifying hardware bottlenecks and software optimizations is part of the reason Intel Labs has deployed the prototype at Sandia.
"Understanding the limitations, especially at the hardware level, is a very important part of getting these systems out there," Davies said. "We can fix the hardware issues, we can improve it, but we need to know what direction to optimize."
This wouldn't be the first time Sandia boffins have gotten their hands on Intel's neuromorphic tech. In a paper published in early 2022, researchers found the tech had potential for HPC and AI. However, those experiments used Intel's first-gen Loihi chips, which have roughly an eighth the neurons (128,000 vs 1 million) of its successor. (r)
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    Devaluing content created by AI is lazy and ignores history

    
The answer is not to hide from ML, but to be honest about it    
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Column It's taken less than eighteen months for human- and AI-generated media to become impossibly intermixed. Some find this utterly unconscionable, and refuse to have anything to do with any media that has any generative content within it. That ideological stance betrays a false hope: that this is a passing trend, an obsession with the latest new thing, and will pass.
It isn't, and it won't. What has to pass is how we approach AI-generated content.
To understand why, know that my publisher recently returned from the London Book Fair with a great suggestion: recording an audiobook version of my latest printed work. We had a video call to work through all the specifics. Would I like to record it myself? Yes, very much. When could I get started? Almost immediately. And I had a great idea: I'll use the very cool AI voice synthesis software at Eleven Labs to synthesize unique voices for the Big Three chatbots - ChatGPT, Copilot and Gemini.
The call went quiet. My publisher looked embarrassed. "Look, Mark, we can't do that."
"Why not? It'll sound great!"
"It's not that. Audible won't let us upload anything that's AI-generated."
An anti-AI policy makes sense where there's a reasonable chance of being swamped by tens of thousands of AI-voiced texts - that's almost certainly Audible's fear. (There's also the issue of putting voice artists out of work - though employers appear rather less concerned about job losses.)
My publisher will obey Audible's rule. But as it becomes increasingly difficult to differentiate between human and synthetic voices, other audiobook creators may adopt a more insouciant approach.
Given how quickly the field of generative AI is improving - Hume.AI's "empathetic" voice is the latest notable leap forward - this policy looks more like a stopgap than a sustainable solution.
It may seem like generative AI and the tools it enables have appeared practically overnight. In fact, generating a stream of recommendations is where this all got started - way back in the days of Firefly. Text and images and voices may be what we think of as generative AI, but in reality they're simply the latest and loudest outcomes from nearly three decades of development.


	Your PC can probably run inferencing just fine - so it's already an AI PC


	It's time we add friction to digital experiences and slow them down


	Apple has botched 3D for decades. So good luck with the Vision Pro, Tim


	It's uncertain where personal technology is heading, but judging from CES, it smells


Though satisfying, drawing a line between "real" and "fake" betrays a naivete bordering on wilful ignorance about how our world works. Human hands are in all of it - as both puppet and puppeteer - working alongside algorithmic systems that, from their origins, have been generating what we see and hear. We can't neatly separate the human from the machine in all of this - and never could.
If we can't separate ourselves from the products of our tools, we can at least be transparent about those tools and how they've been used. Australia's Nine News recently tried to blame the sexing up of a retouched photograph of a politician on Photoshop's generative "infill" and "outfill" features, only to have Adobe quickly point out that Photoshop wouldn't do that without guidance from a human operator.
At no point had the public been informed that the image broadcast by Nine had been AI enhanced, which points to the heart of the issue. Without transparency, we lose our agency to decide whether or not we can trust an image - or a broadcaster.
My colleague Sally Dominguez has recently been advocating for a "Trust Triage" - a dial that slides between "100 percent AI-generated" and "fully artisanal human content" for all media. It would in theory offer creators an opportunity to be completely transparent about both media process and product, and another for media consumers to be sensible and anchored in understanding.
That's something we should have demanded when our social media feeds went algorithmic. Instead, we got secrecy and surveillance, dark patterns and addiction. Always invisible and omnipresent, the algorithm could operate freely.
In this brief and vanishing moment - while we can still know the difference between human and AI-generated content - we need to begin a practice of labelling all the media we create, and suspiciously interrogate any media that refuses to give us its particulars. If we miss this opportunity to embed the practice of transparency, we could find ourselves well and truly lost. (r)
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    Global IT spending forecast to reach $5.0T this year

    
Comms services and AI contributing to increase, but vendors are taking 'risks'    


    
        By 
Lindsay Clark        
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Gartner expects global IT spending to grow 8 percent in 2024 to $5.06 trillion in a revised forecast from the 6.8 percent uptick which the analyst predicted in January.
Worldwide IT spending was on track to reach $8 trillion before the end of the decade, Gartner said.
John-David Lovelock, distinguished VP analyst, told The Register that the increased figure for IT spending this year was largely down to repricing in communication services. "That makes up the majority of that bump in dollars," he said.
In January, Gartner forecast 2.3 percent growth for the communication services sector. That figure has been elevated to 4.3 percent to reach $1.55 trillion.
However, the increasing investment associated with generative AI is also having an impact on spending, at least among vendors.
For example, growth in spending on datacenter systems has gone from 4 percent in 2023 to 10 percent in 2024 (revised up from 7.5 percent), primarily due to planning for GenAI initiatives, according to Gartner.
The analyst also sees "gold rush" spending by service providers supporting large-scale GenAI projects, such as servers and semiconductors. In 2024, AI servers are projected to account for close to 60 percent of hyperscalers' total server spending.


	Broadcom throws VMware customers on perpetual licenses a lifeline


	North American S/4HANA migrations ramping among SAP users


	75% of enterprise coders will use AI helpers by 2028. We didn't say productively


	What happened to agility and new business models? Cloud benefits have all gone to IT


Lovelock reckons AI investments are different from normal R&D spending cycles in upgrading products.
"If you look at the Google, Amazon, Microsoft, and Alibaba ... they typically buy a bunch of servers and hope that next year somebody is going to need them for their cloud offer. There is a risk this time in that they are building up specific AI servers, so if people are not creating models next year and are not heavily inferencing AI models next year, then there would be revenue shortfall from their expectations."
However, Lovelock says the risks are not markedly different from other areas where tech vendors invest, only to find later they may need to lay people off and move employees around the business.
Gartner has said that 2023 was the year when vendors were expected to have an AI, and this year they will invest and users will pilot projects. Next year, Gartner expects more significant user projects in AI.
Microsoft revealed recently that it is still trying to convince biz users of the value of integrating Copilot into its productivity wares, and Dell - like many others in the industry - is running proof of concepts with customers.
Spending on IT services is expected to grow 9.7 percent year-on-year in 2024 to reach $1.52 trillion, making it the largest market that Gartner tracks. Expected growth in the market was increased from 8.7 percent.
The slowest growing segment in 2024 is set to be devices, due to increase by 3.6 percent to $688 billion, Gartner said.
Long gone are the days when PC makers thought that collectively selling 350 million units a year was sustainable. It happened in 2021 and likely won't happen again for some time. (r)
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