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      Biting the hand that feeds IT -- Enterprise Technology News and Analysis


      
        Two cuffed in Samourai Wallet crypto dirty money sting
        Connor Jones

        Suspects in Portugal and the US said to have laundered over $100M Two men alleged to be co-founders of cryptocurrency biz Samourai Wallet face serious charges and potentially decades in US prison over claims they owned a product that facilitated the laundering of over $100 million in criminal cash....

      

      
        TSMC says first 1.6nm chips coming in 2026
        Dan Robinson

        Watch out Intel ... Angstrom-class A16 with Super Rail backside power tech incoming Semiconductor giant TSMC has disclosed details of a process technology called A16 that could be delivering the first 1.6nm chips for customers by 2026.... 

      

      
        Spotify claims Apple wants 'tax' for in-app pricing tweak
        Matthew Connatser

        App maker accuses Cupertino of defying EU rules Spotify claims Apple rejected an update to the popular music streaming app that would have informed users about purchase methods outside of the Apple ecosystem....

      

      
        DARPA's latest toy is a 20-foot, 12-ton tank that drives itself
        Brandon Vigliarolo

        Crew entirely optional DARPA has been working on off-road autonomous vehicles for decades, and now it has a combat-scale unmanned tank to show....

      

      
        City council audit trail is an audit fail after disastrous Oracle ERP rollout
        Lindsay Clark

        Europe's largest local authority had no way of knowing if fraud took place Birmingham City Council, Europe's biggest local authority, has no way of knowing if financial fraud has been committed after it failed to run security and audit features in a new Oracle Fusion ERP system....

      

      
        SK hynix breaks Q1 revenue records on back of AI boom
        Laura Dobberstein

        Memory biz ditches NAND production plans to make more crucial HBM tech The global AI infrastructure buying frenzy is still in full swing - so much so that it has pushed the world's second largest memory maker, SK hynix, into its second highest operating profit ever and an all-time high for Q1 revenues.... 

      

      
        Russia, Iran pose most aggressive threat to 2024 elections, say infoseccers
        Connor Jones

        Google security crew reveal 'the four Ds' to be on the watch for It may come as a surprise to absolutely nobody that experts say, in revealing the most prevalent and likely tactics to meddle with elections this year, that state-sponsored cybercriminals pose the biggest threat....

      

      
        Meta's value plummets as Zuckerberg admits AI needs more time and money
        Richard Speed

        Revenues up, but is the AI hype bubble is threatening to burst? Meta's shares tumbled after company boss Mark Zuckerberg said the quiet bit out loud: it will take a while before AI bets start paying back the huge financial investments it is making....

      

      
        Atos hopes for lifeline as refinancing saga set to drag on into May
        Dan Robinson

        Struggling French tech giant posts disappointing Q1 results Crisis-hit tech giant Atos is pushing back the deadline for its refinancing proposals after posting a slim operating profit of EU48 million ($51 million) for calendar Q1....

      

      
        Japan's Moon lander makes it through another lunar night
        Richard Speed

        What do we say to the God of Death? Not today Japan's Smart Lander for Investigating Moon (SLIM) has woken up again, having survived three lunar nights....

      

      
        Turns out teaching criminals to write web code keeps them out of prison
        Thomas Claburn

        The software redemption Teaching prisoners how to design and program websites turns out to improve their sense of self-worth and provides them with digital literacy skills that help them stay out of prison.... 

      

      
        Throwflame launches fire-spitting robo-dog from Hell
        Richard Currie

        The Thermonator can be yours for just $9,420 Picture Boston Dynamics' nightmare fuel robot dog Spot. Now imagine it 1,000 percent more terrifying....

      

      
        Microsoft and Amazon's AI ambitions spark regulatory rumble
        Connor Jones

        Tech giants confident everything's in order UK regulators want to hear from "interested third parties" on whether Microsoft and Amazon's investments in AI startups is impeding competition....

      

      
        BMW calls for vendor openness in quest to mine its own processes
        Lindsay Clark

        'Software companies try to extend their reach and their usage, but this can't be by locking in users,' says process mining lead BMW's process mining leader has called for greater openness among enterprise application and software vendors to avoid data lock-in....

      

      
        Forget the AI doom and hype, let's make computers useful
        Bruce Davie

        Machine learning has its place, just not in ways that suits today's hypesters Systems Approach  Full disclosure: I have a history with AI, having flirted with it in the 1980s (remember expert systems?) and then having safely avoided the AI winter of the late 1980s by veering off into formal verification before finally landing on networking as my specialty in 1988.... 

      

      
        Indian bank's IT is so shabby it's been banned from opening new accounts
        Simon Sharwood

        After two years of warnings, and outages, regulators ran out of patience with Kotak Mahindra Bank India's central bank has banned Kotak Mahindra Bank from signing up new customers for accounts or credit cards through its online presence and app....

      

      
        Samsung shows off battery tech it says will see you gone in nine minutes
        Laura Dobberstein

        Might help to set spluttering EV market on fire. Won't catch fire thanks to built-in vents Samsung SDI, the Korean giant's battery biz, on Tuesday promised EV batteries that can charge to 80 percent capacity in a mere nine minutes, plus models that can perform at that level for 20 years....

      

      
        IBM to acquire Hashi for $6.4B, hopes it will boost software biz and Red Hat
        Simon Sharwood

        Investors want to know what Big Blue is smoking after growth disappoints IBM has announced it will acquire Hashi for $6.4 billion, and touted the deal as meaning its hybrid cloud platform will emerge with a "comprehensive" set of products....

      

      
        Australia's spies and cops want 'accountable encryption' - aka access to backdoors
        Simon Sharwood

        And warn that AI is already being used by extremists to plot attacks The director general of Australia's lead intelligence agency and the commissioner of its Federal Police yesterday both called for social networks to offer more assistance to help their investigators work on cases involving terrorism, child exploitation, and racist nationalism.... 

      

      
        Governments issue alerts after 'sophisticated' state-backed actor found exploiting flaws in Cisco security boxes
        Jessica Lyons

        Don't get too comfortable: 'Line Dancer' malware may be targeting other vendors, too A previously unknown and "sophisticated" nation-state group compromised Cisco firewalls as early as November 2023 for espionage purposes -- and possibly attacked network devices made by other vendors including Microsoft, according to warnings from the networking giant and three Western governments....

      

      
        With Run:ai acquisition, Nvidia aims to manage your AI kubes
        Tobias Mann

        Now Jensen has a control plane to play with his army of NIMs Nvidia on Wednesday announced the acquisition of AI-centric Kubernetes orchestration provider Run:ai in an effort to help bolster the efficiency of computing clusters built on GPU....

      

      
        Apple releases OpenELM, a slightly more accurate LLM
        Thomas Claburn

        It's not the fastest machine learning model, but you can't have everything Apple, not normally known for its openness, has released a generative AI model called OpenELM which apparently outperforms a set of other language models trained on public data sets....

      

      
        Musk moves Tesla's goalposts, investors happily move shares higher
        Brandon Vigliarolo

        It's the millions-of-robotaxis promise again - and all y'all buying it this time, too? Opinion  Elon Musk has a strategy and you may have seen it before: When things aren't going well, he'll say something wild to take everyone's eyes off the trouble, and raise share prices with dreams....

      

      
        Shouldn't Teams, Zoom, Slack all interoperate securely for the Feds? Wyden is asking
        Jessica Lyons

        Doctorow: 'The most amazing part is that this isn't already the way it's done' Collaboration software used by federal government agencies -- this includes apps from Microsoft, Zoom, Slack, and Google -- will be required to work together and be securely end-to-end encrypted, if legislation proposed by US Senator Ron Wyden (D-OR) passes.... 

      

      
        Now all Windows 11 users are getting adverts to 'make the Start menu great again'
        Matthew Connatser

        And you thought the Bing begging was annoying Microsoft has made good on its promise, or threat, to put advertisements inside the Windows 11 Start menu with its latest update....

      

      
        Microsoft cannot keep its own security in order, so what hope for its add-ons customers?
        Richard Speed

        Secure-by-default... if your pockets are deep enough Microsoft has come under fire for charging for security add-ons despite the company's own patchy record when it comes to vulnerabilities and breaches....

      

      
        US Chamber of Commerce to sue FTC for banning noncompetes in most jobs
        Jude Karabus

        Senior execs making $150K+ will still have to abide by them, but they fall away for everyone else The US Chamber of Commerce is saying it will sue the Federal Trade Commission (FTC) for officially banning noncompete clauses in employment contracts across America....

      

      
        Euro cloud group blasts Broadcom over VMware licensing maneuvers
        Dan Robinson

        CISPE says concessions 'solve nothing' Updated  Euro cloud trade body CISPE has hit back at concessions offered by Broadcom over VMware licensing, saying these do not address key issues that led it to lobby the European Commission into investigating....

      

      
        Rapidus US chief says AI chip crunch, supply chain paranoia make for an ideal growth climate
        Tobias Mann

        Japanese foundry upstart aims to bolster domestic production while catering to growing demand for custom accelerators Interview  The foundry space is arguably the most complex and competitive it has been in decades as foundry upstarts in the US and Japan look to challenge heavyweights Samsung and TSMC for a piece of the action....

      

      
        If Britain is so bothered by China, why do these .gov.uk sites use Chinese ad brokers?
        Thomas Claburn

        One wonders why are there adverts on public-sector portals at all Exclusive  At least 18 public-sector websites in the UK and US send visitor data in some form to various web advertising brokers - including an ad-tech biz in China involved in past privacy controversies, a security firm claims....
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    Two cuffed in Samourai Wallet crypto dirty money sting

    
Suspects in Portugal and the US said to have laundered over $100M    


    
        By 
Connor Jones        
    

    
        Posted in Cyber-crime,
        
            25th April 2024 17:15 GMT
        
    


    
Two men alleged to be co-founders of cryptocurrency biz Samourai Wallet face serious charges and potentially decades in US prison over claims they owned a product that facilitated the laundering of over $100 million in criminal cash.
Keonne Rodriguez and William Lonergan Hill, both US citizens, were arrested on Wednesday for their alleged roles in the Samourai Wallet operation, which the Department of Justice (DOJ) says transacted over $2 billion.
Rodriguez, a US national who resided in either Florida, Pennsylvania, or the United Kingdom throughout the time of his alleged involvement with Samourai, was CEO of the operation. CTO Hill was also a US national but lived in France for the entire period the company was operating, from 2015 until February this year.
Rodriguez was arrested in the US and is due to appear before a magistrate judge in the Western District of Pennsylvania today. Hill was arrested in Portugal and is awaiting extradition.
Per the indictment [PDF], the pair are said to have earned $4.5 million in fees over the nine-year period of running Samourai. In addition to facilitating money laundering, Feds claim the company was also a money-transmitting business operating outside of AML and Know Your Customer regulatory rules.
It also didn't help that it the Feds alleged the business was also used to wash funds connected to two of the most notorious dark web marketplaces in history, Silk Road and Hydra Market.
Drugs and fake ID emporiums aside, the DoJ claimed Samourai was used to launder the proceeds of various other types of cybercrime including spearphishing campaigns, schemes to defraud decentralized finance protocols, and server intrusions, among others.
Samourai Wallet itself offered two products that the DoJ appealed to miscreants looking to cover their digital tracks. Ricochet, which started in 2017, offered users the chance to introduce "hops" to their transactions. This involved adding an intermediary address between criminal transactions, which the DoJ said could make authorities' efforts in linking transactions to crime more difficult.
Whirlpool launched in 2019 and acted as a typical crypto mixer, or tumbler, whichever you like. It would take batches of users' transactions, jumble up all the tokens, and redistribute them among the same users.
Again, this service is typically sought by people who don't want the police to know what their tokens are being used for, or what they did to acquire them.
It would make little sense to use these services unless a user had a good reason, since they cost a pretty penny to use. Whirlpool is estimated to be the most lucrative of the two services, allegedly netting the accused around $3.4 million, while Ricochet, which launched two years earlier, is said to have brought in around $1.1 million.
"As alleged, Keonne Rodriguez and William Lonergan Hill are responsible for developing, marketing, and operating Samourai, a cryptocurrency mixing service that executed over $2 billion in unlawful transactions and served as a haven for criminals to engage in large-scale money laundering," said US attorney Damian Williams.


	Crooks exploit OpenMetadata holes to mine crypto - and leave a sob story for victims


	Crypto conferences liquidated after biblical flooding in Dubai


	Alleged cryptojacker accused of stealing $3.5M from cloud to mine under $1M in crypto


	Canonical cracks down on crypto cons following Snap Store scam spree


"Rodriguez and Hill allegedly knowingly facilitated the laundering of over $100 million of criminal proceeds from the Silk Road, Hydra Market, and a host of other computer hacking and fraud campaigns. Together with our law enforcement partners, we will continue to relentlessly pursue and dismantle criminal organizations that use cryptocurrency to hide illicit conduct."
The US worked with Icelandic law enforcement to seize Samourai's servers and domain. Visits to its website now display the US trademark we-pwned-you splash page, thanking the FBI, IRS, Europol, and police from both Portugal and Iceland for their role in the operation.
US users are also no longer able to download Samourai Wallet after the DOJ told the Google Play store to take it down. It is, however, still available to download in Europe, and its store page shows it has been downloaded more than 100,000 times.
Both Rodriguez and Hill are facing maximum sentences of 25 years. They both face a count of conspiracy to commit money laundering, which carries a maximum 20-year term, and one count of conspiracy to operate an unlicensed money-transmitting business. You can get five years maximum for that.
"Threat actors utilize technology to evade law enforcement detection and create environments conducive to criminal activity," said James Smith, assistant director in charge at the FBI. 
"For almost 10 years, Keonne Rodriguez and William Hill allegedly operated a mobile cryptocurrency mixing platform which provided other criminals a virtual haven for the clandestine exchange of illicit funds, the facilitation of more than $2 billion in illegal transactions, and $100 million in dark web money laundering. 
"The FBI is committed to exposing covert financial schemes and ensuring no one can hide behind a screen to perpetuate financial wrongdoing." (r)
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    TSMC says first 1.6nm chips coming in 2026

    
Watch out Intel ... Angstrom-class A16 with Super Rail backside power tech incoming    


    
        By 
Dan Robinson        
    

    
        Posted in Systems,
        
            25th April 2024 16:30 GMT
        
    


    
Semiconductor giant TSMC has disclosed details of a process technology called A16 that could be delivering the first 1.6nm chips for customers by 2026.
The Taiwan-based contract manufacturing titan revealed its latest advances in semiconductor process, advanced packaging, and 3D chip technology at the company's North America Technology Symposium 2024 in Santa Clara this week.
The headline act at the event was A16, the next semiconductor process technology on its roadmap. TSMC said this is planned for production in 2026, and that silicon from it will provide an 8-10 percent speed improvement over its N2P process, itself a refined version of the company's 2nm technology due to start production next year.
A16 has been reported to be a 1.6nm process node, but TSMC did not explicitly identify it as such at first. We asked for clarification, and the company told us that the A stands for angstroms, and as there are 10 angstroms in 1nm, A16 is therefore a 1.6nm process - but TSMC does not refer to it as such.
TSMC disclosed that A16 will combine its nanosheet transistor design, set to be introduced on 2nm, with Super Power Rail technology. The latter is the company's implementation of the charmingly named backside power architecture, where tracks that carry the power to transistors are moved to the reverse side of the silicon to make way for more signal tracks. Intel revealed its use of the technique last year.
This will offer improved logic density and performance by dedicating front-side routing to signals, making A16 ideal for HPC products with complex signal routes and dense power delivery networks, TSMC said.
According to Reuters, TSMC indicated that it does not need ASML's latest High NA EUV photolithography machines in order to produce chips with its A16 process. It had been suggested by some in the industry that Intel would be able to steal a march on TSMC because it was the first chipmaker to receive one of these.
[image: stacked3D]
TSMC boss says one-trillion transistor GPU is possible by early 2030s

READ MORE
For the company's upcoming N2 2nm process node, TSMC announced a design optimization technique it calls NanoFlex. This simply provides chip designers with flexibility in standard cell building blocks, allowing them to tune a combination of short cells for greater power efficiency and tall cells for maximum performance to hit the best power, performance, and area trade-offs for their application.
The semiconductor supremo also updated its 4nm process technology with N4C. This adds area-efficient design rules that are compatible with its popular N4P process, but which will deliver an 8.5 percent die cost reduction for "value-tier" products, TSMC claims. This is scheduled for volume production in 2025.


	Intel promises to reduce droop with backside power in 2024


	Rapidus US chief says AI chip crunch, supply chain paranoia make for an ideal growth climate


	TSMC expects customers to pay more for chips fabbed overseas


	ASML ships another high NA EUV lithography machine to mystery client


In packaging technology, TSMC declared that its first System-on-Wafer (SoW) offering is already in production. This enables a large array of dies on a 300 mm wafer to form a single system, boosting compute power while occupying far less space.
The company said that a Chip-on-Wafer version is slated to be ready for 2027 that will use its Chip-on-Wafer-on-Substrate (CoWoS) technology, and claimed this will enable integration of High Bandwidth Memory (HBM) and other components to create a powerful wafer-level system with compute power comparable to an entire datacenter server rack.
TSMC also said it is developing Compact Universal Photonic Engine (COUPE) technology for high-speed interconnects, citing AI as an application that will need this. The technology will use chip stacking to mount an electrical die on top of a photonic die, and the company plans to qualify COUPE for small form factor pluggable modules in 2025, followed by integration into CoWoS packaging the following year.
"At TSMC, we are offering our customers the most comprehensive set of technologies to realize their visions for AI, from the world's most advanced silicon, to the broadest portfolio of advanced packaging and 3D IC platforms, to specialty technologies that integrate the digital world with the real world," TSMC CEO C C Wei said in a statement.
TSMC reported revenue up year-on-year for the first quarter of 2024 earlier this month, beating expectations, and said it anticipated that demand for AI-capable PCs and datacenter kit will drive higher sales of the silicon it produces this year. (r)
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    Spotify claims Apple wants 'tax' for in-app pricing tweak

    
App maker accuses Cupertino of defying EU rules    


    
        By 
Matthew Connatser        
    

    
        Posted in Applications,
        
            25th April 2024 15:54 GMT
        
    


    
Spotify claims Apple rejected an update to the popular music streaming app that would have informed users about purchase methods outside of the Apple ecosystem.
The update would have told Spotify users that they could pay through Spotify's own website rather than through Apple's App Store, which charges a commission to app developers whenever a user makes a purchase. The music streaming service had submitted its original app update to Apple on March 5, just after the European Commission (EC) found that the iPhone maker had to allow music apps to offer users payment options outside of the App Store.
"From now on, Apple will have to allow music streaming developers to communicate freely with their own users, be it within the app, or by email, or any other way of communicating," EC executive vice-president Margrethe Vestager said last month. The EC's decision also came with a hearty EU1.8 billion ($1.95 billion) fine for Cupertino's shenanigans.
The Digital Markets Act similarly requires Apple to allow third-party app stores on the iPhone and to free devs from the usual 30 percent commission fee if they use a third-party payment method.
However, Spotify's requested app update was ignored for weeks, the company told The Register. On April 5, exactly a month after the update was initially submitted, Apple then introduced its so-called entitlement program for music streaming services, which added some new rules to the App Store game.
"Apple's commission will be 27 percent on proceeds you earn from sales ("transactions") to the user for digital goods or services on your website after a link out (i.e., they tap "Continue" on the system disclosure sheet)," the program's webpage says, "provided that the sale was initiated within seven days and the digital goods or services can be used in an app." Spotify says it wasn't informed directly by Apple about the entitlement program.


	Are we in a cost of technology crisis? Our vultures think so


	Microsoft calls AI privacy complaint 'doomsday hyperbole'


	EU takes a bite out of Apple with $2B in-app purchase fine


	17% of Spotify employees face the music in latest cost-cutting shuffle


Having not heard back from Apple on whether its app update would be pushed through, Spotify said it then decided to submit a new update yesterday which merely informed users they could purchase a subscription through its own website, this time with no link. This is the "bare minimum" that the company is allowed to do per the EC's ruling, according to Spotify.
Apple then promptly rejected this app update, according to Spotify, saying it would need to pay the 27 percent commission fee mentioned in the entitlement program. However, by the entitlement program's own wording, the fee only triggers if users click a link to Spotify's website, which it maintains doesn't exist in the revised app update.
"Apple has once again defied the European Commission's decision, rejecting our update for attempting to communicate with customers about our prices unless we pay Apple a new tax," a Spotify spokesperson stated to the media. "Their disregard for consumers and developers is matched only by their disdain for the law."
The app update kerfuffle isn't the first instance of bad blood between Apple and Spotify. In fact, Spotify pushed the EC hard to fine Apple, which retorted in March: "Free isn't enough for Spotify. They also want to rewrite the rules of the App Store - in a way that advantages them even more" after the EC levied the EU1.8 billion fine.
While the fine might not smart that much, representing less than 1 percent of Apple's annual revenues, the company may be running the risk of another one. We've asked Apple for comment. (r)
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    DARPA's latest toy is a 20-foot, 12-ton tank that drives itself

    
Crew entirely optional    


    
        By 
Brandon Vigliarolo        
    

    
        Posted in Offbeat,
        
            25th April 2024 15:00 GMT
        
    


    
DARPA has been working on off-road autonomous vehicles for decades, and now it has a combat-scale unmanned tank to show.
The Robotic Autonomy in Complex Environments with Resiliency (RACER) program has entered a new phase of research that includes testing the RACER Heavy Platform (RHP), a 20-foot long, 12-ton (6 meter, 10.8 metric ton) tracked "optionally manned combat/fighting vehicle." The autonomous tank is supplementing the RACER Fleet Vehicle (RFV), which is essentially a self-driving ATV.
"Having two radically different types of vehicles helps us advance towards RACER's goal of platform agnostic autonomy in complex, mission-relevant off-road environments that are significantly more unpredictable than on-road conditions," said RACER program manager Stuart Young.

  Youtube Video

"Adding the combat-scale RHP robot supports porting and performance demonstration of RACER autonomy stacks at multiple scales concurrently while moving between highly varied terrains," Young added. 
RHP's previously unreported initial field testing was conducted late last year at a 15 square mile chunk of off-road terrain in Texas. The RFV, which has been in development for longer, completed more than 30 runs of 3-10 miles (4.8 km - 16 km) in length without being given any opportunity to pre-train on the test site.
RHP, based on the Textron Ripsaw M5 previously trialed by the US Army, is a newer experiment and so was only tested in an autonomous route-following mode. Nonetheless, DARPA said it was able to travel more than 30 miles (48 km) "over similarly complex terrain to test low-level autonomous control, collect sensor data sets, assess mobility, and refine operations."
"Incorporation of RHP as a fleet platform is setting the tone for the program to achieve tougher autonomous maneuver goals while showing autonomy resiliency and adaptability to new environments on any robot at any scale," Young said of the test mission's success.
The RACER program has been chugging along for around 20 years, starting with a 2004 Grand Challenge event to solicit concepts for autonomous vehicle technology for DARPA.


	US Air Force says AI-controlled F-16 fighter jet has been dogfighting with humans


	Future of warfare is AI, retired US Army general warns


	DARPA backs virtual worlds for autonomous off-road vehicles


	Boeing successfully flies unmanned autonomous military 'wingman' aircraft that may become pilot's buddy


Back then the goal was to get an autonomous vehicle to make it through a test course just 1.36 miles (2.2 km) long. Fifteen teams were on deck for the first run of the contest. Only a single team completed the course - Carnegie Mellon University's $3 million modified Hummer known as "Sandstorm" - and Carnegie is still in the race today.
The RHP might be based on Textron's M5 vehicle, but the hardware stacks and software running on them were developed by Carnegie Robotics, a private spin-off of Carnegie Mellon's earlier robotics efforts formed after the university also won DARPA's subsequent urban autonomy challenge. 
The RACER program is planning one more field test this year in approximately six months in order to keep its biannual cadence on track. Smaller scale tests will continue between the larger events.
We've contacted DARPA to learn more about the RHP and will update when we hear back.
In the meantime, the purpose of the RHP or a future predecessor could end up being similar to the existing Ripsaw. The M5 can be outfitted with sensing technology, used as a mine and IED disarming device and armed with a cannon or Javelin missile launcher, all while unmanned. (r)
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    City council audit trail is an audit fail after disastrous Oracle ERP rollout

    
Europe's largest local authority had no way of knowing if fraud took place    


    
        By 
Lindsay Clark        
    

    
        Posted in Public Sector,
        
            25th April 2024 14:30 GMT
        
    


    
Birmingham City Council, Europe's biggest local authority, has no way of knowing if financial fraud has been committed after it failed to run security and audit features in a new Oracle Fusion ERP system.
The council, which was responsible for PS3.7 billion revenue in 2021, also continues to struggle with "segregation of duties" features that set who is legally allowed to see and control transactions, essential for preventing fraud.
Fiona Greenway, director of finance and statutory officer, told the Audit Committee yesterday that the council would almost certainly never know if fraud had been committed.
"In terms of the segregation of duties ... the fact that that decision was made somewhere ... to switch off the one thing that could give us the assurance within the control environment of the ERP system [means that] I'm probably going to be in a position where I can never give that 100 percent assurance ... that trail is just not there," she said.
Greenway later said Oracle's audit features had never been turned on. "I have never - and I've done this job a lot of years - known anybody not to decide to have an audit trail switched on."
The council's Oracle Fusion ERP system, which replaced an aging system from German vendor SAP, went live in April 2022. The cost of implementing a functioning system that allows external auditors to sign off accounts is expected to be more than PS100 million more than initial estimates. In September last year, the council was effectively declared bankrupt because of the Oracle implementation and a string of equal pay claims going back a number of years, the bill for which has been estimated up to PS760 million.


	Mega city council's Oracle ERP system still not legally safe, compliant... 2 years after rollout


	City council megaproject to spend millions for manual work Oracle system was meant to do


	City council megaproject mulls ditching Oracle after budget balloons to PS131M


	Whether to move off Oracle is the $100M+ question for Europe's largest public body


Greenway said that producing accounts for financial years 2022-2023 and 2023-24 would be difficult "because the audit trail was not switched on until August [or] September, which means we have at least half a year of transactions with no audit trail and ability to test for fraud in that system. So that's a concern."
The Register has asked the council to clarify in which year the audit trail was switched on.
In October last year, a 12-page public interest report from external auditors Grant Thornton highlighted concerns over security and governance from when the system was first introduced. "Some IT security systems were not implemented and there is an inadequate segregation of duties in the system," it said.
City councillor and member of the audit committee Meirion Jenkins, who also runs a business reselling and implementing Microsoft Dynamics 365 ERP systems, said: "In my 40 years of selling and implementing these systems [neither Fiona Greenway or I] have ever seen this situation arise before. And neither of us can offer an explanation as to why one would decide [not to implement audit features]. That's a mystery."
Earlier this month, Councillor Fred Grindrod, chair of the council's audit committee, asked why the Oracle system was still not "safe and compliant" in terms of legal and statutory obligations going into the new financial year, something Grant Thornton said would be "absolutely crucial." (r)
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    SK hynix breaks Q1 revenue records on back of AI boom

    
Memory biz ditches NAND production plans to make more crucial HBM tech    
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            25th April 2024 14:00 GMT
        
    


    
The global AI infrastructure buying frenzy is still in full swing - so much so that it has pushed the world's second largest memory maker, SK hynix, into its second highest operating profit ever and an all-time high for Q1 revenues.
"The memory market is entering into full recovery cycle with ongoing strength of AI demand," said the company on Thursday as it posted [PDF] a whopping 144 percent year-on-year change in revenue to 12.4 trillion won ($9 billion) for calendar Q1 of 2024.
Net profit came in at 1.9 trillion won ($1.4 billion) whereas a year ago SK hynix reported a 2.6 trillion won ($1.9 billion) net loss. Operating profit for Q1 2024 was 2.9 trillion won ($2.1 billion).
[image: memory]
China 'readies production' of homegrown high-bandwidth memory

READ MORE
While recovery may come from the race to secure AI infrastructure, Sk hynix expects demand from "conventional DRAM" like smartphones, PCs and servers, to improve in the second half of 2024 and any related surplus of the products to dwindle.
SK hynix is the main supplier of high bandwidth memory (HBM) chips for Nvidia AI-training GPUs, and earier this week it outlined plans to increase supply volume of HBM3E.
HBM chips use a stacked design with layers of DRAM interconnected by through-silicon vias (TSVs), enabling higher memory density in a smaller space. The HBM market is expected to grow more than 60 percent annually, according to SK. However, it requires twice as large manufacturing capacity to secure the same production volume as general DRAM products.
"Industry experts believe that inventories both at suppliers and customers will decrease as an increase in production of premium products such as HBM requires higher production capacities than conventional DRAM, resulting in a relative reduction in conventional DRAM supply," detailed the memory maker.


	Taiwan quake to hit chipmakers' capex, not chip supply


	AI could crash democracy and cause wars, warns Japan's NTT


	Huawei Cloud reveals the dynamic traffic allocation system it uses to cut bandwidth bills


	Baidu admits it may never get leading-edge GPUs again


On Wednesday, a day before the earnings call, SK hynix said it had "decided that increasing DRAM capabilities with a focus on HBM is a precondition for future growth."
Hence, it revealed plans to invest over 20 trillion won ($14.5 billion) over the "long-term" to build a new memory chip manufacturing plant in North Chungcheong Province.
5.3 trillion won ($3.8 billion) is earmarked to construct the fab, and the rest to purchase machinery and equipment.
The M15X fab, which was originally slated to make NAND memory chips, will now mass produce DRAM instead. The fab, which is located directly next to M15, will begin production in November of 2025, assuming all goes to plan.
[image: SK_hynix_M15X]
SK hynix M15 and M15X - click to enlarge


"Being located near the M15, which has been expanding TSV1 capabilities, the M15X is the best conditioned for optimization of HBM production," said SK hynix. M15 began producing HBM last year after being built in 2018.
SK Hynix's advanced packaging facility in Indiana will also produce HBM chips. The plant is scheduled to start production in 2028.
Of course, all of this ramping of production comes at a cost.
"Due to rising needs to meet the rapidly growing demand for HBM & new investment decision for M15X, the company's Capex this year is expected to be somewhat higher than initially planned," the company added. (r)
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    Russia, Iran pose most aggressive threat to 2024 elections, say infoseccers

    
Google security crew reveal 'the four Ds' to be on the watch for    
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It may come as a surprise to absolutely nobody that experts say, in revealing the most prevalent and likely tactics to meddle with elections this year, that state-sponsored cybercriminals pose the biggest threat.
The election to decide the next US president will take place in November this year and while the UK government could delay its next general election until January 28, 2025, it's also expected to take place towards the back end of 2024.
As leaders of major international powers, both of these elections are likely to be targeted by foreign adversaries, and according to security giant Mandiant's latest report on election security trends, defenders should be aware of the four Ds.
DDoS attacks, data theft and leaks, disinformation, and deepfakes lead the way as the most likely types of attacks to be trialed during this year's elections, researchers say, all of which have the potential to impact voter outcomes.
It's likely, however, that different attack types will be used together in multi-layered hybrid attacks - Russia's state sponsored attackers are especially fond of this approach - which would potentially increase the severity of the impact on an election.
For example, data theft and leak operations, carried out after infiltrating the network of an organization such as a political party - a hybrid approach - could potentially influence voters toward whichever party favors the nation responsible. And the risk of these taking place prior to major elections this year is believed to be high.
Mandiant assesses that election attacks would most likely be carried out to target campaigns and voters, which encompass news outlets, political parties, social media platforms, and donor groups.
The likelihood of attacks on electoral registers or voting machines, for example, is thought to be significantly lower, although successful attempts to disrupt these (as opposed to lies about them being compromised) would lead to more impactful outcomes.
Speaking of lies, disinformation spread via fake news brands and other channels, which is then amplified by voracious shares across social media, is another high-risk, high-likelihood example of election meddling for 2024.
Russia has a pedigree in this area. Shortly before its invasion of Ukraine in 2022, financial services companies were hit by DDoS attacks and citizens then received SMS texts informing them that the country's ATMs were down, which was a lie to sow panic. These hybrid efforts were attributed to Russia's spy agency (GRU) by both the US and UK.
[image: The different election attack types and the threat they present]
The different election attack types and the threat they present (courtesy of Mandiant)


The use of deepfake technology in cyberattacks, in one way or another, has been around for years now, but only in the past 12 months has the threat started to become more convincing. So much so, in fact, that Mandiant says it's just as likely to take place during elections as data leaks and could cause a similar degree of damage.
Pro-China cyber groups have been observed by Mandiant using deepfake technology to create viral social media clips of celebrities criticizing politicians. 
In one recent case on TikTok, everyone's favorite bedtime story voicer Morgan Freeman was the subject of deepfake tech in a video that appeared to show him disagreeing with current US president Joe Biden.
"We are facing a multitude of election cyberthreats. Several actors are emboldened and interested in interfering in the democratic process," said John Hultquist, Mandiant chief analyst at Google Cloud. "Cyber espionage, information operations, and hacktivism will all be in play to some degree.
"Actors who have previously targeted elections, like those tied to Russian military intelligence and Iran's Islamic Revolutionary Guard Corps remain the boldest and most aggressive actors that Mandiant tracks. While they are constantly adapting their techniques, many of their operations follow a familiar formula: attacks with limited practical effects are exaggerated for maximum psychological impact. We will have to strike a balance between preparing for these threats while also being careful not to exaggerate their impacts.
"This isn't 2016. Though there are more actors in play, many are struggling to build and maintain influence in an environment where their operations are regularly identified and removed."
The key players
There are also no surprises about who the main suspects are when it comes to election meddling, and all of the big four adversaries to the UK aren't thought to be strangers to such activity, even in their own borders.
That's right, criminals in the employ of Russia, China, Iran, and North Korea - as usual - are the most common attackers that election defenders deal with, Mandiant says.
Russia has the highest number of groups supporting its cause, either via state sponsorship or hacktivist ideals. Groups including Sandworm and COLDRIVER have been linked with a swathe of election influences over the years, including with Brexit.
Given the number of groups working on its behalf, Russian attacks will likely span the gamut of what's possible and will be directed across the various elections in Europe this year, Jamie Collier, Mandiant senior threat intelligence advisor EMEA at Google Cloud, noted.
"Russia remains the most serious threat to Europe in the runup to the European Parliament elections. Russian operations will likely take place across Europe and attempt to undermine support for Ukraine, NATO, and the EU. Russia-nexus groups, such as APT44, have a track record of combining espionage campaigns, destructive operations, and spreading disinformation. 


	Microsoft warns that China is using AI to stir the pot ahead of US election


	Ukraine hit by DDoS attacks, Russia deploys malware


	All the US midterm-related lies to expect when you're electing


	Kremlin's Sandworm blamed for cyberattacks on US, European water utilities


"This means Europe must not only prepare for a variety of cyber risks, but also understand how they come together. Hack and leak operations are one example of this in action: sensitive information stolen through a network intrusion boosts the effectiveness of subsequent information operations that can leverage authentic documents to maximize societal disruption."
[image: The different nations and the groups that further their causes]
The different nations and the groups that further their causes (image courtesy Mandiant)


China also has a large number of groups supporting its objectives, but Mandiant believes these are limited to one kind of activity each. One might focus only on data theft, while another's attention lies solely on information operations, whereas some Russian groups have the capability to do all of what's possible and combine them in a single campaign.
As Hultquist said, Iran has a history of success in targeting elections and shouldn't be underestimated, while North Korea might be in and around the mix but likely won't pose anywhere near as substantial a threat as the others.
Mandiant said that while efforts to undermine elections will take place, what's less certain is the degree to which they'll be effective. 
Defenders have become more wary, more skilled, and more in tune with what to expect from foreign powers, which means they've become adept at combatting their campaigns.
Citizens of countries whose elections have been targeted by adversaries are also more aware of the threat to elections and are more vigilant to disinformation campaigns, having been exposed to them for years now. (r)
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    Meta's value plummets as Zuckerberg admits AI needs more time and money

    
Revenues up, but is the AI hype bubble is threatening to burst?    
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Meta's shares tumbled after company boss Mark Zuckerberg said the quiet bit out loud: it will take a while before AI bets start paying back the huge financial investments it is making.
At first glance, results for the first calendar quarter of 2024 looked promising. Revenue was up 27 percent year-on-year to $36.5 billion, operating profit almost doubled, climbing 91 percent to $13.8 billion, and operating margin jumped from 25 percent to 38 percent.
Analysts would also normally have looked kindly upon the 10 percent drop in headcount, down to 69,329 by March 31, 2024.
However, an otherwise rosy set of results was blighted first by the admission that Meta expects losses from its VR division, Reality Labs, to continue increasing - the operating loss was $3.8 billion for Q1 - and capital expenditure for 2024 is to increase from between $30-$37 billion to $35-$40 billion "as we continue to accelerate our infrastructure investments to support our artificial intelligence (AI) roadmap."
Meta didn't provide forecasts beyond 2024 but said, "We expect capital expenditures will continue to increase next year as we invest aggressively to support our ambitious AI research and product development efforts."
The second big knock for investors came during a call with analysts [PDF], Zuck forecast a multi-year investment cycle would be needed before Meta's AI businesses become the "profitable services" he expects.
It was not what analysts wanted to hear, and the company's stock was pummeled in after-hours trading. Having closed at $493.50, it stood at $424.56 at the time of writing, a fall of more than 14 percent.
Other companies in the tech sector have bet big on AI, and the hype around the technology has become relentless. Microsoft, for example, has poured billions into OpenAI and crowbarred the technology into many of its products, and is trying to convince customers of the value.
As such, seeing Meta take a beating after giving an honest assessment of where it is with AI - it's going okay, but it'll take more money and more time before it starts making a substantial contribution to the bottom line - could start alarm bells ringing on Wall Street and beyond.


	Meta comms chief handed six-year Russian prison sentence for 'justifying terrorism'


	Watchdog tells Dutch govt: 'Do not use Facebook if there is uncertainty about privacy'


	WhatsApp, Threads, more banished from Apple App Store in China


	EU tells Meta it can't paywall privacy


That said, Meta does have a particular set of problems. The CEO pointed out that it usually takes a while for the company to monetize a new product, which is fair enough until considering the ongoing losses from Meta's Reality Labs division, which is responsible for the Quest VR headset line.
The Metaverse gamble has yet to pay off. The drop in value after the results could be an early sign that investors are unwilling to wait too long for AI revenues to come close to promises.
Microsoft and Google file their latest quarterly financials tonight, and Amazon reports numbers on April 30. (r)
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    Atos hopes for lifeline as refinancing saga set to drag on into May

    
Struggling French tech giant posts disappointing Q1 results    
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Crisis-hit tech giant Atos is pushing back the deadline for its refinancing proposals after posting a slim operating profit of EU48 million ($51 million) for calendar Q1.
The French IT integrator has struggled for some time with looming debt repayments and attempts to restructure itself to meet the changing IT landscape.
Earlier this month, the company aimed to have refinancing proposals ready by April 26, but this has now been postponed to May 3 to allow stakeholders time to incorporate new information, with July still the final target date to reach an agreement.
However, Atos said its business plan - presented on April 9 - will need to be adjusted to reflect current commercial performance and trends. Revisions to its 2024-2027 business plan are likely to require an increase in fresh funding and additional debt reduction, it indicated today.
Implementation of EU450 million ($483 million) in interim financing is also in progress.
At the same time, the company has posted disappointing Q1 results, with revenue down 2.6 percent from a year ago to EU2.5 billion ($2.7 billion), which it attributed to "continued softness" in the UK and Americas for its Eviden subsidiary, and a "lower scope of work with certain clients" in the Americas and Central Europe for its Tech Foundations business.
Revenue for Eviden (digital, security, and big data) stood at EU1.17 billion ($1.25 billion), down 3.9 percent year-on-year, while the top line for Tech Foundations (datacenter, digital workplace, and business process outsourcing) was EU1.3 billion ($1.4 billion), down 1.5 percent.
"Tech Foundations and Digital are executing on their transformation plans. Business was nonetheless impacted by softer market conditions in key regions such as the Americas and Central Europe as well as delays in contract award," Atos Group CEO Paul Saleh said in a statement.
Despite this, there were pockets of postive news. Saleh claimed the Big Data and Security (BDS) business had expanded with add-on work for existing HPC customers plus a new contract award in Denmark to accelerate research and innovation in fields such as healthcare and life sciences.
At EU48 million, operating profit was less than half the EU110 million ($118 million) Atos reported for the same trading period a year ago.
TechMarketView analyst Georgina O'Toole said the poor Q1 results show the effects of Atos's precarious financial position on the confidence of clients and prospects.
"A difficult three months has done nothing to shore up the coffers. Indeed, rather the opposite," she commented. "With July 2024 remaining the target date for reaching a financial agreement with the Group's creditors, there will be prolonged uncertainty, and, undoubtedly, a difficult Q2."
Megabuyte analyst James Preece was in agreement. "Unfortunately, tough market conditions and customer reluctance to commit to new programmes of work are likely amplified by the suppliers' very public fight for their own survival - we can't see this changing until the refinancing goes through or someone scoops up the pieces," he stated.


	Butler Investments joins Atos rescue party


	Atos says Airbus flew off, no longer interested in infosec and big data biz


	Bank's struggle to replace Atos threw system back to dark ages


	Atos hires three board directors to stop ship from sinking


Both the Tech Foundations and Eviden businesses are executing on their transformation plans internally, according to O'Toole, "but this must be very tough to achieve with the purse strings pulled tight," she said.
The Tech Foundations business in particular is suffering, as clients will be far more reluctant to enter into major long-term, transformational contracts, she added.
Atos has been working through a rough patch over the past several years. The company cooked up a plan to split itself in two and divest itself of Tech Foundations, but this deal fell through earlier this year following the cancellation of a planned EU720 million ($774 million) rights issue. Last month, Airbus also pulled out of a deal to buy up the BDS part of the business.
The French Finance Ministry said last month that France would use all the means at its disposal to protect the strategic assets of Atos, following the collapse of the Airbus deal, but the company insisted that its financial woes would not affect its ability to deliver IT services for this year's Olympic Summer Games in Paris.
However, the company remains in a precarious position, with its net debt standing at EU2.23 billion ($2.39 billion) as of the end of last year.
"Agreeing a financial resolution cannot come soon enough, for investors, for clients, or for employees," said O'Toole. (r)
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    Japan's Moon lander makes it through another lunar night

    
What do we say to the God of Death? Not today    
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Japan's Smart Lander for Investigating Moon (SLIM) has woken up again, having survived three lunar nights.
A post on social media from the lander's X account confirmed that once more, SLIM had defied the odds and snapped a picture of the lunar surface using its navigation camera.
SLIM was revived a few weeks ago, after a second lunar night. However, with telemetry showing that some of the electronics (temperature sensors) and battery cells were malfunctioning, the chances of the lander making it through a third lunar night seemed remote.
Yet against all odds, SLIM has stirred once more on the lunar surface despite lacking heaters to keep its electronics warm.
Spacecraft designed to survive extreme cold are usually constructed with heaters to keep electronics toasty. The surface temperature on the Moon can drop below [?]150degC, and the temperature in some craters can get as low as [?]247degC.
According to SLIM's social media presence: "SLIM has maintained main functionality even after three nights on the Moon, which was not anticipated in the design!


	Japan's Moon lander sparks joy by making it through a second lunar night


	Japan's SLIM unexpectedly wakes up on Moon after month-long nap


	Japan's lander wakes up, takes blurry snap of Moon


	JAXA releases photo of SLIM lander in lunar faceplant


"SLIM's condition will be monitored to clarify areas where deterioration has progressed due to the day and night environments, and where there is less susceptibility."
SLIM was only designed to last until the end of its first lunar day on the Moon's surface. The mission was initially declared a "minimum success" because the lander tipped onto its side during the landing, meaning that it could not achieve all the intended goals.
Despite this, SLIM has exceeded all endurance expectations and come around after a third lunar night.
JAXA gave no indication as to whether SLIM might survive a fourth lunar night or the state of the lander's electronics. At the start of April, hopes that a third night might be survivable were tempered with a warning that "the sensors and other functions are gradually being lost."
As we said in our earlier coverage: "Here's to as many more lunar sunrises as you can manage." (r)
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    Turns out teaching criminals to write web code keeps them out of prison

    
The software redemption    
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Teaching prisoners how to design and program websites turns out to improve their sense of self-worth and provides them with digital literacy skills that help them stay out of prison.
Boffins at MIT CSAIL and University of Massachusetts Lowell report that their Brave Behind Bars program, a 12-week college-accredited web design course for incarcerated individuals, has a demonstrable effect on the self-efficacy of people in prison.
Self-efficacy is a term used in psychology to describe "an individual's belief in his or her capacity to execute behaviors necessary to produce specific performance attainments." In less academic terms, it might be described as self-confidence or as the paper puts it, "the belief in one's ability to execute behaviors necessary to meet a goal." And it turns out to be correlated with lower recidivism rates.
The US-based researchers - Martin Nisser (MIT CSAIL), Marisa Gaetz (MIT), Andrew Fishberg (MIT), Raechel Soicher (MIT), Faraz Faruqi (MIT CSAIL), Joshua Long (University of Massachusetts, Lowell) - describe their findings in a paper [PDF] titled "From Prisons to Programming: Fostering Self-Efficacy via Virtual Web Design Curricula in Prisons and Jails."
"Studies show that higher self-efficacy scores are correlated with lower recidivism rates for crimes including driving under the influence (DUI), sex-related crimes, and drug-related crimes," the paper states, adding that research also shows academic achievement from taking college-level courses improves self-efficacy more for incarcerated students than those not behind bars.
Recidivism - reoffending and being sent back to prison - is one of the reasons the Land of the Free has the highestper capita incarceration rate in the world, according to Nisser, a PhD candidate at MIT CSAIL. "In 2021, 0.7 percent of the US population was in a prison or jail, while over 2 percent of the population was under some form of carceral supervision, including probation or parole," the paper states.
The US prison population at the end of 2022 was 1,230,100, up two percent from year end 2021, according to the US Bureau of Justice Statistics. That's roughly the number of people who live in Cyprus.


	If Britain is so bothered by China, why do these .gov.uk sites use Chinese ad brokers?


	Apple releases OpenELM, a slightly more accurate LLM


	US Chamber of Commerce to sue FTC for banning noncompetes in most jobs


	Waymo robotaxi drives down wrong side of street after being alarmed by unicyclists


The MIT and UMass research paper summarizes surveys conducted in 2022 and 2023 to assess the impact of the web design curriculum on the incarcerated.
"Our qualitative study in 2022 involving thematic analyses of post-course surveys from 34 students revealed overwhelmingly positive feedback, with students reporting increased self-confidence, motivation, and a sense of empowerment from learning web programming skills," said Nisser in a statement. "The themes we uncovered highlighted the powerful effect of the program on students' self-beliefs."
The program is taught synchronously and remotely via Zoom at five US correctional facilities. It runs for three months, meeting twice a week for class and once each week for office hours. It's accredited through three partner institutions: Georgetown University, Benjamin Franklin Institute of Technology, and Washington County Community College.
[image: Six websites from the Brave Behind Bars program]
Six websites from the Brave Behind Bars program - Click to enlarge


The first six weeks of the program focused on web fundamentals: HTML, CSS, and JavaScript. During the second six weeks, students worked on their capstone project: building a website.
The web design course was complicated by numerous considerations. It was carried out at low, medium, and high security facilities, among a population with diverse racial and educational backgrounds. And atypically, some of the sessions were mixed gender. Nonetheless, participants generally found the experience empowering.
April Pattavina, a professor at UMass and chair of the School of Criminology and Justice who is not affiliated with Brave Behind Bars, praised the program in a statement.
"By providing incarcerated individuals with an opportunity to develop digital literacy, the Brave Behind Bars program facilitates self-efficacy through a novel education model designed not only to expand access to the internet for individuals but also to teach them the navigation and web design skills needed to connect and engage with the communities to which they will return," said Pattavina. (r)
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    Throwflame launches fire-spitting robo-dog from Hell

    
The Thermonator can be yours for just $9,420    
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Picture Boston Dynamics' nightmare fuel robot dog Spot. Now imagine it 1,000 percent more terrifying.
Imagine no more because "the future of fire delivery has arrived," according to Ohio pyromaniacs Throwflame.

  Youtube Video

Enter the Thermonator, introduced as the "first-ever flamethrower-wielding robot dog."
"This quadruped is coupled with the ARC Flamethrower to deliver on-demand fire anywhere!" burble the flame dog dealers.
The Thermonator - which was first teased last year and now seems to be an actual thing you can buy - also boasts an hour of battery life, a 30 ft (9.1 meter) flame-throwing range, Wi-Fi and Bluetooth, remote operation via smartphone from a first-person perspective, Lidar obstacle avoidance, and even laser sighting.
This 37 lbs (16.8 kg) Black Mirrorian horror is "ready for anything," says Throwflame, including wildfire control and prevention, agricultural management, ecological conservation, snow and ice removal, and lighting the barbecue.
In the US, the company assures us, flamethrowers are federally unregulated, because of course they are.


	Boston Dynamics' humanoid Atlas is dead, long live the ... new commercial Atlas


	Boffins caution against allowing robots to run on AI models


	Uncle Sam is asking Americans if they could refrain from slapping guns on their drones


	You'll never guess what US mad lads Throwflame have strapped to a drone (clue: it does exactly what it says on the tin)


Essentially, now you can become death, the destroyer of worlds, from the comfort of a deckchair, brewski in hand.
That's right, you don't even have to be a clandestine government agency. The Thermonator is also available to the general public for $9,420, with free US shipping.
Come on, it's not like your kids were going to college anyway.
Throwflame has the "strapping flamethrowers to robots" market cornered. In 2019, it introduced the TF-19 WASP drone attachment, which required a UAV capable of lifting a 5 lb (2.3 kg) load to rain fire from the sky, but this is the company's foray into ground-based remote immolation.
The next time wildfires ravage the Western Seaboard, we'll know where to look. God bless America. (r)
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    Microsoft and Amazon's AI ambitions spark regulatory rumble

    
Tech giants confident everything's in order    
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UK regulators want to hear from "interested third parties" on whether Microsoft and Amazon's investments in AI startups is impeding competition.
The Competition and Markets Authority (CMA) has issued a call for views concerning the two megacorps' various deals and strategic decisions amid the ongoing lurch for AI leadership.
[image: Sam Altman, CEO of OpenAI, and Microsoft CEO Satya Nadella]
Microsoft's relationship with OpenAI now in competition regulator's sights

READ MORE
Under the microsocope is the "partnership" between Amazon and Anthropic, and Microsoft's agreement with Mistral AI, as well as its "hiring of former employees and related arrangements with Inflection AI," the CMA said.
The watchdog's intent is to ascertain if these market moves "fall within UK merger rules and the impact that these arrangements could have on competition in the UK."
As Reg readers know, Microsoft bought a $16.4 million stake in the French start-up in March (also of interest to the EC's antitrust team), and in the same month hired Inflection's CEO and co-founder, Mustafa Suleyman, who now heads up Microsoft's AI division, partly staffed by slew of other employees he took with him.
Microsoft reportedly paid $650 million to Inflection AI, triggering yet more interest from competition regulators in the EC. Bloomberg last week suggested the EC ruled it was not technically a merger but Reuters said officials are still mulling a wider antitrust case.
A spokesperson for Microsoft told The Register: "We remain confident that common business practices such as the hiring of talent or making a fractional investment in an AI startup promote competition and are not the same as a merger," they said. 
"We will provide the UK Competition and Markets Authority with the information it needs to complete its inquiries expeditiously."
Like Microsoft and Google, Amazon is being probed by the US Federal Trade Commission (FTC) over its own AI dealings. However, the CMA's potential inspection of Amazon's investment will be the first of its kind in Europe.
Bezos's company completed its $4 billion investment in Anthropic last month ago after injecting an initial $1.25 billion in September 2023.
Amazon's agreement with the AI upstart includes Anthropic purchasing resources on its cloud platform, AWS, and there will be some non-exclusive arrangements to host Anthropic's models on Amazon Bedrock - its platform for building GenAI apps.
Like Microsoft, Amazon thinks it's in the clear, and hopes for a speedy resolution. A spokesperson said: "It's unprecedented for the CMA to review a collaboration of this type.
"Unlike partnerships between other AI startups and large technology companies, our collaboration with Anthropic includes a limited investment, doesn't give Amazon a board director or observer role, and continues to have Anthropic running its models on multiple cloud providers.
"By investing in Anthropic, which has just released its industry-best, new Claude 3 models, we're helping make the generative AI segment more competitive than it's been the last couple years. And customers are very excited about the opportunities this collaboration is providing them.
"We're confident that the facts speak for themselves, and hope the CMA agrees to resolve this quickly."


	Meta lets Llama 3 LLM out to graze, claims it can give Google and Anthropic a kicking


	OpenAI's GPT-4 can exploit real vulnerabilities by reading security advisories


	What's up with AI lately? Let's start with soaring costs, public anger, regulations...


	Microsoft hiring Inflection team triggers interest from EU's antitrust chief


An Anthropic spokesperson echoed Amazon's sentiment: "We intend to cooperate with the CMA and provide them with the complete picture about Amazon's investment and our commercial collaboration.
"We are an independent company and none of our strategic partnerships or investor relationships diminish the independence of our corporate governance or our freedom to partner with others. Anthropic's independence is a core attribute - integral both to our public benefit mission and to serving our customers wherever and however they prefer to access Claude."
The CMA's call for views runs until May 9, after which a Phase 1 review will take place, and must be completed within 40 working days. That may decide the partnerships don't constitute a merger situation, or do, but don't present any threat to competition.
It may also conclude a partnership can be considered a merger that threatens market competitiveness, a decision that would lead to a more lengthy investigation that could take up to 32 weeks.
Joel Bamford, executive director of mergers at the CMA, said: "Foundation Models have the potential to fundamentally impact the way we all live and work, including products and services across so many UK sectors - healthcare, energy, transport, finance and more. So open, fair, and effective competition in Foundation Model markets is critical to making sure the full benefits of this transformation are realized by people and businesses in the UK, as well as our wider economy where technology has a huge role to play in growth and productivity.
"Given the global nature of these markets, competition authorities around the world are actively looking into AI.
"The CMA recently committed to step up the use of its merger control powers as part of its recent Foundation Models update. While we remain open-minded and haven't drawn any conclusions, our aim is to better understand the complex partnerships and arrangements at play."
Mistral AI and Inflection AI didn't immediately respond to our request for a response to the CMA's announcement. (r)
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    BMW calls for vendor openness in quest to mine its own processes

    
'Software companies try to extend their reach and their usage, but this can't be by locking in users,' says process mining lead    
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BMW's process mining leader has called for greater openness among enterprise application and software vendors to avoid data lock-in.
Process mining aims to extract data from application logs and other data sources to build models of how people execute processes, as opposed to how they were designed -- there can be a big difference in complex, ever-changing organizations.
It is designed to help improve current processes, lay the groundwork for process change, and help with the rollout of new enterprise applications. Global pharma biz GSK, for example, used software from Celonis to discover it had around 28,000 different variations for the process of running a sales order in preparation for an SAP unification project.
Automotive manufacturer BMW has used Celonis since 2017. Other customers include German industrial giant Siemens, health and consumer products firm Johnson & Johnson and PepsiCo.
Dr Patrick Lechner, BMW's head of process mining and robotic process automation, said that if application and platform vendors were more open, it could help in process mining.
"One topic [for improvement] is the software stack has to be very open. At BMW, we have got a lot of different software products in place and it's very important that we can really connect them... both to get the data out and also to analyze the data further," he told The Register.
"It's very important that [to use] open platforms, they don't have this strong lock-in so can't connect to any other system. This is really crucial for our success because we always want to use the best tool for the right purpose," he added.
Yet the question remains whether big software platforms are open enough. Dr Lechner said: "different software companies try to extend their reach and their usage, but this can't be by locking in users... and I think this is very crucial for us. It has to happen by adding features that benefit users."
BMW was founded in 1916 as a manufacturer of aircraft engines. As well as the global motor car and motorcycle brands, BMW owns iconic British marques Mini and Rolls-Royce. It is one of the top ten manufacturers in the sector worldwide and posted revenue of EU155.5 billion ($166 billion) in 2023.
The company is in the midst of migrating from legacy SAP ERP systems based on the ECC platform to S/4HANA in the cloud. In January last year, BMW announced it had signed up for the RISE with SAP program, in which SAP joins forces with cloud providers, consultants, and systems integrators to present one-hand-to-shake in an effort to lift, shift, and transform applications and processes. BMW has already employed the new platform at the MINI Plant in Oxford, England, for parts logistics, finance and control.
BMW Group's ECC system is said to contain more than 30 TB in data, all set to transition to the new platform.
But the migration from ECC to S/4HANA and the cloud is not simply a software upgrade. It requires a rethink of business processes as users are expected to abandon customizations they coded on the older platform in preference for a "clean core" ERP in S/4HANA, with configured add-ons in the cloud, although there is scope for new coding in the ABAP Cloud.
As part of the RISE with SAP package, the ERP vendor has pushed customers to use its Signavio process mining tech, which it acquired in 2021. SAP said Signavio helps organizations "understand [their] existing processes and build a business case for migration... to uncover potential benefits and improvements."
Lechner said BMW was still assessing whether it would use Signavio for the SAP transformation project, but he told us Celonis is likely to become part of it.
"This is a very important topic -- SAP transformation -- and we are in talks with colleagues to [find] the right tool. There are tools built within SAP but, there is also transformation across different systems and not only within SAP... but also involving systems outside of SAP. So it's not black and white. In the case of the SAP transformation, we're currently evaluating how to use which tool to the best effect, but we will also use Celonis for certain aspects of those projects," he said.


	Mobileye shares crash after warning of automotive customers' chip glut


	Ford, BMW, Honda to steer bidirectional EV charging standard


	BMW deems drivers worthy of warmth, ends heated car seat subscription


	Russian Debian-derivative Linux slinger plans IPO


While BWM's SAP transformation might be one of the biggest technology topics internally, Lechner said there were broader business ambitions for process mining. For example, the automotive giant is trying to understand how it interacts with customers, as, like others in the sector, it deals with them more directly, rather than through dealers.
"That's a big topic: we are currently looking into the customer journey. The retail model of BMW is currently changing... We're in the early stages, but we've seen some good ideas and some first good results," he said. (r)
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    Forget the AI doom and hype, let's make computers useful

    
Machine learning has its place, just not in ways that suits today's hypesters    
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Systems Approach Full disclosure: I have a history with AI, having flirted with it in the 1980s (remember expert systems?) and then having safely avoided the AI winter of the late 1980s by veering off into formal verification before finally landing on networking as my specialty in 1988.
And just as my Systems Approach colleague Larry Peterson has classics like the Pascal manual on his bookshelf, I still have a couple of AI books from the Eighties on mine, notably P. H. Winston's Artificial Intelligence (1984). Leafing through that book is quite a blast, in the sense that much of it looks like it might have been written yesterday. For example, the preface begins this way:


The field of Artificial Intelligence has changed enormously since the first edition of this book was published. Subjects in Artificial Intelligence are de rigueur for undergraduate computer-science majors, and stories on Artificial Intelligence are regularly featured in most of the reputable news magazines. Part of the reason for change is that solid results have accumulated.


I was also intrigued to see some 1984 examples of "what computers can do." One example was solving seriously hard calculus problems - notable because accurate arithmetic seems to be beyond the capabilities of today's LLM-based systems.
If calculus was already solvable by computers in 1984, while basic arithmetic stumps the systems we view as today's state of the art, perhaps the amount of progress in AI in the last 40 years isn't quite as great as it first appears. (That said, there are even better calculus-tackling systems today, they just aren't based on LLMs, and it's unclear if anyone refers to them as AI.)
One reason I picked up my old copy of Winston was to see what he had to say about the definition of AI, because that too is a controversial topic. His first take on this isn't very encouraging:


Artificial Intelligence is the study of ideas that enable computers to be intelligent.


Well, OK, that's pretty circular, since you need to define intelligence somehow, as Winston admits. But he then goes on to state two goals of AI:

	To make computers more useful


	To understand the principles that make intelligence possible.


In other words, it's hard to define intelligence, but maybe the study of AI will help us get a better understanding of what it is. I would go so far as to say that we are still having the debate about what constitutes intelligence 40 years later. The first goal seems laudable but clearly applies to a lot of non-AI technology.
This debate over the meaning of "AI" continues to hang over the industry. I have come across plenty of rants that we wouldn't need the term Artificial General Intelligence, aka AGI, if only the term AI hadn't been so polluted by people marketing statistical models as AI. I don't really buy this. As far as I can tell AI has always covered a wide range of computing techniques, most of which wouldn't fool anyone into thinking the computer was displaying human levels of intelligence.
When I started to re-engage with the field of AI about eight years ago, neural networks - which some of my colleagues were using in 1988 before they fell out of favor - had made a startling comeback, to the point where image recognition by deep neural networks had surpassed the speed and accuracy of humans albeit with some caveats. This rise of AI led to a certain level of anxiety among my engineering colleagues at VMware, who sensed that an important technological shift was underway that (a) most of us didn't understand (b) our employer was not positioned to take advantage of.

Your PC can probably run inferencing just fine - so it's already an AI PC

DON'T MISS
As I threw myself into the task of learning how neural networks operate (with a big assist from Rodney Brooks) I came to realize that the language we use to talk about AI systems has a significant impact on how we think about them. For example, by 2017 we were hearing a lot about "deep learning" and "deep neural networks", and the use of the word "deep" has an interesting double meaning. If I say that I am having "deep thoughts" you might imagine that I am thinking about the meaning of life or something equally weighty, and "deep learning" seems to imply something similar.
But in fact the "deep" in "deep learning" is a reference to the depth, measured in number of layers, of the neural network that supports the learning. So it's not "deep" in the sense of meaningful, but just deep in the same way that a swimming pool has a deep end - the one with more water in it. This double meaning contributes to the illusion that neural networks are "thinking."
A similar confusion applies to "learning," which is where Brooks was so helpful: A deep neural network (DNN) gets better at a task the more training data it is exposed to, so in that sense it "learns" from experience, but the way that it learns is nothing like the way a human learns things.
As an example of how DNNs learn, consider AlphaGo, the game-playing system that used neural networks to defeat human grandmasters. According to the system developers, whereas a human would easily handle a change of board size (normally a 19x19 grid), a small change would render AlphaGo impotent until it had time to train on new data from the resized board.
To me this neatly illustrates how the "learning" of DNNs is fundamentally unlike human learning, even if we use the same word. The neural network is unable to generalize from what it has "learned." And making this point, AlphaGo was recently defeated by a human opponent who repeatedly used a style of play that had not been in the training data. This inability to handle new situations seems to be a hallmark of AI systems.
Language matters
The language used to describe AI systems continues to influence how we think about them. Unfortunately, given the reasonable pushback on recent AI hype, and some notable failures with AI systems, there may now be as many people convinced that AI is completely worthless as there are members of the camp that says AI is about to achieve human-like intelligence.
I am highly skeptical of the latter camp, as outlined above, but I also think it would be unfortunate to lose sight of the positive impact that AI systems - or, if you prefer, machine-learning systems - can have.


	Law prof predicts generative AI will die at the hands of watchdogs


	Opera browser dev branch rolls out support for running LLMs locally


	Why Microsoft's Copilot will only kinda run locally on AI PCs for now


	Ex-Amazon exec claims she was asked to ignore copyright law in race to AI


I am currently assisting a couple of colleagues writing a book on machine-learning applications for networking, and it should not surprise anyone to hear that there are lots of networking problems that are amenable to ML-based solutions. In particular, traces of network traffic are fantastic sources of data, and training data is the food on which machine-learning systems thrive.
Applications ranging from denial-of-service-prevention to malware detection to geolocation can all make use of ML algorithms, and the goal of this book is to help networking people understand that ML is not some magic powder that you sprinkle on your data to get answers, but a set of engineering tools that can be selectively applied to produce solutions to real problems. In other words, neither a panacea nor an over-hyped placebo. The aim of the book is to help readers understand which ML tools are suitable for different classes of networking problems.
One story that caught my eye some time back was the use of AI to help Network Rail in the UK manage the vegetation that grows alongside British railway lines. The key "AI" technology here is image recognition (to identify plant species) - leveraging the sort of technology that DNNs delivered over the past decade. Not perhaps as exciting as the generative AI systems that captured the world's attention in 2023, but a good, practical application of a technique that sits under the AI umbrella.
My tendency these days is to try to use the term "machine learning" rather than AI when it's appropriate, hoping to avoid both the hype and allergic reactions that "AI" now produces. And with the words of Patrick Winston fresh in my mind, I might just take to talking about "making computers useful." (r)


Larry Peterson and Bruce Davie are the authors behind Computer Networks: A Systems Approach and the related Systems Approach series of books. All their content is open source and available for free on GitHub. You can find them on Mastodon, their newsletter right here, and past The Register columns here.
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    Indian bank's IT is so shabby it's been banned from opening new accounts

    
After two years of warnings, and outages, regulators ran out of patience with Kotak Mahindra Bank    
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India's central bank has banned Kotak Mahindra Bank from signing up new customers for accounts or credit cards through its online presence and app.
The ban came after what the Reserve Bank of India described as "Serious deficiencies and non-compliances ... in the areas of IT inventory management, patch and change management, user access management, vendor risk management, data security and data leak prevention strategy, business continuity and disaster recovery rigour and drill, etc."
Kotak Mahindra Bank has over 41 million customers and more than $500 billion in assets under management. The Bank's FY 22/23 annual report [PDF] states that it emphasized "strengthening our security measures" during the year.
The Reserve Bank of India took a dim view of those efforts.
"For two consecutive years, the bank was assessed to be deficient in its IT Risk and Information Security Governance," the central bank found. Worse still, Kotak Mahindra's efforts to follow a corrective action plan failed.
"Compliances submitted by the bank were found to be either inadequate, incorrect or not sustained," according to the Reserve Bank.
Kotak Mahindra's woes didn't just annoy the Reserve Bank: customers have been impacted by outages.
The central bank has therefore assessed Kotak Mahindra as "materially deficient in building necessary operational resilience on account of its failure to build IT systems and controls commensurate with its growth."
And that growth is rapid: Kotak Mahindra won three million new customers for a single credit card product in FY 22/23, and its annual report is replete with mentions of new products and services.
India's Reserve Bank yesterday decided Kotak Mahindra poses a risk to customers and to "the financial ecosystem of digital banking and payment systems."
Preventing it from signing new customers so that it can focus on tech improvements was therefore felt necessary.


	India effectively kills e-wallet used by over 300 million


	India builds massive tech infrastructure to support finance sector


	India bans 232 Chinese lending and betting apps


	Use of India's CBDC declines, but central bank presses ahead


If Kotak Mahindra can survive an external audit of its systems, the Reserve Bank will consider lifting restrictions.
In a stock market filing Kotak Mahindra bank acknowledged the Reserve Bank's actions, and promised it has "taken concrete steps to adopt new technologies to strengthen its IT systems and will continue to work with RBI to swiftly resolve balance issues at the earliest."
The filing also states: "The Bank believes that these directions will not materially impact its overall business." Investors appear to have liked that - the bank's share price rose around 1.65 percent yesterday.
The Register has spotted other eyebrow-raising FinTech in India, such as the bank that operated without intrusion detection or prevention systems or a licensed firewall, and another that was censured for failing its obligations to prevent money laundering.
And who could forget that in neighbouring Pakistan, the Federal Board of Revenue admitted it ran on pirated software? (r)
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    Samsung shows off battery tech it says will see you gone in nine minutes

    
Might help to set spluttering EV market on fire. Won't catch fire thanks to built-in vents    
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Samsung SDI, the Korean giant's battery biz, on Tuesday promised EV batteries that can charge to 80 percent capacity in a mere nine minutes, plus models that can perform at that level for 20 years.
The ultra-fast charging battery will enter production in 2026. The long-lived product will start rolling off factory floors in 2029.
Samsung SDI teased the tech in March of this year. At the 37th Electric Vehicle Symposium & Exposition (EVS37) taking place this week in Seoul, it is also displaying an anode-free all solid-state battery (ASB) with a 900 watt-hour per liter density, which it eyes to start mass-producing in 2027.
Solid-state batteries are considered a significant step up from lithium-ion due to their higher energy density, faster charging capabilities and perceived safety as ASBs are less likely to catch fire.
Samsung's already tried to reduce the likelihood its kit catches fire, a live issue as Li-Ion-powered appliances and e-bikes spark domestic blazes that have regulators worried that low-quality products increase risks.
The Korean champ's approach is to use vents that exhaust heat and gas, so that if its batteries are involved in an accident or fire the chances of thermal runaway are reduced.
"New products from the company such as 46-phi batteries [a measure of battery diameter] are also part of the exhibition, along with a cell-to-pack (CTP) concept that increases energy density yet decreases cost," stated Samsung.
The chaebol's battery unit pitched the battery advancements as "super-gap" technology that will "pioneer the future global EV market."


	Musk moves Tesla's goalposts, investors happily move shares higher


	Toyota plans to spend up to $2.5b expanding North Carolina EV battery factory


	Toyota, Samsung accelerate toward better EV batteries


	Can you dig it? Samsung buys chunk of a Canadian nickel mining company


Improving battery performance is essential to advance the world's transition to EVs. Many industry players are therefore working to improve the technology.
Samsung itself has even purchased part of a nickel mine to safeguard its supply chain for the raw materials needed to make batteries.
Japanese automaker Toyota has several battery undertakings, including in joint ventures with Panasonic. The company has claimed it is ready to roll out its solid-state-batteries with a range of 745 miles (1200 km) and charge time of 10 minutes by 2025.
Meanwhile, China's top EV battery maker China's Contemporary Amperex Technology Co. Limited (CATL) claimed last August that it had developed a lithium iron phosphate (LFP) battery that can power a car for a distance of 250 miles (400km) after just ten minutes of charging. On a full charge the battery is said to offer range of 435 miles (700km) .
While battery innovation is welcome, growth in demand for EVs is slowing.
This week, Elon Musk's EV venture Tesla reported sales fell nine percent year-on-year as net profit plunged 55 percent. The company reportedly plans to lay off more than 10 percent of its staff globally.
China, where economic growth is at the lowest levels since the 1970s, isn't helping. And Iin February Bloomberg reported that global economic woes, saturation among early adopters, and waning subsidies, are also slowing EV adoption. (r)
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    IBM to acquire Hashi for $6.4B, hopes it will boost software biz and Red Hat

    
Investors want to know what Big Blue is smoking after growth disappoints    
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IBM has announced it will acquire Hashi for $6.4 billion, and touted the deal as meaning its hybrid cloud platform will emerge with a "comprehensive" set of products.
Big Blue CEO Arvind Krishna said enterprises are struggling to wrestle complex tech estates sprawling across multiple clouds, on-prem environments, and applications. Adding Hashi's infrastructure management offerings to IBM's existing Red Hat portfolio, he said, will mean the ancient IT company can help customers to cope. And because this is 2024 Krishna added that Hashi will mean IBM can help customers add generative AI applications too. He also thinks Hashi's security offerings are underappreciated, one reason the acquired company will sit within IBM's software business rather than becoming part of Red Hat.
In prepared remarks delivered on IBM's Q1 2024 earnings call, CFO Jim Kavanaugh offered a little detail on how IBM plans to use Hashi's wares, by suggesting "Red Hat's Ansible Automation Platform's configuration management and Terraform's automation will simplify provisioning and configuration of applications across hybrid cloud environments."
Kavanaugh pointed out that 70 percent of Hashi revenue comes from the US, and only 20 percent of the Forbes Global 2000 are users, and 75 percent of the company's customers generate more than $100,000 of annual recurring revenue. IBM's global reach and presence in many giant businesses means the CFO thinks growth opportunities are obvious.
IBM needs those opportunities because in its last earnings announcement it predicted "constant currency revenue growth consistent with its mid-single digit model."
But Q1 2024 revenue was $14.5 billion, up just one percent or three percent in constant currency. Software revenue was up six percent in constant currency, but consulting revenue grew by just two points and infrastructure revenue was flat.
Net income of $1.6 billion was a $670 million jump from the same period in 2023.


	IBM accused of cheating its own executive assistants out of overtime pay


	Red Hat tries on a McKinsey cap in quest to streamline techies' jobs


	IBM said to be binning off more staff as 'workforce rebalance' continues


	Hands up if you want to volunteer for layoffs, IBM tells staff


In the Q&A segment of the call, analysts asked Krishna why IBM's software portfolio isn't growing as fast as rivals'. The CEO replied that IBM has grown its software revenue for four years' running and there's no reason that won't continue.
One possible source of that growth, he said, is investment in Red Hat because Broadcom's acquisition of VMware has focused users' attention on choices for the platform they'll use to host and build applications for the next 20 or 30 years. Between Red Hat's existing portfolio and Hashi, Krishna thinks IBM is well-positioned.
He's also bullish on generative AI, and pointed to a strong pipeline of consulting gigs to implement the tech.
But he also said buyers' initial enthusiasm for generative AI has eased as they ponder whether it can generate return on investment. Users are finding that applying generative AI to a single business process could cost as much as $300 million, a figure Krishna said is unlikely to produce positive ROI.
"Advice I give to the C-Suite is not to do lots of little AI experiments," he said, but instead to "pick use cases that can scale to impact a large slice of employees or customers and have revenue or productivity impact." Such projects, the CEO suggested, are more likely to produce ROI.
IBM's infrastructure business is also benefiting from AI, he said. POWER systems and IBM's storage biz both grew by double digits. Even mainframes grew for the eighth quarter in a row, a fine result as Big Blue's revenue from big iron usually spikes when a new model is released - as happened in May 2022 with the debut of the z16 - and then tapers off after a rush to get the new box. Maybe the rackable mainframes that debuted in April 2023 kept growth humming.
The company advised investors to "expect constant currency revenue growth consistent with its mid-single digit model", but with a one-and-a-half to two-point headwind thanks to exchange rate fluctuations.
Investors weren't impressed. In trading after the market closed, IBM's share price dipped from over $184 to around $169. (r)
    






        





This article was downloaded by calibre from https://go.theregister.com/feed/www.theregister.com/2024/04/25/ibm_q1_2024/



	Previous
	Articles
	Sections
	Next





	Previous
	Articles
	Sections
	Next







    
        Original URL: https://www.theregister.com/2024/04/25/asio_afp_accountable_encryption/
    

    Australia's spies and cops want 'accountable encryption' - aka access to backdoors

    
And warn that AI is already being used by extremists to plot attacks    
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The director general of Australia's lead intelligence agency and the commissioner of its Federal Police yesterday both called for social networks to offer more assistance to help their investigators work on cases involving terrorism, child exploitation, and racist nationalism.
The two bosses yesterday appeared together at Australia's National Press Club.
First to the lectern was Mike Burgess, director general of the Australian Security and Intelligence Organisation, who opened by saying "The internet is a transformative information source... and the world's most potent incubator of extremism."
As he outlined an argument that a dynamic tension exists between security and technology, Burgess added "encryption protects our privacy and enables our economy...and creates safe spaces for violent extremists to operate, network and recruit."
Burgess labelled encryption "clearly a good thing, a positive for our democracy and our economy" because it "protects privacy, it enables communications and transactions."
But he noted it also provides criminals with anonymity, which is why Australia has laws that make it possible to access encrypted messages. Burgess said those laws aren't working well because tech companies aren't helping.
"But even when the warrant allows us to lawfully intercept an encrypted communication, we cannot actually read it without the assistance of the company that owns and operates the app," he said. "The company has to be willing and able to give effect to our warrant."
The spy boss made it clear he doesn't want more powers, or an end to end-to-end encryption.
"I am asking the tech companies to do more. I'm asking them to give effect to the existing powers and to uphold existing laws," he said.
"Without their help in very limited and strictly controlled circumstances, encryption is unaccountable," Burgess argued. "In effect, unaccountable encryption is like building a safe room for terrorists and spies, a secure place where they can plot and plan."
He argued the case for "accountable encryption" by telling the story of a recent operation involving an Australian who shared extremist content online and was suspected of having contacted terrorists to discuss plans for a violent act. Burgess said that after a "difficult, dangerous, time-consuming and resource-intensive" operation that involved "surveillance, human intelligence and other capabilities," ASIO determined the individual "possessed the intent and capability to conduct an attack."
The spy boss argued that accountable encryption would have meant ASIO could more quickly and easily reached that conclusion.
"Quick and targeted access to his communications could have been the difference between life and death," Burgess argued.


	Australia secures takedown order for terror videos, which Elon Musk wants to fight


	Australian techie jailed for accessing museum's accounting system and buying himself stuff


	New Zealand to world: China attacked us, too!


	Meta kills Facebook News in the US and Australia


Australian Federal Police (AFP) commissioner Reece Kershaw spoke next and cited the April 21 statement made by 32 European police chiefs in which they expressed "deep concern that end-to-end encryption is being rolled out in a way that undermines their ability to investigate crime and keep the public safe."
Kershaw backed that sentiment and, like his European colleagues, framed it in the context of investigations into child exploitation.
"If a judicial officer decides there is reasonable suspicion that a serious crime has been committed, and it is necessary for law enforcement to access information to investigate that serious crime, tech companies should respect the rule of law and the order of a court, or independent judicial authority, and provide that information," Kershaw said.
"My door is open to all relevant tech CEOs and chairmen, including Elon Musk and Mark Zuckerberg," the police boss said. "I know we can find common ground because, put simply, tech is supposed to make our lives easier and safer, and not the opposite."
Or maybe that common ground will be hard to find given that Elon Musk is currently arguing against an Australian law that requires the takedown of a video depicting an act of terror. Several associates of the alleged offender depicted in that video were arrested on Wednesday as it was felt they share a violent ideology and therefore represent an unacceptable risk to the Australian community.
The Phantom Menace
ASIO boss Burgess also discussed AI, a technology he said is " equal parts hype, opportunity, and threat"
"Hype because there's a yawning chasm between current reality and what's being claimed by tech-evangelists and marketing gurus. A lot of what they call AI isn't," Burgess said, before predicting AI presents an opportunity to "deliver dividends to every part of society, from the economy to health care."
But he lamented that AI can also improve the productivity of "those who could use it to threaten Australia's security" and said some nasty people are already using AI for evil.
"We are aware of offshore extremists already asking a commercially available AI program for advice on building weapons and attack planning," Burgess said. "If the programs refuse to provide the requested information, the extremists try to bypass the ethical handbrakes."
Burgess also predicted "AI is likely to make radicalization easier and faster", and "will increase the volume of espionage" as it gives nation-states a good reason "to harvest personal data to assist their own programming and more motivated to steal information about rival AI technologies."
He's also braced for "more prolific, more credible and more effective disinformation campaigns" conducted by foreign intelligence services.
ASIO, he said, will fight AI with AI, because that's "the most obvious and possibly best defense." Burgess confirmed "ASIO's been using artificial intelligence for a number of years now."
"It is not replacing our people - it is augmenting and assisting them," he said, by making it easier for ASIO staff to sift information.
"Finding a critical piece of intelligence is less like looking for a needle in a haystack than looking for a needle in a field of haystacks," he said. "AI makes that process easier and faster; it can identify worrying patterns and relationships in minutes and hours rather than weeks and months."
But only if the data it's working on isn't encrypted. (r)
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    Governments issue alerts after 'sophisticated' state-backed actor found exploiting flaws in Cisco security boxes

    
Don't get too comfortable: 'Line Dancer' malware may be targeting other vendors, too    
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A previously unknown and "sophisticated" nation-state group compromised Cisco firewalls as early as November 2023 for espionage purposes -- and possibly attacked network devices made by other vendors including Microsoft, according to warnings from the networking giant and three Western governments.
These cyber-spy campaigns, dubbed "ArcaneDoor" by Cisco, were first spotted in early January and revealed on Wednesday. And they targeted VPN services used by governments and critical infrastructure networks around the globe, according to a joint advisory issued by the Canadian Centre for Cyber Security (Cyber Centre), the Australian Signals Directorate's Cyber Security Centre, and the UK's National Cyber Security Centre (NCSC).
A Cisco spokesperson declined to comment on which country the snooping crew - tracked as UAT4356 by Talos and as STORM-1849 by Microsoft - is affiliated with. The disclosures, however, come as both Russian and China-backed hacking groups have been found burrowing into critical infrastructure systems and government agencies, with China specifically targeting Cisco gear.
The mysterious nation-state group "utilized bespoke tooling that demonstrated a clear focus on espionage and an in-depth knowledge of the devices that they targeted, hallmarks of a sophisticated state-sponsored actor," according to a Talos report published today.
The attacks exploit two vulnerabilities, CVE-2024-20353 and CVE-2024-20359, in Cisco Adaptive Security Appliance (ASA) and Firepower Threat Defense (FTD) devices, and the networking giant issued fixes for both on Wednesday, plus a fix for a related flaw.
CVE-2024-20353 is a high-severity vulnerability in the management and VPN web servers for Cisco ASA and FTD devices, and could allow an unauthenticated, remote attacker to cause the machines to reload unexpectedly, resulting in a denial of service (DoS) attack. It received an 8.6 CVSS rating.
Two other flaws, CVE-2024-20359 and CVE-2024-20358 received a 6.0 CVSS score, and could allow an authenticated local attacker to execute arbitrary code with root-level privileges. Exploiting either, however, requires administrator-level privileges.
Cisco says it hasn't yet identified the initial attack vector that the intruders "used to implant custom malware and execute commands across a small set of customers."
A Cisco spokesperson also declined to specify how many customers were compromised in these attacks -- or answer any of The Register's questions about the break-ins -- and sent us this statement via email:


During the resolution of a Cisco customer support case, we discovered three previously unknown vulnerabilities impacting devices running Cisco Adaptive Security Appliances (ASA) or Cisco Firepower Threat Defense (FTD) software. We published security advisories for customers with software updates and other guidance to keep them safe. We strongly urge customers to take immediate action as outlined in the advisories and in this blog by Cisco Talos, our cyber threat intelligence organization.


Talos also stated that network telemetry and intel gleaned from partners "indicate the actor is interested in -- and potentially attacking -- network devices from Microsoft and other vendors."
Microsoft didn't respond to The Register's inquiries about this, but we will update this story if and when we hear back from Redmond. We're keen to hear what the company has to say as it's not a noted vendor of networking hardware - other than virtual appliances for its Azure cloud. If they're under attack, that's nasty.


	Kremlin's Sandworm blamed for cyberattacks on US, European water utilities


	US says China's Volt Typhoon is readying destructive cyberattacks


	FBI confirms it issued remote kill command to blow out Volt Typhoon's botnet


	Fire in the Cisco! Networking giant's Duo MFA message logs stolen in phish attack


After compromising victims' devices, the miscreants drop a couple of malware implants.
The first, called Line Dancer, is an in-memory implant used to upload and execute arbitrary shellcode payloads. Talos spotted this shellcode loader being used to disable syslog, run and exfiltrate the command show configuration, execute CLI commands, and initiate the hook and crash dump process. This forces devices to reboot, skipping the crash dump process and thus evading forensic analysis.
Line Dancer can also trick the AAA (Authentication, Authorization and Accounting) function into allowing the attacker to connect using a magic number authentication capability to establish a remote access VPN tunnel.
The second custom malware, Line Runner, is a persistent web shell that allows the intruders to stay on the compromised network, uploading and executing arbitrary Lua scripts.
The US Cybersecurity and Infrastructure Security Agency (CISA) also weighed in on the bugs under exploit and posted advice in which it "strongly encourages users and administrators to apply the necessary updates, hunt for any malicious activity, report positive findings to CISA," and review Cisco's advisories about the vulnerabilities.
"In addition to the alert we have not confirmed evidence of this activity affecting US government networks at this time," as CISA spokesperson told The Register. (r)
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    With Run:ai acquisition, Nvidia aims to manage your AI kubes

    
Now Jensen has a control plane to play with his army of NIMs    
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Nvidia on Wednesday announced the acquisition of AI-centric Kubernetes orchestration provider Run:ai in an effort to help bolster the efficiency of computing clusters built on GPU.
The details of the deal weren't disclosed, but reportedly the deal could be valued at roughly $700 million. The Tel Aviv-based startup has apparently raised $118 million across four funding rounds since it was founded in 2018.
Run:ai's platform provides a central user interface and control plane for working with a variety of popular Kubernetes variants. This makes it a bit like RedHat's OpenShift or SUSE's Rancher, and it features many of the same tools for managing things like namespaces, user profiles, and resource allocations.
The key difference is that Run:ai's is designed to integrate with third-party AI tools and frameworks, and deal with GPU accelerated containers environments. Its software portfolio includes elements like workload scheduling and accelerator partitioning, the latter of which allows multiple workloads to be spread across a single GPU.
According to Nvidia, Run:ai's platform already supports its DGX compute platforms, including its Superpod configurations, the Base Command cluster management system, NGC container library, and an AI Enterprise suite.
With regard to AI Kubernetes claims a number of advantages over bare metal deployments, as the environment can be configured to handle scaling across multiple, potentially geographically distributed, resources.
For now, existing Run:ai customers needn't worry about Nvidia imposing major changes to the platform. In a release, Nvidia said it would continue to offer Run:ai's products under the same business model, for the immediate future -- whatever that may mean.
Meanwhile, those subscribed to Nvidia's DGX Cloud will get access to Run:ai's feature set for their AI workloads, including large language model (LLM) deployments.








	Nvidia: Why write code when you can string together a couple chat bots?


	Companies flush money down the drain with overfed Kubernetes cloud clusters


	Intel courts devs with open arms and exotic hardware


	Scaleway shows off its new RISC-V devices at Kubecon










The announcement comes just over a month after the GPU giant unveiled a new container platform for building AI models called Nvidia Inference Microservices (NIM).
NIMS are essentially pre-configured and optimized container images containing the model, whether it be the open source or proprietary version, with all the dependencies necessary to get it running.
Like most containers, NIMs can be deployed across a variety of runtimes including CUDA-accelerated Kubernetes nodes.
The idea behind turning LLMs and other AI models into microservices is that they can be networked together and used to build more complex and feature rich AI models than would otherwise be possible without training a dedicated model yourself, or at least that's how Nvidia envisions folks using them.
With the acquisition of Run:ai, Nvidia now has an Kubernetes orchestration layer for managing the deployment of these NIMs across its GPU infrastructure. (r)
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    Apple releases OpenELM, a slightly more accurate LLM

    
It's not the fastest machine learning model, but you can't have everything    
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Apple, not normally known for its openness, has released a generative AI model called OpenELM which apparently outperforms a set of other language models trained on public data sets.
It's not by much - compared to OLMo, which debuted in February, OpenELM is 2.36 percent more accurate while using 2x fewer pretraining tokens. But it's perhaps enough to remind people that Apple is no longer content to be the wallflower at the industry AI rave.
Apple's claim to openness comes from its decision to release not just the model, but its training and evaluation framework.
"Diverging from prior practices that only provide model weights and inference code, and pre-train on private datasets, our release includes the complete framework for training and evaluation of the language model on publicly available datasets, including training logs, multiple checkpoints, and pre-training configurations," explain eleven Apple researchers in the associated technical paper.
And diverging from academic practice, the authors' email addresses are not listed. Chalk it up to Apple's interpretation of openness, which is somewhat comparable to the not-very-open OpenAI.
The accompanying software release is not a recognized open source license. It's not unduly restrictive, but it does make clear that Apple reserves the right to file a patent claim if any derivative work based on OpenELM is deemed to infringe on its rights.
OpenELM utilizes a technique called layer-wise scaling to allocate parameters more efficiently in the transformer model. So instead of each layer having the same set of parameters, OpenELM's transformer layers have different configurations and parameters. The result is better accuracy, shown in the percentage of correct predictions from the model in benchmark tests.
We're told that OpenELM was pre-trained using the RedPajama dataset from GitHub, a ton of books, Wikipedia, StackExchange posts, ArXiv papers, and more, and the Dolma set from Reddit, Wikibooks, Project Gutenberg, and more. The model can be used as you might expect: You give it a prompt, and it attempts to answer or auto-complete it.
One noteworthy aspect of the release is that it is accompanied by "code to convert models to MLX library for inference and fine-tuning on Apple devices."


	Microsoft shrinks AI down to pocket size with Phi-3 Mini


	Meta lets Llama 3 LLM out to graze, claims it can give Google and Anthropic a kicking


	Ex-Amazon exec claims she was asked to ignore copyright law in race to AI


	Naver debuts multilingual HyperCLOVA X LLM it will use to build sovereign AI for Asia


MLX is a framework released last year for running machine learning on Apple silicon. The ability to operate locally on Apple devices, rather than over the network, should make OpenELM more interesting to developers.
"Apple's OpenELM release marks a significant advancement for the AI community, offering efficient, on-device AI processing ideal for mobile apps and IoT devices with limited computing power," Shahar Chen, CEO and co-founder of AI service biz Aquant, told The Register. "This enables quick, local decision-making essential for everything from smartphones to smart home devices, expanding the potential for AI in everyday technology."
Apple is keen to show the merits of its homegrown chip architecture for machine learning, specifically supported in hardware since Cupertino introduced its Neural Engine in 2017. Nonetheless OpenELM, while it may score higher on accuracy benchmarks, comes up short in terms of performance.
"Despite OpenELM's higher accuracy for a similar parameter count, we observe that it is slower than OLMo," the paper explains, citing tests run using Nvidia's CUDA on Linux as well as the MLX version of OpenELM on Apple Silicon.
The reason for the less than victorious showing, Apple's boffins say, is their "naive implementation of RMSNorm," a technique for normalizing data in machine learning. In the future, they plan to explore further optimizations.
OpenELM is available in pretrained and instruction tuned models with 270 million, 450 million, 1.1 billion and 3 billion parameters. Those using it are warned to exercise due diligence before trying the model for anything meaningful.
"The release of OpenELM models aims to empower and enrich the open research community by providing access to state-of-the-art language models," the paper says. "Trained on publicly available datasets, these models are made available without any safety guarantees." (r)
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    Musk moves Tesla's goalposts, investors happily move shares higher

    
It's the millions-of-robotaxis promise again - and all y'all buying it this time, too?    
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Opinion Elon Musk has a strategy and you may have seen it before: When things aren't going well, he'll say something wild to take everyone's eyes off the trouble, and raise share prices with dreams.
Take last night's earnings call as an example.
The first quarter of 2024 didn't go well for Tesla, either economically or reputationally. As we reported earlier, sales fell, net profit tumbled off the same cliff Tesla's stock price earlier careened over, and production and deliveries decreased as well. 
But give Musk a chance to toss out a flash grenade and he'll do just that: This time around with some wild predictions about his automaker producing a "purpose-built robotaxi" dubbed the "Cybercab," and Tesla's latest vision for the future as one in which it is focused on "solving autonomy." 
"We're putting the actual auto in automobile," Musk said last night. The objective, as the billionaire tycoon described it, was to put the self-driving Cybercab on the road in short order, operating alongside privately owned Teslas being rented out for use as an autonomous taxi fleet. The slide deck [PDF] for the evening even included an image of what Tesla's ride hailing app may look like once it arrives SoonTM. It seems the idea is that Tesla puts Cybercabs on the streets, and makes an app for booking rides using the software-controlled vehicles, and people can add their private Teslas to the available pool.
"It's like some combination of Airbnb and Uber, meaning that there will be some number of cars that Tesla owns itself and operates in the fleet ... and then there'll be a bunch of cars where they're owned by the end user," Musk said. He added the fleet will likely grow to include "several tens of millions" of vehicles by the end of the decade.
"I think," the SpaceX supremo added.
As part of the robotaxi platform, privately-owned Teslas that aren't being driven by humans or autonomously chauffeuring riders around, would be added to a lake of distributed computing resources.
"It's analogous to Amazon Web Services, where people didn't expect that AWS would be the most valuable part of Amazon when it started out as a bookstore," Musk said. "If you get to the 100 million vehicle level, which I think we will ... you've got a kilowatt of useable compute," Musk said.
A whole kilowatt? "I think you could have on the order of 100 gigawatts of useful compute." Ah.
"And unlike laptops and our cell phones, it is totally under Tesla's control," Musk added.
But even these outlandish claims, which seem to have had the intended effect of boosting Tesla shares (up 12 percent as of writing), aren't anything new - Musk spent plenty of time in the 2010s claiming he'd have one million robotaxis on the road by 2020. As we all know, 2020 came and went without any such excitement. 
Have you learned nothing?
Elon Musk has flim-flammed his way out of accountability countless times in the past. 
Getting in trouble over "Full-Self Driving" claims? Stick a guy in a robot suit and call it Optimus to distract shareholders. Fail to get FSD realized this year - again? Just kick it down the road. Journalists calling him out on his nonsense? Rant about the "woke mind virus" and the media on Twitter.
Of course, Optimus has been nowhere to be seen and was barely mentioned during the call. Likewise, Tesla's dreams of tens of millions of robotaxis on the road in the next six years rests on the need for serious technological breakthroughs the automaker has failed to make despite years of trying. Oh, and a ton of permits if this is to operate in the States, at least.


	Musk's view count antics are perfect cover for Twitter's paid API failure


	Elon Musk's ambitions for Starship soar high while reality waits on launchpad


	Elon Musk set to buy Twitter in $44b deal, promises stuff


	Tesla slashes vehicle and self-driving-ish software prices as shares plummet


This year felt different, though: It seemed like 2024 was the year in which Elon Musk might have to put up or shut up. His reputation has been harmed from his X antics. Tesla's shares performed worse than Boeing's in the first quarter of 2024, largely because of Cybertruck problems and missed expectations. 
Not so, as it turns out. Toss some new robotaxi, distributing computing, self driving, and low-cost Tesla promises out there and everyone forgets the past three months. The fact the promises have been made before - and worked their magic then, too - seems to be entirely forgotten.
In the meantime, your humble vulture will believe in the Cybercab when he sees it - and it better be more than just a guy in a car costume or a clunky prototype. The fact that Tesla investors don't seem to share that skepticism is frankly a shock at this point. (r)
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    Shouldn't Teams, Zoom, Slack all interoperate securely for the Feds? Wyden is asking

    
Doctorow: 'The most amazing part is that this isn't already the way it's done'    
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Collaboration software used by federal government agencies -- this includes apps from Microsoft, Zoom, Slack, and Google -- will be required to work together and be securely end-to-end encrypted, if legislation proposed by US Senator Ron Wyden (D-OR) passes.
That's a big if. Without a lot of bipartisan momentum behind it, his proposal isn't expected to make into law during this election year.
Wyden proposed the legislation, the Secure and Interoperable Government Collaboration Technology Act [PDF], on Tuesday. It intends to make products from competing vendors, such as Teams and Zoom, for example, talk to each other more securely.
Specifically, it would require the US government's General Services Administration (GSA) to create a list of collaboration technology features used by the federal government. Then the National Institute of Standards and Technology (NIST) would need to identify a set of interoperable standards and requirements for each of these.
The legislation would also require that, "to the extent practicable," end-to-end encryption and other technologies to protect government communications from foreign surveillance would have to be built in. These collaboration technologies must also comply with federal record-keeping requirements. 
Four years after NIST selects the standards, all collaboration technology purchased by the federal government would be required to communicate using the identified standards, thus ensuring they are interoperable with other products used by federal agencies.
And finally, the legislation would require Homeland Security to review these products, and every other year a GSA and Office of Management and Budget working group would review the products in use and suggest updates to the standards.
"My bill will secure the US government's communications from foreign hackers, while protecting taxpayer wallets. Vendor lock-in, bundling, and other anticompetitive practices result in the government spending vast sums of money on insecure software," Wyden said in a statement. 
"It's time to break the chokehold of big tech companies like Microsoft on government software, set high cybersecurity standards and reap the many benefits of a competitive market," he added. 


	Microsoft slammed for lax security that led to China's cyber-raid on Exchange Online


	US government excoriates Microsoft for 'avoidable errors' but keeps paying for its products


	Microsoft cannot keep its own security in order, so what hope for its add-ons customers?


	Microsoft is a national security threat, says ex-White House cyber policy director


Stunningly, the bill identifies collaboration systems that would not be subject to the interoperability and security requirements. These include email, voice services, and national security systems.
So despite the proposal's attempt at landing a blow on Microsoft's mafia-like hold on government-procured tech, the latest Redmond email security breaches by Chinese and Russian cyberspies probably would have happened even with the Wyden-backed security standards being in place.
While those standards would likely face opposition from Big Tech, some digital rights and privacy organizations including Accountable Tech, Demand Progress, Fight for the Future, Proton, Nym, and the Matrix.org Foundation have already endorsed the draft legislation.
Author and activist Cory Doctorow has also thrown his support behind the proposal.
"Interoperability -- the ability to plug something new into a technology, with or without permission from the manufacturer -- is the key to defeating Big Tech," he said. 
"This bill will require public funds to be spent on technology that anyone can fix, extend, or improve, preventing tech companies from locking in and ripping off the US government," Doctorow added. "The most amazing part is that this isn't already the way it's done." (r)
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    Now all Windows 11 users are getting adverts to 'make the Start menu great again'

    
And you thought the Bing begging was annoying    
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Microsoft has made good on its promise, or threat, to put advertisements inside the Windows 11 Start menu with its latest update.
The 2024-04 Cumulative Update Preview, aka KB5036980, is now being rolled out to all Windows 11 users, and with it comes Start menu ads. As it's only a "preview" at the moment, users can choose whether or not to install it, though once it becomes a bona fide update, Microsoft will force it onto PCs eventually.
"The Recommended section of the Start menu will show some Microsoft Store apps," the IT giant advised this week.
"These apps come from a small set of curated developers. This will help you to discover some of the great apps that are available."
We're also told how to disable the advertising: "If you want to turn this off, go to Settings > Personalization > Start. Turn off the toggle for Show recommendations for tips, app promotions, and more."
The Start menu ads in their current form were glimpsed last week with an update seeded to a few Beta Channel Windows Insiders. The ads come in the form of "recommendations," which suggest users install promoted apps in the Microsoft Store. These apps are under the "Recommended" tab where recently used files and apps are shown, blending into the Start menu.


	Microsoft to use Windows 11 Start menu as a billboard with app ads for Insiders


	Microsoft really does not want Windows 11 running on ancient PCs


	Microsoft lifts years-old compatibility hold for Windows 11


	Microsoft defends barging in on Chrome with pop-up ads pushing Bing, GPT-4


Microsoft said it wanted Beta Channel users to "let us know what you think" about the Start menu ads, and vocal netizens at least sounded off against the idea. It seems Microsoft has decided the feedback indicated it should just go ahead with the plans anyways, or at least that's the excuse.
The change comes not long after Microsoft's CEO of advertising and Web Services Mikhail Parakhin promised to "make the Start menu great again." Tacking on ads to the Start menu probably wasn't what Windows enthusiasts had in mind, however.
Within the universe of annoying Windows ads though, these new recommendations are almost quaint. Just last year Microsoft was bothering Windows users with ads to sign up for Teams Essentials in the Get Help app that's used for support and troubleshooting. There was also an experiment with putting ads in File Explorer, which was apparently killed off due to outrage from the wider community. And then the constant reminders for Windows users to move to Bing.
Maybe the Windows 11 move will be killed off too - but we doubt it. (r)
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    Microsoft cannot keep its own security in order, so what hope for its add-ons customers?

    
Secure-by-default... if your pockets are deep enough    
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Microsoft has come under fire for charging for security add-ons despite the company's own patchy record when it comes to vulnerabilities and breaches.
A week rarely goes by without some incident or other involving Microsoft products, be it the infamous Exchange Online raid by a China-linked group or an internal breach that resulted in data being exfiltrated from Microsoft's email system. However, Microsoft execs remain quick to talk up the company's security revenues.
Some enterprises might find it galling to be forced to pay for must-have security add-ons on top of their existing subscriptions. Getting core security tools requires a Microsoft 365 E5 subscription or topping up an E3 subscription with compliance add-ons, and even then the company will demand payment for certain tools.
Microsoft 365 E5 (without Teams) currently costs PS50.30 (and $54.75 Stateside) per user per month with an annual commitment. E3 (also without Teams) is PS31 per user per month (or $33.75 in the US). Many of Microsoft's security products are available only in E5, and adding something like the Priva Privacy Risk Management service will add another PS4.10 per user per month ($5 in the US).
While Microsoft's pricing strategy might have resulted in bumper revenues for its security business, it has come at a cost to users.
Directions on Microsoft analyst Wes Miller said: "Customers need the tools to keep their organizations secure without having to pay more and more every year for Microsoft's latest top-shelf security services -- which keep moving to higher and higher shelves."
The solution would be to fold more security products into Microsoft's standard subscriptions, although this would risk those revenues as well as potentially attract the attention of anti-trust regulators.
Still, according to Directions' Mary Jo Foley, "It's not completely out of the question that Microsoft could make core security features part of more of its subscriptions. It did make a couple of concessions on that front after a couple of much-publicized attacks last year."


	Microsoft really does not want Windows 11 running on ancient PCs


	Microsoft shrinks AI down to pocket size with Phi-3 Mini


	Old Windows print spooler bug is latest target of Russia's Fancy Bear gang


	Copilot auto-launch bug now takes flight in multiple Windows Insider channels


Indeed it did. In 2023 Microsoft said it would provide all customers free access to cloud security logs in an effort to "increase the secure-by-default baseline" of its cloud platform. Users would be forgiven for wondering why the company stopped there.
Foley asked: "Will Microsoft bend further and make security core to more of its cloud subscriptions to help lessen the impact of attacks, not to mention bad publicity?"
We asked Microsoft, and will update this article if the company responds.
It is almost 20 years since Microsoft had a radical rethink around security and released Windows XP Service Pack 2. With the company's recent security failures being classed as a national security issue in some quarters, it is high time for the company to think the unthinkable, and perhaps sacrifice some security revenues in order to ensure more customers are, in its words, secure-by-default. (r)
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    US Chamber of Commerce to sue FTC for banning noncompetes in most jobs

    
Senior execs making $150K+ will still have to abide by them, but they fall away for everyone else    
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The US Chamber of Commerce is saying it will sue the Federal Trade Commission (FTC) for officially banning noncompete clauses in employment contracts across America.
A noncompete agreement typically blocks the employee who signed it from going to work for a rival or starting up a competing business of their own.
The Chamber of Commerce labeled the FTC's publication of its final rule yesterday as an "unlawful power grab." The feds claim the move will help usher in 8,500 extra new businesses and 17,000-29,000 more patents each year.
It all kicked off last year when America's federal employment regulator said it was worried about the unequal bargaining power between employers and workers, claiming that noncompete clauses were limiting employees' ability to practice their trade. It asked for Americans' opinions - and received more than 25,000 comments out of 26,000 that were in support of the ban.
In the final rule [PDF] the FTC determined that noncompetes and their enforcement were "an unfair method of competition," making them a violation of Section 5 of the FTC Act. Section 5 [PDF] prohibits "unfair or deceptive acts or practices in or affecting commerce."
The move to abolish the clauses has its critics, unsurprisingly among the nation's employers. Claiming the matter should be confined to state law, the Chamber of Commerce's president and CEO, Suzanne P Clark, said in a statement that "three unelected commissioners have unilaterally decided they have the authority to declare what's a legitimate business decision and what's not by moving to ban noncompete agreements in all sectors of the economy."
Not everyone is affected by the ban under the rule, so while no new noncompetes may be drawn up, some still apply. The rule specifies that "senior executives," defined as those earning in excess of $151,164 annually in "policy-making positions," will still be bound by existing noncompete clauses (they can't be asked to sign any new agreements). The FTC said "this subset of workers is less likely to be subject to the kind of acute, ongoing harms currently being suffered by other workers subject to existing noncompetes."
[image: bad contract]
Prepare to be shocked: Employees hate this One Weird Clause

READ MORE
There have been interesting debates around noncompetes since the proposal was floated last year and yesterday's publication of the final rule. For example, noncompete agreements are typically deemed illegal under the California Business and Professions Code. But allegations as far back as 2013 reveal there is more to restraint of trade than a mere contractual clause.
For example, a court filing in an antitrust lawsuit that year revealed Apple CEO Steve Jobs once threatened the CEO of Palm with a patent lawsuit if he didn't stop hiring Apple employees. District Judge Lucy Koh allowed Edward Colligan's phone and email conversations with Jobs to go on the public record after Colligan claimed Jobs called him in 2007 suggesting they came to an arrangement about high-tech employees, agreeing not to hire them away from each other.
Noncompetes also became a topic du jour in Silicon Valley last year during Apple's trade secrets enforcement case against Rivos, a dispute it settled earlier this year. Apple had originally accused the tech startup of hiring away dozens of Apple engineers and using confidential info to develop rival SoCs.
In counterfilings [PDF], Rivos then accused Apple of using the Defend Trade Secrets Act to circumvent noncompete regulations in California. It alleged that Apple was "improperly obstructing employee mobility," claiming it "forces its employees to sign contracts with provisions that run afoul of California law as a condition of their employment. These contracts purport to prohibit employees from retaining anything from their time at Apple - even general know-how that is not trade secret."
Rivos and the ex-Apple employees who went to work for the startup claimed in a filing late last year that "even when Apple knows its employees are leaving to work somewhere that Apple (rightly or wrongly) perceives as a competitive threat, it does not consistently conduct exit interviews or give employees any meaningful instruction about what they should do with supposedly 'confidential' Apple material upon leaving. Whether by neglect or as part of a planned effort to generate a pretextual basis to sue the employees and their new employer for 'stealing' Apple material, Apple lets these employees walk out the door with material they may have inadvertently 'retained' simply by using Apple systems (such as iCloud or iMessage) that Apple effectively mandates they use as part of their work."
Rivos, Apple, and the former employees signed a settlement agreement [PDF] in March.


	FYI anyone who codes outside work: GitHub has a contract to stop bosses snatching it all


	US Equal Employment agency says Workday AI hiring bias case should continue


	NTT boss takes early retirement to atone for data leak


	Alcatel owns US employee's thoughts


Back when the FTC was first floating the idea of abolishing noncompetes, Reg readers voted overwhelmingly that their chief concern when it came to employers' contractual clauses were those necessitating they hand over their intellectual property rights or a variation on that theme, a la Evan Brown. Poor old Brown lost his case against Alcatel back in 2002, with a judge ruling the company owned rights to a software idea that existed entirely in the thoughts of its former employee.
Brown's "solution" was a process for "converting machine-executable binary code into high-level source code" - essentially adapting old software to new hardware through the use of a decompiler. Alcatel alleged Brown breached an invention disclosure contract that contained no exceptions, and the judge agreed, handing down a judgment holding the contract enforceable. But as the Journal of Computer and Information Law pointed out, even after the court ordered Brown to disclose his "Solution," as counsel for the company admitted, the Solution was "woefully incomplete and inadequate by steps," making it ineligible for patent protection.
The company claimed at the time this was due to Brown's "willful noncompliance" when he had to travel to its offices to write down the code after the court's temporary injunction, but "Brown testified by affidavit that it would take an individual of 'extraordinary skill' to reduce the Solution to a working computer program and that a programmer of ordinary skill would have 'virtually no chance' of successfully producing a workable program based without extensive experimentation."
The FTC vote on abolishing noncompetes was passed 3:2, with Democrats supporting the ban and Republicans opposing.
"Noncompete clauses keep wages low, suppress new ideas, and rob the American economy of dynamism, including from the more than 8,500 new startups that would be created a year once noncompetes are banned," FTC chair Lina Khan said. "The FTC's final rule to ban noncompetes will ensure Americans have the freedom to pursue a new job, start a new business, or bring a new idea to market." (r)
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    Euro cloud group blasts Broadcom over VMware licensing maneuvers

    
CISPE says concessions 'solve nothing'    
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Updated Euro cloud trade body CISPE has hit back at concessions offered by Broadcom over VMware licensing, saying these do not address key issues that led it to lobby the European Commission into investigating.
CISPE, or Cloud Infrastructure Services Providers in Europe, claimed that Broadcom is trying to "obfuscate the main issues in this dispute" by framing its licensing changes as pro-competition and pro-innovation, and ignoring concerns about price hikes and tying products together.
Earlier this month, Broadcom announced changes to mollify VMware customers after EU antitrust regulators started making inquiries about its licensing practices in response to complaints from CISPE and other European business users.
Those changes amounted to support extensions for customers that need more time to consider the change to subscription licensing, and providing some ongoing security patches for customers who decide to stick with their perpetual licenses.
CISPE says in a blog post that the subscription license model has never been the problem, but that "massive and unjustifiable" hikes in prices now threaten the economic viability of cloud services used by many customers in Europe. It also claims that the bundling of products, altered basis of billing, and the imposition of unfair software licensing terms ultimately restrict choice and lock-in customers and partners.
The Register has previously reported that some VMware customers have seen their bills rise by 500 or 600 percent, or license costs increase from $8 million to $100 million, as a consequence of the changes Broadcom ushered in after its takeover of the virtualization giant completed last November.
Yet CISPE goes further and states that Broadcom's subscription models are actually anti-cloud as they force cloud provider partners to commit and pay in advance for capacity that they may never use, instead of offering flexible pay-as-you-go models that help customers and providers scale resources to demand.
The partner program for Cloud Services Providers (CSPs), for example, requires them to commit to licensing a minimum of 3,500 cores, which one service provider told us would amount to about $800,000 per year, with a minimum three-year contract term.


	Are we in a cost of technology crisis? Our vultures think so


	Broadcom throws VMware customers on perpetual licenses a lifeline


	Microsoft gives Hyper-V ceilings a Herculean hike


	VMware's end-user compute products probably have a new brand: Omnissa


CISPE also poured scorn on the offer to continue zero-day patch support for existing perpetual license customers, saying this is "insulting in its limitations." Broadcom is effectively saying there will be no support other than to fix critical vulnerabilities, unless customers move to the new subscription license, and CISPE claimed this "verges on racketeering."
We asked Broadcom for its response to these complaints.
Mark Boost, CEO of UK-based cloud firm Civo and a critic of Broadcom's post-merger VMware strategy, states that CISPE is absolutely right to reject Broadcom's changes.
"Broadcom's acquisition was initially sold as a signpost for the future of cloud computing. But for most companies, this has not been the case, with vast increases in licensing costs and uncertainty when facing future updates and developments," Boost said in a statement.
There is growing concern that Broadcom's decisions will stifle innovation and harm cloud competition, he added.
CISPE claims that dominant software firms increasingly feel unconstrained in their use of unfair software licensing practices to distort markets in their favor, and say that formal investigations are needed now.
"We have seen it with Microsoft and now Broadcom. The ability for dominant software providers to unilaterally 'pick winners' by deciding who can and who cannot licence their software is a clear form of discrimination," it says, adding that it urged the European Commission and other regulators to act now to "halt this tide of abuse that is damaging Europe's shift to the cloud and digital growth." (r)
Updated at 1356 UTC on April 24, 2024, to add
A spokesperson at Broadcom sent us a statement:


Broadcom remains committed to providing value for all our customers and partners. Broadcom and VMware's robust solutions are creating more choice and enabling enterprises of all kinds to accelerate innovation and address their most complex technology challenges. Our simplified offering at a significantly reduced price responds to customer feedback, and is focused on facilitating seamless workload management. We welcome ongoing customer and partner dialogue and collaboration to ensure that our efforts remain aligned with their expectations and objectives.
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    Rapidus US chief says AI chip crunch, supply chain paranoia make for an ideal growth climate

    
Japanese foundry upstart aims to bolster domestic production while catering to growing demand for custom accelerators    
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Interview The foundry space is arguably the most complex and competitive it has been in decades as foundry upstarts in the US and Japan look to challenge heavyweights Samsung and TSMC for a piece of the action.
But while Intel CEO Pat Gelsinger aims to leapfrog Samsung as the number two foundry operator, Henri Richard, the newly appointed president and general manager of Japan's Rapidus Design Solutions, doesn't believe it's necessary to challenge TSMC directly to be successful given the current climate.
"I personally believe that the demand is understated," Richard tells The Register.
The sentiment echoes that of others in the industry, including TSMC, Intel, and OpenAI's Sam Altman. The latter has reportedly been raising billions to support a network of fabs, datacenters, and power plants to fuel his AI ambitions.
"If you believe that the market is going to move from the previous forecasts of maybe $80 billion dollars at the advanced node, to $150 billion, it doesn't take a large market share to make Rapidus a great success," Richard adds.
Rapidus rising
If you're not familiar with Rapidus, the Japanese foundry upstart is a relatively new player having gotten its start in 2022. It began construction of its IIM-1 plant in Hokkaido in September, which will produce wafers based on an advanced 2nm process node developed in collaboration with IBM.
Armed with $6.1 billion in funding from the Japanese government, Richard says the foundry biz is on track to complete construction later this year and begin installing equipment early next. Following installation, Rapidus will begin the technology transfer of IBMs process tech, being developed in parallel at its research facility in Albany, New York.
"We are on our way to have close to 200 engineers in Albany that are working on the technology and preparing the transfer," Richard says, adding that pilot production at the Hokkaido plant is set to begin in 2026 followed by volume production in 2027.
Most recently, Rapidus opened an office in Silicon Valley which is focused on sales, business development, marketing, and tech support for potential clients. Early contract wins included Canadian RISC-V chip dev Tenstorrent, which plans to produce its AI accelerator in Rapidus' fabs.
The competitive landscape
Rapidus aims to establish itself as an alternative source of advanced semiconductor manufacturing. However, achieving this goal may not be so easy as it faces stiff competition from the likes of Samsung, TSMC, and Intel.
One of the company's biggest challenges relates to timing. TSMC, Samsung, and Intel are slated to being shipping their 2nm process tech in 2025 with volume production expected for 2026. In fact, Intel expects to ship internal chips built using its 20A node -- its 2nm equivalent -- later this year, followed by its mass market 18A node next year.
This puts Rapidus at least a year behind its competition, a fact Richard acknowledges. However, process tech isn't the only consideration these days, he argues.
"We might come to an inflection point where, if you just judge a fab, based on when a node is available for mass production, it's a very partial view of the competitiveness of the offering."
It's no secret that performance or efficiency gains from process shrinks, something that we used to take for granted, have become far less impressive as Moore's Law has slowed. Emerging and maturing technologies like backside power delivery, advanced packaging, and next-gen substrates are expected to play a bigger role in driving performance and efficiency than transistor density in the future.
Richard was hesitant on sharing details on the specific technologies Rapidus is currently exploring beyond its work on process tech with IBM, but says more details would be coming later this year.
Regardless of whether these technologies prove a competitive advantage, he says, capacity constraints alone should be more than enough to guarantee Rapidus' success, he opines.
An AI friendly fab
From the get-go, Rapidus is focusing on three main markets: serving those building traditional CPUs and GPUs; those designing edge compute; and thirdly, and most importantly, AI chip startups that don't yet have the volume to make sense for TSMC.
"I think that we are still underestimating the impact and the opportunity that AI represents in terms of semiconductor demand," Richard says.
"There is a very large and growing number of AI companies that don't have historical volumes, but represent a pretty good potential for Rapidus," he adds. "They're concerned that they would be limited in their ability to be fairly serviced."
Richard aims to capitalize on these smaller customers by providing additional guidance and support that they might not otherwise get from competing fabs.


	Micron scores $6.1B CHIPS Act cash for New York and Idaho fabs


	ASML ships another high NA EUV lithography machine to mystery client


	Intel's effort to build a foundry biz is costing far more - and taking longer - than expected


	TSMC scores $11.6B funding infusion for Arizona fabs, now plans for third plant


Many of these customers, he contends, aren't actually concerned about getting their hands on the latest process tech.
"I come from an era where everything was, you know, about the semiconductor itself, the transistor, the process, the node, AMD vs Intel, the big battle of the fabs, and all that," Richard says.
"Frankly, when you talk to those AI companies, semiconductors are kind of a necessary evil. They're not motivated by the silicon; they're motivated by what can they do with the silicon."
Rapidus' early focus on smaller, indie chipmakers is grounded in the reality that it's not going to be able to service that many customers until it gains more experience and builds out its capacity.
"When we ramp up the fab, legitimately, we can't serve more than, what, half a dozen customers to do our job properly at the onset, and then we'll have more," Richard says.
A geopolitical and economic play
Another element that shouldn't be missed here is the ongoing effort by local governments to secure semiconductor supply chains and on-shore production.
The US in particular has raised the alarm bell regarding the concentration of semiconductor production in Taiwan and South Korea. Chief among these concerns is that an invasion of Taiwan by China, which already views the island nation as sovereign territory, could upend the world economy and leave the US at a disadvantage.
These concerns ultimately led to the passage of the US CHIPS Act, which made $53 billion available to fund the construction of domestic chip fabs and research and development. The bill was followed by a EU43 billion European equivalent and drove Japan's investment, which is said to amount to as much as $67 billion in order to bolster its semiconductor capacity.
While TSMC and Samsung were quick to announce US fabs years before the America passed its chips funding, Richard tells The Register that a US fab probably isn't in the cards, at least not any time soon.
"We've never spoken about anything in the US, and I don't think that's in the plan. I would say never say never, but it's so outside of the timeline of relevance," he says.
Having said that, silicon supply chains and national security can't be ignored. "It's a very big component that nobody wants to speak about, too loudly," Richard says.
"I think we're in a great position to be seen as a diversification of geographical risk, while being close enough to the US to be seen as a friendly supplier." (r)
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    If Britain is so bothered by China, why do these .gov.uk sites use Chinese ad brokers?

    
One wonders why are there adverts on public-sector portals at all    
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Exclusive At least 18 public-sector websites in the UK and US send visitor data in some form to various web advertising brokers - including an ad-tech biz in China involved in past privacy controversies, a security firm claims.
Silent Push, which identified the websites, will today argue in a report provided to The Register that this raises concerns about compliance with rules limiting ads on government websites as well as concerns about online privacy.
In the US, .gov websites are not supposed to run ads. In the UK, ads are allowed on .gov.uk websites, subject to some limitations. The .gov and .gov.uk sites flagged by Silent Push each publish an ads.txt file that spells out the businesses allowed to automatically sell that site's ad space to advertisers as a visitor arrives.
For those who don't know, websites can sell ad space to advertisers in real-time via exchanges or brokers just as visitors land on pages; this typically involves trading pseudonymous information about those visitors so that, for instance, an advertiser can bid higher for an ad slot if the netizen is deemed valuable. Ads.txt lists the outfits allowed to sell this ad space inventory on behalf of a site, and Silent Push found a bunch of UK and US government websites with that file listing various advertising exchanges and resellers ranging from Google (like what El Reg uses) to one in China.
"Ad tech integrated into government websites is generally a bad idea and there's good reason the US government bans the practice across their .gov namespace," explained Zach Edwards, senior threat analyst at Silent Push, in an email to The Register. "It's slightly shocking to see so many UK council websites with online ads."
One of the ad-tech vendors used by the .gov.uk sites, and highlighted by Silent Push, is Yeahmobi. This Chinese entity reportedly had its mobile ad SDK removed from the Google Play Store in 2018 for alleged ad fraud. Yeahmobi did not respond to requests for comment.
Edwards' concern is that these advertising brokers may have access to data associated with website visitors, such as their IP addresses and other identifiers. Netizens may not expect this when visiting a public-sector portal.
Silent Push's report identifies four .gov sites that, in our experience, do not display adverts though do ping web ad platforms, do list various exchanges in their ads.txt files, and may break US government CISA rules. In the UK, it's a different story, as 18 sites identified by Silent Push use Yeahmobi among others to display ads somewhere on pages. Here's a selection:

	Transport for London: ads.txt


	Derbyshire Dales District Council: ads.txt


	Walsall Council: ads.txt


	The Met Office: ads.txt


The .gov.uk websites have the files app-ads.txt and sellers.json as well as ads.txt that declare approved ad tech partners. App-ads.txt is used for adverts delivered through mobile apps. They're all designed to, ideally, mitigate advertising fraud.
"Ad bidding is a complex process," the Silent Push report explains. "In a nutshell, on these sites, user data is ingested via Google advertising endpoints. The visitor's IP address (or partial IP address), user agent device (ie device type), and browser details then are shared with ad exchange partners via server-side data sharing."
The entities in the ads.txt file then get that data, unless the publisher has taken the unusual step of opting out.
Thereafter, the report explains, those ad platforms and any intermediaries have the chance to submit bids in the ad space auction. The winning bidder gets to serve an ad to the website and also has the opportunity to sync data back through ad tech partners, which may include click data if the person seeing the ad navigates through to the advertised destination page.
The Register asked a technologist familiar with government websites (who asked not to be identified) about the Silent Push findings. They were not worried, absent any evidence the ads are funneling data back to China.
'Unbridled'
Jason Kint, CEO of Digital Content Next, a trade group for digital content producers, showed a bit more concern. "I think it's fair to say a UK or US government website wouldn't intentionally pass its citizens' data to a Chinese entity, so this just speaks to the unbridled nature of ad tech and user data that is mined and monetized through it," he told The Register.
"It's also reasonable to assume most UK citizens wouldn't want their personal data passed to a Chinese entity," he added.
Silent's Edwards pushed back against the suggestion there's nothing to see here. "Ads.txt and app-ads.txt includes the entities authorized to bid on the website visitors to show ads," he noted.
"The organizations do not drop trackers onto the page by default, [but] they are getting data via the advertising bid stream - the server-side data sharing that occurs globally trillions of times per day.
"So these organizations don't all immediately get JavaScript access to drop on the page but they do get payloads from the bid stream - and by default it includes sensitive fields, like the device IP address. There are settings that publishers can toggle on to limit some of the personal data from being shared via the bid stream, but there's no indication this is on for these UK sites - especially based on the significant number of vendors that are authorized by the domains."


	UK government to set deadline for removal of Chinese surveillance cams


	UK elections are unaffected by China's cyber-interference, says deputy PM


	Five Eyes intel chiefs warn China's IP theft program now at 'unprecedented' levels


	Over a million Neighbourhood Watch members exposed through web app bug


This is not quite the same concern as tracking pixels on public-sector websites. But it's similar, according to Edwards, who noted privacy promises in the ad-bidding world have been challenged in court.
"The JavaScript of [tracking] pixels captures similar data that the JavaScript of real-time bidding endpoints collects, with the core difference being that pixels can set a cookie on your browser immediately, whereas in ad tech the thousands or tens of thousands of entities with opportunities to bid don't get an opportunity to put a cookie on your computer unless they win an auction - and then only through approved attribution vendors," he explained.
"Ad buyers only get their own direct opportunity to put cookies or execute JavaScript in your browser if you click on the ads."
Edwards said his hope is that making government officials more aware that this is happening in the UK and US will lead to stronger policies that explicitly ban ads on government websites. (r)
Addendum
After this story was published, Mark Gardner, director of CAN Digital Solutions, which provides ads.txt files to various .gov.uk websites, told us references to Yeahmobi will be deleted:
"We take these matters very seriously, and after looking into this in some detail with the team, we have never had any ad quality issues with Yeahmobi in the past, nor are we aware of any Chinese links, but as a precaution we are in the process of removing them from all our publisher ads.txt files until further notice.
"We have also reached out to the native advertising partner working with them to ask for more insight into these claims and are more than happy to provide their feedback when we have it."
Meanwhile, we've heard back from a firm that oversees one of the US public sector websites flagged by Silent Push for having a Google entry in its ads.txt file.
We're told that the website, which belongs to the Cohasset Police Department in Massachusetts, is part of a Wordpress Multisite Network and received its ads.txt from another site within the network that previously served ads.
"I will be reaching out to [Wordpress maker] Automattic, because there certainly is no reason why the Cohasset site would need a Google ads.txt file, but it appears that Wordpress put the file in the root, making it serve the file to all sites in the Multisite Network," the firm's principal told us.
"We have manually deleted the file, we will be moving the Cohasset site to its own installation, and we apologize for the unintentional and not previously known issue. I can also confirm that the Cohasset Police site has never served ads, ever."
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