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      Biting the hand that feeds IT -- Enterprise Technology News and Analysis


      
        Lights about to go out on US Affordable Connectivity Program
        Richard Speed

        A partial benefit in May then subsidy gets unplugged once and for all The end is nigh for the US Affordable Connectivity Program (ACP) as funds finally run out after months of warnings....

      

      
        Microsoft continues multibillion-dollar cloud and AI sprinkle in Malaysia
        Richard Speed

        Satya reaches once more into his wallet Microsoft CEO Satya Nadella has announced a $2.2 billion investment to advancecloud and AI infrastructure in Malaysia.... 

      

      
        Amazon boss receives tap on wrist for statements violating labor laws
        Brandon Vigliarolo

        Jass sass gets a pass A US National Labor Relations Board judge has decided that public remarks made by Amazon CEO Andy Jassy violated federal labor laws....

      

      
        Billions on the line for Google as web search monopoly trial nears end
        Matthew Connatser

        Chocolate Factory relies on dominance for bulk of its revenues, says US Both the US government and Google will today present their closing arguments in the search engine monopoly case from September....

      

      
        Federal frenzy to patch gaping GitLab account takeover hole
        Connor Jones

        Warning comes exactly a year after the vulnerability was introduced The US Cybersecurity and Infrastructure Security Agency (CISA) is forcing all federal agencies to patch a critical vulnerability in GitLab's Community and Enterprise editions, confirming it is very much under "active exploit."...

      

      
        SK hynix's high bandwidth memory buffet fully booked till 2025
        Dan Robinson

        Micron also riding the AI wave with 128 GB DDR5 RDIMMs Memory chipmaker SK hynix has already sold all the high bandwidth memory (HBM) it will manufacture this year and most of its expected 2025 production, citing increased demand driven by the AI craze. Micron is also getting in on the act with availability of 128 GB DDR5 RDIMMs for servers....

      

      
        Vivaldi composes Split View sonata for browser on iPadOS
        Richard Speed

        Tweaks to sorting in Notes and Bookmarks, but WebKit still holds conductor's baton Vivaldi has updated its eponymous browser on iPadOS to take advantage of Split View, although the browser engine remains WebKit-based for now.... 

      

      
        Microsoft confirms spike in NTLM authentication traffic after Windows Server patch
        Richard Speed

        Still using ancient protocol suite? April update might make you wish you weren't Microsoft's April 2024 security update blues continue with confirmation of a "significant increase" in NTLM authentication traffic in Windows Server....

      

      
        NASA solar sail boom demonstrator reaches orbit
        Richard Speed

        Big things come in small packages NASA's Advanced Composite Solar Sail System (ACS3) mission has made contact with Earth and confirmed that all is well with the diminutive spacecraft....

      

      
        Got an old Raspberry Pi spare? Try RISC OS. It is, literally, something else
        Liam Proven

        RISC OS Open 5.30 arrives - with Raspberry Pi Wi-Fi support The new version of RISC OS, the original native Arm OS, runs on eight or nine Arm-based platforms, including the Raspberry Pi Zero, 1, 2, 3 and 4 - and on that last two, this release supports wireless networking....

      

      
        Not a Genius move: Resurrecting war hero Alan Turing as your 'chief AI officer'
        Lindsay Clark

        Chatbot vendor should end the campaign and apologize Comment  Genius Group has broken free of a crowded field to launch what can only be described as the most tasteless marketing campaign in tech history....

      

      
        Alibaba Cloud details storage tech that's doubled its VMs per host
        Simon Sharwood

        Using one disk as a write cache eases stresses created by manycore CPUs Exclusive  Alibaba Cloud has detailed the tech it developed to run local storage in its servers and bust bottlenecks created by new-generation manycore processors....

      

      
        Think tank: China's tech giants refine and define Beijing's propaganda push
        Laura Dobberstein

        Taking down TikTok won't stop the CCP's attempt to control global narratives Chinese tech companies that serve as important links in the world's digital supply chains are helping Beijing to execute and refine its propaganda strategy, according to an Australian think tank....

      

      
        REvil ransomware scum sentenced to almost 14 years inside, ordered to pay $16 million
        Jessica Lyons

        After extorting $700 million from thousands of victims A Ukrainian man has been sentenced to almost 14 years in prison and ordered to pay more than $16 million in restitution for his role in infecting thousands of victims with REvil ransomware....

      

      
        A million Australian pubgoers wake up to find personal info listed on leak site
        Simon Sharwood

        Man arrested and blackmail charges expected after allegations of unpaid contractors and iffy infosec Updated  Over a million records describing Australians who visited local pubs and clubs have apparently been posted online....

      

      
        Japan will use AI to find out what bears do in the woods
        Laura Dobberstein

        Because nobody wants a big surprise Japan's Toyama Prefecture is launching an AI bear monitoring system, following a recent string of encounters with the wildlife.... 

      

      
        Dropbox dropped the ball on security, haemorrhaging customer and third-party info
        Simon Sharwood

        Only from its digital doc-signing service, which is isolated from its cloudy storage Dropbox has revealed a major attack on its systems that saw customers' personal information accessed by unknown and unauthorized entities....

      

      
        Block accused of mass compliance failures that saw digi-dollars reach terrorists
        Iain Thomson

        Developer of Square and Cash App reportedly has big back-end problems it was slow to fix Fintech biz Block is reportedly under investigation by US prosecutors over claims by a former employee that lax compliance checks mean its Square and Cash App services may have been used by terrorists - or in countries that US orgs are not permitted to do business....

      

      
        Anthropic goes after iPhone fans with Claude 3 chatbot app
        Thomas Claburn

        Also adds a Teams plan that's still under development Anthropic, flush with funds from Amazon and Google, has made its Claude chatbot service available in an iOS app and introduced a business-oriented Teams plan....

      

      
        GPU cloud upstart CoreWeave gets $1.1B injection as AI hype train chugs on
        Matthew Connatser

        A $19B valuation sounds like a lot, but then you look at OpenAI AI cloud firm CoreWeave scored $1.1 billion in a recent investment round, bringing its valuation up to $19 billion....

      

      
        Infosec biz boss accused of BS'ing the world about his career, anti-crime product, customers
        Jessica Lyons

        Intrusion investors went through Blount farce trauma, says SEC Jack Blount, the now-ex CEO of Intrusion, has settled with the SEC over allegations he made false and misleading statements about his infosec firm's product as well as his own background and experience.... 

      

      
        BMC's $1.6B victory over IBM is TKO on appeal
        Brandon Vigliarolo

        Always read the terms and conditions carefully IBM has managed to overturn a $1.6 billion judgment against it after an appeals court decided the IT giant was well within its rights to replace software on a customer mainframe belonging to rival BMC with its own code....

      

      
        Miss your morning iPhone alarm? It's not just you, and Apple is looking into it
        Brandon Vigliarolo

        Dear _____, please excuse _____'s tardiness. Their alarm didn't go off for (see below). Sincerely, The Register iPhone failing to get you up on time lately? You're not alone - reports have been spreading of just such an issue. ...

      

      
        Lakehouse dam breaks after departure of long-time Teradata CTO
        Lindsay Clark

        Data warehousing giant abandons stance against hybrid analytics Updated  Data warehouse stalwart Teradata has shook off its aversion to the lakehouse concept, embracing the idea of performing enterprise analytics on unstructured data - a situation it once argued against....

      

      
        VMware by Broadcom blinks again - this time easing change for cloud service providers
        Simon Sharwood

        As the rumor mill whispers about a breakup with AWS VMware by Broadcom has made some fresh concessions to its cloud service provider community - and the customers who rely on it.... 

      

      
        Open source programming language R patches gnarly arbitrary code exec flaw
        Matthew Connatser

        An ACE in the hole for miscreants Updated  The open source R programming language - popular among statisticians and data scientists for performing visualization, machine learning, and suchlike - has patched an arbitrary code execution hole that scored a preliminary CVSS severity rating of 8.8 out of 10....

      

      
        UnitedHealth CEO: 'Decision to pay ransom was mine'
        Jessica Lyons

        Congress to hear how Citrix MFA snafu led to massive data theft, $870M+ loss Updated  UnitedHealth CEO Andrew Witty will tell US lawmakers Wednesday the cybercriminals who hit Change Healthcare with ransomware used stolen credentials to remotely access a Citrix portal that didn't have multi-factor authentication enabled....
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    Lights about to go out on US Affordable Connectivity Program

    
A partial benefit in May then subsidy gets unplugged once and for all    


    
        By 
Richard Speed        
    

    
        Posted in Networks,
        
            2nd May 2024 17:15 GMT
        
    


    
The end is nigh for the US Affordable Connectivity Program (ACP) as funds finally run out after months of warnings.
April was the final full month of the program. Some households might receive a partial discount in May if their provider is willing to participate, but that really is the end.
Federal Communications Commission chairwoman Rosenworcel sent a letter [PDF] to Congress on May 1, warning lawmakers that the program would officially wind down at the end of the month unless additional funding was forthcoming.
The ACP offered eligible US households a discount of up to $30 a month on internet service and up to $75 per month for eligible households on qualifying tribal lands. At the beginning of the year, almost 23 million households had enrolled in the program.
It was introduced in 2021 and at the time nearly 40 percent of households in the US qualified for the subsidy. It was aimed at, among others, households with incomes at twice (or less) the federal poverty level or with a member on Medicaid.
Rosenworcel warned: "If additional funding is not promptly appropriated, the one in six households nationwide that rely on this program will face rising bills and increasing disconnection.
"77 percent of participating households report that losing this benefit would disrupt their service by making them change their plan or lead to them dropping internet service entirely."


	FCC: April is last month for Affordable Connectivity Program payments


	America's broadband bill subsidy runs out of money and halts enrollments


	FCC's Affordable Connectivity Program dangles by a financial thread


	FCC really, truly won't give SpaceX nearly a billion bucks for Starlink rural broadband


According to Rosenworcel: "68 percent of ACP households stated they had inconsistent or zero connectivity prior to ACP."
A bipartisan ACP Extension Act to provide an additional $7 billion in funding was introduced in January 2024, but as of today, little progress has been made, and the program will end. Affected households should already have received notifications to that effect.
During a briefing earlier this week, the White House press secretary, Karin Jean-Pierre, blamed Congressional Republicans for the end of the ACP.
Jean-Pierre went on to say that the US administration had urged providers to offer low-cost or no-cost plans to affected households.
In 2023, senators including Ted Cruz wrote [PDF] to Rosenworcel, querying the program's effectiveness and worrying about the amount of tax dollars being spent subsidizing households that already had broadband before. (r)
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    Microsoft continues multibillion-dollar cloud and AI sprinkle in Malaysia

    
Satya reaches once more into his wallet    


    
        By 
Richard Speed        
    

    
        Posted in AI + ML,
        
            2nd May 2024 16:30 GMT
        
    


    
Microsoft CEO Satya Nadella has announced a $2.2 billion investment to advancecloud and AI infrastructure in Malaysia.
The latest gift from Satya's sack comes days after the company announced plans to pour $1.7 billion into expanding its presence in Indonesia.
Microsoft has been in Malaysia for 32 years, but the investment announced this week is the company's largest in the country. Spread over four years, it will be spent on building cloud and AI infrastructure, creating AI skilling opportunities for another 200,000 people in the country, and supporting the growth of Malaysia's developer community.
Microsoft said the money will also go toward "strengthening its partnership with the Government of Malaysia to establish a national AI Centre of Excellence and enhance the nation's cybersecurity capabilities."
In its post on the subject, Microsoft cited research by Kearney that reckoned AI could contribute nearly $1 trillion to Southeast Asia's gross domestic product by 2030, with Malaysia set to capture $115 billion of that figure.
Malaysia is Nadella's latest stop on his tour of countries in the region that aren't China. While Malaysia does not have Indonesia's 3.1 million-member GitHub community, nor its population, the number of the nation's developers who have used GitHub grew to 680,000 in 2023, a 28 percent year-on-year rise.


	Microsoft's FOMO after seeing Google AI drove investment in OpenAI


	Microsoft boss charms Indonesia with $1.7B AI, cloud injection


	Microsoft and Amazon's AI ambitions spark regulatory rumble


	Microsoft shrinks AI down to pocket size with Phi-3 Mini


Microsoft is keen to "drive AI adoption across key industries" and encourage the public sector to use the technology. "The Malaysia Digital Economy Corporation (MDEC) and the Malaysia Energy Commission ... will adopt Copilot for Microsoft 365 to enhance workplace productivity," the company said.
Investing in countries such as Malaysia and Indonesia makes a good deal of sense considering the tensions between the US and China. Microsoft already announced plans in 2021 to establish its first datacenter region in the Greater Kuala Lumpur area.
Nadella said: "We are committed to supporting Malaysia's AI transformation and ensure it benefits all Malaysians.
"Our investments in digital infrastructure and skilling will help Malaysian businesses, communities, and developers apply the latest technology to drive inclusive economic growth and innovation across the country." (r)
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    Amazon boss receives tap on wrist for statements violating labor laws

    
Jass sass gets a pass    


    
        By 
Brandon Vigliarolo        
    

    
        Posted in Legal,
        
            2nd May 2024 15:45 GMT
        
    


    
A US National Labor Relations Board judge has decided that public remarks made by Amazon CEO Andy Jassy violated federal labor laws.
The decision, handed down yesterday, concluded Jassy's comments made to CNBC, Bloomberg TV, and at the New York Times DealBook conference breached National Labor Relations Act provisions on interfering with employee rights to organize.
The complaint, filed in 2022, essentially boils down to whether statements by Jassy that employees are better off not joining a union amount to labor interference or intimidation. While NLRB administrative law judge Brian Gee believes some of what Jassy said meets that threshold, not all of his statements turned out to be illegal. 
In several cases, for example, Jassy said he believed employees were better off having direct relationships with their managers, which he said becomes more difficult under a union.
"I think it's nice to be able to have a direct relationship with your manager," Jassy said at NYT DealBook. "We like to hear from all our employees as opposed to having it filtered through one or two voices."
Those statements, Gee decided, were perfectly permissible, because all they do is describe a state of affairs. Less OK were comments about how joining a union would disempower employees and make it harder to get work done quickly.
"At a place like Amazon that empowers employees, if they see something they can do better for customers or for themselves, they can go meet in a room, decide how [to] change it and change it," Jassy said on CNBC's Squawk Box. "That type of empowerment doesn't happen when you have unions. It's much more bureaucratic, it's much slower."
While it's one thing to note how management envisions a union changing the workplace, those sorts of Jassy gems go "far beyond simply noting one of the changes," Gee said in his decision. They go so far, Gee said, as to amount "to unprotected threats."


	Amazon drivers unionize after AI sends them on 'impossible' routes


	Amazon hopes to avoid labor regulation by simply abolishing national watchdogs


	Amazon's attempt to crush New York union slapped down


	Amazon workers are in a warehouse of pain, independent report finds


Because he broke labor laws, Jassy and the company are facing ... pretty much nothing. Gee recommends that Amazon be forced to cease and desist from making labor-act violating statements - which critics would say is akin to throwing another bucket of water on a forest fire - and wants Amazon to notify all employees of their rights under US labor law. No fine was leveled, nor was any other form of penalty imposed.
Amazon disagrees with the ruling. 
"We strongly disagree that any part of these comments were inappropriate and intend to appeal," Amazon spokesperson Mary Kate Paradis told The Register. "The decision reflects poorly on the state of free speech rights today, and we remain optimistic that we will be able to continue to engage in a reasonable discussion on these issues where all perspectives have an opportunity to be heard."
The NLRB, which will now have to sign off on Gee's proposed order, didn't respond to questions for this story. (r)
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    Billions on the line for Google as web search monopoly trial nears end

    
Chocolate Factory relies on dominance for bulk of its revenues, says US    


    
        By 
Matthew Connatser        
    

    
        Posted in Applications,
        
            2nd May 2024 15:04 GMT
        
    


    
Both the US government and Google will today present their closing arguments in the search engine monopoly case from September.
The antitrust lawsuit concerns Google's supremacy in the world of web search engines, which the government argues only exists thanks to anticompetitive practices. By paying electronics vendors and developers to use Google by default, the Department of Justice says the Chocolate Factory created a monopoly where other search engines can't compete.
Google is certainly paying companies lots of money to keep its search engine number one. During the trial last year, the ad biz disclosed it had spent $26.3 billion in 2021 on deals that kept Google as the default search engine for a variety of internet browsers. Apple alone received between $18 billion and $20 billion just to keep Google as the default search engine for Safari, something that Alphabet CEO Sundar Pichai insists is to preempt competition from the iPhone and Macmaker.
Though all those billions were enough for Apple not to make its own search engine or use Bing, apparently they weren't enough to stop the company talking smack about its rival behind closed doors. At trial, the Department of Justice revealed internal documents and presentations that showed Apple had (and has) significant privacy concerns about Google Search, and called Android "a massive tracking device."


	Google pulls RISC-V support from generic Android kernel


	Microsoft's FOMO after seeing Google AI drove investment in OpenAI


	Google Search results polluted by buggy AI-written code frustrate coders


	Google blocked 2.3M apps from Play Store last year for breaking the G law


Even Microsoft, a company valued at nearly $3 trillion, says it couldn't compete with Google since its search engine is the default for practically every Android and Apple smartphone, which represent pretty much the entire market.
Google's argument has always been that it's in a distant first because it's simply the best and its deals are just the cost of doing business. Pichai even says its deals made for better competition, and that if users wanted to stop using Google search, they can whenever they want.
Both the feds and the ad biz will have to make their final case before Judge Amit Mehta, who will decide the case alone as there is no jury to convince. Closing arguments begin today and should be completed tomorrow.
Should Google fail to defend its business before Judge Mehta, it could have disastrous consequences for the ad biz, which by far makes most of its money on advertising, according to Statista. If Google's dominance in search engines is dismantled by the courts, it could mean the loss of tens of billions of dollars in safe, annual revenue for Google.
Or the judge could just fine Google and business would carry on as normal. That's assuming the DoJ wins, which isn't a sure thing by any means. (r)
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    Federal frenzy to patch gaping GitLab account takeover hole

    
Warning comes exactly a year after the vulnerability was introduced    


    
        By 
Connor Jones        
    

    
        Posted in Cyber-crime,
        
            2nd May 2024 14:15 GMT
        
    


    
The US Cybersecurity and Infrastructure Security Agency (CISA) is forcing all federal agencies to patch a critical vulnerability in GitLab's Community and Enterprise editions, confirming it is very much under "active exploit."
When CISA adds a vulnerability to its Known Exploited Vulnerabilities (KEV) list, it means all federal civilian executive branch (FCEB) agencies usually have a maximum of 21 days to fix the issue to prevent harmful attacks on the government.
The name is somewhat of a giveaway, but security flaws added to the KEV list also mean they're known to be under active exploitation, necessitating a quick fix.
The vulnerability, tracked as CVE-2023-7028, was disclosed by GitLab in January and was assigned a maximum 10 severity rating by the platform itself, which is a certified CVE Numbering Authority (CNA). The National Vulnerability Database (NVD) gave it a mere 7.5 score, however.
At the time of disclosure, GitLab reported that the vulnerability had existed since May 2023, though there was no evidence of successful exploitation. The addition to CISA's KEV means this is now no longer the case, so get those patches installed pronto if they weren't sorted in January.
The vulnerability is classed as an improper access control flaw, offering attackers a zero-click route to a full account takeover. 
Starting in version 16.1.0, released May 1, 2023, a change was introduced that allowed users to reset their GitLab account passwords using a different email address, and a bug in the verification process opened up the vulnerability.
A specially crafted HTTP request sends a password reset link to an unverified, attacker-controlled email address, enabling unauthorized account takeovers.
Given the nature of GitLab's business, the obvious danger here is the vulnerability being abused by attackers to carry out software supply chain attacks - surreptitiously modifying source code to breach countless organizations.
Russia with SolarWinds and North Korea with 3CX are two examples of adversarial nations with an appetite for supply chain attacks in recent years. Ransomware crews such as REvil with Kaseya and Cl0p with MOVEit are also no strangers to compromising software at the source, although CISA said it isn't aware of any ransomware-associated activity with the GitLab flaw yet.


	Open source programming language R patches gnarly arbitrary code exec flaw


	Governments issue alerts after 'sophisticated' state-backed actor found exploiting flaws in Cisco security boxes


	Old Windows print spooler bug is latest target of Russia's Fancy Bear gang


	Exploit code for Palo Alto Networks zero-day now public


The upshot of all this is that admins who enabled some form of two-factor authentication (2FA) in GitLab are safe and unaffected by the vulnerability. And of course you enabled 2FA, didn't you?
The following versions are vulnerable: 

	

16.1 to 16.1.5




	
16.2 to 16.2.8




	
16.3 to 16.3.6




	
16.4 to 16.4.4




	
16.5 to 16.5.5




	
16.6 to 16.6.3




	
16.7 to 16.7.1




[image: Shadowserver data showing number of vulnerable GitLab instances since the vulnerability's disclosure]
Shadowserver data showing number of vulnerable GitLab instances since the vulnerability's disclosure - click to enlarge


Shadowserver's data shows that the number of publicly exposed GitLab instances has more than halved since the vulnerability's disclosure. There are currently 2,149 vulnerable GitLab environments, down from 4,652 in January, with the largest concentration in Europe and Asia.
GitLab fixed the vulnerability in versions 16.5.6, 16.6.4, and 16.7.2, and also backported the patches for versions 16.1.6, 16.2.9, 16.3.7, and 16.4.5. (r)
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    SK hynix's high bandwidth memory buffet fully booked till 2025

    
Micron also riding the AI wave with 128 GB DDR5 RDIMMs    


    
        By 
Dan Robinson        
    

    
        Posted in Storage,
        
            2nd May 2024 13:31 GMT
        
    


    
Memory chipmaker SK hynix has already sold all the high bandwidth memory (HBM) it will manufacture this year and most of its expected 2025 production, citing increased demand driven by the AI craze. Micron is also getting in on the act with availability of 128 GB DDR5 RDIMMs for servers.
SK hynix told a news conference at its Icheon headquarters in South Korea that it is set to expand its output of memory chips, predicting that global demand is set to increase over the long term thanks to applications such as AI.
In the near term, the company plans to provide customers with samples of its fifth-generation HBM products - 12-layer HBM3E - during May, and start mass production of these in the third quarter, according to The Korea Times.
Domestic rival Samsung revealed this week that it plans to mass produce HBM3E 12-layer products and a 128 GB product based on 1B nanometer 32 GB DDR5 within the second quarter, also with an eye on demand driven by AI.
SK hynix CEO Kwak Noh-jung told the conference that his company will be able to produce many more HBM chips after completing new fabrication and advanced packaging facilities, located in South Korea and the US, Nikkei Asia reports.
"The HBM market is expected to grow continuously as the number of parameters and modalities are increasing for the improvement of AI quality," Kwak is reported as saying. The company is the main supplier of HBM chips for Nvidia's GPUs, which are heavily used for AI training purposes.
He forecast that average annual demand is set to increase by 60 percent over the mid to long term as the volume of data and the size of the AI models are both continuing to grow.


	Intel, Ampere show running LLMs on CPUs isn't as crazy as it sounds


	Here's another thing AI can do: Return Samsung's memory biz to profit


	Huawei and pals reportedly plan to produce high bandwidth memory by 2026


	TSMC says first 1.6nm chips coming in 2026


According to TrendForce, Kwak stated that while AI is currently centered on training models in datacenters, it is expected to rapidly expand to on-device AI applications in smartphones, PCs, vehicles, and other end-user devices in the future. This is why SK hynix believes that demand for memory tailored for AI, characterized by "ultra-fast, high-capacity and low-power," is expected to balloon.
Just last week, the company said it plans to invest more than $14.5 billion in a new memory chip manufacturing plant in North Chungcheong Province. This M15X fab was originally slated to make NAND memory chips, but will now produce DRAM instead, with production expected to start in November 2025.
US-based memory maker Micron is also leaning into the market for AI with availability of 128 GB DDR5 RDIMMs for servers based on its 32 Gb DRAM silicon, for which it claims 16 percent lower latency as well as higher capacity.
These high-speed (up to 5,600 MT/s) memory modules have been engineered to meet the growing needs of datacenter applications such as AI and machine learning (ML), plus high-performance computing (HPC) and in-memory databases, Micron said.
The latest RDIMMs are available now directly from Micron and through select global channel distributors and resellers from June. (r)
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    Vivaldi composes Split View sonata for browser on iPadOS

    
Tweaks to sorting in Notes and Bookmarks, but WebKit still holds conductor's baton    


    
        By 
Richard Speed        
    

    
        Posted in Applications,
        
            2nd May 2024 12:45 GMT
        
    


    
Vivaldi has updated its eponymous browser on iPadOS to take advantage of Split View, although the browser engine remains WebKit-based for now.
Vivaldi 6.7 has been released today for iPad and iPhone with tweaks for big-screen users. The most notable update was support for Split View. Split View has been around for a number of years on the iPad and supposedly simplifies multitasking. The theory goes that you can have apps running side by side, like in the days of Windows 8.
Apple provides an example for its web browser, Safari, and Vivaldi has followed suit. It is possible to open multiple Vivaldi windows side-by-side on the iPad. The company explained: "You can create as many Vivaldi windows as you want for all your different tasks and work modes. We have also enabled more iPad features like always-on-top Slide Over Mode."
The release also includes improvements in sorting for Notes and Bookmarks, as well as the ability to force a dark mode color scheme on websites not designed for one by setting the color preference to dark.
However, times are changing in the browser world. In its release notes since version 6.6, Vivaldi said: "You can also recommend Vivaldi to your European friends when they discover the Browser Choice Screen when they get a new device or on a software update."
Apple introduced the browser choice screen in iOS 17.4.


	Apple's pleas ineffective: iPadOS on EU's gatekeeper list


	Oh look, cracking down on Big Tech works. Brave, Firefox, Vivaldi surge on iOS


	Suffering from tab overload? Vivaldi unveils Session Panels


	The only way is WebKit: Vivaldi's browser arrives on iOS


The European Commission has since decided to add Apple's iPadOS to the Digital Market Act's list of gatekeepers. Safari, iOS, and the App Store were already there. Apple has been forced to open iOS to third-party browsers and app stores, and permit developers to distribute apps via the web. Something similar would, therefore, be expected for iPadOS.
At the time, Vivaldi's Jon von Tetzchner said: "This clarified designation shows that, like us, the EU believes that iPads and iPhones are part of the same ecosystem, and Apple controls both as the gatekeeper. They both run the same iOS operating system, even if Apple claims that iOS and iPadOS are different; they are fundamentally the same. The only real difference is the screen size."
Does that mean that we'll see Vivaldi ditch WebKit in favor of the browser engine used on its desktop products? After all, the company is all about "harmonizing your Vivaldi experience."
Sadly, not just yet. A Vivaldi spokesperson told us: "Given that Apple still forces us to use WebKit outside the EU, there is no possibility of having a unified engine everywhere.
"We make a browser for global use, so because of Apple, we are not able to use Chromium, unless we want to have to maintain two separate iOS browsers. We hope that this situation can change." (r)
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    Microsoft confirms spike in NTLM authentication traffic after Windows Server patch

    
Still using ancient protocol suite? April update might make you wish you weren't    


    
        By 
Richard Speed        
    

    
        Posted in Systems,
        
            2nd May 2024 11:45 GMT
        
    


    
Microsoft's April 2024 security update blues continue with confirmation of a "significant increase" in NTLM authentication traffic in Windows Server.
The issue is caused by installing the update (KB5036909) on domain controllers. NTLM traffic might then suddenly spike.
The problem comes hot on the heels of VPN connection failures in the same update.
According to Microsoft's release health dashboard: "This issue is likely to affect organizations that have a very small percentage of primary domain controllers in their environment and high NTLM traffic."
Microsoft said it is "working on a resolution and will provide an update in an upcoming release." A user could uninstall the patch, but doing so would also remove the security fixes included in the update.


	Microsoft's FOMO after seeing Google AI drove investment in OpenAI


	Microsoft confesses April Windows update breaks some VPN connections


	Microsoft boss charms Indonesia with $1.7B AI, cloud injection


	More big city newspapers drag Microsoft, OpenAI hard in copyright lawsuit


NTLM - New Technology LAN Manager - is a very old suite of Microsoft security protocols designed to authenticate users. Microsoft would like people to stop using the technology, but enterprises cling to it. There is, after all, always that one weird app written decades ago that was hard-coded to use it.
In a blog post on the matter, Microsoft said: "Kerberos has been the default Windows authentication protocol since 2000, but there are still scenarios where it can't be used and where Windows falls back to NTLM."
This is because NTLM doesn't need a local network connection to a DC and will work when the target server is unknown. Both scenarios can be problematic for Kerberos despite the authentication protocol being a good deal more secure. Hence prying enterprises away from NTLM has proven a challenge.
Microsoft said: "Our end goal is eliminating the need to use NTLM at all to help improve the security bar of authentication for all Windows users."
Ramping up traffic on networks of customers who have yet to heed Microsoft's advice is certainly one way of achieving that goal, even though we're pretty sure this wasn't the company's intention. (r)
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    NASA solar sail boom demonstrator reaches orbit

    
Big things come in small packages    


    
        By 
Richard Speed        
    

    
        Posted in Science,
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NASA's Advanced Composite Solar Sail System (ACS3) mission has made contact with Earth and confirmed that all is well with the diminutive spacecraft.
Engineers established two-way communication with the spacecraft a few days after launch as the microwave oven-sized CubeSat passed over the ground hub located at Santa Clara University's Robotics Systems Lab in Santa Clara, California.
Having confirmed the spacecraft was healthy, engineers can work on the mission's commissioning phase, which is expected to last between one and two months. Once done, the spacecraft can then deploy the four booms that span the diagonals of the square and unroll the solar sail.
Once that's done, the spacecraft will conduct a series of tests to demonstrate that it can change its orbit by angling the sail. A successful demonstration will lay the way for larger sails; the sail of ACS3 has an area of 80 square meters - large enough to appear as a bright star in the sky but not enough for missions to the Moon, Mars, and beyond.
According to NASA, "This boom design could potentially support future solar sails as large as 5,400 square feet (500 square meters), about the size of a basketball court, and technology resulting from the mission's success could support sails of up to 21,500 square feet (2,000 square meters) - about half a soccer field."
But first, it has to work. Cameras mounted on the spacecraft will capture the deployment of the sail, its shape, and its symmetry.
ACS3 was launched on April 23, 2024, on a Rocket Lab Electron and deposited in a highly circular orbit at 1,000 km.


	NASA solar sail to be Siriusly visible in orbit from Earth


	Swarms of laser-flown bots visiting a planet light years away - and more NASA-funded projects revealed


	Smallsats + solar sails = Photos of exoplanets at 1970s digital camera resolution


	US Air Force reveals what's inside its top-secret space plane, this time


The primary payload on the launch was NEONSAT-1, an Earth observation satellite and the first of a constellation of 11 spacecraft for the Korea Advanced Institute of Science and Technology (KAIST). NEONSAT-1 was deployed to a 520 km orbit before the Electron Kick Stage completed multiple in-space burns of its Curie engine.
A final burn, following the deployment of ACS3, was performed to speed up the kick stage's eventual de-orbit. (r)
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    Got an old Raspberry Pi spare? Try RISC OS. It is, literally, something else

    
RISC OS Open 5.30 arrives - with Raspberry Pi Wi-Fi support    
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The new version of RISC OS, the original native Arm OS, runs on eight or nine Arm-based platforms, including the Raspberry Pi Zero, 1, 2, 3 and 4 - and on that last two, this release supports wireless networking.
[image: RISC OS 5.30 comes with quite an assortment of applications, and plenty more are online.]
RISC OS 5.30 comes with quite an assortment of applications, and plenty more are online (click to enlarge)


RISC OS 5.30 is the latest release of Acorn's original native operating system for its Arm processors. Original, but not first: As Acornsoft project lead Paul Fellows told the Reg in 2022, what was then called "Arthur" supplanted a far more ambitious project called ARX, which never shipped. ROS 5.30 is the first stable release from the RISC OS Open (aka ROOL) project since version 5.28 in 2020. (If you have that, you can upgrade in place.)
RISC OS Open project leader Steve Revill, who we interviewed last year, told us:


This stable release has been in the works for a long time - we wanted to get it right! The Wi-Fi support comes from a successful combination of partnerships with companies in the RISC OS scene and generous donations from community members to support our bounties. We really hope the welcome addition of Wi-Fi on the Pi makes it easier for people who've never tried this little OS to give it a spin.


Acorn's original, and very comprehensive, documentation has been updated for this release, too:


There's also a complete User Guide PDF included in our RISC OS Pi download - a 618 page book, also available in print from ROOL or Amazon. We take pride in the quality of our user documentation and believe this sets us apart from many Open Source projects.


[image: It also includes a very basic web browser, but one without Javascript - so it's limited.]
It also includes a very basic web browser, but one without Javascript - so it's limited (click to enlarge)


New owners RISC OS Developments made RISC OS 5 open source in 2018 and it's still in active development under RISC OS Open. That is no trivial project: Although by modern standards this desktop operating system is tiny, significant chunks of it were hand-coded in Arm assembly code - for 20th century hardware. Version 5.30 supports seven platforms: Post-1994 Acorn machines with the IOMD chipset, the Iyonix and Beagleboard hardware we described in 2010, and Elesar's Titanium PC, plus three Arm development boards (the IGEPv5, the OMAP 5432, and the Pandaboard). And, of course, the Raspberry Pi, which is by some distance the cheapest member of the family. For now, RISC OS does not support the Raspberry Pi 5, but it does run on the Pi Zero, 1, 2, 3 and 4, and it's fast and responsive on all of them.
We found the new support for the Wi-Fi controllers in the Raspberry Pi 3 and 4 a little clunky - for instance, changes to the network configuration require a reboot. Even so, it's a lot better than nothing. First, you enable the SDIO WLAN interface; then, after a restart, a new Wi-Fi icon appears on the left of the icon bar, which allows you to connect to both 2.4 and 5GHz networks.
This is a fairly modernized and refurbished late-1980s single-user GUI-based OS, and that implies some limitations. It was first released the same year as OS/2 1.0, long before Apple System 7 or Windows 3.0. In fact, it'll remind you of Windows 3 on MS-DOS: it's a single-tasking text-mode OS, with networking, on top of which is a graphical desktop that does cooperative multitasking. RISC OS gives applications access to much of the memory map, and so if a program accidentally scribbles over the wrong parts of that address space, the whole computer can freeze up - which in testing our Pi 400 did several times.
But saying that, it's an admirably complete OS, in this vulture's opinion, with quite a rich portfolio of applications. RISC OS 5.30 comes with a selection of productivity apps, plus development tools, including a choice of editors, Python, Lua, and a C compiler - and of course with a 32-bit version of BBC BASIC V, a fully structured interpreter which also supports inline Arm assembly language.
This is, in a way, a mature OS with an ecosystem and an aftermarket. (Which, we feel we must explicitly spell out, means that quite a few of those third-party applications and drivers will cost you money.) There are emulators that will let you run 20th century Acorn apps that you can find online, but this isn't an emulated vintage environment like Amiga Forever. It's not meant for running games from thirty years ago. This is a native bare-metal OS, built on 1980s roots but updated for 21st century hardware. It's also not an experimental project with little practical use, like Redox OS or Serenity OS, interesting though those are.
The RISC OS GUI - called simply the WIMP - will take some getting used to. It has no application menu bars at all, for example. You middle click on things to get at the relevant menu; this GUI only has context menus, nothing else. (What menu is easier to hit than whacking the mouse pointer up to the top of the screen? One where you don't move the mouse at all! The menu is always where your mouse already is.) And yes, there is an icon bar along the bottom where you can bring up menus and windows for running programs and other things; but when you want to do something in an app, you click the menu mouse button in the context of that application rather than look for a menu bar.
The idea of having a directory navigation right in the save dialog, so you can choose where to put the file, was a hack invented for the original 128kB Macintosh, because it didn't have enough RAM to show a filer window alongside your app. RISC OS didn't need that: In 1987, it ran on a 32-bit RISC workstation with a meg of RAM, so its Save dialog just has an icon that you drag to the directory window you want.
Similarly, this is the OS whose GUI perhaps inspired NeXTstep's Dock, which in turn inspired the Windows 95 taskbar. RISC OS doesn't work like them, because it's often thought they got their ideas from RISC OS.
When you run a RISC OS application, all that happens is that it puts an icon in the icon bar. Middle-click that new icon for global options, or in most apps, just left-click it to open a new empty window. The right button doesn't go unused: it's called Adjust and it modifies what a left-click would do. So, for example, left-click a scrollbar to move in that direction, but right-click it to move the other direction. Left-click an "OK" button to save your settings, but right-click it to Apply them without closing. It's odd, but in its way, it's more elegant than any other mouse-driven desktop.
As you can no doubt tell, the Reg FOSS desk is very fond of RISC OS. It was the first GUI we got to know, on our Archimedes A310 - back when Apple's System 6 was new. That ran best on the Mac IIci, which was $6,269 - in 2024, that's $153/4K or PS121/2K. When this vulture was 20, our used Archie cost PS800 (one kilobuck).
RISC OS is a fascinating glimpse into another world. It has almost no influence from the worlds of 32-bit Windows, or MacOS 7 or Mac OS X, or Linux - because they hadn't been invented yet. It has a superbly elegant graphical desktop, but it's almost totally unlike anything else you've ever seen.
Imagine if the classic 1980s Motorola 68000 computers - the Atari ST, the Amigas, or the Classic MacOS pre-PowerPC Macs - and their CPUs had kept on developing and evolving into the present day, completely separately from modern world of 64-bit chips and both FOSS and proprietary OSes. That's what RISC OS is: A time-traveler from the 1980s, alive and well, modernized and updated, but almost completely free of any influence from the rest of the 32-bit World Wide Web era. You will find it very disorienting, especially if all you know is post-1990s OSes, but that's part of the fun. Almost everything you could want - web browsers, email, office-type apps, games, dev tools - it's all there, and enough to get you started is here, free and open source.
The 2024 release of RISC OS runs fine on a PS12 ($15) Raspberry Pi Zero - and the same SD card will boot any model up to the Pi 4 or 400. (But not, for now, the new, 64-bit-only Pi 5.) If you don't have one of those, but have an old Pi 1, 2 or 3 lying in a drawer somewhere, dusty and neglected, dig it out and put RISC OS onto an SD card - even a 2GB card will do - and give it a try. (r)
Bootnote
ROOL is not the only flavor of RISC OS, and the machines listed above aren't the only modern RISC OS hardware in the world - they just happen to be the ones that the RISC OS Open project currently supports. There are some other devices that aren't included in version 5.30 right now, because there are too many outstanding bugs. Some of these have their own separate ports of RISC OS available. This includes the PineBook and PineBook Pro laptops, and the PINE A64 board.
In addition, there are two other noteworthy editions.
There's a distribution specifically aimed at the Raspberry Pi, called RISC OS Direct, also from RISC OS Developments. We talked to Andrew Rawnsley of RISC OS Developments, who told us:


Our expectation is to deliver a version of RISC OS Direct with all this baked in over the summer, but with such a significant piece of engineering, we are making sure to test thoroughly.


This is the culmination of a much larger project to modernise RISC OS - new TCP/IP, IPv6, Firewall, Wi-fi, Browser (essential to configure wifi in many instances), and a ready-to-go RISC OS to present it all. Even the UI has seen a lick of paint thanks to Pinboard2.


There's also a separately-maintained 26-bit branch of RISC OS for original Acorn hardware, although these days most users run it on x86 PCs or Macs on a commercial emulator called Virtual Acorn.
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    Not a Genius move: Resurrecting war hero Alan Turing as your 'chief AI officer'

    
Chatbot vendor should end the campaign and apologize    
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Comment Genius Group has broken free of a crowded field to launch what can only be described as the most tasteless marketing campaign in tech history.
In a world where it is hard to imagine the IT industry hitting a new low, the chatbot slinger has outdone itself by needlessly co-opting the name and approximate image of Alan Turing, one of the founders of modern computing who made a lifesaving contribution to the allied war effort only to die young under tragic circumstances.
Seemingly unaware of his own crassness, Genius Group CEO Roger James Hamilton took to Xitter yesterday to welcome the organization's "new Chief AI Officer, Alan Turing - resurrected after 70 years."

British Second World War codebreaker Alan Turing receives Royal pardon

READ MORE
"I believe [Genius Group] is the 1st US public listed company to appoint an #AI to its C-Suite," he boasted.
The whole thing is a bad-taste marketing gimmick designed promote a white paper allegedly written by the eponymous chatbot in which Genius talks about "Preparing for a Post Turing Test World."
Disregarding the fact that the Turing Test has fallen out of favor as any kind of assessment of artificial intelligence, Genius calls its marketing pamphlet "a mind-blowing read with his new 'Super Turing Test' for AGI," according to the company.
What's mind-blowing is Genius Group's inability to stop and consider the dilemma: is it better to (a) use the image of a computing legend seemingly without permission, or (b) not do that terrible, ill-advised, awful thing.
They chose (a) obviously. Genius indeed.


	Watch: Rare Second World War footage of Bletchley Park-linked MI6 intelligence heroes emerges, shared online


	Ticker tape and a binary message: Bank of England's new Alan Turing PS50 must be the nerdiest banknote ever


	Missing Alan Turing memorabilia to be returned to Blighty from the US, 36 years after it went walkabout


	Larry Ale-ison institute invests in Oxford pub linked to Tolkien, CS Lewis


Led by Grady Booch, a software engineer famed for developing the Unified Modeling Language, the social media reaction was swift and brutal.
"Absolute and complete trash. I hope that Turing's heirs sue you into oblivion," he said on the social media platform now calling itself X.
One intrepid Twitter user went so far as to discuss the wisdom of the decision with the Turing chatbot itself.
The response was that the choice "raises important ethical considerations, including respect for the individual's legacy, the wishes they may have expressed during their lifetime, and the feelings of their surviving family and members of the public."
But it didn't answer the question.
The point Genius Group is so wantonly missing is that Turing was a real person whose life meant something, both in terms of the history of computing and mathematics, but also in society.
In 2009, then-UK prime minister Gordon Brown issued an unequivocal apology to Turing on behalf of the government. Shortly before he took his own life in 1954, Turing was sentenced to chemical castration for being gay, which was illegal at the time.
That this legacy should be cheapened as a marketing trick speaks volumes about today's tech industry. Genius Group should be ashamed. It should remove the image, end the campaign, and apologize. (r)
    






        





This article was downloaded by calibre from https://go.theregister.com/feed/www.theregister.com/2024/05/02/genius_group_alan_turing/



	Previous
	Articles
	Sections
	Next





	Previous
	Articles
	Sections
	Next







    
        Original URL: https://www.theregister.com/2024/05/02/alibaba_cloud_csal_ecs_scaling/
    

    Alibaba Cloud details storage tech that's doubled its VMs per host

    
Using one disk as a write cache eases stresses created by manycore CPUs    
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Exclusive Alibaba Cloud has detailed the tech it developed to run local storage in its servers and bust bottlenecks created by new-generation manycore processors.
The tech was detailed last week in a paper titled "CSAL: the Next-Gen Local Disks for the Cloud" published in the April edition of Proceedings of the Nineteenth European Conference on Computer Systems. Eleven authors work at Alibaba Cloud, and another six work at Solidigm - Intel's old SSD business now mostly owned by SK hynix.
The paper sets the scene by reminding readers that cloud servers typically use local storage, and that local capacity determines how many VMs each cloudy host can handle. It then notes that modern manycore CPUs encourage clouds and users to run more VMs on each host.
The obvious way to run more VMs, the paper notes, is to pack cloud servers full of colossal hard disks, storage-class memory, or fast solid state disks. But hard disks have bandwidth limits, storage-class memory mostly failed (the paper mentions the Optane tech Intel snuffed), and fast SSDs have capacity problems and big price tags.
What's a cloud to do? Quad-level cell (QLC) SSDs are an obvious answer, the paper suggests, because they offer high capacity and decent prices.
Alibaba Cloud therefore tried QLC disk in three scenarios: as a drop in replacement for other disks, as part of a layered system alongside high-speed SSDs, and using the dm-zoned a kernel device mapper.


	French cloud Scaleway starts renting Alibaba's RISC-V SoC


	Alibaba Cloud cuts prices - hard - for multi-year commitments in mainland China


	Alibaba Cloud posts modest growth, mostly thanks to other Alibaba business units


	Beijing demands government apps must shed their bureaucratic skins


The paper explains that QLC failed as a drop-in replacement because of "the two levels of write amplification caused by device-level address mapping with Indirection Unit and NAND-level garbage collection."
A layered system that used a write-back cache to handle small writes in one SSD helped, but didn't match hard disk performance.
dm-zoned didn't help either, because under load it constantly needed to move data - which smashed performance.
Alibaba therefore devised the Cloud Storage Acceleration Layer (CSAL), which the paper explains sees the most recently used data stored in DRAM and swapped to a fast SSD, which also handles all incoming writes. When possible and sensible, data from that SSD is shunted into the QLC disk.
The paper explains CSAL's workings in sufficient detail that that even our storage-centric sibling site Blocks and Files might find its attention wavering.
The impact of CSAL on Alibaba Cloud ops is easier to understand and is outlined as follows:


Compared to last-gen HDD-based local disks (24x 2TB HDDs with a 48-core Xeon Cascade CPU), CSAL-ready servers (an 800GB HP-SSD and a 15.36TB QLC SSD with a 64-core Xeon Ice Lake CPU) can host twice more instances while achieving the same Service Level Objects.


That's a doubling of VM density from second-gen to third-gen Xeons, despite the extra 16 cores in the newer processor stressing storage more than the older silicon. Also, 64 is not double 48.
CSAL is in production across "thousands of Elastic Compute Service (ECS) nodes in Alibaba Cloud." Maybe you could run it too: Alibaba Cloud has open-sourced CSAL into the Storage Performance Development Kit.
Alibaba Cloud has racked up a few wins lately. After cutting prices, its homebrew Yitian 710 was recently rated the fastest Arm CPU in the cloud. We've also covered an in-house networking tool that slashed the number of personnel the Chinese concern needed to dedicate to troubleshooting, and research suggesting Alibaba Cloud's operations could be more efficient than Google's.
Which is great news for Chinese cloud users, who have no qualms about working with Alibaba Cloud. For the rest of us, the decision to consider Alibaba cloud is doubtless more complicated. (r)
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    Think tank: China's tech giants refine and define Beijing's propaganda push

    
Taking down TikTok won't stop the CCP's attempt to control global narratives    


    
        By 
Laura Dobberstein        
    

    
        Posted in Public Sector,
        
            2nd May 2024 06:57 GMT
        
    


    
Chinese tech companies that serve as important links in the world's digital supply chains are helping Beijing to execute and refine its propaganda strategy, according to an Australian think tank.
"The Chinese Communist Party seeks to harvest user data from globally popular Chinese apps, games and online platforms, to 'gauge the pulse of public opinion', gain insight into societal trends and preferences, and thereby improve its propaganda," warned the Australian Strategic Policy Institute (ASPI) in a Thursday post announcing the launch of research titled "Truth and reality with Chinese characteristics."
The authors reached that conclusion by mapping links between the CCP, state-owned or controlled propaganda entities, and their data-collection activities. Investments in Chinese businesses - some of which operate globally and whose data the CCP can access thanks to unique data storage laws - was also considered .
The report concludes that globally recognized Chinese tech brands - like rideshare operator Didi Chuxing and e-tailer Temu - enable Beijing to learn about consumer habits, societal characteristics of nations in which they operate, and even how people in different places make decisions.
Beijing therefore relies on Chinese tech providers as a "foundational layer for the future of information and data exchange worldwide."


	China gamifies censorship and surveillance with national internet law quiz


	Pro-China campaign targeted YouTube with AI avatars


	China could be doing better at censorship, think tank finds


	US politicians want ByteDance to sell off TikTok or face ban


In the research, ASPI also alleges that Beijing invests in emerging tech - including generative AI, mobile gaming and immersive technologies - to establish and maintain control of China's desired narrative and seek "greater control, if not dominance, over the global information ecosystem."
"Generative AI is understood specifically as a next-generation technology changing the landscape of political communication," explained the think tank, citing the passing of the Internet Information Service Deep Synthesis Management Provisions law on November 25, 2022 as proof of China's intentions to weaponize it. Mobile gaming, R&D immersive technologies such as AR and VR, and the metaverse were also named as technologies rife for social manipulation.
Beijing has already experimented with gamifying propaganda digitally for the Chinese population, including through the use of the metaverse. It also shields its population from outside influence through the banning of entities like Facebook, VPNs and video games.
Such parallels obviously put a focus on the recent controversy surrounding attempts to have TikTok divested or banned from the United States.
However, ASPI concludes that "by dealing with only one platform at a time, policymakers fail to grasp the broader significance of the global technological changes that China's increasing investment in key information technologies is having."
Among the think tank's recommendations are that governments pressure technology industry players to examine their digital supply chains - especially when involved in government procurement.
It also suggests lawmakers define machine learning and cloud data as surveillance or dual-use goods - much in the way the EU has in its Ethics Guidelines for Trustworthy AI.
Establishing standardization of data storage before Beijing gets a chance to define global norms would also be helpful, according to ASPI.
"Such efforts can reduce opportunities for authoritarian regimes to collect, use and misuse data in ways that harm ethnic communities, disparage and denigrate alternative perspectives and silence dissent in the global information environment," suggested the Institute.
While ASPI's overall picture can be alarming, other think tanks have argued Beijing is, quite frankly, not that organized.
A February analysis from the Center for Intelligence Research and Analysis at Exovera - an AI-centric provider and subsidiary of defense contractor SOS International - argued that on the domestic level bureaucracy and inefficiencies have frustrated attempts to control public opinion and enforce censorship.
Which must lead one to question whether Beijing can pull off such a feat on a global scale. (r)
    






        





This article was downloaded by calibre from https://go.theregister.com/feed/www.theregister.com/2024/05/02/china_big_data_proganda/



	Previous
	Articles
	Sections
	Next





	Previous
	Articles
	Sections
	Next







    
        Original URL: https://www.theregister.com/2024/05/02/revil_ransomware_prison/
    

    REvil ransomware scum sentenced to almost 14 years inside, ordered to pay $16 million

    
After extorting $700 million from thousands of victims    
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A Ukrainian man has been sentenced to almost 14 years in prison and ordered to pay more than $16 million in restitution for his role in infecting thousands of victims with REvil ransomware.
Yaroslav Vasinksyi, aka Rabotnik, was a member of the notorious cyber crime crew and played a part in more than 2,500 ransomware attacks - costing organizations and individuals more than $700 million in extortion payments - according to the US Justice Department. For those crimes, the 24-year-old was sentenced to 13 years and seven months behind bars.
"Deploying the REvil ransomware variant, the defendant reached out across the globe to demand hundreds of millions of dollars from US victims," deputy attorney general Lisa Monaco declared in a statement.
"But this case shows the Justice Department's reach is also global - working with our international partners, we are bringing to justice those who target US victims, and we are disrupting the broader cyber crime ecosystem," she added.
In 2022, a year after being arrested on Poland's border with Ukraine, Vasinksyi was extradited to the US. He later pleaded guilty in a Texas court to an 11-count indictment [PDF] that outlined charges including conspiracy to commit fraud and related activity in connection with computers, damage to protected computers, and conspiracy to commit money laundering.


	Ukrainian cuffed, faces extradition to US for allegedly orchestrating Kaseya ransomware infection


	Alleged REvil suspect extradited on ransomware spree charges


	Fresh ransomware samples indicate REvil is back


	UnitedHealth CEO: 'Decision to pay ransom was mine'


In 2023, the Justice Department clawed back the final forfeiture of millions of dollars worth of ransom payments. These included 39.89138522 Bitcoin and $6.1 million that the feds traced to alleged ransom payments linked to Vasinksyi and another alleged REvil ransomware gangster, Russian national Yevgeniy Polyanin.
The Russian-speaking crew also used double-extortion tactics to pressure victims to pay - first stealing sensitive data before encrypting files, and then threatening to leak the stolen info if organizations didn't pay the ransom demand.
This group, which emerged in 2019, is also felt to have been behind the high-profile 2021 attacks on IT management software maker Kaseya and global meat processor JBS Foods.
Later that year, a multi-country law enforcement operation seized control of REvil's infrastructure and seemingly forced the group to go out of business, despite some efforts to rise from the dead. (r)
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    A million Australian pubgoers wake up to find personal info listed on leak site

    
Man arrested and blackmail charges expected after allegations of unpaid contractors and iffy infosec    


    
        By 
Simon Sharwood        
    

    
        Posted in Security,
        
            2nd May 2024 04:01 GMT
        
    


    
Updated Over a million records describing Australians who visited local pubs and clubs have apparently been posted online.
An anonymously published leak site claims the records came from a tech services company called Outabox.
The leak site, which The Register has visited but will not name or link to for legal reasons, offers a search facility that produces info on individuals' names, partial addresses, and dates of birth - and the venue at which the information was recorded. The Register has verified that the leak site contains info that accurately describe people of our acquaintance.
The venues listed on the leak site are registered clubs - Australian institutions that typically combine a pub, a restaurant, a few slot machines, community and sporting facilities, function centers, and sometimes even a sizable theater.
Clubs enjoy tax exemptions for some food and drink sales to members, as many were founded as community hubs for military veterans. Members therefore sign in to clubs when they visit to prove they are eligible for the discounts on offer. Clubs capture those sign-ins, plus info on visitors, and data required under laws that regulate gambling and aim to make life hard for money-launderers.
In recent years, much of that data has been collected digitally.
Outabox appears to be in the business of collecting that sort of data for clubs, as it lists an entry management system called "Triagem" among its products, and describes it as "a state-of-the-art contactless sign-in kiosk that allows both members and guests to sign into the venue with ease." The kiosk can capture facial biometrics and match it to a database.
The leak site alleges Outabox contracted development of some software to offshore developers, and that those coders were given access to data gathered by gaming venues - including facial biometrics, scans of drivers' licenses, and club membership details. The leak site also claims that the outsourced developers were told by Outabox to back up that data into public clouds and suggests that allowing offshore workers unlimited access to personal data, and storing it offshore, is not best practice.
The leak site further alleges that Outabox didn't pay its outsourced contractors - but doesn't suggest those workers are responsible for the leak site.
The Register contacted Outabox. The biz offered us only a "no comment" response, and would not provide an email address we could use to send further questions.
However Outabox's website contains a statement that declares it "has become aware of a potential breach of data by an unauthorized third party from a sign in system used by our clients" and is "working as a priority to determine the facts around this incident, have notified the relevant authorities and are investigating in cooperation with law enforcement."


	Australia's spies and cops want 'accountable encryption' - aka access to backdoors


	Australia imposes cyber sanctions on Russian it says ransomwared health insurer


	Australia declares 'nationally significant cyber incident' after port attack


	Significant customer data exposed in attack on Australian telco


ClubsNSW - the peak body for all licensed clubs in the Australian State of New South Wales - has advised members that it has "been made aware of a cyber security incident involving a third-party IT provider commonly used by hospitality venues, including 16 clubs" and that "some personal information of patrons of the clubs that use this IT provider may have been compromised."
Wests Tradies, a registered club, has posted [PDF] a privacy breach notice, acknowledging it has used a third-party tech company for "ID scanning software and gaming system software," and that the business "has notified the club that it is a target of a cyber extortion campaign."
The privacy breach notice also states: "The club did not authorize, permit, or know that the external IT provider had provided any information obtained from the club to third parties."
Local authorities are investigating the matter, which is being treated as a data breach.
Troy Hunt, founder of leak-tracking website haveibeenpwned.com, used his X account to suggest those named in the breach will need to replace their drivers' licenses.
That requirement could make this an expensive exercise for whoever leaked the data. Past data breaches in Australia have seen victim companies foot the bill for their customers' replacement credentials after breaches. (r)
UPDATED AT 08:20 UTC MAY 2nd: Police have arrested a man over the breach. A statement reveals a 46 year-old Sydney man was detained and "is expected to be charged with blackmail."
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    Japan will use AI to find out what bears do in the woods

    
Because nobody wants a big surprise    
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Japan's Toyama Prefecture is launching an AI bear monitoring system, following a recent string of encounters with the wildlife.
The pilot, which was announced on Monday and is slated to begin in a few months, monitors live feeds from various security cameras to identify areas where bears have moved too close to human habitat and may present a risk, according to local media. The AI will come into play to categorize moving entities - either as bears or other objects.
The cameras used in the pilot will come from both utility companies and existing government surveillance and disaster management efforts. The government cameras are installed at the Ministry of Land, Infrastructure, Transport and Tourism's River and National Highway Office as well as prefectural facilities.
If successful, other prefectures could also adopt the AI-enabled system using government, private and commercial cameras.
Another pilot is already in the works in Iwate Prefecture, where 30 cameras are installed along rivers connecting mountains and Hanamaki city - where Ussuri brown bears are commonly sighted. When a bear is detected, the monitoring center receives a notice, which is then distributed to residents.


	India celebrates rapid adoption of its internet of livestock


	South Korea goes out on a limb to manage forests with AI, satellites


	Google Maps leads German tourists to week-long survival saga in Australian swamp


	Rancher faces prison for trying to breed absolute unit of a sheep


Humans crossing paths with Asiatic black bears or Ussuri brown bears has become a growing problem in Japan - potentially because of the animal's dwindling food resources worsened or caused by extreme weather. Japan's declining and ageing population may also be a contributor, as villages produce less commotion to scare away bears when there are fewer people - particularly noisy children - in them. Citizens in rural areas are reported to have taken to wearing bells when out and about.
For the year ending in March 2023, there were 198 bear attacks on humans across 19 prefectures in Japan, resulting in six deaths. The numbers mark a record high since tracking began in 2016.
The government began formulating its bear countermeasure plan in February, but its use of AI to ward off bears dates further back.
In 2022, a bear invasion control system was installed in a national park on the hilly west side of Nagaoka City. That cloud-based monitoring system [PDF] includes an AI analysis function and sensor cameras that send capture images by email to appropriate personnel, who could respond by closing the park. AI was able to properly detect a bear in 86 percent of color photographs and 44 percent of those in black and white.
Unfortunately, the system did often misidentify medium sized mammals - like racoons, dogs and badgers - as bears. On the bright side, labor costs incurred by the park were reduced by 20 percent. It's hoped recent AI improvements have made the tech more reliable - or at least smarter than the average bear. (r)
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    Dropbox dropped the ball on security, haemorrhaging customer and third-party info

    
Only from its digital doc-signing service, which is isolated from its cloudy storage    


    
        By 
Simon Sharwood        
    

    
        Posted in Security,
        
            2nd May 2024 00:58 GMT
        
    


    
Dropbox has revealed a major attack on its systems that saw customers' personal information accessed by unknown and unauthorized entities.
The attack, detailed in a regulatory filing, impacted Dropbox Sign - a service it bills as an "eSignature solution [that] lets you send, sign, and store important documents in one seamless workflow, without ever leaving Dropbox." So basically a DocuSign clone.
The filing states that management became aware of the incident last week - on April 24 - and "immediately activated our cyber security incident response process to investigate, contain, and remediate the incident."
That effort led to the discovery that "the threat actor had accessed data related to all users of Dropbox Sign, such as emails and usernames, in addition to general account settings."
It gets worse: "For subsets of users, the threat actor also accessed phone numbers, hashed passwords, and certain authentication information such as API keys, OAuth tokens, and multi-factor authentication," the filing states.
And worse still: a blog post about the incident reveals that third parties "who received or signed a document through Dropbox Sign, but never created an account" also had email addresses and names exposed.
Thankfully, Dropbox has found no evidence that the attacker "accessed the contents of users' accounts, such as their agreements or templates, or their payment information." That's good news - Dropbox Sign could conceivably be used to handle contracts that detail commercial secrets.


	The truth about Dropbox opening up your files to AI - and the loss of trust in tech


	The truth about Dropbox opening up your files to AI - and the loss of trust in tech


	Dropbox drops bucks to ditch digs in long-term WFH model


	Amazon to ditch WorkDocs sharing service, support countdown begins


Another nugget of positivity is that Dropbox hasn't seen evidence that its other products have been impacted. That may be because, as detailed in the blog post, "Dropbox Sign's infrastructure is largely separate from other Dropbox services."
That's likely a happy accident, given that Dropbox Sign is derived from a startup called HelloSign that Dropbox acquired in 2019. And it's not really brilliant news, as it suggests Dropbox has different stacks for its diverse products - the sort of sprawling IT estate that increases complexity and makes management harder.
The filing advises investors that the incident hasn't made a dent in Dropbox's finances, and the biz doesn't think it will have material impact.
How the attacker dropped in
Dropbox's blog post explains that its investigation led it to believe that a third party gained access to "a Dropbox Sign automated system configuration tool."
The attacker compromised a "service account" used by non-humans to execute applications and run automated services. The account "had privileges to take a variety of actions within Sign's production environment."
Dropbox's infosec folk have since reset users' passwords, logged users out of any devices they had connected to Dropbox Sign, and worked to rotate all API keys and OAuth tokens.
Dropbox's blog post indicates that its investigation is ongoing, and that impacted customers should expect to hear from it within a week.
Neither the post nor the filing, however, mention any offer of free identity and fraud protection services in the wake of the incident, as is common after data breaches. (r)
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    Block accused of mass compliance failures that saw digi-dollars reach terrorists

    
Developer of Square and Cash App reportedly has big back-end problems it was slow to fix    
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Fintech biz Block is reportedly under investigation by US prosecutors over claims by a former employee that lax compliance checks mean its Square and Cash App services may have been used by terrorists - or in countries that US orgs are not permitted to do business.
The ex-staffer apparently left Block - founded by former Twitter boss Jack Dorsey - with around 100 documents that detail compliance failings. Those docs were handed to prosecutors in the Southern District of New York, according to NBC News.
"It's my understanding from the documents that compliance lapses were known to Block leadership and the board in recent years," explained lawyer Edward Siedle, who is representing the leaker and was also in contact with the Feds, according to NBC.
The documents include details of a report made by outside consultants hired to ensure that Block's operation of Square and the Cash App comply with US law. The reviewers found almost 50 issues that need fixing. Block claimed that's not uncommon after reviews of complex systems, and that hiring an independent review team shows that it takes compliance seriously.
"Block has a responsible and extensive compliance program and we regularly adapt our practices to meet emerging threats and an evolving sanctions regulatory environment," a spokesperson told The Register.
"Our compliance program includes systems, tools, and processes for sanctions screening, as well as investigating and reporting on sanctions issues in accordance with our regulatory obligations. Continually improving the safety and security of our ecosystem is a top priority for Block. We have been and remain committed to building upon this work, as well as continuing to invest significantly in our compliance program."


	Block claims ex-employee downloaded customer data after leaving firm


	Cash App founder stabbed to death in San Francisco


	Block sued after ex-staffer siphons customer data


	Square blames last week's outage on DNS screw-up


The former worker who dumped the docs reportedly claims that Square approves merchant accounts without proper due diligence on matters such as checking if applicants are connected to sanctioned countries. If a sanctions violation was found, Square allegedly allowed merchants to keep using its services until the issue had been checked. In some cases it even reimbursed merchants from sanctioned nations Russia, Iran, and Cuba.
The Cash App - which allows peer-to-peer payments between individuals in much the same way as Venmo - is designed so poorly that it's very difficult even to check if a transaction is compliant with US laws, one document reportedly claims.
"Due to the nature of the product, customers do not appear to leave stored balances in Cash App very long, so our ability to block a stored balance or reject funds is limited. In virtually all situations, balances have been depleted by the time of review," the doc apparently reveals.
The leaker claims management was alerted to this but didn't fix the issue, despite the possibility that the issues allowed terrorist groups to make multiple cryptocurrency transactions. Thousands of seemingly illegal transactions were not reported to the appropriate government authorities, it's further alleged.
"From the ground up, everything in the compliance section was flawed," the former employee told NBC. "It is led by people who should not be in charge of a regulated compliance program."
Block's stock price fell over eight percent when news of the legal action broke and has only rebounded slightly since. Prosecutors are yet to comment on the matter. (r)
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    Anthropic goes after iPhone fans with Claude 3 chatbot app

    
Also adds a Teams plan that's still under development    
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Anthropic, flush with funds from Amazon and Google, has made its Claude chatbot service available in an iOS app and introduced a business-oriented Teams plan.
"Early testers report that the Claude app is exceptional for brainstorming ideas on the go, getting quick answers to questions, or analyzing scenes and images from the real world," the startup announced. "Our new iOS app puts the power of frontier intelligence in your back pocket."
Now "frontier intelligence" sounds like something an AI model would write. In this context it means "industry-leading machine learning," rather than deep knowledge of the American West. The Claude 3 family of large multimodal models, which debuted in March, "outperforms its peers on most of the common evaluation benchmarks for AI systems," according to Anthropic.
At least that was the case until April when Meta introduced its open source LLaMA 3 model, which surpasses comparable Claude models in some benchmarks.
In any event, the iOS app is free to use - up to a point. The app includes a button to upsell users on a Pro subscription for $20 per month, which gets you "at least 5x the usage compared to our free service," according to the support documentation.


	Meta lets Llama 3 LLM out to graze, claims it can give Google and Anthropic a kicking


	Amazon finishes pumping $4B into AI darling Anthropic


	Anthropic unlocks Claude 3, claims it's better than ChatGPT and Gemini


	What's up with AI lately? Let's start with soaring costs, public anger, regulations...


The amount of text that entails isn't precisely defined, but Anthropic suggests that Pro tier users will be able to submit 45 messages consisting of about 200 English sentences (15-20 words each) every five hours before limitations kick in.
A cursory traffic analysis of the Claude app using Proxyman for iOS suggests Anthropic imposes a default hard limit of 25,000 tokens for its free tier and 190,000 for its Pro tier. The free tier also looks like it has a 4096 token output cap. A token is typically about four English characters.
An Anthropic spokesperson didn't immediately respond to a request to confirm those details.
Pro users can choose from any of the three Claude models, Opus (most capable), Sonnet or Haiku (fastest). Free tier defaults to the Sonnet model, a spokesperson told us.
What might one do with Claude on iOS? Well, you could resume a web chat with Claude that's been synced to your mobile device. You might also ask the chatbot to summarize a document, or analyze a picture, if you need help with that sort of thing.
Your results may vary. Presented with a photo of a Doberman Pinscher sleeping on a dog bed, Claude offered a hedged, not entirely accurate description: "The dog appears to be a Doberman Pinscher or similar breed, with a sleek black coat and pointed ears."
In fact, the dog's ears were not pointed because they were not cropped and hung down over the edge of the bed. Presumably Claude went with "pointed" because that would be statistically common for that breed.
But mostly accurate is par for the course when playing with frontier intelligence. As the app itself warns, "Claude can make mistakes. Please double check responses."
Claude's Teams plan is slightly more expensive at $30 per month. That gets even more usage than the Pro plan, access to the full Claude 3 model family, a context window that can handle 200,000 tokens (long documents), administrative and billing management tools, and higher priority access when Anthropic's servers are under load.
Anthropic also plans to add more collaboration features shortly, "including citations from reliable sources to verify AI-generated claims, integrations with data repositories like codebases or CRMs, and iterating with colleagues on AI-generated documents or projects." (r)
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    GPU cloud upstart CoreWeave gets $1.1B injection as AI hype train chugs on

    
A $19B valuation sounds like a lot, but then you look at OpenAI    
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AI cloud firm CoreWeave scored $1.1 billion in a recent investment round, bringing its valuation up to $19 billion.
The backers that furnished CoreWeave with over a billion dollars were led by investment firm Coatue and included others, most notably Fidelity, according to a Wall Street Journal report. CoreWeave's new valuation is well ahead of similar operators like Lambda and Voltage Park, which were most recently valued at $1.5 billion and $1 billion respectively.
CoreWeave's previous investment round was five months ago, and it received $642 million on the basis of a $7 billion valuation, so we're looking at a near tripling in value. That said, among the wider world of AI startups, CoreWeave is well behind OpenAI, which is valued at $90 billion.
CoreWeave's business model is pretty simple: Buy Nvidia GPUs to rent out to companies through the cloud. As of November, CoreWeave has 22,000 H100 GPUs to power its datacenters. The $1.1 billion investment is for expanding CoreWeave's presence into Europe and other parts of the world, and likely buying up more GPUs, too. Founded in 2017, CoreWeave is based in New Jersey on the US East Coast.


	Lambda borrows half a billion bucks to grow its GPU cloud


	AI cloud startup TensorWave bets AMD can beat Nvidia


	Stability AI reportedly ran out of cash to pay its bills for rented cloudy GPUs


	Despite the hype, generative AI is not a significant chunk of enterprise cloud spend


In addition to seeking funding via additional investments, CoreWeave is using its H100 GPUs as collateral, which secured it a $2.3 billion loan in August. This tactic has certainly allowed the biz to access a big line of credit, but using its key asset as collateral could be risky. If CoreWeave fails to pay up on time, then it could lose the very thing that makes its business model actually work.
Such a thing happening may not be unrealistic, as Meta CEO Mark Zuckerberg warned last week that AI investments will take time to transform into profits. The stock market didn't take the news very well, and Meta's share price is down about 11 percent since then.
Stability AI may already be a real world example of this happening, as it paid $99 million in cloud computing costs to Amazon, Google, and CoreWeave to make just $11 million during 2023. The AI startup unsurprisingly ran out of cash and reportedly didn't fully pay its bills, including to CoreWeave.
But as long as the investments keep pouring in, CoreWeave has plenty of time and opportunity to make its GPU cloud rain, so to speak. (r)
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    Infosec biz boss accused of BS'ing the world about his career, anti-crime product, customers

    
Intrusion investors went through Blount farce trauma, says SEC    
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Jack Blount, the now-ex CEO of Intrusion, has settled with the SEC over allegations he made false and misleading statements about his infosec firm's product as well as his own background and experience.
In a complaint [PDF] filed Tuesday, America's financial watchdog charged Blount with breaking anti-fraud rules in the Securities Exchange Act plus sections of the Securities Act.
Per the settlement, which is still subject to court approval, Blount does not admit or deny the SEC's allegations. Nor does he have to pay any type of financial penalty, "based on Blount's inability to pay," but he has accepted "an officer and director bar" that will keep him out of the boardroom in the future.
The lawsuit against the executive follows an earlier SEC settlement with Texas-based Intrusion in September 2023.
According to the latest complaint, filed in a Texas federal court, Intrusion and Blount started promoting a new product called Intrusion Shield in May 2020. For the next 12 months, Intrusion and its chief executive allegedly made false and misleading statements about Blount's background, the product, and its purported customers - marketing claims all approved by Blount.
"Blount used his forceful, assertive style to tout his background and experience to promote Shield as a cybercrime prevention tool," the SEC claimed in court documents.
These statements, made in press releases, earnings calls, and interviews, included claims that Blount served as a director of five public companies and had a stint as chief information officer of the US Department of Agriculture. "Neither statement was true," according to the complaint.
While Blount did hold the title of director of the Information Technology Services Division within the National Finance Center, a subdivision of the USDA, he was not, as he allegedly claimed during an April 2021 radio interview, "a CIO in the federal government...fighting the Russians and Chinese for our entire federal government."


	SEC cleared to take securities beef against Coinbase to trial


	SolarWinds slams SEC lawsuit against it as 'unprecedented' victim blaming


	UnitedHealth CEO: 'Decision to pay ransom was mine'


	NSA guy who tried and failed to spy for Russia gets 262 months in the slammer


The ex-CEO also made similarly exaggerated statements about Intrusion's success converting Shield beta testers to paying customers, the settlement documents state.
First, of the 13 companies that participated in the Shield beta test, five allegedly had ties to Intrusion. These included Intrusion's PR firm, its securities-offering underwriter, a business whose CIO was Blount's son-in-law, an investment adviser who had a stake in the security shop, and a customer whose chairman was an Intrusion board member. 
Only six of the 13 beta testers ultimately purchased Shield, but that allegedly didn't stop Intrusion and Blount from talking up the product's success. 
In a Form 8-K, filed with the SEC in October 2020, Intrusion and Blount touted Shield's "early adoption by [a] Fortune 100 beta customer," when none existed. Plus, in a press release that was later attached to an SEC filing, the business claimed that "all of the companies" involved in the best testing "made the decision to move forward with Shield in production."
Following this 8-K filing, which was signed by Blount, "Intrusion's stock price closed at $23.88 per share on January 13, 2021, up more than 18.5 percent from the prior day's closing price and its trading volume increased more than 30 percent from the day before."
These -- again, alleged -- lies and overstatements continued throughout 2021, with Blount telling interviewers and investors that "Customer A" had installed Shield appliances across its global offices. The reality, according to the court documents, was that "Customer A's cyber defense officer was testing Shield at his residence on his home network." 
Additionally, Intrusion gave Customer A the product for free, and then Blount allegedly told the then-CFO not to disclose this to anyone, "I mean nobody."
After allegedly misrepresenting two more customers, called Customer B and Customer C in the court documents, Intrusion eventually terminated Blount in July 2021. (r)
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    BMC's $1.6B victory over IBM is TKO on appeal
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IBM has managed to overturn a $1.6 billion judgment against it after an appeals court decided the IT giant was well within its rights to replace software on a customer mainframe belonging to rival BMC with its own code.
The ruling [PDF], handed down yesterday by a three-judge panel at the Fifth US Circuit Court of Appeals, rests on the nature of some very specific contract language and its meaning, upon which the appeals panel believes a federal court in the southern district of Texas made a mistake. 
In essence, the 2022 decision that saw IBM hand BMC $1.6 billion comes down to IBM being in the wrong when it replaced some BMC mainframe code with IBM code at AT&T, a client both corporations provided services for.
The judge in the original Texas case determined IBM had violated an outsourcing agreement (OA) between it, BMC, and AT&T by pushing the telco to buy Big Blue's software to replace the BMC code. The judge said IBM's behavior was one in a long stream of examples of it eschewing business rules and behaving in a manner that "offends the sense of justice and propriety that the public expects from American businesses."
According to Fifth Circuit Court of Appeals Judge Edith Jones, writing for the tribunal, none of that really matters when the language of the contract doesn't explicitly prohibit anything IBM did. 


	IBM accused of cheating its own executive assistants out of overtime pay


	IBM lifts lid on latest bid to halt mainframe skill slips


	IBM CEO pay jumps 23% in 2023, average employee gets 7%


	IBM to acquire Hashi for $6.4B, hopes it will boost software biz and Red Hat


According to Jones, the OA allowed IBM to use and access software on BMC machines in order to serve customers. While the agreement doesn't allow IBM to displace any existing customer software for its own products, it does allow Big Blue to "discontinue use of BMC customer licenses for other valid business reasons."
IBM's argument on appeal was that AT&T's request to swap BMC software for IBM's gear fell within other valid business reasons, and the appeals court agreed.
"BMC defends the district court's interpretation, which depends on differentiating between the terms 'displace' and 'discontinue,' while narrowing the ambit of 'other valid business reasons,'" Judge Jones wrote for the panel, "to conclude [the OA] categorically bars IBM from replacing BMC software with IBM software in a mainframe at a customer's request. We disagree ... for several reasons."
During the appeal dictionaries were pulled out, legal semantics ensued, and the end result is that IBM is off the hook for that considerable legal bill. 
The Register reached out to both IBM and BMC. We didn't hear back from IBM, and BMC declined the chance to comment. (r)
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iPhone failing to get you up on time lately? You're not alone - reports have been spreading of just such an issue. 
These rumors, as so many often do in today's age, began on social media. This time it was a rash of oversleeping TikTok users blaming their iPhone alarms failing to go off. 
Yeah, yeah, save the comments about "kids these days" - The Register may still be waiting on confirmation of the problem from the source, but others have noted Apple's confirmation of an issue, and that it's working on a fix.
No word on what the problem is, whether it's going to be a quick fix, any workarounds, or when anyone can expect a resolution, so cue the speculation engine.
Some of the TikTok users who may bring this article to their managers to use as proof for their tardiness have said the problem lies with an iPhone feature available from Series X onward known as "Attention Aware." 
That feature uses the TrueDepth camera on the front of the iPhone, which uses an infrared dot mapping system to track a user's face. If an iPhowner is looking at their device when they get an alert, for example, Attention Aware will know the phone is in their hand and turn the volume of the alert down.


	Pixies keep switching off my morning alarm, says Google Pixel owner


	iPhone glitch gets US fanbois up on wrong side of bed


	Apple's trademark tight lips extend to new iPhone, iPad zero-days


	Rice isn't nice for drying your iPhone, according to Apple


Attention Aware also prevents screen dimming when a user is actively looking at their phone and can be used to prevent someone from unlocking someone else's phone by requiring attention while using Face ID.
In other words, a handy feature. But is it preventing iPhone alarms from going off? Apple isn't feeling chatty, so we've no clue if there's an Attention Aware bug at the root of the issue. 
Those suffering from this issue can try disabling Attention Aware in the Face ID & Passcode section of the Settings app. Alternatively, iPhone users should be sure they didn't end up with other settings out of whack - while the fondleslab has few extraneous push buttons, it does still happen.
Barely a week has passed since this vulture pulled his iPhone from his pocket to find the screen had turned black and white. A quick fix, but if that can happen, others could have easily slipped, opened the Settings app, and turned the Ringtone and Alerts volume slider under Sound and Haptics down to zero.
Those attempts notwithstanding, please consider this article a valid note of tardiness for the bearer for this day and any future days until Apple deploys a fix. (r)
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    Lakehouse dam breaks after departure of long-time Teradata CTO

    
Data warehousing giant abandons stance against hybrid analytics    


    
        By 
Lindsay Clark        
    

    
        Posted in Databases,
        
            1st May 2024 12:45 GMT
        
    


    
Updated Data warehouse stalwart Teradata has shook off its aversion to the lakehouse concept, embracing the idea of performing enterprise analytics on unstructured data - a situation it once argued against.
Founded in 1979, the company pioneered enterprise data warehousing in the decades through to the 2010s, but has since been overshadowed by so-called cloud-native data warehouse products, which promise greater flexibility and lower startup costs.
Teradata has now announced support for open table formats (OTFs) Apache Iceberg and Linux Foundation Delta Lake, embracing an industry trend towards performing analytics on data in-situ, rather than moving it into a single store for BI and other analysis.
Teradata claimed that AI adoption had consolidated data warehouses, analytics, and data science workloads into unified lakehouses. "OTF support further enhances Teradata's lakehouse capabilities, providing a storage abstraction layer that's designed to be flexible, cost-efficient, and easy-to-use," it said in a corporate missive.
The lakehouse concept originates with Teradata rival Databricks, a machine learning and analytics company with a history based around Apache Spark. Databricks launched the concept back in 2020 as a sort of hybrid approach by bringing better governance to the data lakes where organizations store messy data and allowing SQL-based analytics in-situ.
Until 18 months ago, Teradata eschewed the lakehouse concept. Speaking to The Register in late 2022, former CTO Stephen Brobst said that a data lake and data warehouse should be discrete concepts within a coherent data architecture, playing to the vendor's historic strengths in query optimization and thousand-user concurrency.
"You need to have a unified architecture, but they are discrete things. There is a difference between the raw data, which is really data lake, and the data product, which is the enterprise data warehouse," Brobst said.
Although Teradata launched its own data lake in August, in part by improving optimization for object stores such as AWS S3, Brobst said there was an important distinction between raw data and the data warehouse, with the latter optimizing query performance and controls governance.
Teradata's decision to execute a dramatic volte-face is perhaps related in some way to the departure of Brobst, who left the company he helped develop in January after more than 24 years.
Teradata claims its adoption of OTFs Delta Lake and Iceberg brings a "forward-looking dimension to Teradata VantageCloud Lake," which is now available and offers "cloud-native analytics and data platform for AI".


	Snowflake share price falls after revenue forecasts dip below expectations


	Microsoft, Databricks double act tries to sew up the data platform market


	Teradata introduces LLMs to predictive analytics


	Microsoft Fabric promises to tear into the enterprise analytics patchwork


Never mind the fact that rival vendors have already made their position around Delta Lake, Iceberg, and Hudi - another OTF - clear, in some cases nearly two years ago.
Apache Iceberg is an OTF designed for large-scale analytical workloads while supporting query engines including Spark, Trino, Flink, Presto, Hive, and Impala. It has spent the last couple of years gathering momentum after Snowflake, Google, and Cloudera announced their support in 2022. More specialist players are also in on the act, including Dremio, Starburst, and Tabular, which was founded by the team behind the Iceberg project when it was developed at Netflix.
[image: stephen brobst]
Teradata CTO Stephen Brobst drowns data lakehouse concept

READ MORE
Databricks is behind the Delta Table format, but says it is fully open source as it is managed by the Linux Foundation. Last year, SAP and Microsoft announced support for Delta, but both said they could address data in Iceberg and Hudi in time.
Last week, CRM company Salesforce reinforced its commitment to Apache Iceberg. In a statement to The Register, it said it was contributing to the open source project and worked with data warehouse and data lake partners Snowflake, Google BigQuery, AWS Redshift, Databricks, and Microsoft (Fabric). It would not confirm its approach to Delta Lake.
Across the OTFs, the goal is roughly the same: to bring the analytics engine of choice to the data, without going through the cost and effort of moving the data. Teradata's story has always focused on bringing data into one place, and giving it structure, emphasizing optimized queries and high-performance concurrency. What that means in the light of its newfound support for OTFs and the data lakehouse leaves a lot of unanswered questions. It has been offered the opportunity to respond. (r)
Updated to add:
A Teradata spokesperson said: "Teradata is committed to being open and connected, and embracing AI and analytics in the cloud, built around data warehouses, data lakes, data lakehouses, and data in object stores.
"In 2022, we launched a new fully cloud-native data and analytics platform--VantageCloud Lake with ClearScape Analytics--complete with lakehouse capabilities. As part of our leadership in modern data architectures, our open table format (OTF) announcement this week publicly launches support for both Iceberg and Delta, with the performance and cost governance that enterprises expect.
"It's still early days for mainstream adoption of OTFs, but Teradata is committed to enhancing and providing these capabilities to our customers. In addition, we are going further than many who came before us by integrating OTFs into our core architecture, driving business value via greater performance and efficiency. As the only company offering cross-read and cross-write across open catalogs, we are demonstrating both our innovation and our steadfast commitment. This is in line with Teradata's long-time focus on helping customers achieve demonstrable business value from integrated data, and our evolution to a Trusted AI platform, including LLMs and gen AI."
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    VMware by Broadcom blinks again - this time easing change for cloud service providers

    
As the rumor mill whispers about a breakup with AWS    
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VMware by Broadcom has made some fresh concessions to its cloud service provider community - and the customers who rely on it.
As reported by The Register in March, not all members of VMware's Cloud Services Provider (VCSP) program were invited to continue. Those dropped as VCSP members were instead offered the chance to acquire white label services from remaining participants in the program, with a tight deadline to sort out those new arrangements.
In mid-April, Broadcom CEO Hock Tan promised an extended period of "modified monthly billing arrangements until the white label offers are available."
Now VMware's veep for partners and advanced solutions sales, Ahmar Mohammad, has offered more detail on the arrangements.
His post reveals that all existing VCSP premier tier members will retain that status, and that special exemptions may be granted to "partners not yet signed up for the program and that may have unique regulatory constraints or country specific sovereign data requirements (example: European Economic Area and United Kingdom)."
That sounds a lot like a concession to Eurocloud lobby CISPE, which has strongly criticized Broadcom and called for a European Commission probe into the acquisitive giant's takeover of VMware.
Another big change sees partners that exited the VCSP program allowed to continue operating their cloud services until the end of April 2025. Such partners - some of whom did not choose to exit the program but were shown the door - previously faced the prospect of immediately closing their clouds and/or signing up to resell white label services.
The sudden migrations necessitated by that change were obviously not easily achieved. Now cloud providers that quit VMware - and their customers - have a year to sort things out.


	VMware's end-user compute community told to brace for 'Omnissa' shift


	Euro cloud group blasts Broadcom over VMware licensing maneuvers


	OpenStack pushes its first easy-to-upgrade release out the door


	XenServer is back, with a rebranded Citrix Hypervisor and a tasty three-host freebie


Another change means VCSP partners have an extra month to seek an exemption that will let them continue in the program, or sign up for white label services from another partner. That's not a huge amount of extra time but, again, will offer some relief to what was previously a very short deadline to make changes. Some new classes of partners are also allowed to become white label providers.
Losing the biggest cloud of all
Other VMware customers, however, have a new partner-related issue to worry about. Rumors are circulating that Amazon Web Services' VMware service is going away.
Multiple social media posts from recent days indicate that VMware Cloud on AWS will be discontinued. The change will mean sales cease as of May 1, but the service will remain available.
VMware Cloud on AWS saw the two brands jointly engineer a solution that saw VMware's stack run in the AWS cloud as a managed service. The service allowed construction of hybrid clouds, or could run the vStack as a pure-play cloud service.
At launch, VMware enthused about its presence in the world's dominant cloud and cited AWS's interest in running the service as recognition of its tech as a foundation for hybrid clouds.
The Register is aware that the service had its problems as hosts may have been a little underpowered. Even so, VMC on AWS remained VMware's trophy.
If it is indeed going to end, VMware has a lot of explaining to do.
Two other factors need to be considered here. One is that Broadcom and Google recently became BFFs. The former announced it was "moving the company's VMware workloads to Google Cloud - including customer-facing products and services as well as internal services."
This shift may have left little room for VMC on AWS to survive.
The other is that VMC on AWS isn't based on VMware Cloud Foundation, the bundle of products that Broadcom has made its lead offering.
We've asked VMware for comment and were told it had "nothing to report." AWS hasn't responded to our queries at the time of writing. You know the drill - if we hear something, we'll write more stuff. (r)
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    Open source programming language R patches gnarly arbitrary code exec flaw

    
An ACE in the hole for miscreants    
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Updated The open source R programming language - popular among statisticians and data scientists for performing visualization, machine learning, and suchlike - has patched an arbitrary code execution hole that scored a preliminary CVSS severity rating of 8.8 out of 10.
The vulnerability, tagged CVE-2024-27322, can be exploited by tricking someone into loading a maliciously crafted RDS (R Data Serialization) file into an R-based project, or by fooling them into integrating a poisoned R package into a code base. Doing so will trigger the execution of a code payload within the file or package, which could leak the user's files to another source, delete data, or perform other devilish activities.
The hole was closed in version 4.4.0 of R Core, which was released earlier this month - upgrading ASAP is strongly advised.
The flaw lies in how R deserializes data. R's built-in deserialization feature, which loads information from files to unpack into data structures in memory, is insecure and can be exploited to execute arbitrary code on a victim's machine.
The good news is that it is somewhat complicated to exploit, according to this analysis by Kasimir Schulz and Kieran Evans at AI security shop HiddenLayer. For the nitty-gritty, see their write-up which, as they put it, "involves the use of promise objects and lazy evaluation in R."
The biz offers some proof-of-concept code to exploit this security oversight, which prints out some text when a malicious file is deserialized by R. This code can be swapped out for something far more malicious.
Attacks could target supply chains or even specific individuals
HiddenLayer warns attackers could use the oversight to compromise the software supply chain.
The Comprehensive R Archive Network (CRAN) hosts and distributes over 20,000 R packages, and anyone could upload one - including one that has malicious code secretly embedded into it. At the time the HiddenLayer advisory was written, CRAN's automatic scans didn't check packages for a CVE-2024-27322 exploit.
What's especially concerning is that merely loading a package can trigger the hidden payload. HiddenLayer demonstrated that even opening the R Console could activate arbitrary code execution.


	Flaws in Chinese keyboard apps leave 750 million users open to snooping, researchers claim


	Rust rustles up fix for 10/10 critical command injection bug on Windows in std lib


	Apple, AMD, Qualcomm GPU security hole lets miscreants snoop on AI training and chats


	Cisco's critical zero-day bug gets even worse - 'thousands' of IOS XE devices pwned


"Like Python's pickle module, the exploitation of this vulnerability depends a lot on the environment of the targeted user but opens a lot of potential attack vectors," HiddenLayer's principal security researcher Kasimir Schulz told The Register.
"These could include social engineering a user to download a malicious file, allowing a file write attack to become a code execution attack, or even allowing a remote attack if a service allows for untrusted RDS formatted data to be uploaded.
"As an example for the targeted approach, a threat actor could craft such a file and sneak into researcher communities under the guise of a researcher seeking help.
"They could then send their code and a 'dataset' in the RDS format to other researchers who have offered to help them, with any who load the RDS file having their entire system compromised."
We've asked CRAN for comment. In the meantime, don't forget to patch. (r)
Updated to add
"The ability to write malicious code in R does not imply that the language itself is insecure. The base R language is maintained by a select group of high-trust individuals in The R Core Development Team, most of whom have been working on the language for decades," a CRAN spokesperson told The Register after publication.
"Like any open source project, we rely on our wide user base to identify bugs in the source code. We welcome all bug reports, including those with security implications. The bug report by HiddenLayer is one such example. Briefly, promises are language objects used to implement lazy evaluation. Promises constructed in R are always bound to an environment, but HiddenLayer found a way to make an unbound promise by deserializing a hacked file. This bug has been fixed in R 4.4.0 and any attack vector associated with it has been removed.
"We reject the idea that there are wider security implications associated with promises or serialization, both of which are core features of the language."
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    UnitedHealth CEO: 'Decision to pay ransom was mine'

    
Congress to hear how Citrix MFA snafu led to massive data theft, $870M+ loss    
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Updated UnitedHealth CEO Andrew Witty will tell US lawmakers Wednesday the cybercriminals who hit Change Healthcare with ransomware used stolen credentials to remotely access a Citrix portal that didn't have multi-factor authentication enabled.
Once they were into that management system, the miscreants were able to move through the network to steal people's sensitive data and deploy extortionware.
As well as that admission, Witty is also expected to confirm making a payment to the extortionists to presumably prevent a wider leak of that info, which reportedly cost the healthcare giant $22 million. 
"As chief executive officer, the decision to pay a ransom was mine," as Witty put it in written testimony [PDF] he will deliver to the House Energy and Commerce Committee on May 1. "This was one of the hardest decisions I've ever had to make. And I wouldn't wish it on anyone."
The House committee called Witty to explain himself as it is this week probing the Change Healthcare cyberattack. The US Senate Finance Committee is holding a hearing Wednesday along the same lines, and Witty will testify at both inquiries.
Plus, three US Senators on Monday sent a letter [PDF] to the US government's Cybersecurity and Infrastructure Security Agency (CISA) asking the infosec body to provide details about how it's helping Change Healthcare recover from the February IT breach, as well as the larger risk from ransomware.
Crims spent nine days snooping around
On February 12, ALPHV ransomware affiliates gained access to the healthcare org's IT systems using "compromised credentials to remotely access a Change Healthcare Citrix portal, an application used to enable remote access to desktops," according to Witty's upcoming testimony.
"The portal did not have multi-factor authentication," Witty will testify during the House committee hearing. "Once the threat actor gained access, they moved laterally within the systems in more sophisticated ways and exfiltrated data. Ransomware was deployed nine days later."
ALPHV criminals activated its malware on February 21, "encrypting Change's systems so we could not access them," according to the written testimony. 
And that's when hospitals and pharmacies across the US that use Change's insurance and billing services ground to a screeching halt, preventing patients from receiving much-needed medications and medical services under their health plans.
It took weeks for UnitedHealth, which owns Change Healthcare and Optum, to begin bringing electronic prescriptions back online in early March. 
The healthcare giant has said the ransomware infection has cost it $870 million so far, and that figure could hit $1.6 billion for the year.
More ransomware crews pile on
Upon discovering the ransomware infection, UnitedHealth "immediately severed connectivity with Change's datacenters" to prevent the malware from spreading, the testimony tells us. But by then, the crooks had already stolen a ton of protected health data and personally identifiable information covering "a substantial proportion of people in America."
In addition to the ALPHV affiliate, another criminal crew RansomHub later released alleged personal patient data from the break-in and also demanded a ransom.
And just last week, a third ransomware group --  Medusa -- claimed to have cracked servers belonging to healthcare services network Northeast Ohio Neighborhood Health, and stolen almost 51GB of data. 
According to SuspectFile, which first reported this intrusion, many of the stolen records belong to patients associated with health insurance contracts at UnitedHealth.
UnitedHealth contacted the FBI "within hours" of the ransomware attack, according to Witty, and by the afternoon of February 21 it had a whole team of heavy-hitters working to secure the perimeter and rebuild Change's IT systems. This included incident responders from Mandiant and Palo Alto Networks, along with experts from Google, Microsoft, Cisco, Amazon, and others.
"The team replaced thousands of laptops, rotated credentials, rebuilt Change Healthcare's data center network and core services, and added new server capacity," Witty's testimony reads. "The team delivered a new technology environment in just weeks -- an undertaking that would have taken many months under normal circumstances." 


	UnitedHealth admits IT security breach could 'cover substantial proportion of people in America'


	Change Healthcare's ransomware attack costs edge toward $1B so far


	Change Healthcare faces second ransomware dilemma weeks after ALPHV attack


	US to probe Change Healthcare's data protection standards as lawsuits mount


Also according to Witty, this ransomware attack wasn't an isolated event. UnitedHealth wards off attempted digital break-ins every 70 seconds, "thwarting more than 450,000 intrusions per year," he claimed. It really does depend on how you measure an intrusion, attempt or otherwise.
In light of these escalating attacks targeting hospitals and other critical infrastructure, Witty says he supports policy changes to mandate better cybersecurity practices among healthcare organizations.
"We support mandatory minimum security standards -- developed collaboratively by the government and private sector -- for the health-care industry," his testimony reads. "Importantly, these efforts must include funding and training for institutions that need help in making that transition, such as hospitals in rural communities."
UnitedHealth also supports other efforts to improve US cybersecurity including "greater notification to law enforcement and standardized and nationalized cybersecurity event reporting," Witty will tell lawmakers on Wednesday. (r)
Updated to add on May 1
CEO Andrew Witty confirmed to senators today that UnitedHealth did indeed pay $22 million to the extortionists. Also, the biz has enabled multi-factor authentication, and past and present US military personnel likely had their info swiped during the intrusion, Congress heard.
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