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      Biting the hand that feeds IT -- Enterprise Technology News and Analysis


      
        Wiley shuts 19 scholarly journals amid AI paper mill plague
        Thomas Claburn

        Fake science challenges academic publishing US publishing house Wiley this week discontinued 19 scientific journals overseen by its Hindawi subsidiary, the center of a long-running scholarly publishing scandal....

      

      
        Amazon's latest 'flex' VMs promise savings for your burstiest apps
        Tobias Mann

        Sustained workloads need not apply Updated  Amazon Web Services added another set of cost-optimized instances to its EC2 lineup on Tuesday, aimed at customers whose workloads aren't pegging the CPU 100 percent of the time....

      

      
        EU probes Meta over its provisions for protecting children
        Lindsay Clark

        Has social media biz done enough to comply with Digital Services Act? Maybe not The European Commission has opened formal proceedings to assess whether Meta, the provider of Facebook and Instagram, may have breached the Digital Services Act (DSA) in areas linked to the protection of minors....

      

      
        Microsoft PC Manager app bizarrely suggests Bing as a Windows fix-all
        Matthew Connatser

        Bug or feature? Users looking for Windows repair tips via the Microsoft PC Manager app may be recommended to switch Edge's default search engine back to Bing....

      

      
        Stifling Beijing in cyberspace is now British intelligence's number-one mission
        Connor Jones

        Annual conference of cyber intel unit shows UK's alarm over China blaring louder than ever Regular attendees of CYBERUK, the annual conference hosted by British intelligence unit the National Cyber Security Centre (NCSC), will know that in addition to the expected conference panels, there is usually an interwoven theme to proceedings.... 

      

      
        Open Source Initiative tries to define Open Source AI
        Thomas Claburn

        Meanwhile, the creator of Open Source Definition argues the real problem is unauthorized copying The Open Source Initiative - the non-profit overseeing the Open Source Definition, which lays out the requirements for software licenses - is taking its effort to define Open Source AI to the wisdom of the crowds....

      

      
        Nvidia chief Huang given 60% pay increase amid AI hysteria
        Paul Kunert

        After a smashing fiscal '24, we're surprised he didn't get more Nvidia's chief Jenson Huang received a 60 percent pay bump in the corporation's fiscal 2024 on the back of a massive rally in the share price based on demand for AI, and triple digit growth percentages for revenue and operating profit....

      

      
        Aleph Alpha enlists Cerebras waferscale supers to train AI for German military
        Tobias Mann

        Also demonstrates success accelerating molecular dynamics Even as world leaders raise alarm bells about the impact of AI in war, waferscale startup Cerebras is joining forces with Aleph Alpha to develop sovereign models for the German armed forces....

      

      
        Microsoft's carbon emissions up nearly 30% thanks to AI
        Dan Robinson

        Company will require certain suppliers to run on 100% carbon-free electricity ... by 2030 Microsoft has increased carbon dioxide emissions by nearly 30 percent since 2020, making its goal of becoming carbon-negative by 2030 even more difficult, and it looks like AI is to blame....

      

      
        Samsung takes bite out of Apple over its mega marketing misstep
        Lindsay Clark

        'We would never crush creativity,' says South Korea megacorp If Apple thought it could forget about last week's marketing disaster -- which saw the tech giant roundly slated for appearing to crush human creativity in the name of computing progress -- it was wrong.... 

      

      
        BepiColombo power struggle could leave probe short of Mercury's orbit
        Richard Speed

        ESA/JAXA mission running on reduced thrust as engineers work to resolve the issue Updated  Thruster problems with BepiColombo, the joint ESA and JAXA mission to Mercury, could cause headaches for managers plotting the spacecraft's trajectory and insertion into Mercury's orbit....

      

      
        Put Rescuezilla 2.5 on a bootable key - before you need it
        Liam Proven

        Sort of a FOSS Norton Ghost, now updated to Ubuntu 24.04 base A fresh release of Rescuezilla, a free Ubuntu-based rescue disk for imaging the drives of a sickly computer, is available....

      

      
        Tax helpline callers left on hold for nearly eight centuries
        Paul Kunert

        HMRC forgot to tell Brits about its digital support channels Appalling service levels at Britain's tax collector meant customers phoning in with inquiries were collectively left on hold for 798 years in fiscal 2023....

      

      
        Forget feet and inches, latest UK units of measurement are thinking bigger
        Richard Speed

        Testing wind turbine blades the size of three rusty angel wingspans Reg Standards Bureau  The UK has announced new units of measurement as part of pronouncements on wind turbines by Prime Minister Rishi Sunak and the Department for Science, Innovation and Technology (DSIT)....

      

      
        NCSC CTO: Broken market must be fixed to usher in new tech
        Connor Jones

        It may take ten years but vendors must be held accountable for the vulnerabilities they introduce CYBERUK  National Cyber Security Centre (NCSC) CTO Ollie Whitehouse kicked off day two of Britain's cyber watchdog's annual shindig, CYBERUK, with a tirade about the tech market, pulling it apart to demonstrate why he believes it's at fault for many of the security problems the industry is facing today. ... 

      

      
        HR expert says biz leaders scared RTO mandates lead to staff attrition
        Paul Kunert

        So why not drop the policy? Productivity bias or productivity paranoia perhaps Evidence is mounting that tech companies' policies demanding staff return to the office are only serving to drive out the talent that became accustomed to remote work....

      

      
        Apple on track for quarter of all iPhones to be made in India by 2028
        Laura Dobberstein

        IT minister boasts of tech titan building network of local vendors Apple is expected to have a quarter of all iPhones made in India by 2028, according to the country's IT minister....

      

      
        FBI takes down BreachForums ransomware website and Telegram channel
        Iain Thomson

        No more illicit gains, for a while at least The FBI, in combination with police around the world, have taken control of the website and Telegram channel of ransomware brokerage site BreachForums....

      

      
        Crook brags about US Army and $75B defense biz pwnage
        Jessica Lyons

        More government data allegedly stolen by prolific criminals An extortionist claims to have stolen files from the US Army Aviation and Missile Command in August 2023, and now claims they are selling access to a $75 billion aerospace and defense company....

      

      
        Tesla nearing shareholder vote to grant Musk $46B
        Matthew Connatser

        Fundamentals are for losers: It's a good time to head the worst performing stock in the S&P Owners of Tesla stock will vote on June 13 to determine whether the company's CEO Elon Musk deserves a $46 billion payday.... 

      

      
        US senators' AI roadmap aims for $32B in R&D spending
        Brandon Vigliarolo

        'Reads like it was written by Sam Altman and Big Tech lobbyists,' say critics A quartet of US senators have released an AI legislation roadmap that calls for billions of dollars in research funding, but largely kicks the can down the road on determining federal AI legislation....

      

      
        Neuralink keeps losing the thread on brain implant wiring
        Matthew Connatser

        Musk venture allegedly decided imperfect design was usable Elon Musk's neurotech startup's revelation that the tiny wires on its chip implants came loose from its first human patient's brain might not have been a first....

      

      
        Aghast iOS users report long-deleted photos back from the dead after update
        Matthew Connatser

        Apple might be hanging on to nuked iPhone snaps for a while Some iPhone users are reportedly seeing photos they had previously deleted resurface on their devices ever since updating to the latest version of iOS....

      

      
        Senate AI roadmap's piecemeal legislation is ideal, says former FTC tech chief
        Brandon Vigliarolo

        Smaller bills mean more fine-grained control over vastly different AI products interview  The AI legislation roadmap published this week by a bipartisan group of US senators hasn't pleased everyone, but the Federal Trade Commission's former chief technologist believes it takes the perfect approach. ...

      

      
        Clean Air Act complaint paints smoggy picture at Tesla Fremont factory
        Richard Speed

        The cars might be zero emission, but accusers claim the paint shops aren't Tesla is facing a lawsuit brought under the US Clean Air Act by the Environmental Democracy Project (EDP) claiming pollution from its Fremont facility.... 

      

      
        Dublin debauchery derails Portal to NYC in six days flat
        Richard Currie

        Webcam art installation quickly descends into public Chatroulette Doomed internet cesspits Omegle and Chatroulette should have been warning enough of what happens when a webcam is placed between random strangers, yet the Portal art project linking New York City to Dublin didn't last a week before being shut down....

      

      
        A Chinese crypto farm next to a nuclear missile base? Not on my watch, says Biden
        Tobias Mann

        White House contends MineOne's equipment could be used to for surveillance and espionage If you're a majority Chinese-owned company looking for cheap real estate in the US, you might want to steer clear of American missile silos and military bases....
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        Original URL: https://www.theregister.com/2024/05/16/wiley_journals_ai/
    

    Wiley shuts 19 scholarly journals amid AI paper mill plague

    
Fake science challenges academic publishing    


    
        By 
Thomas Claburn        
    

    
        Posted in AI + ML,
        
            16th May 2024 17:13 GMT
        
    


    
US publishing house Wiley this week discontinued 19 scientific journals overseen by its Hindawi subsidiary, the center of a long-running scholarly publishing scandal.
In December 2023 Wiley announced it would stop using the Hindawi brand, acquired in 2021, following its decision in May 2023 to shut four of its journals "to mitigate against systematic manipulation of the publishing process."
Hindawi's journals were found to be publishing papers from paper mills - organizations or groups of individuals who try to subvert the academic publishing process for financial gain. Over the past two years, a Wiley spokesperson told The Register, the publisher has retracted more than 11,300 papers from its Hindawi portfolio.
As described in a Wiley-authored white paper published last December, "Tackling publication manipulation at scale: Hindawi's journey and lessons for academic publishing," paper mills rely on various unethical practices - such as the use of AI in manuscript fabrication and image manipulations, and gaming the peer review process.
The Hindawi affair coincided with the departure of Wiley president and CEO Brian Napack in October, 2023. In its fiscal Q2 2024 earnings report [PDF] last December, Wiley admitted its $18 million decline in research publishing revenue was "mainly due to the Hindawi publishing disruption."
In January, Wiley signed on to United2Act - an industry initiative to combat paper mills.
But the concern over scholarly research integrity isn't confined to Wiley publications. A study published in Nature last July suggests as many as a quarter of clinical trials are problematic or entirely fabricated.
The increasing availability and sophistication of generative AI is not the only factor contributing to the academic publishing crisis, but AI tools make fakery easier.
"The industry recognizes that AI is utilized by paper mills to generate fraudulent content," Wiley's spokesperson told us. "We've recently introduced a new screening technology that helps identify papers with potential misuse of generative AI before the point of publication."
According to a preprint paper released in February, the volume of papers submitted to ArXiv increased considerably in the top three categories between 2019 and 2023 - a period that roughly coincides with the debut of tools like ChatGPT. Computer science papers increased by 200 percent during these four years, followed by physics papers (45 percent) and mathematics (22 percent).


	OpenAI says natively multimodal GPT-4o eats text, visuals, sound - and emits the same


	Prof asks court to protect his Unfollow Everything 2.0 extension from Facebook's ire


	Microsoft teases deepfake AI that's too powerful to release


	H-1B visa fraud alive and well amid efforts to crack down on abuse


Academic publishers, however, appear to want the benefits of AI writing assistance without the downsides. Springer Nature, for example, last October launched Curie - an AI-powered writing assistant intended to help scientists whose first language is not English. Hence calls for better tools [PDF] to detect generative AI output - a call answered by recent efforts to improve AI content watermarking - which some researchers argue won't work.
A Wiley spokesperson characterized the decision to shut the 19 journals as part of its previously announced plan to integrate the Hindawi and Wiley portfolios, and distinct from the paper mill issue.
"As part of this integration, and as is standard practice, we reviewed our journal portfolio and decided to close 19 Hindawi journals that no longer serve their communities," the spokesperson told The Register.
"It is important to draw a distinction between the journal closures occurring now as part of our portfolio integration and the four journals closed in May 2023. The journals closed in May 2023 were heavily impacted by paper mills to such an extent it was in the best interest of the scholarly community to discontinue them immediately."
Meanwhile, in Wiley's fiscal Q3 2024 earnings report, the publisher noted that revenue for its learning division is expected to be toward the higher end of projections due to "Q4 content rights deals for training AI models." (r)
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    Amazon's latest 'flex' VMs promise savings for your burstiest apps

    
Sustained workloads need not apply    


    
        By 
Tobias Mann        
    

    
        Posted in PaaS + IaaS,
        
            16th May 2024 16:31 GMT
        
    


    
Updated Amazon Web Services added another set of cost-optimized instances to its EC2 lineup on Tuesday, aimed at customers whose workloads aren't pegging the CPU 100 percent of the time.
The cut-rate C7i-flex instances are based on the same 4th-gen Intel Xeon scalable processors as its standard C7i VMs. These chips are capable of hitting all-core turbos of 3.2GHz and max turbo clocks of up to 3.8GHz, under ideal circumstances. The key difference is that the flex variant targets bursty workloads with generally low to average utilizations, while the more expensive non-flex VMs are more appropriate for sustained loads.
The cloud giant argues its flex instances - which also extend to its general purpose M7i family - are ideal for those running things like web apps, as the compute demand is likely to fluctuate with traffic throughout the day. In fact, AWS emphasizes - as it would - that these VMs are appropriate for the vast majority of modern applications including databases, caches, Apache Kafka, and Elasticsearch.
AWS's C7i-flex service is available in a number of configurations ranging from two to 32 vCPUs and 4GB to 64GB of DDR5 in a 2:1 ratio of memory to compute. Storage is available via Amazon's 10Gbps Elastic Block Storage service, while networking on each of these instances tops out at 12.5Gb/sec of throughput.
We'll note that customers that need larger VMs or faster storage or networking will need to opt for its full-fat C7i SKUs.
While the benefit of these flex instances to customers is lower pricing, we suspect Amazon is the real winner here. Most cloud infrastructure is shared and, to varying degrees, over provisioned. This means multiple customers may have workloads running on the same server, if not the same cores.
By encouraging customers to move burstier workloads to its so-called flex instances, Amazon is presumably able to over provision to a greater degree, as the likelihood of multiple customers demanding full performance simultaneously is relatively low.
This is probably why Amazon specifically recommends that customers running workloads like batch processing, analytics, or high performance computing - which will peg the CPU for extended periods - use its standard C7i instances instead.


	AWS CEO logs off after three years at the helm


	AWS CISO tells The Reg: In the AI gold rush, folks are forgetting application security


	AWS customer faces staggering charges over S3 bucket misfire


	AWS promotes itself as alternative to its own VMware service


What happens if AWS detects you're running a sustained workload on a flex instance isn't clear. We've asked Amazon for comment regarding what we can only imagine is a fairly common problem and will let you know what we find out.
If we had to guess, because the C7i flex and non-flex instances are based on the same hardware, it could end up getting live migrated to a more expensive SKU if average utilization ends up being too high. (r)
Updated to add
Amazon tells us that customers running sustained workloads on its C7i instances will not see their workloads migrated but "might see a gradual reduction in the maximum burst CPU throughput."
It recommends users take advantage of its CloudWatch metrics to monitor their CPU utilization to ensure their workloads are deployed appropriately and consider a shift to non-Flex instances for heavy processing.
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    EU probes Meta over its provisions for protecting children

    
Has social media biz done enough to comply with Digital Services Act? Maybe not    


    
        By 
Lindsay Clark        
    

    
        Posted in Security,
        
            16th May 2024 15:45 GMT
        
    


    
The European Commission has opened formal proceedings to assess whether Meta, the provider of Facebook and Instagram, may have breached the Digital Services Act (DSA) in areas linked to the protection of minors.
The action follows a separate probe into Meta's alleged failure to properly monitor the distribution of political misinformation by "foreign actors" before June's European elections.
The latest action means the executive of the European Union will examine three potential breaches of the DSA, first introduced in August last year. The legislation allows for fines up to 6 percent of worldwide annual turnover, which in Meta's case would equate to around $8.5 billion.
Firstly, the Commission will investigate whether the social media giant has assessed and mitigated risks caused by the design of Facebook and Instagram's online interfaces, "which may exploit the weaknesses and inexperience of minors and cause addictive behaviour, and/or reinforce the so-called 'rabbit hole' effect."
Secondly, the Commission will examine whether Meta did enough to prevent access by minors to inappropriate content. In particular, it questions whether age-verification tools used by Meta have been reasonable, proportionate and effective.
Lastly, the Commission put Meta's compliance with DSA obligations under the microscope by looking at whether it has taken "appropriate and proportionate measures" to ensure a high level of privacy, safety, and security for minors. In particular, it will examine whether default privacy settings for minors and recommendation systems comply with the law.
Each strand of the investigation relates to Articles 28, 34, and 35 of the DSA respectively. The Commission is set to continue the investigation by sending additional requests for information, and conducting interviews or inspections.
Thierry Breton, commissioner for the internal market, said the Commission was not convinced that Meta has done enough to comply with the DSA on Facebook and Instagram.
"We will now investigate in-depth the potential addictive and 'rabbit hole' effects of the platforms, the effectiveness of their age verification tools, and the level of privacy afforded to minors in the functioning of recommender systems. We are sparing no effort to protect our children," he said.
A Commission official noted that it will investigate Facebook and Instagram separately as they are distinct platforms under the legislation. It does not have a fixed timetable for these investigations, they said.


	European Commission to suspend TikTok's new rewards program, open second probe


	Biden urged to do something about Europe 'unfairly' targeting American tech


	Meta's ad-free scheme dares you to buy your privacy back, one euro at a time


	Big Tech has failed to police Russian disinformation, EC study concludes


	Europe's tough new rules for Big Tech start today. Is anyone ready?


The European Commission has been busy enforcing the DSA since it was introduced. Last month it gave TikTok 24 hours to explain the risk assessment procedures it applied before launching TikTok Lite, which offers the chance to "complete challenging tasks and earn great rewards!"
Last December Elon Musk's X became the first online platform to have formal DSA proceedings brought against it, with the Commission accusing the microblogging platform of disseminating illegal content among other violations of the recently enacted rule.
An official said X had delayed the launch of features in Grok, its AI bot, until after the European election, recognizing that some of these features may have "risks in the context of civic discourse and elections." The investigation into X is ongoing and the Commission remains in close contact with the platform.
Meta told The Reg: "We want young people to have safe, age-appropriate experiences online and have spent a decade developing more than 50 tools, features and resources designed to protect them.
"This is a challenge the whole industry is facing, which is why we're continuing to advance industry-wide solutions to age-assurance that are applied to all apps teens access. We look forward to sharing details of our work with the European Commission." (r)
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    Microsoft PC Manager app bizarrely suggests Bing as a Windows fix-all

    
Bug or feature?    


    
        By 
Matthew Connatser        
    

    
        Posted in Software,
        
            16th May 2024 15:15 GMT
        
    


    
Users looking for Windows repair tips via the Microsoft PC Manager app may be recommended to switch Edge's default search engine back to Bing.
The PC Manager app is an optional app users can download from the Microsoft Store, and boasts features like "one-click boost, storage clean-up, file management, and protection of your default settings from unauthorized change." It's been around since October 2022, but given that it's not included in Windows 11 by default and seemingly has limited use, it hasn't really garnered much attention with only 375 reviews.
The app's interesting recommendation was first discovered by Windows Latest after the app was updated to include a repair tips menu, and The Register was able to reproduce it. Users who change the default search engine in the Edge browser will see a notification under the repair tips tab to "reset start page to new tab page and search engine to Bing."
Obviously, switching back to Bing isn't likely to resolve any user's issues with Edge or their PC in general, and the recommendation seems more like an attempt by Microsoft to get more people to use Bing. It's the same tactic Microsoft uses when people open Edge on a new PC, look up Google Chrome, and then are greeted with messages to continue using Edge.


	The end is nigh for Windows 10 21H2


	Blue screen of death or Eurovision's Windows95man performance - what's less annoying?


	Windows Insiders to fly solo while Copilot rollout frozen


	Has Windows 11 really lost marketshare to Windows 10?


Some suggest that since the PC Manager app was developed by Microsoft's China-based team and isn't technically officially launched in the US (even though it's available in English and can be downloaded in the US), the Bing "repair tip" may be dropped once it is a bona fide American app.
However, given Microsoft's proclivity to insert ads and pushy recommendations into Windows, we wouldn't be too sure about that. It was only a few weeks ago that Microsoft introduced Start menu ads to Windows 11, though thankfully this can be turned off. Far more annoying are pop-up ads shown to Chrome users, asking them to switch their default search engine to Bing so they can get free access to Bing AI powered by GPT-4.
The Register asked Microsoft to comment. (r)
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    Stifling Beijing in cyberspace is now British intelligence's number-one mission

    
Annual conference of cyber intel unit shows UK's alarm over China blaring louder than ever    


    
        By 
Connor Jones        
    

    
        Posted in Cyber-crime,
        
            16th May 2024 14:45 GMT
        
    


    
Regular attendees of CYBERUK, the annual conference hosted by British intelligence unit the National Cyber Security Centre (NCSC), will know that in addition to the expected conference panels, there is usually an interwoven theme to proceedings.
Last year the tech-security operatives' event revolved around "securing an open and resilient digital future", and the underlying message of this year's strapline wasn't much different: "Future Tech, Future Threat, Future Ready."
There certainly was a future feel to this year's event. Various discussions around the future of security technology attracted some of the biggest names in the field to the stage at Birmingham's ICC - those focused on AI and post-quantum cryptography particularly caught the eye. But, it was the future threat presented by, and potential future conflict with, China that prevailed as the event's true unspoken theme, seemingly seeping into nearly every discussion over the two-day all-things-cyber bash.
Many will read this and think "that makes sense" given the recent increase in anti-China communications emerging from allied governments about the Middle Kingdom, and especially its Volt Typhoon band of state-sponsored cyberspies.
For the past two years, however, the event has felt decidedly Russia-y, despite not explicitly being themed around it. In 2022, it was all about the Ukraine war, naturally. Russia was again a watchword last year but with more of a focus on the threat Putin's country, and those who support it, poses to allied critical national infrastructure (CNI).
Of course, Russia is still Russia and it got its moment on day one. GCHQ director Anne Keast-Butler's (AKB) opening speech hinted at the types of curiosities UK intelligence has spotted in Putinland over the past 12 months, including closer ties to the criminal underworld. Others at the event suggested the Kremlin may be hiding behind these proxies for plausible deniability of attacks.
"We are increasingly concerned about growing links between the Russian intelligence services and proxy groups and sabotage operations," she said.
"Before, Russia simply created the right environments for these groups to operate, but now they are nurturing and inspiring these non-state cyber operations... and in some cases seemingly co-ordinating physical attacks against the West.
"The Russia threat is acute and globally pervasive. It requires constant vigilance and collaboration to defeat it."
That said, Putin was barely spotlit this year. That's not to say Russia is in the background - far from it - but more of a focus is being placed on China and the "epoch-defining challenge" (NCSC loves this wording) it presents.
This year's CYBERUK flock of delegates would have been pushed to attend more than a single session that didn't have a China flavor. While Beijing's ambition for tech dominance is well-documented, the People's Republic of China (PRC) is very clearly occupying the headspace of national security officials more than ever. 
AKB went so far as to say more resources are being spent on tackling China than any other single mission at GCHQ, if you needed any more of a sense of just how seriously it's being taken.
It's a major U-turn on the agency's attitudes toward cybersecurity from as recently as 2021, when former NCSC CEO Lindy Cameron said ransomware was the foremost threat to the UK.
The people of China have contributed so much to the UK, AKB acknowledged, alongside its signing of the declaration on AI at Bletchley Park in November, but make no mistake: "China poses a genuine and increasing cyber risk to the UK."


	Biden cranks up the heat on China with wall of tech tariffs


	A Chinese crypto farm next to a nuclear missile base? Not on my watch, says Biden


	China's SMIC sounds alarm on price wars from silicon surplus


	Huawei's woes really were just a flesh wound - profits just soared 564 percent


"China has built an advanced set of cyber capabilities and is taking advantage of a growing commercial ecosystem of hacking outfits and data brokers at its disposal," said Butler.
"The PRC is looking to shape global technology standards in its own favor, seeking to assert its dominance within the next 10 to 15 years.
"Which is why the UK's intelligence community is working alongside our allies in the Five Eyes and beyond, and also in partnership with our industry and academic colleagues to deter and combat cyber threats from nation-states and hostile actors."
In the UK, APT31 is probably the best-known group of troublemakers-in-chief, having recently been outed for two major attacks on democracy, including the theft of Electoral Register data.
Volt Typhoon will be the group more familiar to those in the US, especially after it was pinned to various attacks on CNI networks. The activity here is concerning not just given the sensitivity of the target, but how it illustrates a worrying evolution in tradecraft.
Xi's cyberspies ten years ago may have just been stealing intellectual property from universities, for example, but the attacks on CNI from multiple groups, not just Volt Typhoon, showed evidence of China trying to set themselves up for destructive attacks in the future.
Couple this with China's 2021 data security law that requires all security vulnerabilities to be handed to Beijing before being disclosed, if at all, and the Middle Kingdom's intentions become much clearer.
Russia is seen as the threat today... China is the threat of tomorrow. That's the main takeaway.
The resilience opportunity
Followers of NCSC and Five Eyes government cyber messaging will be familiar with their narrative that hammers home the point of needing to build a cyber-resilient nation.
Consider again that 10-15-year timeframe AKB outlined regarding China's bid for tech dominance. While that appears to be a decently large enough lead to make some kind of intervention, the reason why "resilience" is being thrust down our throats is that in reality, if allied nations want to quell the threat of China, that window isn't as generous as it might sound.
Industry calls for vendors to take greater responsibility for the security of their products were being made many years ago, but as NCSC CTO Ollie Whitehouse said, the tech market is broken and he doesn't see material change happening for at least ten years.
The market is just one piece of the puzzle to solve within that limited time. The industry also needs to work more collaboratively to out-innovate China, which has scores of intelligence workers dedicated to learning Western cyber tradecraft, and consuming every blog post, article, and speech that offers a glimpse at how we might be countering their work, purely to devise an effective block.
Whitehouse mentioned the need to incentivize boardrooms as well as vendors to assume liability for their security. When every organization is connected to something critical or otherwise sensitive in one way or another, the supply chain needs to be resilient so cyberspies can't shut down a city after breaching a small software vendor.
There's a limited window of opportunity to act to ensure the threat China presents doesn't escalate beyond control. That's clearly the thinking among intelligence agencies.
China doesn't just want to keep pace with the West, but achieve supremacy in cyberspace and out-innovate it to the extent Western nations can't defend against it.
"As the head of a world-leading tech organization and as a mathematician, it's clear that technology and security are more tightly coupled than ever before," Butler said.
"Collaboration across academia, the private and public sectors is crucial for developing cutting-edge science and technology solutions for national security. 
"To quote the Foreign Secretary, who spoke at the NCSC's headquarters in London last week: we need to forge partnerships to out-cooperate and out-innovate our adversaries." (r)
    






        





This article was downloaded by calibre from https://go.theregister.com/feed/www.theregister.com/2024/05/16/the_uks_alarm_over_china/



	Previous
	Articles
	Sections
	Next





	Previous
	Articles
	Sections
	Next







    
        Original URL: https://www.theregister.com/2024/05/16/open_source_initiative_ai/
    

    Open Source Initiative tries to define Open Source AI

    
Meanwhile, the creator of Open Source Definition argues the real problem is unauthorized copying    


    
        By 
Thomas Claburn        
    

    
        Posted in AI + ML,
        
            16th May 2024 14:15 GMT
        
    


    
The Open Source Initiative - the non-profit overseeing the Open Source Definition, which lays out the requirements for software licenses - is taking its effort to define Open Source AI to the wisdom of the crowds.
The public benefit biz is embarking on a global series of workshops to solicit input from concerned parties on its Open Source AI Definition, which has been under discussion for the past two years.
The issue is that there's no accepted way to determine whether or nor an AI system is open source, despite the fact that there are already many machine learning models offered under open source licenses (such as MIT, GPL 3.0, GPL 2.0, and the AFL 3.0).
There's concern that the legal language in existing OSI-approved licenses doesn't necessarily suit the way the machine learning models and datasets are used. Terms like "program," when applied to machine learning models, refer to more than just source code and binary files, for example.
"AI is different from regular software and forces all stakeholders to review how the Open Source principles apply to this space," Stefano Maffulli, executive director of the OSI, explained in a statement.
"OSI believes that everybody deserves to maintain agency and control of the technology. We also recognize that markets flourish when clear definitions promote transparency, collaboration, and permissionless innovation."


	US senators' AI roadmap aims for $32b in R&D spending


	Google I/O is Google A/I as search biz goes all-in on AI


	And it begins. OpenAI mulls NSFW AI model output


	Apple releases OpenELM, a slightly more accurate LLM


OSI is thus embarking on a roadshow to gather feedback about its latest draft - presently at v.0.0.8. The workshops will take place at various upcoming conferences in the US, Europe, Africa, Asia, Pacific, and Latin America through September.
Bruce Perens, who drafted the original Open Source Definition, told The Register that he was skeptical about the need to address AI separately.
"I think the problem is not that AI vendors are saying their software is open source when it's not. It's the entire software industry saying their software is open source when it isn't," argued Perens, who split with the OSI four years ago.
"I think this is going to confuse the open source brand, because OSI already has an open source definition that applies to all software. And now we're going to have a second one that only applies to AI?
"I think the fundamental problem with AI is that its output is inherently plagiarism," Perens explained.
"Large language models are trained from websites, and open source software, without regard for their copyright. And their output is just a mix and match of their input. That problem will be dealt with by courts, just as Napster was." (r)
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Nvidia's chief Jenson Huang received a 60 percent pay bump in the corporation's fiscal 2024 on the back of a massive rally in the share price based on demand for AI, and triple digit growth percentages for revenue and operating profit.
Huang's package swelled to $34.16 million versus $21.35 million in the prior year. This was comprised of an unchanged base salary of $996,515, stock awards of $26.67 million, non-equity incentive compensation of $4 million and all other compensation of $2.494 million.
For someone who is reportedly worth $81.7 billion, at least according to Forbes, the financial top-up from Nvidia's last fiscal year likely barely registered in Huang's bank account. He owns 3.79 percent of the chipmaker's total share base.
Is he worth that sort of payout? Huang helped to position the company for the AI wave of demand (more than 40,000 companies use Nvidia GPUs for AI, claims Nvidia) and presided over some mightily impressive growth figures at Nvidia.
Revenue for the financial year ended January 28, 2024, jumped 126 percent year-on-year to $60.9 billion and operating income was up almost seven times to $33 billion.
Looking in more granular detail, the Compute and Networking division reported revenue of $47.4 billion, up 215 percent; Graphics was up 28 percent to $13.5 billion. The company's share price has bounced by 95 percent in the year to date to give it a market capitalization of $2.3 trillion.
The exec pay figures were outlined in a Notice of 2024 Annual Meeting of Shareholders document filed with the SEC, and the compensation packages for Nvidia's senior leaders are among the items of business that shareholders will be asked to vote for on June 26.


	Broadcom CEO pay award jumps 164% to $160.8 million


	Microsoft CEO Nadella's compensation drops... to $48M


	Miffed Googlers meme on CEO's $226M pay award amid cost-cutting campaign


	IBM CEO pay jumps 23% in 2023, average employee gets 7%


	HP CEO pay for 2023 = 270,315 printer cartridges


Sales of Nvidia's Data Center products alone brought in $47.5 billion in revenue, up 217 percent; Gaming captured $10.4 billion, up 15 percent; Professional Visualization was $1.6 billion, up one percent; and Automotive was $1.1 billion, up 21 percent.
Product highlights in the year included shipments of the first Arm-based datacenter GPU, Grace, as part of the GH200 Grace Hopper Superchip, and "ramping" Grace products into a new multi-billion dollar line. The Blackwell GPU architecture also debuted, as did the Spectrum X accelerated networking platform and Quantum-X800 InfiniBand, and Spectrum-X800 Ethernet switches.
CFO Colette Kress received a financial package of $13.26 million, up from $10.2 million in the prior year; exec veep for worldwide field ops Ajay Puri got $13.6 million versus $10.6 million; and Debora Shoquist, exec vice president of operations, got $11.05 million compared to last year's $9.1 million.
There's a lot of gold in training them AI models. Lets just hope the bubble doesn't burst, eh readers? (r)
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Even as world leaders raise alarm bells about the impact of AI in war, waferscale startup Cerebras is joining forces with Aleph Alpha to develop sovereign models for the German armed forces.
Under the multi-year agreement, Cerebras has announced Aleph Alpha as the first company in Europe to deploy its CS-3 AI supercomputers. These systems will apparently be housed at alpha ONE - Aleph's AI datacenter at the GovTech Campus in Berlin. Up to this point, Cerebras's systems have largely been deployed in the US.
"We chose Cerebras because of their world-class AI expertise and peerless waferscale technology that enables us to train state of the art AI models with high efficiency," Aleph Alpha CEO Jonas Andrulis declared in a statement.
While Cerebras competes directly with Nvidia in the AI training space - it isn't interested in inferencing and has hooked up with Qualcomm for that reason - its chips bear little resemblance to team green's GPUs.
Cerebras's third-gen parts, announced in March, measure 46,225 mm2 (about 71.6 inches2) and pack 4 trillion transistors powering 900,000 cores. Instead of the costly high-bandwidth memory found on most AI accelerators, the chip relies on a massive 44 GB pool of SRAM etched right into the dinner plate-sized component.
Collectively, each chip is capable of outputting 125 petaFLOPS of incredibly sparse FP16 performance. Cerebras claims an 8x improvement in this department.
Apart from the fact Cerebras's CS-3 systems will provide the computational grunt necessary for Aleph Alpha to train sovereign models for the German military, the announcement was rather short on details as to how they might be employed.
In any case, the agreement comes just weeks after multiple world leaders and market mogul Warren Buffett drew comparisons between artificial intelligence and the atomic bomb.
Cerebras, Neural Magic push the limits of sparse models
On a brighter note, Cerebras on Wednesday revealed its recent successes developing sparse models that can take advantage of its unique compute architecture.
Working with AI startup Neural Magic, Cerebras claims to have developed a novel approach to shrinking models by as much as 70 percent - which it calls sparse fine-tuning.
This reduction in model size has a couple of benefits, including reduced compute requirements and memory footprints. Because Cerebras's waferscale accelerators are optimized for half-precision (FP/BF16), every billion parameters consumes two gigabytes of memory. As such, larger models must be spread across multiple accelerators - just like you see in GPU systems.
By pruning unneeded model weights, you can reduce the size of the model - which often has the benefit of improving throughput, since these smaller models put less pressure on the memory subsystems.
To be clear, the concept of weight pruning isn't new and isn't without faults. While pruning can help reduce the size of the model, it can also degrade accuracy.


	Nvidia turns up the AI heat with 1,200W Blackwell GPUs


	Nvidia rival Cerebras says it's revived Moore's Law with third-gen waferscale chips


	Aurora breaks the exaFLOPS barrier but falls short of the final Frontier once again


	Green500 shows Nvidia's Grace-Hopper superchip is a power-efficiency beast


Cerebras and Neural Magic's approach to sparse fine-tuning adds two additional steps to restore accuracy to pre-pruned levels, and works a bit like this.
First, a one-shot pruning pass is made on a dense model, like Llama. This removes about 50 percent of the model's weights, shrinking it considerably. Second, that pruned model is pre-trained using Cerebras's SlimPajama dataset to recover lost accuracy.
Finally, the model is fine-tuned on application-specific datasets for common tasks like chatbots or code generators. According to Cerebras, this three-stage approach renders LLMs with the same level of accuracy while being up to 70 percent smaller.
Cerebras claims molecular dynamics superiority over Frontier
While Cerebras's focus is understandably on artificial intelligence, that's not to say its waferscale chips aren't useful for more traditional HPC workloads.
Working in collaboration with the Department of Energy's Sandia, Lawrence Livermore, and Los Alamos National Labs, the chipmaker claims it was able to perform atomic-scale simulations of molecules in the millisecond regime. That would make it 179x faster than Frontier, the fastest publicly known supercomputer on the Top500.
"This work changes the landscape of what is possible with molecular dynamics simulations," Michael James, Cerebras chief architect, bragged in a statement. "Simulations that would have taken a year on a traditional supercomputer can now be completed in just two days."
According to Cerebras, these results were achieved by mapping individual atoms to its older WSE-2's more than 800,000 cores. Because all of these cores are contained on a single wafer, they're able to communicate with each other much more efficiently. According to Cerebras, this allowed the system to simulate 270,000 time steps a second for each of those atoms.
For Sandia researcher Siva Rajamanickam, the results represent a major milestone in the National Nuclear Security Administration's mission to boost the performance of its critical systems by 40x. "These results open up new opportunities for materials research and science discoveries beyond what we envisioned," he enthused in a statement. (r)


Need more analysis? Don't forget to check out Timothy Prickett Morgan's commentary on Cerebras's latest HPC advances right here on The Next Platform.
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Microsoft has increased carbon dioxide emissions by nearly 30 percent since 2020, making its goal of becoming carbon-negative by 2030 even more difficult, and it looks like AI is to blame.
The Redmond IT giant says that its CO2 emissions are up 29.1 percent from the 2020 baseline, and this is largely due to indirect emissions (Scope 3) from the construction and provisioning of more datacenters to meet customer demand for cloud services.
These figures come from Microsoft's 2024 Environmental Sustainability Report [PDF], which covers the corp's FY2023 ended June 30, 2023. This encompasses a period when Microsoft started ramping up AI support following the explosion of interest in OpenAI and ChatGPT.
"This year, technologies like AI brought renewed promise of the role innovation can play in accelerating progress. From improving measurement to increasing datacenter efficiency and improving energy transmission, technology can be a powerful accelerant for the pace and scale the world needs to achieve net zero" Microsoft states in its report.
However, it adds: "Amid this optimism, we face the realities of the complexity of the challenge...in FY23 our emissions increased by 29.1 percent across Scope 1, 2, and 3 from our 2020 baseline, as we continue to invest in the infrastructure needed to advance new technologies."
Scope 3 accounts for more than 96 percent of Microsoft's total emissions, which includes those from its supply chain, the life cycle of its hardware and devices and other indirect sources. Its own Scope 1 and 2 emissions have actually decreased by six percent since 2020, the company claims, thanks to clean energy procurement, green tariff programs, and use of renewable energy certificates.
Microsoft aims to address the Scope 3 issue through steps such as getting suppliers to use renewable energy, according to the Wall Street Journal.
It quotes Chief Sustainability Officer Melanie Nakagawa saying that Microsoft will require "select high-volume suppliers to use 100 percent carbon-free electricity by 2030" for goods and services provided to Microsoft, and that the requirements will be part of the company's Supplier Code of Conduct from the 2025 fiscal year.
Microsoft says that use of low-power server states has enabled a reduction in energy usage of up to 25 percent on unallocated servers in its bit barns, with a corresponding reduction in Scope 2 emissions. It has therefore expanded use of this technique from a few thousand servers in 2022 to around one million by the end of 2023.
In terms of water use, Microsoft reckons its new datacenters have been designed and optimized to support AI workloads and will consume zero water for cooling, in a move to reduce reliance on freshwater resources as AI compute demands increase.
However, the report reveals that during FY23, the company's water consumption actually increased "in alignment with our business growth" - from 6,399,415 m3 during FY22 to 7,843,744 m3. That earlier figure was itself up 34 percent on the figure for FY21.
In response, Microsoft says it has upped investment in water replenishment programs, adding up to more than $16 million in 49 replenishment projects around the world, for more than 61 million m3 of "potential" water benefits. The snag is that it takes time for such projects to become operational, so it is contracting today for projects that will come online in a few years.
For other environmental impacts, Microsoft says it aims for zero waste from building and operations by 2030, and that 90 percent of its servers and all cloud hardware will be reused and recycled by 2025.
President and Vice Chair Brad Smith told Bloomberg that the good AI can do for the world will outweigh its environmental impact, saying "We fundamentally believe that the answer is not to slow down the expansion of AI but to speed up the work needed to make it more environmentally friendly."
Not that Microsoft plans to slow down; last month, the company said it aimed to triple the rate at which it builds out additional datacenter capacity in the first half of its fiscal year 2025.


	Tech industry sheds some light on the planet's situation via LinkedIn


	Digital Realty ditches diesel for salad dressing in US to cut datacenter emissions


	Juno fly-by detects lower levels of oxygen on Europa than expected


	Saturnian moon Mimas: Crunchy on the outside, sub-surface ocean on the inside


It isn't just the Redmond giant that is bumping up its capacity in order to meet the burgeoning demands of AI. This week, datacenter operator Digital Realty announced it is offering advanced high-density deployments supporting a power density per rack of 150 kilowatts, a doubling over the 70 kilowatts per rack it introduced only last year.
The average power consumption per datacenter rack was said to be about 7 to 10 kilowatts last year.
This latest offering introduces direct liquid-to-chip cooling technology coupled with rear door heat exchangers, and will be available in 170 of Digital Realty's facilities globally, the company said. (r)
    






        





This article was downloaded by calibre from https://go.theregister.com/feed/www.theregister.com/2024/05/16/microsoft_co2_emissions/



	Previous
	Articles
	Sections
	Next





	Previous
	Articles
	Sections
	Next







    
        Original URL: https://www.theregister.com/2024/05/16/samsung_takes_a_bite_out/
    

    Samsung takes bite out of Apple over its mega marketing misstep

    
'We would never crush creativity,' says South Korea megacorp    


    
        By 
Lindsay Clark        
    

    
        Posted in Bootnotes,
        
            16th May 2024 12:15 GMT
        
    


    
If Apple thought it could forget about last week's marketing disaster -- which saw the tech giant roundly slated for appearing to crush human creativity in the name of computing progress -- it was wrong.
Although Apple marketing veep Tor Myhren apologized for the ill-judged ad, smartphone and tablet rival Samsung couldn't resist the temptation to mock the iPhone maker with its own commercial.
Apple's original ad featured a metal crusher destroying musical instruments, sculptures, paints, and hi-fi equipment, only to boast product features of the new iPad.
As The Register pointed out previously, Apple co-founder Steve Jobs reimposed a marketing ethos promoting its values rather than "speeds and feeds" or "MIPS and megahertz" after he rejoined the company in 1997. The iPod and iMac pioneer now seems to have strayed from the marketing gospel according to its anointed late CEO.
The publicity error was compounded by a frenzy of critical mainstream media coverage accompanied by celebrities expressing their outrage at the ad. But Samsung was not ready to let it lie.
The South Korean consumer technology mega-corp posted a short video on Twitter -- which now calls itself X -- accompanied by the hashtag "UnCrush."
It shows a young woman walking into what appears to be the wreckage left behind by the Apple ad. Picking up a badly damaged guitar, with strings missing and holes in the body's soundboard, she nonetheless sits down to play, reading music from a Samsung tablet.
"We would never crush creativity," Samsung says in the social media post.


	Aghast iOS users report long-deleted photos back from the dead after update


	Google, Apple gear to raise tracking tag stalker alarm


	Apple unveils M4 chip with neural engine capable of 38 TOPS, and some other kit


	What do we make of Apple's plan B for a down quarter - that $110B buyback of shares?


	Miss your morning iPhone alarm? It's not just you, and Apple is looking into it


It might be a cheap shot, but it is one that is bound to sting for Apple.
Never mind that everything seemed to be destroyed in Apple's original ad, that the guitar is miraculously roughly in tune, or that the music on the Samsung Galaxy S9 Series is not the music she's playing. Apple has long been held up as an exemplar of marketing at its finest. It's a remarkable fall from grace.
Samsung's cheeky commercial might also add insult to injury. The US smartphone market registered another year-over-year decline in shipments in the first calendar quarter, down eight percent compared to Q1 2023. While the drop was partially due to supply chain issues pushing iPhone 14 shipments, Samsung saw a year-over-year boost in shipments thanks to its S24 lineup.
Poor Apple. But we supposed that there might be some consolation in the fact it is still worth something like $2.9 trillion. (r)
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Updated Thruster problems with BepiColombo, the joint ESA and JAXA mission to Mercury, could cause headaches for managers plotting the spacecraft's trajectory and insertion into Mercury's orbit.
On April 26, as the spacecraft was scheduled to begin its next maneuver, the Mercury Transfer Module (MTM) "failed to deliver enough electrical power to the spacecraft's thrusters."
BepiColombo is supposed to enter Mercury orbit in December 2025.
According to former ESA Senior Science Advisor Mark McCaughrean, the Solar Electric Propulsion (SEP) system has been "glitchy" for a while.
BepiColombo has three components - a pair of scientific probes and the MTM. During the cruise to Mercury, the MTM provides power for the probes and also the SEP. While the SEP is not particularly high-thrust, the plan calls for it to run for extended periods on the way to Mercury orbit insertion.
The SEP is therefore a critical component, and while the mission team managed to restore thrust to 90 percent of its previous level by May 7, the reduction could require a rethink of the mission plan.
SEP is not a novel technology and has been used on many spacecraft over the years. The tech uses power, usually from photovoltaic panels, and electric thrusters. It is appealing to mission planners since the SEP can provide a significantly higher specific impulse than chemical engines while requiring far less propellant mass.


	Auroras - the solar system's universal light show (except Neptune... sorry, Neptune)


	BepiColombo probe turns to the dark side ... of Mercury


	ESA and JAXA release Mercury eyecandy, courtesy of spacecraft BepiColumbo


	BepiColombo probe swings by Earth on way to Mercury - the Solar System's must-visit coronavirus-free resort


The root cause of the issue is still under investigation. The team's current priorities are to stabilize the power level and estimate the reduction's impact on upcoming maneuvers.
ESA said: "If the current power level is maintained, BepiColombo should arrive at Mercury in time for its fourth gravity assist at the planet in September this year.
"Final orbit insertion at Mercury is scheduled for December 2025 and the start of routine science operations for spring 2026."
Writing on Mastodon, McCaughrean noted the criticality of the system for the mission, but said: "There is redundancy and I'm hopeful that they will be able to recover full operational capability and/or work on new options for getting into Mercury orbit."
The BepiColombo mission is planned to be only the second to orbit Mercury. The MTM will be discarded just before orbit insertion, leaving the remaining components - the Mercury Planetary Orbiter and Mercury Magnetosphere Orbiter - to collect data for analysis by scientists.
The next gravity assist flyby is expected in September, assuming there are no more power problems. Engineers have yet to determine what impact running at 90 percent thrust will have on the scheduled December 2025 orbital insertion and spring 2026 start of science operations. (r)

  Updated at 15.29 UTC on May 16, 2024, to add:

Following publication of this article, ESA sent a statement from Elsa Montagnon, head of Mission Management and Science Operations division: "The current thrust level is compatible with the next critical mission milestone, which is the fourth Mercury swingby on 5th September 2024, and the first of a series of three swingbys until January 2025.
"This swing-by sequence provides a braking delta-V of 2.4 km/s and provides a change of velocity vector direction with respect to the Sun as required for the trajectory end game in 2025.
"The team is continuing to work on understanding the root cause of the problem and its impact on the remainder of the trajectory until the arrival on December 4, 2025."
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A fresh release of Rescuezilla, a free Ubuntu-based rescue disk for imaging the drives of a sickly computer, is available.
Rescuezilla 2.5 is a handy tool to have around, even if you are lucky and you never need it. The new version is based on the latest Ubuntu 24.04, updates several of its components, and also includes a new and experimental command-line interface.
We looked at Rescuezilla 2.4 a couple of years ago, and this version is a relatively modest change as the 0.1 bump in its version number suggests. Saying that, though, it is good to see that the project is in fact getting updated. It originated as a fork of what's now called Redo Rescue, whose website still proudly says: "Version 3.0 now available!" - although that came out in 2020. Redo Rescue version 4.0 was released in 2021, but as its developers still haven't updated the website to reflect that in three years, we have to ask if the project is actually still alive.
Rescuezilla could be described as "like Clonezilla but with a GUI". Clonezilla - which was also updated last month - is a sort of FOSS replacement for Norton Ghost. It can read almost any format of HDD or SSD and image it to either local media or a network share (and, of course, restore it again).
[image: Rescuezilla's main strength is imaging - or restoring - almost ever file system under the Sun]
Rescuezilla's main strength is imaging - or restoring - almost ever file system under the Sun - click to enlarge


Rescuezilla wraps similar functionality in a friendly graphical shell, based on a bootable LXDE ISO file. Its core disk-imaging functionality is based on partclone, and Rescuezilla 2.5 updates this to the latest partclone 0.3.27. That came out in October last year, and it in turn supports Btrfs 6.3.3, rather than Btrfs 5.11 as in the last release of Rescuezilla, which fixes an issue some users were having.


	Nix forked, but over politics instead of progress


	Linux 6.9 arrives, plus Torvalds indicates Arm64 will get a bit more love


	Fedora Asahi Remix 40 served on Apple Silicon


	Experimental remix finally brings the former Unity 8 back to Ubuntu


Although Rescuezilla is built around partclone, it can do other things as well. In addition to a file manager, image viewer, and some other useful basic tools, it also includes Gparted, as well as Christophe Grenier's PhotoRec and TestDisk text-only data-recovery tools. As such, we were surprised to find that it was missing built-in ZFS support since Ubuntu offers that as an option. It does have the tools for handling lots of other file systems pre-installed, though, including NTFS, JFS, VFAT and exFAT, and Apple HFS and HFS+.
[image: The Rescuezilla penknife has other blades, but they are a bit less shiny]
The Rescuezilla penknife has other blades, but they are a bit less shiny - click to enlarge


For Rescuezilla to really be the "Swiss Army Knife of System Recovery" as its creators describe it, we'd like to see some other tools thrown in. Some form of file deduplication tool such as jdupes or rmlint could be useful, for instance, and some cruft-cleaning tool such as BleachBit or Sweeper.
We suggest grabbing Rescuezilla now, before you need it.
Format a spare USB key with the very handy Ventoy, copy RescueZilla and maybe SystemRescue as well - version 11.01 appeared earlier this month - and maybe a spare official Windows ISO file and an ISO of your preferred Linux distro. Then you're prepared for almost anything short of total disk failure. (r)
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Appalling service levels at Britain's tax collector meant customers phoning in with inquiries were collectively left on hold for 798 years in fiscal 2023.
This is according to the National Audit Office (NAO), which found the time spent waiting in the 12 months to March last year was more than double the time wasted in fiscal 2020. It says digital channels intended to ease service pressures didn't help as expected.
The plan was to convince more citizens phoning in with questions about their taxes to consider using online services to resolve them more quickly. It was also intended to cut costs for His Majesty's Revenue and Customs (HMRC), and free up staff to tackle those needing extra support.
However, the NAO found that it is not clear how "far and fast digital will reduce demand for telephone calls and correspondence services." It also reckons digital services are best suited to "straightforward queries and reporting changes in customers' circumstances."
HMRC has not done enough to raise awareness of alternative customer service channels, said the NAO, and the "quality of service provided by HMRC telephone and correspondence has been far below the levels expected in recent years, and has not met annual targets."
The ultimate aim is to handle 80 percent of queries within 15 days and it managed 73 percent, albeit better than 45 percent rates achieved during the pandemic.
The NAO said the number of telephone calls to HMRC has reduced, yet the amount of time advisors spend on a call has increased - it was up to 23 minutes in the first 11 months of fiscal 2024. This means the call-handling workload pressures have reduced more slowly than forecast. More taxpayers hold multiple jobs and often have more complex needs, and fiscal drag has brought more taxpayers into the system, the NAO said.
This meant proposed headcount reductions could not be realized, the watchdog said. HMRC expunged 9 percent between fiscal 2020 and fiscal 2024. Budget constraints mean it now needs to cut staff numbers by 14 percent, according to the NAO.


	Brexit border system outage puts perishable goods transport in peril


	UK govt office admits ability to negotiate billions in cloud spending curbed by vendor lock-in


	Fujitsu's 30-year-old UK customs system just keeps hanging on


	HMRC launches PS500M procurement for new ERP, though project's already a 'red' risk


In March, HMRC said it would restrict a number of helplines, including the Self Assessment helpline for six months. This was to ease funding pressures, but after just one day the tax collector U-turned. A more realistic plan to cut services being replaced with digital channels and to market them more effectively is something HMRC must consider, the watchdog concluded.
"HMRC's telephone and correspondence services have been below its target service levels for too long," said Gareth Davies, head of the NAO.
"While many of its digital services work well, they have not made enough of a difference to customers, some of whom have been caught in a declining spiral of service pressures and cuts. HMRC has also not achieved planned efficiencies.
"HMRC must allow more time for these services to bed in and understand the difference they make before adjusting staffing levels."
This isn't the first time HMRC has been criticized for poor telephone support. The Public Accounts Committee also pulled the authority over hot coals in March.
An HMRC spokesperson told The Register: "While customer service standards on our phone lines are still not where we want them to be, we're making strong progress in our efforts to improve our customer service and additional funding has been confirmed by the government this week.
"Millions more people used our highly rated online services last year - saving them waiting on the phone and freeing up our advisors to deal with those people who need extra support. We continue to encourage people to deal with us online or via the app where they can, and we are working to provide even better, easier and always-available online services. But, as we have recognised, these changes need to happen at a speed and in ways that our customers are comfortable with." (r)
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    Forget feet and inches, latest UK units of measurement are thinking bigger

    
Testing wind turbine blades the size of three rusty angel wingspans    
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Reg Standards Bureau The UK has announced new units of measurement as part of pronouncements on wind turbines by Prime Minister Rishi Sunak and the Department for Science, Innovation and Technology (DSIT).
While many might have expected meters and centimeters to be replaced by feet and inches as the UK throws off the shackles of the metric system, an announcement of a wind turbine test facility to be built in Northumberland as part of an PS86 million ($109 million) investment in the technology contained new measures that will need to be added to the National Curriculum.
Or The Register's online standards converter at the very least.
In a briefing, Sunak boasted of wind turbines, the size of which were "the equivalent of the Eiffel Tower, with blades bigger than Big Ben."
Big Ben - yes, we know that's the name of the bell, and there are several other names, including the Clock Tower and the Elizabeth Tower - is approximately 96 meters tall. That's quite a sizeable blade. By comparison, the blades at the Rampion Offshore Wind Farm, which lurks in the sea off Brighton, measure a paltry 55 meters.


	New measurement alert: Liz Truss inspires new Register standard


	Global tat supply line clogged as Suez Canal authorities come to aid of wedged 18-brontosaurus container ship


	Gummy bears as a unit of measure? The Reg Standards Soviet will not stand for this sort of silliness


	One does not simply shove elephants on a ballet shoe point and call it an acceptable measure of pressure


However, not to be outdone, DSIT has already moved on from the Big Ben as a unit of length, and adopted the wingspan of the Angel of the North as its preferred measurement. It announced that the Blyth facility in Northumberland will be able to test turbines with blades up to 150 meters long, or "three times the wingspan" of the public artwork.
According to Gateshead Council, the wingspan of the famous structure clocks in at 54 meters. DSIT appears to think it is only 50 meters, but for the sake of six Osmans, we'll cut them some slack.
There is also the potential to go to blades measuring 180 meters at the facility, or a few Osmans less than one Seattle Space Needle.
The Osman was added to The Register's online standards converter at the start of the COVID-19 pandemic as citizens attempted to grapple with advice on social distancing. Thanks to this invaluable tool, we can also reveal that those 150-meter blades are equivalent to just over 16 double-decker buses.
You're welcome. (r)
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    NCSC CTO: Broken market must be fixed to usher in new tech

    
It may take ten years but vendors must be held accountable for the vulnerabilities they introduce    
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CYBERUK National Cyber Security Centre (NCSC) CTO Ollie Whitehouse kicked off day two of Britain's cyber watchdog's annual shindig, CYBERUK, with a tirade about the tech market, pulling it apart to demonstrate why he believes it's at fault for many of the security problems the industry is facing today. 
In a speech-cum-call to industry, one which echoed many of the points made by CISA director Jen Easterly at RSA last week, Whitehouse thundered: "We know how to build cyber resilient technology. If you look at CHERI, there's a mechanism of addressing memory safety and legacy codebases through to rust and similar. We know how to do it technically.
"The challenge is we actually have a market problem and actually producing the level of cyber-resilient technology we actually want and we actually need. So, we have to ask ourselves, why is it that it's not being realized in practice?"
He pointed to the circa 14 percent increase in disclosed and registered vulnerabilities, the ones that intelligence agencies are aware of, that is, to illustrate the point. 
"We know that there are various adversaries who are amassing vulnerabilities and not disclosing them in the way that we want, and this is compound growth," he said.  
"Similarly, the claimed security efficacy of solutions is not realized in practice, either in a solution in isolation or in operations. We have claims, not meeting reality."
The presence of decades-old vulnerability classes pervade software still to this day, such as the recent spate of path traversal bugs, but they aren't blamed on lazy development so much as they are on technology debt - which is just one part of the broken market.
"We have levels of technical debt, extremely high levels in organizations, and in technology more generally. And the vulnerability when it is found, that technical debt is often really, really quite shallow."
One of the main issues around tech debt is that while we can measure it, the industry needs to impose a cost of negligence on failing vendors, and not simply allow them to escape that liability through their terms and conditions. 
The idea of holding vendors to account in this way and ensuring there are significant penalties for security failings is a core tenet of what would be an ideal reform of the market, in Whitehouse's view, and it's one the industry has held for years.
That view is of course the same as his counterparts at CISA too. At RSA last week, Easterly suggested the federal government should play a role in ensuring vendors are shipping secure products. 
There is, of course, the possibility that the money governments pay for software isn't sufficient to be a forceful enough lever for change. 
If one vendor can afford to lose a government sale while keeping their plethora of existing customers, then there's nothing stopping them from simply backing away and refusing to make the changes the industry needs.
That's where legislation, and to a point regulation comes in. If the cost-of-negligence burden is to be placed on the vendors, then it will likely have to come via the legal system. The regulatory and legislative process is often too slow to adapt to the changing tech industry, however.
On the flipside, vendors that demonstrate proactivity in embracing improved security practices, such as secure by design, should be incentivized to do so. Those incentives will likely center on transparency around software components and technical debt, and the negative reward of evading punishments for bad practice.
This discussion doesn't even touch upon the ever-present issue of security in open source software, which is an entirely different beast.


	UK and US lead international efforts to raise AI security standards


	RSA Conference 2024: The good, the bad, and the downright worrying


	World's governments to keep spending to erase technical debt


	UK's National Cyber Security Centre entry code cracks up critics


Fundamentally, the market in its current state is driven by value and cost, NCSC's CTO argued. "That is the enemy of cybersecurity," Whitehouse said, and cost is everything in the boardroom.
Cyber fatigue is rife among business decision-makers - many just want to be able to put a lump sum down, perhaps over just a few years, and have security addressed forever. It, of course, doesn't work like that, so the proper incentives need to be in place to ensure the focus on security is more of a marathon than a sprint.
Away from the current security threats, of which there are many, there is also a wave of exciting tech on the horizon. Like it or not, human-machine interfaces are coming, for example, but Whitehouse addressed this in a way that questioned whether the security industry is properly set up to welcome that technology into the world safely.
"We do not have a technology challenge. We know how to build cybersecurity-resilient technology. We have a fundamental market challenge to do so. So, how we incentivize that market to do it will be on us all in the next period if we want to ultimately win." (r)
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    HR expert says biz leaders scared RTO mandates lead to staff attrition

    
So why not drop the policy? Productivity bias or productivity paranoia perhaps    
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Evidence is mounting that tech companies' policies demanding staff return to the office are only serving to drive out the talent that became accustomed to remote work.
According to a Gartner-led survey of 3,500 employees in the tech industry undertaken in November 2023, 19 percent of non-executives said they'd quit over a return-to-office mandate, and an even larger proportion in management positions expressed similar sentiments.
[image: Endless rows of cubicles]
Return to Office mandates boost company profits? Nope

READ MORE
"While 58 percent of executives with a mandate to return to the office said their organization provided a convincing reason for the decision, many senior leaders are unwilling to come back into the office," said Caroline Ogawa, director of Gartner's HR practice.
In another Gartner poll run in September of 170 HR heads, some 63 percent voiced higher expectations of staff coming back to the traditional workplace; 34 percent said a mandated return was already in place, and 13 percent warned that "consequences" of not complying had "intensified".
Dell, Meta, IBM, Google, Wipro and many, many others have started to monitor the presence of employee at their desks. Repeated violations could limit promotion opportunities at some companies. Roblox took an ever harder line, telling staff that didn't want to return to find a new job.
Ogawa added: "An April 2024 Gartner survey of 64 HR leaders revealed 64 percent say senior leaders are concerned onsite requirements will increase attrition," she added.
Canalys predicted more than 18 months ago that tech businesses need to re-consider the metrics they use to evaluate how productive an employee is: because being tethered to a desk is not giving an accurate picture. Proximity bias, the analysis said, would have implications for staff retention.
Productivity paranoia remains a problem, something that Microsoft pointed out some time ago.
Amazon said last year that engineers worked better when together in person and Meta's policy concurred, adding that working side by side in the physical sense was essential to help new starters or graduate imbibe corporate culture.


	Working from home could kill career advancement, says IBM CEO


	Meta to use work badge and Status Tool to snoop on staff


	80% of execs regret calling employees back to the office


	Get your staff's consent before you monitor them, tech inquiry warns


Pandemic poster child Zoom also ironically said it wanted the workforce to return to the office, and put in place a swanky new office in London where "remote work" meets "we need you back in the office".
Just this week, research from the University of Michigan and the University of Chicago found a number of senior staffers exiting their employers including Microsoft, Apple and SpaceX due to RTO mandates. Microsoft contested the study.
Gartner's Ogawa pointed to research in April that almost two-thirds (64 percent) of HR bosses it spoke to said senior execs at their organizations "are concerned onsite requirements will increase attrition."
It's not all one-way traffic, though: Nvidia, Atlassian, Dropbox and others are sticking to their pledges to foster more hybrid, flexible working policies. Perhaps some researchers should look to see if those businesses are retaining more staff. (r)
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    Apple on track for quarter of all iPhones to be made in India by 2028

    
IT minister boasts of tech titan building network of local vendors    
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Apple is expected to have a quarter of all iPhones made in India by 2028, according to the country's IT minister.
Rajeev Chandrasekhar tweeted the tidbit, crediting Prime Minister Narendra Modi's Production Linked Incentive (PLI) scheme and adding: "Apple is moving to deepen the ecosystem by building a network of local vendors."
He included a screenshot of a local media report.
That report claims Apple has already begun work on building supply chains, even as a majority of its production will be undertaken by Taiwan's Foxconn and Tata Electronics, both of which have a presence in India. Foxconn is considered Apple's largest contract manufacturer.
In January of last year, India was responsible for only 5-7 percent of Apple's manufacturing - but by the end of 2023, 14 percent of iPhone production was handled there.
India currently produces the iPhone 12, 13, 14, and 15.


	China 'the most competitive market in the world' for the iPhone says Tim Cook


	Acer, Asus, Dell, HP, and Lenovo sign up for $42 billion scheme to make kit in India


	Apple wants a quarter of its products manufactured in India, claims minister


	Foxconn expands Vietnam factories, perhaps to help Apple diversify beyond China


PM Modi's PLI scheme is aimed at drawing in manufacturing in certain sectors through incentives and subsidies - including those relevant to Apple's electronics manufacturing sector.
The scheme conveniently aligns with Apple's plan of diversifying its supply chain beyond China. The consumer tech titan has in recent years also expanded manufacturing to Vietnam.
Prior to COVID and its factory shutdowns, it was estimated by market research firm Counterpoint that Foxconn's Zhengzhou factory produced 85 percent of all iPhones.
Back in January 2023, India's minister of commerce and industry, Piyush Goyal, claimed Apple was targeting "up to 25 percent." It's not understood if that means 25 percent is a hard stop, or if the transfer of production lines will continue to charge forward. (r)
    






        





This article was downloaded by calibre from https://go.theregister.com/feed/www.theregister.com/2024/05/16/apple_iphones_india/



	Previous
	Articles
	Sections
	Next





	Previous
	Articles
	Sections
	Next







    
        Original URL: https://www.theregister.com/2024/05/15/fbi_breachforums_ransomware/
    

    FBI takes down BreachForums ransomware website and Telegram channel

    
No more illicit gains, for a while at least    


    
        By 
Iain Thomson        
    

    
        Posted in Security,
        
            15th May 2024 22:31 GMT
        
    


    
The FBI, in combination with police around the world, have taken control of the website and Telegram channel of ransomware brokerage site BreachForums.
The action occurred on Wednesday, just days after the site hosted information apparently stolen from Europol's databases and marks the latest action against the pernicious site. Despite numerous takedowns of the site's operators it kept popping back up and now the cops have taken control of the site - for the time being.
"This website has been taken down by the FBI and DOJ with assistance from international partners," the site now reads. "We are reviewing the site's backend data. If you have information to report about cyber criminal activity on BreachForums, please contact us."
[image: breachforums]
End of the road, for now - Click to enlarge.


The operation was carried out by Five Eyes nations, as well as police from Switzerland, Iceland and Ukraine.


	Europol confirms incident following alleged auction of staff data


	Police pounce on 'pompompurin' - alleged mastermind of BreachForums


	BreachForums boss busted for bond blunders - including using a VPN


	Stolen-data market RaidForums taken down in domain seizure


BreachForums has been a constant thorn in the side of police for a while now and there have been some successes. Its former admin Conor Brian Fitzpatrick - aka "Pompourin" was sentenced to 20 years of supervised release in January after his arrest earlier that month, but the site popped up again to act as a broker for stolen data.
BreachForums took over from the previously taken down RaidForums website, which was shuttered in 2022 after another combined police operation. Both sites traded in stolen information and were pivotal to so-called double extortion attacks, where data is not only encrypted for ransom but also stolen and used to threaten victims with exposure if they didn't pay up.
"From June 2023 until May 2024, BreachForums (hosted at breachforums.st/.cx/.is/.vc and run by ShinyHunters) was operating as a clear-net marketplace for cybercriminals to buy, sell, and trade contraband, including stolen access devices, means of identification, hacking tools, breached databases, and other illegal services," the FBI's IC3 website says, and includes a for victims to add information to hunt for the perpetrators.
No doubt other forums of this kind will spring up but the takeover is a major blow to those who seek to extort folks using their own data. It's a multi-billion dollar industry now and there's no sign of a technical fix or a loss of motivation among the criminal set. (r)
    






        





This article was downloaded by calibre from https://go.theregister.com/feed/www.theregister.com/2024/05/15/fbi_breachforums_ransomware/



	Previous
	Articles
	Sections
	Next





	Previous
	Articles
	Sections
	Next







    
        Original URL: https://www.theregister.com/2024/05/15/us_army_contractor_data_loss/
    

    Crook brags about US Army and $75B defense biz pwnage

    
More government data allegedly stolen by prolific criminals    
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An extortionist claims to have stolen files from the US Army Aviation and Missile Command in August 2023, and now claims they are selling access to a $75 billion aerospace and defense company.
US Army Aviation and Missile Command (AMCOM) develops and maintains the Army's aviation, missile and drone capabilities
According to the criminal(s), who has been especially active lately and goes by the moniker IntelBroker -- and it's important to keep in mind that crims aren't necessarily the most trustworthy folks -- the AMCOM data dump includes maintenance tasks, PDFs, png files and some .txt files.
A spokesperson for the US Army didn't immediately respond to The Register's inquiries.
Hackmanac, an infosec firm that scours the dark web, spotted IntelBroker's alleged AMCOM leak. But added: "The confirmation or denial of these claims has yet to be verified."
Shortly afterwards the same individual or crew put up for sale what it alleges is data stolen from a $75 billion US aerospace and defense contractor. The compromised data, according to the leak site, includes a ton of code, including source software, swiped from the defense company's CI/CD pipeline, Bitbucket, Github and Apache SVN repositories.
The listing, spotted and shared via social media by Dark Web Informer, went up on Wednesday, with IntelBroker asking would-be buyers to "Message me offers. XMR only."


	Europol confirms incident following alleged auction of staff data


	Feds probe alleged classified US govt data theft and leak


	Home Depot confirms worker data leak after miscreant dumps info online


	Cybersec chiefs team up with insurers to say 'no' to ransomware bullies


This particular miscreant has been especially active in recent months targeting law enforcement and government agencies.
On Monday, Europol confirmed that it is investigating IntelBroker's claims about stealing confidential data from the Europol Platform for Experts user group.
"No core systems of Europol are affected and therefore, no operational data from Europol has been compromised," a spokesperson told The Register. 
The crook also bragged about stealing data belonging to the Pentagon and other national security agencies last month.
Also in April, Home Depot confirmed that one of its third-party vendors accidentally exposed some of its employees' personal details after IntelBroker purportedly shared the info on BreachForums, a site currently taken down by the Feds. 
At the time, the thief claimed to have posted a Home Depot database containing corporate information belonging to 10,000 employees from an April attack. (r)
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    Tesla nearing shareholder vote to grant Musk $46B

    
Fundamentals are for losers: It's a good time to head the worst performing stock in the S&P    
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Owners of Tesla stock will vote on June 13 to determine whether the company's CEO Elon Musk deserves a $46 billion payday.
The date of the vote was confirmed by the Wall Street Journal, which says company executives like Tesla board chair Robyn Denholm will campaign to convince shareholders to approve the measure. If the vote passes, Musk would get millions of shares worth about $46 billion according to current share valuations.
The vote is an attempt to reinstate a pay package shareholders agreed to in 2018 if Musk hit certain financial and stock price targets, which he did within just five years. The tycoon would have gotten his awarded shares earlier this year, when they were worth around $56 billion, if it weren't for a Delaware judge striking down the 2018 deal on grounds that the negotiation process was compromised the board's chummy relationship with Musk.
As for why Musk needs tens of billions of dollars, the reasoning is that Musk, the second richest man in the world, may consider leaving Tesla should he not be compensated for his work during his time as CEO. There is also an argument that the original vote should simply be honored since its overturning represents an infringement on the rights of owners of Tesla stock.
Tesla announced its intentions to hold a new shareholder vote in its proxy statement to the Securities and Exchange Commission last month. The proxy statement also asks shareholders to approve the company's move to Texas, which is probably related to Musk saying "never incorporate your company in the state of Delaware" after the original pay package was scrapped.
There's apparently even a campaign to convince shareholders to say yes to the award package, headed by Tesla chair Denholm, who met with investors in New York earlier this week and will do so again in June. Tesla has gone as far as running ads to get shareholders to vote yes.
Such a campaign might be needed in order for the vote to pass, which can only happen if a majority of voting shareholders agree. However, Musk, who owns 13 percent of Tesla stock won't be able to vote on the proposal, which means it comes down to the other 87 percent of shares. Of particular note is the fact that around 30 percent of all Tesla shares are owned by individual investors, which makes their vote count even more since Musk's shares are excluded.
Big institutional shareholders were not completely convinced back in 2018, such as investment management group Vanguard, and their support isn't guaranteed this time around either. The approval of individual investors, who tend to skip votes, could potentially shift the balance in Musk's favor. 
Convincing Tesla shareholders to give Musk billions of dollars will be challenging, as the stock is well down from its 2021 peak and has been the worst performing stock in the S&P500 this year, just slightly worse than Boeing.
That's a reflection of the company's dismal financials, as the company's results for the first three months of the year saw misses on pretty much every metric. Tesla is also going through chaotic back-to-back rounds of layoffs, which saw the near dissolution of its Supercharger division and then a sudden u-turn that brought some fired employees back. (r)
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    US senators' AI roadmap aims for $32B in R&D spending

    
'Reads like it was written by Sam Altman and Big Tech lobbyists,' say critics    
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A quartet of US senators have released an AI legislation roadmap that calls for billions of dollars in research funding, but largely kicks the can down the road on determining federal AI legislation.
The Driving US Innovation in Artificial Intelligence proposal [PDF] calls for as much as $32 billion per year to be spent on non-defense AI innovation. Led by Senate majority leader Chuck Schumer (D-NY), Todd Young (R-IN), Martin Heinrich (D-NM) and Mike Rounds (R-SD), said the funding would be phased in over a number of years. 
But that $32b figure isn't too far down the road - the roadmap said the senators concurred with the funding proposal put forward in 2021 by the National Security Commission on Artificial Intelligence, which recommended $32b in non-defense funding by the 2026 financial year, which begins in September. That leaves little time to allocate such a huge chunk of funding. 
"Harnessing the potential of AI demands an all-hands-on-deck approach and that's exactly what our bipartisan AI working group has been leading," Schumer said of the plan. 
As attention-grabbing as $32b annual spend on AI is, that's the only thing the report seems to refer to with much urgency. Everything else - like federal AI legislation to combat issues with the technology - is largely kicked down the road and passed off to committees. 
The roadmap presents some other policy priorities alongside AI funding, with enforcing "existing laws for AI," addressing national security risks posed by AI, examining election security threats from AI and promoting competition all mentioned. The senators said their arrived at their roadmap after spending a year speaking to various stakeholders at a series of AI insight forums.
Most interestingly, the foursome also called for the creation of a federal data privacy framework - something the US has long lacked and continues to strive for without a whole lot of progress. As for how the senators see their proposals being enacted - well, that's someone else's problem. 
"Our working group was able to identify key areas of policy that have bipartisan consensus," Schumer said. "Now, the work continues with our Committees, Chairmen, and Ranking Members to develop and advance legislation." 
In other words, there are a lot of proposals in there, but it's going to be up to individual committees and other lawmakers to sort them out and advance legislation - the group even said as much to reporters Tuesday night when discussing the proposal.
They want individual committees to handle their own particular AI bills instead of considering a single large package that has to make it through both the House and Senate. Schumer apparently plans to address the use of AI to influence elections soon, but didn't provide a timeline. 
"AI is not only complex, but it's rapidly evolving and it's so broad in its impact," Schumer said yesterday. "We've never ever dealt with anything like this before." 
Critics, however, say the bill seems tailor-made to appeal to the wants of the AI wing of Big Tech. 


	Republican senators try to outlaw rules that restrict Wall Street's use of AI


	US House mulls forcing AI makers to reveal use of copyrighted training data


	European Union lawmakers line up to defend world's first AI Act


	Law designed to stop AI bias in hiring decisions is so ineffective it's slowing similar initiatives


"Schumer's new AI framework reads like it was written by Sam Altman and Big Tech lobbyists," Fight for the Future director Evan Greer said of the roadmap.  
"The framework eagerly suggests pouring Americans' tax dollars into AI research and development," Greer added. "Meanwhile, there's almost nothing meaningful around some of the most important and urgent AI policy issues like the technology's impact on policing, immigration, and worker's rights."
Greer said there's "no serious discussion" of open source AI products in the roadmap either, which she said is indicative of a bias toward companies like Microsoft, Amazon and Google. 
"Lawmakers in DC are less interested in regulating responsibly and more interested in ... currying favor with those who stand to profit from unfettered AI," Greer added. "This roadmap leads to a dead end." 
Of course, with a presidential election looming, it's not clear if the House or Senate will be able to pass any meaningful AI legislation before November, especially if lawmakers up for reelection want to avoid wading into a hot button issue right before their constituents vote. (r)
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    Neuralink keeps losing the thread on brain implant wiring

    
Musk venture allegedly decided imperfect design was usable    
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Elon Musk's neurotech startup's revelation that the tiny wires on its chip implants came loose from its first human patient's brain might not have been a first.
The Neuralink N1 implant has 64 threads, each thinner than a human hair, through which is distributed a total of 1,024 electrodes. It's not clear how many slipped out of quadriplegic patient Nolad Arbaugh's brain, but Neuralink revealed earlier this month that it was able to work around the problem.
Anonymous sources affiliated with Neuralink told Reuters that the thin wires loosening issue had allegedly manifested previously, during animal testing. The design flaw is possibly related to the extremely small size of the implant wires.
The Food and Drug Administration (FDA) was also aware of the alleged issue, according to the report, which stated that Neuralink reported it to the agency, though the FDA declined to confirm or deny it had knowledge of the issue.
The first public disclosure of the wiring issue came when Neuralink announced that the first human patient to get a brain chip implant had experienced the issue. The brain tech company only confirmed this last week, but said that the wires started coming out of the patient's brain just weeks after the initial surgery in January.
Neuralink did not disclose how many of the threads had come loose, only mentioning that the bitrate had been reduced as a result. It was able to mitigate the wiring issue with a more sensitive algorithm; however, this workaround could become less effective if more threads detach.
Despite the potential that this would make the implant non-functional, Neuralink reportedly decided the risk was low enough and that a redesign wasn't necessary. The reasoning was apparently that while the issue could impair functionality of the implant, the retraction of wires from the brain wasn't causing any damage. This stems from an intentional design choice as the wires are meant to be easily removable without injury.


	Brain-sensing threads slip from gray matter in first human Neuralink trial


	World's first Neuralink patient enjoying online chess, long Civ 6 sessions


	Neuralink patient masters mind-mouse maneuvers - if Musk is to be believed


	Elon Musk's brain-computer interface outfit Neuralink tests its tech on a human


Had Neuralink gone with a wire design that anchored into the brain, two of the report's sources say, removing the wires either on purpose or accidentally could potentially damage brain tissue. Anchored wires would need to be permanently installed, a pretty big drawback for anyone who may want to upgrade or ditch their implants down the line.
However, another source said some kind of redesign might ultimately be necessary to progress with the medical trial.
Loose wires are allegedly not the only potential issue with Neuralink implants. During testing on pigs, it found that many subjects had developed a type of brain inflammation called granulomas, which normally occur in response to foreign objects or infections in the brain.
Although Neuralink reportedly determined internally that the granulomas were unrelated to the chip implant, it couldn't identify what caused it.
Concerns with testing Neuralink chips have persisted for years, and the FDA rejected requests to start performing trials on humans until a year ago. In 2022, the company's controversial animal testing came to a head when Neuralink was sued by an animal rights group and investigated by the US Department of Agriculture. (r)
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    Aghast iOS users report long-deleted photos back from the dead after update

    
Apple might be hanging on to nuked iPhone snaps for a while    


    
        By 
Matthew Connatser        
    

    
        Posted in Personal Tech,
        
            15th May 2024 19:30 GMT
        
    


    
Some iPhone users are reportedly seeing photos they had previously deleted resurface on their devices ever since updating to the latest version of iOS.
The user reports originate from Reddit, and it's not just a couple of Apple users experiencing issues. By our count, 16 people who deleted their photos say they've come back. The deleted photos are apparently marked as recently added, making it very obvious which have made a comeback.
One user says that even photos from 2010 reappeared, and that they have "deleted them repeatedly."
The Register was able to find a handful of instances of X users reporting the same problem. However, if the bug (assuming it does exist) was widespread, there would likely be far more reports across social media in general.
The recent complaints were preceded by a different Reddit thread where three users reported the exact same thing happening in the beta version of iOS 17.5.
The users connect the return of deleted photos to updating to the latest iOS version 17.5, and there are all sorts of theories on what causes the issue. The basic premise for all theories is that the photos aren't entirely deleted, and that they stick around either through local storage or within iCloud.


	Samsung sole winner as US smartphone market hits sixth quarterly decline in a row


	Meta, Spotify break Apple's device fingerprinting rules - new claim


	Apple confirms iPadOS will fall under its Alternative Business Terms in the EU


	Apple sales slip, but investors offered bite of $110B stock buyback


The local storage theory hinges on the fact that the act of clicking delete on iOS and other operating systems usually doesn't destroy data because actually deleting the information for good requires overwriting it. Instead of doing the intensive process of overwriting files with zeroes every time someone wants to delete something, most of the time the area where such code is stored is marked as free to use, and the data will be overwritten over time by newly made files.
The other idea is that Apple is keeping user photos in the iCloud storage service for a very, very long time, and that it's the source of the revived photos. This theory has some credibility, if we can believe the user that said photos from 2010 re-emerged, which is questionable through local storage since the user must have gone through at least a couple different devices in the last 14 years.
What actually causes the photos to get added back to users' devices is also unclear, although some suggest it's due to a bug fix that went too far. Some users previously reported disappearing photos on older versions of iOS 17, and the fix may have resulted in both accidentally and purposefully deleted photos being brought back to life.
If the issue is genuine, it wouldn't be the first time iCloud has kept its hands on data after it was supposedly deleted, despite Apple's emphasis on the privacy of its users. Back in 2017, iCloud was patched to fix a glitch where user browser history was retained for up to a year or so.
The Register asked Apple to comment. (r)
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    Senate AI roadmap's piecemeal legislation is ideal, says former FTC tech chief

    
Smaller bills mean more fine-grained control over vastly different AI products    
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            15th May 2024 19:00 GMT
        
    


    
interview The AI legislation roadmap published this week by a bipartisan group of US senators hasn't pleased everyone, but the Federal Trade Commission's former chief technologist believes it takes the perfect approach. 
Neil Chilson, who served as FTC acting chief technologist from 2017-2018, said that the roadmap's approach of prioritizing a bunch of small legislative efforts over one big AI bill makes good sense. 
"It's such a broad, general purpose technology," Chilson said of AI, "So it wouldn't make a lot of sense to have a single rule." He opined that allowing representatives to focus on their areas of expertise and committee assignment could lead to sector-specific approaches that end up being far more effective. 
The roadmap also touches on AI threats to elections, which coauthor Senator Chuck Schumer said is a priority area for him in the runup to the 2024 presidential election. Chilson isn't so sure there's actually that much of a threat to be spending time on. You can see the full interview with his reasoning below.

  Youtube Video

The Abundance Institute, where Chilson serves as head of AI policy, has been looking into AI election interference, and he said it's discovered far fewer actual threats than the world is making things out to be.
"Our AI and elections tracker identified 7,500 plus media articles since January 21st of this year talking about the potential of AI to upend the election," Chilson told us. "Out of all of those discussions, we only found three actual incidents, the most famous being the Biden robocall in New Hampshire." (r)
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    Clean Air Act complaint paints smoggy picture at Tesla Fremont factory

    
The cars might be zero emission, but accusers claim the paint shops aren't    
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            15th May 2024 18:30 GMT
        
    


    
Tesla is facing a lawsuit brought under the US Clean Air Act by the Environmental Democracy Project (EDP) claiming pollution from its Fremont facility.
According to the complaint [PDF]: "Tesla has exposed residents and workers in the area surrounding the Fremont Factory to excess amounts of air pollution, including nitrogen oxides, arsenic, cadmium, and other harmful chemicals. These exposures are extensive and ongoing."
The complaint, filed in a California District Court, alleges that the Fremont facility has violated the Clean Air Act "hundreds of times" since January 2021.
The complaint concerns the paint shops at the facility, which, the filing alleges, "emit significant amounts of hazardous and criteria air pollutants."
Tesla has a permit to operate but must also notify authorities when it breaches the terms of the permit. According to the complaint, Elon Musk's automotive company reported more than 90 instances of non-compliance after emissions of nitrogen oxides, arsenic, cadmium, and "other harmful chemicals" between January 2022 and June 2023.
The Clean Air Act [PDF] was first enacted in the US in 1955. It received major updates in 1970, 1977, and 1990, and the last update was on September 13, 2022. The act sets emission standards and mandates emission controls for sources of 187 hazardous air pollutants.


	German plod defend Tesla gigafactory from eco-warriors


	Tesla accused of union buster bluster at Buffalo factory


	Transport watchdog's patience wears thin as Tesla Autopilot remedies may not be enough


	Tesla devotee tests Cybertruck safety with his own finger - and fails


Fremont's problems appear to be caused by frequent equipment breakdowns, which allow pollutants to escape into the atmosphere. Tesla has already come under scrutiny by the US Environmental Protection Agency (EPA) over violations of the Clean Air Act by the Fremont facility, which it settled after paying a $275,000 fine.
The earlier penalty resulted from violations from October 2016 through September 2019, which included failing to track emissions, devise ways of working to minimize emissions and recordkeeping around hazardous pollutants.
Musk was warned that the lawsuit was on its way, with 60 days' notice given to Tesla.
The EDP has asked for an injunction to prohibit Tesla from violating its permit and called for civil penalties of up to $121,275 per day (or an amount adjusted for inflation) for each violation of the Clean Air Act.
The Register contacted Tesla for comment and will update this piece should the company respond. (r)
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    Dublin debauchery derails Portal to NYC in six days flat

    
Webcam art installation quickly descends into public Chatroulette    
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Doomed internet cesspits Omegle and Chatroulette should have been warning enough of what happens when a webcam is placed between random strangers, yet the Portal art project linking New York City to Dublin didn't last a week before being shut down.
Among the examples of "inappropriate behaviour" flaunted before the Portal were derrieres, members, raunchy dancing, thrown eggs, drug use, and middle fingers. Nastier still were images of swastikas and the twin towers on 9/11. Thankfully, the giant webcam does not transmit audio.
Most of the unruliness was coming from the Irish side, leading the New York Post to dub it the "portal to hell," though one US adult content creator thought "the people of Dublin deserved to see my New York homegrown potatoes" as "revenge" for the World Trade Center taunt.
She reportedly went on to make around $10,000 in new OnlyFans subs. The Register cannot confirm whether the potatoes are organic.
[image: New York side of the Portal to Dublin]
New Yorkers greeting Dubliners - click to enlarge


Ahead of pulling the plug at 10pm local time last night, Dublin authorities said: "The team behind the Portal art sculpture ... has been investigating possible technical solutions to inappropriate behaviour by a small minority of people.
"Dublin city council had hoped to have a solution in place today, but unfortunately the preferred solution, which would have involved blurring, was not satisfactory.
"As a result the Portal will be switched off at 10pm tonight and the team at Portals.org have told us they expect it will be switched back on later this week."
The launch was daubed in optimism and naivety. Dublin lord mayor Daithi de Roiste said at the time: "I would encourage Dubliners and visitors to the city to come and interact with the sculpture and extend an Irish welcome and kindness to cities all over the world," while the project bills itself as a "bridge to a united planet" - a bridge that may now have to be burned.
The Portal was opened on May 8, meaning it took just six days for bad behavior to overwhelm the project. The problem seems to be the Dublin installation's location, which is on the corner of North Earl Street and O'Connell Street, in the heart of the city center.


	Vantage enters crowded Irish datacenter market with new Dublin site


	Workday abandons new-build Dublin office project


	Digital Realty wants to turn Irish datacenters into grid-stabilizing power jugglers


	Irish power crunch could be prompting AWS to ration compute resources


"Why did they put it here? They're all mad on this street. At night-time it's like The Purge," one resident told The Guardian. The New York Post also blamed the "pub-lined Dublin thoroughfare" and its "Guinness-glugging patrons" for the Portal's descent into lewdness. The New York screen is at the junction of Broadway, Fifth Avenue, and 23rd Street on the Flatiron Plaza.
The project is designed by Lithuanian artist Benediktas Gylys, with each installation featuring an 8ft screen and weighing 3.5 tonnes. The first example connected the Lithuanian capital of Vilnius with Lublin in Poland back in 2021, though we're going out on a limb here in suggesting that those exchanges were much more civilized as we cannot recall ever hearing about it before.
Irish Independent journalist Amy Donohoe despaired at Dubliners' conduct, writing: "Anyone who goes and stands in front of the portal is representing our little country, but if we're showing off a drunken culture and being offensive, it could potentially affect tourism in Ireland in the long run. People may not want to come here if this is what they're seeing."
If any English, Scottish, or Welsh cities were in the running for a Portal, they should probably be struck off immediately. (r)
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    A Chinese crypto farm next to a nuclear missile base? Not on my watch, says Biden

    
White House contends MineOne's equipment could be used to for surveillance and espionage    
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If you're a majority Chinese-owned company looking for cheap real estate in the US, you might want to steer clear of American missile silos and military bases.
Cryptomining firm MineOne found this out the hard way after President Joe Biden signed an executive order on Monday forcing the blockchain biz to sell its facilities, located outside Cheyenne, Wyoming, within 120 days.
Why? The China-backed MineOne facility is located less than a mile from the Francis E. Warren Air Force base, where a not insignificant number of nuclear tipped Minuteman III intercontinental ballistic missiles are housed. This, according to the White House, makes MineOne a national security risk.
"There is credible evidence that leads me to believe that MineOne Partners Limited, a British Virgin Islands company ultimate majority owned by Chinese nationals... through the acquisition of certain real estate that is located within 1 mile of Francis E. Warren Air Force base... might take action that impair the national security of the United States," the order reads.
MineOne acquired the property in 2022 with the goal of operating a crypto mining facility on the site, the order states. However, the sale wasn't registered with the Committee on Foreign Investment in the United States (CFIUS) until after the government body received a tip from a member of the public about the facility.
The committee's subsequent investigation ultimately determined that at least some of the equipment housed at the datacenter is a security risk.
"The proximity of foreign-owned real estate to a strategic missile base and key element of America's Nuclear triad, and the presence of specialized and foreign sourced equipment, potentially capable of facilitating surveillance and espionage activities, presents a national security risk to the United States," the order reads.


	US, China agree to meet in Switzerland to discuss most pressing issue of all: AI use


	Hypothetical TSMC invasion 'absolutely devastating' says Raimondo


	America will make at least quarter of advanced chips in 2032, compared to China's 2%


	US commerce department yanks back Huawei export licenses


Normally, the CFIUS would work with MineOne to negotiate a resolution to the national security concerns. But in this case it was determined that no such remedy would be adequate.
MineOne now has 120 days to sell the property and 90 days to remove the offending equipment, as well as halt any new construction and/or other improvements, barring any extensions granted by the CFIUS.
The executive order also placed limits on who MineOne could sell to, presumably in an attempt to prevent the datacenter from being transferred into another foreign firm. If MineOne fails to comply with the order, the White House has authorized the Attorney General to take any steps necessary to enforce it, which presumably includes seizing property and assets.
The Register has reached out to MineOne for comment; we'll let you know if we hear anything back. (r)
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