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      Biting the hand that feeds IT -- Enterprise Technology News and Analysis


      
        Chucking Trump etc off Twitter after Jan 6 provides data for misinfo experiment
        Lindsay Clark

        This study is bad, so so bad. The worst study ever. Did you know Hillary Clinton created ISIS? After convicted criminal and twice indicted former president Donald Trump and 70,000 other accounts were booted from Twitter following the January 6 riots, the spread of misleading information on the platform fell....

      

      
        Meta faces multiple complaints in Europe over plans to train AI on user data
        Richard Speed

        Opt out or prepare for your posts to be ingested Meta's plans to use customer data in AI training have resulted in complaints to data protection authorities in 11 European countries.... 

      

      
        Dominant AI players Nvidia, Microsoft, OpenAI face US antitrust inquiries
        Dan Robinson

        Hmm... world's most valuable companies furthest ahead with world's most coveted tech. WCGW? Microsoft, OpenAI, and Nvidia are set to be investigated for potential antitrust violations with regard to their dominant positions in the burgeoning AI industry, according to reports....

      

      
        Ariane 6 ready to rocket, bringing heavy-lift capability back to Europe
        Richard Speed

        Just a wet dress rehearsal left before debut launch The much-delayed Ariane 6 rocket is scheduled to launch on July 9 from Europe's Spaceport in French Guiana....

      

      
        AI PCs might solve a real problem: The 'friction' that sees users ignore security
        Simon Sharwood

        Trend Micro says cloudy email scans trigger GDPR warnings that deter users. Local models that use NPUs don't Computex  Trend Micro has outlined how it will tailor its desktop security software for AI PCs, and thinks it might improve security in ways that normal, bog-standard PCs can't match....

      

      
        Uncle Sam seeks to claw back $5M+ stolen from trade union through spoofed email
        Connor Jones

        Funds are currently seized after being sent to offshore accounts The US Justice Department is seeking permission to recover more than $5 million worth of funds stolen from a trade union by business email compromise (BEC) scammers.... 

      

      
        Tetris Company celebrates classic game's 40th birthday
        Brandon Vigliarolo

        You're not a 1985 truther, are you? We hate to be the ones to break it to all you El Reg readers, but we're informed the classic video game Tetris is turning 40....

      

      
        Atos defers its own D-Day to ponder financial rescue decision
        Dan Robinson

        Restructure saga kicked into next week, investors unamused Crisis-ridden tech giant Atos has further delayed a decision on its restructuring, putting back until next week the choice of a rescue package to reduce the company's debt and get its finances back in shape....

      

      
        Microsoft shows venerable and vulnerable NTLM security protocol the door
        Richard Speed

        Time to get moving if you still rely on this deprecated feature Microsoft has finally decided to add the venerable NTLM authentication protocol to the Deprecated Features list....

      

      
        Sodium ion batteries: Yet another innovation poised to be dominated by China
        Brandon Vigliarolo

        Coming SiB boom will be a Chinese one while the West is years behind, industry watcher tells us Interview  The burgeoning sodium ion battery industry is poised for a big year, says one analyst, though the US and its friends may miss out as China whizzes by....

      

      
        7-year-old Oracle WebLogic bug under active exploitation
        Connor Jones

        Experts say Big Red will probably re-release patch in an upcoming cycle A seven-year-old Oracle vulnerability is the latest to be added to CISA's Known Exploited Vulnerability (KEV) catalog, meaning the security agency considers it a significant threat to federal government.... 

      

      
        BT chief blames regulations for UK lagging in next-gen network rollout
        Dan Robinson

        Someone noticed Britain's about to elect a new govt, amirite? The latest CEO of UK telecoms giant BT says that Scandinavian nations are far more developed than Britain when it comes to telco infrastructure, and the government needs to overhaul regulations to fix this....

      

      
        Can AI models trained on human speech help us understand dogs?
        Lindsay Clark

        What's that Lassie? Our nefarious AI overlords are about to take over the world? You must be barking People who want to understand their dogs might be about to be given a helping paw by AI, according to the latest study....

      

      
        Microsoft Research chief scientist has no issue with Windows Recall
        Thomas Claburn

        As tool emerges to probe OS feature's SQLite-based store of user activities Asked to explore the data privacy issues arising from Microsoft Recall, the Windows maker's poorly received self-surveillance tool, Jaime Teevan, chief scientist and technical fellow at Microsoft Research, brushed aside concerns....

      

      
        Tokyo takes on Tinder by developing its own dating app it hopes will arrest population decline
        Laura Dobberstein

        We're from the government and we want you to find love and procreate The city of Tokyo plans to launch a dating app in coming months, in the hope it helps to address Japan' declining population....

      

      
        Wi-Fi can watch your heart beating, Taiwan's datacenter power outfit Delta finds
        Simon Sharwood

        May come in handy for healthcare orgs, or to turn you off private 5G Computex  Delta is a Taiwanese company that specializes in power management kit, the sort of thing that datacenters need. It's therefore very much in demand right now but also, as revealed in the final keynote address of the 2024 edition of the Computex conference, undertakes some tangential R&D... 

      

      
        Google takes on virtual desktops with acquisition of app-streamer Cameyo
        Simon Sharwood

        Legacy apps on Chromebooks is the goal, which won't terrify VDI incumbents like Citrix and Omnissa Google has decided to take on the likes of Citrix and VMware by acquiring an outfit called Cameyo whose tech makes it possible to stream apps into browsers - including on Chromebooks....

      

      
        Synology stretches into a backup appliance, with object stores to come
        Simon Sharwood

        Would like to vanquish Veeam and Veritas, but tidying up backup rigs is an easier job Computex  Taiwanese storage vendor Synology has revealed a range of backup appliances....

      

      
        FTX's $24B tax bill written down to just $200M
        Brandon Vigliarolo

        No, this isn't the weird logic of cryptocurrency infecting the IRS. It's a 'Fight us and everyone loses even more' kinda deal Imploded cryptocurrency exchange FTX owes a lot of people a lot of money - but has convinced America's tax collectors at the IRS to give it a massive discount on its $24 billion tax bill....

      

      
        Elon Musk confirms 12K H100s ordered for Tesla were instead prioritized for xAI
        Matthew Connatser

        Tycoon's private firms got Nvidia GPUs first because automaker couldn't use them yet Comment  Tesla CEO Elon Musk has confirmed he redirected Nvidia H100 GPUs intended for the car manufacturer to X and xAI, two private firms he owns....

      

      
        TikTok confirms CNN, other high-profile accounts hijacked via zero-day vulnerability
        Jessica Lyons

        Beware of zero-click malware sliding into your DMs Miscreants exploited a zero-day in TikTok to compromised the accounts of CNN and other big names. The app maker has confirmed there was a cyberattack, and that it has scrambled to secure accounts and prevent any further exploitation.... 

      

      
        To solve AI's energy crisis, 'rethink the entire stack from electrons to algorithms,' says Stanford prof
        Thomas Claburn

        Think biologically not digitally to go from megawatts to watts, HAI gathering told The Stanford Institute for Human-Centered Artificial Intelligence (HAI) on Wednesday celebrated five years of cat herding, which is to say shepherding the responsible development of machine learning....

      

      
        What is RansomHub? Looks like a Knight ransomware reboot
        Jessica Lyons

        Malware code potentially sold off, tweaked, back at it infecting victims RansomHub, a newish cyber-crime operation that has claimed to be behind the theft of data from Christie's auction house and others, is "very likely" some kind of rebrand of the Knight ransomware gang, according to threat hunters....

      

      
        High-flying drones on a leash could blow traditional wind turbines away
        Brandon Vigliarolo

        Bristol researcher granted PS375K to improve airborne wind energy systems We may be inching closer to a post-turbine wind energy future if a grant awarded to a University of Bristol boffin for wind-harvesting, ground-tethered drone research is any indication of things to come. ...

      

      
        DuckDB promises greater stability with 1.0 release
        Lindsay Clark

        In-process OLAP database flies the nest DuckDB has become a fully fledged database release with its 1.0 iteration, promising a new data model and greater stability to enhance backwards compatibility....

      

      
        Boeing's Starliner makes it into orbit at long last - with human crew aboard
        Richard Speed

        Let's get that brave duo to the ISS and then home to Earth safely Boeing's NASA-backed Starliner crew capsule, at long last, successfully blasted off from a Florida launch pad today with two brave humans onboard.... 

      

      
        After contentious Amazon datacenter fight, US county says it has learned a lesson
        Brandon Vigliarolo

        'We love our farms' says Culpeper, but we also like internet mega-souk and others setting up servers Interview  When we last checked in on Culpeper County, Virginia, folks there were contesting the construction of an Amazon datacenter while officials sought to attract more server-hosting estates to the area....

      

      
        Emergency patches released for critical vulns impacting EOL Zyxel NAS boxes
        Connor Jones

        That backdoor's not meant to be there? Zyxel just released security fixes for two of its obsolete network-attached storage (NAS) devices after an intern at a security vendor reported critical flaws months ago....

      

      
        Study finds 268% higher failure rates for Agile software projects
        Richard Speed

        In praise of knowing the requirements before you start cranking out code A study has found that software projects adopting Agile practices are 268 percent more likely to fail than those that do not....

      

      
        Airbus shows off uncrewed AI-powered Wingman for fighter pilots
        Brandon Vigliarolo

        I feel the need, the need for ... a Euro-made military drone Updated  AI-piloted drones that accompany and assist human-piloted fighter jets are very much on military minds - and Airbus is showing off its take on the technology. ... 

      

      
        Australia drops legal action that aimed to have X take down stabbing vid
        Simon Sharwood

        Musky network celebrates free speech win ... after not opposing takedown of similar fare Australia's eSafety commissioner has ended legal action that aimed to compel social network X to take down a video depicting a knife attack on a clergyman classified as an act of terror under local law....
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    Chucking Trump etc off Twitter after Jan 6 provides data for misinfo experiment

    
This study is bad, so so bad. The worst study ever. Did you know Hillary Clinton created ISIS?    


    
        By 
Lindsay Clark        
    

    
        Posted in Personal Tech,
        
            6th June 2024 16:45 GMT
        
    


    
After convicted criminal and twice indicted former president Donald Trump and 70,000 other accounts were booted from Twitter following the January 6 riots, the spread of misleading information on the platform fell.
Perhaps it is common sense, but the finding is backed by a peer-reviewed paper published in the scientific journal Nature this week.
The study led by David Lazer, professor of political science and computer and information science at Northeastern University, shows that the sudden decision to deplatform 70,000 misinformation traffickers in response to the violence at the US Capitol on 6 January 2021 "reduced circulation of misinformation by the deplatformed users as well as by those who followed the deplatformed users."
With social media increasingly consuming people's attention at the expense of conventional media such as newspapers, radio, and television, its impact on political discourse is under the spotlight.
Lazer and team looked at a panel of 599,686 US-based users of Twitter -- now known as X -- who posted at least one URL during the 2020 election and found that about 1,361 (or 0.25 percent) of them were deplatformed between January 8 and 12. However, this tiny proportion of users were found to be responsible for 4.35 percent of content on Twitter and 24.13 percent of all the misinformation shared amongst the panel. Meanwhile, 26.4 percent of the users on the panel followed one of the removed accounts.
After the accounts were taken off Twitter, researchers found an average daily reduction of 103 tweets associated with misinformation URLs when analyzing posts between June 2020 and January 2021. Users who followed the banned accounts were likely to share less misinformation to other users after the misinformation accounts were removed, the study revealed.
The researchers noted that social media platforms publish content moderation guidelines curtailing the publication of misinformation.
"However, content suppression results in difficult business decisions for tech companies. It is well-established that social media users post a considerable volume of misinformation, and that political content is more engaging and extreme content perhaps especially so. Because of these engagement patterns, curation policies that optimize engagement metrics may promote content that fosters polarization, divisiveness and extremism, and tech companies often find themselves under intense political pressure to limit the extent to which their platforms undermine democracy and the public interest," the paper said.


	Elon Musk says he doesn't want 100% tariff on China-made electric vehicles


	Graph database shows Biden outspends Trump in social media ad war


	Biden cranks up the heat on China with wall of tech tariffs


	Destroying offshore wind farms is top priority for Trump if he returns to presidency


The researchers were clear that the paper does not prove that the deplatforming of the accounts had a causal impact on misinformation. "There is no way for us to fully separate the effect of the insurrection and other real-world political events from Twitter's enforcement," the study added.
However, it also says that many "misinformation super-sharers" and traffickers in content from QAnon -- a far-right conspiracy theory group born on the 4chan forums whose beliefs include Pizzagate, deep state geopolitical conspiracy claims and more -- chose to leave Twitter after it toughened its enforcement of rules. That trend could also account for some of the reduction in harmful content, the study said.
"Twitter (now X) is now owned by X Corp and ultimately by Elon Musk, under whose ownership content moderation has been vastly scaled back. Irrespective of the future of X as a platform, we can be sure that social media platforms will continue to have a key role in civic discourse," the researchers said. (r)
Bootenote: Yep, Trumpster actually said that about Clinton.
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    Meta faces multiple complaints in Europe over plans to train AI on user data

    
Opt out or prepare for your posts to be ingested    


    
        By 
Richard Speed        
    

    
        Posted in AI + ML,
        
            6th June 2024 15:45 GMT
        
    


    
Meta's plans to use customer data in AI training have resulted in complaints to data protection authorities in 11 European countries.
The complaints were filed by privacy activist group noyb following updates to Meta's privacy policy. The updates are due to take effect on June 26.
The main issue, according to noyb, are proposals by Meta to use years of posts - including images - "to develop and improve AI at Meta." Private messages between the user and friends and family are not used to train the company's AIs.
Rather than Meta asking for consent, users must opt out of the default data slurp. Once the data has been entered into the models, there appears to be no option to extract it. The Register asked Meta how a user would go about removing their data, but the company has yet to respond.
Noyb founder Max Schrems said: "Meta is basically saying that it can use 'any data from any source for any purpose and make it available to anyone in the world,' as long as it's done via 'AI technology.' This is clearly the opposite of GDPR compliance."
He added: "'AI technology' is an extremely broad term. Much like 'using your data in databases,' it has no real legal limit. Meta doesn't say what it will use the data for, so it could either be a simple chatbot, extremely aggressive personalized advertising or even a killer drone. Meta also says that user data can be made available to any 'third party' - which means anyone in the world."
A spokesperson for Meta told The Register: "We are confident that our approach complies with privacy laws, and our approach is consistent with how other tech companies are developing and improving their AI experiences in Europe."


	Microsoft accused of tracking kids with education software


	OpenAI slapped with GDPR complaint: How do you correct your work?


	EU tells Meta it can't paywall privacy


	Meta's pay-or-consent model hides 'massive illegal data processing ops': lawsuit


Ah, yes, the old "Well, everyone else is doing it, so why can't we?" defense.
The Register understands that Meta has talked to the Irish Data Protection Commission (DPC) about its plans, which prompted noyb to thunder that the "Irish DPC is complicit (again)."
Schrems said: "It seems that the DPC's new management is just continuing to make illegal 'deals' with big tech companies from the US. It is mind-boggling that the DPC continues to let the misuse of the non-public personal data of about 400 million European users go unchecked."
The 400 million figure comes from the number of European users that would have to opt out via an objection form, based on data published by Statista.
Time is also short for opting out of the slurp. The new policy goes into effect on June 26, and without a clear way of extracting data once it has been ingested, any opt-outs will need to have been actioned by then.
Meta has a long history of travails with the EU over privacy and data collection. The corporation's plans for a "Pay or OK" model, where customers can pay a subscription to avoid targeted ads, have attracted criticism from privacy campaigners and authorities alike. (r)
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    Dominant AI players Nvidia, Microsoft, OpenAI face US antitrust inquiries

    
Hmm... world's most valuable companies furthest ahead with world's most coveted tech. WCGW?    


    
        By 
Dan Robinson        
    

    
        Posted in AI + ML,
        
            6th June 2024 15:00 GMT
        
    


    
Microsoft, OpenAI, and Nvidia are set to be investigated for potential antitrust violations with regard to their dominant positions in the burgeoning AI industry, according to reports.
An agreement is said to have been reached whereby the US Department of Justice (DoJ) will take the lead on looking into the behavior of GPU giant Nvidia, while the Federal Trade Commission (FTC) is to carry out a similar probe into generative AI developer OpenAI and its relationship with Microsoft, or so says The New York Times.
The FTC declined to comment, and the DoJ had not responded to our request at the time of publication.
All three companies have been riding the wave of interest and investment in AI over the past several years, especially since OpenAI unleashed ChatGPT onto the world towards the end of 2022.
Microsoft, which is a key investor in OpenAI, is currently the world's most valuable company, with an estimated worth of $3.15 trillion, while Nvidia is now in second place with a valuation of $3.012 trillion, driven by huge demand for its AI accelerator hardware.
The issue with Microsoft is that it has sunk a huge amount of money into OpenAI - said to total as much as $13 billion - as well as making deals with other AI companies. The investigation will consider if this relationship gives the pair an unfair advantage, particularly around the technology for large language models such as ChatGPT.
[image: Microsoft CEO Satya Nadella]
Microsoft hits Inflection point, peels off top personnel to form AI division

READ MORE
Nvidia dominates the GPU market with an estimated 80 percent share, according to some figures, although it is starting to face more competition from rivals such as Intel and AMD. That alone leaves the company open to claims it is a monopoly, especially as many of its software tools work only with its own GPUs.
According to news site Politico, the agreement between the DoJ and FTC over the investigations has been negotiated for nearly a year, as the two agencies share antitrust enforcement in the US but must clear any investigation with their counterpart first.
Both agencies said it was vital to ensuring that the rapidly growing artificial intelligence market was not dominated by the existing tech giants, but an agreement was needed before work could begin.
The FTC has also opened another investigation into whether a $650 million deal between Microsoft and another AI outfit, Inflection AI, may have been structured to avoid scrutiny from regulators while effectively being an acquisition.


	Google's in-house docs about search ranking leak online, sparking SEO frenzy


	Microsoft's FOMO after seeing Google AI drove investment in OpenAI


	Open Source world's Bruce Perens emits draft Post-Open Zero Cost License


	Microsoft and Amazon's AI ambitions spark regulatory rumble


As reported by The Register in April, Microsoft created an AI division headed by Mustafa Suleyman and Karen Simonyan, founders of InflectionAI, then much of the company's workforce transferred to the Redmond giant and it also got the right to use Inflection's models as part of the deal.
The move is said to have also attracted the attention of regulators in the European Union, who are already looking into Microsoft's investment in OpenAI and another AI operation called Mistral.
According to The New York Times, the moves indicate that regulators are increasingly concerned about the AI industry and are beginning to put it under closer scrutiny. With this and legal action regarding the unauthorized use of copyrighted content in order to train AI models, it looks like the AI industry could be in for a bumpy ride. (r)
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    Ariane 6 ready to rocket, bringing heavy-lift capability back to Europe

    
Just a wet dress rehearsal left before debut launch    


    
        By 
Richard Speed        
    

    
        Posted in Science,
        
            6th June 2024 14:30 GMT
        
    


    
The much-delayed Ariane 6 rocket is scheduled to launch on July 9 from Europe's Spaceport in French Guiana.
The date was announced by European Space Agency (ESA) Director General Josef Aschbacher in Berlin this week.
Europe lost its domestic heavy-lift capability with the retirement of the Ariane 5. The plan for the Ariane 6 was to create something more flexible and cheaper than its predecessor - the launcher can carry more and heavier satellites than the Ariane 5 and features an upper-stage engine that can be relit multiple times.
However, ESA managers would be happy just to see an Ariane 6 get off the ground. A combination of delays in the development of the Ariane 6, the loss of the Soyuz launch capability due to Russia's invasion of Ukraine, and the failure of the Vega-C has left the agency having to use alternative providers to get its spacecraft into orbit.


	European Space Agency's Vega-C rocket a step closer to returning to flight


	First Ariane 6 rocket ready to assemble as Europe begins final countdown


	Long-delayed Ariane 6 rocket is 'ready to go' - hopefully - says European Space Agency


	Europe's Ariane 6 rocket rated 'ready to rumble' after passing hot fire test


Ariane 6 is expendable like its predecessor, a decision that seems a little illogical today but perhaps made more sense when the design was selected over a decade ago. The first flight will demonstrate that the rocket works, with ESA responsible for it. A second launch is planned by the end of 2024. After that, Arianespace intends to reach a cadence of ten launches per year.
SpaceX, in comparison, managed ten launches of its Falcon 9 in January 2024 alone.
The payload on the maiden flight will include eight CubeSats and reentry capsules from ArianeGroup and The Exploration Company. The Exploration Company is one of two companies that ESA contracted to devise a way of getting cargo back from the International Space Station (ISS).
The new rocket has one last major milestone ahead of it - a wet dress rehearsal on June 18. The Ariane 6 will be fueled on the launchpad and then drained again. Once the rehearsal has been successfully performed, the rocket will be set for its inaugural flight. (r)
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    AI PCs might solve a real problem: The 'friction' that sees users ignore security

    
Trend Micro says cloudy email scans trigger GDPR warnings that deter users. Local models that use NPUs don't    


    
        By 
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        Posted in AI + ML,
        
            6th June 2024 14:00 GMT
        
    


    
Computex Trend Micro has outlined how it will tailor its desktop security software for AI PCs, and thinks it might improve security in ways that normal, bog-standard PCs can't match.
As explained to The Register by Trend's veep for product management Eric Shulze at Computex in Taiwan today, the company's email security tools use a cloud-hosted AI model that scans messages to detect threats. Uploading messages to that model is an act that means Trend Micro must comply with the European Union's General Data Protection Regulation, which it does by presenting a popup that asks for users' approval.
Infosec types describe that sort of popup as a source of "friction" because it means users are being asked to make a choice about their security and can't be relied on to choose wisely. Sometimes, friction causes users to opt out of services entirely - they can't be bothered clicking on anything other than a button that makes popups go away forever. If they make that choice for cloudy email scanning, friction has therefore seen them opt out of a service designed to protect them.
As such, Trend Micro has adapted the AI model used in its cloud to run locally on AI PCs - machines that include a neural processing unit (NPU) capable of handling at least 40 trillion operations a second (TOPS).
If Trend's software is running, incoming emails are assessed by that model. And because the model runs locally, there's no need to seek users' permission.
Shulze thinks that's a win because it reduces resistance, meaning users might not opt out of having their emails assessed.


	The definition of an AI PC is now even muddier, helping no-one - not even AIs


	We're the Ryzen force in CPUs for AI PCs: AMD


	Intel details how Lunar Lake PC chips deliver 120 TOPS


	Millions forced to use brain as OpenAI's ChatGPT takes morning off


AI PCs can scan mails without working up a sweat, he added, showing The Register a Windows utility that tracks CPU load, and which now also tracks NPUs. The latter showed occasional brief and small spikes of activity - each representing a scan of a single incoming email.
The NPU was otherwise idle - as you'd expect on a vendor's demo machine. But Shulze said Trend Micro doesn't see much competition for NPU resources at present - it seems buyers of AI PCs, or Copilot+ PCs, or whatever they are called aren't yet running many apps that require NPUs.
Trend's update also monitors attacks on AI applications. Shulze outlined a scenario in which malware could attack a local model by inserting text such as the wrong address for a bank's website - mybank.com instead of the real site bank.com - in the hope that users visit the first site and fall for a phishing lure.
The company intends to deliver this tech in its consumer-grade desktop products "in late 2024." There's no word on when business users might enjoy the same protections. (r)
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    Uncle Sam seeks to claw back $5M+ stolen from trade union through spoofed email

    
Funds are currently seized after being sent to offshore accounts    


    
        By 
Connor Jones        
    

    
        Posted in Cyber-crime,
        
            6th June 2024 13:30 GMT
        
    


    
The US Justice Department is seeking permission to recover more than $5 million worth of funds stolen from a trade union by business email compromise (BEC) scammers.
An unnamed group of cyber scumbags defrauded an unidentified union in Dorchester, Massachusetts, out of $6.4 million - $5.3 million of which has been traced to seven bank accounts in China, Singapore, Hong Kong, and Nigeria.
The money held in six JPMorgan Chase accounts and one Texas Bank and Trust account is currently seized and the civil forfeiture action filed on Wednesday aims to provide the legal power to recover the stolen funds.
At the heart of the scam is the trade union, its investment manager who worked for an investment consulting firm in the state, and an unknown perpetrator, according to the complaint [PDF].
The union and its investment manager regularly exchanged email communications, with the latter also regularly making wire transfers on behalf of the union.
On or around January 27, 2023, the BEC scam was launched. The crims behind it spoofed the investment manager's email address - the domain was almost identical to their genuine address but for a single character.
Discussing a legitimate, previously arranged payment of $6.4 million, the spoofed email was convincing enough for the union to transfer funds to a bank account specified in the email. That bank account was found to be under the control of the scammers, not the investment manager.
The brains of the scam, be it an individual or group, recruited money mules to help them carry out the fraud and launder the proceeds through various offshore accounts.
It's not known if these mules were aware of the full context behind the scam, but we do know they received a string of messages via Google Chat and WhatsApp in or around September 2022 promising a "gift" for them being held in a European bank account.
These messages were seemingly enough to convince the mules that complying with the BEC scammer's instructions would genuinely yield a handsome payout.
They were tasked with taking out seven US bank accounts between which various sums were transferred. Prosecutors say many of these transactions appeared to have no purpose and bore the hallmarks of attempts to conceal the source of funds, before they were transferred to offshore accounts.
"This money movement displays the hallmarks of intent to conceal or disguise the source of funds: the account holder did not know the source of the funds, was being directed by the unknown perpetrator, and moved the funds rapidly between multiple accounts, with no discernible purpose," the complaint reads.


	Best Buy and Geek Squad were most impersonated orgs by scammers in 2023


	Europol op shutters 12 scam call centers and cuffs 21 suspected fraudsters


	US charges 16 over 'depraved' grandparent scams


	Fraudsters abused Apple Stores' third-party pickup policy to phish for profits


"For instance, on January 30, 2023, in a single day, $5 million moved from [account number one] to [account number two];  then back to [account number one]; and then back to [account number two]. And then later that day, $1 million moved from [account number two] to [account number one], and the next day, $3.9 million moved from [account number two] to [account number one]. 
"These rapid movements did not appear to have any legitimate business purpose, and reflect an intent to conceal the nature, location, source, ownership, and control of the fraud proceeds."
One of the mules, who opened the first two accounts that were initially used to receive the full $6.4 million payment, was told to keep $100,000 after completing the transfers requested by the scammers. 
While it was still a hefty sum, it was a far cry from the $17 million they were promised before the scam unraveled.
The Justice Department said BEC scams are rife across the country and estimated daily losses to this brand of cybercrime alone at $8 million.
Recent figures from the FBI peg the yearly losses Stateside at $2.9 billion, with criminals often moving stolen funds to cryptocurrency exchanges before foul play is detected, increasing their chances of making off with the full amount.
Fortunately, in the case of the trade union, the activity was spotted quickly enough to seize the majority of the stolen funds even after they were transferred to offshore accounts. Some were moved into crypto, however. (r)
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You're not a 1985 truther, are you?    
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We hate to be the ones to break it to all you El Reg readers, but we're informed the classic video game Tetris is turning 40.
Tetris, perhaps the Soviet Union's biggest-ever export, is celebrating four decades of dropping blocks on everything from personal computers to consoles big and small and modern smartphones. 
This vulture in particular - who would've been around two-and-a-half years old when Russian computer programmer Alexey Pajitnov first coded his magnum opus - remembers spending hours playing Tetris on his first-generation Game Boy in stunning green-and-black high-contrast graphics. One can only play so much Super Mario Land or Metroid 2 before needing a break, after all. 
The game may have remained largely the same since then, but Tetris' look has definitely evolved. One latest version of the game, Tetris Effect: Connected, even has competitive and cooperative play alongside VR support. The Tetris Company, formed in 1996 to manage licenses for the brand, even announced a new look in 2022 to accompany Tetris' 40th anniversary this year. 
"The enduring appeal of Tetris lies in its simplicity: easy to play and highly intuitive, making it accessible to everyone," CEO Maya Rogers said of the game. "It's a remarkable achievement for any brand, especially a video game, to transcend generations, and Tetris has firmly established itself as a cultural icon."
And, of course, it wouldn't be a modern brand if Tetris hadn't begun selling merchandise and launching corporate tie-ins to bring cash into the Tetris empire over the past 40 years. Adulthood can get expensive, after all. 
Wow, incredible graphics!
As far as the official Tetris corporate line is concerned, Pajitnov created Tetris in 1984 - June 6, 1984, to be precise - on a Soviet Electronika 60 computer.
[image: The-original-tetris]
The welcome screen of the original version of Tetris, all ASCII, on an old PC ... Click to enlarge. Image supplied by: The Tetris Company


The Electronika 60 lacked a graphic user interface, meaning the first Tetris blocks were just rows and rows of ASCII characters. The reason Tetris rows disappear? Legend has it it's due to the limited memory in the Electronika 60, which necessitated clearing the screen. The machine is basically an LSI-based PDP-11 clone.
The original game can still be played on the web, FYI.
It wasn't until 1985 that Pajitnov ported the game to the IBM PC to be distributed more widely, and the game took off and became a super hit behind the Iron Curtain thanks to clones of Big Blue's computer. Fast forward to 1988 and Dutch video game designer Henk Rogers discovered Tetris at a trade show. Obsessed with the game, Rogers brought it to the masses the very next year when it was packaged with the original Nintendo Game Boy and sold into the hands of impressionable young Millennials around the world.
Maya Rogers, current head of the Tetris empire, took over for her father, Henk.


	Happy Birthday Tetris: It's flipping 30


	Novelty flip phone strips out almost every feature possible to be as boring as possible


	How about a nice game of ... Tetris? Oxford eggheads slow PTSD onset with classic game


	Bored students can now enjoy Sonic 2 on TI-84 Plus CE calculators, thanks to port


According to one self-described Tetris historian posting to handheld gaming forum Tetris Concept, the official Tetris timeline - that the game's genesis was in 1984 - is not right, and they are not alone in believing that.
Using the handle necrosaro, the netizen said that, in their research into Tetris' birthday, early documentation appears to suggest the game was actually created the following year in 1985. Books on video game history, copyright filings, and testimony from Pajitnov's development partners all pointed to 1985 as the creation point, necrosaro said.
In 2009, a PR firm held a 25th anniversary event for Tetris, which kicked off on June 2 of that year, and from then on the 1984 year seemed to stick for the web at large, according to necrosaro. "June 2, 2009 is the earliest date I have been able to find where the year 1984 [is mentioned]," they said.
Necrosaro added that the 25th anniversary publicity campaign mentioned June 6 as the official Tetris birthday, a date they've been unable to confirm elsewhere as having a connection to Tetris.
Well, OK, but just because, for one thing, some copyrights for Tetris weren't registered until 1985 doesn't mean the game wasn't around before then, and it's entirely possible authors of books that mention Tetris got their information from copyright filings. Meanwhile, Wikipedia editors assert the first playable version of the game was completed in 1985 after being started during the year before. Is this an argument over created and completed?
The Tetris Company's official line over the years is that Tetris was born on June 6, 1984. We note that The Tetris Company was founded by Rogers and Pajitnov after the latter moved to the US in 1991.
The Tetris Company was quick to dismiss the 1985 contention, telling us it's not accurate.
"Although some sources on the internet claim the game was created in 1985, Alexey created the first version of Tetris on June 6, 1984, now recognized as World Tetris Day," a spokesperson told The Register.
Birth date aside, it's been 40 years, or near enough, and Tetris is likely to continue to define casual video games in the same way it has for ... well ... much of the of the history of computer gaming.
"We are excited to continue evolving Tetris for future generations," Rogers the younger said of what's still to come from what started as software from Russia, with love. (r)

  PS: The esteemed Gaming Historian Norman Caruso made an hour-long documentary on the story of Tetris, below, and he says it all started in 1984.


  Youtube Video
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Restructure saga kicked into next week, investors unamused    
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Crisis-ridden tech giant Atos has further delayed a decision on its restructuring, putting back until next week the choice of a rescue package to reduce the company's debt and get its finances back in shape.
The French IT integrator and consultant had given itself a deadline of June 5 to pick between rival restructuring proposals designed to get the company back on its feet, but uncertainty for customers continues as it seems Atos needs more time to make up its mind.
As detailed earlier this week, the choice comes down to financial restructuring proposals offered by two groups: a consortium comprised of IT services outfit Onepoint, Butler Industries and Econocom, plus some of Atos' creditors; and Czech billionaire Daniel Kretinsky and his EP Equity Investment group (EPEI) in union with UK investment fund Attestor.
In an update this morning (June 6), Atos disclosed it is in discussion with both parties that submitted revised restructuring proposals.
The Conciliator overseeing the negotiations also requested more time to maximize support from the company's creditors for their preferred proposal, Atos said, and so the Board of Directors has extended the deadline for a decision to the beginning of next week.
TechMarketView chief analyst Georgina O'Toole voiced the frustration many Atos investors and customers may be feeling.


	It's make your mind up time as Atos sets deadline to pick rescue package


	Atos delays sign-off on 2023 finances as it weighs restructure offers


	France willing to buy key Atos assets to keep them French


	Atos hopes for lifeline as refinancing saga set to drag on into May


"I must admit that my reaction to today's Atos Group's no-news news was, 'you have to be kidding me,'" she wrote. "Like many others, I had been waiting on tenterhooks to learn which of its financial restructuring proposals had come out on top. On the 80th anniversary of D-Day, today - June 6 - was going to be Atos's own D-Day."
O'Toole noted that during the long-running process, Atos has found it difficult to stick to its own deadlines. It had previously said it would make a final decision by the end of May, for example.
"Extending the deadline again brings more uncertainty for shareholders, clients, partners, and employees, all of whom have been subject to a roller coaster of a ride over recent months," she commented.
Over the past several years, Atos's share price has fallen dramatically while the company has found itself burdened with debt as it failed to adapt to a changing IT landscape. Various bids to claw back cash by selling off parts of the company have also fallen through, leading to the current crisis.
Atos confirmed that its aim of reaching a final financial restructuring agreement by July remains unchanged. (r)
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    Microsoft shows venerable and vulnerable NTLM security protocol the door

    
Time to get moving if you still rely on this deprecated feature    
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Microsoft has finally decided to add the venerable NTLM authentication protocol to the Deprecated Features list.
The announcement means that admins dragging their feet to move to something more secure must start making plans.
Active feature development for all versions of NTLM (NT Lan Manager) has now ceased, although the protocol will linger for a while. Microsoft said: "Use of NTLM will continue to work in the next release of Windows Server and the next annual release of Windows."
"Calls to NTLM should be replaced by calls to Negotiate, which will try to authenticate with Kerberos and only fall back to NTLM when necessary."
The writing has been on the wall for NTLM for some time. Microsoft was blunt in its assessment in October 2023, although it acknowledged that there were still things that could not be done with Kerberos. It stated: "Our end goal is eliminating the need to use NTLM at all."
Handy, because the company broke the authentication protocol for some users with the April 2024 security update. NTLM traffic could suddenly spike after the update was installed on domain controllers. Although Microsoft resolved the issue in the May 14 update, the incident will have reminded affected organizations to catalog their NTLM use.


	Microsoft Research chief scientist has no issue with Windows Recall


	Microsoft expects further concessions for Teams amid EC antitrust probe


	Microsoft fixes the fix for the Windows Server 2019 NTLM problem


	Microsoft confirms spike in NTLM authentication traffic after Windows Server patch


As Reg readers know, NTLM first turned up in 1993 with Windows NT 3.1. It is a basic challenge and response system where a user proves who they are via a password. It doesn't need a local connection to a Domain Controller and works even when the target server is unknown. However, its many vulnerabilities, including some rather weak encryption, have made it a target for attackers.
NTLM's relative convenience has resulted in it being hardcoded into several applications, including some Windows components. Microsoft made Kerberos the default Windows authentication protocol in 2000, but the operating system could still fall back to NTLM in scenarios where Kerberos could not be used.
Microsoft has since worked to remove or mitigate those scenarios, including dealing with Windows components hardcoded to use NTLM. It said: "We are taking a data-driven approach and monitoring reductions in NTLM usage to determine when it will be safe to disable."
The addition of the protocol to the Deprecated Features list means that time is fast approaching. (r)
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    Sodium ion batteries: Yet another innovation poised to be dominated by China

    
Coming SiB boom will be a Chinese one while the West is years behind, industry watcher tells us    
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Interview The burgeoning sodium ion battery industry is poised for a big year, says one analyst, though the US and its friends may miss out as China whizzes by.
Shazan Siddiqi, senior technology analyst at IDTechEx, who recently wrote a report on sodium ion battery (SiB) production, told The Register next-gen SiBs with improved life cycles and higher energy densities over previous generations are on their way to market - though not in or from the West.
"The blunt truth ... is that China is leading the race to sodium ion commercialization," Siddiqi told us in an interview you can replay below. "They have over 50 companies that are in the lab stage, and then there's probably about five to eight companies who are ready to commercialize ... in the next few years." 

  Youtube Video

"We're just not seeing those sorts of numbers in the Western world, whether that's in Europe or the US," he added. 
Of course, that doesn't mean SiBs are soon to be ubiquitous. Siddiqi doesn't think they'll replace lithium ion batteries in most of our consumer electronics or electric cars, and will likely land in low-speed micro vehicles and other products. They're also likely to generally replace lead acid batteries, he added. 
Regardless, it's going to take years for the West to catch up with China's development of a tech designed to help the West escape its dependency on Chinese-mined lithium, he told The Register. 
"The tale itself is really quite ironic if you think about it," Siddiqi said. You can catch our whole interview in the video above. (r)
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    7-year-old Oracle WebLogic bug under active exploitation

    
Experts say Big Red will probably re-release patch in an upcoming cycle    
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A seven-year-old Oracle vulnerability is the latest to be added to CISA's Known Exploited Vulnerability (KEV) catalog, meaning the security agency considers it a significant threat to federal government.
CVE-2017-3506 affects Oracle's WebLogic Server, allowing for remote command execution on affected operating systems. Carrying a 7.4 severity, patches were originally released for it in April 2017, but recent research suggests it's now being exploited by financially motivated Chinese cybercriminals.
According to security shop Trend Micro's recent work, the group it tracks as Water Sigbin (also known as 8220 Gang) is weaponizing CVE-2017-3506 alongside a second, more recent Oracle WebLogic vuln (CVE-2023-21839) to deploy cryptocurrency miners on targeted hosts.
"Water Sigbin's activities involving the exploitation of CVE-2017-3506 and CVE-2023-21839 underscore the adaptability of modern threat actors," wrote Sunil Bharti, senior threat researcher at Trend Micro.
"The use of sophisticated obfuscation techniques such as hexadecimal encoding of URLs, complex encoding within PowerShell and batch scripts, use of environment variables, and layered obfuscation to conceal malicious code within seemingly benign scripts demonstrates that Water Sigbin is a threat actor that can capably hide its tracks, making detection and prevention more challenging for security teams."
Trellix (formerly FireEye and McAfee Enterprise) previously assessed that CVE-2017-3506 was also used alongside three other WebLogic bugs to break into Superion's Click2Gov's servers back in 2017.
Attackers were thought to have combined vulnerabilities into an exploit chain to ultimately steal payment card information from county governments across the US. It was the earliest sign of attackers abusing CVE-2017-3506 and it's clearly still attractive enough to attackers to prompt the US government into action.
Water Sigbin was first spotted in 2017 and has focused much of its efforts since on the cryptojacking and cryptominer games, evolving its tradecraft consistently and regularly throughout that time.


	London hospitals declare critical incident after service partner ransomware attack


	Check Point warns customers to patch VPN vulnerability under active exploitation


	Cyber cops plead for info on elusive Emotet mastermind


	Bayer and 12 other major drug companies caught up in Cencora data loss


The group is known for targeting Oracle WebLogic flaws, as well as log4j, Atlassian Confluence bugs, and misconfigured Docker containers to infect hosts with whatever malware it feels like using. Sometimes it's a cryptominer like XMRig, other times it's a DDoS botnet like Tsunami - it changes often.
In some cases, though, its tradecraft remains the same. Trend Micro looked into the group in May 2023 after it was observed exploiting CVE-2017-3506 in separate, earlier attacks. It said that despite some researchers branding the group "script kiddies," in Trend's view it's a "threat to be reckoned with."
As for why the necessary patches haven't been applied after so many years, Iain Saunderson, CTO at Spinnaker Support, told El Reg: "Customers don't apply because either it's too much work or the patch is not available for the version they are running, due to Oracle desupport."
Saunderson went to on say Oracle is known for re-releasing CVE patches if it deems them necessary.
"The CVE was only released once but apparently, seven years later, it was found to not have fixed the issue," he said. "I suspect Oracle will release a special patch or patch it in either July or October during their next patching cycle." (r)
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Someone noticed Britain's about to elect a new govt, amirite?    


    
        By 
Dan Robinson        
    

    
        Posted in Networks,
        
            6th June 2024 09:33 GMT
        
    


    
The latest CEO of UK telecoms giant BT says that Scandinavian nations are far more developed than Britain when it comes to telco infrastructure, and the government needs to overhaul regulations to fix this.
Allison Kirkby, who took over as chief of the former state-owned monopoly in February, told the Deloitte and Enders media and telecoms conference in London that "Scandinavia is way ahead of the UK" when it comes to rolling out next-gen broadband infrastructure.
Kirkby joined BT from Swedish telco Telia, and also previously worked at TDC, the largest operator in Denmark, so speaks from experience with the Nordic telecoms market.
She told the conference that about 80 percent of homes in Sweden have a fiber connection, and that outcome was "very much driven by the regulatory environment, the planning environment and the general adoption of digital skills and digital services."
When asked what BT would like the government to do about this, Kirkby said the answer was regulatory and fiscal policy certainty, but claimed that planning this is really holding things back and needs rethinking.
"It's not necessarily market structure that stops the UK having the great networks that I saw in Sweden - a lot of it is restricted by planning. The Swedes, the Norwegians, the Finnish all expected their highways, their trains, to have great connectivity wherever you were, even when you were up in the northern part of the country. A lot of what is not working in the UK is the planning legislation," she said.
Yet Kirkby didn't detail exactly what planning changes would allow BT to speed up its rollout, and the company itself has often seemed reluctant to put new infrastructure in place.
As The Register noted nearly a decade ago, the company was slow to roll out fiber in many places, especially rural areas, because it did not consider them to be commercially viable.
In 2018, we reported how smaller network operators enabled nearly a million fiber connections to homes during the previous year, a figure more than double that achieved by BT's infrastructure arm, Openreach.
More recently, Openreach decided to prioritize existing projects rather than start buildouts of its fiber broadband network into new areas, as the company sought to cut costs.
However, at the end of last year, Openreach congratulated itself on reaching the halfway mark in its goal of rolling out fiber broadband to 25 million UK premises by the end of 2026.
That boils down to deployment of fiber infrastructure in areas which together encompass a total of 12.5 million premises. The number of homes with a fiber connection actually stood at just over 4 million at the time.


	BT delays deadline for digital landline switch off date


	Liquid cooling specialist snags Microsoft datacenter wizard as advisor


	Vodafone and Three's UK merger hits regulatory roadblock


	Qualcomm unveils Snapdragon 8s Gen 3 with Eye-of-Sauron camera


One way the UK government might not be helping was advising telcos earlier this year to stop installing new telegraph poles. While recognizing that telegraph poles are quicker and more affordable than laying cables underground, it seems that complaints to MPs about overhead fiber deployments were a big driver of the decision.
Charity group The Digital Poverty Alliance called on the UK government to reconsider legislation surrounding telecoms infrastructure in order to boost the pace of rollout.
"The UK's telecom infrastructure falling behind other European countries isn't something we can afford to swallow which is why there's clear work that needs to be done by the incoming government," CEO Elizabeth Anderson said in a statement.
Telecoms analyst Paolo Pescatore of PP Foresight told The Register that a more sensible and regulated approach should have been adopted earlier to ensure that more of parts of the UK benefited from fiber broadband.
"It is probably too late now to think of any other approach than letting the market evolve towards reducing the number of suppliers, given the vibrant ISP landscape," he said. "As things stand, the market cannot support all players as there are too many chasing too few pounds." (r)
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    Can AI models trained on human speech help us understand dogs?

    
What's that Lassie? Our nefarious AI overlords are about to take over the world? You must be barking    
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People who want to understand their dogs might be about to be given a helping paw by AI, according to the latest study.
Researchers from the University of Michigan are developing tools that can identify whether a dog's bark conveys playfulness or aggression, which should already be apparent to many a Reg reader.
[image: Sperm whales in a social gathering, Indian Ocean, Mauritius]
ML suggests all that relaxing whale song might just be human-esque gossiping

READ MORE
At the same time they hope to understand other information from animal vocalizations, such as the animal's age, breed and sex. Working with Mexico's National Institute of Astrophysics, Optics and Electronics Institute, the Michigan team found AI models originally trained on human speech can be used as a starting point to train new systems that target animal communication.
The results were presented at the Joint International Conference on Computational Linguistics, Language Resources and Evaluation.
"By using speech processing models initially trained on human speech, our research opens a new window into how we can leverage what we built so far in speech processing to start understanding the nuances of dog barks," said Rada Mihalcea, Collegiate Professor of Computer Science and Engineering, and Janice M. Jenkins, director of U-M's AI Laboratory which carried out the work.
"There is so much we don't yet know about the animals that share this world with us. Advances in AI can be used to revolutionize our understanding of animal communication, and our findings suggest that we may not have to start from scratch," she said.
But while human language AI models are trained on a huge corpus of written text, dogs are less well known for typing, and their voices are recorded less often than humans.
To overcome the problem, the researchers are repurposing an existing model that was originally designed to analyze human speech. The foundation from various voice-enabled technologies has been trained to pick out important features of human speech, such as tone, pitch, and accent.


	Airbus shows off uncrewedAI-powered Wingman for fighter pilots


	AI Catholic 'priest' defrocked after recommending Gatorade baptism


	Some scientists can't stop using AI to write research papers


	Boston Dynamics' humanoid Atlas is dead, long live the ... new commercial Atlas


"These models are able to learn and encode the incredibly complex patterns of human language and speech," said Artem Abzaliev, lead author and doctoral student.
With the human speech model Wav2Vec2, researchers built a dataset of dog vocalizations recorded from 74 dogs of varying breed, age and sex, in a variety of contexts.
They found that Wav2Vec2 improved on other models trained specifically on dog bark data -- with accuracy figures up to 70 percent -- and succeeded at four classification tasks.
How is dog bark data gathered, you ask? The researchers record dog barks from a number of situations: playing, aggression etc. Then they test the model's ability to identify bark examples: very aggressive barking at a stranger; normal barking at a stranger; negative squeal; negative grunt (in the presence of a stranger). So the researchers know which is which because they already know the context of the barks.
"This is the first time that techniques optimized for human speech have been built upon to help with the decoding of animal communication," Mihalcea said. "Our results show that the sounds and patterns derived from human speech can serve as a foundation for analyzing and understanding the acoustic patterns of other sounds, such as animal vocalizations." (r)
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    Microsoft Research chief scientist has no issue with Windows Recall

    
As tool emerges to probe OS feature's SQLite-based store of user activities    
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Asked to explore the data privacy issues arising from Microsoft Recall, the Windows maker's poorly received self-surveillance tool, Jaime Teevan, chief scientist and technical fellow at Microsoft Research, brushed aside concerns.
Teevan was speaking on Wednesday with Erik Brynjolfsson, director of the Stanford Digital Economy Lab, at the US university's Institute for Human-Centered Artificial Intelligence's fifth anniversary conference.
Brynjolfsson said when Recall was announced, there was "kind of a backlash against all the privacy challenges around that. So, talk about both the pluses and minuses of using all that data and some of the risks that creates and also some of the opportunities."
This was clearly a popular topic.


Of course we are rethinking what data means and how we use it, how we value it, how it gets used


"Yeah, and so it's a great question, Erik," said Teevan. "This has come up throughout the morning as well - the importance of data. And this AI revolution that we're in right now is really changing the way we understand data."
She continued, "Microsoft generally helps large enterprises manage their data, create data, share data, and that data is really something that makes the business of work different in the context of generative AI.
"And as individuals too, we have important data, the data that we interact with all the time, and there's an opportunity to start thinking about how to do that and to start thinking about what it means to be able to capture and use that. But of course we are rethinking what data means and how we use it, how we value it, how it gets used."
The Register noted when Recall was introduced at Microsoft Build last month that the software - which builds an archive of screenshots taken every few seconds and logs user activities, so that past actions can be recalled - presents a significant privacy risk. As recently described by author Charlie Stross, it is "the product nobody wanted" and "an utter privacy shit-show."


	Analysts join the call for Microsoft to recall Recall


	Windows 11's Recall feature is on by default on Copilot+ PCs


	Giving Windows total recall of everything a user does is a privacy minefield


	Was there no one at Microsoft who looked at Recall and said: This really, really sucks


Undaunted by Teevan's unwillingness to acknowledge why Recall struck a nerve, Brynjolfsson probed further.
"Is it stored locally?" he asked. "So suppose I activate Recall, and I don't know if I can, but when you have something like that available, I would be worried about all my personal files going up into the cloud, Microsoft, or whatever. Do you have it kept locally?"
[image: Erk Brynjolfsson and Jamie Teevan, Stanford HAI]
Erk Brynjolfsson and Jaime Teevan on stage at the Stanford HAI conference this week ... Click to enlarge


Teevan responded, "Yeah, yeah, so this is a foundational thing that we as a company care a lot about is actually the protection of data. So Recall is a feature which captures information. It's a local Windows functionality, nothing goes into the cloud, everything's stored locally."
And that was that, as if continuously recording one's computing activities in a series of screenshots and activity logs has no security or privacy implications if the data is local and protected by Microsoft Account credentials - and not much of a reassurance in light of the release of security researcher Alex Hagenah's tool Total Recall. This code can extract and display data from Recall's unencrypted SQLite database, in which the operating system "feature" stores snapshots of user activity.
Meanwhile, security researchers and analysts continue to pile on, calling for Recall - due to be released later this month - to be forgotten.
As Stross argues, Windows PCs with Recall will be targeted by lawyers during discovery proceedings because they will provide access not just to email messages but conversations in any messaging or collaboration app, and possibly spoken conversations if speech-to-text data gets captured by Redmond's activity logger. It's also handy for a system intruder to us to snoop on what their victim has been up to lately, personally and for work.
"It's a shit-show for any organization that handles medical records or has a duty of legal confidentiality; indeed, for any business that has to comply with GDPR (how does Recall handle the Right to be Forgotten? In a word: badly), or HIPAA in the US," he wrote in his post.
"This misfeature contravenes privacy law throughout the EU (and in the UK), and in healthcare organizations everywhere which has a medical right to privacy."
Referring to Recall's ability to avoid capturing DRM'd content, the sci-fi scribe continued: "About the only people whose privacy it doesn't infringe are the Hollywood studios and Netflix, which tells you something about the state of things." (r)

  Also at Stanford: To solve AI energy crisis, 'rethink the entire stack from electrons to algorithms,' says physics prof.

    






        





This article was downloaded by calibre from https://go.theregister.com/feed/www.theregister.com/2024/06/06/microsoft_research_recall/



	Previous
	Articles
	Sections
	Next





	Previous
	Articles
	Sections
	Next







    
        Original URL: https://www.theregister.com/2024/06/06/tokyo_dating_app/
    

    Tokyo takes on Tinder by developing its own dating app it hopes will arrest population decline

    
We're from the government and we want you to find love and procreate    
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The city of Tokyo plans to launch a dating app in coming months, in the hope it helps to address Japan' declining population.
The app is one of several efforts outlined [PDF] by the city of Tokyo that "leverages specialized knowledge and know-how of private business operators" to provide "an AI matching system introducing people with a high probability of establishing a relationship based on values tests and more."
The efforts are intended to help boost the country's dwindling population and were announced a day before health ministry data revealed Japan's birth rate had hit a new record low of 1.2 children per woman in 2023.
"If there are many individuals interested in marriage but unable to find a partner, we want to provide support," reportedly stated an official.
"We hope that this app, with its association with the government, will provide a sense of security and encourage those who have been hesitant to use traditional apps to take the first step in their search for a partner."
Eager to solve some problems inherent in those other dating apps, the fee-based platform will include screening of individuals to ensure members are actually single and marriage-minded.
Members will therefore be required to provide documentation and undergo interviews with the private firm operating the app.
The platform will even demand users to provide tax information to prove their income. Height, educational background and occupation will also be disclosed to potential partners.
"There's something about using a service where you know, more or less, the person you'll potentially go on a date with is exactly what the app says they are, including occupation and salary, that seems to be more successful," commented one Reddit user who claimed to know people who have found life partners through similar government programs.
"Of course, it also means the chances of getting that first shot is a lot lower if you have a particularly undesirable job or background because you'll be filtered out real quick by the opposite sex," the Redditor added.


	Dating apps kiss'n'tell all sorts of sensitive personal info


	Flying phone base stations to take off over Japan in 2026


	Simulation reveals all Japanese will have the same surname by 2531


	Japan will use AI to find out what bears do in the woods


The app is part of a marriage promotion scheme for which Tokyo's government allocated 200 million yen (US$1.3 million) from its 2023 FY budget and 300 million yen (US$1.93 million) from its 2024 FY budget towards.
A 2021 study featured [PDF] in Tokyo Metropolitan Government's Measures to Combat the Declining Birthrate 2024 found that 70 percent of surveyed Tokyo resident expressed they intend to marry but 67.4 percent of residents were not actively looking for a partner. Another 14.5 percent were using dating apps.
Criticism has been levied that Japan could be doing more than just creating a dating app to encourage the population to expand. Over half of survey respondents (52.6 percent) claimed they weren't having their desired number of kids because it costs too much to raise and educate them in the capital. To be fair, the city of Tokyo's measures include budget for efforts like childcare, working parent career development, child tuition, and mentoring support.
The National Institute of Population and Social Security Research predicted [PDF] last year that Japan's population will decline by 30 percent to 87 million by 2070, when 40 percent of its population will be over the age of 65.
The nation is already feeling the effects of a declining and aging population. The government has placed restrictions on overtime ,as those who are able to work are often overworked.
Although seen as necessary for safety, the cap on hours for drivers, doctors, construction workers and more is expected to complicate logistics, reduce delivery capacity and lead to price increases for some goods.
The nation is also turning more frequently to technology to solve population decline related problems. Japan's Toyama Prefecture recently launched an AI bear monitoring system and a consortium of Japanese entities pledged $100 million this week towards aerial telecommunication base stations that can enable teleservices in remote communities and provide Earth observation. The latter is important for notifying remote communities of emergencies and natural disasters. (r)
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    Wi-Fi can watch your heart beating, Taiwan's datacenter power outfit Delta finds

    
May come in handy for healthcare orgs, or to turn you off private 5G    
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Computex Delta is a Taiwanese company that specializes in power management kit, the sort of thing that datacenters need. It's therefore very much in demand right now but also, as revealed in the final keynote address of the 2024 edition of the Computex conference, undertakes some tangential R&D
Including work that allows measurement of your heartbeat over Wi-Fi.
Delta sent the general director of its research center, Doctor Tzi-cker Chiueh, to explain the tech, which he said measures time of flight and angle of arrival of radio waves sent by Wi-Fi devices to locate objects. That's not new - Cisco has built access points to do it.
This application appears to take things further by also measuring how objects change in close to realtime.
"Channel state in modern Wi-Fi is susceptible to minor environmental changes," Dr. Chiueh told the Computex crowd. Such minor changes that Delta has created an algorithm he said performs breathing rate estimation algorithm at 95 percent accuracy over five meters.
A beating heart is harder to track, as it produces smaller movements than a heaving chest. Delta's algo nonetheless assessed heartbeat rates at 83 percent accuracy over one meter, the Doctor claimed.
The tech can even detect sleep states by measuring breathing rate and body movement frequency.
Dr. Chiueh showed video of an experiment in which two men lay on a bed with smartphones on adjacent nightstands to illustrate his claims, and suggested similar arrangements plus use of Wi-Fi access points to gather more data could see environments like hospitals or aged care homes monitor patients without dedicated sensors or electroencephalograms.
Another potential application for the tech is detecting children left in cars, a capability vehicles are required to possess under the Euro NCAP CPD standard.
Another use case he outline is detecting physical changes impacting performance of Wi-Fi networks in environments like warehouses or campuses, then automating changes to access points in ways that improve performance to levels at which they challenge private 5G networks.
His presentation also covered Delta's efforts to automate creation of 3D models depicting things like bridges, to enable drones to inspect them even when they cannot connect to GPS services. The company has also used AI to simulate more corner cases that could confront a self-driving car, to enable simulated testing of their performance in more extreme scenarios.
A robot capable of using an elevator is another project on the books.
So is AI to help Delta design its core power management products.
But Doctor Chiueh mentioned that effort at the end of his talk, because he concluded with an observation that "In the era of AI innovation, people think Taiwan can only innovate with hardware."
The point of his speech was to prove that supposition wrong, even if he didn't offer timelines for commercialization of the projects he mentioned. (r)
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    Google takes on virtual desktops with acquisition of app-streamer Cameyo

    
Legacy apps on Chromebooks is the goal, which won't terrify VDI incumbents like Citrix and Omnissa    
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Google has decided to take on the likes of Citrix and VMware by acquiring an outfit called Cameyo whose tech makes it possible to stream apps into browsers - including on Chromebooks.
The search giant's announcement of the acquisition opines that "Traditionally, businesses have leveraged virtual desktop infrastructure (VDI) solutions to access legacy apps without them being installed on the device". Google also included a quote from analyst firm Forrester Consulting - taken from research it commissioned - to the effect that VDI's downside include a requirement for "specialized skill sets, user experience latency, and difficulty in security and management."
That's not wrong but omits the fact that the biggest VDI vendors - Citrix and the VMware spinout Omnissa - offer clients that allow streaming of apps. Both companies' clients are available for Chrome OS, and also allow streaming virtual desktops into browsers.
So it's not as if Google is breaking ground here.
Google's head of product management for ChromeOS, Naveen Viswanatha, wrote that his company has already partnered with Cameyo on a virtual application delivery experience fully integrated with ChromeOS.
"By bringing the Cameyo team's expertise in-house, we are doubling down on our commitment to delivering a streamlined experience for virtualized applications," he wrote.
Google has certainly picked a fine moment to get into the virtualized applications business. Citrix recently changed its licenses to require acquisition of product bundles on lengthy subscriptions. Omnissa is yet to reveal how it will operate under its new owner, private equity firm KKR.
Plenty of orgs looking to keep their legacy apps alive therefore have solid reasons to consider an alternative, a situation Google's sales force and channel won't ignore.


	VMware's end-user compute community told to brace for 'Omnissa' shift


	Microsoft brings its cloudy virtual desktops on-prem to AzureStack HCI


	Microsoft extends Teams into VMware and Citrix VDI


	Cloudflare menaces virtual desktops with isolated browser access to internal networks


This deal is also interesting for what it says about Google's Chromebook business, which has done well with education buyers and consumers but hasn't made enormous inroads into the enterprise, despite offerings like Chrome Enterprise that add manageability and security to its browser-based platform. Google even offers a paid version of its browser - Chrome Enterprise Premium that for $6/month adds further infosec protection measures.
Clearly, Google thinks more is needed to interest enterprise buyers. (r)
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    Synology stretches into a backup appliance, with object stores to come

    
Would like to vanquish Veeam and Veritas, but tidying up backup rigs is an easier job    
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Computex Taiwanese storage vendor Synology has revealed a range of backup appliances.
For years it has sold NAS devices that include a hypervisor and modest processing capacity. That combo has been suggested as not-quite hyperconverged infrastructure, but instead a handy way to run a few modest VMs in small offices.
Curiously, Synology also bakes a browser-based personal productivity suite into its storage devices. Another of its offerings is Active Backup, which as the name implies is a backup software package.
On Wednesday, at Taiwan's Computex show, it revealed the ActiveProtect line; appliances that include backup software and a tool to control a fleet of the devices and manage the data they store.
The devices need an agent to backup VMs, but once given permission to access sources like fileservers they just reach out and copy data users specify for protection. The kit can also back up data from SaaS services like Google Workspace.
Users can manage a fleet of the devices from a single console, and locate data on the Synology machines of their choosing to achieve the desired levels of resilience. Backed-up data can be made immutable for a period chosen by users, and restoration is promised to be simple - with some features designed to help bounce back from ransomware infections.
The personal productivity suite is included, too.
[image: Synology Active Protect Appliances]
Synology's ActiveProtect Appliances - Click to enlarge


Backup appliances are not new and despite offering Active Backup for years Synology has not become a data protection brand to rank alongside the likes of Veeam, Veritas, or CommVault. So what's Synology's angle here?
Execs told The Register that they think the ActiveProtect boxes beat their backup software rivals on price and simplicity: the devices are sold with users' required storage capacity - a mix of hard disk and SSD is possible, and there's an all-flash model too - followed by an annual fee that varies based on used capacity.


	All the datacenter roadmap updates Intel, AMD, Nvidia teased at Computex


	Fired-up Pat Gelsinger shoots from the lip at Qualcomm and Nvidia


	Nvidia CEO brushes off Big Tech's attacks on NVLink network tech


	SuperMicro CEO predicts liquid cooling will rack up 2,900 percent growth in two years


That fee covers backup code, an arrangement we were told will undercut data management software vendors' pricing significantly. Synology also thinks that by relieving orgs of the need to integrate backup software with their chosen hardware it has a decent pitch over total cost of ownership.
The managers acknowledged that organizations that already have a backup strategy aren't likely to vanquish Veeam or Veritas, or cast out CommVault - backup is a workload you don't mess with once it's working. Those with a patchwork of backup tools are a more likely target, we were told. Users of Active Backup looking to stick with Synology are also on sales teams' radar.
Bigger ActiveProtect boxes are already in the works. So are scale-out NAS devices that for the first time will see Synology offer object storage, probably in early 2025. (r)
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    FTX's $24B tax bill written down to just $200M

    
No, this isn't the weird logic of cryptocurrency infecting the IRS. It's a 'Fight us and everyone loses even more' kinda deal    
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Imploded cryptocurrency exchange FTX owes a lot of people a lot of money - but has convinced America's tax collectors at the IRS to give it a massive discount on its $24 billion tax bill.
In a filing [PDF] this week to a Delaware bankruptcy court, FTX argued it should pay just $200 million of the $24,000,000,000 Uncle Sam reckons it owes.
The filing also reveals the bust biz will set aside $685 million to pay back customers who deposited cryptocurrency funds into the exchange, and other creditors - once its tax matters are over, natch. FTX, now managed by liquidators, has continued to maintain it will be able to repay its creditors in full.
The collapsed exchange is said to owe those crypto customers and other creditors $11 billion, and reckons it can cover that by raising more than $16 billion from selling its assets, such as its stake in companies including AI model maker Anthropic as well as cryptocurrencies recovered from FTX's baffling network of wallets and accounts.
Taxing times
FTX said it "vigorously dispute[s]" the IRS's $24 billion figure, which it said includes things the collapsed biz itself isn't liable for, such as "misappropriation income" stemming from former CEO Sam Bankman-Fried stealing and spending customer funds, a crime that led to the business's downfall. Bankman-Fried was jailed in March for 25 years.
The exchange's latest management said the US tax collector "does not agree" with its arguments for a substantially lower bill, "and has informed [FTX] that absent a settlement it would pursue these and other theories to impose significant tax liability."
But impose it won't - a letter included in the court filings indicate the tax agency is fine with FTX paying less than four percent of its tax bill. The IRS declined to comment, citing ongoing litigation.
Argue your way out of a tax bill the John Ray way
The man leading the resolution of FTX's affairs, John Ray III, knows a mess when he sees one - he was placed in charge of Enron after it collapsed in 2001. So when Ray says the situation he inherited at FTX after it declared bankruptcy was "unprecedented," he ought to be taken seriously.
His approach in this case starts with the corporation admitting liability.
"The debtors do not dispute that, given the complexity of these cases and the state of the debtors' books and records prior to the commencement of these Chapter 11 cases, the debtors could have significant tax liability to the IRS," FTX said in its motion to the court.


	FTX inner circle helped itself to $3.2B, liquidators say


	SBF on trial: The Python code that allegedly let Alameda hedge fund spend people's FTX deposits


	SBF likely off the hook for misplaced FTX funds after cops bust SIM swap ring


	FTX crypto-crook Sam Bankman-Fried gets 25 years in prison


Next comes a call to just sort things out without sending good money after bad by enumerating all of FTX's liabilities.
"Given the complexity of the disputes between the debtors and the IRS and the associated cost of resolving those disputes," FTX argued, "the debtors have determined that, in its totality, entry into the settlement is in the best interests of the debtors and their estates."
That argument is backed by a warning that arguing about every dollar would actually costs creditors money.
FTX has previously argued that litigating tax plans with the IRS would also lead to delays in returning customers' deposits, and its latest court filings again argued it's willing to contest the IRS's claims.
In other words, this whole case is such a mess that everyone's going to lose out if we litigate this in court, so let's just skip that and you can take less than four percent of our calculated tax bill.
If the US government decides it's getting the raw end of the deal it has until June 17 to file an objection, and a hearing date in the matter is scheduled for June 25.
FTX didn't respond to questions for this story. (r)
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    Elon Musk confirms 12K H100s ordered for Tesla were instead prioritized for xAI

    
Tycoon's private firms got Nvidia GPUs first because automaker couldn't use them yet    
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Comment Tesla CEO Elon Musk has confirmed he redirected Nvidia H100 GPUs intended for the car manufacturer to X and xAI, two private firms he owns.
The H100 order reprioritization was reported by CNBC, which obtained internal Nvidia memos and emails pertaining to the GPU orders.
"Elon prioritizing X H100 GPU cluster deployment at X versus Tesla by redirecting 12K of shipped chips originally slated for Tesla to X instead," one memo from December reportedly read. The total value of those 12,000 H100s is a little under half a billion dollars.
"In exchange, original X orders of 12K H100 slated for Jan and June to be redirected to Tesla," the note continued, indicating that Tesla will eventually get its order, in January and some time this month, hopefully - just after X, the website formerly known as Twitter.
The aforementioned H100 GPU cluster is apparently one being built by X and its closely related xAI, Musk's Grok AI chatbot startup. X and xAI work together on things like generative LLMs - for instance, Grok is accessed via X Premium subscriptions. According to the Nvidia documents, there is a mandate from the tech tycoon to get xAI 100,000 H100 GPUs by the end of the year in order to build the "world's largest GPU cluster," to be located in North Dakota.
While neither Nvidia or Tesla have yet commented on the report, Musk himself did in a xeet, explaining in his mind why the chips went to X first. "Tesla had no place to send the Nvidia chips to turn them on, so they would have just sat in a warehouse," the CEO said.


Tesla had no place to send the Nvidia chips to turn them on, so they would have just sat in a warehouse


This is after Musk had talked up to Tesla investors how important HPC and AI is to the public corporation and the development of its self-driving systems, and how much this kind of hardware-acceleration technology is vital for the automaker and how much it'll be investing in Nvidia's silicon. Be as that may, thousands of GPUs destined for Tesla ended up at X first. We're reminded that at the turn of the year, Musk wanted 25 percent voting control of Tesla before he plowed ahead with his AI-based robotics and self-driving ambitions at the automaker.
That all said, the billionaire signaled also on Twitter that one of his Tesla factories in Texas will house 50,000 H100s for self-driving training soon, taking the total number of H100s operated by the electric car manufacturer for autonomous driving development to 85,000 as promised to Wall Street, if that were to happen.
The TV news report didn't clear up any specifics around the transaction between Tesla and X or xAI, including details on whether Tesla had already paid for the H100 GPUs and whether Tesla was compensated for giving up its spot in line.
The conditions of the order swap could be pretty important given that, despite being the face of Tesla, Musk is not the owner, as the electric car maker is a publicly traded company. It may not be okay with investors or regulators if Musk acted in his capacity as Tesla CEO to divert the H100 shipment to private companies he owns without giving Tesla something in return.
The H100 order shuffle wouldn't be the first time Tesla has had to share with X. Shortly after acquiring Twitter, more than 50 Tesla employees were reportedly sent off to work at the social media outfit. Tesla employees are also, it's been alleged, pushed to contribute to projects at other Musk companies without extra pay.
Not a great look on the eve of the shareholder vote
The timing for this news is particularly poor since holders of Tesla stock will be voting next week on a number of proposals, chief among them a formal relocation to Texas, the reelection of the CEO's brother Kimbal Musk to the board of directors, and the reinstatement of Musk's pay package worth roughly $46 billion.
The pay package is of particular interest, as it was originally voted on in 2018 but was struck down by a court in Delaware. Musk has been campaigning to reapprove the pay package on the grounds that it would be something of a betrayal to Musk to not compensate him for his years of service and track record.
Unfortunately, things haven't been going great for Tesla since the second half of 2022, and especially in 2024. Its first earnings report of the year saw a nine percent decline in sales year-over-year and net profit more than halve. Naturally, Tesla has been engaged in back-to-back layoffs, including the entire Supercharger team, which was partially reconstituted shortly after its initial dissolution.
But perhaps most importantly to shareholders is the declining stock price of Tesla, which has been a leading contender for the year's worst performing stock in the S&P500, alongside Boeing. However, as of the time of writing, the car maker is currently in dead last, down 29 percent while Boeing is down a mere 24 percent.


	Tesla slams advisors for not loving Musk's $44.9B payout


	Tesla misses the mark on all fronts in quarter of chaos


	NYC Comptroller and hedge funds urge Tesla shareholders to deny Musk $50B windfall


	Texan construction workers put a rocket up Team SpaceX over 'unpaid bills'


The H100 order change will likely be taken as proof by Musk critics such as NYC Comptroller Brad Lander that the tycoon's involvement in other companies prevents him from being fully present and focused as Tesla's CEO.
We reached out to both Nvidia and Tesla for comment, but neither have yet responded.
Separately, a Tesla investor claimed in a freshly filed lawsuit that Musk sold off $7.5 billion of his Tesla stock at the end of 2022, shortly before releasing bad results in January 2023. It's alleged Musk personally made around $3 billion from the sales.
"Had (Musk) waited to make these sales until after the release of material adverse news, his sales would have netted him less than 55 percent of the amounts realized from his November and December 2022 sales," the lawsuit, filed in Delaware where Tesla is incorporated, claimed. (r)
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    TikTok confirms CNN, other high-profile accounts hijacked via zero-day vulnerability

    
Beware of zero-click malware sliding into your DMs    
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Miscreants exploited a zero-day in TikTok to compromised the accounts of CNN and other big names. The app maker has confirmed there was a cyberattack, and that it has scrambled to secure accounts and prevent any further exploitation.
We can only imagine the chaos that could be caused by someone commandeering an account with countless followers and using it to spread scams, misinformation, and malware, and even hijacking fans' profiles and their friends in a worm-like fashion.
"Our security team is aware of a potential exploit targeting a number of high-profile accounts," TikTok spokesperson Alex Haurek told The Register today. "We have taken measures to stop this attack and prevent it from happening in the future. We're working directly with affected account owners to restore access, if needed."
While indicating CNN was indeed exploited, Haurek told us earlier accounts of Paris Hilton's account being compromised were "inaccurate." He declined to comment on reports of a Sony account takeover.
"Our security team was recently alerted to malicious actors targeting CNN's TikTok account," Haurek said. "We have been collaborating closely with CNN to restore account access and implement enhanced security measures to safeguard their account moving forward. We are dedicated to maintaining the integrity of the platform and will continue to monitor for any further inauthentic activity."
CNN and Sony did not immediately respond to The Register's request for comment. Haurek declined to answer The Register's additional questions, including about how exactly the exploit worked, how many accounts were compromised, who is thought to be responsible for the break-ins, and whether they are ongoing.
The attacker reportedly compromised selected high-profile accounts via TikTok's private chat system: It's said that the miscreant just had to send a specially crafted direct message to a victim, and that the mark just had to open it, at which point a vulnerability in TikTok's software would be exploited to gain access to or control over the target account. There was no need to open some link or download in this zero-click attack.
It's unclear if the exploit worked against the TikTok app on a specific platform or not, such as iOS or Android.


	DoJ, ByteDance ask court: Hurry up and rule on TikTok ban already


	TikTok: Is this really a national security scare or is something else going on?


	TikTok said to be working on US-specific version of its content algorithm for months


	US cyber spymaster calls TikTok China's 'Trojan horse'


In addition to the ongoing data security and manipulation -- not to mention flat-out espionage -- concerns around TikTok and its China-based parent ByteDance, the software developer has also experienced other security issues in recent years.
In August 2022, Microsoft discovered a high-severity flaw in the TikTok Android app that could have allowed miscreants to hijack and modify victims' profiles, and send messages and upload videos as their victims.
In contrast to this latest snafu, that earlier vulnerability was found and fixed before it was abused.
A year ago, the Imperva red team spotted a vulnerability in TikTok that could allow attackers to snoop on users and access sensitive information. This one was also fixed prior to any reported exploits.
The latest kerfuffle comes at a tough time for TikTok and ByteDance, which is challenging in court an American law that aims to force the outfit to either sell off TikTok or shut down its US operations. 
American politicians have long argued that ByteDance, being a Chinese corporation, could be ordered by Beijing to make TikTok spy on its users and manipulate what they see in the app to push misinformation and propaganda to Western audiences.
While TikTok has repeatedly said this hasn't -- and will not -- happen, this latest security headache is unlikely to help the video-sharing service's cause. (r)
    






        





This article was downloaded by calibre from https://go.theregister.com/feed/www.theregister.com/2024/06/05/tiktok_confirms_cnn_accounts_hijacked/



	Previous
	Articles
	Sections
	Next





	Previous
	Articles
	Sections
	Next







    
        Original URL: https://www.theregister.com/2024/06/05/a_high_five_for_stanford/
    

    To solve AI's energy crisis, 'rethink the entire stack from electrons to algorithms,' says Stanford prof

    
Think biologically not digitally to go from megawatts to watts, HAI gathering told    
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The Stanford Institute for Human-Centered Artificial Intelligence (HAI) on Wednesday celebrated five years of cat herding, which is to say shepherding the responsible development of machine learning.
Following optimistic introductory remarks from HAI leadership about the plausibility of designing systems that augment people instead of replacing them, the opening panel made clear that artificial intelligence will be increasingly informed by our understanding of human intelligence.
HAI's goal is to keep people and communities at the center of AI design, but human-centered AI can also be taken as a nod to the increasing relevance of neuroscience.
Simply put, the human brain is orders of magnitude more energy efficient than silicon-based processors, to say nothing about wetware's evident intellectual superiority and ability to reason and learn.


The place where computing went wrong was the digital decision ... Biology is completely different


"The place where computing went wrong, unfortunately, was the digital decision," Surya Ganguli, an associate professor of applied physics at Stanford, told scientists, academics, and other experts gathered at the HAI at Five conference today.
"We decided to store information in bits which were in turn stored and flipped by shuttling many, many electrons around through complicated transistor circuits. Every fast and reliable bit flip requires, by the laws of thermodynamics, a large energy expenditure. So we expend a lot of energy in the intermediate sets of the computation.
"Biology is completely different. The final answer is just good enough and all the intermediate sets are slow, noisy, and unreliable. But not so unreliable that the final answer isn't just good enough for what's required ... So I think we have to rethink the entire technology stack from electrons to algorithms in order to really go from megawatts to watts."
[image: Surya Ganguli, associate professor of applied physics at Stanford]
Surya Ganguli, associate professor of applied physics at Stanford speaking at HAI today ... Click to enlarge


AI's enormous and growing demand for energy is a critical problem that needs to be solved. So too are other inefficiencies, like the way machines learn compared to children, an area of active study among some of the panel participants.


	Arm CEO warns AI's power appetite could devour 25% of US electricity by 2030


	AI energy draw from Chicago datacenters to rise ninefold


	Microsoft's carbon emissions up nearly 30% thanks to AI


	Digital Realty CTO weighs in on AI's insatiable thirst for power


Jeff Hawkins, founder of Numenta, argued that sensory motor learning, not today's AI, will be central to the science of intelligence, artificial and natural.
And toward that end, he announced the Bill and Melinda Gates Foundation has funded his company's Thousand Brains project, a general AI framework that aims to reverse engineer the human neocortex. Hawkins said open source code will be released.


Merging a machine and a brain is going to be very difficult ... I don't think we want to do that


Hawkins during the panel discussion at the California university offered some reassurance that the interplay between artificial and human intelligence isn't about cybernetics - the merger of person and machine, "Merging a machine and a brain is going to be very difficult," he said.
"But more importantly, I don't think we want to do that. At least I don't want to do that."
Allowing that there are worthwhile uses of direct connections to the brain - to help those who are paralyzed, for example - Hawkins said the focus for such research should be developing tools that help people.
"I don't think we're all going to have cables coming out of our heads, but I could be wrong," he said.
Ganguli sees the science of the mind informing the way the machine learning technology stack.
"I think the secret is figuring out what these design principles are and instantiating them in our AI systems," said Ganguli. "Right now we scale transformers just by adding layers, maybe increasing the embedding dimension, and that's it. We don't have deep principles there." (r)
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    What is RansomHub? Looks like a Knight ransomware reboot

    
Malware code potentially sold off, tweaked, back at it infecting victims    
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RansomHub, a newish cyber-crime operation that has claimed to be behind the theft of data from Christie's auction house and others, is "very likely" some kind of rebrand of the Knight ransomware gang, according to threat hunters.
Emerging in February, RansomHub has been extremely active: It's bragged about stealing and then somewhat ironically auctioning off Christie's customer data, along with internal info swiped from US broadband telco Frontier Communications - and even Change Healthcare after an ALPHV affiliate had already made off with $22 million from successfully extorting the medical conglomerate with ransomware.
During the past three months, RansomHub has been the fourth most prolific ransomware crew in terms of numbers of claimed attacks, according to Symantec at least. For the record: LockBit remained No. 1 in Symantec's rankings, with a claimed 489 ransomware infections, followed by Play (101), Qilin (92), and RansomHub (61).


Qilin, by the way, is believed to be behind the cyber-attacks against UK hospitals this week; its dark web homepage went offline in the past day or so, and is recovering.


Symantec investigated some of RansomHub's recent attacks, and its intel team reports that the criminals frequently gained access into victims by abusing the ZeroLogon elevation-of-privilege vulnerability (CVE-2020-1472) in Microsoft's netlogon remote protocol. 
Once they have broken into an IT environment, the scumbags deploy a handful of legitimate tools including Atera and Splashtop for remote access, and NetScan to collect info about network devices.
Finally, the miscreants deploy a ransomware payload, which exfiltrates and encrypts infected Windows PCs' files. Failure to pay the demand will be followed by the stolen data being leaked or sold off. RansomHub even pressures victims by suggesting their business rivals may buy their internal documents if the ransom isn't paid.
The Broadcom-owned security shop analyzed the gang's malware, and found a high degree of code overlap between RansomHub and Knight, which itself is believed to be a rebrand of the original Cyclops ransomware. 
Both are written in Go, and most variants use Gobfuscate to cover their tracks. RansomHub and Knight's code is so similar that, "in many cases, a determination could only be confirmed by checking the embedded link to the data leak site," the Symantec team opined.
Plus, both have virtually the same help menus available on the command line, with the only difference being a sleep command in RansomHub. 


	Christie's stolen data sold to highest bidder rather than leaked, RansomHub claims


	Change Healthcare faces second ransomware dilemma weeks after ALPHV attack


	First LockBit, now BreachForums: Are cops winning the war or just a few battles?


	4 cuffed following probe into holiday scheme for cybercrooks


The ransom notes even share some of the same phrases, "suggesting that the developers simply edited and updated the original [Knight] note," Symantec opined.
After Knight shut down their operations and leak site, it appears the operators sold off the code. The Symantec team say it's "unlikely" that Knight's bosses are now running RansomHub -- but it's probable that someone bought the source code and updated it before launching their own ransomware-as-a-service operation.
A former ALPHV affiliate who goes by Notchy, and claimed to be behind the February Change Healthcare intrusion, is reportedly working with RansomHub.
In fact, the cops' disruption of ALPHV in December 2023 may have something to do with RansomHub's success in attracting affiliates, Symantec suggested. "Tools previously associated with another [ALPHV] affiliate known as Scattered Spider, were used in a recent RansomHub attack," the threat intel firm noted.
This doesn't bode well for the plod's efforts to shut down major cyber-crime operations, which can increasingly appear to be a game of whack-a-mole, with new websites and ransomware reboots appearing shortly after police nuke earlier versions.
"The cyber-crime ecosystem has become very segmented, with lots of individuals and groups specializing in particular areas and collaborating to perform attacks," Dick O'Brien, Symantec's principal intelligence analyst, told The Register. "That certainly does make it more challenging for law enforcement, because if you shut down a ransomware group, their affiliates may migrate to other ransomware groups."
However, this doesn't mean it's a losing battle, he added. 
"That's not to say that law enforcement operations have no value," O'Brien said. "They can remove key figures from the underworld, disrupt the pace of attacks, and create suspicion and discord among cybercrime actors." (r)
    






        





This article was downloaded by calibre from https://go.theregister.com/feed/www.theregister.com/2024/06/05/ransomhub_knight_reboot/



	Previous
	Articles
	Sections
	Next





	Previous
	Articles
	Sections
	Next







    
        Original URL: https://www.theregister.com/2024/06/05/airborne_wind_energy_grant/
    

    High-flying drones on a leash could blow traditional wind turbines away

    
Bristol researcher granted PS375K to improve airborne wind energy systems    
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We may be inching closer to a post-turbine wind energy future if a grant awarded to a University of Bristol boffin for wind-harvesting, ground-tethered drone research is any indication of things to come. 
Bristol flight dynamics and control lecturer Dr Duc Nguyen was awarded PS375,000 ($479,000) from the UK's Engineering and Physical Sciences Research Council recently for his work into airborne wind energy systems (AWES), which he hopes will move the emerging concept into the commercial market.
"Airborne wind energy has enormous potential and is anticipated to generate EU70 billion [$76 billion] per year worth of electricity by 2050," Nguyen said, but noted that AWES systems have had a problem in living up to their supposed potential.
"New designs have been rapidly deployed for test flights before their flying characteristics are fully understood," Nguyen said. "This has prevented many AWES prototypes from achieving full capacity in operation, leading to early termination of the programme and hindering commercialisation."
Just what's so AWESome about these drones?
The AWES concept is relatively simple: Put a rather hardy drone on a tether, let the wind pull it skyward, and a resistance mechanism in the base collects all the mechanical energy.
There are a few different AWES concepts. One involves the aforementioned glider yanked against its tether, a second involving a drone with rotors used to harvest air energy while flying in a steady pattern, and a third proposes a rotary kite that spins in the air and sends the energy back to a ground cable.
In all three cases, the advantage is that AWES can be sent far higher into the sky than a ground-based turbine, allowing them to catch higher winds and generate energy more quickly. Because the footprint of an AWES system - regardless of the type - is quite small, they're also portable and deployable in remote locations. The drones' flying patterns are generally autonomous as well so they can typically stay aloft on their own for several days with monitoring.
In other words, it's a great concept for expanding the use of wind energy, but with a big fatal flaw, according to Nguyen: No one is bothering to optimize AWES drone design.
The power of mathematical modeling
Nguyen's grant, and a major focus of his research at Bristol, is on perfecting the design of AWES drones. He proposes, and was funded to research, methods known as "bifurcation and continuation," a set of numerical techniques used in aircraft studies to predict oscillation, flutter, and spin that could be applied to AWES systems to improve their performance.
"I aim to use bifurcation and continuation to better predict the flying characteristics of these drones, thereby preventing them from crashing and improving efficiency," Nguyen told The Register. "These techniques will not replace anything at the planning stage, but will complement existing test flights and improve the design of flight control systems."
[image: kitemill-AWES-test]
A Kitemill AWES in flight - click to enlarge


Nguyen's commercial partner in the research, Norway-based Kitemill, is working on an AWES design of the first type mentioned - the passive drone that generates energy by pulling against its tether. Kitemill's drone has the unique feature of a VTOL system that uses propellers to get off the ground on calmer days, but aren't used to generate wind energy.


	Startup raises $30 million for wireless power delivery system


	Destroying offshore wind farms is top priority for Trump if he returns to presidency


	FYI... Renewable energy sources behind 30% of the world's electricity in 2023


	Offshore wind power redesign key to adoption, says Irish firm


Nguyen told us he's working with existing Kitemill AWES hardware to test his bifurcation/continuation method, which will model performance of the system to be compared to real-life tests. 
AWES systems like Kitemill's rely on intricate flight patterns to generate energy quickly, which means the drone's onboard systems have to be perfectly tuned to keep it aloft and responsive to rapid changes in wind patterns without crashing.
"Results from my project will be compared against existing flight test data from Kitemill to see if any undesirable flying characteristic predicted by bifurcation/continuation is reflected in real life," Nguyen told us.
The Bristol lecturer said that current AWES systems being tested are rated for around 25 kW - roughly equivalent to a small turbine. He believes systems available in the next one to three years - like Kitemill's forthcoming KM2 - will be rated for 100 kW, roughly equivalent to a "medium" sized commercial wind turbine.
The hope is that well-tuned AWES systems could supplement the UK's net-zero transition, but even if able to compete with a turbine Nguyen still thinks AWES will remain more useful in edge applications and to supplement turbines.
"The final use of AWES is still under research," Nguyen told us, adding that current predictions estimate it could be used in remote locations where ground-based wind isn't practical. (r)
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    DuckDB promises greater stability with 1.0 release

    
In-process OLAP database flies the nest    
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DuckDB has become a fully fledged database release with its 1.0 iteration, promising a new data model and greater stability to enhance backwards compatibility.
With more than a million downloads a month, the in-process analytical database management system has attracted a lot of attention since its 0.5.0 iteration, released in September 2022.
Speaking to The Register, DuckDB co-developer and founder of support company DuckDB Labs Hannes Muhleisen told The Register the 1.0 release was more about stability than new features.
Firstly, there is a new storage format.
"Every time we had a major release of DuckDB... you would have to reload your data into the system because the format would just change in non-compatible ways because we had been making a ton of changes. But now, we guarantee a backward compatibility and also limited forward compatibility with the storage format, which means that if you write data to a DuckDB database format, now, you will still be able to read that file 10 years down the line. That's a big change," he said.
He said the new file format fills a niche in the market as users can create multiple tables in a single file and have transactional updates to those files, which were efficient and compressed, he said.
DuckDB was born in Amsterdam's Centrum Wiskunde & Informatica mathematical and theoretical computing research center, where Muhleisen is a professor. Embedded within a host process, the database requires no DBMS server software to install, update or maintain. For example, the DuckDB Python package can run queries directly on data in Python software library Pandas without importing or copying data. Written in C++, DuckDB is free and open source under the MIT License.
Former Google BigQuery engineer Jordan Tigani pointed out that DuckDB bucks the trend of cloud-based scale-out data warehousing and takes advantage of more powerful laptops. He's such a fan he co-founded MotherDuck, a company which provides backend extension to DuckDB.
Hyoun Park, CEO and chief analyst at Amalgam Insights, on the other hand, said he sees DuckDB as a one trick pony whose trick is high-performance analytics and file transformations with limited resources.
"The file transformation capability is useful for transforming unstructured data in parquet or other unstructured formats into a performant in memory database. And the database is also useful for conducting high-performance analytics in edge environments, or remote environments, which will be increasingly useful for offloading analytic processing," he said.
Park told us DuckDB is also very easy to deploy and support.
Muhleisen said third-party technology firms were adopting DuckDB under the MIT license, as well as an increasing number of single use cases "where the data scientist is on their laptop."
For example, he said, DuckDB Labs was working with FiveTran to help it use the database in its Apache Iceberg table format implementation.
"That's something that didn't exist in the beginning -- that people would just grab DuckDB and put it into their into the pipeline as a component -- but that's really growing strongly," Muhleisen said.
Matthew Mullins, CTO at collaborative analytics company Coginiti, said: "As a tool builder we're most excited about DuckDB's close partnership with the Apache Arrow community because it's enabling us to build a new generation of highly performant data analysis tools that leverage columnar data formats. This integration not only boosts performance but also simplifies the data exchange process, enabling more efficient and scalable data operations.


	DuckDB shuns VC breadcrumbs so support isn't all it's quacked up to be


	VCs lay $52.5M golden egg for MotherDuck's serverless analytics platform


	Ex-BigQuery exec and Motherduck CEO: For some users, the answer is to think small


	Great Graph Database Debate: Abandoning the relational model is 'reinventing the wheel'


"Since its initial release, DuckDB has delighted data engineers, data scientists, and tool builders by being easy to work with and incredibly performant. Users love its friendlier SQL. It's become a favorite for handling CSV and Parquet files efficiently, no matter where they reside. Additionally, the capability to directly attach to PostgreSQL and MySQL databases for zero-ETL analysis has simplified data workflows and reduced the cost of moving data," Mullins said.
The ability to work on data in PostreSQL and MySQL comes through DuckDB plugins. Muhleisen said the team was hoping to develop a platform where people could upload, share and download DuckDB plugins for connectivity, or support for new scalar functions or index types, he said. (r)
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    Boeing's Starliner makes it into orbit at long last - with human crew aboard

    
Let's get that brave duo to the ISS and then home to Earth safely    
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Boeing's NASA-backed Starliner crew capsule, at long last, successfully blasted off from a Florida launch pad today with two brave humans onboard.
This comes after years of delays over faults that have left the US aerospace giant Boeing lagging well behind Elon Musk's SpaceX.
The Starliner manned spacecraft launched into Earth's orbit from Cape Canaveral at 1452 UTC, ending a lengthy run of unfortunate events that had resulted in repeated delays before liftoff. You can replay the whole thing below; the one-minute countdown to blast off starts at the 4 hour, 9 minute, 16 second mark.

  Youtube Video

While the mission is far from over, as the crew needs to eventually make it back to Earth in one piece, it's quite a relief to see the United Launch Alliance's Atlas V rocket soar into the sky carrying the Starliner to the International Space Station (ISS). That alliance being a joint venture between Lockheed Martin and Boeing.
Previous Starliner launch attempts were scrubbed, first due to a valve issue with the Atlas V's Centaur upper stage and then due to a power supply problem with one of the ground computers. If today had required another scrub, there would have been an opportunity tomorrow, after which the Atlas V would require a few weeks to switch out batteries.
It has been a long journey to space for the Starliner crew, figuratively speaking. The first non-crewed launch of the spacecraft ended with the capsule being unable to reach the ISS and a near catastrophe during rocket separation.
The first attempt went so badly in fact that Boeing was forced to try again and launch a second non-crewed test, which fared somewhat better. However, there was still a lengthy delay between that launch and this first mission with humans onboard, as issues continued to crop up.


	Boeing's Starliner finds yet another way to not reach space


	NASA, Boeing opt to fly leaky thruster as-is for first crewed Starliner CST-100 mission


	Boeing's Calamity Capsule launch date slides into the future


	Another week, another leak for Boeing's Starliner crew capsule


In the meantime, Boeing's rival SpaceX has continued to launch mission after mission with its Crew Dragon capsule, which first delivered astronauts to the ISS four years ago.
At the time of writing, the Starliner spacecraft, carrying veteran astronauts Suni Williams and Butch Wilmore, had performed a successful orbit insertion burn. Rendezvous with the ISS is expected at around 1615 UTC on June 6, all going well.
The crew has a few more tasks to perform before hitting the sack for a period, including checking out the manual controls of the Starliner. The mission is expected to last a week before the spacecraft, dubbed Calypso, returns to Earth. If all goes well, the first operational mission, which will carry a crew of four to the ISS, should launch in early 2025.
And no, we won't be retiring the Calamity Capsule nickname until the crew is safely back on Earth. But considering how smoothly things have gone so far, perhaps it won't be long now. (r)
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    After contentious Amazon datacenter fight, US county says it has learned a lesson

    
'We love our farms' says Culpeper, but we also like internet mega-souk and others setting up servers    
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Interview When we last checked in on Culpeper County, Virginia, folks there were contesting the construction of an Amazon datacenter while officials sought to attract more server-hosting estates to the area.
Fast forward a couple of years, and while that proposed Amazon build went ahead in the end, the county's strategy has changed. Rather than foster five development zones packed with cloud computing centers, it opted instead for a more modest Culpeper Technology Zone, or CTZ.
"We learned a lot through [the Amazon] process," Culpeper Economic Development Director Bryan Rothamel told The Register in an interview you can watch below.
"Power is not unlimited everywhere. We are taking a much smaller approach. We still want Culpeper to be Culpeper. We love our greenery, we love our farms."

  Youtube Video

The CTZ is a 690-acre plot that has two datacenter facilities on it already and may expand to six. The county wants to avoid over-saturating itself with these kinds of installations, as other parts of the US East Coast are experiencing. Datacenter builders love putting down buildings in this region of America, there is huge demand to develop land for that industry, and the CTZ is simply "the best we could do to prepare for it," Rothamel said. (r)
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    Emergency patches released for critical vulns impacting EOL Zyxel NAS boxes

    
That backdoor's not meant to be there?    
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Zyxel just released security fixes for two of its obsolete network-attached storage (NAS) devices after an intern at a security vendor reported critical flaws months ago.
The NAS326 (running version V5.21(AAZF.16)C0 and earlier) and NAS542 (running versions V5.21(ABAG.13)C0 and earlier) models are affected. They both reached end-of-life (EOL) status on December 31, 2023, and are now vulnerable to several critical vulnerabilities that could lead to remote code execution (RCE) and other issues.
Timothy Hjort, a vulnerability research intern at Outpost24, reported five vulnerabilities to the Taiwan-based vendor in March. Hjort and Zyxel released the vulnerability details and patches respectively on Tuesday via a coordinated disclosure.
Hjort's writeup also included proof of concept code that would inform potential attackers on how to exploit the vulnerabilities, meaning it's especially important to apply patches now.
[image: Argument]
JetBrains is still mad at Rapid7 for the ransomware attacks on its customers

READ MORE
"Due to the critical severity of vulnerabilities CVE-2024-29972, CVE-2024-29973, and CVE-2024-29974, Zyxel has made patches available to customers with extended support... despite the products already having reached end-of-vulnerability-support," the vendor said in an advisory.
All three of the critical flaws received CVSSv3 severity scores of 9.8 - nearly as bad as they come.
CVE-2024-29972 relates to a backdoor account in the Zyxel firmware called "NsaRescueAngel" - a remote support account with root privileges that was supposedly removed in 2020, but appears to be alive and kicking, at least in these affected versions.


	Microsoft paid Tenable a bug bounty for an Azure flaw it says doesn't need a fix, just better documentation


	NIST turns to IT consultants to clear National Vulnerability Database backlog


	Check Point warns customers to patch VPN vulnerability under active exploitation


	Snowflake denies miscreants melted its security to steal data from top customers


CVE-2024-29973 is a Python code injection flaw that was introduced, Hjort says, after Zyxel patched a critical vuln from last year (CVE-2023-27992), the research into which informed the intern's latest discoveries.
In patching CVE-2023-27992, Hjort said Zyxel "added a new endpoint that uses the same approach as the old ones, and while doing so, implemented the same mistakes as its predecessors." In short, a specially crafted HTTP POST request allows attackers to execute commands on the operating system.
Finally, CVE-2024-29974 is an RCE bug that affords attackers a little more in that it achieves persistence. The NsaRescueAngel backdoor, however, is wiped after the device reboots. It affects the firmware's file_upload-cgi program, which is responsible for backing up and restoring a device's config files.
The other two vulnerabilities - CVE-2024-29975 and CVE-2024-29976 - are both privilege escalation flaws with 6.7 and 6.5 severity scores respectively.
The three critical flaws are now patched with version V5.21(AAZF.17)C0 for NAS326 devices and V5.21(ABAG.14)C0 for NAS542 boxes.
Neither Zyxel nor Hjort commented on whether the vulns have actually been exploited in the wild. However, when the blueprints on how to do so are published, it's usually only a matter of days before attacks spin up... just ask JetBrains. (r)
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    Study finds 268% higher failure rates for Agile software projects

    
In praise of knowing the requirements before you start cranking out code    
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A study has found that software projects adopting Agile practices are 268 percent more likely to fail than those that do not.
Even though the research commissioned by consultancy Engprax could be seen as a thinly veiled plug for Impact Engineering methodology, it feeds into the suspicion that the Agile Manifesto might not be all it's cracked up to be.
The study's fieldwork was conducted between May 3 and May 7 with 600 software engineers (250 in the UK and 350 in the US) participating. One standout statistic was that projects with clear requirements documented before development started were 97 percent more likely to succeed. In comparison, one of the four pillars of the Agile Manifesto is "Working Software over Comprehensive Documentation."
According to the study, putting a specification in place before development begins can result in a 50 percent increase in success, and making sure the requirements are accurate to the real-world problem can lead to a 57 percent increase.
Dr Junade Ali, author of Impact Engineering, said: "With 65 percent of projects adopting Agile practices failing to be delivered on time, it's time to question Agile's cult following.
"Our research has shown that what matters when it comes to delivering high-quality software on time and within budget is a robust requirements engineering process and having the psychological safety to discuss and solve problems when they emerge, whilst taking steps to prevent developer burnout."
The Agile Manifesto has been criticized over the years. The infamous UK Post Office Horizon IT system was an early large-scale project to use the methodology, although blaming an Agile approach for the system's design flaws seems a bit of a stretch.


	Report: 83% of UK software engineers suffer burnout, COVID-19 made it worse


	'Business folk often don't understand what developers do...' Twilio boss on the chasm that holds companies back


	IBM warns Global Tech Services staff that 346 UK heads will roll in latest redundancy action


	Erik Meijer: AGILE must be destroyed, once and for all


It is also easy to forget that other methodologies have their own flaws. Waterfall, for example, uses a succession of documented phases, of which coding is only a part. While simple to understand and manage, Waterfall can also be slow and costly, with changes challenging to implement.
Hence, there is a tendency for teams to look for alternatives.
Projects where engineers felt they had the freedom to discuss and address problems were 87 percent more likely to succeed. Worryingly, workers in the UK were 13 percent less likely to feel they could discuss problems than those in the US, according to the study.
Many sins of today's tech world tend to be attributed to the Agile Manifesto. A neverending stream of patches indicates that quality might not be what it once was, and code turning up in an unfinished or ill-considered state have all been attributed to Agile practices.
One Agile developer criticized the daily stand-up element, describing it to The Register as "a feast of regurgitation."
However, while the Agile Manifesto might have its problems, those stem more from its implementation rather than the principles themselves. "We don't need a test team because we're Agile" is a cost-saving abdication of responsibility.
In highlighting the need to understand the requirements before development begins, the research charts a path between Agile purists and Waterfall advocates. (r)
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    Airbus shows off uncrewed AI-powered Wingman for fighter pilots

    
I feel the need, the need for ... a Euro-made military drone    
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Updated AI-piloted drones that accompany and assist human-piloted fighter jets are very much on military minds - and Airbus is showing off its take on the technology. 
The aerospace giant was at the International Aerospace Exhibition (ILA) in Berlin this week with a full-scale model of its Wingman drone - an "unmanned escort for manned fighter jets." As many countries are envisioning, autonomous drones can act as support for human pilots by carrying out reconnaissance, refueling, acting as a radar platform, or even attacking human targets.
"The German Air Force has expressed a clear need for an unmanned aircraft flying with and supporting missions of its manned fighter jets before the Future Combat Air System will be operational in 2040," Airbus Defence and Space CEO Michael Schoellhorn explained in a statement. "Our Wingman concept is the answer."
[image: airbus-wingman-concept]
Flying the unfriendly skies ... A rendering of Airbus' Wingman concept drone - Click to enlarge


Wingman is designed to carry a number of different loadouts, with optional sensors, connectivity, "teaming solutions" and armaments available to the unmanned aircraft. Tasks can range from reconnaissance to striking targets or improving operations in low-visibility environments, Airbus claimed. 
Of course, the aircraft won't be making targeting determinations or launching attacks on its own (yet) - pilots in crewed aircraft will control Wingman as "command fighters" who will have final decision-making authority. 
The level of autonomy, and details on how pilots control and interact with Wingman, were all left out of Airbus's statement. The Register asked for more information and will fill in the gaps when we hear back. 


	Nothing says 2022 quite like this remote-controlled machine gun drone


	US Air Force's Angry Kitten turns Reaper drone into fierce feline of electronic warfare


	Airbus takes its long, thin, plane on a ten-day test campaign


	US Air Force AI drone 'killed operator, attacked comms towers in simulation'


And while the German Air Force is mentioned as having expressed an interest in Wingman, it's not clear at all whether the Luftwaffe has any plans to test it, much less field the thing. Schoellhorn's statements don't help either - the CEO only said Wingman's development will mean Airbus "ultimately can offer the German Air Force an affordable solution with the performance it needs." Whether a deal is in place wasn't specified.
It's still early in Wingman's lifecycle, though, and Airbus also wanted to make clear that the model on display at the ILA this week is a concept - not quite reflective of future Wingmen. 
"As with 'show cars,' not all of what is on display may find its way into series production," Airbus stressed. "In this aspect, the model on display at ILA Berlin will serve as a foundation and catalyst to drive the design requirements for each generation of the Wingman." 
In other words, don't get too excited about the highway to the danger zone: we're still on the on-ramp. (r)
Updated to add
An Airbus spokesperson got back to us with some more detail on the Wingman concept. They told us:



	A command fighter will be able to task several unmanned assets. We are talking about single digit formations.


	The foreseen Manned Unmanned Teaming Intelligence will allow for high level tasking, as envisioned for this Wingman. The pilot will give command tasks, but the execution will be done autonomously by the unmanned asset. Any kinetic or non-kinetic effect will be authorized by a human in the loop.


	The Wingman Project is Airbus's concept of a next-generation, high-performance autonomous collaborative platform. It is currently a self-funded Airbus effort to pioneer the technologies that could enable the entry-into-service of such a capability in the early 2030 timeframe, in order to initially operate alongside current-generation fighter aircraft (e.g. Eurofighter).


	Airbus is currently in discussions with Germany and Spain about this concept. So far no programme has been launched.
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    Australia drops legal action that aimed to have X take down stabbing vid

    
Musky network celebrates free speech win ... after not opposing takedown of similar fare    


    
        By 
Simon Sharwood        
    

    
        Posted in Public Sector,
        
            5th June 2024 04:44 GMT
        
    


    
Australia's eSafety commissioner has ended legal action that aimed to compel social network X to take down a video depicting a knife attack on a clergyman classified as an act of terror under local law.
The attack was livestreamed in April and quickly spread, leading the commissioner to ask social networks to make it unavailable in Australia. But locals continued to access it over VPNs as social networks geo-blocked it rather than removing it entirely. The commissioner requested further action and sought an injunction that would compel the video's removal from X - an action Elon Musk labelled an assault on free speech, and an attempt by one nation to impose its laws on the entire world.
The commissioner today ended its legal action.
"Today I have decided to consolidate action concerning my Class 1 removal notice to X Corp," wrote commissioner Julie Inman Grant, on grounds that doing so is "likely to achieve the most positive outcome for the online safety of all Australians, especially children."
"Our sole goal and focus in issuing our removal notice was to prevent this extremely violent footage from going viral, potentially inciting further violence and inflicting more harm on the Australian community," she wrote, before arguing "Most Australians accept this kind of graphic material should not be on broadcast television, which begs an obvious question of why it should be allowed to be distributed freely and accessible online 24/7 to anyone, including children."


	Australia secures takedown order for terror videos, which Elon Musk wants to fight


	'We hate what you've done with the place - especially the hate' Australia tells Twitter


	Australia asks Twitter how it will mod content without staff, gets ghosted


	Microsoft Teams: A vector for child sexual abuse material with a two-day processing time for complaints


X's global affairs team emitted a triumphal Xeet in which it welcomed the commissioner's decision as the video "does not violate X's rules." The Xeet adds: "This case has raised important questions on how legal powers can be used to threaten global censorship of speech, and we are heartened to see that freedom of speech has prevailed."
Yet Inman Grant has called out X for inconsistencies, noting that it recently responded positively to a request for global removal of a video depicting multiple violent incidents that took place in Australia - including stabbings not classified as acts of terror under local law.
She also noted that other major social media platforms and search engines - including Meta, Microsoft, Google, Snap, Tik Tok, Reddit and Telegram - took down the video that X refused to remove.
"This is because the video violated their terms of service and their standards of decency," she wrote.
The matter is not at an end. Australia's Administrative Appeals Tribunal will now consider the Commission's actions.
Inman Grant also opined that the matter represented a useful learning experience.
"Through this process, eSafety has also welcomed the opportunity to test its novel regulatory powers - set out under Australia's Online Safety Act - to protect Australians from online harm," she wrote. (r)
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