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      Biting the hand that feeds IT -- Enterprise Technology News and Analysis


      
        Ukrainian cops collar Kyiv programmer believed to be Conti, LockBit linchpin
        Connor Jones

        28-year-old accused of major ransomware attacks across Europe An alleged cog in the Conti and LockBit ransomware machines is now in handcuffs after Ukrainian police raided his home this week.... 

      

      
        Startup Diraq taps GlobalFoundries to forge silicon-based quantum chips
        Dan Robinson

        Vows to have a 'commercially relevant' system within five years Quantum startup Diraq is to produce sample devices at GlobalFoundries fabs, making it another developer following Intel down the route of using standard CMOS production techniques to build toward full-scale quantum systems....

      

      
        China miffed over electric vehicle tariff tiff with EU
        Richard Speed

        Trade body bemoans move as 'notably unfair' but no countermeasures yet China has issued a withering response to the EU's decision to raise tariffs on Chinese-made electric vehicles, describing the move as "notably unfair."...

      

      
        Google's Privacy Sandbox more like a privacy mirage, campaigners claim
        Richard Speed

        Chocolate Factory accused of misleading Chrome browser users Privacy campaigner noyb has filed a GDPR complaint regarding Google's Privacy Sandbox, alleging that turning on a "Privacy Feature" in the Chrome browser resulted in unwanted tracking by the US megacorp....

      

      
        US senators propose guardrails for government AI purchases and operations
        Brandon Vigliarolo

        Bill proposes appointment of chief AI officers, privacy safeguards, and lots of testing Two US senators have introduced a bipartisan bill that defines guardrails for the acquisition and implementation of AI across the federal government....

      

      
        NASA hits wrong button, broadcasts ISS emergency training by mistake
        Richard Speed

        Simulation stimulates social media panic NASA provided an inadvertent insight into its training techniques when it accidentally broadcast audio that sounded like an emergency on the International Space Station.... 

      

      
        UK Labour Party promises end to datacenter planning 'barriers'
        Lindsay Clark

        With a strong lead going into general election, opposition claims it will 'supercharge' tech sector The UK's opposition Labour Party - which boasts a sizable poll lead heading into July's general election - has promised to ease planning restrictions holding back investment in datacenters....

      

      
        Student's flimsy bin bags blamed for latest NHS data breach
        Connor Jones

        Confidential patient information found by member of the public A data protection gaffe affecting the UK's NHS is being pinned on a medical student who placed too much trust in their bin bags....

      

      
        Version 256 of systemd boasts '42% less Unix philosophy'
        Liam Proven

        And it's subsuming another bit of Linux by replacing sudo The latest version of the systemd init system is out, with the openly confrontational tag line: "Available soon in your nearest distro, now with 42 percent less Unix philosophy."...

      

      
        The origin of 3D Pipes, Windows' best screensaver
        Richard Speed

        Raymond Chen talks teapots, and a fully engaged marketing team Archaeologic  Microsoft veteran Raymond Chen has shared the origin story behind the Windows 3D Pipes screensaver....

      

      
        Dr Ed Stone, former director of JPL, Voyager project scientist, dies at 88
        Richard Speed

        A legacy of scientific discovery, inspiration and engagement Obit  Edward C Stone, the project scientist for NASA's Voyager mission from 1972 to 2022, has died....

      

      
        Preventing another chip shortage on G7 summit agenda
        Tobias Mann

        Group will also look into protecting subsea communications infrastructure More than three years after the pandemic crippled semiconductor supply chains, it seems G7 nations are getting ready to do something to prevent future disruptions....

      

      
        ASUS quietly built supercomputers, datacenters and an LLM. Now it's quietly selling them all together
        Simon Sharwood

        The plan is a slow build - not a breakout into enterprise tech Taiwan's ASUS is best known for its laptops and Wi-Fi kit, but it's quietly building an enterprise tech and cloud business - and slowly introducing it to the world after big successes at home....

      

      
        Japan forces Apple and Google to allow third-party app stores and payments
        Simon Sharwood

        DMA-like law passes in pursuit of a more innovative and open smartphone market Japan's parliament has passed a law that will require Apple and Google to allow access to third-party app stores and payment providers on devices running their mobile operating systems....

      

      
        VMware revenue plunges $600 million, but Broadcom assures investors growth plan is on track
        Simon Sharwood

        Costs cut deeply, with more to come, and forward bookings surge VMware's quarterly revenue appears to have fallen by $600 million during its first full quarter of ownership by Broadcom, which revealed strong growth in forward bookings and huge cost cuts at the virtualization giant.... 

      

      
        SK hynix shimmies towards AI silicon by driving merger of South Korean Nvidia challengers
        Simon Sharwood

        Sapeon and Rebellions think they can do better together Two South Korean members of the AI Platform Alliance - a group that advocates an open alternative to Nvidia - have proposed a merger to accelerate their work and achieve greater scale, and perhaps give local chipmaker SK hynix a way into the market for AI silicon....

      

      
        Crooks crack customer info at tracking device vendor Tile, issue 'extortion' demands
        Jessica Lyons

        Who tracks the trackers? Life360, purveyor of "Tile" Bluetooth tracking devices and developer of associated apps, has revealed it is dealing with a "criminal extortion attempt" after unknown miscreants contacted it with an allegation they had customer data in their possession....

      

      
        Google borrows from Android to make ChromeOS better
        Thomas Claburn

        Parts of the 'droid tech stack are replacing laptop OS plumbing Google's ChromeOS team has begun borrowing from Android's tech stack to innovate faster, to reduce the burden of maintaining multiple operating systems, and to enhance device interoperability in the face of vendor kernel variability, the company says....

      

      
        Waymo issues software fix after driverless taxi hits telephone pole
        Brandon Vigliarolo

        NHTSA already probing robo-car biz over crashes with 'clearly visible objects' Waymo is updating its self-driving cars' software after another accident in Phoenix, Arizona, that the driverless taxi biz is blaming on faulty maps and code.... 

      

      
        Ransomware crew may have exploited Windows make-me-admin bug as a zero-day
        Jessica Lyons

        Symantec suggests Black Basta crew beat Microsoft to the patch The Black Basta ransomware gang may have exploited a now-patched Windows privilege escalation bug as a zero-day, according to Symantec's threat hunters....

      

      
        No, an AI bot isn't running for mayor of Cheyenne, Wyoming
        Thomas Claburn

        But candidate Victor Miller tells The Reg he'll use machine learning to help govern Officials in Wyoming are trying to figure out how to respond to an application to run for mayor of the City of Cheyenne that comes with the promise of AI-assisted governance....

      

      
        Four more US states pile on Apple as DoJ turns up antitrust heat
        Matthew Connatser

        Growing coalition joins federal fray, accusing iGiant of playing monopoly Four more US states have jumped on the Department of Justice's (DoJ) antitrust lawsuit against Apple....

      

      
        Rivals and legal action cast shadows over Windows on Arm market
        Dan Robinson

        Player MediaTek: Ready The race for Arm-based Windows laptops could soon get interesting, as MediaTek is said to be preparing to enter the game, while the legal battle between Arm and Qualcomm could disrupt the latter's products....

      

      
        Italian premier taps Pope Francis to warn G7 of AI disaster if ethics ignored
        Richard Currie

        Holy smokes, don't screw this up Italian prime minister Giorgia Meloni and Pope Francis have joined forces to deliver a high-stakes warning to world leaders: Dive headfirst into AI without thinking about ethics, and you're essentially inviting disaster.... 

      

      
        Adios, accountability: X to hide 'likes' for everyone this week
        Brandon Vigliarolo

        Hello, blackmail: Posters can still see who liked their stuff even if it's a secret from the rest of the digital town square After making the option available for Premium users last year, the site formerly known as Twitter has decided to begin hiding everyone's "likes" to "better protect your privacy." ...

      

      
        Gates-backed nuclear plant breaks ground without guarantee it'll have fuel
        Brandon Vigliarolo

        TerraPower's atomic facility needs lots of low-enriched uranium and who mainly makes it ... ah, jeez Unwilling to let a little thing like reality stand in its way, Bill Gates' TerraPower has broken ground on its Wyoming nuclear power plant without any guarantee it'll have the fuel needed to run the thing once it's finished. ...

      

      
        IBM dream to gobble up HashiCorp challenged in court
        Thomas Claburn

        This benefits management, but not us shareholders! Updated  Enterprise software firm HashiCorp and its executives have been sued by an investor who claims the public company's agreement to be acquired by IBM is designed to enrich corporate leaders at the expense of shareholders....

      

      
        Molten lunar regolith heats up space colonization dreams
        Matthew Connatser

        Human settlement of the Moon made a little easier, maybe? A study proposes that the Moon's dusty topsoil, also known as regolith, can produce thermal energy....
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    Ukrainian cops collar Kyiv programmer believed to be Conti, LockBit linchpin

    
28-year-old accused of major ransomware attacks across Europe    


    
        By 
Connor Jones        
    

    
        Posted in Cyber-crime,
        
            13th June 2024 16:27 GMT
        
    


    
An alleged cog in the Conti and LockBit ransomware machines is now in handcuffs after Ukrainian police raided his home this week.
The 28-year-old Kyivan's identity is being kept a secret for now, but he faces a potential maximum sentence of 15 years if found guilty of violating the Criminal Code of Ukraine relating to the abuse of computer systems.
According to the authorities' description, the individual played a significant role in both the Conti and LockBit operations, and was tasked in some capacity with building the main encryptor used by the gangs.
"The police found out that the young man specialized in the development of encryptors - special software for masking computer viruses under the guise of safe files," reads an announcement, automatically translated from Ukrainian into English.
"Thanks to his programming skills, the person involved was able to hide malicious software from the most popular antiviruses."
The announcement from the cyber team in Ukraine's national police accuses the arrested individual of being responsible for Conti attacks on the Netherlands and Belgium. Given Conti's dominance on the ransomware scene between 2019 and 2022, that could refer to any number of organizations.
However, the Dutch Politie narrowed it down to a "multinational" in 2021. As for what company that may be, one attack springs to mind but without any confirmation at the time of publication, we're reluctant to even hint towards it.
Police in the Netherlands first broke the news of the arrest last week, which actually took place back on April 18 but was only announced in recent days.
It also confirmed the links between the arrest and the ongoing Europol-led Operation Endgame, which recently saw the takedown of various malware loaders and botnets. The Ukrainian police and Operation Endgame itself amplified the arrest on Wednesday and Thursday respectively.
Ukrainian police shared images of the accused's home and an abundance of computer hardware, mobile phones, and notebooks seized that myst have surely already been ransacked for evidence by now.


	FBI encourages LockBit victims to step right up for free decryption keys


	What is RansomHub? Looks like a Knight ransomware reboot


	Cyber cops plead for info on elusive Emotet mastermind


	LockBit dethroned as leading ransomware gang for first time post-takedown


The arrest comes amid a heightened focus on LockBit in recent months, and taking down as many of its members as possible.
Operation Cronos disrupted the gang in February, leaking various secrets such as the fact that many of its affiliates never made a penny from the program, and how victims who paid ransoms didn't actually have their data deleted.
However, Cronos's efforts were short-lived as Dmitry Khoroshev's gang is still operating, just at a less prolific rate.
As part of the LockBit leak week in February, Ukrainian police announced the arrest of a father-son duo who together were believed to have formed a criminal partnership by working as a ransomware affiliate.
Another arrest in Poland was also made, and that followed others in the months prior. Then-20-year-old Apple fanboy Ruslan Magomedovich Astamirov was nabbed in June last year for allegedly working for Khoroshev, and a year before that Mikhail Vasiliev, a Canadian-Russian national living in Bradford, Ontario, was also cuffed for the same reasons.
One of the few LockBit profiteers to actually get caught and sentenced, Vasiliev landed himself a four-year prison term in March. Many have the good sense to stay in Russia or other countries where they can avoid extradition. According to recent reports, they enjoy safe haven in the West's main adversarial countries, but still find ways to holiday without getting caught. (r)
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    Startup Diraq taps GlobalFoundries to forge silicon-based quantum chips

    
Vows to have a 'commercially relevant' system within five years    


    
        By 
Dan Robinson        
    

    
        Posted in Systems,
        
            13th June 2024 15:35 GMT
        
    


    
Quantum startup Diraq is to produce sample devices at GlobalFoundries fabs, making it another developer following Intel down the route of using standard CMOS production techniques to build toward full-scale quantum systems.
The contract manufacturer is to produce sample devices that combine both quantum and classical circuitry on a single slab of silicon.
Diraq's technology is based on electron spins in silicon quantum dots, like that of Intel. Earlier this year, the company announced a funding round that brought its total development reserves up to $120 million, including research funding from Australian and US government programs.
Andrew Dzurak, founder and chief executive at Diraq, has previously said that Diraq aims to have a "commercially relevant" quantum system within five years, and produce fault-tolerant hardware based on "many millions" of qubits inside a ten-year horizon. Quantum industry watchers will have heard all this many times before, however.
The move with GlobalFoundries is to demonstrate that Diraq''s silicon qubit design can be implemented using standard production processes with existing production tools and integrate with standard CMOS transistors, which Diraq says is crucial to increasing the number of qubits on a chip toward the million mark and beyond.
"Just as modern chipmaking allows millions of transistors to be crammed onto a regular chip, we can get millions of qubits on a quantum chip," Dzurak said in an interview with Bloomberg, claiming that "Quantum computing can be made much cheaper and more accessible than competing qubit technologies."
Diraq said it has designed sample chips that will be manufactured this year by GlobalFoundries using its 22nm 22FDX Silicon-on-Insulator process technology, possibly as early as this month.
If all goes as planned, it hopes to be able to scale up production toward its goal of a complete quantum computing system by 2028. It isn't clear if this means Diraq intends to use GlobalFoundries fabrication plants to manufacture the production chips.
However, Diraq says the viability of its technology has already been demonstrated using devices manufactured by Belgian research and development outfit Imec (Interuniversity Microelectronics Center).


	Quantinuum inches closer to fault-tolerant quantum with a 56 qubit machine


	Intel's quantum leap in wafer-wide cryo-testing sets cool new standard


	IBM quantum system elbows into Arm-powered Fugaku supercomputer


	Australia to fund $620M quantum computer claimed to be first at 'utility-scale'


These were produced using standard 300mm wafers and claimed by Diraq to demonstrate single qubit control fidelity of 99.9 percent, where fidelity is a measure of how effectively a quantum computer can perform operations without errors due to noise or decoherence.
The devices featured a layout similar to earlier work by Diraq team members, but were redesigned and fabricated by Imec using their 300mm fabrication line.
A spokesperson at GlobalFoundaries told us via email that its technical team had discussed designs for CMOS-based spin qubits for a number of years.
"GF's 22FDX transistor technology has a number of advantages that make the transistors work extremely well at cryo temperatures (1 kelvin), and are also well suited to making spin qubits. The chip that Diraq is taping out this month, which GF will fabricate, is the first chip that GF will have made for Diraq, and is based on Diraq proprietary qubit and transistor circuit designs. Diraq will receive a number of chips from this initial fabrication cycle with GF, due later this year. There will be a number of future chips designed by Diraq that will be fabricated by GF over the coming years, under standard commercial supply agreements."
GlobalFoundries would, according to the spokesperson, be a long-term Diraq supplier for "both qubits and also for the classical electronics chips that are used to control and measure the qubit chips - but which also need to operate at 1 kelvin."
Like Intel's silicon quantum dot chips, Diraq's devices are designed to operate at cryogenic temperatures, meaning they must be cooled close to absolute zero.
Intel recently revealed a method of testing its prototypes using a cryogenic chamber large enough to hold an entire silicon wafer, and last year was able to provide research facilities and universities in the US with samples of its Tunnel Falls 12-qubit test chip to evaluate.
Diraq isn't the only Aussie quantum startup that has chosen to work with GlobalFoundries. Back in 2022, a company called Archer Materials said it was working with the fab operator on manufacturing its quantum chip technology, which it claimed was able to operate at room temperature.(r)
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    China miffed over electric vehicle tariff tiff with EU

    
Trade body bemoans move as 'notably unfair' but no countermeasures yet    


    
        By 
Richard Speed        
    

    
        Posted in Personal Tech,
        
            13th June 2024 14:27 GMT
        
    


    
China has issued a withering response to the EU's decision to raise tariffs on Chinese-made electric vehicles, describing the move as "notably unfair."
Xinhua, a mouthpiece for the Chinese government, and China Council for the Promotion of International Trade called the proposed tariffs hikes "typical double standards" and pointed out that the EU provides substantial subsidies for its own EV and battery industries.
Despite protestations from China, no firm retaliatory measures have yet been announced. That said, a spokesperson for the trade promotion body was reported as saying that Chinese industries and businesses would defend their legal rights until World Trade Organization (WTO) regulations are applied.
The spokesperson said that the "abuse of WTO trade remedy rules undermines market principles and disrupts global supply chain stability and security."
According to the spokesperson, the tariffs were set to arrive despite the European EV industry not asking for an investigation.
The EU announced the tariffs earlier this week, saying that Chinese-made EVs benefited from "unfair subsidization" from the Chinese government.
A range of tariffs are set to be introduced. BYD's tariff will be 17.4 percent, Geely's 20 percent, and SAIC 38.1 percent. The tariffs levied vary depending on how cooperative the companies were during the investigation. The maximum was set at 48.1 percent for non-cooperative firms - painful but not as severe as the 100 percent tariff demanded by the US.


	Chinese electric car brands zapped by price surge as EU cranks tariffs


	Chinese car brands hit accelerator on road tests for level three autonomous driving tech


	US tariffs on Chinese EVs may grow from around 25% to 100%


	Musk schmoozes Chinese Premier as Tesla Full Self-Driving remains parked


A recent report warned that tariffs as high as 30 percent were unlikely to significantly affect Chinese EV imports into the bloc due to the potential for profits.
While Beijing has yet to announce any countermeasures, EU exporters are concerned over what form they might take. China started an anti-dumping investigation into brandy imported from the EU in January 2024, despite efforts made by Cognac exporters BNIC and FEVS to demonstrate their innocence of the allegations.
According to the BNIC: "It is clear that the Chinese authorities aim to send a message to the French government by targeting Cognac."
Other EU exports potentially affected by tit-for-tat measures include pork and dairy products. (r)
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    Google's Privacy Sandbox more like a privacy mirage, campaigners claim

    
Chocolate Factory accused of misleading Chrome browser users    


    
        By 
Richard Speed        
    

    
        Posted in Security,
        
            13th June 2024 13:30 GMT
        
    


    
Privacy campaigner noyb has filed a GDPR complaint regarding Google's Privacy Sandbox, alleging that turning on a "Privacy Feature" in the Chrome browser resulted in unwanted tracking by the US megacorp.
The Privacy Sandbox API was introduced in 2023 as part of Google's grand plan to eliminate third-party tracking cookies. Rather than relying on those cookies, website developers can call the API to display ads matched to a user's interests.
In the announcement, Google's VP of the Privacy Sandbox initiative called it "a significant step on the path towards a fundamentally more private web."
However, according to noyb, the problem is that although Privacy Sandbox is advertised as an improvement over third-party tracking, that tracking doesn't go away. Instead, it is done within the browser by Google itself.
To comply with the rules, Google needs informed consent from users, which is where issues start.
Noyb wrote today: "Google's internal browser tracking was introduced to users via a pop-up that said 'turn on ad privacy feature' after opening the Chrome browser. In the European Union, users are given the choice to either 'Turn it on' or to say 'No thanks,' so to refuse consent."
Users would be forgiven for thinking that 'turn on ad privacy feature' would protect them from tracking. However, what it actually does is turn on first-party tracking.


	Meta will use your social media posts to train its AI. Europe gets an opt out


	Meta faces multiple complaints in Europe over plans to train AI on user data


	Microsoft accused of tracking kids with education software


	OpenAI slapped with GDPR complaint: How do you correct your work?


Max Schrems, honorary chairman of noyb, claimed: "Google has simply lied to its users. People thought they were agreeing to a privacy feature, but were tricked into accepting Google's first-party ad tracking.
"Consent has to be informed, transparent, and fair to be legal. Google has done the exact opposite."
Noyb noted that Google had argued "choosing to click on 'Turn it on' would indeed be considered consent to tracking under Article 6(1)(a) of the GDPR."
The Register asked Google to comment on noyb's complaint filed with the Austrian data protection authority and will update this article should we receive a response.
Google's Privacy Sandbox initiative is not going smoothly. In April, the UK's Competition and Markets Authority expressed concerns about privacy and competition, and Google decided to push back the deprecation of third-party cookies in Chrome to early 2025. (r)
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    US senators propose guardrails for government AI purchases and operations

    
Bill proposes appointment of chief AI officers, privacy safeguards, and lots of testing    


    
        By 
Brandon Vigliarolo        
    

    
        Posted in Public Sector,
        
            13th June 2024 13:00 GMT
        
    


    
Two US senators have introduced a bipartisan bill that defines guardrails for the acquisition and implementation of AI across the federal government.
Senators Gary Peters (D-MI) and Thom Tillis (R-NC) introduced the Promoting Responsible Evaluation and Procurement to Advance Readiness for Enterprise-wide Deployment (PREPARED) for AI Act yesterday. The aim, according to the pair, is to ensure the government can make use of the benefits of AI "while safeguarding against potential risks and harms."
"Artificial intelligence has the power to reshape how the federal government provides services to the American people for the better, but if left unchecked, it can pose serious risks," warned Peters. "These guardrails will help guide federal agencies' responsible adoption and use of AI tools, and ensure that systems paid for by taxpayers are being used safely and securely."
The bill [PDF] proposes requiring government agencies to conduct a risk assessment exercise before acquiring and implementing AI. Risk audits would be required regularly after systems are implemented.
The bill also requires agencies to consider their AI implementation plans with regards to rights and safety of the public and requires that government contracts for the technology "include safety and security terms for data ownership, civil rights, civil liberties and privacy, adverse incident reporting and other key areas."
The bill would also mandate the appointment of chief AI officers responsible for procurement efforts - including the aforementioned audits, reviews and risk assessments. Establishing pilot programs to streamline AI adoption at the federal level is another requirement.


	America's War on Drugs and Crime will be AI powered, says Homeland Security boss


	Senate AI roadmap's piecemeal legislation is ideal, says former FTC tech chief


	Lawmakers advance bill to tighten White House grip on AI model exports


	US senators' AI roadmap aims for $32B in R&D spending


The bill has the support of groups including the Institute of Electrical and Electronics Engineers, the Center for Democracy and Technology, and the AI Procurement Lab.
"As agencies consider incorporating AI into government services and other processes, they must do so responsibly," Center for Democracy & Technology president and CEO Alexandra Reeve Givens observed. "The bipartisan PREPARED for AI Act lays a strong foundation by codifying transparency, risk evaluation, and other safeguards that will help agencies make smarter and more informed procurement decisions."
The US federal government has already enacted some AI laws, and president Biden issued an executive order that requires safe use of the technology, plus rules that aim to ensure the Feds use a "responsible" approach when putting it to work.
The PREPARED for AI Act appears to be the first attempt to tackle government procurement of such systems.
A Senate aide told The Register that chairman Peters hopes to have the legislation out of committee this summer. The aide didn't say whether a hearing date for the bill had been set - meaning it's unclear when or if it will be deemed ready for a vote. (r)
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    NASA hits wrong button, broadcasts ISS emergency training by mistake

    
Simulation stimulates social media panic    


    
        By 
Richard Speed        
    

    
        Posted in Bootnotes,
        
            13th June 2024 12:30 GMT
        
    


    
NASA provided an inadvertent insight into its training techniques when it accidentally broadcast audio that sounded like an emergency on the International Space Station.
There wasn't a crisis, however, the audio made it sound as though something had gone terribly wrong and a crew member was suffering from decompression sickness.
Decompression sickness is an affliction known to SCUBA divers. It occurs when dissolved gases form bubbles inside body tissues. It can happen during or shortly after an ascent without sufficient decompression stops. In the case of the ISS training, it was likely due to an extravehicular activity scenario - perhaps a bad suit seal during airlock decompression.
It can also be fatal. Judging by the audio broadcast, the affected crew member was not having a great time, with his condition described at one point as "tenuous."
NASA later clarified the situation via a post on X, saying what had been heard was actually just a training exercise.
"There is no emergency situation going on aboard the International Space Station," the space agency said.


	NASA will send astronauts to patch up leaky ISS telescope


	NASA confirms Florida house hit by a piece of ISS battery pack


	Grab a helmet because retired ISS batteries are hurtling back to Earth


	HPE's updated Spaceborne Computer-2 ready to hitch another ride to the ISS


"This audio was inadvertently misrouted from an ongoing simulation where crew members and ground teams train for various scenarios in space and is not related to a real emergency. The International Space Station crew members were in their sleep period at the time. All remain healthy and safe."
While NASA has not provided the transcript, the broadcast remains available via the ISS live video feed. Although the video was interrupted, a female voice can be heard working through the incident, saying at one point: "Whatever you can do is better than doing nothing."
NASA has a long history of using simulations to test crew and ground personnel. The Apollo 11 mission was arguably saved by some thorough training in landing scenarios and which alarms would require an abort, according to Gene Kranz's excellent memoir Failure Is Not an Option.
However, accidentally broadcasting this training on a public channel without warning was unfortunate.
As was the delay before the agency confirmed that all was well aboard the ISS. (r)
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    UK Labour Party promises end to datacenter planning 'barriers'

    
With a strong lead going into general election, opposition claims it will 'supercharge' tech sector    


    
        By 
Lindsay Clark        
    

    
        Posted in On-Prem,
        
            13th June 2024 12:00 GMT
        
    


    
The UK's opposition Labour Party - which boasts a sizable poll lead heading into July's general election - has promised to ease planning restrictions holding back investment in datacenters.
In a keynote speech at London Tech Week, the party's science and technology spokesperson, Peter Kyle, yesterday said if Labour won the election, it aimed to "supercharge" the UK tech sector and improve its standing against international competitors.
A central measure Labour is set to put forward includes slashing "barriers" in the planning system that have held back investment in bit barns.
Readers will remember plans to build a datacenter campus on a landfill site overlooking the M25 motorway near London were rejected on grounds it would significantly alter the character and appearance of the area, despite recognition there is significant demand for datacenter capacity.
This week, efforts to push forward construction of a datacenter near East London were met with fierce opposition, despite including a 279-acre "ecology park."
Kyle claimed the UK was in a unique position to benefit from new technologies (yes, he mentioned AI). He promised Labour would "place technology at the heart of our missions and unblock tech barriers to restart the engine of our economy."


	CoreWeave plows PS1B into UK HQ and datacenters as it eyes European expansion


	Digital Realty wants to turn Irish datacenters into grid-stabilizing power jugglers


	Irish power crunch could be prompting AWS to ration compute resources


	CEO of UK's National Grid warns of datacenters' thirst for power


Among other commitments said to benefit the tech sector, Labour vowed to reform public sector procurement to make it easier for UK startups to bid for contracts, something political parties have promised several times in the last 20 years.
Other ideas Labour put forward include a "national data library" to centralize existing government research programs to facilitate academic access to public sector data.
The party promised to give the AI Safety Institute statutory footing, and introduce legislation addressing AI risks, rather than the current government's approach, which seeks to strengthen and combine the influence of existing regulators.
In his speech, Kyle also said Labour would keep the Department for Science, Innovation and Technology in place. However, it would also make it a "digital centre for government," raising question marks over the future of the Government Digital Service and the Central Digital & Data Office, both of which sit within the Cabinet Office. (r)
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    Student's flimsy bin bags blamed for latest NHS data breach

    
Confidential patient information found by member of the public    


    
        By 
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        Posted in Security,
        
            13th June 2024 11:30 GMT
        
    


    
A data protection gaffe affecting the UK's NHS is being pinned on a medical student who placed too much trust in their bin bags.
An investigation was launched following the discovery of confidential medical data sprawled across a back alley in Jesmond, a pricier suburb of Newcastle in the North East of England.
The medical student is thought to have thrown the documents into their domestic waste, which was placed outside for collection, but through one means or another, the documents escaped to the freedom of an alleyway off Lonsdale Terrace only to be found by a passerby.
Cumbria, Northumberland, Tyne and Wear NHS Trust (CNTW) said it was confident that the documents were recovered.
It's understood that the documents and data belonged to at least two patients and included a letter sent to a patient's doctor marked "Private and Confidential." The information included personal and sensitive details about the patients.
The trust's deputy chief executive and executive medical director said the matter is considered closed and those affected have been contacted.
Dr Rajesh Nadkarni, told The Reg: "A medical student on placement with CNTW was in possession of confidential clinical information in the course of their placement work. We were subsequently informed by a member of the public that they found this information among household waste.


	London hospitals left in critical condition after ransomware attack


	NHS Digital hints at exploit sightings of Arcserve UDP vulnerabilities


	UK public voice fear over security in NHS data systems


	Nearly 1M medical records feared stolen from City of Hope cancer centers


"A full investigation has been completed, and we are assured that all of the confidential information held by the medical student has been recovered. We have been in contact with those affected by this breach of confidentiality, and are providing them with updates on the outcomes of this investigation.
"All medical students receive training on information governance, and students on placement with CNTW attend an induction and receive an information pack which stresses the importance of confidentiality, and our policies and processes which support this.
"We will ensure that the learning we gain from this investigation is acted on to improve our services. It is vital that people feel confident that their information is protected and handled appropriately at all times by us, and we will ensure that we learn from this incident to continue to do so for our communities."
We also asked if the student would face any punishment, but the trust wouldn't comment.
Although it certainly can't be considered the most catastrophic breach the NHS has ever experienced, it's probably not the memory any student would want to leave behind at a potential future employer while on a work experience placement.
But the incident will almost certainly be raised as an amusing anecdote when delivering data governance training for at least the next few years. (r)
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    Version 256 of systemd boasts '42% less Unix philosophy'

    
And it's subsuming another bit of Linux by replacing sudo    
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The latest version of the systemd init system is out, with the openly confrontational tag line: "Available soon in your nearest distro, now with 42 percent less Unix philosophy."
As Lennart Poettering's announcement points out, this is the first version of systemd whose version number is a nine-bit value.
[image: Penguins surround laptop. Pic by Shutterstock]
Systemd 255 is here with improved UKI support

READ MORE
Version 256, as usual, brings in a broad assortment of new features, but also turns off some older features that are now considered deprecated. For instance, it won't run under cgroups version 1 unless forced.
Around since 2008, cgroups is a Linux kernel containerization mechanism originally donated by Google, as The Reg noted a decade ago. Cgroups v2 was merged in 2016 so this isn't a radical change. System V service scripts are now deprecated too, as is the SystemdOptions EFI variable.
Additionally, there are some new commands and options. Some are relatively minor, such as the new systemd-vpick binary, which can automatically select the latest member of versioned directories. Before any OpenVMS admirers get excited, no, Linux does not now support versions on files or directories. Instead, this is a fresh option that uses a formalized versioning system involving:


... paths whose trailing components have the .v/ suffix, pointing to a directory.


These components will then automatically look for suitable files inside the directory, do a version comparison and open the newest file found (by version).


The latest function, which The Reg FOSS desk suspects will ruffle some feathers, is a whole new command, run0, which effectively replaces the sudo command as used in Apple's macOS and in Ubuntu ever since the first release.
Agent P introduced the new command in a Mastodon thread. He says that the key benefit is that run0 doesn't need setuid, a basic POSIX function, which, to quote its Linux manual page, "sets the effective user ID of the calling process." In other words, sudo does some black magic to make the OS treat a command run by an ordinary, unprivileged user - that's you, peon - as if the superuser, "root," ran that command instead. It's a very old command, dating back to 1980, but it only went mainstream early this century. It was soon so accepted that even by 2006, it was the subject of comics.
Mr Poettering regards this hocus-pocus as a Bad Thing:


In my ideal world, we'd have an OS entirely without SUID. Let's throw out the concept of SUID on the dump of UNIX' bad ideas.


The new alternative does no such sleight of hand. Instead, it just gets the systemd daemon to run the command for you, using a special form of the existing systemd-run command.


	Linux for older phones postmarketOS changes its init system


	Systemd 255 is here with improved UKI support


	Version 5 of systemd-free Debian remix Devuan is here


	Soft-reboot in systemd 254 sounds a lot like Windows' Fast Startup


Another new command is importctl, which handles importing and exporting both block-level and file-system-level disk images. And there's a new type of system service called a capsule, and "a small new service manager" called systemd-ssh-generator, which lets VMs and containers accept SSH connections so long as systemd can find the sshd binary - even if no networking is available.
We suspect that, as usual, many old xNix hands will grumble that this sort of functionality doesn't belong in an init system. This is arguably true, but the rise of systemd now seems inexorable. A clear majority of distros now use it, and new converts are still appearing. There are still some holdouts, and FreeBSD is right there as a safe space.
The release notes contain a full list of changes, and the project lead has a list of threads describing the new functionality and the reasoning behind it. (r)
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    The origin of 3D Pipes, Windows' best screensaver

    
Raymond Chen talks teapots, and a fully engaged marketing team    
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Archaeologic Microsoft veteran Raymond Chen has shared the origin story behind the Windows 3D Pipes screensaver.
[image: Windows 3D Pipes screensaver]
Windows 3D Pipes screensaver - Pic: Richard Speed


Readers of a particular vintage might remember staring at the maze of pipes generated by the screensaver in early versions of Windows.
According to Chen, the screensaver's origins lie in the decision to add OpenGL to Windows NT 3.5, and a contest to show off the technology without borking the operating system.
The Windows OpenGL team was in a bit of a quandary. The code was all there, but users would never see it. Chen explained: "They had successfully implemented the API with hardware acceleration, but had nothing to show it off. Windows NT 3.5 was very close to shipping, replete with OpenGL support, but there was nothing in the product that let the user know that this feature even existed."
This writer remembers Windows NT 3.5 and 3.51 as being rock-solid (certainly when compared to what would come later), and the challenge was how to showcase the feature without introducing instability to the operating system.
Chen again: "That's when it occurred to him [a Windows OpenGL team member] to use a screensaver. This provided a point of visibility to the user, and it was relatively low risk, because if there was a problem, they could just tell users, 'Sorry, don't use that screensaver'."
After all, there was little to no chance of easily pushing out an update if something broke - widespread internet access and auto-updating operating systems had yet to really become a thing. However, a screensaver - little more than an application - could be safely ignored if something went wrong.
But what should this magical OpenGL screensaver look like? A contest was run, generating the 3D Text screensaver, 3D Maze, 3D Flying Objects, and, of course, 3D Pipes.
A vote was offered to the entire Windows NT development team to select which entry should be added to the NT image.
Chen wrote: "By a stroke of luck, one of the people to see these new screensavers was a member of the marketing team who tried them out the night before an already-scheduled visit in New York City with a major computer industry magazine.
"He loved them and wrote back, 'You can call off the vote. We're adding all of them to the product!'"
And so it was that an email from marketing resulted in the 3D screensavers that leave so many of today's users pining for simpler days.


	The chip that changed my world - and yours


	The real significance of Apple's Macintosh


	BASICally still alive: Classic language celebrates 60 years with new code and old quirks


	Original killer PC spreadsheet Lotus 1-2-3 now runs on Linux natively


3D Text lingers on - probably so someone within Microsoft can make the letters "AI" appear on screen - but others were unceremoniously ditched in later versions of Windows. The loss of 3D Pipes was undoubtedly one of the greatest sins from the era of Windows Vista.
Chen noted that a reconstruction of the original 3D Pipes screensaver can now be found online, and we were delighted to find that not only would it draw the occasional teapot among the pipework, but the candy cane text was also fully supported.
We also tried to fire up the screensaver in Windows 95 via an emulator and then a virtual machine. Both looked solid. Just like old times. (r)
    






        





This article was downloaded by calibre from https://go.theregister.com/feed/www.theregister.com/2024/06/13/windows_3d_pipes_screensaver/



	Previous
	Articles
	Sections
	Next





	Previous
	Articles
	Sections
	Next







    
        Original URL: https://www.theregister.com/2024/06/13/dr_ed_stone_voyager_project/
    

    Dr Ed Stone, former director of JPL, Voyager project scientist, dies at 88

    
A legacy of scientific discovery, inspiration and engagement    
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Obit Edward C Stone, the project scientist for NASA's Voyager mission from 1972 to 2022, has died.
[image: Voyager Project Scientist Ed Stone on stage for New Horizons Event]
Dr. Ed Stone speaks on a panel at a New Horizons event in 2014 - credit: NASA/Aubrey Gemignani


Born in Knoxville, Iowa, in 1936, Stone studied physics at Burlington Junior College. He went on to graduate school at the University of Chicago. In his autobiography, Stone recalled: "In 1957, as I drove to the University of Chicago for the Fall term of physics classes, I remember seeing a newspaper headline announcing that Russia had launched a spacecraft into earth orbit.
"Sputnik 1 transmitted a radio signal as it circled Earth, marking the beginning of the Space Age and a new realm of human activity."
Stone soon joined a team building instruments to launch into space. He wrote, "My thesis experiment, a cosmic ray telescope, was launched into a polar orbit on Explorer 36. Though the data were limited, this was my first step in measuring cosmic rays from supernova explosions and solar energetic particles produced by solar eruptions."
Stone wrote that he had been the principal investigator or co-investigator on 15 NASA spacecraft. NASA noted, "He was one of the few scientists involved with both the mission that has come closest to the Sun (NASA's Parker Solar Probe) and the one that has traveled farthest from it (Voyager)."
Along with a long and varied career that included stints as the director of NASA's Jet Propulsion Laboratory (JPL), the chair of the Division of Physics, Mathematics and Astronomy at Caltech, and the title of Caltech's David Morrisroe Professor of Physics, Emeritus, one of Stone's lasting legacies will be the Voyager mission.
Stone was the Voyager Project Scientist and was responsible for coordinating 11 teams of scientists. The project's first science steering group meeting was held at JPL in December 1972, when Voyager was still called Mariner Jupiter Saturn (MJS.) In 1977, the Voyagers launched, taking advantage of a rare alignment of the planets that enabled the spacecraft to swing past Jupiter and Saturn and Voyager 2 to go on to Uranus and Neptune.
Former Voyager scientist Garry Hunt paid tribute to Stone in an email to The Register: "Ed was a brilliant scientist and inspirational leader, an outstanding leader of the everlasting Voyager mission and a wonderful friend and colleague for more than 50 years.
"Every one of us involved in the Voyager mission has so much to thank Ed Stone for."
Two years after Voyager 2's 1989 flyby of Neptune, Stone became JPL Director, serving from 1991 to 2001. During his tenure, JPL's missions included the Mars Sojourner Rover, the arrival at Jupiter of the Galileo probe, and the launch of the Cassini-Huygens mission.
Before his time at JPL, Stone oversaw the establishment of the Laser Interferometer Gravitational-Wave Observatory (LIGO). After his retirement as JPL director, Stone became the founding executive director for the Thirty Meter Telescope (TMT) International Observatory.
Stone won the Shaw Prize for Astronomy in 2019 for his leadership of the Voyager project.


	Voyager mission's project scientist retires after 50 years of service


	Boffins hand in their homework on Voyager 2's first readings from beyond Solar System


	In space no one can hear you scream, but Voyager 1 can hear A ROAR


	SpaceX touches down in California as Voyager 2 spies interstellar space


Caltech President Thomas F Rosenbaum, the Sonja and William Davidow Presidential Chair and Professor of Physics said: "A great scientist, a formidable leader, and a gifted expositor of discovery, Ed will be missed sorely by all who he inspired at Caltech and in the astronomy community at large."
Stone leaves children, grandchildren, and a legacy of scientific discovery and inspiration behind him.
We'll leave the last words to Garry Hunt: "I learned a great deal from my long friendship and working relationship with Ed Stone.
"He will be missed greatly," he told us. (r)
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    Preventing another chip shortage on G7 summit agenda

    
Group will also look into protecting subsea communications infrastructure    
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More than three years after the pandemic crippled semiconductor supply chains, it seems G7 nations are getting ready to do something to prevent future disruptions.
According to a draft statement seen by Bloomberg, the Group of Seven plan to establish a group dedicated to semiconductor supply chains when its members meet in Fasano, Italy later this week.
In the wake of the COVID pandemic, shutdown orders and economic uncertainty crippled semiconductor production. The fallout from this shortage wasn't limited to high-end electronics like smartphones, notebooks, and datacenter infrastructure, but forced many other manufacturers to idle their plants.
Automakers were particularly badly hit by the chip shortage, which hobbled production while they waited for the engine control units and other integrated circuits necessary for the vehicles to arrive.
Why it's taken the G7 - which comprises the US, Canada, Germany, France, Italy, Britain, and Japan - until now to address the issue of semiconductor supply chains isn't clear, but it may have less to do with another pandemic and more to do with China.


	Intel interrupts work on $25B Israel fab, citing need for 'responsible capital management'


	ASML and Imec unveil pricy High NA EUV playground for chipmakers


	Intel CEO says sanctions on China squanders opportunity for US chipmakers like Intel


	TSMC mulled moving chip fabs from Taiwan over China threat


Over the past several years, the Middle Kingdom has raced to catch up in the semiconductor manufacturing arena. These efforts have met repeated attempts by the US and its allies to cut off access to advanced chip manufacturing technologies - like deep and extreme ultraviolet lithography.
Today, the vast majority of contract semiconductor manufacturing is centered in two nations: South Korea and Taiwan. The latter's proximity to mainland China - and president Xi Jinping's plan to absorb the island nation - have sparked fears that a potential invasion of Taiwan could devastate advanced semiconductor supplies.
Reliance on the Asia Pacific region for essential chips was one of the motivations behind the US and European CHIPS Acts, which unlocked tens of billions of dollars in subsidies to foster domestic manufacturing capacity.
However, the G7 task force's responsibilities won't be limited to semiconductor supply chains. It will also be responsible for overseeing undersea cable connectivity - an issue that's garnered widespread attention in recent years amid a series of high profile outages including those in the Red and the South China seas. (r)
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    ASUS quietly built supercomputers, datacenters and an LLM. Now it's quietly selling them all together

    
The plan is a slow build - not a breakout into enterprise tech    
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Taiwan's ASUS is best known for its laptops and Wi-Fi kit, but it's quietly building an enterprise tech and cloud business - and slowly introducing it to the world after big successes at home.
The Register learned of ASUS's plans at last week's Computex conference in Taiwan, where we met Jackie Hsu, a senior vice president Jackie Hsu, who also serves as co-head of the Open Platform Business and IoT business groups.
Hsu pointed out that ASUS helped to build the Taiwania 2 supercomputer - a nine-petaflop machine that hit the Top 500 Supercomputer list at number 20 when it debuted in 2018.
And last year it won a bid to help build the Taiwania 4 supercomputer. Hsu told us ASUS built a datacenter to house Taiwania 4, and achieved a power use efficiency (PUE) rating of 1.17 - a decent achievement for any facility, but a very good one in a hot and humid location like Taiwan.
Another little-known ASUS initiative is the Formosa Foundation Model - a 176 billion parameter large language model (LLM) tuned to generate text with traditional Chinese semantics. Hsu said LLMs trained on data in local languages are essential, as the corpus used to train most such models is dominated by American English.
ASUS also offers servers - vanilla models, nodes for supers, and the AI servers announced last week at Computex - and has done for years without becoming a major player in the field. But Hsu told The Register that the Taiwanese giant has engaged with hyperscalers who considered it as a supplier for their server fleets, and was able to demonstrate it can produce exceptionally energy-efficient machines.


	ASUS creates a substance: Ceraluminum, which fuses aluminum and a ceramic


	Lenovo sues Asus for patent infringement, seeks US ZenBook ban


	Acer, Asus, Dell, HP, and Lenovo sign up for $42 billion scheme to make kit in India


	ASUS thinks outside the 4'' x 4'' box with plans for custom NUCs


ASUS is now putting together all of the above as an offering to clients. Hsu said he's already engaged with customers who could not match ASUS's ability to build datacenters with 1.17 PUE and seen interest in the Formosa Foundation Model.
The senior vice president said ASUS has already entered several engagements in which it designs and build substantial systems to run AI, offering much of the software and hardware stack needed to do the job.
Hsu conceded that ASUS's small scale as a server maker compared to rivals means it cannot always compete on price - but said clients are willing to pay for its complete offering.
"This is definitely a big growth area for us," he told The Register.
For now, the company is moving quietly. Over time, Hsu hopes ASUS will become more of an enterprise player. And with demand for compute surging along with interest in AI, it has a chance to succeed - in its own neighborhood and beyond. (r)
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    Japan forces Apple and Google to allow third-party app stores and payments

    
DMA-like law passes in pursuit of a more innovative and open smartphone market    
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Japan's parliament has passed a law that will require Apple and Google to allow access to third-party app stores and payment providers on devices running their mobile operating systems.
The Act on Promotion of Competition for Specified Smartphone Software passed Japan's upper house yesterday and will be enforced once Cabinet rubber-stamps it at some point in the next eighteen months.
The law allows local authorities to name "designated providers" of a certain scale - currently only achieved by Apple and Google - and require those providers to do three things:

	Allow third-party app stores on their devices;


	Allow application developers to use third-party billing services;


	Enable users to change default settings with simple procedures, and offer choice screens for tools like browsers;


And it forbids them doing three more:

	Engage in any form of preferential treatment of their services over those of competitors in the display of search results without justifiable reason;


	Use acquired data about competing applications for their own applications;


	Prevent application developers from using features controlled by the OS with the same level of performance as the one used by Designated Providers.


The last item on the list is a shot across Apple's bows, as the iGiant has been reticent to allow third-party developers to use the NFC chip in iPhones for payments. Requiring the same level of access is a big deal - especially as non-compliance could result in fines that represent "20 percent of relevant turnover."
Mmmmmmm ... apple turnover ...


	Japanese vid-sharing site Niconico needs rebuild after cyberattack


	Tokyo takes on Tinder by developing its own dating app it hopes will arrest population decline


	Flying phone base stations to take off over Japan in 2026


	JAXA's Akatsuki probe goes silent after more than a decade studying Venus


Japanese lawmakers have justified the law on multiple grounds, the first being that the smartphone market has become an oligopoly in which would-be competitors find it very hard to get a toehold - meaning innovators are deterred from even trying to crack the market.
The justification is that existing antimonopoly laws aren't useful instruments with which to regulate the smartphone ecosystem. "Self-correction by market mechanisms such as new entries is difficult and it takes a remarkably long time to demonstrate anticompetitive activities in response to individual cases under the Antimonopoly Act," states an outline [PDF] of the Act published by the Japan Fair Trade Commission (JFTC).
Finally, the Commission feels that given international legislative responses - the EU's Digital Markets Act (DMA), the UK's Digital Markets, Competition and Consumers Bill, and antitrust lawsuits under way in the US aiming to achieve similar ends - Japan needs to have its own legislation on the books.
As it implements the law, the JFTC will seek comment from relevant ministries and agencies on matters including security, privacy, and protecting kids. Chats about security may be especially important, as the law gives designated providers room to assert that third parties' plans may create security issues and suggest different approaches.
Apple has sometimes argued that security is a major concern if third party app stores are allowed to access iThings - but has complied with requirements to open its devices to competition under the DMA. (r)
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    VMware revenue plunges $600 million, but Broadcom assures investors growth plan is on track

    
Costs cut deeply, with more to come, and forward bookings surge    
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VMware's quarterly revenue appears to have fallen by $600 million during its first full quarter of ownership by Broadcom, which revealed strong growth in forward bookings and huge cost cuts at the virtualization giant.
Speaking on Broadcom's Q2 2024 earnings call, CEO Hock Tan announced VMware revenue for the quarter came in at $2.7 billion. Broadcom's quarter ended on May 5 - as did pre-acquisition VMware's Q1 2024 when, in June 2023, it reported [PDF] $3.28 billion revenue for the period.
Hock Tan did not compare the results, but suggested Broadcom is "Making good progress transitioning all VMware products to a subscription licensing model" and that 3,000 of the 10,000 largest VMware customers have signed for multi-year deals. The CEO enthused about VMware's increasing annualized booking values - a metric of commitment to long-term contracts - which rose from $1.2 billion last quarter to $1.9 billion this time around. He added that Broadcom sees "a lot of interest" from customers looking to VMware's portfolio as a means to build on-prem private clouds "as a nice complement, maybe even alternative or hybrid, to public clouds."
Costs are also well down at VMware - from $2.3 billion a quarter to $1.6 billion. Tan told investors Broadcom targeted quarterly costs of $1.4 billion, but is on track to exit 2024 with costs at $1.3 billion - and can reduce them further to $1.2 billion. Rumors of further layoffs are already circulating.
"We are making very strong progress integrating VMware and accelerating its growth," Tan declared, noting that $2 billion has already been spent on restructuring and integration costs before predicting revenue from the business unit "will accelerate towards $4 billion per quarter run rate."
With VMware predicted to have lower costs and higher revenue, Tan also forecast higher margins across Broadcom's software business.
And that business appears to be in good shape, with quarterly revenue of $5.3 billion from the combined VMware, CA, and Symantec. In the same quarter of 2023 the division, then without VMware, won $1.9 billion of revenue. That means the CA and Symantec businesses have added $700 million of revenue year over year - an endorsement of Broadcom's approach to running software businesses.
On the silicon side
Broadcom's silicon business also fared well. Revenue of $7.2 billion represented a six percent year-over-year improvement.
Tan told investors that revenue from AI-related products "stepped up 280 percent year on year to $3.1 billion, more than offsetting continued cyclical weakness in semiconductor revenue from enterprises and telcos."
Networking revenue grew 44 percent year on year to reach $3.8 billion, thanks to "strong demand from hyperscalers for both AI networking and custom accelerators."
"It's interesting to note that as AI datacenter clusters continue to deploy, our revenue mix has been shifting toward an increasing proportion of networking," Tan observed, noting that networking silicon accounted for 53 percent of semiconductor revenue in the quarter.


	Broadcom ends easy elasticity for VMware Cloud on AWS


	Broadcom CEO pay award jumps 164% to $160.8 million


	In pursuit of artificial general intelligence, Meta adds Broadcom boss Hock Tan to its board


	AI PC vendors gotta have their TOPS - but is this just the GHz wars all over again?


Part of that growth is due to hyperscalers using Ethernet to connect their GPUs - a trend Tan predicted will mean "Next year, we expect all mega-scaled GPU deployments to be on Ethernet." That's a big endorsement of the venerable protocol, even as Nvidia proclaims its NVlink networking tech does a better job of allowing accelerator fleets to work in parallel.
Tan asserted that Broadcom definitely sees itself as an Nvidia competitor in the network, but won't go head-to-head with it for GPUs. ASICs are a different matter: Tan said Broadcom is more than happy to help hyperscalers build custom chips for AI accelerators.
Growing demand for AI-related silicon and anticipated growth at VMware saw Broadcom increase its guidance for FY 2024 to $51 billion - a billion more than forecast in its Q1 result, which itself was an upgrade.
Total revenue for the quarter came in at $12.5 billion, with net income of $2.1 billion. Broadcom also announced a ten-for-one stock split in July, which will make its scrip easier to acquire given that its share price finished the trading day at $1,495 and topped $1700 in after the bell trading. (r)
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    SK hynix shimmies towards AI silicon by driving merger of South Korean Nvidia challengers

    
Sapeon and Rebellions think they can do better together    
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Two South Korean members of the AI Platform Alliance - a group that advocates an open alternative to Nvidia - have proposed a merger to accelerate their work and achieve greater scale, and perhaps give local chipmaker SK hynix a way into the market for AI silicon.
The partners are named Sapeon and Rebellions. The former offers a CPU designed for inferencing workloads called the X330, plus servers to house them. Rebellions offers a SoC designed to run large language models, plus an NPU design.
Sapeon's shareholders include Korean chipmaking giant SK hynix and SK Telecom, which are both driving the merger. In a statement, the telco revealed the AI outfits have agreed to the merger as they feel it will enable the creation of an entity capable of competing in global markets.
The two have apparently decided that timing is of the essence, as the next two or three years are perceived as a "golden time" in which to establish companies capable of becoming major AI players. A quick merger is therefore planned, with Q3 targeted for completion of the deal and launch of an integrated business planned to happen before the end of 2024.
SK hynix plans to help the merged company develop AI silicon in South Korea.
It's unclear if that means manufacturing them. If that is SK hynix's plan it's a big move - the chipmaker currently specializes in memory and NAND storage.


	Nvidia faces local competition for its 'China special' GPUs


	Thanks for the memory, South Korea tells nation's chip makers - now build processors


	Korea's SKC gets $75M in CHIPS change for US-based glass substrate plant


	Blame the SSD price hike on enterprise demand for AI servers


Sapeon was spun out by SK Telecom in 2016. Rebellions is just four years old, but has already won a deal to supply Samsung with AI silicon - and to have those products manufactured by the Chaebol using a 4nm process with HBM3e integration.
As SK hynix also makes HBM3e, it is unclear if that deal will survive in its current form.
The deal between Samsung and Rebellions was hailed as a rare example of collaboration between South Korean companies on all aspects of chip production from design to manufacturing. When the deal was announced, Samsung signalled it would aid its own attack on the AI silicon market.
SK hynix and SK Telecom now assert that mashing up Sapeon and Rebellions will do the same - and that the nation can only benefit from the creation of such a combo and a move into chips for AI.
Which is more or less exactly what South Korea's president said a couple of weeks back, when he called on South Korean tech companies to move beyond memory and into processors. (r)
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Life360, purveyor of "Tile" Bluetooth tracking devices and developer of associated apps, has revealed it is dealing with a "criminal extortion attempt" after unknown miscreants contacted it with an allegation they had customer data in their possession.
After being contacted by the attackers, Life360 detected unauthorized access to the Tile customer support platform - which contains customers' names, addresses, email addresses, phone numbers and Tile device identification numbers, according to a statement posted by CEO Chris Hulls.
The customer support platform does not, Hulls wrote, store "more sensitive information, such as credit card numbers, passwords or login credentials, location data, or government-issued identification numbers."
While Hulls's statement doesn't provide much detail, it notes that the attackers did not pop the tracking device maker's service platform.


	Stalking victims sue Tile and Amazon for negligence over tracking tech


	Pure Storage pwned, claims data plundered by crims who broke into Snowflake workspace


	Snowflake customers not using MFA are not unique - over 165 of them have been compromised


	Christie's confirms RansomHub crooks stole data on 45K clients


The perps also demanded a ransom, we're told. Hulls didn't specify the amount sought, nor whether Life360 paid up.
A spokesperson declined to answer The Register's questions about the break-in, including how the crook accessed the Tile customer support system and details of the extortion demand.
"We have reported the incident to law enforcement and have no further details to share at this time," the spokesperson said, adding that additional steps have been taken to harden Life360's systems.
It's unclear if the thieves plan to sell or leak the customers' information. Whatever their plans, it's not a good look for a business that claims to "remain committed to keeping families safe online and in the real world," per Hulls's statement.
Tile, and its parent company, have also been sued by stalking victims who claim the tracking tech has "magnified" the danger posed to individuals by ex-partners and others. The class action case, filed in August 2023, accuses the companies of negligence, defective design, unjust enrichment, intrusion and privacy law violations. (r)
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Google's ChromeOS team has begun borrowing from Android's tech stack to innovate faster, to reduce the burden of maintaining multiple operating systems, and to enhance device interoperability in the face of vendor kernel variability, the company says.
Prajakta Gudadhe, senior director of engineering and Alexander Kuscher, senior director of product management for ChromeOS, announced the technical transition, underway at least since February, in a blog post on Wednesday.
"Bringing the Android-based tech stack into ChromeOS will allow us to accelerate the pace of AI innovation at the core of ChromeOS, simplify engineering efforts, and help different devices like phones and accessories work better together with Chromebooks," said Gudadhe and Kuscher.
"At the same time, we will continue to deliver the unmatched security, consistent look and feel, and extensive management capabilities that ChromeOS users, enterprises, and schools love."
The Google duo said those using ChromeOS devices won't see the changes for a while and promised a seamless transition once the Android tech takes over. The technical fiddling is happening at a level end-users are unlikely to notice, apart from consequences like faster device pairing, a higher pairing success rate, and a better reconnection success rate - all of which Google says it has seen in internal tests.
The initial phase of the system plumbing refit began in 2021 and is referred to as Project Floss. It involves applying Fluoride, Android's Bluetooth stack, to ChromeOS as a replacement for BlueZ, the Linux Bluetooth stack.
Dental hygiene metaphors at Google aren't just for wireless networking project code names; they also serve to explain product management goals. Long-time watchers of the Chocolate Factory may recall that Google co-founder and former CEO Larry Page said Google aspired "to create services that people in the world use twice a day, just like a toothbrush."
As noted in a technical blog post by a quartet of ChromeOS folk - product manager Russ Lindsay, software engineer Abhishek Pandit-Subedi, senior staff software engineer Alain Michaud, and technical program manager Loic Wei Yu Neng - Project Floss aims to reduce engineering overhead, to bring Google's engineering effort together in a single stack, and to reduce fragmentation in the ecosystem.


	No, an AI bot isn't running for mayor of Cheyenne, Wyoming


	Four more US states pile on Apple as DoJ turns up antitrust heat


	Payoff from AI projects is 'dismal', biz leaders complain


	At Apple, AI stands for 'Apple Intelligence' - and it's coming to everything


According to Lindsay and friends, the relative newness of ChromeOS means that peripheral device makers don't do as well with interoperability testing and validation. And with the product kernel variations that emerge, maintaining interoperability across the ChromeOS platform can be challenging.
Beyond better compatibility, Project Floss is expected to improve security, partly because it's written in Rust and because it touches less of the Linux kernel than BlueZ.
"The Bluetooth implementation is fully contained in the Floss daemon," explained Lindsay et al. "The Floss daemon is sandboxed in userspace using minijail[?] to reduce its permissions to the minimum set necessary for Bluetooth operation, which greatly improves the security of the system."
Google says the transition will help it ship AI tools and features across desktop and mobile devices, as seen in its Chromebook announcement in May. The tech stack changes to make that happen, however, haven't been specified.
A Google spokesperson told The Register it is still too early to say which other Android frameworks will be fitted to ChromeOS, but cited the introduction of AI wallpapers in the Pixel 8 phone last fall as an example of what the company hopes to make easier in ChromeOS. We're told that the ChromeOS team basically created its own implementation of AI wallpaper in Chrome 125, and that some of the redundant engineering effort could have been avoided with greater tech stack overlap. (r)
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Waymo is updating its self-driving cars' software after another accident in Phoenix, Arizona, that the driverless taxi biz is blaming on faulty maps and code.
Details of what is technically a voluntary software recall of Waymo's fifth-generation automated driver system (ADS) have not yet been published on the US National Highway Traffic Safety Administration (NHTSA) website, which is where one would expect such information to appear. However, Waymo separately confirmed the recall, and the incident that sparked it, to The Register. 
"Following an event on May 21 in Phoenix, we have chosen to file a voluntary software recall with the NHTSA to address a mapping and software issue," a Waymo spokesperson told us. Waymo said it had already deployed this update and said the incident had no effect on its current operations. 
Absent the official report to the NHTSA - we're told it won't be published until tomorrow at the earliest - we'll have to take Waymo's explanation of the prang, which it says involved only minor damage to one of its driverless vehicles and no injuries to anyone. 
The empty Waymo vehicle involved in the May 21 accident was in a Phoenix alley, and when pulling over to pick up a passenger, it hit a wooden telephone pole at a speed of approximately eight miles per hour, the biz told us. Waymo's description of the event generally matches news descriptions of the mild crash.
That software update will presumably ensure cars no longer bash into the poles or that pole in particular.
The safety regulators are going to love this
Waymo last filed a recall report in February after a prior accident in Phoenix that saw a vehicle hit a backwards-facing pickup truck that the robo-car biz said was only struck because it was being improperly towed. 
Waymo called the February collision a "rare incident," though the NHTSA begs to differ: It's right now probing about two dozen errors by Waymo self-driving rides.
"This office opened [its investigation] following 22 reports of unexpected driving behaviors leading to crashes and potential traffic safety law violations in certain vehicles equipped with the Waymo 5th Generation ADS," Scott Simmons of the NHTSA's Office of Defects Investigation (ODI) said in a letter to Waymo last month. 


	Waymo robotaxi drives down wrong side of street after being alarmed by unicyclists


	Waymo robo-car slays dog in San Francisco


	Angry mob trashes and sets fire to Waymo self-driving car


	San Francisco fog defeats pack of Waymo robo-taxis


Opened in May, the NHTSA investigation into those traffic law violations is ongoing, with the most recent letter [PDF] from the ODI sent to Waymo yesterday. That letter includes no mention of the May 21 collision, but does make mention of "additional incidents" that have occurred since the investigation began, nine of which the ODI identified in its opening letter to Waymo in May.
"Although this office is unaware of injury allegations, several of the incidents involved collisions with clearly visible objects that a competent driver would be expected to avoid," this week's letter said. "A number of these incidents also occurred in the proximity of other road users, including pedestrians."
The ODI's letter yesterday asked Waymo for information on all applicable accidents outside of the original 22 that triggered the investigation, of which the May 21 incident that triggered the recall definitely seems to be an instance of. 
"As we serve more riders in more cities, we will continue our safety first approach, working to earn trust with our riders, community members, regulators, and policymakers," Waymo told us.
Whether the NHTSA will ultimately agree remains to be seen - we've reached out for comment, and the NHTSA declined to discuss the matter besides confirming receipt of the recall, citing its open investigation of Waymo. (r)
    






        





This article was downloaded by calibre from https://go.theregister.com/feed/www.theregister.com/2024/06/12/waymo_software_recall/



	Previous
	Articles
	Sections
	Next





	Previous
	Articles
	Sections
	Next







    
        Original URL: https://www.theregister.com/2024/06/12/black_basta_ransomware_windows/
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The Black Basta ransomware gang may have exploited a now-patched Windows privilege escalation bug as a zero-day, according to Symantec's threat hunters.
Microsoft plugged the hole in the Windows Error Reporting Service in the March Patch Tuesdsay, and warned orgs that the vulnerability, tracked as CVE-2024-26169, could allow an attacker to elevate privileges to the all-powerful SYSTEM level during an attack. An intruder could use that flaw to go from compromising an individual user account to taking over the whole box as an administrator, for instance.
Also at the time, Redmond said there was no evidence that the flaw had been exploited prior to its Patch Tuesday fix. According to Symantec, however, that might not be the case.
In a Wednesday write-up, Symantec's threat intel team said its analysis of an exploit used by the Black Basta ransomware crew to compromise victims indicates that the malicious code may have been compiled before Microsoft issued the patch.
Which would mean "at least one group may have been exploiting the vulnerability as a zero-day" to achieve total control of targeted Windows machines.
This particular exploit was used in a recent attempted ransomware infection, we're told. And while that attack wasn't successful, Symantec noted similarities between that failed infection its team investigated and a Black Basta ransomware campaign Microsoft documented in May.


	Crims abusing Microsoft Quick Assist to deploy Black Basta ransomware


	Uncle Sam urges action after Black Basta ransomware infects Ascension


	Let's kick off our summer with a pwn-me-by-Wi-Fi bug in Microsoft Windows


	China's FortiGate attacks more extensive than first thought


Redmond said the campaign it observed had been carried out by a cybercrime gang it tracks as Storm-1811 (others call the crew Cardinal or UNC4393) and that the crew's social engineering attacks - basically, tricking folks within organizations to grant the crooks access to systems to infect with ransomware - had been ongoing since mid-April. Storm-1811 abused Microsoft's Quick Assist application and used batch scripts disguised as software updates to deploy Black Basta ransomware within target IT environments. 
These particular tactics, according to Symantec, are "highly similar" to those its investigators observed in their own probe, making it "highly likely" what Team Symantec had observed "was a failed Black Basta attack."
The team's analysis of the exploit found it abuses the fact that Windows' werkernel.sys uses a null security descriptor when creating registry keys:


Because the parent key has a "Creator Owner" access control entry (ACE) for subkeys, all subkeys will be owned by users of the current process. The exploit takes advantage of this to create a "HKLM\Software\Microsoft\Windows NT\CurrentVersion\Image File Execution Options\WerFault.exe" registry key where it sets the "Debugger" value as its own executable pathname. This allows the exploit to start a shell with administrative privileges. 


The Symantec crew also noted that the variant of the exploit was time-stamped February 27, and the vulnerability wasn't patched until nearly a month later. 
Additionally, a second variant of the exploit that turned up on Virustotal had an even earlier time stamp of December 18, 2023.
While Symantec admits this is not "conclusive evidence," because time stamps can be modified, "in this case there appears to be little motivation for the attackers to change the time stamp to an earlier date."
Microsoft did not immediately respond to The Register's inquiries about whether its malware hunters had seen anything to indicate that CVE-2024-26169 was exploited by this same group of miscreants as a zero-day. We will update this story if we receive a response. (r)
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Officials in Wyoming are trying to figure out how to respond to an application to run for mayor of the City of Cheyenne that comes with the promise of AI-assisted governance.
The Wyoming Tribune Eagle asks, "Can voters elect an AI for mayor?" And Wyoming Secretary of State Chuck Gray on Monday wrote to the City Clerk of Cheyenne urging the rejection of the application, noting "Wyoming law does not permit an artificial intelligence bot to run for any office in the state, including municipal offices."
But Victor Miller, a facilities technician and computer assistant with the Laramie County Library System in the US state, disputes the notion that he applied to have an AI bot run for mayor.
"That's a little bit of a salacious way to say it," he told The Register. "I'm of course the one running."
While it's been reported that Miller put VIC on the application form and that VIC stands for Virtual Integrated Citizen, VIC is also short for Victor. Miller explained that he's running for mayor with the promise that he would use AI to help make better decisions. Using the email address aiformayor2024 [at] gmail [dawt] com probably didn't help either.
"Right now, the term of art that we playfully use is meat avatar," he said.
VIC, the AI agent, Miller explained, is a custom version of OpenAI's ChatGPT. "I told it that it is running for mayor of Cheyenne and to try to be funny. I gave it a few other tips, like staying firm on a vote once it has been made."
Asked whether he has any specific policy goals, Miller said, "VIC gets asked that a lot. He seems to bring up transparency. I don't know if that's something hardwired in him or if he's just sick of hearing me rant about it. But that's definitely rubbed off on him.
"Of course, he likes technology, economic development, big on equality and housing, which housing is a big deal around here. So right, I'm not exactly sure what happens under the hood when you ask him what his policies are. But that seems to be what he rattles off."


	Microsoft's Recall should be celebrated as the savior of SMEs and scourge of CEOs


	AI PC vendors gotta have their TOPS - but is this just the GHz wars all over again?


	Payoff from AI projects is 'dismal', biz leaders complain


	Elon Musk ends OpenAI lawsuit without explaining why


As to the uncertainty that has arisen about the validity of his application to run for mayor, Miller said it sounds to him like city officials intend to use the fact that he didn't list his last name for the ballot display text as a way to disqualify him.
"I was completely upfront, you know," he said. "I didn't register an artificial intelligence entity to run. I am running as myself, a human being who's, you know, lived in this town my whole entire life. You can look up on the form in the Cheyenne Clerk's Office, what we all filled out. So I filled out the form, they knew everything about me, my full name, my address, everything they wanted, right. And then there's just a little section of what you want to put on the ballot. And that's what I chose to put 'VIC.'
"So to me, it sounds like they're going to use that as some kind of technicality to railroad me out of the race, because they don't like how I'm campaigning, and they don't like the threat of what this augmented intelligence could release."


I was completely upfront ... I didn't register an AI entity to run. I am running as myself


Brad Lund, an attorney with the Laramie County Attorney's Office, said city officials have yet to decide whether VIC will appear on the ballot. If that happens, the issue will move to the county level and the county clerk will decide what to do.
"Essentially we're trying to treat this as if under any other application," Lund told us. "We're not trying to treat it any differently. We're equipped with our law to sort this out one way or the other."
In a statement to The Register, Wyoming Secretary of State Chuck Gray said, "It is the municipal clerk, not the Secretary of State, who certifies municipal candidates to the county clerk. Although the Secretary of State's Office does not certify municipal candidates to the county clerk, we are monitoring this very closely to ensure uniform application of the Election Code.
"Our office is tasked with ensuring uniform application of the Election Code and also handling complaints that may arise once any official action is taken. Wyoming law is clear that, to run for office, one must be a 'qualified elector,' which necessitates being a real person. Therefore, an AI bot is not a qualified elector.
"Furthermore, even if 'VIC (Virtual Integrated Citizen)' is being used as a fake name to appear on the ballot for a qualified elector, Wyoming law also requires that candidates running for office use the full name by which they are known. I sent a letter to the Municipal clerk raising my concerns with the application and my opinion that the application should be rejected." (r)
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Four more US states have jumped on the Department of Justice's (DoJ) antitrust lawsuit against Apple.
The addition of Indiana, Massachusetts, Nevada, and Washington brings the total count of US states (plus Washington DC) in the suit to 20, the DoJ said. The lawsuit alleges Apple violated part of the Sherman Antitrust Act and local laws in New Jersey and Wisconsin by operating the Apple hardware-software ecosystem as a "monopoly."
"We welcome the States of Indiana, Massachusetts, Nevada and Washington, who join our existing coalition to restore competition in the smartphone markets that Apple has monopolized," said Jonathan Kanter, an assistant attorney general at the DoJ. "We look forward to litigating this important case alongside our state partners to deliver the benefits of competition to consumers, app developers, accessory makers, and the American public."
The case largely rests on the lack of compatibility and functionality between Apple's official solutions and those made by third parties, specifically pointing out things like the lack of iMessage on non-Apple smartphones, which attorney general Merrick Garland says harms Apple users.
The DoJ has also complained about Apple blocking so-called "super apps" that make it easier to switch to different mobile devices, cloud-based game streaming services, and tap-to-pay functionality for third-party wallet apps.


	Japan turns up heat on Apple, Google with threat of hefty fines


	Apple's failure to duck UK antitrust probe could bring PS785M windfall for devs


	Uncle Sam, 15 US states launch antitrust war on Apple


	EU takes a bite out of Apple with $2B in-app purchase fine


The DoJ has compared its suit against Cupertino, filed in March, to the legendary 2001 antitrust case against Microsoft, which was found guilty under the very same Sherman Antitrust Act that Apple is accused of violating.
Apple is facing international scrutiny concerning its potentially monopolistic practices. In the European Union, Apple was fined nearly $2 billion for taking its cut on in-app purchases, and could face further fines if the EU decides it has violated the laws of the newly instituted Digital Markets Act (DMA).
According to Spotify, Apple definitely broke those rules as the company refused to update the music app to say that Apple users could sign up via Spotify's own website, a notification that didn't even come with a hyperlink.
In April, the UK's Competition Appeal Tribunal (CAT) said a nearly $1 billion lawsuit against the iPhone maker that similarly complained about App Store fees could go ahead, saying that the complaint had a realistic chance of success at trial. (r)
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The race for Arm-based Windows laptops could soon get interesting, as MediaTek is said to be preparing to enter the game, while the legal battle between Arm and Qualcomm could disrupt the latter's products.
Chips and telecoms company Qualcomm spent some time at the recent recent Computex show revelling in the 20-plus vendors it claims are bringing Windows on Arm laptops and other systems to market, including a pair of Microsoft Surface devices.
Branded as Copilot+ PCs, this new wave of Arm-powered Windows devices are all based on Qualcomm's Snapdragon X Elite and X Plus system-on-chip (SoC) silicon. This is because of a purported exclusivity deal between Microsoft and the chipmaker, said to have been confirmed by Arm chief Rene Haas, which expires this year.
But Reuters reports that Taiwanese chipmaker MediaTek is readying its own Windows on Arm SoC for when Qualcomm's exclusivity agreement runs out.
It claims that MediaTek's chip is set to launch late next year, and will be based on one of Arm's ready-made core designs rather than a custom design as with Qualcomm, but it isn't clear whether Microsoft has approved this chip for the Copilot+ Windows program.
In fact, MediaTek has not been hiding its intentions, as its plans for Windows on Arm were reported by The Register back in 2022, and were first mooted a year earlier at an earnings call in 2021.
A more serious roadblock could come in the shape of the legal action between Arm and Qualcomm over licensing, which could force Qualcomm and its partners to halt shipments of any Windows on Arm products. This was a major conversation topic among conference attendees at Computex, if Reuters can be believed.
The starting gun for the legal action was fired in 2022, following Qualcomm's acquisition of chip design startup Nuvia. This was seen as a play for Nuvia's designs and expertise in Arm CPU cores to compete against rivals.


	Nvidia said to be prepping AI PC chip with Arm and Blackwell cores


	MediaTek wants Windows 11 Arm PCs powered by its chips, not just Qualcomm's


	Qualcomm wants to target all 'all form factors' with SoCs that power Copilot+ PCs


	AMD's DC chief happy to work with Intel and others to chip away at Nvidia's AI empire


Arm claimed that the licenses it had granted Nuvia could not be transferred to Qualcomm and used by it without Arm's permission, as reported by The Register at the time. When negotiations failed, it terminated the licenses with Nuvia, requiring the Snapdragon maker to stop using any processor designs developed under those agreements.
According to Reuters, Arm claims that the current SoC designs planned for Microsoft's Copilot+ laptops are direct technical descendants of Nuvia's chips. This would mean they and any products using them are likely to fall under an injunction if Arm were to prevail in court.
For its part, Qualcomm has always insisted that its existing Arm license rights cover its custom-designed CPUs, and that it is "confident those rights will be affirmed."
However, neither company responded to requests for comment about the matter.
In a recent filing with the US Securities And Exchange Commission (SEC), Arm disclosed that the trial for its case against Qualcomm is set for December 2024. It also disclosed that Qualcomm is currently "a major customer of ours" and that the Snapdragon maker accounted for 10 percent of Arm's total revenue for the fiscal year ended March 31, 2024, meaning that any victory against Qualcomm could be a Pyrrhic one.
Meanwhile, it was also recently rumored that GPU giant Nvidia could be preparing to enter the Windows on Arm arena with a "Copilot+" SoC  that pairs a cutting edge Arm's core design with GPUs based on its own recently introduced Blackwell architecture. (r)
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Italian prime minister Giorgia Meloni and Pope Francis have joined forces to deliver a high-stakes warning to world leaders: Dive headfirst into AI without thinking about ethics, and you're essentially inviting disaster.
[image: A Catholic priest in red prays]
AI Catholic 'priest' defrocked after recommending Gatorade baptism

READ MORE
The dynamic duo's alliance, months in the making, will culminate on Friday when the pontiff, taking a break from his usual heavenly duties, jets off to the G7 summit in southern Italy at Meloni's behest, The Times reports. His mission? To school the bigwigs on the impending doom AI could unleash.
"Meloni is very worried about job losses and the social and economic consequences of AI. She fears it could become a social tsunami," chimed in Paolo Benanti, a Franciscan friar and tech guru who has been whispering advice to both Meloni and the Pope.
Benanti, clearly a fan of metaphors, added: "After tackling migration, climate change, and now AI, Pope Francis has shown he has a great ability to set the agenda, he is like an antenna. I imagine they agree on this and have the same way of seeing the problem."
Back in September, Meloni, 47, took to the UN stage in New York to talk about "Algorethics" - a term Benanti coined. "We were used to progress that aimed to optimize human capacities, while today we are dealing with progress that risks replacing human capacities," Meloni said. "More and more people will no longer be necessary in a world ever-dominated by disparities, by the concentration of power and wealth in the hands of the few."
She's got a point, especially when it comes to the might of multinational corporations. Benanti, ever the stats man, pointed out: "In Bologna we have the fourth-most powerful public supercomputer in the world. It has 40,000 GPUs, the building bricks for AI.


	AI Catholic 'priest' defrocked after recommending Gatorade baptism


	Tech bros are playing God, Catholic Church's AI priest complains


	Damn, even the Pope thinks AI and autonomous weapons need reining in


	Pope goes fire and brimstone on the dangers of AI


"Mark Zuckerberg has meanwhile said he will build up a supercomputer with GPUs and has ordered 600,000 of them. Multinationals do have huge power and I think British prime minister Sunak shares this concern."
Sunak and Meloni had a tete-a-tete about the tech when she popped over to the UK's AI Safety Summit at Bletchley Park in November.
Meloni heaped praise on the 87-year-old Pope for sparking the debate with his call for an AI ethics conference at the Vatican back in February 2020, drawing in heavyweights like Microsoft, IBM, and the UN Food and Agriculture Organisation.
His Holiness has also called for migrants to be defended and his 2015 environmental wake-up call in the encyclical letter Laudato Si (Praised Be) highlighted how climate change hits the poor hardest.
Benanti said: "From migrants to ecology to AI, he is sensitive to the needs of the most fragile people, the social effects. He sees how all the training of AI is done by underpaid English speakers around the world. In the same way he sees how the use of genetically modified crops actually leaves farmers poorer and more dependent on technology."
When the Pope steps up to the G7 mic in Puglia, he's set to talk about AI's impact on the poor and might drop a cautionary tale about AI in autonomous weaponry. Expect Meloni to lead the applause and champion stronger laws to keep the public clued in.
"This is not a world we want," she told the UN in September. "We need global governance mechanisms that ensure that these technologies respect ethical boundaries."
On the other hand, the hype of AI may be totally overblown. A study published this week by Lucidworks declared the "honeymoon phase over" after it found that "the financial benefits of implemented projects" in businesses "have been dismal." (r)
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    Adios, accountability: X to hide 'likes' for everyone this week

    
Hello, blackmail: Posters can still see who liked their stuff even if it's a secret from the rest of the digital town square    
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After making the option available for Premium users last year, the site formerly known as Twitter has decided to begin hiding everyone's "likes" to "better protect your privacy." 
X's engineering team shared the news on its account yesterday, saying that it planned to flip the private-like switch sometime this week. Once it does, the Likes tab on user profiles will be gone, though one can still see a list of posts they themselves have "liked." As of writing, the tab is still visible on user profiles. 
The change essentially means X users will no longer be able to see who has "liked" a particular post or what posts a particular person has "liked," but users will still be able to see metrics from their own posts, as well as a full list of people who've "liked" their posts.
If this hiding system sounds half thought out and rife with possibilities for blackmail and abuse - no, it's not just you. 
X owner Elon Musk, whose preferred method of engaging with hate speech isn't to passively hit "like" but rather to write an endorsement, might not have to worry about being blackmailed with his now-secret likes, but others will. Twitter accounts belonging to US Senator Ted Cruz and Kentucky state senator Jason Howell, for example, have both been caught tapping "like" on pornographic posts in the past. With such an engagement secret to all but the original poster, you can begin to see the possibilities of such information in the hands of a bad actor - a fact plenty of X users pointed out in response to the X engineering team's post.
And it's not like X isn't trying to encourage users to let loose and provide it with all those juicy, personally compromising online endorsements: The company's director of engineering basically did just that last month.
"Public likes are incentivizing the wrong behavior," Haofei Wang said in response to speculation that X was considering hiding "likes" by default for all users. "For example, many people feel discouraged from liking content that might be 'edgy' in fear of retaliation from trolls, or to protect their public image."
Wang added that soon that won't be an issue, and encouraged users to smash that "like" button because "the more posts you like, the better your For you algorithm will become."


	Elon Musk made 1 in 3 Trust and Safety staff ex-X employees, it emerges


	IP address X-posure now a feature on Musk's social media thing


	Twitter 'supersharers' of fake news tend to be older Republican women


	Twitter's ex-CEO, CFO, and managers sue Elon Musk for $128M


Beyond the possibilities for blackmail, other X users responding to the engineering team pointed out that the decision to get rid of public "likes" is essentially an admission that X can't solve its bot problem, once a dealbreaker for Musk's purchase of Twitter. Since the billionaire strolled into HQ carrying a sink, however, researchers have found that bots are a worse problem than before.
The move also kills the community's ability to validate a post's engagement, one user pointed out, by being able to verify that "likes" came from organic users and not bots. Others said it would do nothing but enable fraud and make it easier to manipulate posts related to upcoming elections in the US and elsewhere.
We contacted X with questions, but only got the standard response that it was "busy now" and we should "check back later." (r)
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    Gates-backed nuclear plant breaks ground without guarantee it'll have fuel

    
TerraPower's atomic facility needs lots of low-enriched uranium and who mainly makes it ... ah, jeez    
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Unwilling to let a little thing like reality stand in its way, Bill Gates' TerraPower has broken ground on its Wyoming nuclear power plant without any guarantee it'll have the fuel needed to run the thing once it's finished. 
The Microsoft tycoon made no mention of that supply issue in a memo he published on Monday announcing the ground breaking in the former coal town of Kemmerer in western Wyoming.
Instead of dwelling on the fact that the world's large-scale producers of high-assay low-enriched uranium (HALEU) - needed for the plant's liquid-sodium-cooled reactor - are right now located in Russia and China and that difficulties in getting that fuel into the United States have already delayed his project, Gates chose instead to wax philosophical about the future of nuclear energy.
"As I looked at the plans for this new reactor [before the founding of TerraPower in 2006], I saw how rethinking nuclear power could overcome the barriers that had hindered it -- and revolutionize how we generate power in the US and around the world," Gates, who co-founded TerraPower, wrote.
"That technology was just an idea in a lab and on a computer screen until today." 
We note that the reactor which so captivated the Windows billionaire prior to TerraPower's founding is still just an idea in a lab, however. The original plan was for TerraPower to develop a traveling-wave reactor (TWR) that slowly burns columns of depleted uranium as a safe power source. 
TerraPower planned to have an experimental TWR online in 2022, which never happened. Instead, the biz turned its focus away from TWR to the HALEU-fueled "Natrium" sodium fast reactor now under early construction in Wyoming, trading a development impediment for a fuel one. 
Two years ago, there was only a single concern in the US able to produce the needed HALEU fuel. Not much has improved on the nuclear fuel front since then, as President Biden signed a total ban on Russian uranium imports just last month, meaning US companies won't be able to go to Russia, at least, for their HALEU ingredients.
We can't imagine procuring HALEU from China will be particularly fun for American entities, either, assuming the Middle Kingdom can produce the goods at all at scale.
The one business we're aware of in the US producing HALEU fuel - American Centrifuge Operating (ACO) - only shifted its first HALEU in November 2023 - and a mere 20 kilograms of it at that. ACO parent Centrus reported it produced an additional 135kg in the first quarter of 2024, but that's still not enough.
The US Dept of Energy reckons America needs more than 40 metric tons of the stuff by the end of the decade to "deploy a new fleet of advanced reactors," and that amount is just for starters: Additional fuel will be needed each year. If ACO continued to produce 135kg of fuel each quarter for the rest of the decade, we'd still only be at around three metric tons by 2030.
Luckily, Centrus tells us it's ready to start scaling up production as soon as it gets necessary funding from the federal government. 
"There's a request for proposal out right now for the DoE's HALEU availability program," Centrus VP of corporate communications Dan Leistikow told The Register. Proposals were due back in March, Leistikow said, and he expects to hear something back within the next few months. 
"We can be at a commercial scale within four years of receiving funding," Leistikow said. 
There's also a British HALEU plant on the cards, scheduled to go online in the early 2030s, which might be able to supply the likes of TerraPower in America.


	AI boom is great news for the nuclear power dreamers


	Uncle Sam greenlights first commercial nuclear small modular reactor design


	Miniature nuclear reactors could be the answer to sustainable datacenter growth


	Small nuclear reactors produce '35x more waste' than big plants


ACO is right now producing its samples of fuel from a demonstration cascade - a set of centrifuges working in tandem to produce enriched uranium - that is quite small, we're told, hence the limited production capacity. If ACO gets the DoE funding it desires, the business could begin work on a cascade that can output approximately six metric tons of HALEU per year, an installation that would take about 42 months to build.


These cascades are needed because mined uranium is made up of two isotopes: U-235 and U-238. U-235 is primarily what you want for reactor fuel, because it's pretty darn good at sustaining an energy-releasing nuclear chain reaction, but it makes up less than one percent of that uranium, the rest being U-238. A cascade of connected spinning centrifuges is needed to filter out the slightly heavier U-238 and keep in the slightly lighter U-235 until there's enough U-235 in the mix to produce viable reactor fuel. HALEU is usually more than five percent and less than 20 percent U-235.


Six months after the first proper cascade is operational, a second 6 MT cascade could be completed, Leistikow said. After that, ACO hopes to reach a one-cascade-every-two-months pace until it reaches a satisfactory production level of enriched uranium. 
Gates noted that construction has begun at Kemmerer on non-nuclear parts of the facility, with plans to begin building the "energy island" that will house the turbines and power-generating machinery next year. Construction on the "nuclear island" portion of the facility will begin in 2026, Gates said, and the plan is still to bring the plant online by 2030. (He had to use island, didn't he?)
ACO getting that Dept of Energy funding will determine in a big way whether whether Gates' plans have the possibility of coming to fruition. Leistikow told us ACO is still the only independent company in the Western world producing HALEU fuel, putting it in a pretty good position to get the nod from Uncle Sam. 
That's still one tight timeline
When TerraPower announced in late 2022 that its now-HALEU-based Wyoming plant had been delayed due to being able to secure uranium fuel supplies, the biz also said it was going to at least break ground in the state in 2023 - and it couldn't even get that started on time. 
Gates's sodium-cooled HALEU reactor doesn't have the same challenging form-factor as a small modular reactor (SMR) - the other new hotness in nuclear power - but its delays remind us of difficulties encountered by operators of SMRs and larger-scale plants.
A study by the Institute for Energy Economics and Financial Analysis (IEEFA) found that nuclear plants - regardless of their form factor - pretty much never meet expected budgets or timelines. 
Of the four SMRs online or under construction, the IEEFA noted none were supposed to take longer than four years to build, yet none took less than 12 years to complete. Looking to older generations of nuclear power, similar issues arose when building Vogtle Unit 3, the first nuclear power reactor to come online in the US this century. That reactor was more than half a decade late and nearly bankrupted US nuclear giant Westinghouse.  
In other words, as much as we're fans of harnessing the atom, nuclear power goalposts have a history of being rather mobile, and so far TerraPower is readily embracing that. (r)
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    IBM dream to gobble up HashiCorp challenged in court

    
This benefits management, but not us shareholders!    
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Updated Enterprise software firm HashiCorp and its executives have been sued by an investor who claims the public company's agreement to be acquired by IBM is designed to enrich corporate leaders at the expense of shareholders.
The lawsuit [PDF] was filed Monday in a US federal court in Oakland, California, on behalf of someone who's said to be a HashiCorp shareholder.
It argues that HashiCorp's board of directors - Dave McJannet (CEO), Armon Dadgar (co-founder, CTO), Glenn Solomon, Susan St Ledger (president, worldwide field operations), Todd Ford, Sigal Zarmi, and David Henshall - agreed to allow the business to be acquired by Big Blue mainly for their own benefit and in breach of US law.
On April 24 HashiCorp and IBM jointly announced that Big Blue had agreed to buy HashiCorp for $35 per share in cash, at a total cost of $6.4 billion. IBM justified the deal by saying that HashiCorp's infrastructure provisioning software Terraform would be helpful with enterprise clients.

IBM to acquire Hashi for $6.4B, hopes it will boost software biz and Red Hat

CONTEXT
The deal, expected to close by the end of 2024, has kept HashiCorp stock up around the proposed $35 sale price and has reversed the share decline in the latter half of 2023 that followed its decision to shift Terraform away from the Mozilla Public License (MPL) to the semi-proprietary Business Source License (BSL) 1.1.
That relicensing inspired developers who wanted to continue working under an open source license to create a code fork called OpenTofu. About six months later, on April 3 HashiCorp sent a cease-and-desist letter to the nascent open source project alleging the misuse of BSL code - a charge that the OpenTofu maintainers have disputed.
Meanwhile, the planned acquisition hasn't done much for IBM, which saw its shares drop from around $184 before the deal to around $168, where the price has hovered ever since.


	Where do Terraform and OpenTofu go from here?


	Open Source world's Bruce Perens emits draft Post-Open Zero Cost License


	Linux Foundation is leading fight against fauxpen source


	How HashiCorp's license shakeup seeded a new open source rebel


Even so, the investor lawsuit claims that HashiCorp insiders, who own large illiquid portions of corporate stock, will be the main beneficiaries of the acquisition.
"The breakdown of the benefits of the deal indicates that HashiCorp insiders are the primary beneficiaries of the proposed transaction, not the company's public stockholders such as plaintiff," the complaint says. "The board and the company's executive officers are conflicted because they will have secured unique benefits for themselves from the proposed transaction not available to plaintiff as a public stockholder of HashiCorp."
The complaint notes that McJannet, for example, holds $270 million in common stock, options, and restricted stock units, while Dadgar holds $646 million of the same, and that some portion of these assets will be exchanged in a manner not available to public stockholders.
What's more, the lawsuit claims executives have been promised significant "golden parachutes" that do not benefit shareholders.
And generally, it's alleged that the proxy statements filed with the US Securities and Exchange Commission fail to adequately disclose the post-transaction employment negotiations and other details that are necessary to properly value the acquisition.
The lawsuit argues that HashiCorp and its board violated the US securities laws by omitting material financial information from proxy statements covering the proposed acquisition. And it seeks to prevent the deal from being consummated.
HashiCorp did not immediately respond to a request for comment. (r)
Updated on June 12
This case has taken a baffling turn. Within days of the lawsuit being submitted to and processed by the federal court system, the law firm representing the plaintiff has filed [PDF] on behalf of that shareholder to dismiss the claims, thereby asking for it to be thrown out. The legal battle ends here.
And an IT industry executive who shares the same name as the person identified in the lawsuit as the plaintiff, and who is a HashiCorp shareholder and a former employee, says they were not involved in the litigation. Either the name was a strange coincidence, or something odd is going on here, which we're trying to get to the bottom of.
The law firm, Brodsky Smith, has not replied to our multiple inquiries.
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    Molten lunar regolith heats up space colonization dreams

    
Human settlement of the Moon made a little easier, maybe?    
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A study proposes that the Moon's dusty topsoil, also known as regolith, can produce thermal energy.
The paper [PDF], which was written by researchers at the University of Waterloo, Canada, discusses the practical problems of settling or even building a base on the Moon. The key problem is getting necessary supplies to the Moon, which is hostile to life and doesn't have the same kind of resources as Earth.
Hauling materials to the Moon would be both slow and expensive as the trip takes roughly three days. The scale of lunar operations to establish a settlement or a base would be unprecedented. Using as many local resources as possible is ideal, leading to many studies concerning in situ resource utilization (ISRU).
The Waterloo researchers suggest that while the Moon doesn't have everything we need, the lunar topsoil is composed of just the right chemicals to be quite useful for lots of applications. Lunar regolith is composed largely of oxides, chemicals that include oxygen and another element bonded together, among other stuff. Those oxides include iron oxide, aluminum oxide, and silicon oxide.
While there are many methods for processing regolith, most involve heating the lunar soil up to 1,600 degrees Celsius, using electrolysis, or both.
The study took particular interest in molten regolith electrolysis, which involves heating up the regolith to 1,600degC and then applying electricity to force a chemical reaction separating the metals and oxygen. The main improvement proposed by the researchers is progressively increasing the voltage, which allows different materials to be extracted, starting with potassium at the lowest voltage through calcium at the highest.
This method does require a combustion chamber. It's highly efficient in terms of resources, we're told, but requires lots of power to keep the heat up, especially if extra time is spent on the progressive voltage technique.
Of course, there isn't an infinite amount of regolith on the Moon, but it's unlikely we're going to run out any time soon. "As far as the amount of regolith goes, there is an abundance of fine lunar regolith on the surface, about 5 to 15 meters thick, depending on the geographic location on the Moon," researcher Connor MacRobbie told The Register.
"Underneath this layer of finer particles is larger rocks and a bedrock of basaltic material, which is largely the same material makeup as the outer surface, but has not been broken down due to the shielding of the top layers," he said. "This could be excavated and refined to get more of the fine material that is useful in a lot of our applications."
While the basic process of collecting and mining regolith won't be anything too different from mining on Earth, MacRobbie anticipates some hurdles. "Dealing with the zero gravity effects will be the largest challenge. Transporting and refining the material in zero gravity will take a lot of advanced engineering," he explained, referring to the Moon's low-gravity nature.
"On top of this, dust and particle mitigation in equipment is a problem that will need to be addressed."
The myriad applications of regolith
Since regolith is about 45 percent oxygen, according to the study, it will be a key source of breathable air, something that obviously doesn't exist on the Moon since it has no atmosphere. Plus, it can be combined with hydrogen to form water, another basic but crucial resource for human life.


	China's Chang'e-6 lunar probe packs rocks and rolls back to Earth


	Boffins suggest astronauts should build a Wall of Death on the Moon


	NASA taps trio of companies to build the next generation of lunar rover


	US reckons it's about time the Moon had its own time zone


Oxygen can also be used with fuel, for both a lunar settlement or base as well as for the rockets that will presumably play a key role in a hypothetical lunar society.
Metals found in regolith like iron and aluminum will also find uses, such as building materials and even in rocket fuel, which often uses aluminum as an additive. Although heating up these metals to mold them will be challenging without a large source of energy, the study expects solar panels to do most of the heavy lifting when it comes to power generation.
Conveniently, regoliths' biggest component is silicon, a key material for glass and ceramics, with the former being useful for solar panel production and repair, and the latter for semiconductors and even floor tiling.
Plus regolith can also be ignited and hit high temperatures. This is the same technique used for welding railway tracks together, as the study points out, and could conceivably be used for other things that require lots of heat.
A similar study also found that regolith could be melted right on the surface of the Moon to make roads, landing pads, and other smooth surfaces.
While using regolith doesn't solve everything that could go wrong with establishing a presence on the Moon, it certainly makes it seem more feasible than before. However, if regolith is the future for humans on the Moon, it'll have to be handled carefully since it is theorized to be harmful to humans, tools, and electronics due to how reactive and sharp its particles are. (r)
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