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      Biting the hand that feeds IT -- Enterprise Technology News and Analysis


      
        AI query optimization in IBM's Db2 shows you can teach a tech dinosaur new tricks
        Lindsay Clark

        The database Big Blue doesn't like to talk about gets makeover in November IBM likes to be secretive about Db2, the 41-year-old database still used by some of the world's largest banks and retailers, but occasionally something leaks out....

      

      
        Perseverance pays off as Mars rover's SHERLOC brought back from the brink
        Richard Speed

        Bot's arm used to free instrument's dust cover and return to science NASA engineers have performed another remarkable feat of remote debugging and restored the SHERLOC instrument of the Perseverance Mars rover to operation....

      

      
        Intel flashes 4 Tbps optical chiplet to supercharge datacenters
        Dan Robinson

        Likens tech to going from horse-drawn carriages to trucks Intel has demonstrated an optical chiplet co-packaged with a CPU capable of supporting 4 Tbps data links to feed the increasing datacenter bandwidth requirements of AI and high performance computing (HPC) applications....

      

      
        US lawmakers wave red flags over Chinese drone dominance
        Laura Dobberstein

        Congressman warns tech is getting the 'Huawei Playbook' treatment US Congress members warned against Chinese dominance of the drone industry on Wednesday, elevating the threat posed by Beijing's control of the technology as similar to that of semiconductors and ships.... 

      

      
        Anthropic tries 'to enable beneficial uses' of AI by government agencies
        Thomas Claburn

        Not keen on smart weapons, more interested in stopping human trafficking Anthropic wants governments to think of it when they want AI to make the world a better place. No, seriously....

      

      
        Microsoft yanks Windows 11 update after boot loop blunder
        Richard Speed

        Tour of recovery options not supposed to be part of KB5039302 Microsoft has pulled a Windows 11 update after users reported boot loops and startup failures....

      

      
        Atos's UK auditor raises 'material uncertainty' about future
        Paul Kunert

        Looming debt repayments and stalling restructure talks cause for concern The UK wing of Atos, the ailing IT services provider that has scored billions of pounds in government contracts locally, has pointed to a "material uncertainty" over its ability to continue trading as a going concern....

      

      
        Elon Musk to destroy the International Space Station - with NASA's approval, for a fee
        Simon Sharwood

        SpaceX wins contract for 'deorbit vehicle' at a pleasing price Elon Musk's SpaceX has won a NASA contract to de-orbit the International Space Station (ISS)....

      

      
        How many Microsoft missteps were forks that were just a bit of fun?
        Richard Speed

        Raymond Chen on cutting loose with a copy of the code Veteran Microsoft engineer Raymond Chen has dropped another nugget of Microspeak - the "fun fork."... 

      

      
        Reddit hopes robots.txt tweak will do the trick in scaring off AI training data scrapers
        Tobias Mann

        Pay up or go away, pretty please? For many Reddit has become the go to repository of community and crowdsourced knowledge, a fact that has no doubt made it a prime target for AI startups desperate for training data....

      

      
        Alibaba Cloud reveals its datacenter design and homebrew network used for LLM training
        Simon Sharwood

        15,000 GPUs per DC, in hosts packing eight apiece, plus nine NICs - helped by switches with custom heat sinks Exclusive  Alibaba Cloud has revealed the design of an Ethernet-based network it created specifically to carry traffic for training large language models - and has used in production for eight months....

      

      
        Indian gov investigating claims Foxconn won't hire married women
        Laura Dobberstein

        Cultural traditions clash with manufacturing ambitions Updated  India's Ministry of Labor and Employment has ordered an investigation of Foxconn - the contract manufacturer supplier also known as Hon Hai Precision and one of Apple's main suppliers - after reports emerged alleging the company will not hire married women to work at its main iPhone assembly plant on the subcontinent....

      

      
        Lenovo brings its virtualization and cloud stack to Chinese chip designer Loongson's CPU architecture
        Simon Sharwood

        NAS vendors, healthcare software vendors, and government buyers join the march to silicon sovereignty Chinese chip shop Loongson, which has built modest CPUs based on its own MIPS-like architecture, is on the march towards enterprise workloads....

      

      
        Korean telco allegedly infected its P2P users with malware
        Laura Dobberstein

        KT may have had an entire team dedicated to infecting its own customers A South Korean media outlet has alleged that local telco KT deliberately infected some customers with malware due to their excessive use of peer-to-peer (P2P) downloading tools.... 

      

      
        WhisperGate suspect indicted as US offers a $10M bounty for his capture
        Jessica Lyons

        Russian national accused of attacks in lead-up to the Ukraine war The US Department of Justice has indicted a 22-year-old Russian for allegedly attacking Ukrainian government computers and destroying critical infrastructure systems in the so-called "WhisperGate" wiper attack that preceded Russia's illegal invasion of the European nation....

      

      
        Microsoft founder Paul Allen's tech museum closes, sells off collection
        Matthew Connatser

        Letter from Einstein, vintage space suit, and ancient computers all up for sale The estate of the late Paul Allen, co-founder of Microsoft, has decided to close Living Computers: Museum + Labs, the Seattle site which housed his beloved collection of vintage technology....

      

      
        Apple set to buy its way out of Batterygate, dodgy audio lawsuits
        Thomas Claburn

        Pocket-change settlements of $6M and $35M await approval in July Apple is preparing to settle two lawsuits next month over alleged iPhone flaws, provided the respective judges agree to the terms of the deals....

      

      
        Feds put $5M bounty on 'CryptoQueen' Ruja Ignatova
        Jessica Lyons

        OneCoin co-founder allegedly bilked investors out of $4B in digicash Uncle Sam has put a $5 million bounty on any information leading to the arrest or conviction of self-titled "CryptoQueen" Ruja Ignatova, who is wanted in the US for apparently bilking victims out of more than $4 billion in what the Feds describe as the "one of the largest global fraud schemes in history."...

      

      
        FCC slaps Verizon with $1M fine for dropping 911 calls, again
        Matthew Connatser

        Less than an hour's profit - that sends a strong message for emergency cover America's Federal Communications Commission (FCC) has fined Verizon a little over a million dollars for failing to route 911 calls during a cellular outage.... 

      

      
        AI's appetite for power could double datacenter electricity bills by 2030
        Matthew Connatser

        Believe it or not, this is modest relative to other predictions A study predicts that US power consumption from datacenters will more than double by 2030....

      

      
        Huawei struggling to ramp GPU production as US sanctions bite
        Dan Robinson

        President Xi tells nation that battle for tech dominance, game between 'international powers' are 'intertwined' US efforts to curb China's advanced chip industries may be having an effect, amid claims that Huawei is having difficulty ramping up production of its Ascend 910B accelerator. The news comes as China's president aims to bolster the country's self-reliance in key technologies including chips....

      

      
        Supreme Court won't stop Biden leaning on social media giants to tackle disinfo
        Brandon Vigliarolo

        White House can get back to asking Facebook and co to kindly bin off what the Feds say is misinformation The US Supreme Court has reversed a prior decision barring federal agencies from coordinating with social media platforms to fight misinformation, on the grounds the plaintiffs in the case lacked standing to argue it to begin with....

      

      
        US convicts crypto-robbing gang leader who kidnapped victims before draining their accounts
        Connor Jones

        Said to have zip tied elderly crypto investors, held them at gunpoint, and threatened to kill them The US has convicted the 24-year-old leader of an international robbery crew that kidnapped and terrorized wealthy victims during home invasions that were carried out to steal cryptocurrency tokens....

      

      
        Google begs court for relief from Epic Games' Play Store demands
        Brandon Vigliarolo

        $137M needed to overhaul Play Store too great to bear, Google argues. Oh, and user security is important, too Google has asked a California judge to deny Epic Games' requested remedies after the Play Store was found to be an illegal monopoly, arguing the changes would be too costly and create new security risks for Android users. ... 

      

      
        OneHouse takes $35M to fight for Hudi in table format wars
        Lindsay Clark

        After Databricks snaffled Iceberg-linked Tabular, CEO insists there are more than two horses in this race OneHouse, a data lake company based around the open source Apache Hudi table format, has secured $35 million in Series B funding led by Craft Ventures....

      

      
        Hong Kong's Furi Labs shakes up smartphone scene with dash of Debian
        Liam Proven

        The FLX1 runs its own build of 'Trixie' but has an Android layer DEVCONF.CZ  Furi Labs' FLX1 is a Debian-based smartphone with decent specs at a competitive price....

      

      
        Julian Assange pleads guilty, leaves courtroom a free man
        Simon Sharwood

        Now, about that bill for the private jet that's taking him home to Australia ... Julian Assange is a free man.... 

      

      
        Yahoo<i>!</i> Japan to waive $189 million ad revenue after detecting fraudulent clicks
        Laura Dobberstein

        Admits it's not sure some clicks came from humans, points to bettter quality as sign not all is rotten Yahoo! Japan will waive $189 million charged to advertisers after deciding they were fraudulently charged, the portal's corporate parent revealed on Tuesday....

      

      
        Stability AI stabilized by investment from Silicon Valley royalty, new executive team
        Matthew Connatser

        Text-to-image AI outfit can now buy time to build products and profit Generative AI company Stability AI says it's poised to accelerate development of its text-to-image products thanks to a fresh round of investments and a management shakeup.... 

      

      
        Microsoft blamed for million-plus patient record theft at US hospital giant
        Brandon Vigliarolo

        Probe: Worker at speech-recog outfit Nuance wasn't locked out after firing Updated  American healthcare provider Geisinger fears highly personal data on more than a million of its patients has been stolen - and claimed a former employee at a Microsoft subsidiary is the likely culprit....

      

      
        If you're using Polyfill.io code on your site - like 100,000+ are - remove it immediately
        Jessica Lyons

        Scripts turn malicious, infects webpages after mysterious CDN swallows domain The polyfill.io domain is being used to infect more than 100,000 websites with malware after what's said to be a Chinese organization bought the domain earlier this year....
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    AI query optimization in IBM's Db2 shows you can teach a tech dinosaur new tricks

    
The database Big Blue doesn't like to talk about gets makeover in November    


    
        By 
Lindsay Clark        
    

    
        Posted in Databases,
        
            27th June 2024 16:29 GMT
        
    


    
IBM likes to be secretive about Db2, the 41-year-old database still used by some of the world's largest banks and retailers, but occasionally something leaks out.
Db2 was first launched in 1983 and is seen as IBM's breakthrough relational database, a relatively new concept at the time. Big Blue had earlier efforts, as did Oracle and Ingres, but IBM's total dominance of the mainframe market at the time soon ensured Db2 would rule the sector.
Db2 currently comes in two flavors - a mainframe release for z/OS, currently on v13, and Linux Unix and Windows (commonly LUW), for which v12 is expected to arrive in November.
At a recent International Db2 Users Group (IDUG) conference in North Carolina, IBM said LUW v12 would replace its older Tivoli System Automation for automatic switching of users, applications, and data from one database system to another in a cluster. In v12, this would be replaced with Pacemaker technology for cluster management to help detect component failures and orchestrate necessary failover procedures to minimize interruptions to applications.
It also adds name space separation for multi-tenancy support to create a "logical separation between one or more database schemas."
In keeping with 2024 trends, IBM also emphasized AI integration in its presentation. For LUW v12, IBM promises an AI-powered query optimizer, which will "allow Db2 to continuously learn from customer's queries and achieve up to three times query performance improvement over prior version," according to a presentation slide. Big Blue also promises Db2 will be "infused with GenAI" in some non-specific way.
After attending the conference, Db2 specialist Craig Mullins, president and principal of Mullins Consulting, said users were looking forward to the features in Db2 12.
"Replacing TSA with Pacemaker is long overdue and most DBAs won't miss TSA," he told The Register.


	Codd almighty! Has it been half a century of SQL already?


	CockroachDB tempts legacy databases to crawl into the cloud age


	Google flaunts concurrency, optimization as cloud rivals overhaul platforms


	IBM's vintage Db2 database jumps on AWS's cloud bandwagon


He said that AI optimization would also show up.
"Optimization has always been a strong point of IBM's and the work they've put into the AI optimizer has the potential to revolutionize query performance. Using AI based on models of each organization's workloads should enable query optimization to be specialized for each user profile. Of course, this will likely [require] a long-term adoption and acceptance. At least initially, the AI optimization capability will be off by default, so organizations will have to specifically request it before embarking on the AI query optimization journey."
Other highlights of the conference included enhanced support for AI via Watsonx, a built-in AI in Db2 for in-SQL AI with SQL Data Insights functions, and the availability of Db2 via AWS RDS, the announcement for which The Register covered last year.
IBM might not include Db2 in the growth products it wants to promote, but it is relied on by customers including JP Morgan Chase, HSBC, Bank of America, and Tesco.
Mullins said the interest from the user community remained strong. "I would also say that the average age of the conference attendees is skewing lower, which is a good thing for a DBMS that is over 35 years old itself." (r)
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    Perseverance pays off as Mars rover's SHERLOC brought back from the brink

    
Bot's arm used to free instrument's dust cover and return to science    


    
        By 
Richard Speed        
    

    
        Posted in Science,
        
            27th June 2024 15:35 GMT
        
    


    
NASA engineers have performed another remarkable feat of remote debugging and restored the SHERLOC instrument of the Perseverance Mars rover to operation.
SHERLOC (Scanning Habitable Environments with Raman & Luminescence for Organics and Chemicals) is mounted on the rover's arm and uses two cameras and a laser spectrometer to hunt for organic compounds and minerals in rocks.
Finding signs of these markers might point to evidence of past microbial life on the Red Planet. Hunting for environments that might once have been capable of supporting microbial life and looking for signatures of that life are two of Perseverance's science objectives, so a problem with SHERLOC is inconvenient despite overlap with other instruments on the rover.
The issue was not with the cameras or spectrometer but with one of the two covers designed to keep dust off the instruments' optics. Earlier this year, the cover became frozen in place. This stemmed from a malfunction in the motor that both moves the cover and adjusts the focus for the spectrometer and one of the cameras, the Autofocus and Context Imager.
Getting the dust cover to open required shaking the SHERLOC instrument. Engineers started by rotating the rover's arm before trying the percussive drill to loosen debris that could potentially jam the lens cover.
By March, although the cover had opened sufficiently to not obscure the imager, the loss of the focus motor meant that images would remain blurry. The next step was to use Perseverance's arm as a substitute.


	Rosalind Franklin rover gets another shot at Mars after string of bad luck


	Mars helicopter sends final message, but will keep collecting data


	NASA's Mars Sample Return Program struggles to get off the drawing board


	72 flights later and a rotor blade short, Mars chopper loses its fight with physics


Kyle Uckert, SHERLOC deputy principal investigator at NASA's Jet Propulsion Laboratory (JPL) in Southern California, said: "The rover's robotic arm is amazing. It can be commanded in small, quarter-millimeter steps to help us evaluate SHERLOC's new focus position, and it can place SHERLOC with high accuracy on a target.
"After testing first on Earth and then on Mars, we figured out the best distance for the robotic arm to place SHERLOC is about 40 millimeters [1.58 inches]. At that distance, the data we collect should be as good as ever."
"Six months of running diagnostics, testing, imagery and data analysis, troubleshooting, and retesting couldn't come with a better conclusion," said SHERLOC principal investigator Kevin Hand of JPL.
Perseverance arrived on Mars in 2021 for a prime mission duration of one Martian year (approximately 687 Earth days). It has comfortably exceeded those expectations and is currently in its fourth science campaign.
While engineers are to be applauded for coming up with a solution for the issue, the incident highlights that despite the creativity of the JPL team, every rover will eventually wear out in the harsh environment of Mars. (r)
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    Intel flashes 4 Tbps optical chiplet to supercharge datacenters

    
Likens tech to going from horse-drawn carriages to trucks    


    
        By 
Dan Robinson        
    

    
        Posted in Systems,
        
            27th June 2024 14:25 GMT
        
    


    
Intel has demonstrated an optical chiplet co-packaged with a CPU capable of supporting 4 Tbps data links to feed the increasing datacenter bandwidth requirements of AI and high performance computing (HPC) applications.
The Santa Clara chipmaker claims its prototype optical compute interconnect (OCI) chiplet is a leap forward in high-bandwidth interconnect tech. The company has backed silicon photonics for many years.
Intel's demonstration at the Optical Fiber Communication Conference earlier this year showcased a data connection between two systems over a single-mode optical fiber patch cord. Both systems used an OCI chiplet co-packaged with an Intel CPU.
[image: Intel OCI chiplet]
Intel's OCI chiplet next to pencil eraser


This type of connection is key to scaling up datacenter compute to meet the requirements of AI acceleration workloads, Intel said. These are driving exponential growth in IO bandwidth, and while electrical IO supports high bandwidth and low power, its reach is short.
Pluggable optical transceiver modules of the type already widely used in datacenter clusters can increase reach, but are costly and consume too much power at the scale required, at least according to Intel, whereas a co-packaged solution can support higher bandwidths with greater power efficiency and lower latency because of its proximity to the CPU.
Chipzilla offered a somewhat labored analogy that stepping up from electrical IO to integrated optical IO for communications between CPUs and GPUs will be like going from horse-drawn carriages to modern day trucks for carrying goods.
"The ever-increasing movement of data from server to server is straining the capabilities of today's datacenter infrastructure, and current solutions are rapidly approaching the practical limits of electrical I/O performance," Thomas Liljeberg, Intel's senior director for Product Management and Strategy in Integrated Photonics Solutions, said in a statement.


	Intel investor sues over Foundry flop, seeks to reforge corporate governance


	Phoenix UEFI flaw puts long list of Intel chips in hot seat


	AMD's DC chief happy to work with Intel and others to chip away at Nvidia's AI empire


	Intel interrupts work on $25B Israel fab, citing need for 'responsible capital management'


This first OCI chiplet is designed to support 64 channels of 32 Gbps data in each direction over fiber links of up to 100 meters, and is compatible with PCIe 5.0. It incorporates a silicon photonics integrated circuit (PIC), comprising on-chip lasers and optical amplifiers, with an electrical IC.
In terms of power efficiency, Intel claims the OCI chiplet consumes 5 pico Joules (pJ) of energy per bit, whereas pluggable optical transceiver modules consume about 15 pJ/bit.
Intel is working with select customers to co-package OCI technology with their system-on-chips (SoCs) as an optical IO solution, but hasn't offered any time frame for when we can expect to see it in production chips.
IDC Senior Research Director for EMEA Andrew Buss told The Register that this is potentially a significant step forwards.
"This is a very important development as it will enable new ways to develop and implement high speed and low latency and also energy efficient (and possibly cache coherent) communications fabrics direct to CPU sockets in very large systems," Buss said, but added that it will take some time to commercialize into volume production.
"The key here is the ecosystem of platform advancements that need to come together to deliver a viable solution that can scale to volume production reliably," he said.
One of these is the shift to a glass substrate, that Intel demonstrated at Innovation 2023 in Santa Clara, which would allow for the integration of chiplets in a package that can then provide the advantages that come with the shift from electrical to photonic IO and communications, Buss said.
Last year, Intel sold off its silicon photonics transceiver module biz as part of restructuring and cost-cutting measures, offloading it to electronics manufacturer Jabil. The chip giant said at the time that it wanted to focus its silicon photonics efforts on emerging applications. (r)
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    US lawmakers wave red flags over Chinese drone dominance

    
Congressman warns tech is getting the 'Huawei Playbook' treatment    


    
        By 
Laura Dobberstein        
    

    
        Posted in Security,
        
            27th June 2024 13:44 GMT
        
    


    
US Congress members warned against Chinese dominance of the drone industry on Wednesday, elevating the threat posed by Beijing's control of the technology as similar to that of semiconductors and ships.
At a hearing hosted by the Select Committee on the Chinese Communist Party (CCP), congressman John Moolenaar called semiconductors, drones, and ships "key technologies and sectors that will determine future conflicts".
As the committee's chairman, Moolenaar also elucidated that Beijing is successfully strategizing to dominate the technologies using a method he referred to as "the Huawei Playbook."
"Pick a national champion in a strategic industry. Subsidize. Employ predatory pricing to offer its products at a massive, anti-competitive price point. Expand globally. Drive out the competition. Then leverage newfound dependencies to advance CCP interests," summarized the chairman.
Moolenaar suggested the US clear its skies of Chinese-made drones, and advocated for sanctions and other methods that "install market access barriers."
While drones are not the only industry Beijing seeks to control, CEO of US drone-maker Skydio Adam Bry pointed out that the impact of such methods on the drone industry is "especially severe."
According to data from the committee, China currently controls 90 percent of the US drone market, with DJI taking the lion's share of 80 percent.
But it's not the size of market share alone that makes Chinese drone dominance dangerous for a US in conflict with Beijing, it's the capabilities of the tech that will be enabled through AI.
"AI and autonomy will become the defining characteristics of drones, expanding their usage from one-to-one tools where one pilot controls a single drone, to one-to-many teammates where one operator controls numerous autonomous drones at massive scale, giving superpowers to their human operators," explained Bry.
He referred to drone technology as it currently stands as "still nascent" and the industry as "in its infancy."
"It would be completely insane to accept a future where we depend on our geopolitical adversaries to supply these drones," said Bry.


	US agencies warn made-in-China drones might help Beijing snoop on the world


	Yes, drone biz DJI's Go 4 app does phone home to China - sort of


	US grounds investors in Chinese drone maker DJI over 'Xinjiang human rights abuses'


	US politicians want ByteDance to sell off TikTok or face ban


Testimony from hearing participants acknowledged that semiconductors actually power drones, therefore making them critical to their very existence. However, according to Bry, drones warrant concern and attention as they "represent the first frontier of embodied AI, the opening act of a future defined by AI-enabled robotics."
The Cybersecurity and Infrastructure Security Agency (CISA) and Federal Bureau of Investigation (FBI) have also previously warned against Chinese drones, including last January regarding their potential for espionage on behalf of the CCP. The Department of Homeland Security (DHS) did so as well including in May 2019.
While dronemakers like DJI have for years claimed their gadgets pose no national security risk, they still ended up on the US export control list in 2020.
US companies and individuals are restricted from exporting, re-exporting, or transferring certain items to DJI without obtaining a specific license from the US government.
Laws like the American Security Act in 2023 further limited Chinese drone use in federal agencies, a move the president of the Alliance for American Manufacturing, Scott Paul, called in his committee testimony "a good first step."
But for now it seems like there's not much other choice for sourcing drones, meaning Beijing may have succeeded exactly as intended.
"Competition did not exist in the drone industry until very recently," asserted Bry. He said there were only two to three US companies capable of building hardware like his company's autonomous AI-powered Skydio X10.
"The other one to two companies are in China," he added. (r)
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    Anthropic tries 'to enable beneficial uses' of AI by government agencies

    
Not keen on smart weapons, more interested in stopping human trafficking    


    
        By 
Thomas Claburn        
    

    
        Posted in AI + ML,
        
            27th June 2024 12:34 GMT
        
    


    
Anthropic wants governments to think of it when they want AI to make the world a better place. No, seriously.
The AI startup's ambitions were this week expressed in its decision to offer its Claude 3 Haiku and Claude 3 Sonnet AI models in the AWS Marketplace for the US Intelligence Community and in AWS GovCloud, suggesting their debut in those digital domains will see American government agencies "provide improved citizen services, streamline document review and preparation, enhance policymaking with data-driven insights, and create realistic training scenarios."
Anthropic choosing a popular route to market - AWS - is not unusual. Nor is it surprising that the company wants to target government buyers. March 2024 analysis by think tank the Brookings Institute found a 1,200 percent jump in AI-related contracts dangled by Washington, and that somewhat spooky AI provider Palantir has dominated past awards.
Anthropic has positioned itself on the lighter side of AI, but is willing to tackle some mucky tasks as outlined in a list of contractual exceptions to its general usage policy.
The exemptions "allow Claude to be used for legally authorized foreign intelligence analysis, such as combating human trafficking, identifying covert influence or sabotage campaigns, and providing warning in advance of potential military activities, opening a window for diplomacy to prevent or deter them," the image-conscious startup declared. Limitations on other harmful uses like disinformation, weaponry, and the like remain in place.
That leaves the company happier to clean things up than do dirty work, and perhaps avoid scenarios that inspire fears of rogue AI or drive regulators to draft rules to prevent AI creating harmful outcomes. Nor are Anthropic's ambitions focused on applications that have really piqued the interest of the US military - like AI dogfighting, killer drones, or battlefield awareness systems.
Anthropic's imagined AI scenarios are, however, representative of the ways that US government agencies - outside the defense community - actually use AI. "Agencies are currently using AI in various areas, including agriculture, financial services, healthcare, internal management, national security and law enforcement, public services and engagement, science, telecommunications, and transportation," the US Government Accountability Office (GAO) observed in a December 2023 report.
The major current user of AI, per the GAO, is NASA - for applications like global volcano surveillance and picking targets for planetary rovers to match scientist specifications.


	AI's appetite for power could double datacenter electricity bills by 2030


	Stability AI stablized by investment from Silicon Valley royalty, new executive team


	OpenAI to pull plug on 'unsupported' nations - cough, China - from July 9


	Ollama drama as 'easy-to-exploit' critical flaw found in open source AI server


Taking a cloudy route to market is also notable because big players like Microsoft and Oracle win vast amounts of business from Washington without having to compete for it thanks to deals that specify certain vendors. Even when Microsoft brings pain to Uncle Sam with its security failings, the deals and dollars keep coming.
Anthropic may not yet be good at playing the lobbying games that help win those contracts. But it has made it easy for government agencies to buy its stuff, and positioned itself as the ethical choice among rivals such as OpenAI and Google - both of which, as older companies, have had vastly more time to make missteps.
But Anthropic's stance may be hard to sustain if open source models like Meta's LLaMa 3 continue to become more competitive. Many orgs faced with comparable AI models will choose the one without contractual usage restrictions.
And of course even with lofty motives, Anthropic is not fundamentally different from Google and OpenAI partner Microsoft - each keen to sell Secure AI in Google Cloud and Azure OpenAI Service in Azure Government respectively - not to mention AWS now with added Claude. For all players, the point is billable AI first, responsible machine learning a little lower down the list. (r)
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    Microsoft yanks Windows 11 update after boot loop blunder

    
Tour of recovery options not supposed to be part of KB5039302    


    
        By 
Richard Speed        
    

    
        Posted in OSes,
        
            27th June 2024 11:32 GMT
        
    


    
Microsoft has pulled a Windows 11 update after users reported boot loops and startup failures.
The problem is the June non-security preview update, KB5039302, which has left some systems requiring recovery operations to get up and running after install.
According to a message in its Windows Release Health dashboard, Microsoft isn't sure what the problem is, only that it seems to be something to do with virtualization. "This issue is more likely to affect devices utilizing virtual machines tools and nested virtualization features, such as CloudPC, DevBox, Azure Virtual Desktop."
Azure Virtual Desktop? If only the company had some sort of cloud of its own with which it could test these patches before sending them out. What might that look like?
The affected systems are Windows 11 22H2 and 23H2. Microsoft says the virtualization aspect means that users of Windows Home edition are less likely to be affected.
The patch was released on June 26, and Microsoft has wisely opted to pull it from Windows Update and Windows Update for Business while it works out what the problem is.


	Microsoft makes it harder to avoid OneDrive during new Windows 11 installs


	Microsoft admits to problems upgrading Windows 11 Pro to Enterprise


	Microsoft resumes rollout of Windows 11 24H2 to Insiders


	Microsoft pulls Windows 11 24H2 from Insider Release Preview Channel


It's a shame because this non-security update has some genuinely useful features. The Show Desktop button has returned the taskbar again by default, and File Explorer was updated with more compression options. For example, 7-Zip and TAR files can now be created from the context menu, and a compression wizard has been added among the tweaks.
Other changes include fixes to the Snipping Tool to deal with distorted video and an update to the "Safely Remove Hardware" option, which had a habit of failing when Task Manager was open.
Nothing earth-shattering, but useful quality-of-life improvements.
Of course, this assumes that a user can get the update installed without falling into a boot loop and having to explore recovery options.
The purpose of a monthly rollup preview is, according to Microsoft, "for customers to proactively download, test, and provide feedback." In this instance, that proactive testing has shown up a problem serious enough that Microsoft has opted to pause the rollout.
However, in the same definition, Microsoft also claims that the preview is "a tested, cumulative set of new updates."
"Tested" - customers might not think that word means what Microsoft thinks it means. (r)
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    Atos's UK auditor raises 'material uncertainty' about future

    
Looming debt repayments and stalling restructure talks cause for concern    
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The UK wing of Atos, the ailing IT services provider that has scored billions of pounds in government contracts locally, has pointed to a "material uncertainty" over its ability to continue trading as a going concern.
In the latest annual report for the year ended December 31, 2022 [PDF] - filed on June 24 - Atos highlights the ongoing discussions to reach a "refinancing plan" for its financial debt and to restructure the business, as well as talks to sell certain elements including the big data and security unit to the French state and Worldgrid.
"However, the group cannot rule out that the outcome of those discussions may be unsuccessful or that the solutions arising from those discussions prove insufficient to cover the group's financing maturities and cash requirements on a long-term basis," auditor Grant Thornton says in the report."
"As a result of the circumstances described above regarding the ability of the group to support the company's access to liquidity, there is a material uncertainty related to events or conditions that may cast significant doubt on the company's ability to continue as a going concern."
Until a longer-term agreement is reached, Atos's interim financing program includes a EU100 million ($106 million) revolving credit facility, a EU300 million ($320 million) factoring facility, and a EU50 million ($53 million) loan from the French state.
The company has EU2 billion ($2.14 billion) of debt that will mature in 2024 alone, so restructuring talks need to go well. Yet it was back to the drawing board yesterday after the consortium led by OnePoint, the biggest shareholder in Atos with an 11.4 percent stake, pulled out for an unspecified reason. This leaves just two alternatives on the table.


	Atos in chaos as bailout talks unravel faster than you can say 'restructuring'


	French state bidding for piece of Atos, offers EU700M


	Atos gets a reprieve with restructure plan from Onepoint consortium


	France willing to buy key Atos assets to keep them French


With such uncertainty surrounding the future of the France-headquartered operation, the UK government is already reported to be lining up alternative suppliers should Atos fail to get over its financial struggles.
According to public sector researchers at Tussell, Atos has won a total of PS2.4 billion ($3 billion) in contracts since December 2019, and contracts worth a total PS942 million ($1.18 billion) are currently active, including at the Student Loans Company, the Department for Work and Pensions, the Home Office, and HMRC.
A spokesperson for the Cabinet Office told us: "We undertake regular reviews of suppliers and on occasion will undertake further due diligence to ensure public services can be maintained in a variety of scenarios."
We asked Atos to comment on the annual report for its UK ops but the company has yet to reply.
Atos's share price peaked in March 2010 at EU147 and the last high was EU99.45 in June 2017. It has slid ever since and at the time of writing it stands at EU1.12. Atos was slow to react to the threat to its tech infrastructure and services businesses caused by the advent of the cloud, much like IBM GTS (now Kyndryl), as well as HPE and CSC (now DXC).
Lopping off the big data and security division, for which the French state has bid EU700 million ($748 million), might give the business some breathing room and an injection of cash. However, finding a buyer for the legacy operations (datacenter, outsourcing, etc.) may well prove more difficult, hence the going concern warning. (r)
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    Elon Musk to destroy the International Space Station - with NASA's approval, for a fee

    
SpaceX wins contract for 'deorbit vehicle' at a pleasing price    
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Elon Musk's SpaceX has won a NASA contract to de-orbit the International Space Station (ISS).
The aerospace agency announced the deal on Wednesday, and that it will see SpaceX "develop and deliver" a vehicle "that will provide the capability to deorbit the space station and ensure avoidance of risk to populated areas."
After SpaceX builds the "deorbit vehicle," NASA will take ownership of it and operate it.
NASA sought bids for the deorbit vehicle in September 2023. The craft is needed because NASA and other ISS stakeholders have decided the orbital habitat is past its prime, with smaller and privately-owned space labs seen as superior options for future exploration.
The station masses over 400,000 kilograms - vastly more than the 2,600 kilograms of spent batteries that were deorbited in 2021 but didn't all burn up in Earth's atmosphere. Around 750 grams of material whacked the roof of a Florida home, leading to a lawsuit seeking $80,000 to cover the cost of repairs and other expenses.
The ISS is large enough that debris could do a lot more damage than just punching a hole in one roof - which is why NASA wanted a specialized craft to make sure the job is done right first time.
NASA's initial estimate for the vehicle and the operation needed to kill the ISS was just under a billion dollars.


	Additional hatch operations on a Boeing vehicle - but this time it's Starliner


	NASA hits wrong button, broadcasts ISS emergency training by mistake


	Ariane 6 ready to rocket, bringing heavy-lift capability back to Europe


	NASA will send astronauts to patch up leaky ISS telescope


NASA's announcement of the deal sates the "single-award contract has a total potential value of $843 million," leaving some headroom for other mission costs - including the price of launching the vehicle.
NASA and the other ISS partner agencies don't mind if the deorbit vehicle is an entirely new craft, or adapts an existing design.
Elon Musk - who acknowledged the contract award with a re-Xeet - hasn't offered any clues about SpaceX's plans.
Whatever the company creates, it needs to be ready by 2029 - ahead of a planned 2030 push to send the ISS to a fiery grave.
NASA, meanwhile, is trying to figure out when it can deorbit something far smaller: the Boeing-built Starliner capsule that's been deemed unfit to fly other than in an emergency. ISS crew have a couple of spacewalks planned, which will likely push Starliner's departure into July at the earliest. (r)
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    How many Microsoft missteps were forks that were just a bit of fun?

    
Raymond Chen on cutting loose with a copy of the code    
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Veteran Microsoft engineer Raymond Chen has dropped another nugget of Microspeak - the "fun fork."
While forking a repository nowadays can be anything other than fun - just ask HashiCorp about OpenTofu - in Microsoft parlance of old, a "fun fork" is a code branch that will never get merged back into the parent, one where engineers can try out their wild and wacky ideas without fear of their code somehow turning up in production.
Chen explained: "The idea of the fun fork is that it will never be merged back to the parent branch. Do whatever you want! Nobody will care!"
According to Chen: "The term 'fork' comes from an old internal Microsoft source control system that did not support branches, so the only option was to fork the entire code base."
That old source control system was likely nothing to do with Microsoft's Visual Sourcesafe, which was known for causing the odd four-letter word also beginning with "F" to be uttered by engineers.
Chen added: "Usually, a fun fork is created so that a team can experiment with a large, complex feature. If the experiment proves successful, the team can move the changes from the fun fork to a product branch."


	The origin of 3D Pipes, Windows' best screensaver


	Wing Commander III changed how the copy hotkey works in Windows 95


	Microsoft veteran on how to blue screen your way to better testing


	What makes a hard error hard? Microsoft vet tells all


While Windows might be where fun goes to die, at least for the poor admins tasked with deploying it, it's good to know that the Microsoft gang can - or at least used to be able to - grab the source for some uncontrolled tinkering and general fun times.
The resulting code might never see the light of day unless the experiment was a success, in which case it would likely need some refactoring at the least or rewriting from scratch at worst.
Chen explained: "The actual code in the fun fork is not usually taken verbatim directly into the product. It will probably be cleaned up, say by removing things that didn't pan out, removing dead code, refactoring for maintainability."
Sadly, Chen did not reveal the Microsoft projects that started out as a fun fork, so The Reg has fired up the speculation machine.
Recall is an easy target and, we suspect, might still be a fun fork with horrified engineers realizing that before they had a chance to rewrite it, it was seized by managers desperate to show something to justify all those AI investments.
Or then there is the ill-fated Windows 8 user interface, which, on the desktop at least, was a fork that was anything but fun. (r)
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    Reddit hopes robots.txt tweak will do the trick in scaring off AI training data scrapers

    
Pay up or go away, pretty please?    
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For many Reddit has become the go to repository of community and crowdsourced knowledge, a fact that has no doubt made it a prime target for AI startups desperate for training data.
This week, Reddit announced it would be introducing measures to prevent unauthorized scraping by such organizations. These efforts will include an updated robots.txt -- a file found on most websites that provides directions to web crawlers on what they can and can't index -- "in the coming weeks." If you're curious you can find Reddit's current robots.txt here.
It should be noted that robots.txt can't force scrapers to do anything; the file's contents are more like guidelines or firm requests. Web crawlers can be made to ignore them, so Reddit says it will continue to rate limit and/or block rogue bots - presumably that includes bad ones that ignore robots.txt - from accessing the site.
Indeed, crawlers that shun robots.txt risk getting blocked entirely, if possible, from sites in general by their administrators.
These measures, vague as they are at the moment, appear to be targeted specifically at those accessing Reddit for commercial gain. The site says that "Good faith actors -- like researchers and organizations such as the Internet Archive -- will continue to have access to Reddit content for non-commercial use."
The announcement comes just weeks after Reddit unveiled a fresh public content policy, which it spun as a way to more transparently communicate how user data is used and protect user privacy.
"We see more and more commercial entities using unauthorized access or misusing authorized access to collect public data in bulk, including Reddit public content," the site said.
It seems Reddit execs would much rather interested parties pay it for curated access to its crowdsourced hive mind of knowledge, opinion, trolling, and karma farming, as the announcement ends with a sales pitch for its data access plans.


	Read AI about it... OpenAI does deal with News Corp


	Slack tweaks its principles in response to user outrage at AI slurping


	Hey, Reddit. Quick question. All those clicks on my ads. Were they actually real?


	Ahead of IPO, Reddit blends advertising into user posts


As we've previously discussed, training large language models, like GPT-4, Gemini, or Claude require a prodigious amount of data. Meta's relatively small Llama3 8B model used some 15 trillion tokens.
Because of this, supplying AI training data used to build these models has become a lucrative business proposition. Last month Scale AI -- which sells AI data services including pre-labeled datasets -- saw its valuation soar to nearly $14 billion amid a $1 billion funding round led by Nvidia, Amazon, and Meta.
Meanwhile, this week also saw the formation of an AI data trade group called the Dataset Providers Alliance. The group's members include Rightsify, vAIsual, Pixta AI, Datarade, Global Copyright Exchange, Calliope Networks, and Ado.
Naturally, Reddit is keen to cash in on this demand, having already announced an agreement to sell API access to Google in a deal reportedly worth $60 million a year. The Front Page of the Internet last month reached a similar agreement with OpenAI, though the terms of the deal weren't disclosed.
How useful Reddit's data actually is has, however, been called into question in recent weeks after Google started citing obvious troll posts in its AI generated answers. In one case the search engine suggested adding "non-toxic glue" to pizza sauce to keep the cheese from sticking.
The Register reached out to Reddit for comment on its efforts to block rogue web scrapers and on its future plans. (r)
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    Alibaba Cloud reveals its datacenter design and homebrew network used for LLM training

    
15,000 GPUs per DC, in hosts packing eight apiece, plus nine NICs - helped by switches with custom heat sinks    
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Exclusive Alibaba Cloud has revealed the design of an Ethernet-based network it created specifically to carry traffic for training large language models - and has used in production for eight months.
The Chinese Cloud also revealed that its choice of Ethernet was informed by a desire to avoid vendor lock-in and leverage "the power of the entire Ethernet Alliance for faster evolution" - a decision that backs arguments made by a collection of vendors who are trying to attack Nvidia's networking business.
Alibaba's plans were revealed on the GitHub page of Ennan Zhai - an Alibaba Cloud senior staff engineer and research scientist focused on network research. Zhai posted a paper [PDF] to be presented at August's SIGCOMM conference - the annual get-together of the Association for Computing Machinery's special interest group on data communications.
Titled "Alibaba HPN: A Data Center Network for Large Language Model Training," the paper opens with the observation that traffic cloud computing traffic "... generates millions of small flows (eg lower than 10Gbit/sec)," while LLM training "produces a small number of periodic, bursty flows (eg 400Gbit/sec) on each host."
Equal-Cost Multi-Path routing - a commonly used method of sending packets to a single destination over multiple paths - becomes predisposed to hash polarization - a phenomenon that sees load balancing struggle and can significantly reduce usable bandwidth.
Alibaba Cloud's homebrew alternative, named "High Performance Network" (HPN), "avoids hash polarization by decreasing the occurrences of ECMP, but also greatly reduces the search space for path selection, thus allowing us to precisely select network paths capable of holding elephant flows."
HPN also addresses the fact that GPUs need to work in sync while training LLMs, which makes AI infrastructure sensitive to single points of failure - especially top-of-rack switches.
Alibaba's network design therefore uses a pair of switches - but not in the stacked configuration suggested by switch vendors.
Crammed full of cards
The paper explains that each host Alibaba Cloud uses for LLM training contains eight GPUs and nine network interface cards (NICs), each with a pair of 200GB/sec ports. One of the NICs handles housekeeping traffic on a "backend network."
The frontend network lets each GPU in a host directly communicate with other GPUs over an intra-host network that runs at 400-900GB/sec (bidirectional). Each NIC serves a single GPU - which Alibaba Cloud terms "rails" - an arrangement that sees each accelerator operate on "a dedicated 400Gb/sec of RDMA network throughput, resulting in a total bandwidth of 3.2Tb/sec."
"Such a design aims to maximize the utilization of the GPU's PCIe capabilities (PCIe Gen5x16), thus pushing the network send/receive capacity to the limit," the paper states.
Each port on the NICs connects to a different top-of-rack switch, to avoid single points of failure.
The Chinese Cloud's remarks about its preference to use Ethernet will be music to the ears of AMD, Broadcom, Cisco, Google, HPE, Intel, Meta, and Microsoft. All of those vendors recently signed up for the Ultra Accelerator Link consortium - an effort to challenge Nvidia's NVlink networking biz. Intel and AMD have said the consortium - and other advanced networking efforts like Ultra Ethernet - represent a better way to network AI workloads because open standards always win in the long run, as they enable easier innovation.
But while Alibaba Cloud's NPM design is based around Ethernet, it still uses Nvidia tech. The GPU champ's NVlink is used for the intra-host network (which has more bandwidth than the network between hosts) and its "rail-optimized" design approach that sees each network interface card connect to a different set of top-of-rack switches is also in place.
Single-chip switches rule at Alibaba


	Alibaba Cloud unleashes thousands of Chinese AI models to the world


	Alibaba Cloud built its edge network hardware on Intel Ethernet ASICs


	Two weeks ago, Alibaba Cloud bragged its AI was soaring. Now it's slashing prices


	Alibaba Cloud details storage tech that's doubled its VMs per host


The paper also makes many mentions of a "51.2Tb/sec Ethernet single-chip switch (first released in early 2023)" in Alibaba Cloud's top-of-rack switches. Two devices meet that description: Broadcom's Tomahawk ASICs which shipped in March 2023 and Cisco's G200 which arrived in June of the same year. The reference to "early 2023" suggests Alibaba Cloud went with Broadcom.
Whatever's inside Alibaba's switches, the paper reveals that the Chinese Cloud has a preference for switches powered by a single chip.
"There have been multi-chip chassis switches supporting higher bandwidth capacity," the paper states, before noting that "Alibaba Cloud's long-term experience in operating datacenter networks reveals that multi-chip chassis switches introduce more stability risks than single-chip switches."
The company's fleet of single-chip switches, it's revealed, outnumber multi-chip models by a factor of 32.6x. And those multi-chip switches experience critical hardware failures at a rate 3.77x higher than in single-chip switches.
DIY heatsink needed
While Alibaba Cloud adores single-chip switches - and enjoys the fact that the 51.2Tbit/sec units it adopted double the throughput of its previous units while consuming only 45 percent more power - the new models don't run cooler than their predecessors.
If the chips warm beyond 105degC, the switches can shut down. Alibaba Cloud could not find a switch vendor that offered cooling capable of keeping chips below 105degC.
It therefore created its own vapor chamber heat sink.
"By optimizing the wick structure and deploying more wicked pillars at the center of the chip, heat could be carried out more efficiently," the paper explains.
Datacenter design disclosed
All of the above is built into "pods" that house 15,000 GPUs apiece, each of which resides in a single datacenter building.
"All datacenter buildings in commission in Alibaba Cloud have an overall power constraint of 18MW, and an 18MW building can accommodate approximately 15K GPUs," the paper reveals, adding "In conjunction with HPN, each single building perfectly houses an entire Pod, making predominant links inside the same building."
All optic fibers within the building are less than 100 meters, which allows "use of lower-cost multi-mode optical transceivers (cutting 70 percent cost compared with single-mode optical transceivers)."
It's not all sweetness and light: the paper admits that "HPN introduces extra designs ... making wiring much more complex."
"Especially at the nascent stage of constructing HPN, on-site staff make a lot of wiring mistakes." That means extra testing is needed.
The paper also notes that forwarding capacity of a single Ethernet chip doubles every two years. Alibaba Cloud is therefore already "designing the next-generation network architecture equipping the higher capacity single-chip switch."
"In the land construction planning of our next-generation datacenters, the total power constraints for a single building have been adjusted to cover more GPUs. Thus, when the new datacenter is delivered, it can be directly equipped with 102.4Tbit/sec single-chip switches and the next-generation HPN."
The paper also notes that training LLMs with hundreds of billions of parameters "relies on a large-scale distributed training cluster, typically equipped with tens of millions of GPUs."
Alibaba Cloud's own Qwen model comes in a variant trained on 110 billion parameters - which suggests it has an awful lot of pods using NPM, and many millions of GPUs in production. And it will need many more, as its models and datacenters become larger and more numerous. (r)
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    Indian gov investigating claims Foxconn won't hire married women

    
Cultural traditions clash with manufacturing ambitions    
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Updated India's Ministry of Labor and Employment has ordered an investigation of Foxconn - the contract manufacturer supplier also known as Hon Hai Precision and one of Apple's main suppliers - after reports emerged alleging the company will not hire married women to work at its main iPhone assembly plant on the subcontinent.
The probe is in the form of a request for a "detailed report" from the Labor Department of the state government in Tamil Nadu. Foxconn's largest Indian facility is in Sriperumbudur, a town in Tamil Nadu.
"Section 5 of the Equal Remuneration Act, 1976 clearly stipulates that no discrimination will be made while recruiting men and women workers," reasoned the ministry on Wednesday. "As the State Government is the appropriate authority for the enforcement and administration of the provisions of this Act, hence the report has been sought from the State Government."
A Reuters report published the day before the Ministry's move alleged that Foxconn systemically excluded the employment of married women at the Sriperumbudur plant.
The reported justification for the policy was that married women experience family duties, pregnancy and absenteeism. A secondary justification for their exclusion was that the customary ornaments worn by married women in India - like toe rings and necklaces - aren't typically removed and present safety hazards in the manufacturing environment.


	Julian Assange pleads guilty, leaves courtroom a free man


	Humanity's satellite habit could end up choking Earth's ozone layer


	Airbn-bye: Barcelona bans short-term apartment rentals for tourists


	British Airways blames T5 luggage chaos on fault 'outside of our control'


	And that's 3 recalls for Tesla Cybertruck in as many months


Foxconn outsources hiring at the plant to third-party vendors. Those vendors were allegedly briefed by executives to skip over the cohort, and freely communicated the unwed requirement to candidates in job adverts, pamphlets and WhatsApp chats.
The ban, however, isn't absolute. It is relaxed during high-production periods to manage labor shortages, and agencies reportedly indicated they would help women conceal their marital status - particularly if their state ID card hasn't been updated to indicate their nuptials. Foxconn denied the discriminatory policy to Reuters, as did Apple.
The Apple supplier said in 2022 it took corrective action against four agencies that were posting ads "that did not meet [company] standards."
The Register has asked Foxconn for additional comment and will report back should a substantial reply materialize.
Few Indian women work outside the home.
According to The World Bank, as of 2022 fewer than one in four Indian women work do so. Also in 2022, India's National Family Health Survey found that 32 percent of married women in India were employed - and 15 percent of the women working outside the home were not paid.
The survey also showed that hiring managers routinely consider marital status when making job offer decisions, even though it is well documented that economies benefit when both genders participate in the paid workforce and suffer when they do not.
India's government is keen to remove impediments that prevent the nation from fulfilling its goal of becoming a major manufacturing hub - meaning it may have to overcome societal norms that could hurt the industry.
In line with its manufacturing goal, the country is claimed to be on track to produce a quarter of the world's iPhones by 2028. (r)

  Updated at 11.11 UTC on June 27, 20204, to add:

A spokesperson at Foxconn sent us a statement.
"We hire workers of all backgrounds, genders, races and marital status, and we do not stand for discrimination in hiring or recruitment. When we see an issue we act, including corrective action up to and including termination of the hiring agency.
"Foxconn vigorously refutes allegations of employment discrimination based on marital status, gender, religion or any other form."
The company describes itself as a "equal opportunity employer", and said it: "enhanced our management process for hiring agencies in India in 2022 and identified four agencies that were posting ads that did not meet our standards. We took corrective action with those agencies and more than 20 job ads were removed."
In the latest round of recrutiment, a quarter of the those brought on board were married. "Married women are welcome to wear traditional metal ornaments while working in our facilities."
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    Lenovo brings its virtualization and cloud stack to Chinese chip designer Loongson's CPU architecture

    
NAS vendors, healthcare software vendors, and government buyers join the march to silicon sovereignty    
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Chinese chip shop Loongson, which has built modest CPUs based on its own MIPS-like architecture, is on the march towards enterprise workloads.
The silicon slinger yesterday announced that 53 software developers have created 105 products compatible with its instruction set architecture (ISA).
Lenovo is one of the listed vendors. Loongson's list includes a server virtualization platform, a hyperconverged stack, and a cloud management product from the Chinese hardware maker.
The list of products also includes vertical applications for the healthcare industry, a database, blockchain management tools, data security products, and backup apps.
If the abovementioned software can run inside Lenovo's cloudy or virtualized environments, Loongson has a shot at enterprise buyers in China - assuming such prospects are happy to run the relatively modest silicon the Chinese chip designer has created. Loongson's current flagship device is the 16-core, 2.5GHz, 64-bit model LS3C5000.
A rumored successor, the LS3C6000, will reportedly match the performance of AMD's Zen 3 cores - launched in 2020.
Loongson deliberately eschews compatabiilty with either x86 or Arm in favour tech inspired by the permissively-licensed MIPS and RISC-V ISAs.
It's been a good couple of weeks for the Chinese chip designer, which has also announced adoption of its silicon by a vendor of network-attached storage devices. Such machines don't place enormous demands on CPUs, and aren't a market with much upside - given increasing adoption of cloud computing. Finding another application for its wares is, however, an uncomplicated positive for Loongson.
As is the news from last week that "nearly one thousand" desktops running on Loongson CPUs have found a home in one district of the city of Fuzhou.


	US government reportedly ponders crimping China's use of RISC-V


	Loongson CPU that performs like 2020 Core i3 makes its way to Chinese mini PCs


	Chinese schools testing 10,000 locally made RISC-V-ish PCs


	Beijing issues list of approved CPUs - with no Intel or AMD


China has expressed an increasingly urgent desire to replace Western tech with domestic creations - a decision driven by a policy objective to grow local industry, plus acceptance that developing indigenous tech is necessary. US-led sanctions mean the latest and greatest computing kit will likely not be allowed into the Middle Kingdom any time soon.
The likes of Lenovo ensuring its wares run on Loongson's architecture is an important step towards making Made-in-China hardware more able to satisfy users' needs, and therefore a more viable replacement to current enterprise tech estates as they age out and require replacement.
Which will irritate the likes of AMD and Intel. China's clouds, governments, and big enterprises - like its two telcos with a billion customers apiece - are customers of a size that is hard to find anywhere else.
Lenovo's appearance on Loongson's list of compatible software is therefore significant. (r)
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    Korean telco allegedly infected its P2P users with malware

    
KT may have had an entire team dedicated to infecting its own customers    
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A South Korean media outlet has alleged that local telco KT deliberately infected some customers with malware due to their excessive use of peer-to-peer (P2P) downloading tools.
The number of infected users of "web hard drives" - the South Korean term for the online storage services that allow uploading and sharing of content - has reportedly reached 600,000.
Malware designed to hide files was allegedly inserted into the Grid Program - the code that allows KT users to exchange data in a peer-to-peer method. The file exchange services subsequently stopped working, leading users to complain on bulletin boards.
The throttling shenanigans were reportedly ongoing for nearly five months, beginning in May 2020, and were carried out from inside one of KT's own datacenters.


	Julian Assange to go free in guilty plea deal with US


	Mozilla is trying to push me out because I have cancer, CPO says in bombshell lawsuit


	NASA ought to pay up after space debris punched a hole in my roof, homeowner says


	Starliner to remain docked to the ISS into July - with no new departure date


	Humanity's satellite habit could end up choking Earth's ozone layer


The incident has reportedly drawn enough attention to warrant an investigation from the police, which have apparently searched KT's headquarters and datacenter, and seized evidence, in pursuit of evidence the telco violated South Korea's Communications Secrets Protection Act (CSPA) and the Information and Communications Network Act (ICNA).
The CSPA aims to protect the privacy and confidentiality of communications while the ICNA addresses the use and security of information and communications networks.
The investigation has reportedly uncovered an entire team at KT dedicated to detecting and interfering with the file transfers, with some workers assigned to malware development, others distribution and operation, and wiretapping. Thirteen KT employees and partner employees have allegedly been identified and referred for potential prosecution.
The Register has reached out to KT to confirm the incident and will report back should a substantial reply materialize.
But according to local media, KT's position is that since the web hard drive P2P service itself is a malicious program, it has no choice but to control it.
P2P sites can burden networks, as can legitimate streaming - a phenomenon that saw South Korean telcos fight a bitter legal dispute with Netflix over who should foot the bill for network operation and construction costs.
A South Korean telco acting to curb inconvenient traffic is therefore not out of step with local mores. Distributing malware and deleting customer files are, however, not accepted practices as they raise ethical concerns about privacy and consent.
Of course, given files shared on P2P are notoriously targeted by malware distributors, perhaps KT the telco assumed its web hard drive users wouldn't notice a little extra virus here and there. (r)
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    WhisperGate suspect indicted as US offers a $10M bounty for his capture

    
Russian national accused of attacks in lead-up to the Ukraine war    
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The US Department of Justice has indicted a 22-year-old Russian for allegedly attacking Ukrainian government computers and destroying critical infrastructure systems in the so-called "WhisperGate" wiper attack that preceded Russia's illegal invasion of the European nation.
If convicted, Amin Timovich Stigal faces a maximum penalty of five years in prison. In addition to the indictment, handed down by a federal grand jury in Maryland on Tuesday, the US State Department today offered a reward of up to $10 million for information on Stigal's location and alleged cyber crimes.
"As alleged, the defendant conspired with Russian military intelligence on the eve of Russia's unjust and unprovoked invasion of Ukraine to launch cyber attacks targeting the Ukrainian government and later targeting its allies, including the United States," US attorney general Merrick Garland declared in a statement.
[image: gru_stigal]
If you can see this man, and get him to the authorities, then $10 million could be yours - Click to enlarge


Stigal and others first conspired with Russia's GRU military intelligence unit on the cyber attacks in January 2022 - a month before the full-scale invasion of Ukraine - according to court documents.
in that month, actors that Ukraine's government alleged operated from Belarus deployed a strain of data-destroying malware, later dubbed WhisperGate, on "dozens" of Ukrainian targets. The attacks hit critical infrastructure networks including government agencies, military and defense, as well as in agriculture, education, science and emergency service organizations.
"The Conspirators used software that was designed to appear as if the computers had suffered a ransomware attack, when in fact the data on the computers had been deleted," the indictment states [PDF].


	Cisco whips up modded switch to secure Ukraine grid against Russian cyberattacks


	Microsoft: Russia sent its B team to wipe Ukrainian hard drives


	Data-wiper malware strains surge as Ukraine battles ongoing invasion


	Ukraine's Victor Zhora: Russia's cyber 'war crimes' will continue after ground invasion ends


In May 2022, the US and some allies attributed the WhisperGate attack to the Russian military. Microsoft's Threat Intelligence unit named the group "Cadet Blizzard" and linked it to the GRU.
In addition to dropping the info-destroying malware, the criminals defaced government websites, snooped through online systems, and stole personal data - such as medical records - belonging to thousands of Ukrainians.
"The purpose of the attack was, in part, to sow concern among Ukrainian citizens regarding the safety of their Government's systems and their personal data in advance of the Russian attack of Ukraine," according to the court papers.
Russia is also accused of breaking into an unnamed Central European country's infrastructure in October 2022, as well as probing US systems - including "multiple sites maintained by a US Government Agency located in Maryland."
To cover their tracks and conceal their Russian government ties, the criminals used fake identities and infrastructure located in the US and elsewhere, we're told. (r)
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    Microsoft founder Paul Allen's tech museum closes, sells off collection

    
Letter from Einstein, vintage space suit, and ancient computers all up for sale    
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The estate of the late Paul Allen, co-founder of Microsoft, has decided to close Living Computers: Museum + Labs, the Seattle site which housed his beloved collection of vintage technology.
The museum closed in February 2020 with the onset of the COVID pandemic and was said to be a temporary measure. It's now become permanent. Even the museum's website and social media platforms have been deleted or made private.
The facility was started by the late Allen in 2012 and allowed users to get hands-on with vintage computers and other scientific relics. A classroom and lab used for educational purposes explains the "Lab" in the museum's long name.
The museum's website also hosted online emulations of the Commodore 64, Apple II, and other retro computers.
These emulators will now be operated by SDF.org, an outfit that already hosts retro machines online and makes them publicly available.
"The acquisition aligns with our existing Vintage Systems program which provides our membership access to a variety of historical operating systems, architectures, programming language tools and software. We hope to continue to expand this offering as we believe understanding computing's past, especially the esoteric, helps us create better software and user experiences for the future," SDF.org told The Register.
Some of the museum's exhibits will go under the hammer: auction house Christie's has already posted a list of over 150 of the museum's pieces it will offload, with all proceeds going to charity.


	RIP Paul Allen: Microsoft cofounder billionaire dies at 65 after facing third bout with cancer


	Microsoft co-founder Paul Allen's pop artifact stash now heads to a museum


	You can now live life like Paul Allen on Microsoft cofounder's luxury yacht for 'PS1m a week'


	Microsoft cofounder Paul Allen's personal MiG-29 fighter jet goes under the hammer


The most high profile items, according to Christie's, include a Digital Equipment Corporation PDP-10 from 1971 (the model that Allen and Bill Gates first wrote code on), a 1939 letter from Albert Einstein to US President Franklin Roosevelt concerning the possibility that Germany might be working on a nuclear bomb, and astronaut Ed White's spacesuit as worn on the first US spacewalk during a Gemini mission. By far the most valuable of the bunch is the Einstein letter, which is estimated to go for between $4-6 million, while the other items are expected to sell for tens of thousands.
[image: Paul Allen at Microsoft in the early 1980s ]
Paul Allen at Microsoft in the early 1980s. Source: Christies - Click to enlarge


The pieces at Living Computers: Museum + Labs represent just a portion of Allen's collection. Last year the Museum of Pop Culture, located in Seattle just like Allen's museum, acquired several rare items he acquired, including a smashed guitar that Kurt Cobain used, Prince's motorcycle jacket, and loads of sci-fi media props like Darth Vader's helmet and the Captain Kirk's Command Chair from the USS Enterprise.
He even owned a Soviet MiG-29 fighter jet, which was put up for auction in 2019. And in 2022 the first tranche of his art collection was sold off for $1.62 billion, again with the money going to charity.
It's not entirely clear why the Paul Allen estate, which is run by his sister Jody Allen, decided to shut the museum, given no apparent cash shortage. We've asked for clarification. (r)
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    Apple set to buy its way out of Batterygate, dodgy audio lawsuits

    
Pocket-change settlements of $6M and $35M await approval in July    
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Apple is preparing to settle two lawsuits next month over alleged iPhone flaws, provided the respective judges agree to the terms of the deals.
The first planned settlement, for In re Apple Inc. Stockholder Derivative Litigation, 4:19-cv-05153-YGR, aims to resolve investor pique over the impact of "Batterygate" on Apple stock.
Filed in 2019, the case [PDF] seeks compensation for unexplained iPhone shutdowns that started occurring in 2016 as a result of battery aging that left devices unable to handle processing demands.
"Instead of alerting customers about this solution, beginning in January 2017, Apple published iOS updates that secretly 'fixed' the shutdown issues by dramatically slowing the performance of older iPhone models without the owner's knowledge or consent," the initial complaint alleged.
"These updates silently introduced a trade-off between battery life and performance reduction without informing iPhone owners that a simple $79 replacement battery would restore both."
This was something of a scandal at the time and led to a fine of $11.4 million from Italian regulators in 2018, a $113 million penalty extracted by 34 US states, consumer litigation that led to a settlement of $310-$500 million, and a fine of about $27 million in France. There's also a UK claim for up to PS853 million ($1.03 billion) that has yet to be resolved.


	Google begs court for relief from Epic Games' Play Store demands


	America's best chance for nationwide privacy law could do more harm than good


	Mozilla is trying to push me out because I have cancer, CPO says in bombshell lawsuit


	Julian Assange pleads guilty, leaves courtroom a free man


Apple investors now stand to recoup a paltry $6 million if Judge Yvonne Gonzalez Rogers approves the deal [PDF] in a hearing scheduled for July 16, 2024. That would be almost 0.002 percent of the $383.29 billion in revenue Apple collected in 2023.


In a further sign of capitulation to the Right to Repair movement, Apple on Wednesday made its software repair tool, Apple Diagnostics for Self Service Repair, available in 32 European countries.


"Diagnostics is part of Apple's ongoing effort to extend the lifespan of Apple products," said the biz, which makes new models available every year and would be happy to sell you one to replace your current phone.


Apple also released a paper [PDF] entitled "Longevity By Design" that describes further concession to repairability and third-party product compatibility. Apple, for example, will be making its True Tone white balance feature, previously available just for Apple-authorized screens, function with third-party parts later this year.


Also, the iBiz is enabling battery health metrics for third-party batteries, though "with a notification stating that Apple cannot verify the information presented" and a warning that consumers should verify the safety of third-party batteries.


The settlement, disclosed to investors in May, requires Apple to notify customers in a clear and conspicuous way when it makes changes to iOS Performance Management. And alongside increased commitments to transparency - traditionally not Apple's strong suit - it imposes verification obligations on its chief compliance officer.
The second claim awaiting settlement approval is Tabak, et al. v. Apple Inc., 4:19-CV-02455-JST, a lawsuit over an alleged audio chip defect in Apple's iPhone 7 and 7 Plus models that resulted in intermittent sound issues.
According to the complaint, the alleged defect was caused by solder that failed to adhere to the logic board when stressed, thereby breaking the electrical connection between the audio chip and board.
Apple has denied the allegations, but to be rid of the litigation is willing to pay $35 million to resolve the claim, provided Judge Jon Tigar approves the arrangement in a hearing scheduled for July 18.
If the deal goes through, affected members of the class could receive payments ranging from $50 to $349 for their trouble. Of the 1,649,497 Settlement Class Members, 114,684 payment forms have been submitted to the claim administrator. Those notified of membership in the class have until July 3 to respond. (r)
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    Feds put $5M bounty on 'CryptoQueen' Ruja Ignatova

    
OneCoin co-founder allegedly bilked investors out of $4B in digicash    
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Uncle Sam has put a $5 million bounty on any information leading to the arrest or conviction of self-titled "CryptoQueen" Ruja Ignatova, who is wanted in the US for apparently bilking victims out of more than $4 billion in what the Feds describe as the "one of the largest global fraud schemes in history."
In 2014, Ignatova and Karl Sebastian Greenwood co-founded the "Bitcoin killer" OneCoin in Sofia, Bulgaria. The two, along with Ignatova's younger brother, Konstantin touted OneCoin as a legitimate cryptocurrency.
"To promote OneCoin, Ruja organized glamorous parties, funded international company events in Dubai, Macao, Singapore, and the UK; and, according to some sources, even invited Tom Jones to perform at her birthday party in London," according to court documents [PDF]. "In the year following the creation of OneCoin, Ruja and her peers bought millions of dollars' worth of real estate across the world."
In reality, according to one of these investors who sued the trio in 2019, the operation was a $4 billion "Ponzi scheme" for a cryptocurrency that "never really existed, on a blockchain that never really existed, born from mining farms that never really existed."
In October 2017, Ignatova was indicted by a grand jury in New York and charged with conspiracy to commit wire fraud, wire fraud, and conspiracy to commit money laundering.
Two weeks later, she hopped on a plane from Sofia, Bulgaria to Athens, Greece to evade arrest, and hasn't been seen since. A BBC podcast speculates that she may have had plastic surgery and is living incognito in Europe.
[image: Ignatova]
The FBI's wanted poster for Ignatova ... Note, her appearance may have changed


In February 2018, a superseding indictment [PDF] added charges of conspiracy to commit securities fraud and securities fraud to Ignatova's alleged crimes, and in 2022 she was added to the FBI's Ten Most Wanted Fugitives List.  
Germany has also criminally charged Ignatova for her role in the alleged scheme.


	CryptoQueen on the run from Feds, lawsuit after her OneCoin slammed as 'an old-school pyramid scheme on a new-school platform'


	OneCoin co-founder pleads guilty to $4 billion fraud


	Crypto scammers circle back, pose as lawyers, steal an extra $10M in truly devious plan


	Fiend touts stolen Neiman Marcus customer info for $150K


Konstantin was arrested in 2019 at the Los Angeles International Airport, and Greenwood pleaded guilty in a Manhattan federal court in 2022 to charges of conspiring to defraud investors and to launder money.
Ignatova remains at large.
The reward of up to $5 million for information about her whereabouts, leading to her arrest and/or conviction, is offered through the US Department of State's Transnational Organized Crime Rewards Program. 
Anyone with information about Ignatova can contact the FBI via Telegram: @RujaReward, Signal: @RujaReward.01, online at tips.fbi.gov or via the local FBI office. Those living outside of America with any tips or sightings are urged to visit the nearest US Embassy or Consulate. (r)
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    FCC slaps Verizon with $1M fine for dropping 911 calls, again

    
Less than an hour's profit - that sends a strong message for emergency cover    
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America's Federal Communications Commission (FCC) has fined Verizon a little over a million dollars for failing to route 911 calls during a cellular outage.
The outage occurred on December 21, 2022, killing calls to Verizon's Voice over LTE (VoLTE) operations in six southeastern states for an hour and 44 minutes. During that time, the FCC says [PDF], Verizon failed to connect hundreds of callers to 911 call centers, which is not only bad for people in distress, but illegal since Verizon is obligated to connect users to the service.
According to the FCC's recounting of events, the December outage was very similar to one Verizon experienced the previous October, and the telecoms giant had apparently implemented improvements intended to avert another outage from happening again. However, the December outage apparently wasn't a result of Verizon's mitigations being insufficient, but instead the result of poorly named software - it's said.
Verizon had identified a particularly buggy security policy as one of the root causes of the October outage, and replaced it with a brand new one. However, the old security policy was not deleted, merely deactivated. The FCC claims that Verizon had "insufficient naming protocols," indicating that the naming convention for security policies was ambiguous.
These factors made it possible for a Verizon employee to accidentally implement the glitchy security policy yet again. The FCC says this mistake should have been caught before the outage happened, but claims Verizon employees weren't enforcing proper oversight like they were supposed to be doing. Thus, the reinstated policy led to the December outage.


	AT&T forbidden from cutting landline services to large parts of California


	Unlucky AT&T subscribers struggle to make calls in multi-hour US outage


	Cisco's emergency caller can send first responders to the wrong location


	911 goes MIA across multiple US states, cause unclear


The FCC fined Verizon $1.05 million and has instructed it to come up with a compliance plan to make sure this doesn't happen a third time. The plan details several practices that Verizon should ideally have already implemented, such as providing a checklist for employees to follow, testing proposed network changes before they're applied, and of course removing buggy security policies when they're discovered.
Those security policies will also get a new naming system to include when policies are made, to make it clear which ones are the latest and which ones are old. Verizon will have to keep the FCC posted on its progress for the next three years, reporting after the first 90 days, then after the first year, and then for a final time after three years have passed.
The FCC tends to take 911 outages seriously, with its latest target being Lumen Technologies, which was responsible for a spat of outages in April. Lumen paid a $3.8 million fine in 2021, nearly two days of profit based on its 2023 results, so another slap on the wrist.
"Ensuring ultra-reliable connectivity, especially when callers need to reach emergency services, is a cornerstone of our company," Verizon told The Register.
"The incident in 2022 was a highly unusual occurrence. We understand the critical importance of maintaining a robust and reliable 911 network, and we're committed to ensuring that our customers can always rely on our services in times of need." (r)
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    AI's appetite for power could double datacenter electricity bills by 2030

    
Believe it or not, this is modest relative to other predictions    
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A study predicts that US power consumption from datacenters will more than double by 2030.
The forecast comes from Rystad Energy in its latest report on US power demand and supply, which includes figures for datacenters in particular. The analysts estimate that datacenter power demand will sit at 307 terawatt hours (TWh), more than double the 130 TWh the firm says was consumed in 2023.
The reasoning behind rapidly increasing power draw is the usual suspect. "The growth in electricity demand for datacenters will be heavily driven by those focused on artificial intelligence (AI)," Rystad says, "which consumes more electricity compared to traditional computing."
To meet this demand, Rystad says the best energy sources for datacenters will be renewables thanks to their scalability and increasing viability. Consequently, wind energy supply is expected to just about double by 2030, while solar will roughly triple, if the calculations are correct. Power generated by coal will decrease by about half, though won't be totally eliminated.
Although a doubling of datacenter power consumption in just over five years sounds extreme, Rystad's forecast is actually one of the more moderate predictions. In April, Goldman Sachs published [PDF] its take on datacenter power usage and figured that consumption would nearly triple by 2030, with much of that demand being driven by AI.


	Supermicro plans to flood market with liquid-cooled datacenter tech


	Ohio power plants want special tariffs on datacenters to protect regional grid


	Datacenters looking to renewables, nuclear, and gas, in quest for more power


	Microsoft's carbon emissions up nearly 30% thanks to AI


The two firms, however, are clearly working with fairly different sets of numbers, since Goldman Sachs estimates current datacenter power consumption to be around 400 TWh while Rystad says it's 130 TWh.
Yet even Goldman Sach's prediction isn't the most extreme we've ever seen. Arm CEO Rene Haas has repeatedly shared his belief that a full quarter of US power will go towards datacenters thanks to the AI revolution. For reference, Goldman Sachs claims a figure of eight percent based on its data. Rystad doesn't offer a similar metric at all.
The International Energy Agency (IEA) is on the same page as Haas and says global electricity usage from datacenters will double by 2026. Although the IEA doesn't provide data specifically for the US, its report does mention that a third of all datacenters are located in the states, which implies that the IEA expects datacenter power consumption to increase substantially in the US as well as the wider world. (r)
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    Huawei struggling to ramp GPU production as US sanctions bite

    
President Xi tells nation that battle for tech dominance, game between 'international powers' are 'intertwined'    
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US efforts to curb China's advanced chip industries may be having an effect, amid claims that Huawei is having difficulty ramping up production of its Ascend 910B accelerator. The news comes as China's president aims to bolster the country's self-reliance in key technologies including chips.
Huawei's Ascend 910B is regarded as China's answer to Nvidia's GPUs, the most powerful of which are banned from sale in the Middle Kingdom as Washington fears they could be used to develop AI for Beijing's military.
The chip is claimed to have performance on a par with that of Nvidia's A100 GPU, and is believed to be an in-house design manufactured by Chinese chipmaker SMIC using a 7nm process technology, unlike the older Ascend 910 product.
Not surprisingly, buyers in China were said to prefer Huawei's product to the special GPUs Nvidia makes for that market, the performance of which is deliberately restricted to meet export requirements.
Yet according to The Information, Huawei is facing difficulties in ramping up production of the Ascend 910B, citing unnamed sources connected with the company's supply chain.
The problem appears to be that the fabrication equipment used to produce the advanced chips were designed for older generations of production process, and repurposing them is leading to technical issues.
Huawei declined to comment.
Washington continues to crack down on the supply of chipmaking equipment to China, as well as convincing allies such as Japan and the Netherlands - home to key photolithography supplier ASML - to follow suit.
The most advanced extreme ultraviolet (EUV) equipemnt was already banned from sale in China, and the US extended this last year to cover some deep ultraviolet (DUV) kit as well.
This year, Washington cajoled chipmaking equipment suppliers into not fulfilling the maintenance agreements they had with Chinese semiconductor companies.
In May, the US Commerce Department also revoked some of the licenses held by American technology companies to supply their products to Huawei.
However, analysts have previously expressed doubts over whether Huawei would be able to produce advanced semiconductors at scale, as The Register reported last year when the company hit the headlines after launching a smartphone powered by a 7nm homegrown processor.
Unsurprisingly, Beijing is not taking this lying down. According to China's United Daily News, President Xi Jinping gave a speech this week in which he said it was necessary to increase scientific and technological innovation, especially in six areas, one of which is semiconductors.
It is vital to ensure that important industrial chains and supply chains are independent, secure, and controllable in order for China to become a "technological power" by 2035, Xi said at the National Science and Technology Conference (speech translated).


	SoftBank boss says 'artificial superintelligence' could be three years away


	UAE minister says US fears over Middle East becoming an AI proxy for China are valid


	Huawei to go: China's tech giant No1... in foldable smartphones


	China creates $47B chiptech investment fund


Regarding the current situation with the US, he said "the scientific and technological revolution and the game between major powers are intertwined," adding that "the high-tech field has become the forefront and main battlefield of international competition."
Earlier this year, it was reported that Huawei was looking to research and develop its own chipmaking equipment at a sprawling industrial complex near Shanghai, including lithography machines.
The US government said in March it was considering measures against a number of Chinese semiconductor companies linked with Huawei that were suspected of being part of a covert network to help it circumvent restrictions and perhaps indirectly purchase chipmaking equipment or other supplies that would be off-limits to the tech giant. (r)
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    Supreme Court won't stop Biden leaning on social media giants to tackle disinfo

    
White House can get back to asking Facebook and co to kindly bin off what the Feds say is misinformation    
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The US Supreme Court has reversed a prior decision barring federal agencies from coordinating with social media platforms to fight misinformation, on the grounds the plaintiffs in the case lacked standing to argue it to begin with.
With the matter settled by a 6-3 decision [PDF] issued on Wednesday, the federal government is free to return to reaching out to social media platforms to get what the Feds say is significant false information flagged or removed. 
Justice Amy Coney Barrett (lead author of the decision), Chief Justice John Roberts, and Justices Sonia Sotomayor, Elena Kagan, Brett Kavanaugh, and Ketanji Brown Jackson voted to reverse. Justices Samuel Alito, Neil Gorsuch, and Clarence Thomas dissented.
For those who may not recall, the fight was between the Biden administration and a group of five individuals and the states of Missouri and Louisiana, and it began as a protest against government policing of what the Feds said was COVID-19 misinformation during the 2020 pandemic. 
The suit later evolved to include alleged unlawful suppression of online posts related to controversially unsubstantiated claims of mail-in ballot fraud and conspiracies surrounding President Biden's son, who was incidentally this month convicted on charges of lying on gun purchase paperwork. 
The social media policing case was initially decided last year in the plaintiffs' favor, in a Louisiana federal court, before being appealed by the Feds to the Fifth Circuit, which upheld the lower court ruling last September. The Fifth Circuit expanded the order in October to add Homeland Security's Cybersecurity and Infrastructure Security Agency (CISA) to its list of agencies banned from urging social media sites to prevent the spread of disinfo. 
The White House, the US Surgeon General, Centers for Disease Control and Prevention, and the FBI were, along with CISA, all barred from working with social media platforms to curb the sharing of what Uncle Sam considered dangerous pandemic and election-related twaddle under the order.
Experts have long believed the matter was likely to end up before the Supremes, and it did when US Surgeon General Vivek Murthy filed a request for a stay in September with the case ending up on the SCOTUS docket in October. 
The six-justice majority wasn't convinced by the plaintiffs' claims, deciding that neither the individuals nor states who filed the original case had "established ... standing to seek an injunction against any defendant," the justices said. 
"To obtain forward-looking relief, the plaintiffs must establish a substantial risk of future injury that is traceable to the government defendants and likely to be redressed by an injunction against them," the SCOTUS majority decision reads. 
But even the defendant with the most substantial showing of past harm "has not shown enough to demonstrate likely future harm," the justices said, noting that future moderation of posts at the request of the government is "no more than conjecture." 


	Researchers find Meta's withdrawal of misinformation tool hard to swallow


	Chucking Trump etc off Twitter after Jan 6 provides key data for misinfo experiment


	Ahead of Super Tuesday, US elections face existential and homegrown threats


	US Surgeon General doubles down on Facebook-bashing amid vaccination information blame game


In addition, the majority justices didn't seem convinced the government's prodding had even made that much difference in how the social media platforms responded. 
"Available evidence indicates that the platforms have continued to enforce their policies against COVID-19 misinformation even as the federal government has wound down its own pandemic response measures," the supremes argued.
"Enjoining the government defendants, therefore, is unlikely to affect the platforms' content-moderation decisions."
The Biden administration signaled it's ready to begin making use of its restored rights to coordinate with social media platforms to fight what it sees is misinformation, saying the SCOTUS decision was "the right one."
"The decision today ensures this work can continue as the country faces ongoing threats online," White House press secretary Karine Jean-Pierre said in a statement.
"Going forward, we will not back down from our consistent view that, while social media companies make independent decisions about the information they present, those companies have a critical responsibility to take into account the effects their platforms are having on the American people and the security of this nation."
SCOTUS decision doesn't mean this fight is over
Conservative legal group the New Civil Liberties Alliance, which has filed briefs in the case previously, told The Register it was disappointed in the outcome of the case, calling it an erasure of first-amendment freedoms in the digital age and a "wayward decision" that gives the federal government carte blanche to "coopt social media platforms to censor the American people." 
"The government can press third parties to silence you, but the Supreme Court will not find you have standing to complain about it absent them referring to you by name apparently," said NCLA senior litigation counsel John Vecchione. "This is a bad day for the First Amendment."


The government can press third parties to silence you, but the Supreme Court will not find you have standing to complain about it


Former FTC chief technologist Neil Chilson also expressed concern over the decision, telling us that the government shouldn't be in the business of coercing or pressuring private companies to regulate people's speech, no matter how much the administration disagrees with it.
"Educating the public is an important function of government, but government suppression of dissenting viewpoints is unconstitutional and un-American," Chilson said.
That said, Chilson also pointed out an important aspect of the SCOTUS decision: The book isn't closed on this case, and the justices remanded it back to the Fifth Circuit for more proceedings.
The Fifth Circuit can't undo SCOTUS's decision, Chilson told us, but that doesn't mean the fight is finished.
"This is likely not over," Chilson said, though it very well may be. "The Fifth circuit could reconsider standing using the Supreme Court's stricter interpretation, but it seems more likely to dismiss the case for lack of standing."
In other words, the final curtain has yet to fall on this case, though the stagehands have cord in hand and will probably drop it soon. (r)
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    US convicts crypto-robbing gang leader who kidnapped victims before draining their accounts

    
Said to have zip tied elderly crypto investors, held them at gunpoint, and threatened to kill them    
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The US has convicted the 24-year-old leader of an international robbery crew that kidnapped and terrorized wealthy victims during home invasions that were carried out to steal cryptocurrency tokens.
The court heard that Remy St Felix, of West Palm Beach, led the gang between September 2022 and July 2023, during which time and across several extremely violent home invasions they stole hundreds of millions of dollars worth of crypto from victims.
According to evidence presented at trial, on one occasion in April 2023, St Felix and one other crew member assaulted, restrained with zip-ties, and held an elderly husband and wife at gunpoint, threatening additional violence to them, while other members remotely drained their cryptocurrency wallet of more than $150,000.
The brutal attack was carried out on Wells Street in Durham, North Carolina, at around 0900 local time, the complaint claims. St Felix and another crew member were said to have dressed as construction workers, adorned with reflective vests and khaki trousers, claiming to be inspecting pipes for damage.
After patrolling the perimeter of the house, with the husband and wife's permission, they again knocked on their door, barged their way into the home and past the wife, who was dragged by the legs into the bathroom where she was restrained by St Felix's masked accomplice, according to the filing. 
The husband ran to her rescue but was also overpowered by St Felix, zip-tied, and forced to log into the home iMac to install AnyDesk's remote access software, the document claims. 
Over the next 45 minutes, St Felix spoke to a third crew member over speakerphone who was tasked with draining $156,853 worth of cryptocurrency from the husband's Coinbase account over three transactions. The criminals attempted a fourth transaction, which was blocked by Coinbase.
St Felix has been convicted by the jury of nine counts including conspiracy, kidnapping, Hobbs Act robbery, wire fraud, and brandishing a firearm in furtherance of crimes of violence.
According to the original complaint [PDF], listening in on the call while this traumatizing ordeal was unraveling, the husband realized that the third crew member, participating remotely and described as tech-savvy, knew information about the Coinbase account before being told by St Felix, suggesting a prior compromise may have taken place, perhaps via an email account breach.
This was just one of many home invasions this gang carried out across North Carolina, New York, Florida, and Texas, and if this single case specifically is anything to go on, they were as violent as they come. 
The complaint also alleged that St Felix threatened to cut off the husband's toes and genitals, shoot him, and rape his wife if they didn't grant the intruders access to his Coinbase account. 
"St Felix and his co-conspirators targeted victims across the United States for brutal home invasions, kidnappings, and robberies in order to steal cryptocurrency," said principal deputy assistant attorney general Nicole M Argentieri, head of the Justice Department's Criminal Division. 
"Although the members of this violent conspiracy tried to cover their tracks through encrypted communication and anonymous financial transactions, they were not beyond the reach of our dedicated investigators and prosecutors. 


	Crypto scammers circle back, pose as lawyers, steal an extra $10M in truly devious plan


	SoftBank boss says 'artificial superintelligence' could be three years away


	Crypto exchange Kraken accuses blockchain security outfit CertiK of extortion


	Australian billionaire wins right to sue Facebook in the US over scam ads


"The jury's verdict today - the latest in more than a dozen convictions in this case - should serve as yet another reminder that the Criminal Division and its partners are committed to bringing violent offenders to justice, no matter how technically sophisticated their crimes may be."
The criminals tried to launder the stolen funds through privacy-enhanced crypto tokes such as Monero, as well as by using platforms that don't conduct Know Your Customer anti-money laundering checks. 
The Feds say St Felix was arrested in July 2023 while on his way to carry out another home invasion, this time in New York. 
He's due to be sentenced on September 11 and faces a minimum prison term of seven years and a maximum punishment of life in prison. (r)
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    Google begs court for relief from Epic Games' Play Store demands

    
$137M needed to overhaul Play Store too great to bear, Google argues. Oh, and user security is important, too    
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Google has asked a California judge to deny Epic Games' requested remedies after the Play Store was found to be an illegal monopoly, arguing the changes would be too costly and create new security risks for Android users. 
The Chocolate Factory filed a briefing [PDF] objecting to Epic's demands on Monday, arguing that its internal estimate of up to $137 million to implement catalog access, library porting and distribution of third-party app stores, plus ongoing charges to keep the whole thing running, was simply too much to bear.
"These estimates reflect the technical and review costs to Google," the company says in the filing. "They do not include the incalculable costs that Google would suffer from the harms to the Google and Play brands or to the security and viability of the Android ecosystem caused by these remedies." 
Google reported a net income of $23.7 billion in the first quarter of 2024.
Google's objections revolve around three requests from Epic: First, providing third-party app stores with access to Google Play's catalog of apps not available on their stores for easier linking back to Google Play, which Google says gives third-party app stores a free ride to benefit from Google's own app catalog. Google said this would also require it to create a new method of sharing metadata with third-party stores, which it believes would harm user security. 
Second, Google doesn't want to support library porting that would allow Android users to change ownership for apps installed via Google Play to the same app available from a third-party store. Google says Android 14 already "largely address the goal of the library porting remedy" and as such additional measures aren't necessary. 
Third, Google doesn't want to comply with Epic's request that Google Play be required to distribute third-party app stores because "the Play Store as it exists today is designed to distribute apps, not app stores." Modifying it to do so would be costly, and also pose a security risk to users, Google argues. 
The Android maker is asking for more time to file an additional briefing on other potential legal issues of Epic's request, which the judge has yet to issue a decision on. 
The Epic saga continues
It's been six months since a California jury decided that Google Play was an illegal monopoly, but that verdict hasn't settled matters. 
Epic and Google have been in and out of court in the months following the verdict to hammer out terms of agreement on the injunction Epic proposed in April, and the court's decision [PDF] to have Google file the aforementioned briefing followed a discussion between "economic experts" in May, during which Judge James Donato reportedly expressed skepticism of Google's Play Store apocalypse claims. 


	Meta, Microsoft, X, Match pledge selves to Epic battle against Apple App Store


	Apple's had it with Epic's app store shenanigans, terminates dev account


	Epic Games' court dates with Apple and Google pushed into 2024


	Epic payout: FTC opens Fortnite settlement claim floodgates


"Google has a history of malicious compliance and has attempted to circumvent legislation and regulation meant to reign in their anti-competitive control over Android devices," Epic said of its demands of the search behemoth. "Our proposed injunction seeks to block Google from repeating past bad-faith tactics and open up Android devices to competition and choice for all developers and consumers."
Epic has until July 24 to respond to Google. The Fortnite maker declined to comment on the matter, and Google hasn't responded to questions. 
Epic's other big app store antitrust case against Apple, decided in 2021, isn't over yet either.
The games developer mostly lost its case against Apple, though US District Judge Yvonne Gonzalez Rogers of the Northern District of California did decide in Epic Games's favor that Apple could no longer stop developers from linking to outside payment sources for in-app purchases. The decision was passively upheld by the Supreme Court last August.
Yet the fight still hasn't ended, and the pair were back in court recently for a discovery hearing to determine whether Apple has complied with the injunction issued in the case. 
According to court documents [PDF] filed last week, the May 8 hearing "exposed serious gaps in Apple's narrative of compliance," and additional documents the court asked Apple to hand over "did not comply with the Court's orders." 
Apple and Epic were back in court yesterday to discuss the matter, records for which are not yet available. (r)
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    OneHouse takes $35M to fight for Hudi in table format wars

    
After Databricks snaffled Iceberg-linked Tabular, CEO insists there are more than two horses in this race    
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OneHouse, a data lake company based around the open source Apache Hudi table format, has secured $35 million in Series B funding led by Craft Ventures.
The haul adds to the $33 million already invested by Addition and Greylock Partners, and comes at an interesting time for the data lake market.
The sum accrued by OneHouse, born out of a data project at ride-share giant Uber, is overshadowed by the $1 billion Databricks paid for Tabular, a so-called headless data warehouse originating in Netflix and based on a rival table format to Hudi, Apache Iceberg.
Tabular was founded just last year, but its founders were behind Iceberg, which has seen vendors Snowflake, Google, Cloudera, and others rally behind it. Microsoft and SAP, meanwhile, have backed Databricks' open source format Delta Lake, a Linux Foundation project.
Observers might think Hudi had been squeezed in the middle and OneHouse CEO Vinoth Chandar admitted there were calls following the Databricks-Tabular news.
"Over the following days, I received various inquiries from friends, ex-colleagues, users, analysts and the press about Apache Hudi's future and the overall landscape," he said.
The idea behind all the open table formats is more or less the same. By employing these formats, users can analyze data where its resides with their engine of choice without going through the cost and hassle of moving it into a data lake or data warehouse.
Speaking to The Register, Chandar said Hudi had suffered from a false dichotomy between Iceberg and Delta Lake, created for marketing purposes.
"Hudi is pre-installed in five public cloud providers, including AWS and GCP and it is directly query-able from pretty much most all of the engines, except for Snowflake," he said.


	DuckDB promises greater stability with 1.0 release


	Databricks' $1B Tabular buy raises questions around table format wars


	Teradata takes plunge into lakehouse waters, but not everyone is convinced


	Class action claims Snowflake is an overhyped sales blizzard


"The perceived lack of support for Hudi comes from vendors aggressively marketing and pushing Iceberg to differentiate it against Databricks in the last 24 months. That kind of sets a very artificial duopoly type situation in the market: format-wash, if you like."
Despite the focus on Iceberg and Delta, the community support around Hudi has actually been very steady compared to the other vendors, he said.
"The reason is, when you actually go to build open data lakehouses and using open source tools, Hudi has a lot to offer beyond just a table format. It has ingest tools, a very different concurrency model, indexes that help you like write data faster, record level metadata support, and so on. These are the actual technical reasons for which practitioners continue to evaluate, choose, and deploy Hudi."
OneHouse is also keen to stress interoperability with other table formats. It works with Iceberg so data can be read from Snowflake and Delta Lake so data can be read from Photon, the Databricks query engine. It is also supporting XTable, an incubating Apache project designed to ensure the data ecosystem does not fracture over table formats. And has backing from Microsoft and Snowflake.
Despite a $35 million cash injection, OneHouse remains a minnow in the lakehouse market. But Databricks' grab for Tabular and its Iceberg authors has unsettled some observers in the market. Maybe having a third horse in the race is not such a bad idea. (r)
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    Hong Kong's Furi Labs shakes up smartphone scene with dash of Debian

    
The FLX1 runs its own build of 'Trixie' but has an Android layer    
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DEVCONF.CZ Furi Labs' FLX1 is a Debian-based smartphone with decent specs at a competitive price.
At any good conference, the "corridor track" is always a highlight and one of the experiences that virtual events so far haven't managed to reproduce. At this year's DevConf.cz, the undoubted highlight of the corridor track for The Reg FOSS desk was meeting the Furi Labs team on its conference stand for its new Debian-based handset.
Despite the market domination of Apple's iOS and the legions of Android devices out there, there are alternatives in the smartphone market, especially for FOSS types who'd prefer to keep their data their own and are willing to sacrifice a little convenience in return for privacy and control.
Several companies offer de-Googled Android devices. The /e/ Foundation's Murena One was the first this vulture got to review, and the company has just launched version 2.0 of its Android variant. We're also testing out a Punkt MC02 at present and a review is coming soon.
There aren't so many phones running totally separate OS stacks, though. There is Puri.sm's Librem 5, which The Register covered when it was announced back in 2017. It puts privacy front and center, but today it's both low-spec and very expensive.
Mainstream phones are of course much more capable, faster, and far cheaper, but there are penalties in terms of privacy, control, ownership of your data, and so on. Particularly at the budget end of the market, devices often get just one update, which is why the postmarketOS project exists. It's not the only such effort, and Furi Labs started out as an offshoot of the Droidian project to create a version of Debian for mobiles.


	End-of-life smartphone? Penguins at postmarketOS aim to revive it


	Murena and /e/ Foundation launch privacy-centric smartphones


	Android without Google - and yes it has apps: The Reg talks to founder about the /e/ smartphone


	GNOME Foundation backs 'freedom-oriented' smartphone


Furi Labs' FLX1 smartphone is much more current. It's an octa-core device with 128 GB of flash, 6 GB of RAM, a 50 MP camera, and a 5,000 mAh battery, and the company is asking $499 for it. It runs its own build of Debian "Trixie" - the future Debian 13 - with GNOME phosh on Wayland as the user interface. The Hong Kong-based company is working with a Chinese OEM to make sure that there are native Linux drivers for all the device's hardware.

  
    [image: flx1]
  

CEO Bardia Moshiri proudly told us that the FLX1 we tried has Wi-Fi 6, Bluetooth, all cameras, GPS and so on, all working. They're ironing out some wrinkles with NFC support at the moment, and then the next planned feature is wireless display support. At present, you can't dock the phone and use it as a PC with a keyboard and mouse, which is a shame. Apparently, the IO lines needed for a wired dock were used for the macro camera.
Being old school ourselves, we were pleased to see that it has a headphone socket and a storage card slot. The phone feels great. The UI is exceptionally smooth and slick in use, and it's reassuringly solid and heavy in the hand. Saying that, though, the OS is not completely stable yet. The moment we first picked up a handset, Firefox crashed.
The company is tiny and ramping up the old-fashioned way - without outside investors or VC backing. As such, we suspect that stock is limited and the company may sell out fast. We very much hope to obtain a review model soon. (r)
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    Julian Assange pleads guilty, leaves courtroom a free man

    
Now, about that bill for the private jet that's taking him home to Australia ...    
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Julian Assange is a free man.
The founder of WikiLeaks on Wednesday appeared in the US District Court for the Northern Mariana Islands before the Honorable Ramona V Manglona, who asked how he pled to Conspiracy to obtain and disclose national defense information - a single charge rather than the 18 the US department of Justice previously hoped to bring.
Assange reportedly responded "Guilty to the information" - as anticipated as part of a plea deal that emerged on Monday, under which he would admit guilt to one charge in return for his freedom.
Judge Manglona accepted that plea as an admission of guilt, ordered a short recess, then heard arguments from a US government lawyer who suggested a sentence of 62 months was appropriate - again, as expected under the US government's deal with Assange.
The judge duly agreed, noting that Assange had already served that amount of time in UK jails, and that he would therefore leave the court a free man.
She also wished him happy birthday in advance for next Wednesday and said: "I hope there will be some peace restored."
Assange has had little peace since 2010, when two important elements of his story took place: WikiLeaks started to publish leaks of US material, and Swedish authorities issued a European arrest warrant regarding allegations of sexual assault.
US authorities were enraged by the material WikiLeaks published, as it contained diplomatic cables, sensitive material pertaining to national security, and the notorious "Collateral Murder" video depicting a US helicopter crew attacking and killing Iraqi civilians.
After the publication of those leaks, Assange feared that if he appeared in a Swedish court US authorities would attempt to extradite him. By then back in the UK, he appealed his extradition to Sweden to face the sexual assault allegations and was granted bail on condition he reside in a certain place and regularly report to police.
But in 2012, Assange broke conditions of his bail and holed up Ecuador's UK embassy after being granted asylum. He remained there until 2019. In the intervening years, Sweden dropped its case - but US authorities prepared an indictment that would mean UK authorities could arrest him if he left the embassy.


	Julian Assange to go free in guilty plea deal with US


	US govt: Julian Assange tried to recruit hacker to steal hush-hush dirt and we should know - the hacker was an informant


	US offers Julian Assange time in Australian prison instead of American supermax if he loses London extradition fight


	US 'considering' end to Assange prosecution bid


Ecuador eventually revoked Assange's asylum and he left the embassy, prompting his arrest by UK authorities for breaching his bail conditions.
Once jailed on that charge, US extradition attempts commenced in earnest. Assange fought back, leading to numerous cases that reached a crescendo in May 2024 when the High Court ruled Assange could appeal his extradition to the US.
That outcome, it appears, landed with a thud in Washington. Officials, realizing that years more litigation was likely, increased efforts to pursue an alternative resolution to the case. By that time president Biden had already said he was "considering" an end to the case against Assange.
Aussie back channel
Australian prime minister Anthony Albanese today suggested his government had been urging US officials to resolve the Assange situation for some time.
At a press conference today Albanese said of Assange's hearing "This isn't something that has happened in the last 24 hours. This is something that has been considered, patient, worked through in a calibrated way." Albanese stated that in all his time as opposition leader and PM - dating back to May 2019 - "I've been very clear ... that regardless of your views about Mr Assange's activities, his case has dragged on for too long. There is nothing to be gained from his continued incarceration, and we want him brought home to Australia."
Assange arrived in the Mariana Islands earlier on Wednesday after flying from the UK, with a brief stopover in Thailand. He quickly left the islands and at the time of writing was reportedly aboard a private jet that is evidently bound for Canberra, Australia's capital.
Assange's wife, Stella, has urged supporters to help pay the PS520,000 ($660,000) cost of her husband's flights and other recovery expenses with a crowdfunding campaign.
Ms Assange has said Julian intends to recuperate and enjoy the company of his children and nature in the short term. She's also pushing for a full pardon - advancing the argument that he is a journalist to be celebrated for exposing uncomfortable truths.
Others feel he is a traitor, or else a journalist whose sloppiness deserves censure. In late 2015, WikiLeaks published Saudi Arabian documents without redacting personal information describing vulnerable people. It then exposed the details of donors to the US Democratic Party in the 2016 dump of emails from the DNC's campaign and communications department. The timing of that dump - which landed weeks before the US election and showed presidential candidate Hilary Clinton in a poor light - has shaped another common opinion of Assange: a figure exploited by the Kremlin as part of its attempts to meddle in the 2016 US presidential election.
Assange's admission of guilt to an offence under the US Espionage Act has created another persona: the unfortunate harbinger of a new era of secrecy. That law was not intended to be used against journalists, so the conclusion of his case is therefore seen by some as the beginning of a new time of danger for us all. A precedent has been set - that certain types of journalism won't be tolerated. (r)
    






        





This article was downloaded by calibre from https://go.theregister.com/feed/www.theregister.com/2024/06/26/assange_pleads_guilty_sentenced_freed/



	Previous
	Articles
	Sections
	Next





	Previous
	Articles
	Sections
	Next







    
        Original URL: https://www.theregister.com/2024/06/26/yahoo_japan_ad_fraud/
    

    Yahoo! Japan to waive $189 million ad revenue after detecting fraudulent clicks

    
Admits it's not sure some clicks came from humans, points to bettter quality as sign not all is rotten    
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Yahoo! Japan will waive $189 million charged to advertisers after deciding they were fraudulently charged, the portal's corporate parent revealed on Tuesday.
"In fiscal 2023, Yahoo! Advertising determined that approximately 96 million advertising materials were not approved and that approximately 30.2 billion yen worth of advertising costs were invalid clicks, etc., and therefore will not be charged for them," stated LY Corporation - the entity formed during a 2020 merger between Yahoo! Japan and messaging app LINE.
LY specified that the amount is non-chargeable and therefore will not become an expense for advertisers. It is, however, a slug for investors - Y=30.2 billion ($189 million) is around 1.6 percent of LY Corp revenue.


	Julian Assange to go free in guilty plea deal with US


	Mozilla is trying to push me out because I have cancer, CPO says in bombshell lawsuit


	Admin took out a call center - and almost their career - with a cut and paste error


	NASA ought to pay up after space debris punched a hole in my roof, homeowner says


	Starliner to remain docked to the ISS into July - with no new departure date


While 1.6 percent of revenue coming from fraudulent clicks is enough to make any shareholder a bit grumpy, the news is not all bad. LY Corp's transparency report reveals overall ad quality is improving.
For instance, it detected a similar number of fraudulent advertiser accounts in 2023 (7819) compared to 2022 (7893) - but the number of unapproved ad materials declined significantly. In 2022, it counted over 133.5 million unapproved ad materials, but the very next year that number came in under 97 million.
The admission of ad fraud is a rare example of an online advertiser admitting to problems. The likes of Google and Reddit sometimes struggle to satisfy advertisers that actual humans click on ads they carry. Some fraudsters have been caught after looting millions.
The problem is not new. In 2018 we reported on the prevalence of ad fraud - including cases dating back to 2004. (r)
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    Stability AI stabilized by investment from Silicon Valley royalty, new executive team

    
Text-to-image AI outfit can now buy time to build products and profit    
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Generative AI company Stability AI says it's poised to accelerate development of its text-to-image products thanks to a fresh round of investments and a management shakeup.
The model developer on Tuesday announced it has secured investors including venture capital outfits Greycroft and Coatue Management, plus former Facebook president Sean Parker and Prem Akkaraju, a past CEO of special effects house WETA Digital. Parker will serve as executive chairman and Akkaraju will become CEO. Other notable names among the new investors are former Google and Novell boss Eric Schmidt, and investor Robert Nelsen who has been involved in 47 companies that achieved billion-dollar valuations.
Parker is quoted as saying the company will stick to its open-source principles and chase four markets

	Managed image, video, audio pipelines and workflows for developers;


	Custom enterprise models;


	Content creation and production tools serving everyone from independent content creators to major studios;


	Powering B2C applications for generative art, creativity, graphic design, social software, and gaming.


Stability AI has not had a permanent CEO since its founder Emad Mostaque departed in March, reportedly due to investors' displeasure over the finances that were apparently so bad that it struggled to pay its cloud bills. Whatever the state of the outfit's books, it did make substantial layoffs.
The company has not disclosed how much it raised, although The Wall Street Journal claims it was $80 million. The investors were also reportedly able to get Stability AI's suppliers to forgive $100 million in debt, plus a reduction in $300 million of planned future debt - primarily for cloud bills.
The Register asked Stability AI if the figures were correct, but the company would not confirm or deny The Journal's numbers and declined to comment on its financial viability.
Stabilizing Stability AI will be a challenge for its new executives, as AI firms require lots of capital and - as is the case with many startups - struggle to turn a profit. In 2023, Stability AI reportedly expected revenue of just $11 million, but expected a $99 million bill for computing alone, plus $54 million for wages and other operating expenses.
Another line item that will challenge the company is legal fees: Media library Getty sued Stability AI for copyright theft, a case the AI outfit unsuccessfully tried to have dismissed.
But the announcement doesn't include product plans, or hints about how Stability AI will make money from its models. The document does, however, note that the company's AI models top the download charts on open-source AU database Hugging Face, have sparked "significant enterprise interest", and the formation of "one of the largest and most active AI open-source communities".
Good luck, investors. (r)
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    Microsoft blamed for million-plus patient record theft at US hospital giant

    
Probe: Worker at speech-recog outfit Nuance wasn't locked out after firing    
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Updated American healthcare provider Geisinger fears highly personal data on more than a million of its patients has been stolen - and claimed a former employee at a Microsoft subsidiary is the likely culprit.
Geisinger on Monday announced the results of a probe into a November computer security breach, placing the blame on Microsoft-owned Nuance Communications for not cutting off one of its employees' access to corporate files after that person was fired.
The Pennsylvania-based healthcare giant uses Nuance as an IT provider. We're told that after the Microsoft-owned entity terminated one of its workers, that staffer two days later may have accessed and taken copies of sensitive records on a huge number of Geisinger patients - for reasons as yet unknown.
Geisinger - which says it operates 13 hospitals and has more than 600,000 members - said it discovered the improper access on November 29, informed Nuance, and the IT supplier immediately cut off the former employee from the healthcare group's data before involving police.
"Because it could have impeded their investigation, law enforcement investigators asked Nuance to delay notifying patients of this incident until now," Geisinger claimed, explaining why only now this is coming to light. "The former Nuance employee has been arrested and is facing federal charges."
It's not immediately clear if or what charges have been laid - we've asked Geisinger for details.
Speech recognition firm Nuance performed its own probe, according to Geisinger, and determined that the former employee may have stolen information on a million-plus people. That info would include birth dates, addresses, hospital admission and discharge records, demographic information, and other medical data. The ex-employee didn't swipe insurance or other financial information, the multi-billion-dollar healthcare group stated.
"We continue to work closely with the authorities on this investigation, and while I am grateful that the perpetrator was caught and is now facing federal charges," Geisinger chief privacy officer Jonathan Friesen alleged, adding: "I am sorry that this happened."
Who skipped the termination checklist, perhaps?
While this snafu may not be Geisinger's fault, Nuance has previously been accused of similar failings.
According to news sources, in 2018 San Francisco's Department of Public Health experienced a break-in that was made possible by a former Nuance employee accessing patients' personal information.


	Google takes shots at Microsoft for shoddy security record with enterprise apps


	Microsoft cannot keep its own security in order, so what hope for its add-ons customers?


	Microsoft answered Congress' questions on security. Now the White House needs to act


	What Microsoft's latest email breach says about this IT security heavyweight


Nuance didn't respond to questions for this story. Given it's been a Microsoft subsidiary for the past three years, this incident is just as likely to reflect poorly on Redmond - especially given the Windows maker has recently been revealed employing lax security practices that led to the compromise of Exchange Online by Chinese spies who used that intrusion to compromise cloud-based email accounts belonging to US officials.
Microsoft has also come in for criticism for Exchange break ins by Russian snoops.
Microsoft's sub-optimal infosec practices have even seen former White House cyber policy director AJ Grotto tell us Microsoft is a national security threat. (r)

  Updated at 11.58 UTC on June 26, 20204, to add:

A spokesperson at Microsoft sent us the following statement: "We are cooperating with law enforcement and doing what is necessary to support our customer."
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    If you're using Polyfill.io code on your site - like 100,000+ are - remove it immediately

    
Scripts turn malicious, infects webpages after mysterious CDN swallows domain    
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The polyfill.io domain is being used to infect more than 100,000 websites with malware after what's said to be a Chinese organization bought the domain earlier this year.
Multiple security firms sounded the alarm on Tuesday, warning organizations whose websites use any JavaScript code from the polyfill.io domain to immediately remove it.
The site offered polyfills - useful bits of JavaScript code that add functionality to older browsers that is built into newer versions. These in-fills make life easier for developers in that by using polyfillers, they know their web code will work across a greater range of browsers.
Now we're told polyfill.io is serving malicious code hidden in those scripts, meaning anyone visiting a website using the domain will end up running that malware in their browser.
"The cdn.polyfill.io domain is currently being used in a web supply chain attack," security monitoring biz c/side's Carlo D'Agnolo said in an advisory. "It used to host a service for adding JavaScript polyfills to websites, but is now inserting malicious code in scripts served to end-users." 
Additionally, we understand Google has started blocking Google Ads for websites that use the impacted code presumably to reduce traffic to them and cut the number of potential victims. Affected site owners have also been alerted by the internet giant.
"We detected a security issue recently that may affect websites using certain third-party libraries," a Google spokesperson told The Register. "To help potentially impacted advertisers secure their websites, we have been proactively sharing information on how to quickly mitigate the issue."
Sites that embed poisoned scripts from polyfill.io and also bootcss.com may end up unexpectedly redirecting visitors away from the intended location, and send them to malicious sites, Google told advertisers.
More than 100,000 sites are already carrying the hostile scripts, according to the Sansec security forensics team, which on Tuesday claimed Funnull, a CDN operator believed to be Chinese that bought the polyfill.io domain and its associated GitHub account in February, has since been using the service in a supply chain attack.
Though Funnull claims to be based in Slovenia, and it says it has offices around the world, the listed addresses are nonsensical, the website's underlying language is Mandarin, it may actually by located in the Philippines, and there are other odd things about the organization, leading to folks suspecting the biz is actually Chinese in nature.
Polyfill.io is used by academic library JSTOR as well as Intuit, World Economic Forum, and tons more.
Since February, "this domain was caught injecting malware on mobile devices via any site that embeds cdn.polyfill.io," Sansec, an e-commerce security company, warned, adding that any complaints about the malicious activity are quickly vanished from the GitHub repository.
"The polyfill code is dynamically generated based on the HTTP headers, so multiple attack vectors are likely," Sansec noted.


	It may take decade to shore up software supply chain security, says infosec CEO


	What happens when the maintainer of a JS library downloaded 26m times a week goes to prison for killing someone with a motorbike? Core-js just found out


	Over 170K users caught up in poisoned Python package ruse


	In the rush to build AI apps, please, please don't leave security behind


In fact, Andrew Betts, who created the open source polyfill service project in the mid-2010s, told people earlier this year to not use polyfill.io at all. As we understand it, Betts maintained the project and contributed to its GitHub repo until a few years ago, arguing now that it's really no longer needed.
In February, he said he had nothing to do with the domain name's sale, and presumably the associated GitHub repo, to the mysterious CDN, and urged everyone to remove its code from their webpages as a precaution following the change in ownership.
"If you own a website, loading a script implies an incredible relationship of trust with that third party," he Xeeted at the time. "Do you actually trust them?"
Soon after other popular CDN providers including Fastly, where Betts works today, and Cloudflare created mirrors of polyfill.io so that sites could continue to use the code for the meanwhile without having to load in stuff from a suspected Chinese entity.
"The concerns are that any website embedding a link to the original polyfill.io domain will now be relying on Funnull to maintain and secure the underlying project to avoid the risk of a supply chain attack," Cloudflare's Sven Sauleau and Michael Tremante said in February.
"Such an attack would occur if the underlying third party is compromised or alters the code being served to end users in nefarious ways, causing, by consequence, all websites using the tool to be compromised," they added.
Now that seems to be the case. (r)

  Editor's note: This article was updated to clarify and include further observations about Funnull.

    






        





This article was downloaded by calibre from https://go.theregister.com/feed/www.theregister.com/2024/06/25/polyfillio_china_crisis/



	Previous
	Articles
	Sections
	Next




