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      Biting the hand that feeds IT -- Enterprise Technology News and Analysis


      
        Atos shuffles debt around as curtain call nears for restructuring saga
        Dan Robinson

        Investors will be hoping so anyway Crisis-prone IT services outfit Atos says it is among the top 11 percent of companies in the industry - at least when it comes to environmental, social, and governance (ESG) risks - as it reaches what many investors will be hoping is its final restructuring deal.... 

      

      
        Db2 is a story worth telling, even if IBM won't
        Lindsay Clark

        Promise of AI features, but Big Blue won't reveal much more about next steps of its highly regarded relational database Opinion  Last week, I committed a crime. No, I did not defraud the IRS/HMRC or steal some Snyder's Pretzels/Cheesy Wotsits. It was much worse. A keen reader pointed out that I had miscounted the number of versions of Db2, IBM's relational database....

      

      
        AST SpaceMobile promises the Moon with seamless satellite phone service
        Dan Robinson

        Yet all its birds remain resolutely earthbound AST SpaceMobile has reiterated its plans to enable a satellite phone service covering the entire continental US that will work seamlessly with existing devices, thanks to spectrum sharing agreements with AT&T and Verizon....

      

      
        Experimental Mir-based tiling WM is winning acceptance outside Ubuntopia
        Liam Proven

        Miracle-WM takes several more steps forward The Miracle-WM tiling window manager for Canonical's Mir display server has hit 0.3 - and also reaches places you may not expect to find Canonical code....

      

      
        Datacenter demand driven by AI... but constrained by power shortages
        Dan Robinson

        Not content with drinking up all our water, now we'll compete with DCs for power Demand for datacenter space is currently at a high in many markets around the globe because of the AI boom, despite issues with securing adequate power, at least according to commercial real estate firm CBRE....

      

      
        Row erupts over data sharing function in UK doctor software
        Lindsay Clark

        Union advises members to turn off features government introduced to allow third parties to update records The UK's doctors' union has advised members running GP surgeries to turn off certain functionality in their IT system to prevent outside organizations adding to their workloads.... 

      

      
        Europol nukes nearly 600 IP addresses in Cobalt Strike crackdown
        Connor Jones

        Private sector helped out with week-long operation - but didn't touch China Europol just announced that a week-long operation at the end of June dropped nearly 600 IP addresses that supported illegal copies of Cobalt Strike....

      

      
        ITER delays first plasma for world's biggest fusion power rig by a decade
        Simon Sharwood

        Who could have guessed that giant magnets capable of constraining mini-suns would be hard to build? The International Thermonuclear Experimental Reactor (ITER), a 35-nation effort to create electricity from nuclear fusion, has torn up its project plans and pushed operations of its tokamak back by at least eight years....

      

      
        Ransomware scum who hit Indonesian government apologizes, hands over encryption key
        Laura Dobberstein

        Brain Cipher was never getting the $8 million it demanded anyway Brain Cipher, the group responsible for hacking into Indonesia's Temporary National Data Center (PDNS) and disrupting the country's services, has seemingly apologized for its actions and released an encryption key to the government....

      

      
        Australia to build Top Secret cloud in AWS for military and spooky users
        Simon Sharwood

        Interoperability with US infrastructure a big selling point Australia's government has announced its intention to build a Top Secret-rated cloud, with help from Amazon Web Services....

      

      
        Chinese Gen AI researchers snagged more patents than everyone else combined since 2013
        Simon Sharwood

        You think the US leads the field? Wrong - OpenAI is way down WIPO's charts The World Intellectual Property Organization has counted the patents and scientific publications related to generative AI it could find between 2014 and 2023, and found 54,000 GenAI-related inventions and over 75,000 scientific publications - and that China utterly dominates the field.... 

      

      
        Amazon puts down its Astro robotic business watchdog
        Tobias Mann

        Now even the 'droids are being laid off - sheesh! Amazon is axing its Astro for Business robotic security sentry just seven months after announcing the thing....

      

      
        EV world in serious trouble if China cuts off rare earth materials
        Brandon Vigliarolo

        'We're not there yet' on development of motors without them Comment  China tightening its stranglehold on rare earth elements (REEs) makes now the perfect time for the automotive industry to start thinking about alternatives for EV motors, but not a single proposed solution appears ready for reality....

      

      
        Cloudflare debuts one-click nuke of web-scraping AI
        Thomas Claburn

        Take that for ignoring robots.txt! Cloudflare on Wednesday offered web hosting customers a way to block AI bots from scraping website content and using the data without permission to train machine learning models....

      

      
        Meta training AI models on citizen data gets a hard nao from Brazil
        Brandon Vigliarolo

        Zuckerborg's justification isn't good enough, says watchdog Meta's plan to expand its AI presence in South America has been hamstrung, with Brazilian officials today banning the Facebook parent company from using its citizens' data to train AI algorithms....

      

      
        Utility firms go nuclear over Amazon datacenter power deal
        Matthew Connatser

        AEP and Exelon challenge electricity arrangement between power plant and colo DC Utility firms American Electric Power (AEP) and Exelon have filed an official objection with the Federal Energy Regulatory Commission (FERC) over Talen Energy's nuclear power deal with Amazon.... 

      

      
        Uncle Sam relies on manual processes to oversee restrictions on Huawei, other Chinese tech players
        Laura Dobberstein

        Outdated tech at Bureau of Industry and Security leaves licensing open to human error The Bureau of Industry and Security (BIS) - the agency Washington relies on to implement export licensing controls to ensure sanctioned technology doesn't reach certain nations - revealed on Tuesday it's struggling to handle a massively increased workload caused by the ever-growing number of Chinese companies added to the US Entity List, thanks to geriatric technology and systems....

      

      
        VMware license changes mean bare metal can make a comeback through 'devirtualization', says Gartner
        Simon Sharwood

        Latest datacenter Hype Cycle also includes augmented reality, new types of memory, nuke power Analyst firm Gartner has published its 2024 Hype Cycle for Data Center Infrastructure Technologies, and added virtual-to-physical migrations - aka "devirtualization" - to its list of ideas that are set to take off, thanks to Broadcom's licensing changes....

      

      
        UN telecom watchdog wags finger at Russia for satellite interference
        Matthew Connatser

        European neighbors say interference comes from Moscow and Kaliningrad, Kremlin claims it didn't find anything The UN's Radio Regulations Board (RRB) has asked Russia to play nice with Europe and not interfere with satellites....

      

      
        Trouble in space as Boeing's not going, and China's back from the Moon
        Iain Thomson

        Vultures chew over a busy few days in orbit with a transatlantic chat Kettle  It's been a busy time for space, with Boeing's test pilots stuck (at time of writing) on the International Space Station due to a faulty capsule, and then being forced to take shelter from debris....
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    Atos shuffles debt around as curtain call nears for restructuring saga

    
Investors will be hoping so anyway    


    
        By 
Dan Robinson        
    

    
        Posted in Public Sector,
        
            4th July 2024 16:42 GMT
        
    


    
Crisis-prone IT services outfit Atos says it is among the top 11 percent of companies in the industry - at least when it comes to environmental, social, and governance (ESG) risks - as it reaches what many investors will be hoping is its final restructuring deal.
The long-running Atos restructuring saga may finally be at an end with an agreement reached this week between the technology services and consulting biz and a group of its banks and bondholders.
Atos said that the restructuring plan involves about EU2.8 billion ($3 billion) of the company's debt being turned into equity, bringing the total amount of converted debt to EU2.9 billion ($3.1 billion). The creditors are also providing a contribution of EU233 million ($251 million) of new equity by way of a capital increase with preferential subscription rights.
These transactions will guarantee a minimum liquidity of EU1.1 billion ($1.2 billion) until December 31, 2026, Atos said.
This rescue deal, negotiated by a committee of its bondholders (Steerco), is set to be finalized in the week of July 8, enabling the opening of a "dedicated accelerated procedure" from the week of July 22 with a target to complete all restructuring operations by the end of 2024.
It follows a previous restructuring proposal led by Atos's largest shareholder, Onepoint, which was chosen over a rival offer from Czech billionaire Daniel Kretinsky and his EP Equity Investment group (EPEI). That deal fell through, however, with the Onepoint consortium withdrawing from discussions on June 25.
"The last few months have been a rollercoaster as Atos has sought the best route to ensure it can refinance its debt; debts totaling EU4.8 billion are due to mature between 2024 and 2029," commented TechMarketView chief analyst Georgina O'Toole.
"While it remains the fact that nothing is guaranteed, until 'la grosse dame chante,' the news is a significant milestone," she added. "If all goes to plan, the debt reduction should enable Atos to achieve its target to regain a BB credit rating profile by 2026."


	Atos's UK auditor raises 'material uncertainty' about future


	Atos in chaos as bailout talks unravel faster than you can say 'restructuring'


	French state bidding for piece of Atos, offers EU700M


	Atos gets a reprieve with restructure plan from Onepoint consortium


Atos said the agreement provides for the preservation of the group's perimeter - meaning it doesn't get broken up - subject to the conclusion of negotiations with the French state, which wanted to secure key operations of the IT giant.
These assets include the Advanced Computing, Mission-Critical Systems and Cybersecurity activities of the company's BDS (Big Data & Cybersecurity) division, which are involved in IT projects for the French military and other areas of the state. Paris had made an offer of EU700 million ($748 million) to ensure these stayed in French hands.
The deal will hopefully draw a line under turbulent period for the IT outfit, which has struggled with debt, declining revenues, and mounting losses for several years.
"The intention is that - all being well - restructuring operations will be implemented during the second half of 2024 with a view to effective completion by the end of 2024/Q1 2025. That will be a big relief for everyone involved," O'Toole said.
Despite all this, Atos announced that it has been awarded the highest "AAA" level available to an organization in the latest Morgan Stanley Capital International (MSCI) ESG ratings.
The achievement places Atos among the top 11 percent of companies in the software and services industry, it boasts, reflecting its "strong performance in sustainability" in ESG aspects. Which is nice. (r)
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    Db2 is a story worth telling, even if IBM won't

    
Promise of AI features, but Big Blue won't reveal much more about next steps of its highly regarded relational database    


    
        By 
Lindsay Clark        
    

    
        Posted in Databases,
        
            4th July 2024 14:22 GMT
        
    


    
Opinion Last week, I committed a crime. No, I did not defraud the IRS/HMRC or steal some Snyder's Pretzels/Cheesy Wotsits. It was much worse. A keen reader pointed out that I had miscounted the number of versions of Db2, IBM's relational database.
Although I had listed the versions of IBM's 40-year-old database running on Linux or Unix or Windows (LUW) and its System Z mainframe, I neglected to mention the version running on the mid-range server once known as AS/400, now - after several intermediary name changes - called iSeries or IBM i.
Shamed though I was by my error, I could at least find comfort in the knowledge that I had not - like IBM to all outward appearances - forgotten about Db2 altogether.
For more than four years, I have been asking, enticing, cajoling, coaxing, prompting, tempting, persuading, encouraging, inciting, and seducing IBM to talk to The Register about Db2. I've tried the front door, the back door, the side door, the trap door, the doors of perception, the garden gate, and the sunroof. It's all been useless.
[image: Illustration of SQL]
Codd almighty! Has it been half a century of SQL already?

READ MORE
Not that the trials and tribulations of being a journalist should concern anyone working in tech, but since Big Blue is so desperate not to talk about Db2, I thought it would be fun to give the notoriously reliable database another airing.
Db2 was modeled on the ideas of IBM researcher Edgar Frank "Ted" Codd, who first described the theory of relational databases in 1970. The first products became available on IBM mainframes in 1983 and later on Unix, Linux, and Windows. The product has been styled as DB/2, then DB2, before settling on the current Db2 in 2017. According to database pioneer Michael Stonebraker, it was Db2's adoption of SQL on its world-dominating mainframe platform that led to the query language becoming the de facto standard.
Since the 1980s, Db2 has become a database of choice for applications that need to be both big and dependable. Even today, among Db2's user base, banks make up nearly 43 percent, according to some measures. Among them are American Express, Bank of America, Citibank, and Deutsche Bank.
Experts say Db2 is well engineered, reliable, and not as dated as one might imagine. Its only commercial rival, Oracle, has hardly updated its underlying architecture, but that doesn't stop Larry Ellison's visage appearing from over the horizon every time it gets a makeover.
So why does IBM not talk about Db2? To be fair, it does squeeze out some news if you know where to look.
Last week at a North Carolina International Db2 User Group (IDUG) conference, IBM promised Db2 LUW v12 would include an AI-powered query optimizer, which would "allow Db2 to continuously learn from customer's queries and achieve up to three times query performance improvement over prior version."


	AI query optimization in IBM's Db2 shows you can teach a tech dinosaur new tricks


	Codd almighty! Has it been half a century of SQL already?


	CockroachDB tempts legacy databases to crawl into the cloud age


	Google flaunts concurrency, optimization as cloud rivals overhaul platforms


In November last year, Db2 became available as an AWS Relational Database Service (RDS), joining a family of databases on RDS that also includes PostgreSQL and MySQL. The announcement, however, came from AWS, not IBM.
The move followed a statement that IBM would attempt to execute a "cloud-first" strategy with Db2, although that too came from an IDUG conference.
However, given the context of Db2 users supporting applications vital to their business, maybe IBM could have told the world more about their future in the cloud. The cloud, after all, is inescapable as a tech trend. Even if IBM talks directly to Db2 users, any signals from IBM about it outside of this group might give the wider tech world some confidence in its future.
IBM may have its own reasons, but since it is seemingly unwilling to share them, we are left to speculate.
The tech industry is led by investors, rather than customers. And they expect growth - not just normal, steady, above-inflation growth. They expect hypergrowth, as characterized by former Snowflake CEO Frank Slootman in his book Amp It Up. The tome is all about hypergrowth for companies that focus on a "land and expand" strategy, targeting a niche market then bursting out into adjacent markets.
It sounds great on paper, and early Snowflake investors were undoubtedly happy with the concept when Snowflake achieved a $120 billion valuation not long after its 2020 IPO, when it was briefly valued at more than IBM.
But Snowflake's flurry did not last. Its shares slid from the end of 2021, and it has barely made any gains since. Not that that would concern Slootman, who left the company in February, leaving investors wondering what sales forecast are based on now that its biggest customers have cut spending by optimizing deployments.
Db2 is so well established in its market that it could never exhibit Snowflake's kind of growth, yet it still sits just two places behind Snowflake in the DB-Engines ranking (ninth place).
Compare Db2's fate with another relational database with long-established roots. Postgres was launched not long after Db2 in 1986. After a promising commercial edition stumbled, open source PostgreSQL steadily grew, and today it enjoys a commanding position as the leading database for professional developers and fourth place in the DB-Engine's rankings.
Not only is PostgreSQL successful in itself, it has also become the front end for other database services for the larger cloud vendors, and companies such as CockroachDB and Yugabyte. Some commentators see it becoming a de facto standard front end, while vendors innovate on the back end. That ship may have sailed for Db2, and IBM might rue the decision to let others tell its story. (r)
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    AST SpaceMobile promises the Moon with seamless satellite phone service

    
Yet all its birds remain resolutely earthbound    


    
        By 
Dan Robinson        
    

    
        Posted in Networks,
        
            4th July 2024 12:46 GMT
        
    


    
AST SpaceMobile has reiterated its plans to enable a satellite phone service covering the entire continental US that will work seamlessly with existing devices, thanks to spectrum sharing agreements with AT&T and Verizon.
The satellite operator inked deals with the two US telecoms giants in May that will eventually allow them to offer subscribers the ability to make calls using its satellite network when they are out of range of a ground-based cell tower.
In an open letter to partners, shareholders, and future users, AST SpaceMobile chief Abel Avellan now claims his company is "uniquely positioned" to achieve 100 percent geographical coverage throughout the continental US, thanks to having both AT&T and Verizon on board.
Avellan was keen to promise that the service would work seamlessly with standard smartphones, and that the frequencies used would reach even inside buildings to provide a connection, minimizing dead zones and dropped calls, even in remote areas.
"You'll have a seamless experience with either carrier," he claimed. "You'll simply connect to AST SpaceMobile's network through your carrier, AT&T or Verizon, for reliable cellular service for a smooth and worry-free experience."
The key to unlocking this coverage lies in the "power of the premium 850 MHz low-band spectrum," which offers "superior signal penetration in the low band cellular range," according to Avellan. "AT&T and Verizon together will share with AST SpaceMobile a portion of their respective bands of 850 MHz low-band spectrum to enable nationwide satellite coverage."
The way this works is that AST "employs a segment of the 850 MHz band in conjunction with our terrestrial operations," Avellan said, and whether users are an AT&T or Verizon subscriber, they don't need to worry about which carrier's 850 MHz spectrum is being used.
"The operators provide radio spectrum, but not across the entire country, just in areas where they don't have coverage," explained Distinguished Gartner VP Analyst Bill Ray.
"The challenge is the footprint size - if you're providing service to someone in the middle of Texas, 50 miles from any AT&T mobile tower, then you don't have a problem, but if you're trying to provide coverage to someone five miles from a tower then your satellite footprint will incorporate that tower, so will need to be on a different frequency. The smaller the footprint, the closer you can provide service without needing more frequency."


	Satellite phone service could soon become the norm


	Verizon joins satellite phone party, links up to AST SpaceMobile


	AT&T formalizes deal for space-based cellular service on unmodified mobiles


	Starlink clashes with Telecom Italia over frequency data sharing


AST's satellites are designed to have a huge antenna, which makes it capable of putting down a small spot beam that limits interference, as Ray has previously explained.
The company's mention of indoor coverage could also be a subtle swipe at the rival service planned by Starlink and T-Mobile, according to Ray. This is using frequencies above 1.8GHz, which likely won't work indoors, he said.
Erm, but where are your satellites?
One thing Avellan neglects to mention in his exuberant letter is that AST SpaceMobile has yet to put into orbit any of the commercial satellites it will need to actually provide the service.
The first five BlueBird satellites were supposed to have been lofted into low Earth orbit by the end of last year, but have been repeatedly delayed, and the last update was that these were scheduled to go up on a SpaceX Falcon 9 rocket sometime in Q3 of this year.
We asked AST SpaceMobile if it could confirm when the satellites are expected to launch, and when its service will be operational, but due to the July 4 holiday, we are not expecting an immediate response.
However, the company has agreements with a number of other mobile operators around the world, including Rakuten Mobile in Japan, which plans to start offering satellite connectivity from 2026, and Europe's Vodafone, which said the date would be dependent on AST SpaceMobile successfully deploying its satellites. (r)
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    Experimental Mir-based tiling WM is winning acceptance outside Ubuntopia

    
Miracle-WM takes several more steps forward    


    
        By 
Liam Proven        
    

    
        Posted in OSes,
        
            4th July 2024 11:46 GMT
        
    


    
The Miracle-WM tiling window manager for Canonical's Mir display server has hit 0.3 - and also reaches places you may not expect to find Canonical code.
The new version is 0.3.0 and as Miracle-WM's core functionality settles down somewhat, it's starting to get prettier as well. Although it's still new, there are several things about it that are a little different, which is why we've covered earlier versions here on The Register. Version 0.1.0 only appeared in February, and was followed by version 0.2.0 in April.
The new version not only improves window management, it also adds some eye candy. Window resize and move operations can now include animation effects, as well as switching between workspaces. Lest ye mock, this sort of thing has been attracting folks to Linux for at least a decade and a half. Windows can now have borders, and that of the active window can be a different color, to make it more obvious which one you're typing into. There are also improvements to IPC (inter-process communication), which is modelled on that of i3.


	Experimental remix finally brings the former Unity 8 back to Ubuntu


	Miracle-WM tiling window manager for Mir hits 0.2.0


	Nasty regreSSHion bug in OpenSSH puts roughly 700K Linux boxes at risk


	Linux Mint 22 beta sprinkles Cinnamon desktop on Ubuntu


There's a nifty - and short - YouTube demo video showing off some of the new bling.

  Youtube Video

One of the more unusual things about Miracle-WM is that it runs on top of Canonical's Mir display server, which is very much still around and in active development. In the wider Linux community, it's common to find anti-Canonical and anti-Ubuntu sentiment, particularly against some Canonical technology such as Snap packaging. Mir, however, seems to be winning friends and influencing people.
It was included as a supporting element of the Lomiri desktop in Debian 12 last year. More recently, Miracle-WM has been available as a package in Fedora since Fedora 40. Indeed, plans are under way for there to be a specific Fedora Miracle-WM Spin, which might happen for Fedora 41 - currently scheduled for October this year.
Miracle-WM is distributed as a snap package, and on Ubuntu you can install it with:
sudo snap install miracle-wm --classic

It's still pre-release, but it has come a long way in just six months. The source code is on GitHub and it has a growing set of documentation in its own wiki. (r)
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    Datacenter demand driven by AI... but constrained by power shortages

    
Not content with drinking up all our water, now we'll compete with DCs for power    


    
        By 
Dan Robinson        
    

    
        Posted in AI + ML,
        
            4th July 2024 10:33 GMT
        
    


    
Demand for datacenter space is currently at a high in many markets around the globe because of the AI boom, despite issues with securing adequate power, at least according to commercial real estate firm CBRE.
Power shortages appear to be a common theme, listed as the top concern for bit barn operators across all regions (North America, Europe, Latin America and Asia-Pacific), while vacancy rates continue to decline across most global markets due to strong demand, the company says.
Large corporations face increasing difficulties securing datacenter capacity, thanks to construction delays and power challenges impacting all markets, according to CBRE's latest report, while AI is expected to continue to drive demand in future.
In North America, datacenter inventory grew by 24.4 percent during Q1 2024, compared with the same period last year. This led to 807.5 MW of capacity being added across the four largest bit barn markets in the region - Northern Virginia, Chicago, Dallas and Silicon Valley.
CBRE noted that local governments have been forced to take steps to address power constraints by actions such as simplifying permitting and integrating more renewable energy into the grid.
In Europe, the data dormitory market grew by nearly 20 percent during the quarter, with "significant development" seen in all of the four major markets in the region - Frankfurt, London, Amsterdam and Paris (FLAP).
Paris even hit 40 percent year-on-year growth, despite capacity supply shortages across the continent, especially in core markets like Frankfurt.
CBRE says that pre-leasing of facilities is now common, a trend that has been noted before, both here and in North America. This points to an ongoing need for investment in data dormitory development, it says, although sourcing power remains a key challenge.
"Power and land shortages, combined with increased regulation are the most prominent inhibiting factors when it comes to datacenter development in Europe," CBRE's Head of Datacenter Solutions for Europe Andrew Jay commented.
The Latin American market saw its inventory grow  by 15 percent year-on-year, while for Asia-Pacific the figure is 22 percent, with Tokyo, Sydney, Hong Kong and Singapore each containing over half a GW of capacity, despite tighter planning constraints in Singapore.
The combination of high demand and shortage of bit barn availability is inevitably pushing up prices. Average asking rates for a typical 250 to 500 kW requirement across all four featured North American markets jumped by 20 percent in Q1, CBRE says.
There is a similar picture in Europe, where prices are rising because of high demand and rising construction costs, with Frankfurt seeing the steepest increase at 15 percent, while rental rates in London have also steadily climbed over the past 18 months.


	Demand for datacenter capacity in Europe sees busiest Q2 ever


	Leasing North American datacenters before they're finished is so hot right now


	So much for green Google ... Emissions up 48% since 2019


	Thames Water to datacenters: Cut water use or we will


Latin America shows a mixed picture, with overall rental rates rising slightly compared with last year, while Bogota in Colombia saw a drop in colocation rates. In Asia-Pacific, pricing has steadily increased due to rising construction and operational costs, with Singapore now one of the most expensive global markets. Tokyo's pricing has also increased, but pricing in Sydney remains steady.
CBRE's analysis is based on the four largest datacenter markets by inventory in each global region, but high demand in these is driving investment in emerging markets, such as Oslo and Madrid, which are now seeing rising demand for bit barn capacity.
"Secondary European markets are growing for a variety of reasons," Head of Datacenter Research in Europe Kevin Restivo said. "Hyperscaler ambitions and lower power costs have driven rapid growth of markets such as Oslo, given its accessibility and economic importance. In some cases, this makes them hotspots of datacenter construction," he added. (r)
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    Row erupts over data sharing function in UK doctor software

    
Union advises members to turn off features government introduced to allow third parties to update records    


    
        By 
Lindsay Clark        
    

    
        Posted in Public Sector,
        
            4th July 2024 09:31 GMT
        
    


    
The UK's doctors' union has advised members running GP surgeries to turn off certain functionality in their IT system to prevent outside organizations adding to their workloads.
The row has broken out between the prestigious British Medical Association (BMA) and NHS England over data sharing capabilities in two common systems, TPP and EMIS.
In a YouTube video, Dr Katie Bramall-Stainer, chair of the BMA's GP Committee, said GP Connect - a feature that allows data to be shared between general practices and other healthcare organizations - had introduced a new function called Update Record. At the moment, it is only being used to allow pharmacists to add data to GP records in a limited way.
However, concerns had been raised when the GP system providers had "tipped off" the BMA that doctors' ability to turn off the Update Record function was set to be removed.
"EMIS and TPP tipped us off that NHS England have asked for that 'off switch' to be removed," she said.
Because GPs are legally controllers of patient data under the UK's data protection law, they need to be able to prevent third parties updating records when necessary.
The BMA was also concerned that diagnoses and treatments stemming from external health providers could end up increasing GP workloads without their ability to manage it.
Potentially, she said, it was a "nightmare waiting lists situation suddenly becoming the responsibility of GPs."
Furthermore, The Register understands that doctors are angered by the way NHS England appears to have circumvented the established way of introducing changes in GP systems. Subcommittees within the BMA and the Royal College of GPs work together, ensuring they are consulted about decisions affecting their systems.


	Legal campaigners challenge UK.gov decision to redact NHS-Palantir contract


	Keir Starmer's techno-fix for the NHS: Deja vu disaster or brave new blunder?


	Inadequate IT partly to blame for NHS doctors losing 13.5 million working hours


	England's controversial extraction of personal medical histories from GP systems is delayed for a second time


In a prepared statement, Dr David Wrigley, deputy chair and digital lead of BMA's England GP Committee, said: "We are recommending to GPs that they turn off the Update Record facility on GP Connect at the present time while we engage in discussions with NHS England to better understand the implications of this software.
"We are concerned about changes that allow others to add diagnoses, observations, and medications. These changes could have unintended consequences and add further pressure to the GP needing to ensure follow-up and ongoing care is provided to the patient due to other clinicians' decisions and actions. This will include more requests for follow-ups and support for patients for work initiated by others outside the practice team."
Wrigley said GPs have a responsibility to have full oversight of their patients' data. "We're not saying no to this development, just not yet," he added.
However, Amanda Doyle, NHS England's national director for primary care, denied the claims, saying it was "completely inaccurate to suggest that there are any imminent changes being made to stop GPs switching off the GP Connect functionality if they choose to."
"The NHS introduced this functionality to make GPs' working lives easier and improve patient outcomes - so it is odd that any GP would choose to turn this service off and revert to manually inputting data from emails, increasing their workload and taking up more time," she said.
"There is no plan currently to extend this use beyond Pharmacy First and any changes would always involve consultation with the [BMA's GP Committee] and RCGP." (r)
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    Europol nukes nearly 600 IP addresses in Cobalt Strike crackdown

    
Private sector helped out with week-long operation - but didn't touch China    
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Europol just announced that a week-long operation at the end of June dropped nearly 600 IP addresses that supported illegal copies of Cobalt Strike.
Fortra's legitimate red-teaming tool is notorious for being widely abused by cybercriminals, who source cracked copies of the tool for use in malware and ransomware operations like Ryuk, Trickbot, and Conti.
Europol said the disruptive action, dubbed Operation Morpheus, is the culmination of work that began three years ago. It was carried out with partners in the private sector between June 24 and 28.
"Throughout the week, law enforcement flagged known IP addresses associated with criminal activity, along with a range of domain names used by criminal groups, for online service providers to disable unlicensed versions of the tool," it said today.
"A total of 690 IP addresses were flagged to online service providers in 27 countries. By the end of the week, 593 of these addresses had been taken down.
"This investigation was led by the UK National Crime Agency and involved law enforcement authorities from Australia, Canada, Germany, the Netherlands, Poland, and the United States. Europol coordinated the international activity and liaised with the private partners."
Various private sector partners supported the week-long sprint, including BAE Systems Digital Intelligence, Trellix, Spamhaus, abuse.ch, and The Shadowserver Foundation. 
The partners used Europol's Malware Information Sharing Platform to submit pieces of evidence and threat intelligence that supported the disruption efforts. The Euro cop shop said more than 730 pieces of threat intel were shared as well as nearly 1.2 million indicators of compromise over the course of the entire operation.
"Cobalt Strike is the Swiss Army knife of cybercriminals and nation-state actors," said Don Smith, vice president of threat intelligence at Secureworks. "Cobalt Strike has long been the tool of choice for cybercriminals, including as a precursor to ransomware. It is also deployed by nation-state actors, such as Russian and Chinese [groups], to facilitate intrusions in cyber espionage campaigns.
"Used as a foothold, it has proven to be highly effective at providing a persistent backdoor to victims, facilitating intrusions of all forms. This disruption is to be welcomed, removing Cobalt Strike infrastructure used by criminals is always a good thing."
Trellix's Joao Marques, John Fokker, and Leandro Velasco also blogged about their involvement in Operation Morpheus. They said that while the disruption activity will make criminals rethink their use of Cobalt Strike, its data shows that the work didn't touch China.
According to its telemetry, China hosts 43.85 percent of Cobalt Strike resources. To put that in context, the next biggest distributor is the US with a 19.08 percent share.
Contrast that with the country that bears the brunt of the most Cobalt Strike attacks (the US with a 45.04 percent share) and you can take an educated guess as to where the criminals that abuse Fortra's tool the most reside.
"The dismantling of Cobalt Strike infrastructure sends a powerful message to cybercriminals and nation-state actors about the repercussions of malicious cyber activities," said the researchers.
The NCA said in a statement: "This disruption activity represents more than two-and-a-half years of NCA-led international law enforcement and private industry collaboration to identify, monitor and denigrate its use."


	Russia's cyber spies still threatening French national security, democracy


	Here's yet more ransomware using BitLocker against Microsoft's own users


	Crims abusing Microsoft Quick Assist to deploy Black Basta ransomware


	Beijing-backed cyberspies attacked 70+ orgs across 23 countries


While law enforcement agencies acknowledged the "significant steps" Fortra has taken to prevent its powerful post-exploitation tool from being misused, Trellix's team wasn't as positive.
Marques, Fokker, and Velasco said they welcomed Fortra's collaboration with Operation Morpheus and the measures taken to prevent Cobalt Strike's misuse, but alluded to lingering concerns.
"We are very content to see that Fortra, the current owners of Cobalt Strike, have collaborated in the operation and are implementing more sophisticated measures to prevent cracking their software," they said.
"However, it is important to address the longstanding stance of Cobalt Strike under previous ownership, regarding its restrictions to purchase a license for cybersecurity vendors. Many cybersecurity vendors believe this decision has inadvertently fostered a precarious environment where cybercriminals exploit cracked versions of Cobalt Strike for malicious activities and vendors are not able to defend against its misuse.
"Although these new measures are a very good step in the right direction, we are eager to do more. This situation underscores the need for more integral collaborative efforts to protect organizations against the abuse of Cobalt Strike. We call on Cobalt Strike to reconsider its policies and collaborate with cybersecurity vendors to enhance products and combat the misuse of these powerful tools."
We asked Trellix about the specific issues they're referring to and will update the article when answers come in.
Take two
Operation Morpheus's efforts come just over a year after Microsoft, Fortra, and Health-ISAC took a case to court, getting legal permission to take down various IP addresses it located that hosted cracked versions of Cobalt Strike.
This followed Google offering a different kind of support in the fight against the abuse of Cobalt Strike. In 2022 it worked up and open-sourced a list of 165 YARA rules to help organizations swiftly quash any of the 34 versions the Chocolate Factory identified in circulation at the time.
However, even last year when the first round of IP addresses was neutralized, investigators knew it wasn't going to be enough.
"While this action will impact the criminals' immediate operations, we fully anticipate they will attempt to revive their efforts," said Amy Hogan-Burney, general manager of the Microsoft security unit at the time. "Our action is therefore not one and done."
Since Fortra bought Cobalt Strike in 2020, it has made strides in ensuring criminals don't get access to legitimate versions of its tools. For example, it soon started vetting all applicants vigorously before giving licenses out, but cracked versions in hard-to-reach places like China may prove difficult to eradicate for good.
Paul Foster, director of Threat Leadership at the National Crime Agency, said: "Although Cobalt Strike is a legitimate piece of software, sadly cybercriminals have exploited its use for nefarious purposes.
"Illegal versions of it have helped lower the barrier of entry into cybercrime, making it easier for online criminals to unleash damaging ransomware and malware attacks with little or no technical expertise.
"Such attacks can cost companies millions in terms of losses and recovery."
He urged businesses that have been a victim of cyber crime to "come forward and report such incidents to law enforcement." (r)
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    ITER delays first plasma for world's biggest fusion power rig by a decade

    
Who could have guessed that giant magnets capable of constraining mini-suns would be hard to build?    
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The International Thermonuclear Experimental Reactor (ITER), a 35-nation effort to create electricity from nuclear fusion, has torn up its project plans and pushed operations of its tokamak back by at least eight years.
Tokamaks are typically designed around a doughnut-shaped vacuum chamber, inside of which gases are subjected to extreme heat and pressure and become a plasma. Strong magnets are used to keep that hot plasma away from the chamber's walls, and the heat is used to boil water into steam that turns turbines to make electricity.
ITER has built what it claims is the world's largest tokamak and hopes it will achieve a deuterium-tritium plasma - in which the fusion conditions are sustained mostly by internal fusion heating, rather than needing constant input of energy. The org aims to produce 500MW of fusion power from 50MW of input, as a demo that lights the way for commercial machines.
ITER director-general Pietro Barabaschi yesterday outlined [PDF] a new project baseline to replace the one in use since 2016. That older document foresaw "first plasma" in 2025 - but only as "a brief, low-energy machine test, with relatively minimal scientific value." A planned series of experiments would proceed until 2033.
The org has known since 2020 that it would not achieve first plasma in 2025, so these changes are not unexpected.
COVID-19 complicated already-troubled efforts to build ITER's tokamak, which was beset by quality problems and over-optimistic assumptions about what it would take to manufacture components.
Fair cop: ITER will need a 6000-ton magnet capable of storing 41 Gigajoules of energy. That can't be easy to build!
"We could have retained the Baseline 2016 roadmap, but this would have been illogical - based on the availability of additional key components to construct a more complete machine," Barabaschi conceded yesterday.
The new baseline prioritizes the Start of Research Operations - which are now hoped to commence in 2033. Barabaschi explained the delay will give ITER the chance to run more tests on some elements of the tokamak, meaning that a "more complete machine" will be available by 2033.
By 2039, ITER wants its Deuterium-Tritium Operation Phase to start - four years later than first planned.


	Lawrence Livermore lab repeats fusion breakthrough - yep, still kinda works


	Joint European Torus experiments end on a 69 megajoules high


	World's largest nuclear fusion reactor comes online in Japan


	Microsoft signs up to buy electricity produced by fusion, perhaps in 2028


One big change to the baseline is using tungsten instead of beryllium for the tokamak's First Wall - the bit facing plasma. ITER boffins have determined that tungsten "is more relevant for future 'DEMO' machines and eventual commercial fusion devices."
An extra EU5 billion ($5.4 billion) will be needed to realize this plan. ITER members are considering that requirement.
ITER's post announcing the new baseline notes that the org's "costs historically have been difficult to estimate precisely because the bulk of financial contributions are provided in-kind by ITER Members in the form of components, for most of which Member governments are not required to publish their actual costs."
So take that EU5 billion figure with a hearty pinch of plasma.
Fusion experiments have shown the tech has great promise as a source of clean energy. Which is why governments are throwing money at it. To date, however, no experiment has come close to ITER's planned output - or even reliable operations - making Microsoft's deal to source energy from fusion by 2028 vastly optimistic. (r)
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    Ransomware scum who hit Indonesian government apologizes, hands over encryption key

    
Brain Cipher was never getting the $8 million it demanded anyway    
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Brain Cipher, the group responsible for hacking into Indonesia's Temporary National Data Center (PDNS) and disrupting the country's services, has seemingly apologized for its actions and released an encryption key to the government.
That key was in the form of an 54 kb ESXi file. Its efficacy has not yet been confirmed.
"Citizens of Indonesia, we apologize for the fact that it affected everyone," the team wrote in a statement shared by Singapore-based dark web intelligence outfit Stealth Mole.
In the statement, Brain Cipher detailed that it was releasing the decryptor of its own accord, without prodding by law enforcement or other agencies. It did, however, ask for public gratitude for its magnanimous behavior - and even provided an account at which it could receive donations. Good luck with that.
The team also provided a motive - that it was acting as a penetration tester of sorts, and that talks with the government had become deadlocked.
The cyber criminals had demanded a ransom of 131 billion Rupiah ($8 million) to release data it ransomwared June 20, but the Indonesian government refused to pay up.
"We hope that our attack made it clear to you how important it is to finance the industry and recruit qualified specialists," the hackers lectured.
"In this case, the attack was so easy that it took us very little time to unload the data and encrypt several thousand terabytes of information," the group boasted.
The statement concludes: "We're not haggling."
We have asked Stealth Mole to provide us with evidence of the statement's authenticity.


	Indonesian government didn't have backups of ransomwared data, because DR was only an option


	Indonesia's president orders government to stop developing new applications


	Affirm fears customer info pilfered during ransomware raid at Evolve Bank


	FBI encourages LockBit victims to step right up for free decryption keys


Brain Cipher clarified that while the Indonesian government might receive its data back for free, not all victims would get the same treatment.
"Honestly, this is very embarrassing for Kominfo and also us as Indonesian citizens," shared one cyber security influencer in Indonesian Bahasa.
"Imagine, with a budget of Rp 700 billion to secure Indonesian data, you (BSSN et al) only rely on a security system with Windows Defender," he added.
A certain degree of panic has rocked the government - particularly as it was found that backups were optional among the hit agencies. Indonesia's president Joko Widodo subsequently ordered an audit of government datacenters.
Politicians and the public alike appear on the hunt for a scapegoat - a petition demanding the resignation of communications and informatics minister Budi Arie Setiadi over the matter garnered more than 18,000 signatures. (r)
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    Australia to build Top Secret cloud in AWS for military and spooky users

    
Interoperability with US infrastructure a big selling point    
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Australia's government has announced its intention to build a Top Secret-rated cloud, with help from Amazon Web Services.
A government announcement states the cloud will be built in partnership with the Australian Signals Directorate - an agency responsible for foreign signals intelligence and cyber security.
The so-called TS Cloud will apparently be "purpose-built for Australia's Defence and National Intelligence Community agencies to securely host our country's most sensitive information." The cloud is touted as giving Australia the chance to "improve our ability to securely share and analyze our nation's most classified data at speed and at scale, and provides opportunities to harness leading technologies including artificial intelligence and machine learning."
Australia's defense comms networks will apparently become more resilient as a result of the deal, improving the nation's warfighting capacity.
Another promised benefit is support for "greater interoperability and deeper collaboration with the United States." Officials have stated that the cloud will be fully sovereign - but details of what's been done to make that a reality are absent.
The announcement states the cloud will require a spend of up to AUD$2 billion ($1.35 billion) over ten years. We understand that sum will cover the cost of building three dedicated datacenters, and establishing a local subsidiary of Amazon to run them and the cloud.


	Alibaba Cloud closing Australian and Indian datacenters


	Australia to fund $620M quantum computer claimed to be first at 'utility-scale'


	Coding error in forgotten API blamed for massive data breach


	Australian supercomputer 'Taingiwilta' comes online this year with [REDACTED] inside


AWS declined to answer questions about arrangements in place to make this a sovereign cloud and referred us to the deputy PM, Richard Marles, who also serves as defence minister. We asked his office for info on where the cloud will be housed, who will own the infrastructure, payment arrangements, and whether the job was put to open tender. If we receive substantial info, we'll update this story.
The sovereignty matters for this cloud matter for three reasons, one of which is the sensitivity of the data that will be stored. That Australian government agencies have different definitions of sovereignty also matters, as meeting them all may or may not be required.
Lastly, we understand that one of the goals for Australia's cloud was interoperability with five eyes partners, and as AWS already built a Top Secret cloud for the US government, and the UK also uses Amazon for secret info, Andy Jassy's server rental service was an easy choice. We further understand that Microsoft decided not to bid as it couldn't match AWS's interoperability. How AWS ensures both sovereignty and interoperability is therefore a critical matter.
Australia's government - like many - has wavered between enthusiasm for cloud and caution as costs increased and security concerns became apparent.
This deal won't change that stance: The Register is aware of government agencies building on-prem private clouds - sometimes on open source platforms - so they can scour code to soothe their security worries. (r)
    






        





This article was downloaded by calibre from https://go.theregister.com/feed/www.theregister.com/2024/07/04/australia_aws_top_secret_cloud/



	Previous
	Articles
	Sections
	Next





	Previous
	Articles
	Sections
	Next







    
        Original URL: https://www.theregister.com/2024/07/04/china_dominates_ai_ip_wipo/
    

    Chinese Gen AI researchers snagged more patents than everyone else combined since 2013

    
You think the US leads the field? Wrong - OpenAI is way down WIPO's charts    


    
        By 
Simon Sharwood        
    

    
        Posted in AI + ML,
        
            4th July 2024 02:15 GMT
        
    


    
The World Intellectual Property Organization has counted the patents and scientific publications related to generative AI it could find between 2014 and 2023, and found 54,000 GenAI-related inventions and over 75,000 scientific publications - and that China utterly dominates the field.
The Org's Patent Landscape Report - Generative Artificial Intelligence, delivered on Wednesday, found 733 patent families - sets of patents related to a single invention and with the same technical content - on GenAI in 2014 ballooning to more than 14,000 in 2023.
Scientific papers on the topic also exploded - from 116 in 2014 to more than 34,000 in 2023. A quarter of all GenAI patents, and over 45 percent of all GenAI scientific papers, were published in 2023 alone.
China accounted for 38,210 inventions, while the US contributed a comparatively paltry 6,276. Chinese orgs also dominated the top ten entities that filed patents. Here's that list:

	Tencent (2,074 inventions);


	Ping An Insurance (1,564);


	Baidu (1,234);


	Chinese Academy of Sciences (607);


	IBM (601);


	Alibaba Group (571);


	Samsung Electronics (468);


	Alphabet (443);


	ByteDance (418);


	Microsoft (377);


In terms of patents granted, Tencent again topped the chart - ahead of Ping An Insurance, Baidu, the Chinese Academy of Sciences, and IBM.
OpenAI ranks a lowly 335th in terms of scientific article publications, with just 48 published - but it has been cited 11,816 times. That makes the upstart the 13th-most acknowledged source of AI research.
Almost 18,000 GenAI patents pertained to images or video, followed by work on tech related to text, and a category WIPO termed "speech/voice/music." Just 239 patent families address "software/code" issues, making it the seventh-most common topic for GenAI patents.
Filings for patents related to "molecules/genes/proteins" were the sixth-most common topic, but that category has seen the highest growth in filings since 2018.
So maybe it's not time to dismiss all that "GenAI will invent the drugs of the future, now" hype.


	What do CTOs hate most about GenAI? Tool changes that break stuff


	Britain publishes 10-year National Artificial Intelligence Strategy


	World Intellectual Property Office settles dispute with CIO it previously ousted for 'criminal misconduct'


	OpenAI develops AI model to critique its AI models


WIPO also noted "very high growth rates in both smaller application areas such as agriculture and energy management and large fields such as life sciences, security and physical sciences/engineering." The org has also observed stagnating interest in GenAI as applied to telecommunications, military, arts and humanities, and a category it describes as "industrial property/law/social and behavioral sciences."
China's dominance of GenAI IP might not be all that significant - many patents and papers in all fields do not discuss important innovations.
But China may have stolen a march: Beijing has prioritized AI research for years. It was only in 2023 that US president Biden declared the time had come to ensure the United States "leads the way in seizing the promise and managing the risks of artificial intelligence."
And that statement came in the context of an "Executive Order on Safe, Secure, and Trustworthy Artificial Intelligence" that was more about preventing harm than encouraging research. (r)
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    Amazon puts down its Astro robotic business watchdog

    
Now even the 'droids are being laid off - sheesh!    
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Amazon is axing its Astro for Business robotic security sentry just seven months after announcing the thing.
The official kill command will go out on September 25, which will halt the mechanical guards for good and wipe all user data from their memory, Amazon said in an email to customers today.
"We are fully committed to our vision of bringing world-class consumer robotics solutions to the home," Amazon told The Register just now.
"To accelerate our progress and ongoing research to make Astro the best in-home robot, we've made the decision to wind down support for Astro for Business."
[image: Amazon's Astro robot]
Amazon's Astro robot ... Click to enlarge


Announced back in November, Astro for Business was envisioned as a mobile patrol bot that could, for instance, watch over inventories. The robot was designed to integrate with Amazon's Ring Protect, Astro Secure, and Virtual Security Guard services; that last one allowed a remote agent to take control of the bot to investigate disturbances.
All of this would set you back $2,349.99 for the 'droid and between $20 and $99 a month depending on your subscription plan.
Alas, Astro is seemingly not all that popular with businesses, as Amazon has decided to shift its focus toward developing consumer robotics platforms for home users. To this end, Amazon is careful to note that its Astro household robot, which is currently only available by invite, has not been shelved and continues to be supported.
"I am a big believer in the long-term benefits robots will offer our customers, and advancements in generative AI make this only more exciting. I am increasingly convinced the progress we're making in home robotics is where we should focus our resources," Lindo St Angel, VP of engineering at Amazon Lab126, wrote in an email to employees.


	DARPA's latest toy is a 20-foot, 12-ton tank that drives itself


	Politicians call for ban on 'killer robots' and the curbing of AI weapons


	Throwflame launches fire-spitting robo-dog from Hell


	Boston Dynamics' humanoid Atlas is dead, long live the ... new commercial Atlas


As of Wednesday Astro for Business devices and services are no longer available for purchase, while Amazon says existing customers can expect to receive a refund for the device, alongside a $300 credit to their Amazon account that can be used to purchase a "replacement solution" sometime in the next few weeks.
Amazon says it will also be canceling any subscriptions tied to the robots and customers will receive refunds for unused pre-paid subscription fees.
Owners of the soon to be bricked bot are encouraged to take advantage of Amazon's recycling program. Meanwhile, anyone who has grown attached to the robotic sentry will have the option of bringing a new Astro home under Amazon's Astro Day 1 Editions Program. (r)
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    EV world in serious trouble if China cuts off rare earth materials

    
'We're not there yet' on development of motors without them    
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Comment China tightening its stranglehold on rare earth elements (REEs) makes now the perfect time for the automotive industry to start thinking about alternatives for EV motors, but not a single proposed solution appears ready for reality.
A trio at Oak Ridge National Laboratory in the US - who've been working on EV blueprints that don't require rare earth magnets, and hence are less reliant on China - said this week there have been lots of promising developments in terms of removing REEs from electric car designs, but every single approach appears to have the same basic drawback.
"The bottom line is that replacing rare earth-based magnets with non-rare earth ones comes at a cost: Degraded motor performance," the trio wrote for IEEE Spectrum. "We're not there yet."
Rare earth superiority
The 17 minerals considered REEs can be found in all sorts of modern technology, and in EVs they tend to be concentrated in the motors. When mixed with typical ferromagnetic elements such as iron or cobalt, REEs produce crystals that are both highly magnetic and very resistant to demagnetization, making them ideal for automotive use.
In EVs, rare earth magnets tend to take the form of neodymium iron boron (NdFeB), which has allowed motors to remain relatively light. Eliminating those REE magnets means going one of two routes: Either finding a REE-free permanent magnet with enough power, or swapping out all the permanent magnets in an EV motor for electromagnets. 
Any potential solution would have to do three things that REE magnets do incredibly well, the trio said. They have a high maximum energy product, but also have high remanence (a measure of magnetic intensity left over when the magnetizing field is removed), and high coercivity (a measure of how difficult it is to demagnetize a magnet). 
"No REE-free permanent magnet has all of these characteristics," the Oak Ridge boffins said. 
Even when a non-REE motor design can match the output of a REE one, it ends up being far too heavy. One such design, a spoke-ferrite magnet motor, ends up about 30 percent heavier than comparable REE motors. 
"And there's more bad news: Spoke-type motors can be complex to manufacture and pose mechanical challenges," the team noted. 
Another promising technology, magnets made from manganese bismuth, can actually produce the same amount of torque as an EV motor made with NdFeB magnets, according to the national lab team, and could cost up to 32 percent less. Unfortunately, getting to equal levels of torque means having around 60 percent more volume and 65 percent more mass than a typical EV motor. 
In short, no one's found a suitable replacement for rare earth magnets in EV motors yet, and time's ticking. 
The China problem
China, which is aggressively investing in and has high hopes for its own EV industry, announced this week it was going to start treating all rare earth elements in the country as belonging to the state. 
As the largest source in the world of rare earth elements, the Middle Kingdom produces around 60 percent of the materials globally, and also processes nearly 90 percent, giving it a stranglehold on minerals critical for today's electric vehicles as well as other technologies, emerging or otherwise. 


	China reminds world shock and ore can hurt tech supply chains


	China is trolling rare-earth miners online and the Pentagon isn't happy


	Sodium ion batteries: Yet another innovation poised to be dominated by China


	China's new sanctions loophole: Use export-controlled chips inside the US


By declaring all REEs property of Beijing, China could choose to cut off exports, just like it did last year when the country banned exporting rare earth extraction and processing technologies.
Turnabout, as they say, is fair play. China wants to corner the global EV market with its own offerings, America hits imports of Chinese electric vehicles with eye-watering tariffs, and now this.
Getting around China's grip on REEs means leaning into some of the more promising EV motor concepts the ORNL team said are in development around the US - such as aluminum-nickel-cobalt alloy metals, rotary transformers, and new materials including high-conductivity copper and high-silicon steel. 
Relying on those technologies isn't exactly a good bet though. The researchers didn't give a timeline on commercialization of any non-REE EV motor technology, and didn't respond to questions. 
Their briefing still retains a bit of optimism, with the trio noting "research is beginning to yield intriguing and encouraging results," and that "it's perfectly feasible that REE-free motors will one day become mainstream." 
Whether any new forms of EV motors will emerge before China decides to lock down its rare earth elements is unknown, and just another source of worry as US-China relations get rockier. (r)
    






        





This article was downloaded by calibre from https://go.theregister.com/feed/www.theregister.com/2024/07/03/ev_rare_earth_china/



	Previous
	Articles
	Sections
	Next





	Previous
	Articles
	Sections
	Next







    
        Original URL: https://www.theregister.com/2024/07/03/cloudflare_ai_blocks/
    

    Cloudflare debuts one-click nuke of web-scraping AI

    
Take that for ignoring robots.txt!    
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Cloudflare on Wednesday offered web hosting customers a way to block AI bots from scraping website content and using the data without permission to train machine learning models.
It did so based on customer loathing of AI bots and, "to help preserve a safe internet for content creators," it said in a statement.
"We hear clearly that customers don't want AI bots visiting their websites, and especially those that do so dishonestly. To help, we've added a brand new one-click to block all AI bots."
There's already a somewhat effective method to block bots that's widely available to website owners, the robots.txt file. When placed in a website's root directory, automated web crawlers are expected to notice and comply with directives in the file that tell them to stay out.
Given the widespread belief that generative AI is based on theft, and the many lawsuits attempting to hold AI companies accountable, firms trafficking in laundered content have graciously allowed web publishers to opt-out of the pilfering.
Last August, OpenAI published guidance about how to block its GPTbot crawler using a robots.txt directive, presumably aware of concern about having content scraped and used for AI training without consent. Google took similar steps the following month. Also in September last year Cloudflare began offering a way to block rule-respecting AI bots, and 85 percent of customers - it's claimed - enabled this block.


	BT bets big on AI with ServiceNow to cut legacy baggage


	Figma pulls AI design tool for seemingly plagiarizing Apple's Weather app


	EFF wants FTC to treat lying chatbots as 'unfair and deceptive' in eyes of the law


	YouTube confirms it'll pull AI fakes in 48 hours if a complaint's upheld


Now the network services biz aims to provide a more robust barrier to bot entry. The internet is "now flooded with these AI bots," it said, which visit about 39 percent of the top one million web properties served by Cloudflare.
The problem is that robots.txt, like the Do Not Track header implemented in browsers fifteen years ago to declare a preference for privacy, can be ignored, generally without consequences.
And recent reports suggest AI bots do just that. Amazon last week said it was looking into evidence that bots working on behalf of AI search outfit Perplexity, an AWS client, had crawled websites, including news sites, and reproduced their content without suitable credit or permission.
Amazon cloud customers are supposed to obey robots.txt, and Perplexity was accused of not doing that. Aravind Srinivas, CEO of the AI upstart, denied his biz was underhandedly ignoring the file, though conceded third-party bots used by Perplexity were the ones observed scraping pages against the wishes of webmasters.
Spoofed
"Sadly, we've observed bot operators attempt to appear as though they are a real browser by using a spoofed user agent," Cloudflare said. "We've monitored this activity over time, and we're proud to say that our global machine learning model has always recognized this activity as a bot, even when operators lie about their user agent."
Cloudflare said its machine-learning scoring system rated the disguised Perplexity bot below 30 consistently over a period from June 14 through June 27, indicating that it's "likely automated."
This bot detection approach relies on digital fingerprinting, a technique commonly used to track people online and deny privacy. Crawlers, like individual internet users, often stand out from the crowd based on technical details that can be read through network interactions.
These bot tend to use the same tools and frameworks for automating website visits. And with a network that sees an average of 57 million requests per second, Cloudflare has ample data to determine which of these fingerprints can be trusted.
So this is what it's come to: machine learning models defending against bots foraging to feed AI models, available even for free tier customers. All customers have to do is click the Block AI Scrapers and Crawlers toggle button in the Security -> Bots menu for a given website.
"We fear that some AI companies intent on circumventing rules to access content will persistently adapt to evade bot detection," Cloudflare said. "We will continue to keep watch and add more bot blocks to our AI Scrapers and Crawlers rule and evolve our machine learning models to help keep the Internet a place where content creators can thrive and keep full control over which models their content is used to train or run inference on." (r)
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    Meta training AI models on citizen data gets a hard nao from Brazil

    
Zuckerborg's justification isn't good enough, says watchdog    


    
        By 
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Meta's plan to expand its AI presence in South America has been hamstrung, with Brazilian officials today banning the Facebook parent company from using its citizens' data to train AI algorithms.
The National Data Protection Authority (ANPD) issued what it described today as a "preventative measure" that would immediately suspend changes made last month to Meta's privacy policy that added the company's AI training to its explanation of how it processes user data.
"After a preliminary analysis, given the risk of serious and difficult-to-repair harm to users, the Authority provisionally ordered the suspension of the privacy policy and the processing operation," the ANPD said in a notice we automatically translated from Portuguese to English.
[image: meta-privacy-june-24-AI-changes]
The two new specific mentions of why AI is trained on user data that we dug out of the recesses of Meta's June privacy policy update - click to enlarge


ANPD took umbrage with what it said was Meta's "inadequate legal hypothesis for the processing of personal data," which Zuckerborg reportedly justified by saying it was in the legitimate interest of the company. "Such a hypothesis cannot be used when there is processing of sensitive personal data," the ANPD said. 
Brazilian officials were also upset about what they said was a lack of clear disclosure from Meta about privacy policy changes, too many limitations on the rights of users, and processing the data of minors "without due safeguards."
The ANPD said it was first clued into problems with Meta's processing of Brazilians' data due to suspected violations of the country's general data protection law, and made its determination after "sufficient preliminary findings" that Meta was in the wrong. 
Meta maintains that it's in the right.
"AI training is not unique to our services, and we're more transparent than many of our industry counterparts who have been using public content to train their models and products," a Meta spokesperson told The Register. "Our approach complies with privacy laws and regulations in Brazil, and we will continue to work with the ANPD to address their questions."
"This is a step backwards for innovation, competition in AI development and further delays bringing the benefits of AI to people in Brazil," the Meta spokesperson added. Brazil has one of the largest Facebook user bases in the world with an estimated 112 million on the platform as of April 2024, with only India, the United States, and Indonesia having more.


	Meta faces multiple complaints in Europe over plans to train AI on user data


	Brazil recruits OpenAI in brave bid to slash court battle costs


	Meta warns bit flips, other hardware faults cause AI errors


	Musk burns bridges in Brazil after calling for senior judge to be impeached


Meta caved to similar requests from EU officials in June, complaining that a pause on AI training on EU citizens' data would be to the detriment of Europeans too.
Meta first announced plans to expand availability of its AI products outside the US in April, and in May indicated it was going to start training its AI products on the data of Brazilian citizens. The company said then that its approach and opt-out options were "consistent with how we operate and how other technology companies are developing and improving their AI experiences."
Of course, that doesn't mean any of those companies are complying with Brazilian law so the investigation will continue. The preliminary order issued today, the ANPD said, was simply to stop Meta's AI data collection in Brazil before the country made a final determination in the matter.
Meta has five business days to comply with the order, or could face fines of R$50,000 per day (around $8,900 or PS7,000) for noncompliance. Meta reported a net income of $12.3 billion in the first quarter of 2024 so it'll probably be able to afford it. (r)
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    Utility firms go nuclear over Amazon datacenter power deal

    
AEP and Exelon challenge electricity arrangement between power plant and colo DC    
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Utility firms American Electric Power (AEP) and Exelon have filed an official objection with the Federal Energy Regulatory Commission (FERC) over Talen Energy's nuclear power deal with Amazon.
Back in March, Amazon bought a nuclear-powered datacenter from Talen Energy - an operator of electricity generation and transmission facilities in the US. As part of the deal, Amazon would get 480 MW straight from the 2.7 GW Talen nuclear power plant that is sited on the banks of the Susquehanna river in Luzerne County, Pennsylvania, and may even be able to upgrade to 960 MW down the line.
However, that Susquehanna atomic plant also provides power to PJM Interconnection, the regional power grid operator for much of the eastern US. The two companies - Talen and PJM - have an interconnection service agreement (ISA) that sets the rules for how Talen should deliver power to PJM's transmission system.
To better accommodate the nuclear datacenter, Talen and PJM agreed to a new ISA, which has caught the ire of AEP and Exelon. The duo claim Talen and Amazon are basically getting a free ride that other PJM ratepayers will have to pay for, saying that even though Amazon's datacenter isn't directly connected to PJM, it still benefits from the power grid, meaning the other ratepayers are left holding the short end of the stick.
Each of the station's two reactors has 1,350 MW available, and Amazon is already able to use 480 MW, and up to 960 MW in the future. If one of the reactors experiences an outage, the ISA says the datacenter is first in line for power from the other reactor, which leaves PJM with far less electricity than normal. That in turn would mean a lower energy supply for PJM's customers, who would have to pay more, at least according to the complaint's reasoning.
The Talen-PJM ISA states that in this event, the nuclear datacenter will separate from the plant and get its power elsewhere, but AEP and Exelon are skeptical and want to know how exactly that would work.
The complaint argues Amazon's DC is essentially using the grid, saying the "premise" of the tweaked ISA "is that this datacenter co-located load is like load on a remote island - one that simply has no impact on the PJM grid and would thus be properly excluded from economic and other responsibility for maintaining the PJM grid. But that storyline does not stand up to scrutiny."
"They present their filing as no more than a replacement of older agreements with updated terms and 'clarifications' regarding the parties' roles and obligations," the two utility companies told [PDF] FERC, requesting a hearing over the matter. "The filing [new ISA] casts the submission as a mere housekeeping exercise, as if there is nothing to see here."
The protest adds:


The co-located load should not be allowed to operate as a free rider, making use of, and receiving the benefits of, a transmission system paid for by transmission ratepayers. We have no objection to co-location per se, but such load should pay its fair share of system use and other charges, just like other loads and customers.


AEP and Exelon claim the new terms of the ISA contains a key loophole that hinges on the datacenter's co-location with the nuclear power plant, which allows its power usage to not be considered "in-network," even though the power load is synced to PJM's grid and could theoretically get power from it.
One of the key arguments in counting the datacenter power load as in-network rests on the fact that nuclear power plants can't operate independently and require support from regional power grids, like PJM. According to that line of reasoning, whatever power the datacenter consumes is indirectly part of PJM's resources; the datacenter will also apparently benefit from PJM's ancillary services and capacity, even if it's technically not consuming power from the grid operator.
There are also concerns about power usage in a hypothetical power outage at one of the plant's two reactors. According to the complaint, the new ISA doesn't permit the nuclear plant to have automatically running backup power generation, which is fine for planned outages, but not so much for unexpected ones. In that case, the datacenter would apparently be able to use power from the other nuclear reactor as a form of backup.


	Surging datacenter power demand slows the demise of US coal plants


	AI energy draw from Chicago datacenters to rise ninefold


	Datacenters could account for a third of Ireland's electricity by 2026


	Irish power crunch could be prompting AWS to ration compute resources


The end result, or so AEP and Exelon allege, is that Talen would be able to benefit from PJM's services without the associated cost. That would cost other customers between $58 million and $140 million per year overall, according to an analysis from Concentric Energy Advisors CEO Danielle Powers and chairman John Reed included with the filing.
AEP and Exelon asked FERC to either hold a hearing to answer questions it feels are unresolved or to reject the new ISA outright. For its part, Talen claims the complaint's narrative is "demonstrably false" and that "transmission is not implicated."
The wider consequences for the datacenter and energy industries
Although the complaint concerns just a single datacenter and a nuclear power plant, FERC's approval or rejection of the proposed ISA is anticipated to have significant consequences for datacenters and power firms.
"Because there is no precedent for this type of ISA, it is not unreasonable to believe the industry may take guidance from the outcome of this proceeding, which reinforces the need for the result here to be both legally and factually sound," the complaint reads.
Talen said in a statement about the Exelon/AEP objection: "Exelon and AEP's protest of the Susquehanna ISA is a misguided attempt to stifle this innovation by interfering with an ISA amendment agreed to and supported by all impacted parties - which Exelon and AEP decidedly are not ... Fundamentally, Talen has the right as a competitive generation company to contract with AWS to sell long-term, committed power. PPL, as the regulated utility that has an actual stake in this ISA, agrees that Talen has the right to sell power directly to AWS and signed an ISA amendment that gives PPL reliability assurances. PJM agrees the ISA is appropriate, and itself filed the application for FERC approval."
It added: "The rapid emergence of artificial intelligence and datacenters has fundamentally changed the demand for power and leads to an inflection point for the power industry."
Datacenter power usage is expected to grow massively in the coming years, and while analysts aren't quite sure how fast it will rise, even some of the most modest forecasts say by 2030 datacenter power consumption will double. Supporting all that extra load will require new sources of power, something someone will have to pay for.
For its part, AEP seems to think that datacenters should shoulder that burden, having asked in May for PJM to institute greater tariffs on datacenter power customers located in Ohio.
Amazon declined to make a statement on the matter. (r)
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    Uncle Sam relies on manual processes to oversee restrictions on Huawei, other Chinese tech players

    
Outdated tech at Bureau of Industry and Security leaves licensing open to human error    
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The Bureau of Industry and Security (BIS) - the agency Washington relies on to implement export licensing controls to ensure sanctioned technology doesn't reach certain nations - revealed on Tuesday it's struggling to handle a massively increased workload caused by the ever-growing number of Chinese companies added to the US Entity List, thanks to geriatric technology and systems.
"Over the last six years, BIS policies have subjected an increased volume of trade to the [Peoples Republic of China] PRC to licensing requirements, and BIS has applied strategic reviews to these applications, including with Entity Listed entities, stated BIS in a review [PDF] of its recent task overseeing trade with the Middle Kingdom.
The regulatory agency detailed that the number of Chinese entities on the Entity List - Uncle Sam's catalog of orgs with which US businesses are not allowed to trade - rose from 218 in 2018 to 787 in 2023. The BIS handled nearly 4,000 license applications involving Chinese Entity List parties across those years.
The agency attributed a "substantial" increase in the total number of license applications to the inclusion on the List of Huawei and SMIC, in 2019 and 2020 respectively.


	US commerce department yanks back Huawei export licenses


	Two indicted for 'illegally exporting' chip gear from US to China


	Huawei's woes really were just a flesh wound - profits just soared 564 percent


	US sanctions spree continues with 15 more for Russian entities


BIS has historically used a heavily manual process designed in 2006 to collect licensing data - a method it acknowledged occupies considerable resources and subjects it to the risk of human error.
The bureau said it has been working to improve internal systems and processes that will in turn enhance internal analytical capabilities.
"However, the state of the foundational systems that were not designed to communicate seamlessly with one another, coupled with the need for human verification of the accuracy of the underlying data once extracted, have required a substantial commitment of staff time to execute in a manner that ensures an accurate product," it conceded.
The regulatory agency declared it is committed to working with Congress to secure funding that will allow it to modernize the central licensing system.
One of the reasons for the increase in demand on the agency - and subsequent system overload - is that the Entity List has shifted beyond its original intention. When it debuted in 1997, it was meant "to inform the public of entities that have engaged in activities that could result in an increased risk of the diversion of items to weapons of mass destruction programs."
The grounds for inclusion greatly expanded over the years, and even now include foreign persons that could be involved in matters contrary to national security.
But just because BIS processes are the same doesn't mean its policies are. For example, it's introduced a Foreign Direct Product Rule (FDPR) which it has applied to Huawei - a move it defends as having "[given] the US government unprecedented control over and insight into these entities' access to US technology and foreign-produced items" subjected to the rule.
The agency also claimed its increasing focus on country-wide controls allowed it to identify strategic sectors and items based on technological capabilities - an approach it called "more durable and effective" than case-by-case license reviews.
As for those nearly 4000 Entity List applications reviewed by BIS over the past six years, around two thirds (worth $335 billion) were approved. The rest (worth an even larger $545 billion) were denied or revoked.
BIS also let it slip that since the beginning of 2024 it has already revoked eight additional licenses involving Huawei. (r)
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    VMware license changes mean bare metal can make a comeback through 'devirtualization', says Gartner

    
Latest datacenter Hype Cycle also includes augmented reality, new types of memory, nuke power    
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Analyst firm Gartner has published its 2024 Hype Cycle for Data Center Infrastructure Technologies, and added virtual-to-physical migrations - aka "devirtualization" - to its list of ideas that are set to take off, thanks to Broadcom's licensing changes.
"As on-premises virtualization projects move from [enterprise license agreement] ELA and perpetual licenses to new bundling, socket-to-core ratios and consumption models, the costs and pricing can increase two or three times," the Hype Cycle opines.
Those costs are hard to justify for some large workloads, which Gartner wrote "do not benefit from the same density increases and cost savings as consolidating small workloads."
Devirtualization can therefore help, Gartner argues - with plenty of caveats about the cost and complexity of acquiring and operating bare metal systems that offer the same resilience as a virtualized environment.
The Hype Cycle rates devirtualization as currently applicable to one percent of orgs, but rates it as five-to-ten years away from reaching the "plateau of productivity" at which technologies are mature.
Migrating to new hypervisors - which Gartner terms "revirtualization" or virtual to virtual migration - is rated a tech that has reached peak hype as it is applicable to between five and twenty percent of organizations.
Again, VMware's licensing changes are mentioned as a driver.
"Revirtualization is typically undertaken to overcome a technical deficiency or to address a viability or commercial risk," the hype cycle explains, adding that such efforts could "increase total cost of ownership, introduce immature administrative and management tooling, create additional operational burden or reliability concerns."
But Gartner thinks those risks might be worth it as they are "intended to offset exposure to increased audit and contractual issues arising from incumbent providers moving to subscription models."
Other technologies rated as "on the rise" in this hype cycle are:

	Emerging memory technologies - Gartner feels magnetoresistive random access memory (MRAM) and resistive random access memory (ReRAM) could help scale complex applications;


	Network digital twins - The increasing complexity of networks means having an offline model will be useful to test changes - Gartner believes this tech could improve delivery times for requests by 20 percent;


	Off-grid power - Essentially privately owned generators yoked to datacenters reduce dependency on the grid, to ensure it's possible to expand. Hydrogen-powered datacenters also made the rising techs list, nuclear fusion rated a mention for its potential to provide "abundant and affordable energy," and Small Modular Nuclear Reactors are also seen as a tech to watch;


	Augmented reality in the datacenter - Gartner thinks tech that "provides technicians with real-time data visualization, remote guidance and interactive 3D models to facilitate complex tasks and maintenance processes" can reduce the time needed for troubleshooting and repairs, and make manuals redundant.




	SAP customers warned on hidden risks in the unofficial route to the cloud


	AI-assisted automation for clouds and networks climbs Gartner's hype cycles


	AI chip sales predicted to jump by a third this year - then cool off


	Don't rent out that container ship yet: CIOs and biz buyers view AI PCs with some caution


Among the technologies rated as having reached peak hype are circular economies in IT, net-zero datacenters, consumption-based models for on-prem and hybrid IT, and direct-to-chip (D2C) liquid cooling.
Edge computing is in trouble, Gartner believes, as the analyst firm rates it as sliding into the trough of disillusionment - the point at which a tech has failed to deliver on its promise.
Infrastructure automation is also sliding, as is immersion cooling. Hybrid servers tuned for double duty - running information technology and operational technology workloads - are also disappointing buyers, as is composable infrastructure.
Tech ideas that are starting to come good and climb the slope to the plateau of productivity include immutable infrastructure - architectural patterns that are never changed to enhance manageability and security - and software-defined infrastructure. (r)
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    UN telecom watchdog wags finger at Russia for satellite interference

    
European neighbors say interference comes from Moscow and Kaliningrad, Kremlin claims it didn't find anything    
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The UN's Radio Regulations Board (RRB) has asked Russia to play nice with Europe and not interfere with satellites.
The RRB, a part of the International Telecommunication Union (ITU), the telecom agency for the United Nations, held its 96th meeting [PDF] last week to discuss a number of topics, including alleged satellite interference several European countries suspect is coming from Russia. France, Sweden, the Netherlands, Luxembourg, and Ukraine all said they had experienced some sort of interference in the last few months.
The disruption has resulted in taking down broadcasts and even TV hijacking in two cases, which involved children's TV shows in the Netherlands being replaced with Russian war videos.
Although Russia has denied any knowledge of the interference, telling the RRB it hasn't detected any whatsoever, the evidence is stacking up against the country. The interference has largely targeted channels with Ukrainian programming, and Sweden claims it only started seeing meddling after it joined NATO.


	TeamViewer says Russia broke into its corp IT network


	Kremlin's Sandworm blamed for cyberattacks on US, European water utilities


	Russia takes gold for disinformation as Olympics approach


	International Criminal Court hit in cyberattack amid Russia war crimes probe


Perhaps most damning of all, two satellite operators traced the interference to three sites: Russia's capital city Moscow, the Kaliningrad exclave next to Poland and Lithuania, and Pavlovka, though it remains unclear which Pavlovka, as there are more than one located in Russia.
Calling the interference "extremely worrisome and unacceptable," the RRB has told Russia to stop messing with the satellites, give the agency info surrounding Russia's internal investigation of the interference, and search the areas that the satellite operators say the interference originates from.
However, the agency softened its stance by saying it wouldn't grant requests made by France, Sweden, and the Netherlands to pursue the matter with a formal investigation just yet.
In the meantime, the RRB has asked Russia and its alleged victims to "exercise the utmost goodwill and mutual assistance" and to hold a meeting to discuss the dispute. It's not clear how effective this will be as Russia doesn't exactly have a stellar diplomatic reputation. (r)
Bootnote
Russia has jammed GPS signals for hundreds of British RAF flights over Eastern Europe so far this year, according to former El Reg vulture Gareth Corfield over at The Telegraph.
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    Trouble in space as Boeing's not going, and China's back from the Moon

    
Vultures chew over a busy few days in orbit with a transatlantic chat    
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Kettle It's been a busy time for space, with Boeing's test pilots stuck (at time of writing) on the International Space Station due to a faulty capsule, and then being forced to take shelter from debris.
The trash came from RESURS-P1, a decommissioned Russian satellite launched in 2013, which broke up into more than 100 observable pieces. Not that the orbiting lab has long left, as NASA just awarded a contract to SpaceX to deorbit the thing in 2030.
And China brought back samples from the far side of the Moon.
Our vultures got together at the end of last week - before video emerged of that static test of a Tianlong-3 rocket in Gongyi going rather wrong - to discuss it all, and you can replay their discussion below.

  Youtube Video

On this week's Kettle episode, we have The Register's space expert Richard Speed in the UK, plus Tobias Mann, Brandon Vigliarolo, and your host Iain Thomson in the USA. Nicole Hemsoth Prickett produced this 17-minute outing.
For those who prefer just audio, the Kettle is available via RSS and MP3, Apple, Amazon, and Spotify. (r)
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