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      Biting the hand that feeds IT -- Enterprise Technology News and Analysis


      
        Former Autonomy CFO banned from chartered accounting group until 2038
        Matthew Connatser

        Sushovan Hussain's failure in 2020 to appeal his 2018 fraud conviction in the US means he won't be a member of ICAEW for 20 years The expulsion of Sushovan Hussain, Autonomy's former CFO, from a chartered accountant organization is now set in stone....

      

      
        Palantir, Oracle cosy up to offer Karp firm's tech across Big Red's cloud
        Lindsay Clark

        Foundry and AI plaform available in OCI Palantir and Oracle are hooking up to promote the US spy-tech company's technology on the Oracle Cloud Infrastructure platform....

      

      
        Google: We're still working to defeat Microsoft's 'anticompetitive' cloud policy
        Paul Kunert

        Yesterday's settlement between MS and Euro cloud providers shouldn't 'fool' you, says Alphabet arm's cloud boss Google says Microsoft's confidential settlement with a group of European cloud providers is merely about using its financial muscle to make complaints about software licensing costs vanish....

      

      
        Advance Auto Parts: 2.3M people's data accessed when crims broke into our Snowflake account
        Connor Jones

        Letters from CISO Ethan Steiger suggest the data related to job applications Advance Auto Parts' CISO just revealed for the first time the number of individuals affected when criminals broke into its Snowflake instance - a hefty 2.3 million.... 

      

      
        European Commission accepts Apple's 'tap and go' promises
        Richard Speed

        Makes third-party wallets getting iOS NFC access a 'legally binding' thing Apple has avoided a potential hefty fine and an antitrust case in Europe after making concessions that include opening up access to iPhone hardware needed for "tap and go" applications....

      

      
        AMD buys developer Silo AI in bid to match Nvidia's product range
        Dan Robinson

        First it comes for market leader's GPUs ... now it's nibbling at software AMD is set to swallow software biz Silo AI for $650 million in a bid to boost its own enterprise AI wares....

      

      
        Boeing's Starliner set for extended stay at the ISS as engineers on Earth try to recreate thruster issues
        Richard Speed

        We all know the pain of reproducing that one pesky problem in test Boeing's Starliner spacecraft is set to spend a little longer attached to the International Space Station (ISS) as engineers on the ground work to recreate the oddities seen in orbit....

      

      
        Privacy expert put away for 9 years after 'grotesque' cyberstalking campaign
        Jessica Lyons

        Scumbag targeted many victims - and those who tried to help them A scumbag who used to work as a privacy consultant has been put behind bars for nine years for a "grotesque" cyberstalking campaign against more than a dozen victims....

      

      
        Firefox 128 bumps system requirements for old boxes
        Liam Proven

        Get comfortable, it'll be here for a while Firefox 128 is out with a relatively modest feature set - but it will also be the latest Extended Support Release (ESR) release, meaning that the end for Firefox 115 is coming into view.... 

      

      
        Speed limiters arrive for all new cars in the European Union
        Richard Speed

        Driving a new car in the EU? Get ready for a cacophony of beeps and whistles if you're a bit heavy on the go pedal It was a big week for road safety campaigners in the European Union as Intelligent Speed Assistance (ISA) technology became mandatory on all new cars....

      

      
        You had a year to patch this Veeam flaw and now it's going to hurt
        Jessica Lyons

        LockBit variant targets backup software - which you may remember is supposed to help you recover from ransomware Yet another new ransomware gang, this one dubbed EstateRansomware, is exploiting a Veeam vulnerability that was patched more than a year ago to drop file-encrypting malware, a LockBit variant, and extort payments from victims....

      

      
        Xen Project in peril as colo provider housing test platform closes
        Simon Sharwood

        Admits it may struggle to fund and implement replacement infrastructure The Xen Project, creator and manager of the open-source Xen hypervisor and associated tools, has warned its community of potential problems flowing from the imminent closure of the colocation facility it uses....

      

      
        Japanese space agency spotted zero-day attacks while cleaning up attack on M365
        Laura Dobberstein

        Multiple malware attack saw personal data acessed, but rocket science remained safe The Japanese Space Exploration Agency (JAXA) discovered it was under attack using zero-day exploits while working with Microsoft to probe a 2023 cyberattack on its systems.... 

      

      
        Apple, Google, ease cross-cloud data transfers, perhaps with costly catch
        Simon Sharwood

        The joy of cloudy interoperability may be dampened by differently-sized free storage tiers Google and Apple have signed off on a tool that their cloud photo storage services interoperable, but it may come at a cost to some users....

      

      
        China's homebrew openKylin OS creates a cut for AI PCs
        Simon Sharwood

        Devs of OS named for a mythical beast join in the 'local models will will deliver legendary productivity' trope China has jumped on the AI PC bandwagon, with the team behind local OS openKylin creating a cut of its Linux-based software that can run AI models on the desktop....

      

      
        Anonymous 'ask me anything' chat app NGL ordered to knock it off targeting kids
        Matthew Connatser

        Hitting youngsters with faked texts and calling them suckers is a bit of a no-no, watchdog sniffs The US Federal Trade Commission has thrown the book at NGL Labs and its founders for allegedly breaking a depressing amount of child internet safety law....

      

      
        South Korean Samsung union strikes again in bid to chip away at production
        Brandon Vigliarolo

        It'd be a shame if something happened to that HBM fab, warns NSEU Unionized Samsung workers in South Korea have extended their three-day strike indefinitely, claiming that company leadership refused to listen to demands when an end date was on the table....

      

      
        How low can you go: Tesla's US market share dips below 50% for the first time
        Brandon Vigliarolo

        Electric car sales break records, but Elon's luster is tarnished US sales of electric vehicles hit a new record in the second quarter of 2024, no thanks to Tesla, which saw its market share drop below 50 percent of total US electric vehicle sales for the first time in its history. ... 

      

      
        AI demand pushes TSMC revenue for 2024 up 28% so far
        Dan Robinson

        Taiwan's silicon supremo comfortably sails past analyst forecasts Semiconductor colossus TSMC appears more confident that its fortunes are on the upswing after posting strong growth in Q2 revenue based on demand for advanced chips such as GPUs for AI acceleration....

      

      
        Intuit decimates staff, hopes to hire same number in AI refocus
        Brandon Vigliarolo

        What's that Lassie? The IRS hopes to offer free direct tax filing for everyone next year? Intuit has announced plans to lay off 1,800 people, which is roughly 10 percent of its workforce....

      

      
        PC sales inch upwards as market starts to upgrade its hardware
        Matthew Connatser

        Analysts hoping Windows 11 refresh adds fuel to fire, as OS market share finally on rise Typical demand for new and faster PCs is returning to the market, Canalys principal analyst Ishan Dutt tells The Register after he totted up a third straight quarter of growth following several woeful years in the sector....

      

      
        Astroscale space janitor attempts fly-around of derelict upper stage
        Richard Speed

        ADRAS-J avoids adding to debris problem with autonomous collision avoidance Astroscale Japan has shown off images of orbital debris and demonstrated the ability of its spacecraft to avoid adding to the problem thanks to an autonomous collision avoidance system.... 

      

      
        Microsoft avoids formal antitrust EC probe over abusive licensing claims by settling case with CISPE
        Paul Kunert

        Pays 'lump sum,' setting up new Azure Stack for hosters and more but some concerned about the private deal A group of 27 cloud providers have agreed to settle the complaint they lodged with the European Commission over alleged anti-competitive behavior related to the cost they pay to run Microsoft's software in their datacenters....

      

      
        Microsoft tries to clear the air with mountains of CO<sub>2</sub> credits
        Dan Robinson

        'Supply chains still powered by coal and gas' scoffs Greenpeace Microsoft has inked a contract with Occidental Petroleum to buy 500,000 metric tons of carbon dioxide removal (CDR) "credits" over six years to support its overall carbon strategy. The move follows a dramatic rise in Microsoft's CO2 emissions due to datacenter construction....

      

      
        Windows 11 is closing the gap on Windows 10
        Richard Speed

        Market share increases for Microsoft's latest operating system There is finally some good news for Microsoft in the operating system market share stakes: use of Windows 11 continues to rise as Windows 10 falls....

      

      
        China pushes for network upgrade blitz as IPv6 adoption slows
        Simon Sharwood

        Almost 800 million use the protocol, with more to come as Wi-Fi mandate arrives order arrives to quit NAT UPDATED  China's adoption of IPv6 - a goal the government in Beijing has prioritized - appears to have slowed....

      

      
        HP to discontinue online-only e-series LaserJet amid user gripes
        Dan Robinson

        Printers were locked into HP+ cloud service, which is also getting the chop Updated  HP is discontinuing its e-series LaserJet printers due to customer complaints, along with the HP+ and the "Instant Ink" toner subscription services tied to the hardware....
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    Former Autonomy CFO banned from chartered accounting group until 2038

    
Sushovan Hussain's failure in 2020 to appeal his 2018 fraud conviction in the US means he won't be a member of ICAEW for 20 years    


    
        By 
Matthew Connatser        
    

    
        Posted in Software,
        
            11th July 2024 16:05 GMT
        
    


    
The expulsion of Sushovan Hussain, Autonomy's former CFO, from a chartered accountant organization is now set in stone.
The loss of his membership in the Institute of Chartered Accountants in England and Wales (ICAEW) is a direct result of his 2018 conviction in a US court. Hussain was found guilty of 16 counts, 14 for wire fraud, one for conspiracy, and another for securities fraud. The ICAEW, which certifies chartered accountants in the UK, decided to expel Hussain and ban his membership for 20 years, or until November 2038
Autonomy was once one of the most valuable tech companies in the UK, so much so that HP bought the firm in 2011 for more than $10 billion based on a valuation of almost $12 billion. This was based on Autonomy's seemingly great financial performance, the reporting of which was the job of Hussain as CFO.
Just a year later, HP wrote off Autonomy for $8.8 billion and accused Autonomy's c-suite of fraudulently inflating the value of the company. Hussain allegedly played a key role in massaging the numbers of Autonomy's quarterly earnings. While the tech company's CEO and founder Mike Lynch was able to avoid conviction in his trial, Hussain wasn't so lucky, and also was unsuccessful in his appeal of his case in 2020, cementing his conviction.


	FTX crypto-crook Sam Bankman-Fried gets 25 years in prison


	SEC charges ex-medtech CEO with fraud for selling plastic fake implants


	Fraud guilty plea flies from Boeing to swerve courtroom over 737 Max crashes


Despite that being nearly four years ago, UK finance sector regulator the Financial Reporting Council (FRC) only just completed its investigation into the former accountant. The FRC said in a statement that Hussain's US conviction justified his ban from the ICAEW and that his failure to appeal it also meant his ban would stay in place. Hussain will also have to pay PS450k ($581k), which is how much the investigation cost to carry out.
That's a fairly high budget for an investigation that based some of its findings on a trial in a different country.
On the bright side for Hussain, he only lost his status as a chartered accountant and about half a million pounds. The FRC didn't penalize him any further because he was already fined $10 million and sentenced to five years in prison after his US conviction. Hussain is expected to get out of prison around August next year, as he only started serving his five-year sentence in August 2020. (r)
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    Palantir, Oracle cosy up to offer Karp firm's tech across Big Red's cloud

    
Foundry and AI plaform available in OCI    


    
        By 
Lindsay Clark        
    

    
        Posted in Databases,
        
            11th July 2024 15:02 GMT
        
    


    
Palantir and Oracle are hooking up to promote the US spy-tech company's technology on the Oracle Cloud Infrastructure platform.
The "significant collaboration" -- according to a corporate missive -- will allow Palantir to offer its Foundry Platform and Artificial Intelligence Platform (AIP) on Oracle Cloud Infrastructure (OCI), across all of Oracle's distributed cloud deployment options.
Palantir was founded with the help of CIA-backed investment fund In-Q-Tel and it attracted a certain controversy by providing digital profiling tools for the CIA and US immigration agency ICE. Its motor-mouth CEO Alex Karp has not shied away from justifying its roots in the context of modern politics. He has previously claimed, among other things, that the so-called "woke" political movement was a "a form of a thin pagan religion" which was "corrupting and corroding our institutions."
Under the terms of the arrangement, Oracle is set to provide distributed cloud, AI infrastructure, and sovereign AI capabilities to support Palantir's AI and data analytics platforms. Palantir already has agreements with AWS, Google Cloud, and Microsoft Azure, which together make up 67 percent of the entire global cloud spend.
[image: Photo by GongTo / Shutterstock]
Palantir's CEO calls 'woke' a 'central risk to Palantir, America and the world'

READ MORE
Oracle has different packages within its cloud product set with regional governance and compliance in mind, including public cloud regions, OCI Dedicated Regions, Oracle EU Sovereign Cloud, and Oracle Government Cloud, for example.
The deal with Palantir is designed to convince organizations to take up Oracle's systems sectors while maintaining security and compliance. The hope is that it will enable integration with other AI services on Big Red's cloud, such as Oracle Digital Assistant and Oracle AI Services, offering pre-trained models for various tasks, such as language recognition, image analysis, and anomaly detection.
Has Oracle ramped up its own push into analytics and AI? Earlier this year, it introduced an OCI Generative AI service to make money from letting customers build machine learning models from their own data, including integrating Oracle Database 23c with AI Vector Search and MySQL HeatWave with Vector Store.


	Anthropic tries 'to enable beneficial uses' of AI by government agencies


	Palantir bags $480M from Pentagon to inject battlefield AI into the entire military


	NHS England considered using Palantir tech to manage strike disruption


	NHS England staff voice concerns about access controls on US spy-tech firm Palantir's COVID-19 data store


While Oracle offers its own big data, analytics and AI technologies, it is offering to play nice with another provider, too. For example, with Databricks, a data lake, analytics and AI company, it developed a means for the pair to access each other's data across clouds.
Data lake platform Cloudera is available on OCI while Snowflake uses OCI GoldenGate to integrate data across OCI and its cloud data warehouse, analytics and AI platforms. (r)
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    Google: We're still working to defeat Microsoft's 'anticompetitive' cloud policy

    
Yesterday's settlement between MS and Euro cloud providers shouldn't 'fool' you, says Alphabet arm's cloud boss    


    
        By 
Paul Kunert        
    

    
        Posted in PaaS + IaaS,
        
            11th July 2024 14:15 GMT
        
    


    
Google says Microsoft's confidential settlement with a group of European cloud providers is merely about using its financial muscle to make complaints about software licensing costs vanish.
Yesterday, the Cloud Infrastructure Service Providers of Europe (CISPE), a trade group comprised of 27 companies, agreed to remove a previous formal complaint to the Europe Commission made in November 2022.
[image: Broken cloud]
UK CMA early findings indicate Microsoft restricts cloud choice

READ MORE
Under the concessions made, Microsoft agreed to pay an unspecified financial sum to CISPE, to release a version of Azure Stack for European hosters that includes features that existing Azure Stack HCI customers get directly from Microsoft, and to create a mechanism to monitor the situation.
Yet Google isn't convinced this will make much difference. "Microsoft's playbook of paying off complaints rather than addressing the substance of their complaint hurts businesses and shouldn't fool anyone," said Amit Zavery, GM, veep and head of platform for Google Cloud.
"Many regulatory bodies have opened inquiries into Microsoft's licensing practices, and we are hopeful there will new remedies to protect the cloud market from Microsoft's anticompetitive behavior," he added.
Zavery previously told The Register that Microsoft charges customers up to five times more to license its software in Google, AWS or Alibaba clouds. He described it as a"software tax" introduced by Redmond in 2019.
Google has provided information about this and other Microsoft behaviours that it alleges break the rules to the EU, the UK's Competition and Markets Authority, and the FTC.
It is certainly correct that the hyperscalers account for the vast majority of the public cloud sales to customers, and the deal with CISPE - while no doubt important to CISPE members and their customers - will not have far-reaching consequences for biz clients.
"We are exploring our options to continue to fight against Microsoft's anticompetitive licensing in order to promote choice, innovation, and the growth of the digital economy in Europe," said Zavery.
AWS, which has also been highly vocal about Microsoft's policies with cloud and software, was similarly unimpressed by Microsoft's settlement. A spokesperson told us yesterday:
"Despite denying its licensing practices harm customers and competition, Microsoft is now making limited concessions for some CISPE members that demonstrate there are no technical barriers preventing it from doing what's right for every cloud customer.
"Unfortunately, this settlement does nothing for the vast majority of Microsoft customers who are still unable to use the cloud of their choice in Europe and around the world. We continue to stand with the growing number of customers, providers, and regulators globally who are calling on Microsoft to end its discriminatory practices for all customers."
AWS is a backer of CISPE but was not included in the settlement with Microsoft.
Microsoft previously settled a complaint about its commercial behavior with OVH Cloud, Aruba S.p.a and DCC in March last year. The contents of that settlement were kept confidential, which CISPE said to us was "disappointing on many levels."


	European Commission accepts Apple's 'tap and go' promises


	Microsoft avoids formal antitrust EC probe over abusive licensing claims by settling case with CISPE


	Microsoft exits OpenAI's boardroom to sidestep regulatory scrutiny


	Fear of commodity chip flood sparks EU probe into China's silicon ambitions


The Campaign for Fair Software Licensing - backed by Google - said that Microsoft's settlement was the "latest attempt to avoid regulatory scrutiny without addressing the underlying uncompetitive practices that impact millions of cloud customers worldwide.
"Even after this agreement is in place, Microsoft will continue to use its unfair software licensing practices to limit choice, drive up costs, and lock in customers. A settlement with some smaller European providers that excludes the vast majority of customers and cloud providers does nothing to address Microsoft's global anticompetitive behavior."
Microsoft declined to comment. (r)
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    Advance Auto Parts: 2.3M people's data accessed when crims broke into our Snowflake account

    
Letters from CISO Ethan Steiger suggest the data related to job applications    


    
        By 
Connor Jones        
    

    
        Posted in Cyber-crime,
        
            11th July 2024 13:15 GMT
        
    


    
Advance Auto Parts' CISO just revealed for the first time the number of individuals affected when criminals broke into its Snowflake instance - a hefty 2.3 million.
Ethan Steiger notified Maine's Attorney General on Wednesday of the extent of the damage - numbering this at 2,316,591 exactly - and the letter sent to victims confirms that the data potentially stolen includes names, dates of birth, social security numbers, and driver's license or other ID document numbers.
Steiger's letter also said Advance Auto Parts became aware of the intrusion on May 23, but now understands that the cybercriminal(s) behind the attack maintained access to its Snowflake instance between April 14 and May 24.
Two letter templates were included in the notification to Maine's AG - one for the 13,858 Maine residents affected by the attack and another which appears to be a general template designed for victims residing in other states.
The general version mentioned that the data accessed by the criminals was gathered and stored as part of the company's job application process, however, the Maine letter made no mention of this.
"On May 23, 2024, we learned that, like many other companies, an unauthorized third party gained access to certain information maintained by Advance Auto Parts within Snowflake, our cloud storage and data warehousing vendor," the letter reads. "We began an investigation to determine the nature and scope of the incident with the support of third-party experts and took measures to contain the incident and terminate the unauthorized access.
"Upon learning of the incident, we promptly terminated the unauthorized access and took proactive measures aimed at preventing future unauthorized access. We also notified law enforcement," it added. 
"In addition, we continue to work with third-party cybersecurity experts to take steps to further harden our systems and emerge from this incident an even more secure organization."
This week's notification is the first time Advance Auto Parts has officially admitted it was one of the major companies caught up in the large rash of Snowflake break-ins, joining the likes of Ticketmaster and Santander, whose storage was also broken into. 
The aftermarket auto parts dealer has been quiet about the incident on social media, its website's press corner, and hasn't before confirmed that it was a victim, let alone the scale of the data accessed.
What are the criminals saying?
The individual or group behind the attack uses the online alias Sp1d3r and previously put Advance's data up for sale on a cybercrime forum, asking for $1.5 million as a payment.
It seems Sp1d3r has done the usual cybercriminal trick of overinflating the figures in its advertisement of the data, though. Its forum post claims 380 million customer profiles were stolen which included names, email and home addresses, phone numbers, and more.
Sp1d3r alleged that among the 3 TB worth of data it stole were part numbers, SSNs, ID document numbers, demographic details, transaction details, loyalty and gas card numbers, and information about 358,000 staff.
The letters penned by CISO Ethan Steiger now suggest the scale was much smaller at just 2.3 million affected individuals, and the rest of the data types allegedly stolen to be bogus claims.
Snowflake latest
Advance Auto Parts' confirmation comes a day after Snowflake announced new policies available to storage admins that allow multifactor authentication (MFA) to be applied across entire organizations.


	Snowflake lets admins make MFA mandatory across all user accounts


	Fiend touts stolen Neiman Marcus customer info for $150K


	Snowflake data leaks snowball as more victims, perps, come forward


	Live Nation CFO on Taylor Swift ticket chaos: Don't blame me, bots made me crazy


Having consistently denied any suggestions that a break-in at Snowflake towers was to blame for the spate of data protection gaffes at its customers, the new measure aims to address the issue said to be at the heart of the incidents - that customers weren't enabling MFA where they perhaps should have been.
The announcement also suggested that it would make MFA mandatory across all human user accounts in the near future, but for now, it's just giving admins the opportunity to apply it organization-wide if they want to (they should). By default, MFA is still not enabled on Snowflake accounts and prior to this move, it had to be enabled on a per-user basis.
Ticketmaster is the other big name still embroiled in the Snowflake saga; it was also one of the first companies suggested to be affected.
The ticketing giant is still reportedly being extorted for $2 million by digi-rascals as part of an ongoing campaign that has recently seen 166,000 Taylor Swift tour ticket barcodes allegedly leaked on a cybercrime forum. 
The Register asked Ticketmaster for a statement but it didn't immediately respond. (r)
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    European Commission accepts Apple's 'tap and go' promises

    
Makes third-party wallets getting iOS NFC access a 'legally binding' thing    


    
        By 
Richard Speed        
    

    
        Posted in Personal Tech,
        
            11th July 2024 12:34 GMT
        
    


    
Apple has avoided a potential hefty fine and an antitrust case in Europe after making concessions that include opening up access to iPhone hardware needed for "tap and go" applications.
An investigation was launched into alleged anti-competitive practices around Apple Pay in 2022. One major concern was that Apple restricted access to Near-Field Communication (NFC) tech to its own Apple Pay solution at the expense of third-party alternatives.
During the investigation, the EC made the preliminary conclusion that Apple was indeed abusing its position to keep rivals at bay.
Earlier this year, Apple announced some major changes to its mobile operating system, which included developer access to NFC hardware for contactless payments. It also offered a commitment to allow a third-party payment app to be set as default by users as well as "a monitoring mechanism and separate dispute settlement system to allow for independent review of Apple's decisions restricting access."
The EC market tested the suggestions and, after some consultation, Apple tweaked its proposal to make it easier for developers to prompt users to change their default payment app and removed the requirement for developers to have a license as a Payment Service Provider (PSP) or a binding agreement with a PSP to access the NFC input.
Other modifications to the proposal included shortening deadlines for resolving disputes.
The EC concluded that Apple's final commitments were good enough - at least in terms of addressing this particular area of competition concern - and has elected to make them legally binding under EU antitrust rules.
According to the EC: "If the company concerned does not honor such commitments, the Commission may impose a fine of up to 10 percent of its total annual turnover, without having to find an infringement of EU antitrust rules, or a periodic penalty payment of 5 percent per day of its daily turnover for every day of non-compliance."


	China's Big Tech companies taught Asia to pay by scanning QR codes, but made a mess along the way


	Japan forces Apple and Google to allow third-party app stores and payments


	Here's a fun idea: Try to unlock and drive away in someone else's Tesla


	Live Nation CFO on Taylor Swift ticket chaos: Don't blame me, bots made me crazy


	EU-turn! Now Apple says it won't banish Home Screen web apps in Europe


Margrethe Vestager, Executive Vice-President in charge of competition policy, said of the decision: "It opens up competition in this crucial sector, by preventing Apple from excluding other mobile wallets from the iPhone's ecosystem.
"From now on, competitors will be able to effectively compete with Apple Pay for mobile payments with the iPhone in shops. So consumers will have a wider range of safe and innovative mobile wallets to choose from."
The commitments, which apply to developers and users in the European Economic Area (EEA) will remain in force for ten years.
The Register contacted Apple for its take on the decision. The company has yet to respond. (r)
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    AMD buys developer Silo AI in bid to match Nvidia's product range

    
First it comes for market leader's GPUs ... now it's nibbling at software    


    
        By 
Dan Robinson        
    

    
        Posted in AI + ML,
        
            11th July 2024 12:04 GMT
        
    


    
AMD is set to swallow software biz Silo AI for $650 million in a bid to boost its own enterprise AI wares.
The chipmaker has signed a definitive agreement to buy Finnish developer that styles itself as "the largest private AI lab in Europe." The all-cash transaction is expected to close in the second half of this year, subject to the usual regulatory approvals.
AMD describes this as another step in efforts to build "end-to-end AI solutions based on open standards and in strong partnership with the global AI ecosystem." In practice, this is likely to mean bolstering its offerings against those of rival Nvidia, whose GPUs are backed by a comprehensive software stack for AI development.
Silo AI's CEO and co-founder Professor Peter Sarlin is to continue to lead the Silo AI team as part of the AMD Artificial Intelligence Group, reporting to AMD senior vice president Vamsi Boppana.
"Across every industry, enterprises are looking for fast and effective ways to develop and deploy AI solutions for their unique business needs," Boppana said in a statement.
Silo AI was founded in 2017 by Sarlin and ex-Nokia CTO Tero Ojanpera, among others. The company says it specializes in helping customers integrate AI features into their products, services and operations.
As well as Europe, Silo AI has operations in North America and lists companies such as Philips, Rolls-Royce, Allianz and Unilever as customers. It claims to have delivered more than 200 production-level AI projects to date.
"We have a well-established history of building successful AI products and delivering value to our customers," Sarlin claimed. "We look forward to becoming part of AMD to further scale our impact and develop enterprise solutions and AI models that address the most complex challenges with deploying AI at scale today."
AMD has invested over $125 million in a number of other AI companies in the last 12 months, but that figure is dwarfed by the $665 million to acquire Silo AI. Clearly, AMD believes it is worth it.
"While the deal will not materially impact AMD's financial performance, it has the potential to unlock a significant amount of business in the future," said AMD's Boppana in an interview.
TechMarketView principal analyst Simon Baxter noted that Nvidia continues to dominate the market both in sales of AI chips and the number of enterprise agreements it holds with tech suppliers.  
"Competitors like Intel and AMD still have a lot of catching up to do, but are investing significantly in both the hardware side, and in gaining more of a share of the market for AI solutions," he added.
Intel's GPUs have been something of a flop in recent years, and so it has focused instead on more specialized silicon like the Habana Gaudi3 chips.
AMD, however, has been catching up with Nvidia in the GPU stakes - its MI300X product is believed to be a match for Nvidia's H100 for some tasks, the company is promising the MI325 with 288 GB of HBM3E memory this year, and the MI350 is coming next year to compete against Nvidia's Blackwell B200.


	China's homebrew openKylin OS creates a cut for AI PCs


	France poised to bring 'charges against Nvidia'


	Etched looks to challenge Nvidia with an ASIC purpose-built for transformer models


	Linux geeks cheer as Arm wrestles x86


But the market for AI is wide open, and filled not only with other AI developers like Silo AI, but also enterprise vendors including Dell and HPE that are touting their credentials as one-stop providers of AI solutions, largely tied to Nvidia GPUs and its AI Enterprise suite platform.
In light of this, Omdia Chief Analyst Roy Illsley questioned the wisdom of the move.
"This sounds like AMD following Nvidia, albeit many years behind. So I do question why and what they expect to gain from this," he told The Register.
"Having the entire stack from hardware to software sounds appealing, but in my opinion this approach will eventually be replaced with a model more like we have with virtualization; the hardware and software will be separated so that customers have greater choice," Illsley said. (r)
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    Boeing's Starliner set for extended stay at the ISS as engineers on Earth try to recreate thruster issues

    
We all know the pain of reproducing that one pesky problem in test    


    
        By 
Richard Speed        
    

    
        Posted in Science,
        
            11th July 2024 11:27 GMT
        
    


    
Boeing's Starliner spacecraft is set to spend a little longer attached to the International Space Station (ISS) as engineers on the ground work to recreate the oddities seen in orbit.
During a briefing on July 10, mission managers admitted that engineers had not been able to recreate the conditions that caused problems for the vehicle's Reaction Control System (RCS) thrusters during docking.
During its docking with the ISS, Starliner lost five thrusters. Four were recovered, but the cause has left engineers scratching their heads as they attempt to reproduce the problem in ground tests before signing off Starliner for a nominal return to Earth. According to NASA and Boeing, Starliner could be used in the event of an emergency, but engineers want to maximize the time available for testing before the service module, where the thrusters are housed, is discarded ahead of re-entry.
In an earlier briefing with the Boeing Starliner Crew Flight Test astronauts, Butch Wilmore and Suni Williams, the duo reported being more than happy about getting some bonus time onboard the ISS.
However, while praising the spacecraft's performance, Wilmore noted that the thrust degradation was detectable during the docking process. The duo also stopped short of wholeheartedly endorsing Starliner for future missions. Wilmore said: "There have been multiple issues with every spacecraft that's ever been designed."
"We did have some degradation in our thrusters ... and that's why we're staying: because we're going to test it ... we are going to get the data that we need to help inform our decisions so we make the right decisions."
As it stands, a definitive return date for the crew remains elusive. Managers said that testing on the thrusters and helium leaks, which have also caused engineers headaches, should be complete by next week, meaning a nominal undocking is potentially on the cards for the end of July.


	Trouble in space as Boeing's not going, and China's back from the Moon


	Starliner to remain docked to the ISS into July - with no new departure date


	NASA hits wrong button, broadcasts ISS emergency training by mistake


	NASA, Boeing opt to fly leaky thruster as-is for first crewed Starliner CST-100 mission


Although managers have become comfortable with going beyond the initial 45-day limit set by the lifetime of batteries onboard Starliner, describing them as healthy and showing no sign of performance anomalies, getting the spacecraft away by the end of July is important to avoid a potential conflict with a Crew Dragon handover in August.
Should Starliner's stay be extended further, then managers will likely have to move from their preferred method of crew handover, where both crews are onboard at the same time, to the indirect method first used in the Crew Dragon program when the Crew-2 astronauts were returned before the Crew-3 astronauts launched. (r)
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    Privacy expert put away for 9 years after 'grotesque' cyberstalking campaign

    
Scumbag targeted many victims - and those who tried to help them    
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A scumbag who used to work as a privacy consultant has been put behind bars for nine years for a "grotesque" cyberstalking campaign against more than a dozen victims.
Sumit Garg, 33, of Seattle, was indicted [PDF] in March 2021 and has been held in a US federal prison in Washington state. He was convicted in March this year of conspiracy to engage in cyberstalking, three counts of cyberstalking in violation of a criminal order, and three counts of cyberstalking.
Garg's former roommate, identified as "victim 1" in court documents, received thousands of threatening emails, phone calls, texts, and social media messages in which Garg threatened to murder, torture, and rape her. She eventually obtained a civil protection order against Garg, which he ignored.
Garg then targeted that victim's uncle - the attorney who represented her in obtaining the protection order - plus her boyfriend, a Seattle police detective who investigated the threats, and the deputy prosecuting attorney working on Garg's stalking case.
At a sentencing hearing on Tuesday, US District Judge John Coughenour told Garg's victims: "I can't give you the level of protection for the length of time that you deserve...I can't give you blanket protection for 30 to 40 years."
The case dates back to 2019 when Garg shared a two-bedroom apartment in Seattle with his wife and victim 1. While the three shared housing, Garg snuck into the victim's room, stole her diary, left his fingerprints on "multiple pages," and read private details about her previous relationships.
Garg then started calling the roommate by a nickname Spicy, and sent her texts, emails, and online messages of a sexual nature, some referencing details from her diary.
In July 2019, the roommate reported the harassment to the police and sought a protective order against Garg, after which he and his wife tried to blame the victim and accused her of making false police reports, according to prosecutors.
Garg and the victim eventually reached a settlement agreement. The conditions of that deal included an agreement not to have direct or indirect contact with the victim.
Garg instead escalated his campaign of abuse by establishing thousands of internet accounts for the sole purpose of stalking and harassing the victim. According to prosecutors, Garg used his computer skills to try to hide his identity as he was sending the threats and making posts.
One of these included an email sent to the victim with the subject line: "Don't be scared." It read, in part:


Spicy,


Do you really think a few days in jail was going to scare me?


Don't be scared. I won't kill you.


It is too easy and not nearly enough punishment for your crimes.


I have other ideas to take care of you.


Garg also snuck into the victim's apartment building in October 2020 after sending her a text that contained threats of sexual violence.
According to court documents [PDF]:


At 1911 hours, Victim-1 received an email from sumitgargied92[@]gmail.com with the subject "Hey babe", which had three photographs attached to it. The photographs were of the building's lobby fireplace, seating area, and a deli connected to the building. The Exchangeable Image File (EXIF) data for the photos indicate that the photos were taken by a Google Pixel 3a phone on October 10, 2020, on or about the time the man entered the lobby. Google records indicate that a Google Pixel 3a phone was associated with Garg's personal email account (SUBJECT ACCOUNT 4), and -- as discussed below -- SPD later seized a Google Pixel 3a phone (SUBJECT CELLPHONE 1) from Garg.


The apartment building's surveillance cameras caught Garg on video, in the lobby, at the same time the photos were taken.
On November 1, 2020, Garg was arrested and charged with one count of felony cyberstalking. He was also issued a no-contact order prohibiting Garg from having any contact with the victim, her uncle, and her boyfriend.


	eBay to cough up $3M after cyber-stalking couple who dared criticize the souk


	Miscreants leak texts and info siphoned by Android stalkerware app LetMeSpy


	Cloudflare tries to explain why it protects far-right forums that stalk and harass victims


	Cancer patient forced to make terrible decision after Qilin attack on London hospitals


His victims - and there are overall more than just described here - did get a brief respite from Garg while he was in jail for about two weeks. "Notably, the harassing messages to many of the victims stopped up until the day before Garg was released from custody," according to the court documents.
However, when Garg was released on November 13, 2020, the threatening messages resumed, despite the perp being subject to electronic monitoring.
"While Garg appears to have delighted in his victims' suffering, he appears to be utterly incapable of empathizing with others," prosecutors noted in their sentencing memo.
They continued: "With an apparently insatiable desire to even the score, Garg took a simple rent dispute between roommates, and escalated it into a massive cyberstalking campaign against an ever-growing number of victims, making grotesque and violent threats that are almost impossible to fathom." (r)

  If you or anyone you know needs help, the US Center for Victims, the UK's Victim support resources list and Australia's Lifeline may be able to offer assistance.
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    Firefox 128 bumps system requirements for old boxes

    
Get comfortable, it'll be here for a while    


    
        By 
Liam Proven        
    

    
        Posted in Software,
        
            11th July 2024 09:34 GMT
        
    


    
Firefox 128 is out with a relatively modest feature set - but it will also be the latest Extended Support Release (ESR) release, meaning that the end for Firefox 115 is coming into view.
Firefox version 128 started to trickle out to users this week. Although most of the new features aren't very exciting, this version is significant because it's Mozilla's new Extended Support Release - in other words, the annual long-term support versions of Firefox, which are supported for roughly a year after release.
The current Firefox ESR is version 115, released in July 2023, and as we noted at the time version 115 was significant for users of Windows 7 and 8.x - and macOS 10.12, 10.13, and 10.14 - because it was the final Firefox release for those OSes. That hasn't changed. The system requirements for version 128 are Windows 10 or newer, and macOS 10.15 Catalina or newer.
Alongside this vulture's experimental Windows XP 64 machine - which is still working perfectly fine, thanks - we also keep a testbed copy of Windows 7 around. While most of the computers at the Vulture Towers Irish Sea division run some form of Unix, we do occasionally boot Windows for a laugh, and we find Windows 7 considerably more pleasant to use than any later version. We also have two old Intel Macs that are unsupported by anything newer than macOS 10.13 High Sierra. Both our Win7 laptop and our Mac Mini run Firefox 115 as their default browser, so a new Firefox ESR is a death knell for them.
Firefox 115 is planned to reach end-of-life in September 2024, but all is not lost just yet. In a recent Reddit "Ask Me Anything" session, some Mozilla developers pledged to keep Windows 7 support going as long as possible. Mozilla's Senior Director of Product Management, Byron Jourdan, said:


We're planning to extend support for Windows 7 users past the currently planned date and give them better options for migrating to a new PC when they choose to ... It does include 8 and 8.1, I should have said that earlier.


Sadly, the discussion did not mention whether this covers older macOS versions as well. We've asked Mozilla if it can tell us anything more, and will update this story if we hear back.
[image: Firefox 128 has a new, simpler dialog box to select which private data you want to clear.]
Firefox 128 has a new, simpler dialog box to select which private data you want to clear - click to enlarge


In terms of new features in this version, there isn't much to report. Firefox 128 finally fixes bug #33654, which was opened all the way back in March 2000 - a quarter of a century ago - making it as old as some personal friends of this grumpy vulture. This release is now available in the Saraiki language, also known as Seraiki, Siraiki, Multani, or Belochki, which should be well received in parts of Punjab.


	Mozilla is trying to push me out because I have cancer, CPO says in bombshell lawsuit


	Privacy features lose their way in latest Firefox update


	What's up with Mozilla buying ad firm Anonym? It's all about 'privacy-centric advertising'


	Mozilla defies Kremlin, restores banned Firefox add-ons in Russia


If you use Firefox's native tab bar, it can show previews for unfocused tabs. (Around these parts, we still strongly advocate vertical tabs. We still find it shameful Firefox does not do them natively. Some partial observers, notably former Mozilla developer Jamie Zawinski, go rather further in their criticisms.)
[image: There's a new option to permit 'privacy-respecting ad measurement.' Still preferable to Chrome, though.]
There's a new option to permit 'privacy-respecting ad measurement.' Still preferable to Chrome, though - click to enlarge


Protected streaming content can now be played in private windows. (If you're wondering why, there's a song about that.) There's also a revamped dialog box for clearing private data, which has options for history, cookies, cache files, and site settings, and lets you choose the time period. There is a new option called "Website Advertising Preferences" to govern tracking of anonymous advertising data. This may be connected with Mozilla's recent acquisition of an ad metrics company - or as JWZ puts it, Mozilla is an advertising company now.
Existing users on Windows and Mac need merely pick the "About Firefox" option to get the update. Linux users will get the update from their distro vendor, or you can download it directly. (r)
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    Speed limiters arrive for all new cars in the European Union

    
Driving a new car in the EU? Get ready for a cacophony of beeps and whistles if you're a bit heavy on the go pedal    
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            11th July 2024 08:35 GMT
        
    


    
It was a big week for road safety campaigners in the European Union as Intelligent Speed Assistance (ISA) technology became mandatory on all new cars.
The rules came into effect on July 7 and follow a 2019 decision by the European Commission to make ISA obligatory on all new models and types of vehicles introduced from July 2022. Two years on, and the tech must be in all new cars.
European legislators reckon that the rules will make for safer roads. However, they will also add to the ever-increasing amount of technology rolling around the continent's highways. While EU law has no legal force in the UK, it's hard to imagine many manufacturers making an exemption for Britain.
So how does it work? In the first instance, the speed limit on a given road can be detected by using data from a Global Navigation Satellite System (GNSS) - such as Global Positioning System (GPS) - and a digital map to come up with a speed limit. This might be combined with physical sign recognition.
If the driver is being a little too keen, the ISA system must notify them that the limit has been exceeded but, according to the European Road Safety Charter "not to restrict his/her possibility to act in any moment during driving."
"The driver is always in control and can easily override the ISA system."
There are four options available to manufacturers according to the regulations. The first two, a cascaded acoustic or vibrating warning, don't intervene, while the latter two, haptic feedback through the acceleration pedal and a speed limiter, will. The European Commission noted, "Even in the case of speed control function, where the car speed will be automatically gently reduced, the system can be smoothly overridden by the driver by pressing the accelerator pedal a little bit deeper."
The RAC road safety spokesperson Rod Dennis said: "While it's not currently mandated that cars sold in the UK have to be fitted with Intelligent Speed Assistance (ISA) systems, we'd be surprised if manufacturers deliberately excluded the feature from those they sell in the UK as it would add unnecessary cost to production."


	Tesla parental controls keep teenage lead feet in check


	GhostStripe attack haunts self-driving cars by making them ignore road signs


	Google Street View car careens into creek after 100mph cop chase


	Oh snap! The road's closed. Never mind, Google Maps has a plan...


This writer has driven a car equipped with the technology, and while it would be unfair to name and shame particular manufacturers, things are a little hit-and-miss. Road signs are not always interpreted correctly, and maps are not always up to date, meaning the car is occasionally convinced that the speed limit differs from reality, with various beeps and vibrations to demonstrate its belief.
Dennis cautioned, "Anyone getting a new vehicle would be well advised to familiarise themselves with ISA and how it works," and we would have to agree.
While it is important to understand that the technology is still a driver aid and can easily be overridden, it is not hard to detect the direction of travel. (r)
    






        





This article was downloaded by calibre from https://go.theregister.com/feed/www.theregister.com/2024/07/11/speed_limiters_arrive_for_all/



	Previous
	Articles
	Sections
	Next





	Previous
	Articles
	Sections
	Next







    
        Original URL: https://www.theregister.com/2024/07/11/estate_ransomware_veeam_bug/
    

    You had a year to patch this Veeam flaw and now it's going to hurt

    
LockBit variant targets backup software - which you may remember is supposed to help you recover from ransomware    
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        Posted in Patches,
        
            11th July 2024 07:28 GMT
        
    


    
Yet another new ransomware gang, this one dubbed EstateRansomware, is exploiting a Veeam vulnerability that was patched more than a year ago to drop file-encrypting malware, a LockBit variant, and extort payments from victims.
Veeam fixed the flaw, tracked as CVE-2023-27532, in March 2023 for versions 12/11a and later of its backup and replication software. The high-severity bug earned a 7.5 CVSS rating.
"Replication component allows an unauthenticated user operating within the backup infrastructure network perimeter to obtain encrypted credentials stored in the configuration database," the software vendor advised when it spotted the bug, before adding: "This may lead to an attacker gaining access to the backup infrastructure hosts."
It now appears not all Veeam users got the patching-is-important memo, and now at least one criminal gang is exploiting unpatched systems to deploy ransomware.
Security researchers at Singaporean outfit Group-IB security researchers spotted EstateRansomware in early April, and say the crew gains initial access into targeted networks by brute force attacks against FortiGate firewall SSL VPN appliances using a dormant account.
According to analysis from Group-IB, subsequent VPN connections originated from a US-based IP address. After brute forcing their way in using valid credentials, the intruders established remote desktop protocol connections from the firewall to the failover server, we're told.
"An examination of the firewall configuration file revealed an existing RDP bookmark that granted access to the failover server," wrote Group-IB digital forensic analyst Yeo Zi Wei. "This bookmark, associated with the 'Acc1' VPN account, enabled the threat actor to access the failover server via RDP without requiring additional credentials.
The EstateRansomware gang then used this remote access to deploy a backdoor and scheduled it to execute daily to ensure persistent access to the victim's environment.
Next, the criminals used this access to steal user credentials and exploit the backup and replication software's vulnerability -- just as Veeam had warned could happen if users didn't patch when it issued the fix back in March 2023.
The attack likely originated from a folder named "VeeamHax" on the file server against a vulnerable version of the software, the threat team hypothesized. And after accessing this folder the criminals activated xp_cmdshell (a stored SQL server procedure to execute Windows shell commands) and created a new account called "VeeamBkp."
"There is a strong likelihood that CVE-2023-27532.exe and VeeamHax are linked to the Proof of Concept published by [pen-testing outfit] Horizon3 and [Rapid7 security researcher] sfewer-r7 on GitHub," Wei noted. "Both the file server and backup server were identified to be running vulnerable versions of Veeam Backup & Replication: v9.5.2855 and v9.5.0.1922, respectively."
The thieves used several network scanning and password recovery tools, including SoftPerfect Netscan and Nirsoft, to collect information on hosts, open ports, file shares, and to steal credentials.
The crims also used these compromised accounts to access the Active Directory (AD) and other servers, and then disable Windows Defender before deploying the ransomware payload, which is a variant of LockBit 3.0 that encrypts files and clears logs.


	Ransomware crews investing in custom data stealing malware


	Malware that is 'not ransomware' wormed its way through Fujitsu Japan's systems


	ViperSoftX variant spotted abusing .NET runtime to disguise data theft


	Eldorado ransomware-as-a-service gang targets Linux, Windows systems


It's unclear how many victims were infected by EstateRansomware's data-locking malware. We've reached out to Group-IB for more information about the ransomware campaign.
Veeam Software spokesperson Heidi Monroe Kroft declined to answer specific questions about the ransomware attack but noted that the software provider released a patch to plug the hole on March 6, 2023.
"This was directly communicated to all our VBR customers," Kroft told The Register. "A Knowledge Base article was published detailing the issue. When a vulnerability is identified and disclosed, attackers will still try to exploit and reverse-engineer the patches to use the vulnerability on an unpatched version of Veeam software in their exploitation attempts."
This, she added, "underlines the importance of ensuring customers are using the latest versions of all software and patches are installed in a timely manner."
In other words: get those software updates if you want to avoid becoming a malware victim.
Group-IB's research on EstateRansomware's malware campaign echoes another ransomware report published today. This one, from Cisco Talos, analyzed the tactics, techniques and procedures (TTPs) favored by the top 14 ransomware groups. Talos found that the "most prolific" criminals on the scene prioritize gaining initial access via valid account credentials. (r)
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    Xen Project in peril as colo provider housing test platform closes

    
Admits it may struggle to fund and implement replacement infrastructure    
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The Xen Project, creator and manager of the open-source Xen hypervisor and associated tools, has warned its community of potential problems flowing from the imminent closure of the colocation facility it uses.
"We regret to inform you that the Xen Project is currently experiencing unexpected changes due to the sudden shutdown of our colocated data center facility by Synoptek," opens a Wednesday post penned by community manager Kelly Choi.
"This incident is beyond our control and will impact the continuity of OSSTest (the gating Xen Project CI loop), which we heavily rely on as a project," Choi added. OSSTest is a custom tool that the Project has used for over a decade to check its code.
Choi therefore bemoaned the "inconvenience this may cause to our users and stakeholders" and assured them "we are working diligently to consider different solutions as swiftly as possible."
But probably not swiftly enough to avoid problems, as Choi warned the instance of the OSSTest facility housed at Synoptek "will likely be disrupted with an anticipated shutdown date of October 31st, 2024."
"The potential consequence of this shutdown may mean availability of OSSTest will be impacted, therefore affecting the number of bugs being caught," Choi added. "Contributors may experience quality issues with code, or face slower response times as our technical community spends more time resolving issues."
Given that the Xen Project's main effort is a hypervisor, and VMs running on top of hypervisors is a technique often used to make applications portable and resilient, this situation suggests the Project has not eaten its own dogfood - or that OSStest needs to run on bare betal.
Choi's post explains the Project is considering the following options:

	Move our current hardware to a different co-location.


	This could be another provider, a member of the Advisory Board, a University, or a similar organization that offers services for Open Source projects.


	This could include moving all the infrastructure, or just part of it, depending on costs and space available at the destination.






	Abandon our hardware, and either re-create OSSTest from scratch at a different location or switch to a different test system (Gitlab CI).


None of those options appear palatable, as Choi writes the Project is not sure its hardware would survive a move. Nor is the org confident it could acquire new hardware and replicate OSStest, its custom automated testing tech.
"As a last resort, abandoning OSSTest has been discussed," Choi revealed. "The project has no replacement for test coverage similar to what OSSTest provides. Even if Gitlab CI expanded test coverage similar to what OSSTest currently covers, some features are unlikely to be replicated: automatic bisections on regressions and testing of external projects (Linux kernel, QEMU, OVMF...).
"We apologize for the inconvenience caused by this unexpected announcement and appreciate your understanding and patience as we navigate this challenging situation," Choi wrote, before concluding "Your trust and continued support are invaluable to us, and we remain committed to developing a powerful and reliable open-source hypervisor."


	Xen Project improves the art of virtual machine maintenance with annual hypervisor release


	XenServer is back, with a rebranded Citrix Hypervisor and a tasty three-host freebie


	How Citrix dropped the ball on Xen ... according to Citrix


	Xen Project officially ports its hypervisor to Raspberry Pi 4


Suffice to say this situation is very bad news for the Xen Project, as Choi's post points to a lack of human and financial resources at a time the Project's influence has waned as hyperscalers chose other hypervisors and Citrix - once Xen's champion - largely dropped the ball on its own products using the tech. While the likes of CXP-NG have given the platform new impetus, in these cloudy times hypervisors are less visible and/or less important.
The Xen Project has tried to keep itself relevant by prioritizing embedded platforms in industries like automotive, and a port to the RISC-V architecture.
We've asked Synoptek, an IT service provider that offers colo services, for comment - if only because in the current climate it's unusual for a datacenter to close. We'll update this story if we receive substantial information. (r)
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    Japanese space agency spotted zero-day attacks while cleaning up attack on M365

    
Multiple malware attack saw personal data acessed, but rocket science remained safe    
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The Japanese Space Exploration Agency (JAXA) discovered it was under attack using zero-day exploits while working with Microsoft to probe a 2023 cyberattack on its systems.
JAXA's systems came under in attack in late 2023, with its Active Directory implementation taking the brunt of it.
An investigation ensued, and saw networks taken offline to verify that no classified data on rockets, satellites, or national security was compromised.
Unauthorized access to Microsoft 365 (M365) was found to be the start of the incident. JAXA asked Microsoft to help with the probe and together found no further breaches, the agency revealed.
But the space org's statement also revealed the discovery of malware found and removed by an actor other than Microsoft. And then there's the mention of zero-day attacks in the last sentence of a section about countermeasures like closer network monitoring and improve remote access security the agency adopted.
"In the course of taking the above measures and strengthening monitoring, we have detected and responded to multiple unauthorized accesses to JAXA's network since January of this year (including zero-day attacks), though no information was compromised," the statement reads.
The 2023 breach did provide the attackers with some information hosted in JAXA's MS365 service, including personal information.
Luckily, the compromised systems are believed to not include sensitive information related to launch vehicles and satellite operations. The space agency also dismissed potential impact on cooperation with domestic and international partners from the attack.


	Users rage as Microsoft announces retirement of Office 365 connectors within Teams


	Japan's space agency suffers cyber attack, points finger at Active Directory


	JAXA's Akatsuki probe goes silent after more than a decade studying Venus


	Japan's space agency enlists train operator's AI to foresee in-orbit failures


Because the attacker used multiple unknown strains of malware, it was difficult to detect the unauthorized access, explained JAXA. Initial entry to JAXA's internal servers and computers was likely gained by exploiting a VPN vulnerability. The attacker then expanded its unauthorized access and compromised the space agency's user account information. That account information in turn was used to access the MS365 services.
The newly found cyberattacks adds to a growing list for JAXA. The agency was breached in both 2016 and 2012. The 2016 attack led to the arrest of a Chinese national affiliated with the Chinese Communist Party (CCP) and living in Japan.
The 2023 attack has not publicly been attributed to a person or organization. Considering the 2016 attack took five years before legal action was taken, that may still be a while coming. (r)
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    Apple, Google, ease cross-cloud data transfers, perhaps with costly catch

    
The joy of cloudy interoperability may be dampened by differently-sized free storage tiers    
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Google and Apple have signed off on a tool that their cloud photo storage services interoperable, but it may come at a cost to some users.
The tool was created under the auspices of the Data Transfer Initiative (DTI), an entity formed in 2023 that sees Apple, Meta, and Google work to enable data portability between different services. The DTI is heir to the Data Transfer Project, which saw Microsoft and Twitter join the aforementioned three tech giants in pursuit of the same goals.
The DTI develops a software stack that enables data portability, and its members work to ensure their services are interoperable.
Apple has previously made it possible to export photos and videos from iCloud to Google Photos.
As of Wednesday, it's possible to send data the other way - from Google Photos to iCloud.
Which is where things might get awkward, as the free tier on Google Photos is 15 gigabytes.
iCloud maxes out at 5GB before Apple starts to ask for money. And ask, and ask, and ask: owners of iThings will know that once they hit 5GB their devices are not shy of suggesting an upgrade to a paid iCloud plan.


	Big Tech's eventual response to my LLM-crasher bug report was dire


	Microsoft exits OpenAI's boardroom to sidestep regulatory scrutiny


	How tech went from free love to pay-per-day


	Australian billionaire wins right to sue Facebook in the US over scam ads


iCloud accounts can also fill quite quickly, because devices running iOS backup into Apple's cloud storage locker, meaning little space is left for pics 'n' vids.
iCloud storage is modestly-priced, at $0.99/ PS0.99 a month for 50GB in the USA and UK respectively. But it's still more than the cost of storing 5.1-15GB in Google Photos.
The DTI is nonetheless chuffed that Apple and Google have made their data-sharing relationship reciprocal, as that's an aim the org holds dear.
Its announcement of the tool also hints at more to come.
"We are nowhere near the end of the data portability journey and every day we continue to explore new services and partners," the org stated.
Users who want to make this new tool work can learn how from guides posted by Apple and Google. (r)
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    China's homebrew openKylin OS creates a cut for AI PCs

    
Devs of OS named for a mythical beast join in the 'local models will will deliver legendary productivity' trope    
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China has jumped on the AI PC bandwagon, with the team behind local OS openKylin creating a cut of its Linux-based software that can run AI models on the desktop.
Revealed on Sunday, openKylin for AIPC was touted as including "a series of intelligent functions including AI assistant, intelligent text map, intelligent fuzzy search, etc", all using on-device models rather than needing to reach a cloud. The AI functions are supposedly deeply integrated into the UI and will fundamentally change and improve the experience of using a PC, according to the outfit's post.
Which sounds great ... but sadly at the time of writing the OS is absent from the openKylin download page. So is info on the models the OS will use, and what openKylin's developers consider as the specs for an AI PC.
The OS does, however, run on x86, Arm, and RISC-V silicon. Some PC processors built on the first two architectures already include neural processing units (NPU) - co-processors dedicated to handling AI workloads that are generally accepted to be an essential requirement for an AI PC. When Intel championed the concept of an AI PC, it defined them as any laptop packing its Meteor Lake processors, which included NPUs that can process around 11.5 trillion operations per second (TOPS).
Microsoft later created a new category of AI PC it called the "Copilot+ PC" and defined as including a 40 TOPS NPU that at the time was only available in Qualcomm's Snapdragon X SoCs, which use the Arm architecture. Intel and AMD assure us they'll match, and beat, that performance in coming releases.
The terms "AI PC" and "Copilot+ PC" are now used interchangeably, but as Intel CEO Pat Gelsinger has lamented, benchmarks to compare machines do not yet exist.


	PC sales inch upwards as market starts to upgrade its hardware


	Loongson CPU that performs like 2020 Core i3 makes its way to Chinese mini PCs


	AI PC vendors gotta have their TOPS - but is this just the GHz wars all over again?


	Chinese schools testing 10,000 locally made RISC-V-ish PCs


Chinese processor-makers, meanwhile, are yet to debut NPUs.
Beijing, however, is increasingly keen for government agencies and businesses to run local technology instead of importing tech developed elsewhere.
Until Chinese chip champs like Loongson step up with NPUs of their own, openKylin's AI experiment won't be on top of many local buyers' shopping lists - perhaps appropriate given that the project's name is taken from that of a mythical beast. (r)
    






        





This article was downloaded by calibre from https://go.theregister.com/feed/www.theregister.com/2024/07/11/openkylin_os_aipc_edition/



	Previous
	Articles
	Sections
	Next





	Previous
	Articles
	Sections
	Next







    
        Original URL: https://www.theregister.com/2024/07/11/ngl_messaging_app/
    

    Anonymous 'ask me anything' chat app NGL ordered to knock it off targeting kids

    
Hitting youngsters with faked texts and calling them suckers is a bit of a no-no, watchdog sniffs    
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The US Federal Trade Commission has thrown the book at NGL Labs and its founders for allegedly breaking a depressing amount of child internet safety law.
NGL Labs, founded by Raj Vir and Joao Figueiredo, in December 2021 launched a chat app also called NGL that encouraged its users to say to others: "Ask me anything." As anyone on the internet for a while knows, inviting strangers to ask others anonymous questions rarely ends well. Each NGL user was given a personal link they could share - ostensibly with friends or on social media - through which they could exchange anonymous messages with others.
The FTC subsequently claimed NGL did so many things wrong. In a statement, the watchdog's boss Lina Khan alleged the app maker "unlawfully exploit[ed] kids for profit," and accused NGL of breaking the law by advertising its anonymous Q&A app to under-18s, faking messages from seemingly real but actually nonexistent people to children to encourage subscription signups, and lying about the capabilities of its AI content moderator.
The finer details are laid out in this legal complaint [PDF] drawn up by the FTC and the Los Angeles District Attorney's Office.
It's said the chat app was heavily marketed toward kids, and as the complaint highlights, this is a red flag as anonymous messaging and children don't mix well.
NGL explicitly said its app was "a fun yet safe place" and that "young people" could "share their feelings without judgment." Marketing for the app featured the software being used via Instagram, Twitter, and Snapchat for discussing topics relevant to kids, such as school, parents, and children's TV shows, according to the FTC.
Founders Vir and Figueiredo were apparently so focused on advertising to kids that the duo directly asked high schoolers to use the app, we're told. The software's unnamed product lead suggested they "get 10 kids at one high school[.] Have them post [the NGL App link] and replies[.] Combo with influencer so it looks cool[.]," it's claimed.
"We need high schoolers not 20 something[s]," the complaint quotes that product lead as saying.


	Supreme Court orders rethink on Texas, Florida laws banning web moderation


	US Surgeon General wants cigarette-style health warning labels on social networks


	EU probes Meta over its provisions for protecting children


	Reddit rolling out AI bouncer to halt harassment


The FTC said those at NGL had read news articles about the harm caused by similar anonymous Q&A apps, including Yolo, and that the founders of NGL had contacted the Yolo chief exec for design advice "despite being aware of the harms that Yolo had caused." Another red flag in the watchdog's mind.
Further compounding this issue, the complaint alleges NGL's AI-powered content moderating software didn't prevent bullying from taking place because it didn't work. Due to that ineffective moderation, the app's developers apparently received plenty of complaints about cyberbullying via their application, which in one case escalated to an attempted suicide in June 2022, it is said. Additionally, there were multiple instances of self-harm linked to usage of the app, it is claimed.
NGL, it's alleged, made no attempt to stem the tide of cyberbullying on its app despite a commitment in its so-called "safety center" reading "if your child is the target of bullying on NGL, we're here for you and your family and can help you handle it in the best way possible."
Almost as an aside, the FTC and the LA District Attorney claim NGL violated America's Children's Online Privacy Protection Act (COPPA) for knowing that some of its users were under 13 yet decided to keep their personal information anyway, even after receiving complaints from parents.
Users who signed up for NGL's subscription branded 'suckers'
To actually make money from NGL's young audience, the complaint says, the app's founders tried to get users to sign up for an expensive subscription to NGL Pro.
Here's one way that would happen, allegedly: Although those who sent messages on NGL were supposed to be anonymous, the biz said subscribers to NGL Pro could get "hints" as to a sender's identity, such as their location or phone model, if the receiver paid up. Messages sent to non-subscribers were paired with a "who sent this" button that directed users to a page where they could buy NGL Pro to find out that info, the FTC said.
Obviously, those hints, as alleged, involved leaking private information, which the FTC frowns upon.
In addition to that, to get people to pay for NGL Pro, Vir and Figueiredo created over a thousand unique "fake messages" that users could receive from seemingly real but actually imaginary people to entice those users to sign up, the Feds claim. Those messages would also have a "who sent this" button pointing to a subscription page even though no one real actually sent them, it is alleged.
Figueiredo is quoted as saying "[t]hese ppl addicted... there's people sharing the [NGL App link] EVERY day and all they get is fake questions," and "I feel like a lot of 'harassment' complaints come from fake questions lol[.]" For his part, Vir allegedly said "[n]ew messages [is] kinda a lie though right[?]"


	'I'm sorry for everything...' Facebook's Zuck apologizes to families at Senate hearing


	No link between internet use and poor mental health, according to Oxford boffins


	Meta's fix for teen online mental health? Hold Apple and Google responsible


	33 AGs sue Meta for 'exploitative and harmful acts' against American children


The fake yet enticing questions to users were allegedly successful in boosting purchases of NGL Pro. However, the complaint says many subscribers didn't even realize it was a subscription at all, having believed it was a one-time purchase. NGL Pro wasn't cheap either as it cost $7 per week, or over $360 per year. Prior to July 2022, the subscription was even more expensive at $10 a week.
And if that wasn't bad enough, sometimes the "hints" given to users weren't even true, it's claimed, with the complaint alleging the service could even get the phone model wrong. The NGL team seems to have understood its subscription service was more or less a scam, as the complaint quotes a product lead as saying "Lol suckers" in a text group chat with Vir and Figueiredo.
(NGL, by the way, is short for not gonna lie.)
The FTC has managed to extract [PDF] a $4.5 million settlement from NGL that will be distributed to those allegedly scammed by the app, plus a punitive fine of $500,000. Additionally, as part of this deal, NGL can no longer be advertised to nor used by children; the NGL Pro subscription has to be made more transparent and easy to cancel; and the developers have to delete any personal data collected from kids under 13 as COPPA requires.
The proposed order, which needs a court sign-off, also says NGL must check in with the FTC a year from now with a compliance report, and further compliance reports will need to be filed every 10 years (assuming the app even exists in 2034).
The Register reached out to NGL and was told the app makers won't be arguing against the FTC's position. "After nearly two years of cooperating with the FTC's investigation, we view this resolution as an opportunity to make NGL better than ever for our users and we think the agreement is in our best interest," Figueiredo told us.
In a statement online, NGL outlined the changes it made to its app in light of the FTC's findings.
"While we believe many of the allegations around the youth of our user base are factually incorrect, we anticipate that the agreed upon age-gating and other procedures will now provide direction for others in our space, and hopefully improve policies generally," Figueiredo said.
When asked about what allegations were "factually incorrect," an NGL representative declined to go on the record. (r)
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    South Korean Samsung union strikes again in bid to chip away at production

    
It'd be a shame if something happened to that HBM fab, warns NSEU    
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Unionized Samsung workers in South Korea have extended their three-day strike indefinitely, claiming that company leadership refused to listen to demands when an end date was on the table.
The National Samsung Electronics Labor Union (NSEU) announced its intention to extend the strike in posts to its website today, reiterating demands for a 3.5 percent base-up pay raise, improved performance bonuses, and compensation for pay lost due to strike participation.
"The [NSEU] confirmed that [Samsung] has no intention of dialogue even after the first general strike," the union said in a Korean statement machine translated by The Register.
"We have confirmed that there will be a clear line production disruption, and the company will regret this decision," the NSEU added. "The longer the strike lasts, the more blood the company will have and the more it will eventually bend its knees and come to the negotiating table. We are confident of victory."
This ain't your ajumma's NSEU
The NSEU's strike marks the first such general action taken against Samsung in its 55-year history, but so far its actions haven't been the most effective.
NSEU workers staged their very first strike in June, but started it the day after South Korea's memorial day, which many people take off and for which NSEU members encouraged employees to use a vacation day, a la a sick out. 
The second strike, which began last week, was similarly dismissed by Samsung officials, who said it didn't disrupt production. Whether that will still be the case as the strike goes on is unclear.
While exact membership numbers in the NSEU have been subject to debate, local news sources indicate that the union, Samsung's largest, has around 30,000 members. If accurate, NSEU members would make up around a quarter of Samsung's workforce in the country.
Union officials previously said around 6,500 workers joined the three-day strike, and said that an organizing meeting over the weekend had encouraged remaining members to "no longer hesitate" to join the action.


	Samsung strikes trouble as unions threaten walkouts, regulator swoops


	Good news: Samsung predicts prodigious profit pop


	Samsung teases investment to get into the GPU game


	Samsung disputes report Nvidia isn't happy with its HBM quality


Around 80 percent of NSEU members work in Samsung's chip manufacturing division, according to the Korea Times, which makes threats to disrupt production more than just an empty promise.
The NSEU said it plans to start with disruptions to Samsung's 8-inch wafer and high-bandwidth memory lines, both of which are commonly used in high-end AI chips. "Afterwards, we will discuss and decide on a strategic location for our activities," the union said.
"Samsung Electronics will ensure no disruptions occur in the production lines," the megacorp told us. "The company remains committed to engaging in good faith negotiations with the union."
The union urged members not to tire, not to go to work, and not to report their participation in the strike to Samsung until the affair concludes to prevent the company from bringing in strikebreakers.
"A total strike victory cannot be achieved without the unity of our union members," the NSEU said. "Let us work together to protect our rights and create a better future."
We've asked the NSEU to comment. (r)
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    How low can you go: Tesla's US market share dips below 50% for the first time

    
Electric car sales break records, but Elon's luster is tarnished    
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US sales of electric vehicles hit a new record in the second quarter of 2024, no thanks to Tesla, which saw its market share drop below 50 percent of total US electric vehicle sales for the first time in its history. 
Cox Automotive said in a preview of its Q2 2024 electric auto sales report that Tesla's sales in the second quarter of 2024 fell to 49.7 percent of all US EV sales. That's a decline of 6.3 percent for Tesla sales, Cox said, while overall EV sales rose 11.3 percent compared to a year ago. 
A total of 330,463 EVs were sold in Q2, "higher than the record set in Q4 2023 and a solid increase from Q1," Cox added. In other words, it was a great recovery quarter for EV sales, which rose to 8 percent of total automotive sales in the US in Q2, up from 7.1 percent in Q1 and 7.2 percent this time last year. 
Tesla, on the other hand, isn't doing as well, and the internet is having a field day. 
"EV sales exceeded expectations during a record-breaking quarter," said Cox's industry insights director Stephanie Valdez Streaty. "While Tesla's sales continue to decline, with its share of EV sales now below 50 percent for the first time, the overall electric vehicle competitive landscape intensifies further." 
Much of the growth in electric vehicle sales is due to new kit from General Motors, Cox said, with additional strong showings from Ford, Hyundai and Kia. Sales of EVs from luxury European brands like Mercedes-Benz, Porsche, and Volvo declined as well, suggesting that yet again many early EV adopters were those willing to spend lots of cash on a premium ride, while future buyers may be looking for something more affordable, or are waiting for improvements in charging infrastructure. 
A recent study on EV adoption from Cox reiterates those points and predicts US car buyers are keen on electric tech. 
Increased competition "is leading to continued price pressure, helping push EV adoption slowly higher," she opined. "Automakers that deliver the right product, at the right price, and offer an excellent consumer experience will lead the way in adoption." 
And it's not like Tesla is known for stellar customer service. 
2024 hasn't been a great one for Tesla, which has seen worsening sales declines, an arson attack, mass layoffs, fallout from the Cybertruck launch and more lawsuits than you can shake a stick at - and all that's before the troubles owner Elon Musk has caused for the company. 


	Tesla parental controls keep teenage lead feet in check


	Tesla's Autopilot false advertising tussle with California DMV must go to trial


	Twitter grew an incredible '1.6%' since Musk's $44B takeover. Amazing. Wow


	Tesla slashes vehicle and self-driving-ish software prices as shares plummet


Musk pay-package antics, his continued courting of controversy on X and his overall public persona haven't done Tesla any favors. 
Cox Q1 EV sales data confirmed a small sales decline in the first three months of 2024 - the first EV sales dip since 2020. Sales still rose by 15 percent, but that's still a year-to-year decrease, Cox said. Take Tesla out of the mix, however, and EV sales actually rose by 33 percent in Q1. 
"Yes, the dip in Q1 was driven by Tesla," Valdez Streaty told The Register in an emailed statement. "As with any new technology, the pace of adoption varies and experiences acceleration and slow downs - and EVs are no exception."
Tesla commanded 55 percent of the US EV market in 2023, according to Cox - a 10 percent decline compared to 2022. With it now below 50 percent of the market Tesla still sells nearly as many vehicles as the entire rest of the US EV industry combined.
It's not clear how far that market share could dip in coming years as EV buyers begin to migrate away from startups toward companies with established histories. Rivian car owners have found this out the hard way. 
Tesla, which plans to announce its full Q2 numbers later this month, hasn't responded to questions. (r)
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    AI demand pushes TSMC revenue for 2024 up 28% so far

    
Taiwan's silicon supremo comfortably sails past analyst forecasts    
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Semiconductor colossus TSMC appears more confident that its fortunes are on the upswing after posting strong growth in Q2 revenue based on demand for advanced chips such as GPUs for AI acceleration.
The Taiwan-based silicon supremo disclosed in its latest monthly revenue report that net income for June was NT$207.87 billion (about $6.4 billion), an increase of 32.9 percent compared with a year ago.
Figures for May and April were NT$229.62 billion ($7.04 billion) and NT$236.02 billion ($7.24 billion), both up on the same period last year.
A full Q2 earnings report from the world's largest semiconductor contract manufacturer is expected later this month.
Revenue for January through June 2024 (i.e. the year so far) totaled NT$1,266.15 billion (about $38.9 billion), an increase of 28 percent compared to the same period in 2023, the company said.
TSMC is so far outdoing analyst forecasts, according to MarketWatch, as well as besting its own guidance in generating $20.7 billion in revenue for the second quarter, versus the $19.6 billion to $20.4 billion it predicted.
The growth is being attributed to demand for AI chips, such as the high-end GPUs from California-based Nvidia, for which TSMC is the sole silicon supplier.
Back in May, TSMC was anticipating revenue from datacenter AI products (mostly GPUs) to more than double, and said demand was so high that it did not expect to be able to produce enough of these chips, despite boosting the capacity of its Chip-on-Wafer-on-Substrate (CoWoS) multi-chip packaging process used for Nvidia GPUs.


	TSMC chip plant construction halted by discovery of archaeological ruins


	TSMC mulled moving chip fabs from Taiwan over China threat


	Even TSMC can't cook chips fast enough to sate AI's hunger


	Taiwan's new president wants to upgrade from 'silicon island' to 'AI island'


It was reported that the Taiwanese chip champ briefly topped the $1 trillion valuation mark this week, although according to financial site Barron's, the company is actually worth about $825 billion based on its share price on the Taiwan Stock Exchange, with that trillion valuation coming from its American depositary receipts that trade in the US.
Analysts at JP Morgan indicated that TSMC is likely to be more confident on its overall 2024 revenue growth when it comes to that Q2 earnings report because of this and an uptick in demand from Apple thanks to higher iPhone sales.
Meanwhile, some reports indicate that TSMC is set to begin test production of chips using its 2nm process as early as next week. The company had already detailed plans to start volume production of 2nm chips in 2025, and Apple is slated to be one of the first customers in line.
TSMC also disclosed details earlier this year of a process technology called A16 that could be used to deliver the first 1.6nm chips for customers by 2026.  Discussed at the company's North America Technology Symposium in Santa Clara, the A stands for angstroms, though TSMC does not officially refer to it as a 1.6nm technology. (r)
    






        





This article was downloaded by calibre from https://go.theregister.com/feed/www.theregister.com/2024/07/10/tsmc_ai_demand_q2/



	Previous
	Articles
	Sections
	Next





	Previous
	Articles
	Sections
	Next







    
        Original URL: https://www.theregister.com/2024/07/10/intuit_decimates_staff_announces_plans/
    

    Intuit decimates staff, hopes to hire same number in AI refocus

    
What's that Lassie? The IRS hopes to offer free direct tax filing for everyone next year?    
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Intuit has announced plans to lay off 1,800 people, which is roughly 10 percent of its workforce.
It also claims it's not actually eliminating jobs overall - and will be hiring the same number of staff in Bangalore, Tel Aviv, and some US locations to do AI-related work. 
Intuit CEO Sasan Goodarzi shared the news in an email to employees Wednesday morning that was filled with references to his plans to become an artificial intelligence leader, and as such things need to change at the TurboTax maker.
"As I've shared many times, the era of AI is one of the most significant technology shifts of our lifetime," Goodarzi said in his missive, also shared publicly. "For over 40 years, we've had a successful track record of self-disruption and reinvention ... we must accelerate our innovation and investments in the areas that are most important to our future success." 
Those areas all center around supporting customers with AI-powered products, according to the Intuit CEO, and presage a change in strategy at the software developer. 
"Our vision is to be an AI-driven expert platform for mid-market customers, delivering industry-specific experiences to fuel their success as the complexity of their business grows," Goodarzi wrote. Intuit has been focusing on growing its mid-market business since 2019, we're told. 


... embedding AI in all our customer experiences, enabling our customers to manage their money


In order to further that mission, the California corporation plans to get rid of around 1,050 people "who are not meeting expectations" in the cuts announced today, and where those employees being eliminated are located wasn't made clear.
The cuts will also include a 10 percent reduction in the number of director or higher executive positions at Intuit, and the elimination of more than 300 roles "to streamline work and reallocate resources toward key growth areas."
Intuit's director of external corporate communications Kali Fry told The Register the biz considers its most critical growth areas to be "embedding AI in all our customer experiences, enabling our customers to manage their money end-to-end, and accelerat[ing] our mid-market offerings and international growth." 
Eighty technology roles at the developer are also being consolidated "to sites where we are strategically growing our technology teams and capabilities," Goodarzi said. He explained two offices in Edmonton and Boise would be closed, impacting 250 employees, "a certain number" of whom were asked to relocate, with the rest terminated. The new tech roles will be located in Atlanta, Bangalore, within Maine and New York, Tel Aviv, and Toronto. 
The 1,800 new jobs, replacing the same number cut, will be mostly in engineering, product, and customer-facing roles like sales, support and marketing, we're told. 
"In context of the actions we are taking today, we expect our overall headcount to grow in FY25 and beyond," Goodarzi told employees.
Feeling threatened?
Intuit has been in the cross-hairs of US regulators of late, with the Federal Trade Commission ruling earlier this year that the tax filing app biz falsely advertised its products as "free" when most US folks filing taxes using Intuit's tech had to eventually pay for it. Intuit has said it believes the FTC lacked authority to make such a decision. 
The IRS, meanwhile, just trialed a free tax preparation program to save Americans from the likes of Intuit's "junk fees" in a selection of states. The tax collectors said in April this Direct File pilot program was used by just over 140,000 taxpayers, and that the IRS saw "strong interest" in the system.
The agency subsequently made the program permanent and invited all states to take part. Meanwhile, Republicans have vowed to defund the Direct File system.


	Users accuse Intuit of 'heavy-handed' support changes on QuickBooks for Desktop


	Google 'wiretapped' tax websites with visitor traffic trackers, lawsuit claims


	TurboTax to pay $141m to settle claims it scammed millions of people


	Tax helpline callers left on hold for nearly eight centuries


With Intuit officially on notice that it's likely to lose a chunk of its revenue - due to the above IRS program rendering the biz's filing prep software and services unnecessary for taxpayers - that refocus on mid-market customers makes a lot of business sense, and eliminating a bunch of jobs that are part of a now-outdated business model does, too.
Intuit didn't directly answer questions about how its strategy, and accompanying layoffs, may be driven by the IRS's moves, telling us only that today's announcement was "not related to a particular business." (r)
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Analysts hoping Windows 11 refresh adds fuel to fire, as OS market share finally on rise    
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Typical demand for new and faster PCs is returning to the market, Canalys principal analyst Ishan Dutt tells The Register after he totted up a third straight quarter of growth following several woeful years in the sector.
The back-to-school season has been partly responsible for this renewed demand according to Dutt.
Canalys said in its latest report that the PC market grew 3.4 percent year-over-year in the second calendar quarter - similar to the growth seen in the first quarter and the fourth quarter of last year. Laptops and other mobile PCs led the pack with four percent annual growth while desktop shipments ticked up just one percent.
However the market is still down heavily from its highs during the pandemic, when total PC shipments peaked at 80 million in Q1 2022. At 62.8 million shipments in Q2 2024, the industry is still reeling from the double digit shrinks it experienced in much of 2022 and 2023.
Brand-by-brand, most grew by low to mid-single digit percentages, such as Lenovo, HP, and Apple. Asus, however, saw the biggest growth compared to Q2 of last year at a whopping 17.3 percent. Meanwhile, Dell shrunk slightly at -2.4 percent.
"The market turnaround is coinciding with exciting announcements from vendors and chipset manufacturers as their AI PC roadmaps transition from promise to reality," Dutt said.
"The quarter culminated with the launch of the first Copilot+ PCs powered by Snapdragon processors and more clarity around Apple's AI strategy with the announcement of the Apple Intelligence suite of features for Mac, iPad and iPhone."
IDC also released PC shipment figures for Q2, and agreed the market had grown by about three percent. In its view, Q2 was able to keep up the pace thanks largely to a commercial sector refresh, rather than from individual consumers. Growing excitement around the earliest AI PCs powered by chips like Intel's Core Ultra also played a role, but IDC noted that plenty of non-AI PCs were moving volume. 


	The definition of an AI PC is now even muddier, helping no-one - not even AIs


	AI PC vendors gotta have their TOPS - but is this just the GHz wars all over again?


	Will Windows drive a PC refresh? Everyone's talking about AI


Windows 11 tailwind coming up...
Canalys says the PC industry will soon enjoy what it terms its "biggest tailwind": the Windows 11 refresh. The analyst firm expects Windows 10's impending end-of-life date in October 2025 to be a big motivating factor for switching to Windows 11.
"A greater proportion of the current Windows 10 installed base will face security or cost issues from lapsing the end-of-service and incurring extended support fees," Dutt told The Register. "We expect most of the upcoming market growth to be driven by the commercial segment, where these concerns are more elevated."
Dutt also explained that some users who want to upgrade to Windows 11 may not have compatible hardware, and thus would likely need to buy a new PC. A poll of channel partners indicates that a "significant portion" of customers intend to upgrade their device within the next year, some of which wanted to upgrade earlier but decided not to due to the mediocre economy of the last two years.
Until recently, Microsoft has had a very difficult time getting Windows 11 to replace Windows 10, which is still used far more than its predecessor nearly three years after the introduction of Redmond's latest operating system. The combination of AI features, new hardware, and Windows 10's old age may finally boost Windows 11 and the PC market as a whole.
Perhaps as a result of these factors, Windows 11 is on the rise having gained two points of market share at Windows 10's expense during June. Although two percent may not sound like much, it's an amount that likely represents at least a million PCs. Should Windows 11 continue at this rate, it may nab the number one spot... at some point.
On the other hand, there's not exactly a killer feature for either Windows 11 or AI PCs in general (least of all moribund Recall), and for end users that are content with their older Windows 10 devices, it could be hard convincing them to switch over if they're not strong-armed into it by the end of support for Windows 10. (r)
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    Astroscale space janitor attempts fly-around of derelict upper stage

    
ADRAS-J avoids adding to debris problem with autonomous collision avoidance    
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Astroscale Japan has shown off images of orbital debris and demonstrated the ability of its spacecraft to avoid adding to the problem thanks to an autonomous collision avoidance system.
The ADRAS-J spacecraft was launched on a Rocket Lab Electron in February - a mission dubbed "On Closer Inspection" - to investigate a derelict HII-A upper stage.
The spacecraft came within several hundred meters of the 11-meter upper-stage rocket body in April and was within 50 meters by the end of May. On June 19, the fly-around operation began while maintaining a fixed distance of 50 meters, the company said today.
[image: Image of a derelict HII-A upper stage in orbit taken by the Astroscale ADRAS-J spacecraft]
Derelict HII-A upper stage taken by ADRAS-J (credit: Astroscale)


The purpose of the fly-around was to demonstrate the capabilities of the technology used for the ADRAS-J spacecraft and capture images of the derelict stage, which has a mass of approximately three tons or, by The Reg online standards converter, 1,814 skateboarding rhinoceri.
However, a third of the way through the fly-around, an autonomous abort was triggered "due to an unexpected attitude anomaly," and ADRAS-J backed away from the spent stage.
While unplanned, the automatic abort was a useful demonstration of ADRAS-J's ability to avoid collisions and, therefore, not become part of the debris problem itself that it is trying to help clear up.


	Japan's space junk cleaner hunts down major target


	Japan's space junk cleaner prototype closes in on its target


	Japan launches satellite to eyeball derelict rocket stage


	Astroscale wants to be the world's friendly neighborhood space garbage collector


Astroscale did not elaborate further on the cause of the abort, saying only that it had had no impact on the spacecraft, which remains in good health. In an update, the company said: "The cause of the relative attitude control anomaly has been identified, and the team is currently preparing for another close approach to the client."
The derelict upper stage was not designed with docking, rendezvous, or removal in mind, and ADRAS-J has been gathering images and other data for a follow-up mission - ADRAS-J2 - which will obtain further images and eventually de-orbit the rocket body "using in-house robotic arm technologies."
The problem of orbital debris is increasing, and while technology such as ADRAS-J can't deal with flakes or paint or bits and pieces shed from disintegrating rocket stages or satellites, bringing down something the size of the HII-A upper stage in a controlled fashion will be quite the achievement. Other space agencies will be monitoring closely after a number of well-publicized incidents of uncontrolled reentries. (r)
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Pays 'lump sum,' setting up new Azure Stack for hosters and more but some concerned about the private deal    
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A group of 27 cloud providers have agreed to settle the complaint they lodged with the European Commission over alleged anti-competitive behavior related to the cost they pay to run Microsoft's software in their datacenters.
The agreement, which will remain confidential, was voted on this afternoon by the members of the Cloud Infrastructure Service Provider of Europe (CISPE) trade group, comprised of 26 firms in Europe and Amazon Web Services (AWS). It means Microsoft has managed to avoid greater scrutiny and a potential date with the regulators.
The formal competition complaint was filed in November 2022 with the EC and pertained to the higher cost of running of acquiring and running Microsoft software in clouds other than Azure, along with technical adjustments needs to run some programs on rival cloud services.
Microsoft has already tried to resolve the complaint in May last year, but CISPE told us it rejected the offer because it was "pretty paltry and very far short of anything we consent acceptance of... we have minimum requirements."
Those minimum requirements now appear to have been sated. According to CISPE, a Memorandum of Understanding was signed by both parties under which Microsoft has "committed to make certain changes to address the claims made by European CISPE members and, as a result, CISPE will withdraw its complaint against Microsoft."
Of note is that AWS was excluded from the negotiations, and it, along with Google Cloud Platform and AliCloud, will "neither benefit nor be bound by these terms."
"Central to the agreement is a collaboration between the parties to release an enhanced version of Azure Stack HCI for European cloud providers (Azure HCI Stack for Hosters) to offer features that Microsoft customers using Azure Stack HCI enjoy today," CISPE added.
Such features will include multi-session virtual desktop infrastructure based on Windows 11; free extended security updates; and pay-as-you-go licensing for SQL Server.
CISPE reckons the "collaboration" will let European cloud providers offer applications ands services on their infrastructure.
CISPE will also set up a European Cloud Observatory to monitor the "development and ongoing evaluation" of the Azure Stack HCI. It will include Microsoft and cloud infrastructure operators in the region, making "periodic public assessments, reports and recommendations related to the implementation of the agreement and ensuring fair software licensing in the cloud."
The clock is ticking and Microsoft has nine months to "make good on its commitment to deliver the Azure Stack HCI for Hosters product, or to resolve software licensing issues in other ways. If, at the end of that period, CISPE determines that Microsoft has not fulfilled its obligations related to the promised changes, it will refile its complaint."
The trade association added: "As part of the agreement Microsoft will pay a lump-sum contribution to CISPE to reimburse the cost of litigation and campaigns for fair software licensing over the past three years."
In a statement sent to The Register, Microsoft President Brad Smith said: "After working with CISPE and its European members for more than a year, I am pleased that we've not only resolved their concerns of the past, but also worked together to define a path forward that brings even more competition to the cloud computing market in Europe and beyond."
Simon Hansford, former CEO at UKCloud, said: "While this agreement between Microsoft and the EU cloud trade body CISP might seem like a step forward, if it is a private deal this raises concerns about a lack of transparency for the broader market. A limited approach would do little to address the fundamental issues hindering competition in cloud services.
."


	UK CMA early findings indicate Microsoft restricts cloud choice


	Microsoft expects further concessions for Teams amid EC antitrust probe


	Microsoft could be about to write a fat check to stave off cloud antitrust complaint


	Euro cloud group blasts Broadcom over VMware licensing maneuvers


"Customers across Europe deserve a truly level playing field. Microsoft's software licensing practices, as originally highlighted by CISP, are a prime example of how hyperscalers can create an unfair advantage. These practices lock customers in and stifle competition from other cloud providers.
"Regulators must now step in decisively to protect consumer interests and foster a healthy cloud ecosystem. The UK's CMA investigation presents a golden opportunity to learn from potential limitations of the CISP deal and implement strong, transparent regulations on software licensing, pricing structures, and data mobility. This will ensure a competitive landscape where businesses can choose the best cloud provider based on merit, not vendor lock-in," he added.
A spokesperson at AWS, told us: "Despite denying its licensing practices harm customers and competition, Microsoft is now making limited concessions for some CISPE members that demonstrate there are no technical barriers preventing it from doing what's right for every cloud customer.
"Unfortunately, this settlement does nothing for the vast majority of Microsoft customers who are still unable to use the cloud of their choice in Europe and around the world. We continue to stand with the growing number of customers, providers, and regulators globally who are calling on Microsoft to end its discriminatory practices for all customers." (r)
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'Supply chains still powered by coal and gas' scoffs Greenpeace    
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Microsoft has inked a contract with Occidental Petroleum to buy 500,000 metric tons of carbon dioxide removal (CDR) "credits" over six years to support its overall carbon strategy. The move follows a dramatic rise in Microsoft's CO2 emissions due to datacenter construction.
This latest agreement is with 1PointFive, Occidental's carbon capture and sequestration business, and claimed by the Financial Times to be "worth hundreds of millions of dollars," although the exact value of the transaction has yet to be disclosed.
Carbon credits are a way of buying a verifiable emissions reduction from a third party in other to "offset" one's own emissions, and the concept has come in for some controversy over the years. Nonetheless, Direct Air Capture (DAC), directly extracting carbon dioxide from the atmosphere, has its supporters, with the IPCC stating [PDF] that, while not enough, some form of carbon removal is part of "all modelled scenarios that limit global warming to 2degor lower by 2100."
1PointFive describes the agreement as the largest single purchase of CDR credits making use of DAC, and says it highlights the increasing adoption of this tech as a solution to help organizations meet their net-zero emission targets.
Microsoft's CDR credits will be sunk into STRATOS, an industrial-scale DAC facility under construction in Texas. Here, the captured CO2 the credits are paying for will be stored through subsurface saline sequestration, according to 1PointFive.
"A commitment of this magnitude demonstrates how one of the world's largest corporations is integrating scalable Direct Air Capture into its net zero strategy," says 1PointFive President and General Manager Michael Avery.
"Energy demand across the technology industry is increasing and we believe Direct Air Capture is uniquely suited to remove residual emissions and further climate goals."
That six-year period over which the CDR credits will extend fits neatly with the 2030 deadline Microsoft set itself several years back to become "carbon-negative".
However, the company's CO2 emissions have since increased by nearly 30 percent, according to Microsoft's 2024 Environmental Sustainability Report. This was blamed largely on indirect (Scope 3) emissions from the construction and outfitting of more datacenters - a highly carbon-intensive process - to meet customer demand for cloud services.


	So much for green Google ... Emissions up 48% since 2019


	Bill Gates says not to worry about AI gobbling up energy, tech will adapt


	IMF suggests tax on AI's CO2 emissions, but not AI itself


	Microsoft to spend $3.2B on expanding cloud and AI in green energy-rich Sweden


It seems likely that this latest agreement may be intended to counteract this. We asked Microsoft for the reasons behind it and will update if we get answers.
In a statement accompanying the announcement, Brian Marrs, Microsoft's Senior Director for Carbon Removal and Energy, said that DAC plays an important role in Microsoft's carbon removal portfolio to support its broader goal of becoming carbon-negative by 2030.
One of the major causes of Microsoft's feverish datacenter build-out has been AI, with the company ramping up support following the explosion of interest in OpenAI and ChatGPT over the past couple of years.
Microsoft isn't the only tech giant finding itself in this position. Google admitted earlier this month that its CO2 emissions are up by 48 percent since 2019, despite having its own 2030 "net-zero" climate commitment - Google also pointed the finger of blame at AI.
The use of credits to offset emissions, however, is causing concern. According to a report by McKinsey, some critics of offsetting - including the use of CDR solutions - cite worries that it provides emitters with a "licence to pollute" and represents "a dangerous distraction" from decarbonization efforts.
Environmental campaign group Greenpeace also weighed in last year on the use of methods such as renewable energy certificates (RECs) by tech companies to claim they are meeting their carbon targets.
RECs in particular do not necessarily encourage the production of new wind or solar farms, and the energy supplied through them may still come from fossil fuels on days when there is low wind or solar energy generation.
"Brands like Apple and Microsoft should not promote their products as 'green,' when their supply chains are still powered by coal and gas," a Greenpeace campaigner said at the time. (r)
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    Windows 11 is closing the gap on Windows 10

    
Market share increases for Microsoft's latest operating system    
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There is finally some good news for Microsoft in the operating system market share stakes: use of Windows 11 continues to rise as Windows 10 falls.
The figures, published by Statcounter, give an insight into the Windows desktop market share world and provide a helpful insight into how things are going in the absence of official numbers from Microsoft.
Windows 11 appears to have turned a corner and is approaching a 30 percent share of the desktop market, while Windows 10 has declined to just over 66 percent. Yes, Windows 10 still commands a substantial share of the market - more than twice that of Windows 11 - but the gap is now definitely narrowing following two straight months (to June 2024) of increases for Microsoft's latest OS versus declines for the previous generation.
Should the trend continue or accelerate, there is every chance that Windows 11 will become dominant by the time Windows 10 - for much of the install base at least - reaches end of standard support in October 2025.
The narrowing gap is not the surge the industry has been hoping for, but instead represents the gradual replacement of aging Windows 10 hardware with something that meets the stricter requirements of Windows 11.
Manufacturers are currently pinning their hopes on AI hype to fuel an acceleration in PC upgrades. However, Microsoft has not helped matters in the immediate term thanks to missteps such as the initial release of Recall.
The figures come as older versions of Windows 11 edge closer to their end-of-support dates. Windows 11 22H2 - in Home and Pro guise - comes to an end on October 8, 2024, as do the Enterprise and Education editions of Windows 11 21H2.


	Critical Windows licensing bugs - plus two others under attack - top Patch Tuesday


	Microsoft China staff can't log on with an Android, so Redmond buys them iThings


	Windows Notepad gets spell check. Only took 41 years


	Copilot+ PCs software compatibility issues left to you to sort out, with help from crowdsourcers


With a few notable exceptions - Windows 10 IoT Enterprise LTSC 2021, for example - support will come to an end for Windows 10 on October 14, 2025. Microsoft will keep security updates coming - for a fee - but the expectation is that existing hardware will need to be replaced. The company has begun dropping nag screens on Windows 10 installations, warning of the upcoming cut-off.
Judging by the figures from Statcounter, it appears that users are finally taking heed and making the move - or finding Windows 11 unavoidable when bidding farewell to their old Windows 10 hardware. (r)

  PS: As foretold late last year, Microsoft's Copilot AI assistant is rolling out to more and more Windows 10 users, judging by user reports.
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    China pushes for network upgrade blitz as IPv6 adoption slows

    
Almost 800 million use the protocol, with more to come as Wi-Fi mandate arrives order arrives to quit NAT    
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UPDATED China's adoption of IPv6 - a goal the government in Beijing has prioritized - appears to have slowed.
State-controlled media on Tuesday covered the proceedings of the third China IPv6 Innovation and Development Conference, at which officials revealed that as of May 2024 the Middle Kingdom was home to 794 million users of the protocol, and that 64.56 percent of mobile traffic - plus 21.21 percent of fixed network traffic - is carried on networks that employ it.
In July last year, the previous edition of the conference delivered news that 763 million active IPv6 users could be found as of May 2023 - up from the 697 million active users China's State Council counted as of July 2022.
Even accounting for the slightly longer reporting periods, it seems inescapable that adoption of IPv6 in the region has slowed.
The nation is, however, closing in on goals to achieve an IPv6 user population of 800 million by 2025, plus 70 per cent of mobile traffic running over the protocol. A target to have 15 percent of fixed traffic on IPv6 has been met.
And last year Beijing issued an order that has mighty potential to accelerate IPv6: a requirement that all new Wi-Fi routers sold in China must be capable of running IPv6 and use it by default once powered on.


	China working on standard for brain-computer interfaces


	Chinese government website security is often worryingly bad, say Chinese researchers


	250 million-plus reserved IPv4 addresses could be released - but the internet isn't built to use them


	IPv4 address rentals to mint millions of dollars for AWS


Over the next twelve months, Beijing will enact a plan to promote IPv6 in eight cities with a combined population of over 110 million. Consumers, government agencies, and datacenter operators across the metropoli - including Shanghai, Beijing, Hangzhou and Shenzen - will take part in a "special action" to promote IPv6 adoption, in pursuit of short-term goals and China's aspiration to become the world's most prolific user of the protocol.
Analysis of IPv6 adoption trends suggests China is well short of that goal. Akamai measures IPv6 adoption and rates India, Malaysia, Germany, and France as the leaders, with China the 61st-ranked nation at 22.2 percent adoption. The Asia Pacific Network Information Centre rates India as the world's IPv6 leader with 79.85 percent of networks capable of handling the protocol, ahead of Malaysia, Saudi Arabia, France, and Germany ... with China at 36.71 percent.
Beijing sees networked technology as essential to its economic development, but China's IPv4 allocation covered just over 330 million addresses. That's around one address per 245 people - well below the ratio of people to IPv4 addresses enjoyed in other nations.
While workarounds like network address translation offer a way to connect many more devices to IPv4 networks, IPv6 includes features that improve network performance, manageability, and observability.
That last point matters in a surveillance state - especially one like China that closely polices its internet to detect and remove content the government deems inappropriate, and to identify the people who posted it. (r)
UPDATED AT 12:30 AM UTC, July 11: After publication of this story, China's Ministry of Industry and Information Technology published a "Notice on Carrying out the Special Task of 'Network De-NAT'" that calls on Chinese entities to stop using network address translation under IPv4 and instead rebuild networks on IPv6.
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    HP to discontinue online-only e-series LaserJet amid user gripes

    
Printers were locked into HP+ cloud service, which is also getting the chop    
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Updated HP is discontinuing its e-series LaserJet printers due to customer complaints, along with the HP+ and the "Instant Ink" toner subscription services tied to the hardware.
The PC and printer biz initially rolled out HP+ in 2020 as a totally cloud-based ecosystem based around its existing Instant Ink subscription service, which was expanded to include toner for laser printers.
Among the first devices to launch with HP+ were the HP LaserJet M200 Series and HP OfficeJet Pro 8000e and 9000e series.
According to German tech publication DruckerChannel (auf Deutsch), all HP LaserJet printers that carry an "e" suffix such as the Laserjet M110we are being discontinued, and the company will no longer offer LaserJet products with HP+. It is understood that existing customers that own these devices will continue to be able to use them.
These e-series LaserJet printers were sold at a discount compared to models without the "e" suffix, but were tied in to the HP+ service and required the printer to be connected to the internet and for the user to use only HP-branded toner rather than third-party consumables.
Customers that purchase an HP inkjet get a different experience, where they are given a choice during the software setup whether they want to enrol in the HP+ service or not.
It is understood that HP will also cease marketing the Instant Ink toner subscription service later this year, and it will no longer be available to new customers. Existing Instant Ink toner subscribers will be unaffected.
It appears that HP has caved in to customer complaints about HP+, which caused inevitable problems stemming from the requirement for an active internet connection in order for the hardware to function properly. HP's cloud-based features, including security and monitoring of the ink level and page count, limit what the printer can do if it is disconnected from the internet for any length of time.
We asked HP for a statement regarding this, and will update if we get an answer.
However, the company told DruckerChannel it was aware that some business customers in managed office environments were unable to meet the cloud connection requirements for HP+, and in order to ensure its products worked for all customers it will no longer offer LaserJet series products with HP+.
All of this stems from HP's desire to keep its revenue growing in a world where users are printing fewer pages by getting them onto subscription plans that charge a regular instalment, in return for which ink or toner cartridges are dispatched when needed.
The company had more than 11 million subscribers to the service during 2022, since when it has reported double-digit percentage increases on its revenues, as The Register previously reported.


	Microsoft prescribes command-line surgery for HP Smart app malady


	We never agreed to only buy HP ink, say printer owners


	HP exec says quiet part out loud when it comes to locking in print customers


	Killing trees with lasers isn't cool, says Epson. So why are inkjets any better?


HP's chief financial officer told an audience of investors at the end of last year that locking people into a subscription was the way to make more profit, with the company seeing "a 20 percent uplift" on the value of customers if it could move them from a transactional model.
HP is also facing a class action lawsuit in the US over a firmware update that the plaintiffs claim disabled their printers if replacement cartridges were fitted that were not HP-branded. The printer buyers said that they had not entered into any contractual agreement to buy only HP-branded ink prior to receiving the firmware updates. (r)

  Updated at 17.05 UTC on July 10, 2024, to add:

Following publication of this article, an HP spokesperson sent a statement:
"At HP, we aim to provide an exceptional printing experience for all our customers. Based on recent feedback from customers in IT managed office environments, we have decided to discontinue a specific series of LaserJet products, which are HP+ enabled and denoted with the letter 'e'. This is due to cloud connectivity issues in some office environments. This does not impact other LaserJet printers or any inkjet devices."
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