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      Biting the hand that feeds IT -- Enterprise Technology News and Analysis


      
        Kaspersky challenges US government to put up or shut up about Kremlin ties
        Jessica Lyons

        Stick an independent probe in our software, you won't find any Putin.DLL backdoor Kaspersky has hit back after the US government banned its products - by proposing an independent verification that its software is above board and not backdoored by the Kremlin.... 

      

      
        Tesla sales, market share dip in EU while other EV makers grow
        Brandon Vigliarolo

        Tesla doesn't just have an US problem: It has one with EU, too Tesla isn't just floundering in the US - new registrations of Elon Musk's electric vehicles have dipped in the EU and UK this year, too. ...

      

      
        Nvidia's next Linux driver to be... just as open
        Liam Proven

        Big Green's software remains tricky, but Fedora and AMD are finding ways to cope Nvidia says its forthcoming release 560 driver will be as open as releases 515 and 555 were - and will support more devices....

      

      
        Russia's FIN7 is peddling its EDR-nerfing malware to ransomware gangs
        Connor Jones

        Major vendors' products scuppered by novel techniques Prolific Russian cybercrime syndicate FIN7 is using various pseudonyms to sell its custom security solution-disabling malware to different ransomware gangs....

      

      
        TSMC boss predicts AI chip shortage through 2025, says Trump comments don't change his strategy
        Laura Dobberstein

        Overseas expansion to continue, insists C.C. Wei The CEO of Taiwan Semiconductor Manufacturing Company (TSMC) is predicting that supply won't balance out demand for advanced chips until 2025 or 2026....

      

      
        Europe's largest council could face PS12M manual audit bill after Oracle project disaster
        Lindsay Clark

        Thank goodness for pen and paper. Re-implemented system might not arrive until March 2026, four years after initial roll-out Europe's largest local authority faces a $15.58 million (PS12 million) bill for manually auditing accounts which should have been supported by an Oracle ERP systems installed in April 2022.... 

      

      
        NASA swings budget axe, kills $400M+ VIPER lunar trundlebot
        Richard Speed

        Creeping costs, launch delays mean almost completed rover 1) will never see Moon, 2) will be stripped for parts The budget axe has swung, and NASA's VIPER rover will not be trundling around the lunar surface any time soon....

      

      
        Maximum-severity Cisco vulnerability allows attackers to change admin passwords
        Connor Jones

        You're going to want to patch this one Cisco just dropped a patch for a maximum-severity vulnerability that allows attackers to change the password of any user, including admins....

      

      
        Don't blame AI for rise in carbon emissions, says Google exec
        Dan Robinson

        Datacenter pollution is rising... but LLM workload not as big as you think Google's chief scientist claims that AI is being unfairly blamed for the rise in his company's carbon dioxide emissions, and says the tech giant's efforts to switch to entirely clean energy by 2030 remains on track....

      

      
        Thunderbird is go: 128 now out with revamped 'Nebula' UI
        Liam Proven

        Give it a try, if only in case you lose your webmail account Following the new ESR version of Firefox, upon which it is based, the latest Thunderbird is out too - with a fresh new look.  ...

      

      
        Firms skip security reviews of major app updates about half the time
        Matthew Connatser

        Complicated, costly, time-consuming - pick three Cyber security workers only review major updates to software applications only 54 percent of the time, according to a poll of tech managers.... 

      

      
        Semiconductor shares slump - possibly thanks to Biden and Trump
        Simon Sharwood

        More sanctions and weaker support for Taiwan are bad news ... except for Intel? The share price of several major semiconductor producers has taken a sharp dive, seemingly in response to a pair of political developments in the United States....

      

      
        Samsung buys UK AI startup to give its products the personal touch
        Laura Dobberstein

        Oxford Semantic could help your fridge and smartphone pick up on your proclivities Samsung announced the acquisition of UK knowledge graph startup Oxford Semantic Technologies on Thursday, to boost its AI smarts and offer more personalized experiences and content on its devices....

      

      
        Tech upgrade broke the casino - took slots offline for days
        Simon Sharwood

        A fresh mess for the Australian outfit that previously managed to pay winnings more than once Australia's Star Entertainment Group, operator of three casinos down under, has seen its slot machines and other electronic games go offline for at least three days after an upgrade went awry....

      

      
        Release the hounds! Securing datacenters may soon need sniffer dogs
        Simon Sharwood

        Nothing else can detect attackers with implants designed to foil physical security Sniffer dogs may soon become a useful means of improving physical security in datacenters, as increasing numbers of people are adopting implants like NFC chips that have the potential to enable novel attacks on access control tools....

      

      
        Merged Exabeam and LogRhythm cut jobs, face lawsuit
        Jessica Lyons

        Unconfirmed reports suggest 30 percent reduction in headcount Exabeam and LogRhythm - a pair of cyber security firms - finalized their merger on Wednesday, an occasion The Register understands was marked by swift job cuts and shareholder action to investigate the transaction.... 

      

      
        Here we go again. And again. Musk threatens to pull Twitter, SpaceX out of California
        Brandon Vigliarolo

        Over here, look at me, Donald, I'm over here, don't you want to tweet again? Woke! Trans! Antifa! Immigration! Comment  Elon Musk is threatening yet again to take his ball and go home, this time claiming he's going to move X and SpaceX from California to Texas because he's upset over a new state law designed to prevent teachers from being required to out LGBTQ students....

      

      
        Anthropic teams up with venture capital firm to kickstart $100M AI startup fund
        Matthew Connatser

        Recipients of six-digit investments aren't required to use Claude Anthropic is setting up a $100 million fund for AI startups with the help of venture capital firm Menlo Ventures....

      

      
        Kaspersky gives US customers six months of free updates as a parting gift
        Jessica Lyons

        So long, farewell, do svidaniya, goodbye Updated  Embattled Russian infosec shop Kaspersky is giving US customers six months of security updates for free as a parting gift as Uncle Sam kicks the antivirus maker out of the American market....

      

      
        SpaceX asks the FAA: 'Can we launch our rockets again, please?'
        Richard Speed

        Company keen to get back on the horse before the investigation is complete SpaceX wants to get back to launching Falcon 9 after one of the rockets experienced an upper stage malfunction last week, which forced it to ditch its satellites in a lower than planned orbit. It has requested a public safety determination from the US Federal Aviation Administration (FAA) to allow it to return to flight....

      

      
        What exactly did Microsoft promise CISPE in its settlement?
        Richard Speed

        Analysts: 'At the end of the day, the settlement is nothing' Analysis  Microsoft's deal to settle an antitrust complaint taken to the European Commission by a group of cloud providers is good for Microsoft, but no so meaningful for enterprise customers, says a well respected analyst.... 

      

      
        Mega-city's Oracle system won't have effective cash management until 2025
        Lindsay Clark

        Birmingham, Europe's largest local authority, plans to reimplement software years after it replaced SAP Europe's largest local authority will not have a fully functioning cash system until April next year, three years after it went live on an Oracle ERP system intended to perform the task....

      

      
        GNOME head honcho Holly Million steps down
        Liam Proven

        As nonprofit behind the desktop environment of the world's most profitable Linux distro maker scours around for cash The executive director of the GNOME Foundation has quit after less than a year in the role.... 

      

      
        Windows NT on a whole new platform: PowerMac
        Liam Proven

        Got a G3 iMac? Want to run NT? Now you can! Ever wanted to run Windows NT on your vintage PowerPC Macintosh? No, me neither, but now it's possible thanks to some amazing FOSS work....

      

      
        Craig Wright admits he isn't the inventor of Bitcoin after High Court judgment in UK
        Matthew Connatser

        Aussie definitely not Satoshi Nakamoto, faces PS6M legal bill and possible perjury trial Australian Craig Wright has finally admitted he is not the inventor of Bitcoin after losing several cases in the High Court of England and Wales, whose judge has suggested he be investigated for perjury....

      

      
        Fujitsu picks model-maker Cohere as its partner for the rapid LLM-development dance
        Simon Sharwood

        Will become exclusive route to market for joint projects Fujitsu has made a "significant investment" in Toronto-based Cohere, a developer of large language models and associated tech, and will bring the five-year-old startup's wares to the world....

      

      
        Antitrust: GoDaddy under fire for banning DNS automation tool in favor of its own
        Brandon Vigliarolo

        Domain name giant yanked into court after Entri Connect disconnect Updated  GoDaddy is facing an antitrust lawsuit over claims it unfairly and underhandedly blackballed a smaller outfit's DNS automation tool in favor of its own apparently inferior product. ...
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        Original URL: https://www.theregister.com/2024/07/18/kaspersky_us_government/
    

    Kaspersky challenges US government to put up or shut up about Kremlin ties

    
Stick an independent probe in our software, you won't find any Putin.DLL backdoor    


    
        By 
Jessica Lyons        
    

    
        Posted in Security,
        
            18th July 2024 16:29 GMT
        
    


    
Kaspersky has hit back after the US government banned its products - by proposing an independent verification that its software is above board and not backdoored by the Kremlin.
The embattled Russian antivirus maker pledged to comply with the US Department of Commerce's blockade against its products, but also maintained that the Feds' June decision to ban its products in America is purely political.
"To respond to the US authorities' concerns, the company has proposed a comprehensive assessment framework providing for the verification of its solutions, database updates, threat detection rules by an independent trusted reviewer," Kaspersky said today.
The infosec shop is referring to its Global Transparency Initiative, which Kaspersky rolled out in 2017 in response to an earlier ban of its tech on US government systems. 
The US Department of Homeland Security issued the edict to ban Kaspersky on government networks, citing the developer's alleged ties to the Kremlin. In response, the software maker offered to open up its source code for third-party review.
The Register has asked Kaspersky for more information about the framework to verify its products and threat-detection rules. We also asked the Commerce Department for more detail. 
Today's statement indicates that the Feds didn't look favorably on this proposal.
"Kaspersky maintains that the US Department of Commerce decision was based on the geopolitical climate rather than on the evaluation of the integrity of the company's solutions and deprives US users and companies of best in class protection," the statement said.


	Kaspersky gives US customers six months of free updates as a parting gift


	Kaspersky culls staff, closes doors in US amid Biden's ban


	From network security to nyet work in perpetuity: What's up with the Kaspersky US ban?


	Uncle Sam sanctions Kaspersky's top bosses - but not Mr K himself


The firm also said it has stopped sales of new contracts of its antivirus software and security products in the US ahead of the Commerce Department's July 20 end-date. Earlier in the week, Kaspersky confirmed that it would "gradually wind down" its US operations and eliminate fewer than 50 positions.
Plus, in today's statement, it acknowledged that Kaspersky will be prohibited from providing antivirus signature updates and codebase updates to US consumers and businesses after September 29.
"Kaspersky's informational or educational products and services such as Kaspersky Threat Intelligence and Kaspersky Cybersecurity Training, as well as Kaspersky consulting or advisory services (including SOC Consulting, Security Consulting, Ask the Analyst, and Incident Response) will continue to be available in the US market," according to the statement.
"Kaspersky remains strong in its ongoing support for its customers and partners worldwide providing leading cybersecurity solutions," it continued. "The company stays dedicated to delivering top-tier cybersecurity technologies, recognized for their excellence through numerous independent awards and third-party audits. Kaspersky will continue to deliver on its mission of building a safer world."
Yesterday, Russian biz said it would give US customers six months of security updates for free as a parting gift. (r)
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    Tesla sales, market share dip in EU while other EV makers grow

    
Tesla doesn't just have an US problem: It has one with EU, too    


    
        By 
Brandon Vigliarolo        
    

    
        Posted in Personal Tech,
        
            18th July 2024 15:28 GMT
        
    


    
Tesla isn't just floundering in the US - new registrations of Elon Musk's electric vehicles have dipped in the EU and UK this year, too. 
[image: Tesla Gigafactory Berlin-Brandenburg]
Engineers check their work at the Tesla Gigafactory in Berlin, Germany


New vehicle registration data for June published by the European Automobile Manufacturers' Association (ACEA) today shows that registrations of new Teslas decreased in the region by 7.2 percent compared to June 2023. For the entire first half of the year that number is even bleaker, with new Tesla registrations dropping 12 percent compared to the first six months of last year.
As such, Tesla's EV market share has taken a corresponding hit, with the company accounting for 10.8 percent of the EV market as of June, down from 11.6 percent earlier in the year. Other European automakers offering EVs, like BMW, Mercedes-Benz, and Volvo have either seen their share of the sector remain the same - or grow by quite a lot, in Volvo's case - over the same period. 
It's a similar situation to the one Tesla finds itself in the United States, where its dominance in the EV market has been gradually shrinking to the point where the company's share of US sales recently fell under 50 percent for the first time ever. As in Europe, Tesla's American sales decline has occurred simultaneously with overall growth in the US EV market.
Per the ACEA, June sales of battery-electric vehicles dipped slightly to 14.4 percent of all new EU/ UK cars sold, but hybrid electric vehicles rose from slightly less than a quarter to just under 30 percent, tallying with previous reports that hybrids are gaining popularity as a more flexible alternative to battery electric vehicles. 
Gasoline and diesel vehicle sales in the EU and UK slid slightly in June, per the ACEA. 
Tesla's struggles go beyond Elon
It's not hard to understand why Tesla is in trouble in the United States, where Musk's online persona has attracted lots of negative attention since he bought Twitter, and his car company has been the subject of near constant negative press for various reasons. 
Whether Musk's perpetually online antics have begun to sour on European residents is less clear, and we didn't hear back from ACEA with any takes before publication.
That said, even if you remove Musk's personal presence from the mix, Tesla has still had a wild ride in Europe this year that's unlikely to be helping. 
Take Sweden, for example, where Tesla service and repair workers have been on strike since last October over Tesla's refusal to collectively bargain with their local union, IF Metall. Sympathy strikes in other countries, including Denmark and Norway, have also been ongoing for months and have included refusal among port and transportation workers to allow new Teslas into the country. 
ACEA's numbers suggest the strike may have had at least some effect on Tesla sales in parts of Scandinavia, with Sweden showing a 16.8 percent decrease in battery electric vehicle sales in June - albeit with an increase in Denmark and Norway. That data isn't broken down by manufacturer, so it's not clear if Tesla sales decreased in either country while others rose. 


	Tesla's tight grip on repairs sparks courtroom showdown


	EU officials say X's paid-for blue check deceives users and breaks law


	Tesla delays 'Robotaxi' event as Musk 'makes' design 'tweaks'


	Speed limiters arrive for all new cars in the European Union


Then there's trouble in Germany, where an alleged arson attack in March took Tesla's gigafactory outside Berlin offline for a week, causing 1,000 vehicles a day to go unfinished, per the automaker. Climate protesters stormed the factory in May but were repelled; in both cases the opposition was in response to Tesla's plan to expand its facilities into a nearby forest. 
Tesla blamed trouble with Houthi rebels targeting shipping lanes in the Red Sea for its troubles in the first half of the year.
Of course, it's also entirely possible that those interested in buying an electric car are just bored with the fact that, Cybertruck aside, Tesla hasn't released a new model in some time, and even reportedly abandoned plans for a budget-priced model earlier this year.  
With no new cars on the horizon, and a cheaper version reportedly off the table, it makes sense that European car buyers would turn to a more established brand when looking for an EV.
Stephanie Valdez Streaty, Cox Automotive director of strategic planning, told The Register that, while she doesn't track the EU automotive market, she believes market competition and aging models are likely to blame for Tesla's decline in the European market. 
Valdez Streaty also cited reduced EV subsidies in Europe, specifically in Germany and France, as bearing a share of the blame, and it would appear she's correct in that regard - overall EV sales in both countries fell by more than 10 percent in June. 
Tesla didn't respond to questions. (r)
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    Nvidia's next Linux driver to be... just as open

    
Big Green's software remains tricky, but Fedora and AMD are finding ways to cope    


    
        By 
Liam Proven        
    

    
        Posted in Software,
        
            18th July 2024 14:55 GMT
        
    


    
Nvidia says its forthcoming release 560 driver will be as open as releases 515 and 555 were - and will support more devices.
The latest emission from Big Green boldly states Nvidia Transitions Fully Towards Open-Source GPU Kernel Modules.
What this means is that it's continuing the 2022 move to open source its graphics drivers. As we reported at the time, some observers said this wasn't quite as open as it sounded. (We examine this in the Bootnote at the bottom.) For clarity, we are not saying it wasn't a good move: it was then, as former vulture Matt Asay wrote at the time... and it still is.
What the company is now announcing is that it's continuing the program and widening support. In 2023 Nvidia added support for newer Turing hardware. Now, the company says in a statement:


For cutting-edge platforms such as Nvidia Grace Hopper or Nvidia Blackwell, you must use the open source GPU kernel modules. The proprietary drivers are unsupported on these platforms.


For newer GPUs from the Turing, Ampere, Ada Lovelace, or Hopper architectures, Nvidia recommends switching to the open-source GPU kernel modules.


If you're using older GPUs, or a mixture, you have no choice but to continue using the monolithic proprietary drivers. Even if you have one of the modern cards that are supported, you will still need the firmware BLOBs.
How different distros handle this
This poses a problem for distros that support UEFI Secure Boot, which requires the kernel to be cryptographically signed. Ubuntu includes the drivers and a tool to install them, so it's relatively straightforward and the company documents the process.
Fedora, however, does not include proprietary elements like Nvidia's drivers. They aren't even shown as an option in the GNOME Software app-store. It's a long standing issue, but it may yet go away.
There's a new Change Proposal which will add an option for the user to self-sign the modules. The change is still being discussed, but if it's approved, it may happen as soon as Fedora 41.
Freeing CUDA from Nvidia
Apart from gamers with high-end cards, another use for Nvidia GPUs is for offloading computation to GPU chips - which can crunch lots more numbers in parallel than even a modern GPU. The Jolly Green Giant calls this CUDA, which once upon a time stood for compute unified device architecture. The more generic term is GPGPU computing.
The problem is that if you target your code at CUDA then it can only run on Nvidia chips using Nvidia's drivers. You can't run CUDA code using the all-FOSS Nouveau driver, for instance.
AMD has its own equivalent GPGPU software stack called ROCm, which lets you offload number-crunching to AMD GPUs... but again, if you target your code at ROCm then it won't run on Nvidia. If you want to retain cross-GPU portability, the company has a Hip alternative: the Heterogeneous-computing Interface for Portability. However, not all functionality is supported - for instance, inline PTX assembly language won't work.
Now a new, independent contender has entered the match: the SCALE language, from Spectral Compute. The documentation states:


SCALE is a GPGPU programming toolkit that allows CUDA applications to be natively compiled for AMD GPUs.


SCALE does not require the CUDA program or its build system to be modified.


SCALE does support inline PTX assembly, and the project also offers a comparison with rival technologies, including AMD HIP and the FOSS ZLUDA tools.


	AMD predicts future AI PCs will run 30B parameter models at 100 tokens per second


	Nvidia loses a cool $500B as market questions AI boom


	GPU-accelerated VMs on Proxmox, XCP-ng? Here's what you need to know


	Intel CEO says sanctions on China squanders opportunity for US chipmakers like Intel


There are other offerings for non-vendor-specific GPGPU computing. The OpenCL standard has been around since 2008 and reached version 3.0 in 2020. A new rival called UXL is expected later this year.
None of this has stopped Nvidia getting to an impressive $3 trillion valuation, though. It seems to us that more competition in this area would be a good thing.
Bootnote: How open is "open"?
The hoopla about open source drivers does not mean that the entire Nvidia driver stack is now open source. It isn't. The parts that interact with the rest of the Linux OS are, but Nvidia did this by moving the proprietary parts of the code into a multi-megabyte file of "firmware", which remains closed-source and secret.
Back at the time of the release of the 515 driver, the Asahi Linux project lead Hector Martin took a look at how much of the code was now available to study. On his now-deleted Twitter account, he posted:


So Nvidia "released" their kernel driver as open source.


By which they mean, they moved most of it to firmware and made the open source driver call into it. There are almost 900 functions implemented in the 34MB firmware, give or take, from what I can see.


Broadcom vibes...


For reference, Apple's GPU firmware is ~400kB. Apple's display controller, which is a similarly insane RPC mess, is ~7MB, but most of it is data tables (~1.5MB is code).


Don't get me wrong, less blobs in the kernel is great... but open source their "driver" they did not.


At least their kernel side code is "only" 58MB of source code. AMD still takes the lead, with almost 300MB of autogenerated includes they somehow managed to upstream into the Linux kernel tree...


These large software black boxes are common practice in recent years, as we covered in 2022: Concern over growing reach of proprietary firmware BLOBs. They are so essential that the Debian project changed its 30-year-old policies and with Debian 12 started including proprietary firmware. (r)
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    Russia's FIN7 is peddling its EDR-nerfing malware to ransomware gangs

    
Major vendors' products scuppered by novel techniques    


    
        By 
Connor Jones        
    

    
        Posted in Research,
        
            18th July 2024 13:40 GMT
        
    


    
Prolific Russian cybercrime syndicate FIN7 is using various pseudonyms to sell its custom security solution-disabling malware to different ransomware gangs.
AvNeutralizer malware was previously thought to be solely linked to the Black Basta group, but fresh research has uncovered various underground forum listings of the malicious software now believed to be created by FIN7 operatives.


Cybercriminals would specify the specific endpoint detection and response (EDR) solutions they wanted to bypass, and then a custom builder would be provided for them...


Prices range between $4,000 and $15,000 and evidence suggests that AvNeutralizer has been marketed since at least 2022, with a surge in engagements involving FIN7's tool appearing in early 2023. 
SentinelOne's researchers said the malware is effective at disabling endpoint security products from its own portfolio and Windows Defender, as well as Sophos, Panda Security, Elastic, and Symantec.
Black Basta was spotted using AvNeutralizer a couple of years ago, but various other ransomware campaigns which started in 2023 began using the malware to evade detection too. 
Criminals using well-known ransomware-as-a-service (RaaS) variants such as LockBit, ALPHV/BlackCat, Trigona, AvosLocker, and Medusa all showed they found value in AvNeutralizer, although concrete links between FIN7 and these RaaS operations haven't been firmly established.
When purchasing the tool from what SentinelOne now believes to be pseudonyms adopted by FIN7, cybercriminals would specify the specific endpoint detection and response (EDR) solutions they wanted to bypass, and then a custom builder would be provided for them.
"Considering the available evidence and prior intelligence, we assess with high confidence that 'goodsoft,' 'lefroggy,' 'killerAV' and 'Stupor' [personas] belong to the FIN7 cluster," said Antonio Cocomazzi, staff offensive security researcher at SentinelOne, in a blog this week. 
"Furthermore, these threat actors are likely employing multiple pseudonyms on various forums to mask their true identity and sustain their illicit operations within this network."
AvNeutralizer is also under continuous development and has proven to be a mainstay of FIN7's arsenal of tools, which include backdoors, PowerShell scripts, and pentesting kits.
The most recent version, the earliest sighting of which was dated April 2023, introduced a novel tampering technique using ProcLaunchMon.sys, a built-in TTD monitor driver in Windows, to create a denial of service condition in specific processes.
The full details of how FIN7 crashes EDR solutions are detailed in SentinelOne's blog but in essence, it suspends the child processes of targeted protected processes. The latter then fails because they can no longer communicate with the former.
It should also be said that this isn't a catch-all method to kill EDR processes - more than ten other user mode and kernel mode techniques are used to bust top security solutions. These are all well-documented already, though.
The importance of attribution
SentinelOne said that now it has a clearer understanding of AvNeutralizer, how it is marketed and who is using it, the team is able to track malicious activity more accurately and carry out better-informed retrospective analyses.
FIN7 has been in play since 2012 and over the past 12 years it has continually evolved tactics from the early days of deploying point-of-sale (PoS) card-stealing malware to becoming a fully fledged ransomware gang in 2020. 
At times it has been affiliated with the likes of REvil and Conti, but also went on to form its own RaaS operation in the form of Darkside, which later rebranded to BlackMatter after it hit Colonial Pipeline.


	Iran's MuddyWater phishes Israeli orgs with custom BugSleep backdoor


	China's FortiGate attacks more extensive than first thought


	Researchers claim Windows Defender can be fooled into deleting databases


	Microsoft squashes SmartScreen security bypass bug exploited in the wild


When its members weren't trying to conceal themselves behind an array of pseudonyms, they were creating fake companies, such as Combi Security and Bastion Secure, to conceal their actions and hire unwitting IT professionals to help them set up ransomware attacks. It didn't work out too well for some of them.
Despite the numerous arrests of FIN7 members over the years, the group strides on to this day and continues to evolve, making the task of attribution that more important.
"FIN7's continuous innovation, particularly in its sophisticated techniques for evading security measures, showcases its technical expertise," said Cocomazzi. 
"The group's use of multiple pseudonyms and collaboration with other cybercriminal entities makes attribution more challenging and demonstrates its advanced operational strategies. We hope this research will inspire further efforts to understand and mitigate FIN7's evolving tactics." (r)
    






        





This article was downloaded by calibre from https://go.theregister.com/feed/www.theregister.com/2024/07/18/russias_fin7_is_peddling_its/



	Previous
	Articles
	Sections
	Next





	Previous
	Articles
	Sections
	Next







    
        Original URL: https://www.theregister.com/2024/07/18/tsmc_ceo_predicts_ai_chip/
    

    TSMC boss predicts AI chip shortage through 2025, says Trump comments don't change his strategy

    
Overseas expansion to continue, insists C.C. Wei    


    
        By 
Laura Dobberstein        
    

    
        Posted in Systems,
        
            18th July 2024 13:12 GMT
        
    


    
The CEO of Taiwan Semiconductor Manufacturing Company (TSMC) is predicting that supply won't balance out demand for advanced chips until 2025 or 2026.
Talking on today's Q2 2024 earnings call, C.C. Wei - head of the world's largest contract chip manufacturer - said he was working on the problem despite customer demand being so high, and was continuing to try to increase supply whenever he can.
"I hope in 2025 or 2026 we can reach the balance," mused Wei.
The comments course-correct previous statements made by former chairman Mark Liu in September 2023 when he predicted 2024 as the year AI chip shortages would end for the company.
At that time Liu clarified that it was the packaging, not the chip itself, that created the holdup.
Wei confirmed in the Thursday earnings call that the CoWoS packaging capacity, which links processors to high-bandwidth memory (HBM), was still the bottleneck.
"From last year to this year, we have more than doubled" the CoWoS capacity, claimed Wei, adding that next year the company could double it again.


	Rapidus ramps as construction begins on 2nm wafer fab


	Semiconductor shares slump - possibly thanks to Biden and Trump


	TSMC says first 1.6nm chips coming in 2026


	Semiconductor shares slump - possibly thanks to Biden and Trump


As part of the shortage solution, Wei said TSMC was working with overseas partners to increase supply and support customers.
TSMC is building plants in Arizona, and Kumamoto, Japan, funded both with partner investors or government subsidies. Wei asserted that US Republican presidential candidate Donald Trump's recent comments would not change that.
In an interview with Bloomberg yesterday, Trump claimed that Taiwan "doesn't give [the United States] anything," and said Taiwan should "pay" the US to defend it. The comments sent TSMC's share price down almost eight percent on the New York Stock Exchange (NYSE).
On today's TSMC earnings call, Morgan Stanley's Charlie Chan noted that Trump "talked about... Taiwan/TSMC" taking 100 percent of the chip business from the US, quipping: "So congrats on the positive high market share." Chan added: "concern is growing that the US continues to depend on our island/ TSMC, [for] chip production. So, our question is for shareholders, right, how TSMC is going to mitigate this potential geopolitical risk?.... And maybe a technical question ... if we are shipping a chip to US customers, do we need to pay for the US tariff?"
Wei responded: "Okay, Charlie. So far, we did not change any of our original plan of expansion of our overseas fab. We continue to expand in Arizona, in Kumamoto and maybe [in] future in Europe. No change to our strategy. We continue our current practice. ... On the tariff, not that we know of. Normally, if there's an import tariff, the customers will be responsible for that, but no discussion, nothing," stated the chairman.
TSMC's newer, more advanced 2 nm chip is expected to go into mass production in the second half of 2025. The A16 is slated to follow a year later.
Second quarter revenue for the Taiwanese chipmaker was up up [PDF] 40.1 percent year-on-year to NT$673.51 billion (or 32 percent in USD terms to $20.82 billion), surpassing estimates.
Gross margin for the quarter was 53.2 percent, operating margin was 42.5 percent, and net profit margin was 36.8 percent. (r)
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    Europe's largest council could face PS12M manual audit bill after Oracle project disaster

    
Thank goodness for pen and paper. Re-implemented system might not arrive until March 2026, four years after initial roll-out    
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Europe's largest local authority faces a $15.58 million (PS12 million) bill for manually auditing accounts which should have been supported by an Oracle ERP systems installed in April 2022.
[image: Birmingham]
City council Oracle megaproject got a code red - and they went live anyway

READ MORE
The PS3.2 billion ($4.1 billion) budget authority has become infamous for its ERP project disaster, which has seen its switch from legacy SAP software to cloud-based Oracle Fusion, a customer win co-founder and CTO Larry Ellison once flaunted to investors.
The delayed project left the council without auditable accounts, and with security features and costs climbing from around PS20 million to as much as PS131 million. The IT problems contributed to the Birmingham City Council becoming effectively bankrupt in September last year.
A report from external auditors stated the council will not have a fully functioning cash system until April next year, three years after it went live on an Oracle ERP, and will have to wait until September 2025 for a fully functioning finance system.
Yesterday, Mark Stocks, head of public sector practice at external auditors Grant Thornton, told councillors that officials had told him the new accounting "out-of-the-box" system might not be ready until March 2026, nearly four years after the failing customized system first went live.
The lack of a functioning accounting system was making it costly and time consuming to produce a full audit, the auditors concluded after exploratory work.
"Our ability to get through those two audits --22/23 and 23/24 -- and give you the surety that you would normally expect is severely limited now, because of the ERP system and because of the timetables that we're likely to be working to," he said.
He told the Council's audit committee that producing manual audits for these years would be a mammoth task.
"The audits would take a minimum of a year for a full team, full time [to complete] and I would have thought they would run into probably PS3 million per audit, and you would have to match that with investment in your finance staff. It's an enormous undertaking to actually do those audits without an IT control environment and without a business process environment," he said.
Even if the external auditors did the work, there was no guarantee they could sign off the books with an unqualified opinion.
"There's a there's a significant likelihood that we can do all that work, and you could still end up with a disclaimed opinion. It's a risk, and I am cautious about spending your public money in this way to end up in the same position," he said.


	Oracle's examplar win over SAP for Birmingham City Council is 3 years late


	Europe's biggest city council faces PS100M bill in Oracle ERP project disaster


	Europe's largest city council runs parallel systems to cover Oracle rollout mess


	Local governments aren't businesses - so why are they force-fed business software?


	Whether to move off Oracle is the $100M+ question for Europe's largest public body


Problems with the customized ERP system were multiple, but cash management, bank reconciliation and accounts receivable were of particular concern. The council has bought third-party software -- CivicaPay/Civica Income Management -- as the replacement for the banking system.
Stocks said officials had been working hard to improve the current Oracle system, and said he did not "lose that message."
Nonetheless, serious issues continue. "You're not going to have a fully functioning finance system and cash system [until] April next year. The actual financial ledger could be April 2026. That's really difficult from a finance officer point of view [and] it's particularly difficult from an external audit point of view to draw a conclusion on your accounts," he said.
Committee member Richard Parkin said the assessment was "sobering."
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    NASA swings budget axe, kills $400M+ VIPER lunar trundlebot

    
Creeping costs, launch delays mean almost completed rover 1) will never see Moon, 2) will be stripped for parts    
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The budget axe has swung, and NASA's VIPER rover will not be trundling around the lunar surface any time soon.

  
    [image: NASA_VIPER_rover]
  

NASA revealed last night that it would discontinue the development of the Volatiles Investigating Polar Exploration Rover (VIPER) project. The trundlebot is pretty much complete, but rather than slog through testing before integration and launch, the US space agency has elected to cut its losses and cancel the project.
The plan is to strip the robot for parts, although NASA is open to offers from US industry or international partners to use the existing VIPER system "at no cost to the government." Interested parties had better move quickly, though - the agency "will consider expressions of interest" by August 1, and at some point after that, we assume, a sad-faced engineer will have a go at the rover with a screwdriver and pliers.
NASA awarded the Astrobotic a Commercial Lunar Payload Services (CLPS) contract in 2020 to deposit VIPER on the Moon in 2023. The launch date then slipped to 2024, and the most recent estimate for VIPER's readiness date was September 2025. The Astrobotic Griffin lander has also been delayed.
NASA said, "Continuation of VIPER would result in an increased cost that threatens cancellation or disruption to other CLPS missions." The Astrobotic Griffin Mission One will continue under the existing contract but will now only serve as a demonstration of the Griffin lander and its engines.
During a briefing on July 17, Nicola Fox, associate administrator for NASA's Science Mission Directorate, described the move as "a really tough decision that we make in an uncertain budget environment."
Joel Kearns, deputy associate administrator for exploration in the Science Mission Directorate, noted that the budget for the rover was expected to exceed its baseline development costs by more than 30 percent, which automatically triggered a cancellation termination review in June.


	ESA starts work on planetary defence mission, because Bruce Willis is retired


	America's first private lunar lander suffers 'critical' fuel leak en route to Moon


	Crippled Peregrine lunar lander set for fiery return to Earth in matter of days


	NASA's VIPER is half-built, with launch plans for this year


The costs have risen over the years. When NASA forecast a landing at the end of 2023, US Congress was told the budget would be $433.5 million. When the landing slipped to the end of 2024, the budget rose to $505.4 million. The move to 2025 would have resulted in a budget of $609.6 million.
By canceling the rover at this point, NASA expects to save a minimum of $84 million. The figure would have risen if the late 2025 launch date was missed. This is because a nine- to 12-month wait would be needed for lighting conditions at the Moon's South Pole to be good enough for the mission.
As for the mortal remains of VIPER, NASA plans to use the trundlebot's instruments and components on future missions, in which many of the goals of VIPER are intended to be accomplished. NASA gave the example of the Polar Resources Ice Mining Experiment-1 (PRIME-1) as another that will search for water ice at the South Pole. (r)
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    Maximum-severity Cisco vulnerability allows attackers to change admin passwords

    
You're going to want to patch this one    
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Cisco just dropped a patch for a maximum-severity vulnerability that allows attackers to change the password of any user, including admins.
Tracked as CVE-2024-20419, the bug carries a maximum 10/10 CVSS 3.1 rating and affects the authentication system of Cisco Smart Software Manager (SSM) On-Prem.
Cisco hasn't disclosed too many details about this, which is more than understandable given the nature of the vulnerability. However we know that an unauthenticated remote attacker can exploit this to change passwords. It's hardly ideal, and should be patched as soon as possible.
Digging into the severity assessment, the attack complexity was deemed "low": no privileges or user interaction would be required to pull it off, and the impact on the product's integrity, availability, and confidentiality is all designated "high." 
"This vulnerability is due to improper implementation of the password-change process," Cisco's advisory reads, providing the last few details about the vulnerability. 
"An attacker could exploit this vulnerability by sending crafted HTTP requests to an affected device. A successful exploit could allow an attacker to access the web UI or API with the privileges of the compromised user."
There are no workarounds for this vulnerability, so get those patches applied if you're in the business of keeping your passwords safe and secure. Fortunately, there are no signs of this being exploited in the wild yet, but now the cat's out of the bag it likely won't be long before that changes.
CVE-2024-20419 affects both SSM On-Prem and SSM Satellite. They're different names for the same product, only the latter refers to versions before release 7.0.
For versions 8-202206 and earlier, organizations should upgrade to 8-202212, or better still, version 9 which is unaffected by the vulnerability.
Cisco hasn't mentioned anything about how many of its customers are potentially affected by this flaw, although a recently updated whitepaper [PDF] about SSM On-Prem authored by Cisco says the product "is most often the go-to solution used by financial institutions, utilities, service providers, and government organizations."
Despite being a product targeted at all customers, the industries in which it's most commonly used suggests successful attacks could lead to some pretty nasty outcomes that affect supply chains.
The vulnerability is the standout bug among a slew of issues fixed by Cisco on Wednesday. It was one of two critical flaws addressed with security updates alongside CVE-2024-20401 (9.8), an issue with Cisco Secure Email Gateway that allows an unauthenticated attacker to overwrite arbitrary files on the underlying operating system.


	Google reportedly in talks to buy infosec outfit Wiz for $23 billion


	You had a year to patch this Veeam flaw - and now it's going to hurt some more


	No rest for the wiry as Cisco Nexus switches flip out over latest zero-day


	Nvidia CEO brushes off Big Tech's attacks on NVLink network tech


Also addressed in an advisory was the Blast RADIUS vulnerability disclosed earlier this month by security experts across the private sector and academia.
While Cisco hasn't released any patches for this yet, the advisory lists all the products that are confirmed to be affected and not affected by Blast RADIUS, as well as a sprawling list of products still under investigation. 
The vendor pointed to known mitigations for the vuln, but reminded customers that applying them may degrade performance. The advisory will be updated as Cisco's investigation continues.  (r)
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    Don't blame AI for rise in carbon emissions, says Google exec

    
Datacenter pollution is rising... but LLM workload not as big as you think    
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Google's chief scientist claims that AI is being unfairly blamed for the rise in his company's carbon dioxide emissions, and says the tech giant's efforts to switch to entirely clean energy by 2030 remains on track.
Earlier this month, the Mountain View-based biz published its annual environmental report, containing the admission that its CO2 emissions for 2023 were up 13 percent year-on-year, and up by 48 percent compared to the 2019 target base year.
The cause of this was identified as increases in datacenter energy consumption and supply chain emissions, which inevitably meant people started pointing fingers at AI, especially as Google is one of the internet companies that continue to ramp AI efforts over the past couple of years.
In an interview with Fortune during its Brainstorm Tech conference this week, Google's Jeff Dean claimed that AI is not as responsible for rising datacenter carbon emissions as critics make claim.
"There's been a lot of focus on the increasing energy usage of AI, and from a very small base that usage is definitely increasing," Dean said. "I think people often conflate that with overall datacenter usage - of which AI is a very small portion right now but growing fast - and then attribute the growth rate of AI based computing to the overall datacenter usage."
In other words, AI may be a rapidly expanding workload, but it currently represents only a small portion of the overall global datacenter burden, according to Google's chief scientist.
He claimed Google was not giving up its commitment to be powered entirely by clean energy by the end of 2030, and said progress is "not necessarily a linear thing." This is because some of Google's efforts to source clean energy from providers will not bear fruit for several years.
The Chocolate Factory's environmental report [PDF] states that its Scope 2 emissions, which include those from energy suppliers, increased 37 percent to represent 24 percent of its total carbon footprint for 2023.
However, if Google is matching 100 percent of its electricity consumption with renewable energy, why do its Scope 2 emissions show an increase instead of being zero? Google asked this question itself and says it is because its approach to renewable energy matching differs from the way Scope 2 emissions are calculated in the Greenhouse Gas (GHG) Protocol, among other reasons.
Google's report also said that while the total electricity load across all its datacenters increased by roughly 3.5 TWh (17 percent) during 2023, the cloud and search biz maintained a global average of 64 percent carbon-free energy usage. Which doesn't explain how it intends to get to 100 percent if its consumption keeps rising as quickly as it can add renewable energy sources.
And while Dean says that AI currently makes up only a small part of overall datacenter workloads, a recent report by Goldman Sachs estimated that AI will drive global datacenter power demand up by 160 percent come 2030, and that carbon dioxide emissions may more than double compared with 2022 levels.
Demand for higher performing (and therefore higher power consuming) AI servers continues apace, according to the latest report from TrendForce.


	Nvidia now plays kingmaker in the server court, says Omdia


	Microsoft's carbon emissions up nearly 30% thanks to AI


	Microsoft tries to clear the air with mountains of CO2 credits


	CyrusOne scores another $7.9B in debt financing to expand AI datacenter empire


The market watcher estimates that AI server shipments will jump by 41.5 percent this year to exceed $187 billion, accounting for 65 percent of the total server market value.
As The Register has previously reported, this is because buyers such as the hyperscalers are purchasing fewer datacenter servers, but the ones they are choosing are costly, highly configured units bristling with GPUs.
Google isn't the only company struggling with net-zero commitments. Microsoft admitted in its own Environmental Sustainability Report that its CO2 emissions are up 29.1 percent from the 2020 baseline, blaming the construction and outfitting of more datacenters to meet customer demand for cloud services. (r)
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    Thunderbird is go: 128 now out with revamped 'Nebula' UI

    
Give it a try, if only in case you lose your webmail account    
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Following the new ESR version of Firefox, upon which it is based, the latest Thunderbird is out too - with a fresh new look.  
Thunderbird 128 is now available on Windows, macOS and Linux. It's based on the latest Mozilla Firefox, a release we covered last week. This is the latest extended support release of Firefox, meaning that version 128 will receive security updated for approximately a year - which in turn means that Thunderbird will too.
[image: Finger touches email icons floating away into space]
Want tech cred? Learn how to email like a pro

READ MORE
This release continues the overhaul of the messaging client's user interface, which began in Thunderbird 102 and continued in the previous release. (We looked at this while it was still in beta, and before release the version number changed; it came out as Thunderbird 115.) Thunderbird 115 featured a revamped user interface dubbed Supernova.
The release announcement describes the new look in what strikes us as a slightly over-the-top way:


In space, a supernova creates the building blocks of creation. In a nebula, those elements nurture new possibilities. Thunderbird 128 Nebula brings together and builds on the best of Supernova.


(Well, there isn't so much potential in a planetary nebula for example... but hey, we are not averse to space-themed nomenclature.)
In this Nebula, more parts of the app use the card view, including the address book. There are three density settings under View, from "Relaxed" to "Compact." The folder pane has been revamped, and not only should refresh faster but also show unread counts in the default view. There are options to always show full names with email addresses; to highlight more info with color, and to synchronize Thunderbird's accent colors with those of the host OS; plus there's now a significantly improved password manager.
There is better integration with OpenPGP, which was pulled into the main codebase, replacing the Enigmail extension, in version 102. It also integrates better with USB security hardware. Calendar support became built in then too, replacing the Lightning extension. Speaking of which, we were pleasantly surprised by Nebula's handling of Google Calendars: click the New Calendar button, pick On the Network and provide an email address, and that's it, done. We have read that MS Exchange Server integration is improved as well, but luckily for us we don't have to deal with that these days. There's also improved handling of Apple iCloud calendars and address books, and support for native Windows notifications.
[image: Thunderbird is still a perfectly serviceable USENET news client as well as various email formats.]
Thunderbird is still a perfectly serviceable USENET news client as well as various email formats - click to enlarge


The Reg FOSS desk gives it a thumbs-up. As is pretty much always the case, some users were very unhappy with the last version's new look. Personally, we liked it, and we still do in its latest revamp, but if you didn't like "Supernova" then you'll probably like "Nebula" even less. (If you want to try a different take, there is Betterbird, a fork of the Thunderbird codebase. The v128 release is still a work-in-progress, though.*)
[image: And there's a built-in chat client, too, which can handle XMPP, Matrix and some other protocols too.]
And there's a built-in chat client as well, which can handle XMPP, Matrix and some other protocols too - click to enlarge


The system requirements for Thunderbird 128 mirror those of Firefox 128, meaning that this version requires Windows 10 or macOS 10.15 "Catalina" or newer... so it may be time for users with older Macs to investigate Open Core Legacy Patcher.


	Firefox 128 bumps system requirements for old boxes


	Thunderbird email client is Go for new plumage in July


	Apple antique aficionados can boot to the future with OpenCore Legacy Patcher


	Why you might want an email client in the era of webmail


For now, Thunderbird 128 is not being offered as an upgrade for existing users. This will follow in time, possibly after the 128.0.1 release. If you grab it from the download page, it will happily upgrade existing copies of version 115 on Windows and macOS. Impatient Linux users can install the Snap package or unpack Mozilla's .tar.bz2 into their home directory. For now, the version on Flathub is still the previous release, but we're sure it'll be updated soon.
The most important thing you should know is that the upgrade is a one-way process: once you migrate your profile to "Nebula," the older version can no longer open it. If this is a critical app for you, best wait for at least the first point-release. (r)
* A previous version of this story said there was no Mac version for Betterbird. We're happy to correct the record.
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    Firms skip security reviews of major app updates about half the time

    
Complicated, costly, time-consuming - pick three    
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Cyber security workers only review major updates to software applications only 54 percent of the time, according to a poll of tech managers.
That figure comes from CrowdStrike, which recently published [PDF] its 2024 State of Application Security Report. It's based on interviews with admittedly just 400 US security managers, so take it all with a suitable pinch of salt.
The likelihood that major code updates undergo a security review resembles a bell curve, according to the survey. Twenty-two percent of respondents confessed they did a security review under half of the time, and the same percentage claim to have reviewed code 50 to 74 percent of the time.
At the lower end of the spectrum, over a fifth of those surveyed responded that they only reviewed major code changes in less than a quarter of instances. On the other side, a third said they did so at least 75 percent of the time.


	That critical vulnerability might not be the first you should patch


	Microsoft answered Congress' questions on security. Now the White House needs to act


	Patch now? Why enterprise exploits are still partying like it's 1999


	Researchers call out QNAP for dragging its heels on patch development


Skipping the review process isn't simply down to neglect and laziness. Reviews take time, and time is often money. Only 19 percent said a security review took less than a day, while 46 percent estimated one to three days were needed. A further 29 percent claim reviews could take three to five days to complete.
On average, employees said they had ten code reviews per week, with each one requiring 16 or 17 team members. Based on this, CrowdStrike calculated the average yearly cost of security reviews at nearly $1.2 million. Even when doing the same math, but with median number of reviews per week and employees per review, the annual expenditure for code reviews was $188k.
Keep in mind, that's when teams are only doing reviews for every other major update.
There doesn't seem to be a single root cause as to why security reviews are so time and money-consuming - it comes down to a variety of factors.
Respondents work with about three to five different coding languages. In addition 89 percent use at least two tools for threat detection - 60 percent using at least five tools - and about 71 percent of firms are using manual management methods like documentation and spreadsheets.
Indeed, 52 percent of the security managers placed "misaligned tools/technology" among their top three challenges. And 61 percent lamented that merely "prioritizing what to fix first" was also in the top three.
"The data is clear: Applications and APIs are not secure enough," CrowdStrike concluded. "As adversaries evolve their techniques and operate with greater speed, it is imperative that organizations strengthen their application security posture." (r)
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    Semiconductor shares slump - possibly thanks to Biden and Trump

    
More sanctions and weaker support for Taiwan are bad news ... except for Intel?    
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The share price of several major semiconductor producers has taken a sharp dive, seemingly in response to a pair of political developments in the United States.
On Wednesday TSMC shares dipped 7.98 percent on the New York Stock Exchange, while ASML dropped 10.93 percent, Tokyo Electron was off by 9.25 percent, Nvidia dropped 6.62 percent, AMD fell 10.21 percent, and the tech-heavy NASDAQ index fell 2.77 percent - its worst day since 2022.
One of the political events that appears to have soured market sentiment was a report claiming the Biden administration is considering tighter restrictions of chip manufacturing tech to China.
The fresh restrictions would reportedly hit Tokyo Electron and ASML, which both make chipmaking equipment without which it's impossible to manufacture advanced semiconductors. The potential for further sanctions to harm both businesses is clear, and further closure of the Chinese market is obviously bad news for other chipmakers as it will deprive them of a giant pool of buyers.


	US-China chip wars 'mainly ideological' says ex-ASML boss


	TSMC chip plant construction halted by discovery of archaeological ruins


	ASUS quietly built supercomputers, datacenters and an LLM. Now it's quietly selling them all together


	TSMC says first 1.6nm chips coming in 2026


A second item of concern is an interview with Republican presidential candidate Donald Trump, who was asked about whether he would defend Taiwan against China if he returned to the White House, and offered the following:


They did take about 100 percent of our chip business. I think, Taiwan should pay us for defense. You know, we're no different than an insurance company. Taiwan doesn't give us anything. Taiwan is 9,500 miles away. It's 68 miles away from China. A slight advantage, and China's a massive piece of land, they could just bombard it. They don't even need to - I mean, they can literally just send shells. Now they don't want to do that because they don't want to lose all those chip plants. You know, all those plants and they don't want to do that.


That serving of word salad is both inaccurate - Taiwan has not taken all of the US's chip business, and Taiwanese firms like TSMC are building fabs in America - and differs from president Biden's position: that the US would become involved in kinetic conflict to defend Taiwan.
As such, it represents a potential weakening of current US policy. And as Trump accurately assessed, China knows Taiwan's chip plants are a prize - they're among the world's most sophisticated such facilities. They are of such strategic significance that an official from the last Trump administration has suggested they would be destroyed in the event of an invasion.
Intel - which operates its own foundries, has set up a biz to rent them out, and is less reliant on Taiwanese manufacturers - did not experience a share price drop on Wednesday. Instead, it enjoyed a 0.35 percent upward hop. Which tells you investors feel it isn't impacted by whatever has seen them devalue other semiconductor concerns. (r)
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    Samsung buys UK AI startup to give its products the personal touch

    
Oxford Semantic could help your fridge and smartphone pick up on your proclivities    
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Samsung announced the acquisition of UK knowledge graph startup Oxford Semantic Technologies on Thursday, to boost its AI smarts and offer more personalized experiences and content on its devices.
Oxford Semantic Technologies (OST) specializes in the knowledge graphs - a database tech that stores and organizes data as an interconnected web of related ideas and entities, much like humans do, enabling rapid retrieval of information and recommendations. Its flagship product is called RDFox - billed as the world's fastest knowledge graph and semantic reasoning engine.
"As such, it is considered one of the key technologies for realizing more sophisticated and personalized AI solutions," Samsung enthused.
The Korean giant noted Oxford Semantic's product "optimizes data processing and enables advanced reasoning" on devices and in the cloud, helping smartphones and other gadgets to become "increasingly familiar with users' preferences and usage."
That ability fits nicely with Samsung's stated plans to bring better AI to its Bixby virtual assistant, which it last week revealed will soon be upgraded with its own AI models as part of a broader strategy.
Samsung asserted that Oxford Semantic's products will be applicable across its range - and specifically named mobiles, televisions and home appliances.


	South Korean Samsung union strikes again in bid to chip away at production


	Good news: Samsung predicts prodigious profit pop


	Samsung Korea warns many apps won't run on its Qualcomm-powered Copilot+ PCs


	Samsung workers treated for exposure to radiation in South Korea


Samsung has collaborated with the startup since 2018 - only a year after it was established as a spin-out from the University of Oxford, where its founding team had toiled on its tech since 2011. The Korean giant had also invested in the Oxford outfit.
According to Oxford Semantic CEO Peter Crocker, Samsung has been involved in the development of RDFox, which it describes on LinkedIn as underpinned by "patented modern computing techniques" that enable it to "deliver responses to complex queries on the fly."
This deal is the second acquisition of a British tech outfit by a major Asia-based entity in the last week, after Japan's SoftBank acquired struggling AI chip house Graphcore for an unspecified sum. (r)
    






        





This article was downloaded by calibre from https://go.theregister.com/feed/www.theregister.com/2024/07/18/samsung_acquires_oxford_semantic/



	Previous
	Articles
	Sections
	Next





	Previous
	Articles
	Sections
	Next







    
        Original URL: https://www.theregister.com/2024/07/18/star_sydney_upgrade_fail_outage/
    

    Tech upgrade broke the casino - took slots offline for days

    
A fresh mess for the Australian outfit that previously managed to pay winnings more than once    


    
        By 
Simon Sharwood        
    

    
        Posted in Software,
        
            18th July 2024 03:03 GMT
        
    


    
Australia's Star Entertainment Group, operator of three casinos down under, has seen its slot machines and other electronic games go offline for at least three days after an upgrade went awry.
The outfit on Monday advised investors [PDF] that "following planned upgrades to The Star's systems in readiness for the introduction of cashless gaming, certain of The Star's systems have been disrupted due to system performance issues identified in post-upgrade testing."
"Disrupted" seems a too-kind euphemism for the incident - the investor update points out that the org has had to "switch off all Electronic Gaming Machines and Electronic Table Games in each of The Star's three properties from 10:00pm onwards on 13 July 2024 until the issue is resolved."
July 13 was a Saturday, meaning the casino missed plenty of busy hours during which punters would otherwise have surrendered plenty of their hard-earned.
The org told investors the outage was voluntary, "to ensure compliance with relevant regulations, and to maintain the Company's commitment to safer gambling procedures." Supplier Konami was helping to sort things out.
Which took quite a lot of time. It was only on July 17 that Star Entertainment posted an update [PDF] revealing that all impacted machines had been restored to operation - although it's not certain whether or when partial capacity was restored at some earlier point.


	Casino cyberattacks put a bullseye on Scattered Spider - and the FBI is closing in


	MGM says FTC can't possibly probe its ransomware downfall - watchdog chief Lina Khan was a guest at the time


	China's gambling crackdown spawned wave of illegal online casinos and crypto-crime in Asia


	Singapore to deter crypto investors with tactics like those used on smokers, gamblers


A lengthy outage always costs organizations money. The mention of compliance explains why Star Group was willing to tolerate it: the group has had a torrid few years, in which it has been the subject of regulatory inquiries that in May 2024 concluded it was not suitable to hold casino licenses in the Australian state of New South Wales.
The most recent inquiry came to The Register's attention after it discovered a software glitch saw Star's Sydney operations give away AU$3.2 million ($2.05 million) in cash - some of it to suspected criminal figures who learned of the easy-to-exploit method that saw the casino leak lucre.
Tech that led to further non-compliance could have invited further regulatory scrutiny.
A spokesperson for Star told us the org won't comment on the nature of the issues that afflicted this upgrade. (r)
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    Release the hounds! Securing datacenters may soon need sniffer dogs

    
Nothing else can detect attackers with implants designed to foil physical security    


    
        By 
Simon Sharwood        
    

    
        Posted in Security,
        
            18th July 2024 00:54 GMT
        
    


    
Sniffer dogs may soon become a useful means of improving physical security in datacenters, as increasing numbers of people are adopting implants like NFC chips that have the potential to enable novel attacks on access control tools.
So says Len Noe, tech evangelist at identity management vendor CyberArk. Noe told The Register he has ten implants - passive devices that are observable with a full body X-ray, but invisible to most security scanners.
Noe explained he's acquired swipe cards used to access controlled premises, cloned them in his implants, and successfully entered buildings by just waving his hands over card readers.
Unless staff are vigilant enough to notice he didn't use a card, his entrance appears to be a normal, boring, instance of an RFID being scanned.
But like most electronics, Noe's implants include a chemical called triphenylphosphine oxide that's used in the production of storage devices. Sniffer dogs have already been trained to sniff out the chemical to detect electronic devices.
Noe thinks hounds are therefore currently the only reliable means of finding humans with implants that could be used to clone ID cards.
He thinks dogs should be considered because attackers who access datacenters using implants would probably walk away scot-free. Noe told The Register that datacenter staff would probably notice an implant-packing attacker before they access sensitive areas, but would then struggle to find grounds for prosecution because implants aren't easily detectable - and even if they were the information they contain is considered medical data and is therefore subject to privacy laws in many jurisdictions.
Noe thinks plenty of other attacks could be mounted using implants. He outlined a scenario in which a phishing mail is stored in an NFC implant - an attacker gains access to a victim's smartphone, uploads the mail, and sends it. Hardy anyone checks their Sent mail file, he noted, and mails sent from known good corporate inboxes are less likely to be considered a risk.


	China working on standard for brain-computer interfaces


	Tesla owner gets key fob chip implanted in his hand


	Neuralink keeps losing the thread on brain implant wiring


	'CAPTAIN CYBORG': The wild-eyed prof behind 'machines have become human' claims


Happily, Noe believes that only 50,000 to 100,000 people worldwide have had electronics implanted in their bodies, and perhaps one percent of those have the tech or the capability to use them for evil - rather than applications like keyless entry to a Tesla.
But he told The Register he's aware of red teams adopting the tech, with some success, and pointed out that cyber-crims are always looking for new tools. He also feels that the issue of implants being used as a weapon deserves some consideration as brain-computer interfaces like Neuralink evolve.
In the here and now, Noe explained that tools to defeat implants are already available in the form of multi-factor authentication. He suggests that datacenters require a combination of a card swipe and a keyed code, or biometrics, to defeat implant-packing attackers.
And maybe consider going to the dogs, too - in the best possible way. (r)
    






        





This article was downloaded by calibre from https://go.theregister.com/feed/www.theregister.com/2024/07/18/sniffer_dogs_datacenter_defence_implants/



	Previous
	Articles
	Sections
	Next





	Previous
	Articles
	Sections
	Next







    
        Original URL: https://www.theregister.com/2024/07/17/exabeam_logrhythm_merger_job_cuts_lawsuit/
    

    Merged Exabeam and LogRhythm cut jobs, face lawsuit

    
Unconfirmed reports suggest 30 percent reduction in headcount    
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Exabeam and LogRhythm - a pair of cyber security firms - finalized their merger on Wednesday, an occasion The Register understands was marked by swift job cuts and shareholder action to investigate the transaction.
While the now-combined entity has not confirmed how many jobs will go, one Reg reader reported that execs announced a 30 percent reduction in workforce during a Zoom meeting.
An Exabeam spokesperson declined to answer specific questions about the deal, and sent The Register the following statement:


It is our aim to be operationally efficient and retain as much talent as possible for the success of the company. We will not disclose specific details regarding headcount.


The merger of LogRhythm and Exabeam is a private transaction, and we will not be disclosing details on the value or structure of the deal.


Post merger, the new business will keep the Exabeam name, and former LogRhythm president Chris O'Malley will serve as CEO.
"Our unified company is poised to set a new benchmark in cyber security, delivering solutions that are not only robust and innovative but also deeply attuned to the real-world challenges you face," O'Malley wrote in a Wednesday blog post.
"Exabeam is committed to providing comprehensive, AI-driven security solutions that are not just an alternative, but a definitive upgrade over the convoluted offerings from large tech companies," he continued.
Former Exabeam CEO Adam Gellar will leave the new outfit. We're told he will drift away beneath a significant golden parachute.
Gellar first announced the merger with Thoma Bravo-owned LogRhythm in May.
Today's layoffs - mourned on LinkedIn, and then also used as a recruiting tool by other security shops - follow a 20 percent staff cut at Exabeam last October.
"This is two failing companies merging together to try to stay afloat and now under a [private equity] PE firm where most tech companies go to die," one Reg reader lamented. "The real issue is the zeroing out of all the employee stock."


	Splunk sheds 7% of workers amid Cisco's $28B embrace


	Kaspersky culls staff, closes doors in US amid Biden's ban


	London council accuses watchdog of 'exaggerating' danger of 2020 raid on residents' data


	Iran's MuddyWater phishes Israeli orgs with custom BugSleep backdoor


Earlier this week, an Exabeam investor filed a legal demand to inspect its books, and LogRhythm's too, to stop the deal from proceeding. This lawsuit, according to an Exabeam spokesperson, was dismissed yesterday.
Then on Wednesday, the law firm of Kahn Swick & Foti (KSF) announced it is investigating the deal between Exabeam and LogRhythm.
"Under the terms of the now-completed transaction, Exabeam common stockholder's shares have been canceled for no consideration," the attorneys asserted in a statement.
"KSF is seeking to determine whether the merger and the process that led to it are adequate, or whether the merger is fair to Exabeam shareholders." (r)
    






        





This article was downloaded by calibre from https://go.theregister.com/feed/www.theregister.com/2024/07/17/exabeam_logrhythm_merger_job_cuts_lawsuit/



	Previous
	Articles
	Sections
	Next





	Previous
	Articles
	Sections
	Next







    
        Original URL: https://www.theregister.com/2024/07/17/musk_california_laws/
    

    Here we go again. And again. Musk threatens to pull Twitter, SpaceX out of California

    
Over here, look at me, Donald, I'm over here, don't you want to tweet again? Woke! Trans! Antifa! Immigration!    


    
        By 
Brandon Vigliarolo        
    

    
        Posted in Science,
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Comment Elon Musk is threatening yet again to take his ball and go home, this time claiming he's going to move X and SpaceX from California to Texas because he's upset over a new state law designed to prevent teachers from being required to out LGBTQ students.
California AB 1955 was signed into law by Governor Gavin Newsom (D) on Monday, and bans school districts in The Golden State from forcing teachers to disclose the gender identity or sexual orientation of students to anyone, including their parents, without their permission. The bill was proposed after several districts in the state passed rules requiring teachers to disclose LGBTQ identification to parents if asked. 
"This is the final straw," Musk said on Xitter of the passage of the bill. "Because of this law and the many others that preceded it, attacking both families and companies, SpaceX will now move its HQ from Hawthorne, California, to Starbase, Texas." 
Yeah, that's a completely rational reason to move a multi-billion-dollar aerospace manufacturer's headquarters from one state to another. Nothing whatsoever to do with Musk heavily and openly courting Republican presidential candidate Donald Trump and his supporters, and attempting to appeal to their anti-Woke sentiments.
The Tesla tycoon has reportedly pledged $45 million a month to a SPAC backing Trump's reelection campaign, we imagine in hope of securing a Republican administration in 2025 that further subsidies his EV factories and bans Chinese rivals, and to encourage Trump to tweet again to drive up engagement on his X site. Right now, Trump posts on his Truth Social network.
Musk claimed earlier he wasn't donating to any US presidential candidate, ahead of November's national election, though the billionaire was upset at incumbent Joe Biden's support for labor unions and position on immigration and the US border. Now Musk's openly backing Trump and shouting about Cali gender law. Immediately after Trump was almost assassinated at the weekend, Elon couldn't help but claim there had been two attempts in Texas to murder him in the past eight months.
"X HQ will move to Austin," the SpaceX supremo added yesterday. "Have had enough of dodging gangs of violent drug addicts just to get in and out of the building."
Guilty as charged, San Francisco: The X HQ is in one of the worst spots of the US West Coast city. Though, just sayin', Austin is in Texas.
The ultra-rich boy who cried wolf
Never mind the fact that this isn't the first time Musk has threatened to pack up and leave a place because of rules he doesn't like, leaving one question at the front of this vulture's mind: Why should we assume this threat is any different?
Musk has been making similar "gangs and violent drug addicts" arguments about San Francisco for years, like when he threatened to abandon Twitter headquarters in 2022 after the city said he couldn't install bedrooms in the building. 
San Francisco authorities, Musk said at the time, were wasting resources "attack[ing] companies providing beds for tired employees instead of making sure kids are safe from fentanyl."
Musk did succeed at taking the Tesla headquarters from California to Texas in 2021, ostensibly to escape COVID-19 regulations he decried as "fascist," though the automaker's engineering HQ moved back to California last year. Production at California Tesla plants has also increased since the corp's HQ moved out of the state.
As for SpaceX, the other outfit Musk has now threatened to move to Texas along with Twitter, legally speaking he already has, at least as far as he says.
Musk claimed in February he moved SpaceX's legal home from Delaware to Texas, though it's not immediately clear if that process has completed. Interestingly, it was a Delaware judge who voided Musk's $56 billion pay package at Tesla for being unfairly approved by the board.
Tesla shareholders later voted to re-approve the compensation package. And SpaceX HQ remains in Hawthorne, California, until someone other than Musk decrees it to be so.


	Tesla slams advisors for not loving Musk's $44.9B payout


	Twitter grew an incredible '1.6%' since Musk's $44B takeover. Amazing. Wow


	SpaceX's Falcon anomaly could have serious implications for the space industry


	Twitter now worth just a third of what Musk paid for it


We reached out to SpaceX for details. Whether the X-man will follow through on his threats to flee California remains to be seen, and he may want to think twice before moving more assets into the state. 
There have reportedly been at least 72 liens filed against SpaceX and its contractors in Texas for unpaid bills, amounting to at least $2.5 million. Moving formally into the state could open the legal floodgates to a lot of angry creditors looking for cash.
In addition, it's not clear whether X has ever bothered to clear its arrears on rent owed for its San Francisco headquarters and other offices in the city, meaning there could be some hefty bills due before a move for that biz can be finalized. 
We reached out to X for comment as well, and only received the usual (non poop emoji) automated response. 
Elon and the trans community: A very brief primer
It's worth noting that Musk's beef with the transgender community, beyond any pandering to Republicans, has been long-running, public, and incredibly personal. 
One of Musk's children has identified as a trans woman since the age of 16; Musk's public statements on transgender people have been far from accepting since she came out. Musk's daughter legally changed her name and gender identity in 2022 to further distance herself from her father, who she claims she doesn't want to be associated with "in any way, shape or form." 


FYI: Tech VCs Ben Horowitz and Marc Andreessen have pledged support and financial contributions to getting Trump reelected.


Despite all that, Christiana Wyly, wife to Musk's brother Kimbal, told biographer Walter Isaacson that Elon is more upset at his daughter becoming a "full communist" who thinks "anyone rich is evil" than her being trans.
Musk has blamed his alienation from his daughter not on his public derision of the trans community, but rather on her "progressive" school, which he told Isaacson he believed had infected her with the "woke mind virus" he so frequently blames for things he disagrees with. 
"I've made many overtures," Musk told Isaacson of his relationship with his daughter, "but she doesn't want to spend time with me."
Whether uprooting two corporate headquarters over a law designed to protect LGBTQ children will help heal the rift is unknown, but we're going to bet the chances aren't good. (r)

  Editor's note: This article was updated to clarify that Tesla shareholders voted to approve Musk's mega-package, and not SpaceX's investors. We're happy to make this clear.
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    Anthropic teams up with venture capital firm to kickstart $100M AI startup fund

    
Recipients of six-digit investments aren't required to use Claude    
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Anthropic is setting up a $100 million fund for AI startups with the help of venture capital firm Menlo Ventures.
Termed the Anthology Fund, the nine-figure pool of cash will be doled out to "the next generation of AI startups" Menlo Ventures says. Each startup is eligible to receive an investment of at least $100k, with no mention on the maximum investment a company could pocket. Additionally, startups propped up by the fund will get access to Anthropic's AI models, $25k in Anthropic credits, and some amount of credits from Menlo Ventures' firms.
There are some other perks of abstract value, including "access to the Anthropic team for expertise, guidance, and dedicated developer relations support," networking with other AI companies, quarterly and biannual meetings with Anthropic and Menlo Ventures, and even "fractional workspace access" to Menlo Ventures' offices.
Anthropic doesn't stipulate that recipients must use Claude, its competitor to OpenAI's GPT models. However it does say it assumes startups will want to use Claude, whose latest 3.5 version we looked at last month.
In a statement, Daniela Amodei, president of Anthropic, told The Reg: "Through our partnership with Menlo Ventures and the Anthology Fund, we hope to accelerate the development of groundbreaking AI applications that align with our mission. We're particularly interested in ventures that leverage AI to enhance human capabilities and productivity in fields such as healthcare, legal services, education, energy, infrastructure, and scientific research."
Amodei added: "We look forward to working closely with Menlo and the exceptional founders backed by this Fund to push the boundaries of what's possible with AI."


	Anthropic tries 'to enable beneficial uses' of AI by government agencies


	Anthropic goes after iPhone fans with Claude 3 chatbot app


	Amazon to lure upstarts with $500K in AWS AI credits each


The application form is pretty standard and asks questions about the company, founders, and the product applicants want to build. There's even an optional question where Anthropic asks how a startup plans to become profitable, something that is significant given the increasing fears that investments into AI will outstrip the tech's profitability.
Anthropic's fund mirrors that of OpenAI, whose plainly named OpenAI Startup Fund has $175 million to go around. The overall trajectory of the two companies is remarkably similar, as Anthropic got billions of dollars from Amazon while OpenAI got its big bucks from Microsoft. Anthropic's founders include ex-OpenAI employee Dario Amodei, now its CEO, and Daniela Amodei, now its president, as well as several other researchers, all of whom once worked at OpenAI. (r)
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    Kaspersky gives US customers six months of free updates as a parting gift

    
So long, farewell, do svidaniya, goodbye    
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Updated Embattled Russian infosec shop Kaspersky is giving US customers six months of security updates for free as a parting gift as Uncle Sam kicks the antivirus maker out of the American market.
In a farewell note to US users, the soon-to-be-banned biz thanked its customers for "choosing and trusting Kaspersky throughout the years."
"We've always strived and remain committed to provide the best cybersecurity there is -- independent, transparent and expertly managed," the letter continues. "Unfortunately, for now, you have one less choice in defending yourself against online threats."
Kaspersky is referring to a US Commerce Department rule, announced last month, that will prohibit the business from selling software in the US to new customers beginning July 20, and also prevent it from distributing software updates and malware signatures to existing Stateside users after September 29.
According to the Feds, the Russian business poses a national security threat to the US, and its top executives are accused of cooperating "with Russian military and intelligence authorities in support of the Russian Government's cyber intelligence objectives."
Kaspersky has disputed these allegations but on Monday announced that it will close its American operations and cut US-based jobs to comply with the July deadline.


	Kaspersky culls staff, closes doors in US amid Biden's ban


	From network security to nyet work in perpetuity: What's up with the Kaspersky US ban?


	Uncle Sam sanctions Kaspersky's top bosses - but not Mr K himself


	Biden bans Kaspersky: No more sales, updates in US


"With Kaspersky leaving the US, we'd like to pay you back with the least we can: gifting you a selection of our security solutions for free for six months," the goodbye letter, which shows a picture of a green bear holding a heart balloon and carries a "stay safe" sign while a tear falls from its eye.
Kaspersky did not respond to The Register's questions about which products and services would be offered to American customers for free. It's also unclear how it will ensure the security of these products since it will be prohibited from providing software updates for them as of late September.
We will update this story if and when we receive a response.
Meanwhile, in another free farewell gift, Kaspersky offered free tips:

	Remember to always back up your data.


	Be wary of links and double-check their source before clicking.


	Protect your identity online, change passwords regularly and keep them long and complex.


All words to live by, in your humble vulture's opinion. (r)
Updated to add 2230 UTC
Here's the list of stuff that'll be offered for free: Kaspersky Standard; Kaspersky Plus; Kaspersky Password Manager; Kaspersky Safe Kids; and Kaspersky VPN Secure Connection.
As for how the antivirus lab intends to keep these products secure in the US when updates are cut off from the end of September, its people told us:


Following the compliance requirements, we will be forced to stop antivirus signature and codebase updates plus disconnect apps from Kaspersky Security Network after September 29. Other functionality will continue working, including the core anti-malware functionality.


In the following guide we provide more details about what's working and what's limited.
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    SpaceX asks the FAA: 'Can we launch our rockets again, please?'

    
Company keen to get back on the horse before the investigation is complete    
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SpaceX wants to get back to launching Falcon 9 after one of the rockets experienced an upper stage malfunction last week, which forced it to ditch its satellites in a lower than planned orbit. It has requested a public safety determination from the US Federal Aviation Administration (FAA) to allow it to return to flight.
A spokesperson for the FAA told The Register that SpaceX made the request on July 15, noting "The FAA is reviewing the request and will be guided by data and safety at every step of the process."
The FAA said in a statement, "When a public safety determination request is received, the agency evaluates safety-critical systems, the nature and consequences of the anomaly, the adequacy of existing flight safety analysis, safety organization performance, and environmental factors.
"If the FAA agrees no public safety issues were involved, the operator may return to flight while the investigation remains open, provided all other license requirements are met."
As far as SpaceX is concerned, there weren't any public safety issues associated with the mishap. The first stage of the Falcon 9 made a nominal landing on a drone ship after the 2235 local time July 11 launch from Vandenburg Space Force Base in California. Things did not go so well for the upper stage which, according to SpaceX, developed a liquid oxygen leak. The first burn of the upper stage's Merlin Vacuum engine went well, but an "anomaly" occurred when the second burn was supposed to take place, leaving the payload of Starlink satellites in a lower-than-planned orbit.
The upper stage survived the "anomaly" and was passivated as usual. However, the malfunction did leave a batch of Starlink satellites in a lower-than-planned orbit. Of the Starlinks, SpaceX said: "The satellites will re-enter Earth's atmosphere and fully demise."
"They do not pose a threat to other satellites in orbit or to public safety."


	SpaceX's Falcon anomaly could have serious implications for the space industry


	SpaceX set to literally rock Florida with more and bigger Starship launches


	FAA now requires reentry vehicles to get licensed before launch


	You could have heard a pin drop: Virgin Galactic reports itself to the FAA


The FAA's rules for returning to flight following a mishap are clear. There must either be an acceptance from the agency of the final mishap report and corrective actions implemented, or - assuming the mishap didn't involve safety-critical systems or otherwise jeopardize public safety - the FAA could agree to a return to flight operations while the mishap investigation remains open.
While the federal agency had not made a determination regarding SpaceX's request at time of writing, the request itself is an indicator that the company has a good idea of what caused the anomaly and likely has a plan to fix it. The Falcon 9 had also proved to be an extraordinarily reliable workhorse until this mishap.
Otherwise, the FAA would be unable to accept the request for fear of another upper-stage anomaly that would have a less benign outcome.
All of this might bode well for some uncrewed commercial operations, such as slinging more Starlinks into orbit, but launching humans on the Falcon 9 is a different matter altogether. While another upper-stage issue might not present problems for members of the public on the ground, it could be a very bad day for astronauts sitting in a Crew Dragon. (r)
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    What exactly did Microsoft promise CISPE in its settlement?

    
Analysts: 'At the end of the day, the settlement is nothing'    
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Analysis Microsoft's deal to settle an antitrust complaint taken to the European Commission by a group of cloud providers is good for Microsoft, but no so meaningful for enterprise customers, says a well respected analyst.
The Cloud Infrastructure Services Providers in Europe (CISPE) organization, which represents 27 members, filed the complaint with the EC in November 2022.
Microsoft's maneuvering is undoubtedly impressive. For a relatively small payout -- we've seen claimed figures ranging from 10 million euros to 30 million US dollars -- the company managed to get CISPE's complaint over alleged anticompetitive behavior withdrawn. AWS, Google, and Alibaba were excluded from the settlement.
The complaint centered on the higher cost of running Microsoft software in public clouds outside of Microsoft Azure.
Some onlookers are unimpressed by the deal. Directions on Microsoft analyst Wes Miller said, "At the end of the day, the settlement is nothing."
"It won't affect so-called listed providers and just promises to give a few Azure exclusives to the smaller 'authorized outsourcers.' It's unclear what this settlement actually resolves other than a legal threat."
The cloud giants -- Microsoft, AWS, and Google -- enjoy market dominance in Europe despite regular complaints by regulators. However, running Microsoft software on the likes of listed providers that include AWS and Google is not covered by the settlement. Instead, European cloud providers will -- if Microsoft sticks to its nine-month promise -- get an enhanced version of Azure Stack HCI for European cloud providers dubbed Azure HCI Stack for Hosters.
Sources with knowledge of the matter told The Register earlier this week that a higher value deal was on the table from Google to keep the complaint alive, but it was rejected in favor of Microsoft by CISPE members, who apparently valued CISPE's independence over half a billion euros' worth of credits spread over five years alongside a more considerable lump sum payment upfront.


	Goodbye Azure AD, Entra the drag on your time and money


	Microsoft wasn't CISPE's only suitor - it seems Google was willing to pay for its views on cloudy licensing to prevail


	Google: We're still working to defeat Microsoft's 'anticompetitive' cloud policy


	Microsoft avoids formal antitrust EC probe over abusive licensing claims by settling case with CISPE


Mary Jo Foley of Directions on Microsoft wrote, "It's unclear if there are other hidden terms in the agreement," which is a fair point to raise considering what CISPE members apparently turned down in favor of Microsoft's deal. Another source described Google's offer as staggering and laughed, "When did Google become a not-for-profit company?"
Our source also noted that the settlement did not address every issue, with question marks still surrounding services such as Microsoft Entra. However, they did describe the settlement as a significant step forward in solving the problem of licensing Microsoft's productivity software for some cloud providers. Even if AWS and Google were notable exceptions.
According to our source, Microsoft has a "different relationship" with its rival tech giants compared to CISPE's members and their comparatively smaller European market share. (r)

  PS: Speaking of Microsoft, the Windows giant has reportedly axed its diversity, equity and inclusion (DEI) team, whose lead lamented in a leaked email that the equality initiative was "no longer business critical." Redmond said its commitments to diversity were unchanged.
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    Mega-city's Oracle system won't have effective cash management until 2025

    
Birmingham, Europe's largest local authority, plans to reimplement software years after it replaced SAP    
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Europe's largest local authority will not have a fully functioning cash system until April next year, three years after it went live on an Oracle ERP system intended to perform the task.
Birmingham City Council's plan to switch from SAP to software from Big Red has seen its budget balloon from PS20 million ($26 million) to potentially PS131 million ($170 million) in a project once hailed by Oracle co-founder and CTO Larry Ellison as an exemplar of the company's competitive wins.
Although the new system went live in April 2022, which was already nearly 18 months late, the mid-England council has been unable to produce auditable accounts using the Oracle system while it has experienced acute problems with bank reconciliation and cash management. The ongoing software problems have been compounded by an equal pay claim; together they caused the authority to become effectively bankrupt in September last year.
The council had implemented Oracle with significant customization -- seemingly against its original plans -- and since disaster struck in 2022 it plans to re-implement Oracle Fusion "out of the box."
A new report by external auditors Grant Thornton reveals that the Council, which is responsible for an annual budget of just under PS3.2 billion ($4.1 billion), said: "We note that the council will not have a fully functioning cash system until April 2025 and the reimplementation of the ERP system will be circa September 2025. Until this point, the council will not have a fully functioning financial system."
Grant Thornton says the council had reviewed standard Oracle processes and came to the conclusion they would work effectively although the new software "will require significant transformation and culture change across people, process and technology, and the council Governance."


	Brit council gives Oracle another PS10M for professional services amid ERP fallout


	Labour wins race to lead UK, but few would envy the load in its tech in-tray


	Brit council fumbles Oracle Fusion launch, leaving SAP to die another day


	Oracle Fusion rollout costs 15 times council's estimates in SAP rip-'n-replace


While considering reimplementing Oracle, the council was also executing a recovery program for the current implementation which Grant Thornton's report describes as "reactive and operationally focused."
One of the more serious problems, performance of the Bank Reconciliation System, was "being addressed in an incremental and incomplete manner," the report adds.
Earlier this year, The Register revealed that manual workarounds were set to cost the council around PS5 million ($6.5 million) in the current financial year.
The Council has now chosen software CivicaPay -- known as Civica Income Management -- as the replacement for the BRS, and plans to have this in place for April 2025. It is also set to procure a new Oracle delivery partner, which will work with the council for three to five years. (r)
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    GNOME head honcho Holly Million steps down

    
As nonprofit behind the desktop environment of the world's most profitable Linux distro maker scours around for cash    
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The executive director of the GNOME Foundation has quit after less than a year in the role.
The GNOME Foundation, the non-profit organization behind the GNOME desktop environment, has announced the departure of Holly Million, its exec director. We covered her appointment as recently as nine months ago, in late October.
As we said then, the job is not a technical one: It is more that of a spokesperson, the public face of the project, and as the person who raises sponsorship for work overseen and guided by the GNOME Foundation, which is a tax-exempt US 501(c) organization.
Her role would thus include doing things like lining up a million euros ($1,089,750) in funding for GNOME projects, as the German Sovereign Tech Fund awarded the community in early November. We assume the ball was rolling on that well before Million was appointed.
The foundation itself is in need of cash. Robert McQueen's update from the board in April this year read:


The GNOME Foundation has operated at a deficit (nonprofit speak for a loss - ie, spending more than we've been raising each year) for over three years, essentially running the foundation on reserves from some substantial donations received four to five years ago.


The next month, in May, people were expressing concern at the level of spending by the foundation. For example, postmarketOS developer Pablo Correa Gomez wrote:


With the numbers presented, the foundation had lost approximately $650,000 in [2021] ... and $300,000 in [2022]. And nobody seemed worry about it.


The following week, GNOME developer Tobias Bernard alluded to trouble within the foundation that could disrupt that much-needed funding from Germany for the community's projects:


We're currently facing a major issue from the GNOME Foundation side. We hope it will be resolved before it impacts the coordination of the [Sovereign Tech Fund] project, but if not, the future of parts of the project is uncertain.


Days later came an upbeat missive from Million about the foundation's GNOME Development Initiative, which also talked up the organization's Five Year Plan for itself and its orbiting projects.
(The Reg FOSS desk is just about old enough that this sobriquet evokes unpleasant Stalinist associations, but then, this vulture is one of those graybeards of the FOSS world.)
More recent updates from Bernard are much more reassuring.
Although we do understand that the GNOME Foundation is a separate and independent entity and not under the control of IBM-owned Red Hat, as it should be - GNOME is used by lots of non-Red Hat projects - even so, GNOME is the default and only supported desktop environment of Red Hat Enterprise Linux. As El Reg's sister title The Next Platform reported at the start of the year, both IBM and Red Hat are doing quite well on paper. It does seem to us the IT giant could afford to spend a bit more to support a community providing a key part of its commercial offering.


	PowerToys bring fun tweaks to Windows 10 and 11


	SUSE Linux Enterprise 15 to receive support right up to end of Unix epoch


	Miracle-WM tiling window manager for Mir hits 0.2.0


	Fresh version of Windows user-friendly Zorin OS arrives to tempt the Linux-wary


As for Million, she is going back to university. In the foundation's statement, she says: "I will be pursuing a PhD in psychology and dedicating myself to my own private practice."
For now, she is working with interim executive director Richard Littauer, whose day-job is at Maintainer.io and who also works with the SustainOSS community and with CURIOSS, a community of Open Source Program Offices (OSPOs) in universities and research institutions. (r)

  Editor's note: This article was updated after publication to clarify the foundation's funding timeline and situation.
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    Windows NT on a whole new platform: PowerMac

    
Got a G3 iMac? Want to run NT? Now you can!    
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Ever wanted to run Windows NT on your vintage PowerPC Macintosh? No, me neither, but now it's possible thanks to some amazing FOSS work.
The newly-released maciNTosh project brings Windows NT version 4, the state of the art operating system circa 1996, to the iMac G3, the PowerMac G3 "Blue and White", PowerBook G3 "Lombard", and PowerMac G4 "Yikes" - the state of the art in personal RISC computing circa 1997. It's a massively impressive technological achievement that will, we suspect, polarize people into shocked amazement, or leave them asking "Huh? Why?"
From its first release, Windows NT was a multiplatform OS: alongside x86-32, it also ran on computers with DEC Alpha, MIPS, and on Apple/IBM/Motorola PowerPC processors. Aside from Intel kit, of those three RISC platforms, PowerPC was by far the most common and easy to find, thanks to the success of Apple's PowerMac machines. But as always, there was a snag, and it was a doozy.
The problem was that NT needed one specific type of firmware to run on RISC computers: specifically, firmware compliant with the ACE consortium's ARC specification. This is long gone, but not forgotten: for instance the UEFI forum's history, A Tale of Two Standards [PDF] discusses it.


	Slackware wasn't the first Linux distro, but it's the oldest still alive and kicking


	From cash machines to commercial kitchen appliances, Doom really will run on almost anything


	No JavaScript, no trackers, no SSL security: Retro computing boffin gives Google News a Netscape 1.1 makeover


	Guy puts 1990s MacOS 7 on an Apple Watch - without jailbreaking it


As industry sage Andy Tanenbaum once said, "The great thing about standards is that there are so many to choose from." For PowerPC machines there was also another, different firmware standard: the IEEE-ratified Open Firmware. NT needed ARC firmware, but - you guessed it - Apple used Open Firmware. As a result, Windows NT for PowerPC couldn't run on Apple PowerMacs.
Until now.
[image: windows NT boot]
Yes, you can now see this colorful yet restrained splash screen...


When Microsoft released Windows NT 4 at the end of July 1996, it set a new benchmark for personal computer OSes. Honestly, this is not hyperbole: in fact, at the time, your humble correspondent was brought in by a leading UK computer magazine to bring some balance to its review. Windows NT had already gone through three released versions: 3.1, 3.5 and 3.51. By the last, it was an extremely solid and fast PC OS - given a high-end PC for 1995, meaning SCSI storage for a start. The snag was that it had the old Windows 3 user interface. Although NT 4 didn't deliver on most of the promises of the Microsoft's Cairo project (and Vista didn't either), it did bring the superior Windows 95 user interface to the Windows NT family, including on PowerPC... if you had a PReP or CHRP workstation. Most people didn't.
[image: Bondi Blue Rev. A iMac]
Bondi Blue Rev iMac G3... one of the most iconic personal computers ever made


[image: Windows 2000 Start Menu]
Porting the Windows 95 Start Menu to NT

READ MORE
What developer Rairii - who calls himself Wack0 on Github - has done is ported a version of the PowerPC ARC firmware, plus a loader to get it into RAM, and some basic drivers to bring up keyboard, mouse, IDE and a framebuffer to certain models of Apple gear: the tray-loading iMac G3, PowerMac G3 "Blue and White", PowerBook G3 "Lombard", and PowerMac G4 "Yikes". This is a remarkable achievement: while he's taken code from several other projects, including OpenBIOS and Coreboot, this is still a hugely impressive effort.
Unfortunately, the Reg FOSS desk gave away all his kit from this era before emigrating in 2014, so we have nothing suitable to try it on. Virtually Fun's Neozeed does, and they already wrote a blog post about it, complete with screenshots - and there's some more on their Twitter X feed.
Nearly 30 years later, this is totally useless, and Microsoft dropped PowerPC support after NT 4 Service Pack 2 anyway. (NT 4 got all the way to SP 6A, after which Microsoft stopped support.) It's also reportedly very slow, but that makes it no less amazing to us. (r)
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    Craig Wright admits he isn't the inventor of Bitcoin after High Court judgment in UK

    
Aussie definitely not Satoshi Nakamoto, faces PS6M legal bill and possible perjury trial    
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Australian Craig Wright has finally admitted he is not the inventor of Bitcoin after losing several cases in the High Court of England and Wales, whose judge has suggested he be investigated for perjury.
Wright has for years claimed to be Satoshi Nakamoto - the pseudonym used by whoever wrote the whitepaper that defined Bitcoin and created the reference architecture for the cryptocurrency.
And he didn't just claim to be Bitcoin's secret mastermind, he demanded the Crypto Open Patent Alliance (COPA) - founded to fight for open access to crypto intellectual property - remove the Bitcoin whitepaper from its website as he held its copyright. COPA demurred, and the matter went to court in the UK, where the lobby group sought to prevent Wright from claiming to be the true brains behind Bitcoin. In truth, no one knows for sure the identity of Nakamoto, or at least isn't saying so.
COPA - backed by Jack Dorsey, Twitter founder and boss of crypto outfit Block - has a roster of members that includes Coinbase and Block itself, who also commenced litigation.
The cases were bundled into a single High Court matter known as COPA v Wright Identity Issue Trial whose judgment saw Mr Justice James Mellor find that Wright "lied to the court repeatedly and extensively" and that his proof of being Satoshi Nakamoto was "forged ... on a grand scale." This was a reconfirmation of Mellor's previous rulings in March and May that Wright was not the inventor of Bitcoin.
Please prosecute this guy, top judge says
In a judgment [PDF] delivered on Tuesday, Mr Justice Mellor noted Wright is yet to file an appeal.
The Aussie has satisfied at least one requirement of the judgment: Posting a message on his personal website restating the court's findings that he is neither Satoshi Nakamoto nor the inventor of Bitcoin. (Two wrongs do make a Wright, eh?)


	Craig Wright's crypto wallet claim against Bitcoin SV devs back before judges


	I own that $4.5bn of digi-dosh so rewrite your blockchain and give it to me, Craig Wright tells Bitcoin SV devs


	Bitcoin 'inventor' will face forgery claims over his Satoshi Nakamoto proof, rules High Court


	Scammers double-scam victims by offering to help recover from scams


Mr Justice Mellor also ordered Wright to publish the same content on his X account and in Slack channels he frequents, so that it can receive wider attention. The judge did, however, deny a COPA demand that Wright place an ad in venerable UK newspaper The Times about his defeat in court. The group requested that penalty because the busted bit-bloke had used the organ for an ad of his own - in which he asked for a settlement that would have required COPA to accept his claim to be Nakamoto.
Wright will also have to pay more than PS6 million of COPA's costs - something that might be hard to enforce as the ruling notes that the not-Bitcoin creator makes about PS160k a year.
But perhaps the worst part of the ruling for Wright is that Mr Justice Mellor has recommended the UK's Crown Prosecution Service (CPS) act against Wright for forging documents and perjury - offenses that could see him fined, or even jailed, if convicted. (r)
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    Fujitsu picks model-maker Cohere as its partner for the rapid LLM-development dance

    
Will become exclusive route to market for joint projects    
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Fujitsu has made a "significant investment" in Toronto-based Cohere, a developer of large language models and associated tech, and will bring the five-year-old startup's wares to the world.
The relationship has four elements, one of which will see the two work on a Japanese-language LLM that's been given the working title Takane. Fujitsu will offer Takane to its Japanese clients. Takane will be based on Cohere's latest LLM, Command R+, which we're told features "enhanced retrieval-augmented generation capabilities to mitigate hallucinations."
The duo will also build models "to serve the needs of global businesses."
The third element of the relationship will see Fujitsu appointed the exclusive provider of jointly developed services. The pair envisage those services as private cloud deployments "to serve organizations in highly regulated industries including financial institutions, the public sector, and R&D units."
The fourth and final element of the deal will see Takane integrated with Fujitsu's generative AI amalgamation technology - a service that selects, and if necessary combines, models to get the best tools for particular jobs.


	You know what spreadsheets need? LLMs, says Microsoft


	Honey, I shrunk the LLM! A beginner's guide to quantization - and testing it


	OpenAI, Google ink deals to augment AI efforts with news - it was Time for better sources


	Alibaba Cloud reveals its datacenter design, homebrew network used for LLM training


It's 2024, so no IT services provider can afford not to be developing generative AI assets and partnerships. To do otherwise it to risk missing out on the chance of winning business in the hottest new enterprise workload for years, and thereby forgetting the time-honored enterprise sales tactic of "land and expand." At worst - if things go pear-shaped - they end up as a siloed app that becomes legacy tech and can be milked for years.
This deal is notable, given the likes of OpenAI, Mistral AI, and Anthropic are seen as the LLM market leaders worthy of ring-kissing by global tech players.
By partnering with Canadian Cohere, Fujitsu has taken a different path - and perhaps differentiated itself.
Cohere is not, however, a totally left-field choice. Nvidia and Cisco have invested in the biz, and its models are sufficiently well regarded and in demand that AWS, Microsoft and HuggingFace have all included its wares in their ModelMarts. (r)
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    Antitrust: GoDaddy under fire for banning DNS automation tool in favor of its own

    
Domain name giant yanked into court after Entri Connect disconnect    
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Updated GoDaddy is facing an antitrust lawsuit over claims it unfairly and underhandedly blackballed a smaller outfit's DNS automation tool in favor of its own apparently inferior product. 
Entri, which offers a tool for automatically connecting SaaS applications to custom domains via DNS configurations, said [PDF] in a lawsuit, filed in federal court in Virginia, USA, that GoDaddy initially embraced the success of Entri Connect before abruptly reversing course in favor of forcing folks to use GoDaddy's own DNS record update tool Domain Connect.
"Shortly after Entri Connect's launch, GoDaddy saw the value of Entri Connect and the two companies entered a partnership together," Entri's lawyers said in the complaint, submitted this month. "But as Entri grew in popularity, GoDaddy saw an opportunity to use its tremendous size to its advantage."
Entri alleges that GoDaddy changed its stance on the partnership late last year, first telling customers that Entri Connect could no longer be used to update GoDaddy-registered domains, and then updating its terms of use to block Entri from updating DNS settings. 
GoDaddy also "implemented a series of technological measures designed to cause Entri Connect to malfunction when used by GoDaddy customers," the suit alleges. 
In place of Entri Connect, GoDaddy pushed its own Domain Connect, which Entri alleges is far less sophisticated and easy to use than its own tool. 
Domain Connect was created by GoDaddy in 2016 and is now billed as an open standard for anyone to implement into their applications. Far from being a full-fledged automation tool, Entri alleges Domain Connect is "just a protocol" that has far less reach than Entri Connect. 


	Activist investor to GoDaddy: Cut costs, improve sales, or sell


	Apple crippled watchOS to corner heart-tracking market, doctors say


	GoDaddy joins the dots and realizes it's been under attack for three years


	Google offers DoJ cash to eliminate jury in web ad monopoly abuse trial


"While the Domain Connect protocol may currently be used to update DNS records with only four DNS providers actively using the protocol, Entri Connect may be used with more than forty," Entri said in the suit. The company also alleged that a GoDaddy representative admitted that "third-party software applications preferred to offer their end users Entri Connect over Domain Connect 80 percent of the time." 
Entri began life in 2021 - well after Domain Connect was initiated by GoDaddy. 
All of those allegations, says Entri, add up to GoDaddy abusing its market power to disadvantage a competitor, which it says is a violation of America's Sherman Antitrust Act. 
"Customers of GoDaddy's domain registration services are being improperly denied access to the full suite of choices when it comes to automated domain configuration," Entri argued, adding that it has lost sales, configuration volume, and revenue as a result of GoDaddy's move. 
Entri further alleges that GoDaddy has accused it of breaking the Computer Fraud and Abuse Act by accessing the registrar's systems, violated GoDaddy's API terms of use, and committed a violation of US trademark law. Along with standard requests for injunctive and monetary relief, Entri is asking a jury to declare it hasn't committed any of that wrongdoing. 
GoDaddy told us it doesn't comment on pending litigation, and we haven't heard back from Entri. (r)
Updated at 1211 UTC on July 17, 2024, to add
A spokesperson at Entri sent us the following statement:


Over the past several months, GoDaddy has taken actions to restrict its customers from adopting their preferred third-party software.


We filed this complaint because we believe the company's behavior is anti-competitive and harmful to the millions of small businesses that have trusted their domains with GoDaddy.


We are disappointed that the company has exploited its monopoly power and sincerely hope that management changes its approach in the future to respect an open and free internet.


    






        





This article was downloaded by calibre from https://go.theregister.com/feed/www.theregister.com/2024/07/16/godaddy_antitrust_violations/



	Previous
	Articles
	Sections
	Next




