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      Biting the hand that feeds IT -- Enterprise Technology News and Analysis


      
        Google raps Iran's APT42 for raining down spear-phishing attacks
        Connor Jones

        US politicians and Israeli officials among the top targets for the IRGC's cyber unit Google has joined Microsoft in publishing intel on Iranian cyber influence activity following a recent uptick in attacks that led to data being leaked from the Trump re-election campaign....

      

      
        If the world had a hyperscale datacenter capital, it would be... Northern Virginia
        Dan Robinson

        If you guessed Beijing, sorry - but it is number 2, according to Synergy Research figures If the internet can be said to have a geographic location, then perhaps it is Northern Virginia, which has the largest share of the hyperscale datacenter capacity within which the world's data is stored.... 

      

      
        NASA pushes decision on bringing crew back in Starliner to the end of August
        Richard Speed

        When is a mishap not really a mishap? NASA has continued to twist itself into a pretzel over whether Boeing's CST-100 Starliner - now two months past its original return date - can be used to bring back its crew to Earth and whether a failure to do so would be classed as a mishap....

      

      
        Google's ex-CEO U-turns after saying staff 'going home early' killed winning
        Richard Speed

        Eric Schmidt blamed WFH and work-life balance policies for Google's stumbles in AI race Eric Schmidt, Google's ex-CEO and executive chairman has had to row back on remarks he made that linked the megacorp's poor showing in the AI race with the company's flexible working policies....

      

      
        Russian man who sold logins to nearly 3,000 accounts gets 40 months in jail
        Connor Jones

        He'll also have to pay back $1.2 million from fraudulent transactions he facilitated A Russian national is taking a trip to prison in the US after being found guilty of peddling stolen credentials on a popular dark web marketplace....

      

      
        Google is a monopoly. The fix isn't obvious
        Thomas Claburn

        A business breakup may be coming - but what comes after may not be better Comment  After more than 15 years of insisting that "competition is only a click away," Google's antitrust mantra is no longer keeping the regulators at bay....

      

      
        Mad Liberator extortion crew emerges on the cyber-crook scene
        Jessica Lyons

        Anydesk is its access tool of choice A new extortion gang called Mad Liberator uses social engineering and the remote-access tool Anydesk to steal organizations' data and then demand a ransom payment, according to Sophos X-Ops.... 

      

      
        Twitter must pay over half a million to unfairly dismissed Irish exec
        Dan Robinson

        Remember the 'go hardcore or go home' email? Turns out: not super compatible with Irish employment law Twitter has been ordered to pay EU550,000 ($607,000) compensation for unfair dismissal to a former senior executive in Ireland, said to be a record amount awarded in the country over such a case....

      

      
        Cisco slashes thousands of staff, 7% of entire workforce, pivots into AI
        Laura Dobberstein

        Reorg of entire biz as tech giant addresses downturn in core networking segment Networking titan Cisco has confirmed in a filing with the Securities Exchange Commission (SEC) that it is eliminating 7 percent of its global workforce as it embarks upon a restructuring plan....

      

      
        AI stole my job and my work, and the boss didn't know - or care
        Mark Pesce

        Everyone knows automation will happen, which is why everyone needs proof of human involvement Column  Earlier this year I got fired and replaced by a robot. And the managers who made the decision didn't tell me - or anyone else affected by the change - that it was happening....

      

      
        Over 40 million Kakao Pay users' data somehow ended up with Alipay
        Laura Dobberstein

        Payment arm of Korean messaging app denies any illegal activity Kakao Pay, a subsidiary of Korea's WhatsApp analog Kakao, handed over data from more than 40 million users to the Singaporean arm of Chinese payment platform Alipay, without user consent, Korea's financial watchdog revealed Tuesday....

      

      
        China-linked cyber-spies infect Russian govt, IT sector
        Jessica Lyons

        No, no, go ahead, don't let us stop you, Xi Cyber-spies suspected of connections with China have infected "dozens" of computers belonging to Russian government agencies and IT providers with backdoors and trojans since late July, according to Kaspersky.... 

      

      
        Actors can license AI voice clones in union deal
        Matthew Connatser

        Thesps at least get final say on what their doppelgangers will say AI-generated voices in ads might become more common thanks to an agreement between SAG-AFTRA and an AI cloning upstart....

      

      
        GitHub rolls back database change after breaking itself
        Chris Williams

        Git blame an infrastructure update If you can't or couldn't access GitHub today, it's because the site broke itself....

      

      
        IRS has loads of legacy IT, still has no firm plans to replace it
        Brandon Vigliarolo

        Treasury questions the retirement of the, er, Technology Retirement Office A shuttered IRS office focused on retiring and replacing legacy technology should be reopened, an audit has concluded, so that the US tax collection agency can get a firm grip on replacing its aging tech stack....

      

      
        Microsoft tweaks fine print to warn everyone not to take its AI seriously
        Thomas Claburn

        Don't use LLMs for anything important and don't try to reverse engineer it Microsoft is notifying folks that its AI services should not be taken too seriously, echoing prior service-specific disclaimers....

      

      
        Delays? We're still shipping 'small quantities' of Nvidia's GB200 in Q4, Foxconn insists
        Tobias Mann

        Production ramp won't kick off until Q1 2025 Nvidia's alleged Blackwell supply problem may not be as bad as first thought, according to Foxconn executives who claimed they would begin shipping a small volume of GB200 systems in the fourth quarter.... 

      

      
        Russian cyber snoops linked to massive credential-stealing campaign
        Jessica Lyons

        Citizen Lab also spots a COLDWASTREL swimming in the Rivers of Phish Russia's Federal Security Service (FSB) cyberspies, joined by a new digital snooping crew, have been conducting a massive online phishing espionage campaign via phishing against targets in the US and Europe over the past two years, according to the University of Toronto's Citizen Lab....

      

      
        Texas sues GM for selling driver data to analytics, insurance companies
        Brandon Vigliarolo

        Lone Star State alleges GM cashed in with "millions in lump sum payments" from the sale Texas has sued General Motors for what it said is a years-long scheme to collect and sell drivers' data to third parties - including insurance companies - without their knowledge or consent. ...

      

      
        Is Lenovo a blind spot in US anti-China security measures?
        Dan Robinson

        Questions raised as one of the world's largest PC makers joins America's critical defense team Opinion  Lenovo's participation in a cybersecurity initiative has reopened old questions over the company's China origins, especially in light of the growing mistrust between Washington and Beijing over technology....

      

      
        Microsoft pushing, pushing, pushing Edge in Defender slammed as a 'dark pattern'
        Thomas Claburn

        Is it an ad? Or serious infosec advice? In its ongoing effort to boost the usage of its Edge browser, Microsoft is marketing the software to users of its Defender security suite with an unusual prompt - and is drawing criticism for blurring a line between advising and advertising.... 

      

      
        Microsoft patches scary wormable hijack-my-box-via-IPv6 security bug and others
        Jessica Lyons

        Plus more pain for Intel which fixed 43 bugs, SAP and Adobe also in on the action Patch Tuesday  Microsoft has disclosed 90 flaws in its products - six of which have already been exploited - and four others that are listed as publicly known.... 

      

      
        US accuses man of being 'elite' ransomware pioneer they've hunted for years
        Connor Jones

        Authorities allege 'J.P. Morgan' practiced 'extreme operational and online security' The US has charged a suspect they claim is a Belarusian-Ukrainian cybercriminal whose offenses date back to 2011....

      

      
        SpaceX tries to wash away Texas pollution allegations
        Richard Speed

        Elon Musk: Aiming for Mars, but sometimes ends up with Mercury? Updated  Elon Musk's SpaceX is disputing claims that its rockets are polluting water in Texas from the deluge system used to stop Starship ripping up its launchpad on lift-off....
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        Original URL: https://www.theregister.com/2024/08/15/google_iran_apt42_campaigns/
    

    Google raps Iran's APT42 for raining down spear-phishing attacks

    
US politicians and Israeli officials among the top targets for the IRGC's cyber unit    


    
        By 
Connor Jones        
    

    
        Posted in Research,
        
            15th August 2024 16:25 GMT
        
    


    
Google has joined Microsoft in publishing intel on Iranian cyber influence activity following a recent uptick in attacks that led to data being leaked from the Trump re-election campaign.
The tech giant's Threat Analysis Group (TAG) confirmed that Iran was behind the incident, specifically its APT42 group which is part of the Islamic Revolutionary Guard Corps (IRGC).
It also said that numerous other attacks were thwarted prior to that after Iranian activity ramped up in May. Active attacks that are continuing to be blocked include several targeting the teams of President Joe Biden, vice-president and current Democratic presidential nominee Kamala Harris, and Donald Trump, who is challenging for a second stint in the Oval Office.
APT42 is largely relying on what Google's TAG calls "Cluster C" phishing activity - distinguished methods that have been in use since 2022, characterized by attempts to impersonate NGOs and "Mailer Daemon."
These phishing attempts also make use of Bitly's link-shortening service. Targets such as defense and political officials, as well as academics, are spear-phished with links to conference signup pages, for example, or sent cloud-hosted documents, both of which prompt the recipient to enter their user credentials.
"In May and June, APT42 targets included the personal email accounts of roughly a dozen individuals affiliated with President Biden and with former President Trump, including current and former officials in the US government and individuals associated with the respective campaigns," Google's TAG said. 
"We blocked numerous APT42 attempts to log in to the personal email accounts of targeted individuals."
How to spot an APT42 phish
In addition to the Cluster C activity already outlined, APT42 will often do a spot of social engineering to kick things off. 
A common tactic is setting up video calls using spoofed, attacker-controlled landing pages. Targets are emailed a join link, which prompts them for login credentials, which are of course then stolen because it's not a real website. 
Google Meet is spoofed a lot of the time, and TAG said other fake Google sites have been spotted in more than 50 different campaigns. You should be extra wary of Dropbox, OneDrive, and Skype links too, Google said.
PDFs might also be sent. Google didn't say exactly what these are, but they're likely benign and used only to build trust before moving the conversation to a messaging platform such as Signal, Telegram, or WhatsApp. 
From there, attackers are expected to trick you into downloading a credential-harvesting kit. GCollection (aka LCollection and YCollection) has been in use and under constant development since January 2023, and is the kit Google deems the most sophisticated that APT42 uses.
It now supports a "seamless flow" including convincing features like MFA, device PINs, and one-time recovery codes for email platforms Google, Hotmail, and Yahoo.
DWP might also be dropped, often via a URL shortener, but is less fully featured than GCollection.
"This spear phishing is supported by reconnaissance, using open-source marketing and social media research tools to identify personal email addresses that might not have default multi-factor authentication or other protection measures that are commonly seen on corporate accounts," said Google.


	China-linked cyber-spies infect Russian govt, IT sector


	Kamala Harris's $7M support from LinkedIn founder comes with a request: Fire Lina Khan


	Trump campaign cites Iran election phish claim as evidence leaked docs were stolen


	Pro-Iran groups lay groundwork for 'chaos and violence' as US election meddling attempts intensify


"Once APT42 gains access to an account, they often add additional mechanisms of access including changing recovery email addresses and making use of features that allow applications that do not support multi-factor authentication like application-specific passwords in Gmail and third-party app passwords in Yahoo. Google's Advanced Protection Program revokes and disables these application-specific passwords in Gmail, protecting users from this tactic."
Israel attacks spike again
Similar phishing and social engineering tactics were observed in the targeting of Israeli officials across the military, defense, academic, and NGO sectors. 
Google's TAG noticed the latest spike in this activity in late July after originally peaking in April. APT42's phishing efforts in Israel regularly peak and trough, although it never flatlines - there is always a low-level number of attacks ongoing at any one time.
The group does, however, use specific lures for Israeli targets, many of which are themed around the current conflict between the country and Palestine.
Multiple web pages imitating a petition from the Jewish Agency for Israel were stymied by Google after finding them set up using Google Sites. The petition called for an end to the conflict but just redirected visitors to phishing pages.
APT42 has also been spotted posing as reporters, contacting senior officials directly for comment on stories related to missile strikes - all to build a rapport with the targets before trying to compromise their accounts. (r)
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    If the world had a hyperscale datacenter capital, it would be... Northern Virginia

    
If you guessed Beijing, sorry - but it is number 2, according to Synergy Research figures    


    
        By 
Dan Robinson        
    

    
        Posted in Cloud Infrastructure Month,
        
            15th August 2024 15:37 GMT
        
    


    
If the internet can be said to have a geographic location, then perhaps it is Northern Virginia, which has the largest share of the hyperscale datacenter capacity within which the world's data is stored.
Hyperscale companies accounted for 41 percent of the entire global bit barn presence last year, and this share is increasing, as The Register reported recently.
Figures from Synergy Research Group show that Northern Virginia accounts for nearly 15 percent of that entire hyperscale capacity - at least double that of where the next largest concentration can be found in Beijing, China.
[image: graph of hyperscale capacity]
Click to enlarge


Third on the list is Dublin, which might be surprising until it is remembered that many of the biggest Internet companies, including the cloud giants AWS, Microsoft's Azure and Google Cloud, have sited massive bit barn campuses around Ireland's capital.
Next are US states of Oregon and Iowa, and then Shanghai. Some 13 of the top 20 locations to be found in the US, 4 in the APAC region and 3 in Europe. Those top 20 together make up 62 percent of the world's hyperscale capacity.
The prevalence of US regions in that top 20 is largely due to two factors, according to Synergy: The majority of the world's hyperscale operators are headquartered in the US, including the four biggest; and the US market accounts for almost half of all cloud revenues.
Synergy's data is drawn from an analysis of the data dormitory footprint of 19 of the world's major cloud and internet service firms. Not surprisingly, the largest are AWS, Azure and Google, which between them now account for about 60 percent of all the hyperscale capacity thanks to the global web of facilities each operates.
Behind these bit barn behemoths come Facebook parent Meta, Alibaba, Tencent, Apple, ByteDance and then other smaller hyperscale operators.
UK readers might be wondering why London does not figure in this top 20, despite being the largest datacenter market in Europe.
Synergy Research Chief Analyst John Dinsdale explains that the choice of location for hyperscale infrastructure is influenced by a range of factors, which includes proximity to customers, but also availability and cost of real estate, power, network infrastructure, and local financial incentives, among others.
"When you weigh up those factors it tends to mitigate against some of the world's biggest economic hubs, like London and New York, while favoring some sparsely populated US states like Oregon, Iowa and Nebraska," he said.
"That makes for a different mix of leading markets compared to retail colocation datacenters, which hyperscale companies often use to house their edge-oriented infrastructure," he added.
And demand for space in these colocation facilities continues to grow apace, at least in Europe, according to an update from commercial real estate firm CBRE.
It says that bit barn vacancy rates dropped below 10 percent for the first time ever in Q2 2024 in the largest Euro datacenter markets - Frankfurt, London, Amsterdam, Paris and Dublin (FLAPD).
An earlier update from CBRE partly blamed those hyperscaler operators snapping up much of the available capacity for the shortage, along with difficulties in getting hold of land and access to power.
This has led to a rise in pre-leasing, where clients bid to secure datacenter space while the facilities are still under construction.
This remains the case, with hyperscaler interest in colocation facilities particularly high, driven by the need to deliver digital services, as well as keeping sought after supply away from their competitors.


	Cloud growth puts hyperscalers on track to take up 60% of datacenter capacity by 2029


	'Data embassies' promise bubbles of digital sovereignty, but India just cooled on the idea


	UK minister recalls two planning decisions which blocked datacenter investment


	Euro banks worry AI will increase their dependence on US big tech


CBRE says that take-up of capacity during Q2 (44MW) exceeded new supply brought online (30MW) for the fourth straight quarter in a row. Because of this, it expects the vacancy rate in FLAPD to fall to 7.9 percent by the end of the year. If that happens, it will be the fifth consecutive year the vacancy rate has declined.
Providers are finding it increasingly difficult to build new capacity, given a lack of available power and appropriate land in the primary markets of Europe, CBRE says, with construction increasingly difficult in markets such as Frankfurt and Amsterdam.
"Datacenter capacity is an increasingly precious commodity given the considerable demand for space and competition for it," commented CBRE's Head of European Datacenter Research Kevin Restivo. "Providers that can secure the necessary resource and build datacenters are able to command higher prices for the space." (r)
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    NASA pushes decision on bringing crew back in Starliner to the end of August

    
When is a mishap not really a mishap?    


    
        By 
Richard Speed        
    

    
        Posted in Science,
        
            15th August 2024 14:40 GMT
        
    


    
NASA has continued to twist itself into a pretzel over whether Boeing's CST-100 Starliner - now two months past its original return date - can be used to bring back its crew to Earth and whether a failure to do so would be classed as a mishap.
The briefing, which did not feature any Boeing personnel, hinted at the turmoil behind the scenes at the US space agency as staffers grapple with the problem of Starliner's problematic thrusters amid the knowledge that a proven and operational spacecraft, in the form of the Crew Dragon, could be pressed into service.
The question for engineers and managers is which option would pose less risk for the crew.
The wrangling means a decision on the transport method that the Starliner crew, Butch Wilmore and Suni William, will take for their trip back to Earth has been delayed once again, likely to the week after next.
During the briefing, it was noted that factors including docking port availability and the use of International Space Station (ISS) consumables meant that the last week of August would be the point where a decision - whether Wilmore and Williams become part of Crew-9 or return on Starliner -would have to be made.
For context, Boeing's Starliner has been cleared for crew return in an emergency. However, NASA is still weighing up whether it would be riskier to use it for a nominal return or simply wait for the next Crew Dragon.
Returning the Starliner crew on the Crew-8 capsule, currently docked to the ISS, hasn't been seriously considered as part of a nominal flight plan. However, NASA did explain that should a contingency event happen after Starliner left the ISS in uncrewed mode and before the Crew-9 spacecraft arrived, Wilmore and Williams would have to return to Earth unsuited. While the suits are, in theory, not required should the capsule maintain pressure during reentry, it is one more risk for NASA to balance.
The suits are not interchangeable: Boeing suits can't be used in a SpaceX vehicle and vice-versa. SpaceX suits for the Starliner crew would arrive with Crew-9.


	NASA mulls using SpaceX in 2025 to rescue Starliner pilots stuck on space station


	NASA pushes back missions to the ISS to buy time for Starliner analysis


	Freighter bound for the ISS suffers engine abort


	Report slams Boeing and NASA over shoddy quality that's delayed SLS blastoff


There's an obvious comment to be made about lessons learned from the infamous Apollo 13 incident, where the Command Module's cartridges for the carbon dioxide scrubber had to be adapted for the Lunar Module, but there are doubtless very good technical reasons why SpaceX and Boeing went different ways with their suit design.
We'd welcome your explanations in the comments below.
NASA also indicated that if the Calamity Capsule's crewed flight test ended with an uncrewed landing, it wouldn't count as a mishap since NASA would have intervened and decided to remove the crew.
Right now, the primary plan remains to return the Starliner crew to Earth as planned using Boeing's spacecraft. However, as NASA engineers grapple with explaining the thruster issues, the go / no-go decision continues to move backward.
There is, it seems, finally an end in sight to the uncertainty. (r)
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    Google's ex-CEO U-turns after saying staff 'going home early' killed winning

    
Eric Schmidt blamed WFH and work-life balance policies for Google's stumbles in AI race    


    
        By 
Richard Speed        
    

    
        Posted in Off-Prem,
        
            15th August 2024 13:32 GMT
        
    


    
Eric Schmidt, Google's ex-CEO and executive chairman has had to row back on remarks he made that linked the megacorp's poor showing in the AI race with the company's flexible working policies.
Stanford Online uploaded a video of Schmidt's talk to students at the top US university to YouTube earlier this week, as reported by the WSJ. The video explained, from Schmidt's perspective, why Google had slipped behind when competing with companies such as OpenAI.
Schmidt said: "Google decided that work-life balance and going home early and working from home was more important than winning.
"The reason startups work is because the people work like hell."
The video has since been made private following a request from Schmidt to take it down, although clips are still circulating online. In an email to the Wall Street Journal, Schmidt said: "I misspoke about Google and their work hours."
"I regret my error."
As well he might. The Alphabet Workers Union, via X, gave an alternative explanation for a slowdown in the work of Google staffers: "Understaffing, shifting priorities, constant layoffs, stagnant wages and lack of follow-through from management on projects,
"These factors slow Google workers down every day."
While Schmidt might, publicly at least, regret his words, Google's actions alongside many of its tech peers speak differently as executives seek to cram the working-from-home genie released during the pandemic back into its lamp.
In 2023, Google announced plans to cut 12,000 employees and suggested those that remain should spend more time in the office or face the consequences in the form of a sinister suggestion of "next steps" from HR.
The search giant even went as far as to say it would track the office badge of employees - at intervals - to confirm attendance, with chief people officer Fiona Cicconi saying the three days a week in office metric would be a part of performance reviews. Managers were told to send reminders to staff "who are consistently absent from the office."
Other companies, such as Amazon, have also mandated a return to the office for staff amid fears that a lack of in-person interaction was harming company profits opportunities for learning and mentorship.
Setting aside the fact that many staff prefer working from home to the extent that workers will actively seek employers that offer flexibility - just ask Dell - there is compelling evidence that Return To Office (RTO) mandates can stunt innovation and data published at the end of 2023 indicated that the RTO initiative was pretty much dead.


	Half of Dell US staff reportedly opted for remote work


	'Return to Office' declared dead


	WFH mandates bad for staff morale and stunt innovation


	'What's the point of me being in my office, just because they want to see me in the office?'


Schmidt is reported as saying, "If you all leave the university and go found a company, you're not going to let people work from home and only come in one day a week if you want to compete against the other startups."
Blaming the Chocolate Factory's AI woes on flexible working seems a bit of a stretch. The recent privacy furor over its Gemini assistant has less to do with workers in an office and more to do with corporate decision-making.
Still, staffers preferring flexible working conditions can be a useful scapegoat when identifying reasons why a company might not always match its peers in innovation. (r)
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    Russian man who sold logins to nearly 3,000 accounts gets 40 months in jail

    
He'll also have to pay back $1.2 million from fraudulent transactions he facilitated    


    
        By 
Connor Jones        
    

    
        Posted in Cyber-crime,
        
            15th August 2024 12:22 GMT
        
    


    
A Russian national is taking a trip to prison in the US after being found guilty of peddling stolen credentials on a popular dark web marketplace.
Hailing from Moscow, 27-year-old Georgy Kavzharadze sold his stolen wares between July 2016 and May 2021 on the Slilpp marketplace, which was taken down in 2021 following a coordinated effort from international law enforcement agencies.
He was arrested and then extradited just under a year later in May 2022, and has been detained since then. The US justice system did not state which country he was extradicted from but it clearly wasn't Russia.
That takedown led to the discovery of information about vendors on the site, of which Kavzharadze was one, including transactions and payment information. Wiretap data was also handed to US authorities by another country that identified site users' login credentials and IP addresses. Kavzharadze was arrested the following year.
According to the original indictment [PDF], the credentials sold by Kavzharadze included those for five different banks and went on to be abused in fraudulent transactions exceeding $5 million in value.


	When security gets physical: Mossad boss hints at less-than-subtle Stuxnet followup


	Mega money, unfathomable violence pervade thriving underground doxxing scene


	Data pilfered from Pentagon IT supplier Leidos


	China ponders creating a national 'cyberspace ID'


This sum has since been reduced to $1.2 million, the entirety of which he has been ordered to pay back as restitution.
The Russian sold more than 297,300 credentials on Slilpp and listed more than 626,000 over the course of his five-year tenure on the site, which also included running themed discount events such as Cyber Monday sales. Feds said "related PII" was sold alongside the logins for "online payment accounts, bank accounts, and other accounts." The people who purchased those login credentials used those credentials to steal money from victim accounts.
Feds were able to confidently link more than $200,000 worth of Bitcoin withdrawals to Kavzharadze from the Slilpp site between 2016 and 2018 - a sum worth more than $450,000 at today's exchange rate.
The Slilpp takedown in 2021 was big news. It had been operating for nearly a decade by that point, and authorities said more than 80 million credentials were sold during that time, racking up estimated damages to the tune of more than $200 million.
"The Slilpp marketplace allegedly caused hundreds of millions of dollars in losses to victims worldwide, including by enabling buyers to steal the identities of American victims," said then-acting assistant attorney general Nicholas L McQuaid of the Justice Department's Criminal Division at the time. 
"The department will not tolerate an underground economy for stolen identities, and we will continue to collaborate with our law enforcement partners worldwide to disrupt criminal marketplaces wherever they are located."
Credentials for more than 1,400 different account providers were listed during Slilpp's time and authorities likened it to Amazon and eBay for selling credentials. (r)
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    Google is a monopoly. The fix isn't obvious

    
A business breakup may be coming - but what comes after may not be better    


    
        By 
Thomas Claburn        
    

    
        Posted in Software,
        
            15th August 2024 11:28 GMT
        
    


    
Comment After more than 15 years of insisting that "competition is only a click away," Google's antitrust mantra is no longer keeping the regulators at bay.
Back in 2013, Google escaped unscathed from a US Federal Trade Commission probe when the watchdog agency closed its investigation without bringing charges. Its other run-ins with competition cops around the world have been similarly inconsequential. There have been fines, but they've been immaterial.
In the past eight months, however, Google has lost two major US competition lawsuits: One brought by Epic Games over Google's grip on the Android ecosystem, the other brought by the Department of Justice over the Big G's market-dominating search advertising business.
In the Epic Games case this week, the FTC - emboldened under boss Lina Khan - urged the judge to consider an appropriate remedy and ignore Google's fretting about the potential cost of compliance.
And in the DoJ's search advertising case, the focus has also turned to possible remedies, now that Google has been declared an unlawful monopolist.
The Chocolate Factory has appealed the Epic verdict and also plans to challenge the DoJ's victory.
However, given the EU's preliminary findings in 2023 that Google violated antitrust laws with its advertising practices, and a separate trial this September over Justice Department allegations about Google's ad tech operations, it's looking increasingly unlikely the search giant will survive in its current form or with its current arrangements.
Reports suggest American prosecutors working on the search advertising case have been discussing remedies including a corporate breakup, to present at a September 6 hearing. These measures include possibly slicing off Chrome and Android from Google into separate entities; forcing the internet giant to ditch its exclusive deals that make it the default search engine on devices and in browsers; and/or making it share data with rivals.
Jason Kint, CEO for trade group Digital Content Next, told The Register that with regard to the DoJ's search advertising case, "Forced divestiture of Chrome and Android I think are both on the table for sure."
"What the judge made clear was that they [Google] have an overwhelming monopoly in search," said Kint. "And they've abused it."
If the pending separate ad tech trial - which covers the backend auction part of Google's ad business - goes the same way as the search one, Google's DoubleClick business, or a related piece of ad auction infrastructure, could be on the chopping block.
One of the central issues in the DoJ's search ads case is the payments Google makes to Apple and Mozilla to be the default search engine in Safari and Firefox. If those go away, there will be blood - not just for Google but also for Apple and Mozilla.
Apple would have to find other revenue to replace roughly $20 billion in annual payments from Google. That might encourage the iBiz to compete with Google - by building its own search engine, or acquiring one. Mozilla, already showing interest in the ad business, might be pushed further in that direction - an outcome unlikely to appeal to the anti-commercial portion of its constituency.
A fitting though unlikely outcome would be for Google to be forced to turn Chrome and the open source Chromium project over to Mozilla. That would probably involve the creation of an independent non-profit foundation that didn't reduce browser diversity - so Chrome and Firefox could continue to lead independent lives.


	Microsoft pushing, pushing, pushing Edge in Defender slammed as a 'dark pattern'


	Microsoft tweaks fine print to warn everyone not to take its AI seriously


	Apple tries again to make EU DMA officials happy - with new fees


	UK monopoly police launch full blown probe of Amazon's Anthropic tie-up


Chrome could also be operated as a for-profit business, but revenue generation might be an issue - netizens expect browsers to be free, so we'd be back to default search deals and selling information to advertisers.
The possibility of forcing the divestiture of Android is also intriguing - but it's unclear how Android development and app distribution would work if starved of Google's monopoly money.
It's worth asking whether any of Google's peers - Amazon, Apple, Meta, or Microsoft - could turn Android or Chrome into a business that better served the public. The answer is almost certainly not. After all, each of these giants also faces ongoing antitrust scrutiny. And each of them would probably look for ways to make Chrome or Android more extractive.


Side note: There are some within Big Tech that believe Google and others like it can outrun any monetary punishment. Whatever fine may be imposed against them, when it comes time to pay after all the ensuing appeals and challenges are over, the corporation being punished will have grown large enough during that time to comfortably file the original fine under its business expenses.


There's a real risk that a poorly targeted remedy would just allow some other data predator to thrive, or would degrade the overall ecosystem - as happened when wolves were removed from Yellowstone. Imagine a Meta operating Google Play, and what the privacy disclosures would look like then.
The problem is that software platforms need regulation tuned to their specific abuses. Operating a software (or e-commerce) platform is similar to operating a shopping mall, except that platform landlords can impose arbitrary terms on tenants that would never fly in the physical world. In the tech industry, a platform is simply a vehicle for unfair competition - see the FTC allegations against Amazon.
Say someone opens a shop selling maps and it proves popular. As the platform landlord, you may decide you too want to run a map shop. It would be a petty thing to do to a shop owner whose efforts and presence add value to your mall, but there's no law against it.
[image: Grim reaper by the uBlock Origin logo]
Chrome Web Store warns end is nigh for uBlock Origin

JUST FYI
And if your tenant's shop is doing better, you can rearrange the mall layout to make that shop harder to find while you move your own shop to the entryway where everyone will see it. Or you may decide to impose some arbitrary contractual rule that gives you an advantage. Perhaps you'll implement private APIs that make your maps function better while not allowing your tenant to use those APIs. Maybe you'll choose to charge a commission that makes it hard for the tenant to be profitable.
Such self-preferencing is common on software platforms, when it would cause an outcry or a lawsuit in an actual mall.
Forcing Google to divest Chrome or Android may help - but whatever remedy is imposed, it needs to also address self-preferencing, just as Europe's Digital Markets Act has done for designated gatekeepers. Platform owners should be forbidden from favoring their own services and competing unfairly with platform tenants. (r)
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    Mad Liberator extortion crew emerges on the cyber-crook scene

    
Anydesk is its access tool of choice    
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A new extortion gang called Mad Liberator uses social engineering and the remote-access tool Anydesk to steal organizations' data and then demand a ransom payment, according to Sophos X-Ops.
The incident response team observed the cyber crime crew first emerged in mid-July. And while Sophos X-Ops calls it a ransomware group, it has not seen any data encryption linked to Mad Liberator - just data exfiltration.
However, the threat hunters point to watchguard.com's info, which indicates the group does use encryption to lock victims' files. It also uses double-extortion tactics: first stealing data, then encrypting the systems and threatening to leak the stolen files unless the victim pays up.
Mad Liberator also operates a leak site to name and shame victims, and claims that stolen information can be downloaded for free.
Mad Liberator targets victims using remote access tools like Anydesk - because it's a legitimate application used by many IT desks to manage remote devices, unsuspecting employees are more likely to click "accept" when they get a request from someone who wants to access their device.
It's worth noting that Anydesk does provide guidance on how administrators can implement policies to allow only connections from specific devices, plus other security measures, to help prevent this type of attack.
Anydesk allows remote access by assigning a unique 10-digit address to every device upon which it is installed. The user can then request access to a remote device via this 10-digit ID, or can invite someone else to take control of their device via a remote session.
"We don't know at this point how, or if, the attacker targets a particular Anydesk ID," noted Sophos IR leads Paul Jacobs and Lee Kirkpatrick in research published on Wednesday.
While, theoretically, the attackers could cycle through 10 billion 10-digit IDs, this isn't very practical. Plus, there was no indication of previous contact between the attacker and victim, nor was the victim a "prominent or publicly visible member of staff."


	Six ransomware gangs behind over 50% of 2024 attacks


	Feds bust minor league Radar/Dispossessor ransomware gang


	Russian cyber snoops linked to massive credential-stealing campaign


	Sneaky SnakeKeylogger slithers into Windows inboxes to steal sensitive secrets


In one particular case, Sophos noted the victim knew that their company's IT department used Anydesk, and therefore assumed the connection request was legit. So when they saw the pop-up asking them to authorize the connection and thus allow someone else access to their device, they assumed it was IT and clicked "accept."
After gaining access to the device, the extortionist deployed and executed a binary titled "Microsoft Windows Update" that mimics a Windows update screen. Here's the the SHA256 hash:
F4b9207ab2ea98774819892f11b412cb63f4e7fb4008ca9f9a59abc2440056fe

Sophos has developed a detection [Troj/FakeUpd-K] for this binary.
After gaining control of the victim's machine, the criminal then accessed a OneDrive account linked to the device, plus files located on a central server that were accessible via a mapped network share.
The digital crook used the Anydesk FileTransfer facility to steal files and Advanced IP Scanner to check for additional devices to compromise. Apparently none of those looked too interesting, because they didn't jump over to additional devices.
After stealing the files, the Mad Liberator crew ran another program with the ransom note, providing details on how to pay to prevent disclosure of the files.
"The attack lasted almost four hours, at the conclusion of which the attacker terminated the fake update screen and ended the Anydesk session, giving control of the device back to the victim," Jacobs and Kirkpatrick wrote.
"We did note that the binary was manually triggered by the attacker; with no scheduled task or automation in place to execute it again once the threat actor was gone, the file simply remained on the affected system," they added.
Mad Liberator's emergence comes just as ransomware groups overall are looking to have a banner year in 2024 - despite recent law enforcement disruptions.
In a half-year ransomware review published by Palo Alto Networks' Unit 42, the threat intel team monitored 53 ransomware groups' underworld websites and totaled their victim counts over the first six months of 2024. Unit 42 counted 1,762 posts on these leak sites - a 4.3 percent year-over-year increase from 2023. (r)
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    Twitter must pay over half a million to unfairly dismissed Irish exec

    
Remember the 'go hardcore or go home' email? Turns out: not super compatible with Irish employment law    
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Twitter has been ordered to pay EU550,000 ($607,000) compensation for unfair dismissal to a former senior executive in Ireland, said to be a record amount awarded in the country over such a case.
Ireland's Workplace Relations Commission (WRC) ruled on the incident involving the former senior executive after the social media site terminated his employment, claiming he had effectively resigned by refusing to agree to new conditions.
This goes back to November 2022, shortly after billionaire Musk completed his acquisition of Twitter, which he has since rebranded as X in a genius marketing move. As its then CEO, he issued an ultimatum to all staff that they had to sign up to his "hardcore" vision for the social media platform. If they didn't sign, they were out, the Musk communique implied.
Musk wrote: "If you are sure that you want to be part of the new Twitter, please click yes on the link below." He is said to have added that staff who did not would receive three months' severance pay.
According to The Irish Times, Twitter decided that the former employee - which it identifies as Gary Rooney - had resigned when he then failed to tick the box. When filing the complaint, Rooney claimed it required him to agree to new and unspecified pay and conditions, within a one-day deadline.
The Guardian reports that Rooney received another email from the company three days later that said the company acknowledged his decision to resign and accept a voluntary separation offer - an offer that Rooney claimed he had not seen, nor agreed to.
In a hearing in Dublin, Twitter's senior director of human resources Lauren Wegman was reported as saying that the email was sent out to 270 employees in Ireland, of whom 235 had clicked "yes." Of the remaining 35 employees, she said: "We accepted their resignations."
However, The Irish Times says Wegman claimed at the hearing that the pay and conditions of those that clicked "yes" had not in fact been changed, and that she did not accept that any reasonable person would have thought that this was going to happen from the information in the email.
Nevertheless, Rooney's legal representatives argued that to accept Twitter's position that failing to tick a box constituted a resignation was not compatible with employment law in Ireland.
The WRC would seem to have agreed, as adjudication officer Michael MacNamee said in a 72-page ruling that has not yet been publicly published that the decision not to click "yes", should not be regarded as constituting an act of resignation and that 24 hours did not constitute reasonable notice.
As reported, Rooney was offered severance pay worth EU22,834 ($25,211) on December 7 2022, which was to be withdrawn if it was not accepted within two weeks. His employment was officially terminated on December 18. He had worked for the company for more than nine years.
The compensation that the WRC has ordered Twitter to pay includes lost remuneration from January 2023 to May 2024 for Rooney, plus estimated lost future remuneration of EU200,000 ($221,000).
We asked Twitter for a statement regarding the matter, to which it responded "Busy now, please check back later."


	Elon Musk issues ultimatum to Twitter staff: Go hardcore or go home


	Starlink purchases 'Twitter takeover' ad package, Musk dismisses it as 'tiny'


	Twitter engineer calls out Elon Musk for technical BS in unusual career move


	Twitter is suffering from mad bro disease. Open thinking can build it back better


Earlier this week, it was reported that Twitter is being sued for more than $23 million by its former chairman over claims it failed to pay out the stock options he was owed by the company.
Meanwhile, Twitter is trying to sue the World Federation of Advertisers because its members are failing to advertise on the site. It was also reported this week that rival social media platform Bluesky has seen a surge in signups in the UK following controversial tweets from Musk about the recent riots in the country, so Twitter is truly covering itself in glory at the moment. (r)
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    Cisco slashes thousands of staff, 7% of entire workforce, pivots into AI

    
Reorg of entire biz as tech giant addresses downturn in core networking segment    
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Networking titan Cisco has confirmed in a filing with the Securities Exchange Commission (SEC) that it is eliminating 7 percent of its global workforce as it embarks upon a restructuring plan.
Switchzilla currently employs almost 85,000 people - meaning around 6,000 employees are about to get bad news.
"Cisco currently estimates that it will recognize pre-tax charges to its GAAP financial results of up to $1 billion consisting of severance and other one-time termination benefits, and other costs," the business said. It expects to recognize $700 million to $800 million of those charges in Q1 2025, with the rest playing out during the fiscal year.
The layoffs accompany a company-wide restructure that includes a shift towards AI and security and a consolidation of the arms of the biz. Current networks boss Jonathan Davidson will move to a role advising the CEO during the borg, as the business combines the networking, security, and collaboration segments.
Signalling the increasing importance of the security business, Jeetu Patel, previously executive Vice President and General Manager of Security and Collaboration, will head up the new expanded group. Cisco agreed to buy cybersecurity firm Splunk last year for $28 billion, its biggest ever deal.
In a LinkedIn post today, Cisco boss Chuck Robbins said that Davidson had "made the decision to step away from his current role leading Cisco Networking and will serve as an advisor to me."
Robbins added: "With this, Cisco is bringing our Networking, Security, and Collaboration teams together into one organization, led by Jeetu Patel in an expanded role as EVP and Chief Product Officer."
Talk of the layoffs and reorg circulated earlier this week, and will represent the second major round of job cuts this year. In February, Cisco cut around 4,000 roles.
The redundancies follow declining revenues and shrinking profits.
Cisco's core networking business - switches and routers - has been on a downward trend as large enterprises have shifted toward the cloud. It has bolstered the software and securities operations via acquisition. Cisco is hoping to diversify and reposition itself for subscription revenue.
On Wednesday, Cisco also released its Q4 2024 results [PDF].
Chief financial officer Richard Herren claimed in the earnings call that the layoff was "not about cost saving."
"It's much more about finding efficiencies across the company so that we can pivot more resources, much like we did last year, into the fastest growth areas within the company. Which are pivoting more into AI, pivoting more into cloud, and pivoting more into cyber security," claimed Herren.
CEO Chuck Robbins added that Cisco was making a "meaningful shift" that places "hundreds of millions of dollars" into AI related products - like networking for cloud, infrastructure, silicon and cyber.


	Cisco plans to slash thousands more jobs amid AI, cybersecurity push


	AI or bust? Only one part of US tech economy keeps growing, says analyst


	Does AI give InfiniBand a moment to shine? Or will Ethernet hold the line?


	Dell starts new round of layoffs while it looks to 'unlock modern AI'


Some of this shifting around of dollars is visible in hindsight. As mentioned, the networking kraken spent $28 billion to acquire analytics firm Splunk in March and in February committed to a collab to develop AI-optimized networking kit with Nvidia.
According to the results filing, total revenue for for FY 2024 was down 6 percent year-on-year to $53.8 billion. Networking revenue was down 15 percent to $29.2 billion, whereas security products were up 32 percent to $5.0 billion, observability up 27 percent to $837 million and collaboration up 2 percent to $4.1 billion. Services were up 5 percent to $14.5 billion. Net income for this period, which ended July 27, was down 18 percent to $10.3 billion.
Despite the revenue drop, Robbins described Cisco as having "tremendous demand across the portfolio" and Herren celebrated the business achieving its highest operating margin in history - a non-GAAP 32.5 percent.
The stock market also seemed to celebrate. Cisco shares were up around 6 percent in after hours trading.
Cisco is one of several large tech players recently conducting layoffs. Intel announced it was eliminating 16,000 people - or 15 percent of its global workforce - to curb capital expenses.
Dell also began cutting its workforce by an undisclosed number in order to shift to a strategy that will unlock "the value of modern IT and AI." (r)
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    AI stole my job and my work, and the boss didn't know - or care

    
Everyone knows automation will happen, which is why everyone needs proof of human involvement    
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Column Earlier this year I got fired and replaced by a robot. And the managers who made the decision didn't tell me - or anyone else affected by the change - that it was happening.
The gig I lost started as a happy and profitable relationship with Cosmos Magazine - Australia's rough analog of New Scientist. I wrote occasional features and a column that appeared every three weeks in the online edition.
Everyone seemed happy with the arrangement: my editors, the readers, and myself. We'd found a groove that I believed would continue for years to come.
It didn't. In February - just days after I'd submitted a column - I and all other freelancers for Cosmos received an email informing us that no more submissions would be accepted.
It's a rare business that can profitably serve both science and the public, and Cosmos was no exception: I understand it was kept afloat with financial assistance. When that funding ended, Cosmos ran into trouble.
Accepting the economic realities of our time, I mourned the loss of a great outlet for my more scientific investigations, and moved on.
It turns out that wasn't quite the entire story, though. Six months later, on August 8, a friend texted with news from the Australian Broadcasting Corporation. In summary (courtesy of the ABC):


Cosmos Magazine used a grant to build a 'custom AI service' to generate articles for its website.


The AI service relied on content from contributors who were not consulted about the project and, as freelancers, retained copyright over their work.


Contributors, former editors and a former CEO, including two co-founders, have criticized the publishing decision.


Cosmos had been caught out using generative AI to compose articles for its website - and using a grant from a nonprofit that runs Australia's most prestigious journalism awards to do it. That's why my work - writing articles for that website - had so suddenly vanished.
But that's not even the half of it. The AI most likely had been "fed" my articles - via the "Common Crawl," the gigantic tarball of nearly everything that's ever been published to the web - in order to ensure the correctness of that content.
I hadn't just been fired and replaced by a robot. That robot was programmed to become a surrogate me.
The article goes on to report that Cosmos's editors-in-chief had no knowledge of this. It was all done quietly - which speaks volumes for how this proposal would have been received, had it been shared with the staff responsible for working with freelancers. Cosmos's mea culpa regarding the incident laments the lack of communication before the work that resulted in AI-penned articles appearing.
What an understatement.


	I stumbled upon LLM Kryptonite - and no one wants to fix this model-breaking bug


	Devaluing content created by AI is lazy and ignores history


	Microsoft's Recall should be celebrated as the savior of SMEs and scourge of CEOs


	Microsoft's Recall should be celebrated as the savior of SMEs and scourge of CEOs


Editors know that audiences want to read words (like these) written by a person. While suitable for a summary, the bland, "mid" content generated by an AI lacks a human touch. It'll do in a pinch, but leaves no one particularly satisfied.
Cosmos decided to lean into generating the slop filling all of the web's marketing channels, as generative AI serves up more of what marketers want us to see - but little of what people want to read.
Cosmos was brave enough to label AI-generated articles - more transparency than we will see from other publications, working in the shadows as they become one-person shows, with a single individual managing the output of a massive content farm.
[image: AI]
Wiley shuts 19 scholarly journals amid AI paper mill problems

READ MORE
Techniques exist to watermark such AI generated content - readers easily could be alerted. But that idea has already been nixed by OpenAI CEO Sam Altman, who recently declared that AI watermarking threatened at least 30 percent of the ChatGPT-maker's business. Organizations don't want to own up that they're generating and spamming us with slop.
In the absence of that sort of detection, we need something more like a chain of provenance, showing the path of these words, from my keyboard to your eyes - laying bare the process of writing, editing and publishing. With that sort of transparency we will be able to see the human element shining through.
That human touch has never had a rival. Now that it does, it has instantly become the most valuable thing for a reader to experience. That should be reason enough to make it happen. (r)
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    Over 40 million Kakao Pay users' data somehow ended up with Alipay

    
Payment arm of Korean messaging app denies any illegal activity    
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Kakao Pay, a subsidiary of Korea's WhatsApp analog Kakao, handed over data from more than 40 million users to the Singaporean arm of Chinese payment platform Alipay, without user consent, Korea's financial watchdog revealed Tuesday.
The nation's Financial Supervisory Service (FSS) concluded the data was shared illegally after an on-site inspection of Kakao Pay's overseas payment division between May and July of this year. Among the personal data shared was Kakao Account ID, mobile phone number, email address, Kakao Pay subscription history, and transactions.
Kakao Pay has denied any illegal activity.
The partnership between Kakao Pay and Alipay is designed to allow Korean customers to pay with Kakao Pay at overseas merchants that take Alipay.
Kakao Pay thus claimed the data was shared as part of a business collaboration - that it was hiring a service to process data from Alipay rather than providing customer information to a third party. It argued that this meant consent was not required. It also claimed that all information was encrypted - and therefore not problematic.
The regulator responded by doubling down and clarifying its stance on Wednesday. It observed that the contract between the two companies did not specify that Alipay was processing data, and Kakao's terms and conditions did not mention that it would use a data processing contractor.
Any such data processor should not be able to extract any value out of the data for profit themselves and entities that take on the processing role must be reported to FSS, the regulator asserted, indicating it thought the vast amount of data could be financially lucrative.
Sharing without consent is against the nation's Credit Information Use and Protection Act, according to the FSS - but this case is particularly egregious because the information was transmitted out of Korea, to Singapore. To share data across borders, Kakao needed to undergo even more strenuous consent processes.


	South Korea to force e-commerce marketplaces to pay vendors faster


	It's 2022 and a Korean web giant only now decided to write a DR plan


	Alibaba Cloud unleashes thousands of Chinese AI models to the world


	China's Big Tech companies taught Asia to pay by scanning QR codes, but made a mess along the way


FSS also argued that sharing so much data was not necessary to enable overseas payments through a partner. The only necessary data needed to complete payments was order and payment information.
The Kakao subsidiary took the stance that extra information was needed in order to calculate if there were non sufficient funds (NSF), so that Alipay could mediate Apple Payment services and match user information to Apple IDs.
The FSS in turn cited concern that Kakao Pay and Alipay took credit information of all customers - not just the ones situationally applicable. Sending NSF information - when all Alipay needed to do was match users to Apple IDs - seemed a bit like overkill.
Furthermore, according to the regulator, the policy to share so much data had changed over time. "Kakao Pay did not provide Alipay with the credit information of overseas payment customers at the beginning of its partnership with Alipay," it stated.
And as for that encryption? Kakao Pay used the most common encryption program found on the market, said the regulator. It was simple, did not input any random factor, and the Korean fintech never once changed the password.
The regulator plans to complete a thorough legal review and will conduct inspections of similar data misuse cases - presumably with other entities.
Ant Group, the parent company of Alipay, is the second-largest shareholder of Kakao Pay. Ant Group is an affiliate of Chinese tech giant Alibaba Group, operating as an independent business.
Local media cited industry insiders as expressing concern that Chinese entities might use the slurped Kakao Pay data for marketing purposes, or to inform their strategy when competing in the Korean market.
The Kakao Group is having a rough week. Kakao Pay shares plummeted from an already record low following the news of the data leak.
And just last Thursday, Kakao's billionaire founder, Kim Beom-su (also known as Brian Kim), was indicted on charges of stock market manipulation. Kim has denied the allegations. (r)
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    China-linked cyber-spies infect Russian govt, IT sector

    
No, no, go ahead, don't let us stop you, Xi    
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Cyber-spies suspected of connections with China have infected "dozens" of computers belonging to Russian government agencies and IT providers with backdoors and trojans since late July, according to Kaspersky.
The Russia-based security biz claimed the malware used in the ongoing, targeted attacks - dubbed EastWind - has links to two China-nexus groups tracked as APT27 and APT31. 
After gaining initial access to their victims' devices via phishing emails, the attackers used various cloud services and sites including GitHub, Dropbox, Quora, LiveJournal, and Yandex.Disk to direct their remote-control malware to download additional payloads onto compromised computers. Those services were effectively used as command-and-control (C2) servers.
These phishing emails sent RAR archive attachments containing a Windows shortcut along with a decoy document and both legitimate and malicious files to organizations' email addresses. These include malicious libraries that use DLL sideloading to drop a backdoor that then begins communicating with Dropbox.
Once it establishes contact with the cloud storage service, the backdoor fetches instructions from its masters, executes commands, conducts reconnaissance, and downloads additional malware. The malware includes a trojan - previously linked to APT31 during a 2021 and 2023 campaign - that Kaspersky named "GrewApacha."
This particular version of GrewApacha uses the same loader spotted in 2023, but now uses two C2 servers. It also uses a GitHub profile bio to obfuscate the C2 server address, which is stored in a Base64-encoded string.
In addition to the GrewApacha trojan, the attackers also downloaded the CloudSorcerer backdoor. Kaspersky previously reported on this malware in July, and noted that since that time the attackers have modified it to use profile pages on the Russian-language social network LiveJournal and the question/answer website Quora as the initial C2 servers.
CloudSorcerer, while deployed against Russian organizations in this particular campaign, was also spotted in a late May attack against a US-based org, according to Proofpoint.


	Russian cyber snoops linked to massive credential-stealing campaign


	Belgium says Chinese cyber gangs attacked its government and military


	Stifling Beijing in cyberspace is now British intelligence's number-one mission


	Kaspersky says Uncle Sam snubbed proposal to open up its code for third-party review


In analyzing the updated CloudSorcerer samples, the threat hunters discovered that the criminals were using this backdoor to download a previously unknown implant they dubbed PlugY. 
This implant connects to the C2 server via TCP, UDP, or named pipes, and can handle a "quite extensive" set of commands, we're told. This includes manipulating files, executing shell commands, logging keystrokes, monitoring screens and snooping around clipboards.
"Analysis of the implant is still ongoing, but we can conclude with a high degree of confidence that the code of the DRBControl (aka Clambling) backdoor was used to develop it," Kaspersky's researchers wrote this week. 
The DRBControl backdoor has been linked to APT27.
And Kaspersky observed that the fact the EastWind campaign used malware with similarities to samples used by both APT27 and APT29 "clearly shows" that nation-state backed crews "very often team up, actively sharing knowledge and tools." (r)

  PS: Last week we noted Iranian cyber-crews were stepping up attempts to stick their oar into this year's US elections. Now Google says it's seen Iran-backed teams targeting people on the Republican and Democrat campaigns, among others including the Israeli military.
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    Actors can license AI voice clones in union deal

    
Thesps at least get final say on what their doppelgangers will say    
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AI-generated voices in ads might become more common thanks to an agreement between SAG-AFTRA and an AI cloning upstart.
The American media workers' union announced that it has struck a deal with Narrativ, which describes itself as a "marketplace for advertisers to buy talent likeness." The agreement sets the rules for licensing SAG-AFTRA performers' voices for AI-generated audio.
The union has given the green light for members to take advantage of such licensing, noting they now have a "safe option" to license their voice talents.
"Narrativ has agreed to our terms, and its platform is an excellent example of how AI can be ethically used, by putting compensation, informed consent and control in the hands of individual performers," said SAG-AFTRA exec Duncan Crabtree-Ireland.


	Read AI about it... OpenAI does deal with News Corp


	New York Times sues OpenAI, Microsoft over 'millions of articles' used to train ChatGPT


	More big city newspapers drag Microsoft, OpenAI hard in copyright lawsuit


	Record labels gang up to sue AI music generator duo into utter oblivion


To get access to the union's pool, Narrativ had to give some concessions: Brands that propose ads to performers need to state what their AI clones will say and promote, and offer a chance to turn the brand down. SAG-AFTRA members, if they approve the ad, get to set the price and negotiate if they think they deserve more.
SAG-AFTRA's benefit plans will also get a cut of every ad run through Narrativ, though the union won't say exactly how much.
Plenty of celebrities have already had AI-cloned versions of their voices and appearances plastered all over the Internet, but often without licensing or through channels like that pitched by Narrativ.
Up until the Narrativ deal, SAG-AFTRA was near war with AI. Union members previously went on strike against the TV and film industry for four months in 2023, specifically over AI clones. In the end, the union agreed to a deal pretty similar to the one it signed with Narrativ.
SAG-AFTRA's video game voice actors are on strike right now over AI protections and have been for about three weeks. The union seems to have gotten its way on AI so far, and perhaps it'll be three-for-three when the video game actor strike ends, whenever that may be. (r)
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    GitHub rolls back database change after breaking itself

    
Git blame an infrastructure update    
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If you can't or couldn't access GitHub today, it's because the site broke itself.
The Microsoft-owned code-hosting outfit says it made a change involving its database infrastructure, which sparked a global outage of its various services. The biz is now in the process of rolling back that update to recover.
"We are experiencing interruptions in multiple public GitHub services," the source code silo said in an advisory on its status page. "We suspect the impact is due to a database infrastructure related change that we are working on rolling back."
[image: Screenshot of GitHub outage today]
What the GitHub.com homepage looked like today during the breakdown ... Click to enlarge


The downtime started just after 2300 UTC (1600 PT), according to GitHub. Affected services are: GitHub actions, pages, issues, pull requests, Copilot and Codespaces, packages, Git operations, and webhooks.
GitHub.com and the GitHub API were also unavailable - the website was showing just a unicorn and error message at one point - as was SSH-based access to repos.
"No server is currently available to service your request," an error message on the dot-com's homepage read earlier. "Sorry about that. Please try refreshing and contact us if the problem persists."


	'Error' in Microsoft's DDoS defenses amplified 8-hour Azure outage


	Microsoft's Azure networking takes a worldwide tumble


	Can't get Minecraft, MongoDB Cloud, others to work today? Blame that Azure outage


	Failure to follow proper procedures caused US-wide AT&T outage, FCC says


By 2329 UTC, GitHub made the decision to roll back its infrastructure change. And just now, at 2345 UTC, it's starting to right itself and return to normal.
"The database infrastructure change is being rolled back," the biz said in an update. "We are seeing improvements in service health and are monitoring for full recovery."
Happens to the best of us, clearly. (r)
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Treasury questions the retirement of the, er, Technology Retirement Office    
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A shuttered IRS office focused on retiring and replacing legacy technology should be reopened, an audit has concluded, so that the US tax collection agency can get a firm grip on replacing its aging tech stack.
The report, from the Treasury Inspector General for Tax Administration (TIGTA), credits the IRS with fully implementing two out of four previous tech modernization recommendations, though argues the other two recommendations were ineffectively implemented.
Those failures include the agency's decision in 2023 to scrap its own Technology Retirement Office, which stood up in 2021 "to strategically reduce the [IRS' IT] footprint." 
Without that office, "there is no enterprise-wide program to identify, prioritize, and execute the updating, replacing, or retiring of legacy systems" at the IRS, the inspector general declared, adding the unit should be reestablished or brought back in some similar form.


There is no enterprise-wide program to identify, prioritize, and execute the updating, replacing, or retiring of legacy systems


The closure of the retirement office, in the eyes of the TIGTA, is part of the IRS's failure to properly identify and plan for shutting down legacy systems and possibly replacing them with something modern.
According to the audit report, the IRS identified 107 of its 334 legacy systems as up for retirement, yet only two of those 107 have specific decommissioning plans. The TIGTA would like to see clear plans for all of those identified systems, and had hoped the retirement office (or similar) would provide them.
Then there's the second incomplete recommendation, which the IG said is the IRS' failure to properly apply its own definition of a legacy system to all of its tech. 
According to the report - which gets the heart of the matter with the title: "The IRS does not have specific plans to replace and decommission legacy systems" - the IRS defines legacy systems as those using outdated technology that's still critical to its day-to-day operations.
That definition can include hardware, software, or programming languages, further stating that systems with "an application age of 25 years or older" and those using obsolete languages apply.
The TIGTA said that definition has been poorly applied, leading to the IRS incorrectly identifying five systems as legacy that weren't, a failure the tax collectors blamed on "a query programming error which has since been corrected." How apt.
In addition, the IG's own analysis using the IRS' definition of legacy systems uncovered 344 of them - ten more than the IRS said it was aware of. 
"A subsequent review ... found two additional systems that had not been identified as legacy but should have been, bringing the total number of legacy systems to 346," the IG report added. 
All of that poor legacy tech management has caused the IRS' IT infrastructure spending to jump by 35 percent from $2 billion in 2019 to $2.7 billion in 2023, which the IG report expects to continue increasing until more legacy systems are retired.
To its credit, the IRS did properly implement previous recommendations to construct an as-built architecture (ABA) system to track existing IT assets, and ensured that specific system data in the ABA was complete. 
Progress in the right direction
In its response to the IG report, the IRS said it had largely addressed the two incomplete recommendations, though not entirely as the Inspector General might want. 
Of the first request, that the IRS reestablish the Technology Retirement Office, the tax service said it didn't have any intention to do so. It does, however, plan to roll those responsibilities into its Transformation and Strategy Office - but it doesn't intend to implement those changes until September 2025, when it publishes its next Inflation Reduction Act transformation road-map.


	The IRS spaffed $12m on Office 365 subscription IT NEVER USED


	IRS using AI to catch rich people and tax-dodging corps


	The International Space Station will deorbit in glory. How's your legacy tech doing?


	UK government hurt by delays in legacy tech upgrades, skills shortages


"The roadmap will reflect a shift in the legacy modernization strategy," the IRS said in its response letter (included in the report). "The IRS no longer intends to rewrite and retire all systems that are identified as legacy in the ABA."
Instead, the IRS said, legacy systems will be replaced as and when its transformation steering committees identify suitable "enterprise common platforms" to implement in their place.
So, there is a general will within the IRS to replace aging stacks with modern offerings, and there is a foundation plan in place driving that, it's just not terribly specific right now as those details need to be developed as teams figure out a way ahead, judging from the audit write-up and response.
One might say the IRS is taking this on a case-by-case basis, as there is a concern that whatever replaces the legacy IT is truly up to the job, which is reasonable.


We believe management's response meets the intent of our recommendation


"Although the IRS only partially agreed with our recommendation, we believe management's response meets the intent of our recommendation," the IG said in reply. 
As for the issue with identifying legacy systems, the IRS agreed with the recommendation and promised to get better. 
The IRS' Taxpayer Advocate's office told Congress in its FY 2025 report, published in June, that the IRS was still struggling to modernize its tech, but was making progress. 
"Did the IRS do a perfect job? No," National Taxpayer Advocate Erin Collins wrote in the preface to the report. "But I believe the IRS has turned the corner... particularly for Taxpayer Services and information technology (IT) modernization." 
We've reached out to the IRS and the TIGTA for further comment. (r)
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    Microsoft tweaks fine print to warn everyone not to take its AI seriously

    
Don't use LLMs for anything important and don't try to reverse engineer it    
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Microsoft is notifying folks that its AI services should not be taken too seriously, echoing prior service-specific disclaimers.
In an update to the IT giant's Service Agreement, which takes effect on September 30, 2024, Redmond has declared that its Assistive AI isn't suitable for matters of consequence.
"AI services are not designed, intended, or to be used as substitutes for professional advice," Microsoft's revised legalese explains.
The changes to Microsoft's rules of engagement cover a few specific services, such as noting that Xbox customers should not expect privacy from platform partners.
"In the Xbox section, we clarified that non-Xbox third-party platforms may require users to share their content and data in order to play Xbox Game Studio titles and these third-party platforms may track and share your data, subject to their terms," the latest Service Agreement says.
There are also some clarifications regarding the handling of Microsoft Cashback and Microsoft Rewards.
But the most substantive revision is the addition of an AI Services section, just below a passage that says Copilot AI Experiences are governed by Bing's Terms of Use. Those using Microsoft Copilot with commercial data protection get a separate set of terms.
The tweaked consumer-oriented rules won't come as much of a surprise to anyone who has bothered to read the contractual conditions governing Microsoft's Bing and associated AI stuff. For example, there's now a Services Agreement prohibition on using AI Services for "Extracting Data."
"Unless explicitly permitted, you may not use web scraping, web harvesting, or web data extraction methods to extract data from the AI services," the agreement now says.


	AI or bust? Only one part of US tech economy keeps growing, says analyst


	Apple-flavored Opera One brings its browser AI show to iOS


	Google brings more Gemini AI features to Android, saves the best for Pixel 9


	What the @#$%&!? Microsoft bans nudity, swearing in Skype, emails, Office 365 docs


Bing's Copilot AI Experience requirements aren't quite as explicit but they cover similar ground, stating that you may not "engage in activity that is harmful to the Online Services, including bot/scraping behaviors, technical attacks, excess usage, prompt-based manipulation, "jailbreaking", and other off-platform abuses."
The search engine's terms also since at least February 2023 - when Bing received its AI injection - have included a disclaimer about the general unreliability of Online Services: "The Online Services are for entertainment purposes; the Online Services are not error-free, may not work as expected and may generate incorrect information. You should not rely on the Online Services and you should not use the Online Services for advice of any kind. Your use of the Online Services is at your own risk."
The revised Service Agreement does go into more detail about what's not allowed. For example, the ban on "Reverse Engineering" specifically disallows attempting to ascertain the weights used in the AI models deployed by Microsoft.
"You may not use the AI services to discover any underlying components of the models, algorithms, and systems," the new terms say. "For example, you may not try to determine and remove the weights of models or extract any parts of the AI services from your device."
Also, there's now a clear ban on using Microsoft's AI services or data from those services "to create, train, or improve (directly or indirectly) any other AI service."
One other substantive contractual change involves a clarification about the mass arbitration. Large companies, which have tried to avoid costly court disputes by forcing complaints through a business-friendly arbitration process, have in recent years faced coordinated mass arbitration claims and found them not to their liking. The result has been rule revisions [PDF] from dispute resolution firms designed to streamline arbitrations involving 25 people or more.
Microsoft's Service Agreement revision has clarified that disputes involving at least 25 customers with similar claims who are represented by the same lawyers or coordinating lawyers fall under its definition of "Related Cases" - which are subject to American Arbitration Association's Mass Arbitration Supplementary Rules. (r)
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    Delays? We're still shipping 'small quantities' of Nvidia's GB200 in Q4, Foxconn insists

    
Production ramp won't kick off until Q1 2025    
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Nvidia's alleged Blackwell supply problem may not be as bad as first thought, according to Foxconn executives who claimed they would begin shipping a small volume of GB200 systems in the fourth quarter.
"We are on track to develop and prepare the manufacturing of the new AI server to start shipping in small volumes in the last quarter of 2024, and increase the production volume in the first quarter of next year," Foxconn spokesperson James Wu said in a report.
However, Wu hinted that the product's timeline may have changed, noting that it's normal for shipment schedules to shift when specs and technologies are upgraded. Whether or not this was actually the case for Nvidia's Blackwell parts, Wu insisted that Foxconn would be the first supply to ship GB200 accelerators.
The GB200, announced this spring, is the second generation of Nvidia's Grace-superchip family, featuring a pair of 1,200W Blackwell GPUs alongside a 72-core Grace CPU. In its full form, 36 of these GB200 superchips -- 72 GPUs in total -- are designed to be packed into 18 1U servers all interconnected by high-speed NVLink switch fabrics. Dubbed the DGX NVL72, the system boasts 13.5TB HBM3e and 1.44 exaFLOPS FP4 performance.
The Foxconn executive's remarks come a little over a week after reports surfaced claiming that Nvidia had warned Microsoft that shipments of its Blackwell GPUs had been delayed until the first quarter of 2025.
The alleged issue is that Nvidia and its manufacturing partner TSMC may have run into challenges with the advanced packaging tech used to stitch together the compute dies HBM3e memory modules together. Making matters worse, CoWoS capacity remains extremely limited with TSMC CEO C.C. Wei warning that the AI chip shortage could last through 2025.
As a result, Nvidia is said to be prioritizing its flagship GB200 parts over its lower spec HGX B100 and B200 configurations and will bring a new, trimmed-down version of Blackwell called the B200A to market. That chip will allegedly be monolithic and feature four HBM stacks, making it roughly half the size of the chip we looked at back at this spring.
In a statement to The Register in response to the reports an Nvidia spokesperson reiterated that broad Blackwell sampling had begun and production was on track to ramp in the second half.
Nvidia had previously promised Blackwell would start making its way into customer's hands in the latter half of 2024. At the time, this led us to believe that a small number of Blackwell chips would reach the market in Q4 with the vast majority reaching customers in 2025.


	SiFive offers potential Neoverse N2 rival - the P870-D RISC-V core for datacenters


	Intel, already adrift, now Armless too


	NIST finalizes trio of post-quantum encryption standards


	Another GPU cloud emerges. This time, upstart Foundry


There's also the matter of Nvidia's H200, which only began shipping in volume in the third quarter. The parts are essentially a bandwidth boosted version of the venerable H100 boasting 141GB of HBM3e good for 4.8TB/s of memory bandwidth. These factors should make the H200 a popular option for large language model (LLM) inferencing as performance is largely limited by memory bandwidth and capacity.
However, the H200 also poses a potential problem for Nvidia's forthcoming B200A. Assuming Nvidia just cut the original B200 in half to make it, it'd have a capacity of 96GB capable of 4TB/s of memory bandwidth.
The B200A may not offer much if any performance uplift either, considering the top spec'd part only boasted about 2.5x the 8-bit floating point performance of its Hopper counterparts. Cut that in half and you're potentially looking at as little as a 25 percent uplift. Of course, if Nvidia maintains the B200's 1,000W power target, the performance uplift could be higher depending on how far they can push the clocks.
Having said that, if Nvidia has actually run into production challenges and now has a bunch of Blackwell dies that can't be stitched together, a cut down version would be a pretty easy way to salvage existing inventory, especially if they can be sold at a lower cost. (r)
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Citizen Lab also spots a COLDWASTREL swimming in the Rivers of Phish    
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Russia's Federal Security Service (FSB) cyberspies, joined by a new digital snooping crew, have been conducting a massive online phishing espionage campaign via phishing against targets in the US and Europe over the past two years, according to the University of Toronto's Citizen Lab.
In research published on Wednesday, Citizen Lab attributed the campaign, dubbed River of Phish, to the FSB-backed COLDRIVER (aka Star Blizzard, UNC4057 and Callisto) along with a second group it named COLDWASTREL. 
The campaign began in 2022 with an aim to steal user credentials and 2FA tokens from Russian opposition figures-in-exile and staff at Russian, US, and European-based nongovernmental organizations, as well as media outlets, US think tanks and former government officials.
These are the same targets that COLDRIVER has been targeting in phishing campaigns since at least 2019, and the cyberspies have also repeatedly tried to influence Western elections over the years. 
Also beginning in 2022, COLDRIVER started trying to break into email inboxes and networks belonging to defense-industrial targets and US Department of Energy facilities, according to the Five Eyes nations.
With River of Phish, both groups likely chose their targets based on their "extensive networks among sensitive communities, such as high-risk individuals within Russia," according to Citizen Lab.
The spyware experts also warned that compromising these individuals "could result in extremely serious consequences, such as imprisonment or physical harm to themselves or their contacts."
Plus, the researchers say they suspect that the Russian spies targeted a much larger pool than the civil society organizations that Citizen Lab, working with Access Now and the orgs themselves, investigated.
"We have observed US government personnel impersonated as part of this campaign, and given prior reporting about COLDRIVER's targeting, we expect the US government remains a target," according to the report.
It's also worth noting that Citizen Lab didn't find any spyware -- or malware in general -- on victims' devices as part of this campaign. 
"The focus on account access simplifies the attack infrastructure that is needed, as the attackers do not need to gain persistence or establish ongoing communications with the target's machine," the researchers wrote. 
However, it's extremely likely that the individuals targeted in River of Phish also face additional threats including spyware, Citizen Lab added. 


	Russia, Iran pose most aggressive threat to 2024 elections, say infoseccers


	Google TAG: Kremlin cyber spies move into malware with a custom backdoor


	Five Eyes nations warn Moscow's mates at the Star Blizzard gang have new phishing targets


	Reckon Russian spies are lurking in your inbox? Check for these IOCs, Microsoft says


These attacks typically begin with an email exchange from the Russians pretending to be a colleague of the victim or a US government employee, we're told.
The messages ask the recipient to review a document, but the senders also frequently "forget" to attach a PDF. 
"We believe this was intentional, and intended to increase the credibility of the communication, reduce the risk of detection, and select only for targets that replied to the initial approach (e.g. pointing out the lack of an attachment)," the report says.
When the PDF does land in the target's inbox, it purports to be encrypted by ProtonDrive, which is part of the ruse, and then opened displays blurred text with a link to "decrypt" the file.
If the target clicks on the link, then the browser starts communicating with the attacker's server and runs JavaScript code to fingerprint the victim's browser and returns the fingerprint to the server and decides how to proceed -- for example, showing a CAPTCHA to the victim before redirecting them to a malicious website.
Citizen Lab surmises this fingerprinting is intended to prevent automated tools from analyzing the second-stage infrastructure that includes the phishing page where the attackers steal the victims' credentials and tokens.
The researchers attribute these attacks to COLDRIVER based on the crew's favored tactics: specifically using spear phishing to target military personnel, government officials, think tanks and the media, and impersonating legitimate websites and email addresses to trick their marks into providing credentials.
Plus, they note, threat analysts at Proofpoint shared publicly available PDFs from VirusTotal that the security shop has attributed to COLDRIVER. And those PDFs indicated "multiple critical overlaps with the River of Phish campaign."
COLDWASTREL swimming in COLDRIVER's streams
However, some of the bait PDFs differed in significant ways from those originating from COLDRIVER campaigns. This included the PDF version and language. COLDRIVER sends its files in English, while the second group wrote in Russian. 
Plus, while COLDRIVER's PDFs purport to come from "plausible-yet-obscure English language names," some of the PDF authors in the campaign were simply "user."
Additionally, COLDRIVER, as it has in previous campaigns, redirected victims to fingerprint, and then to separate domain to steal their credentials. The PDFs believed to come from COLDWASTREL, on the other hand, send victims directly to a website hosting the phishing kit.
"While we are not attributing this campaign, and have only a limited number of targets, we note that the COLDWASTREL targeting that we have observed does appear to align with the interests of the Russian government," Citizen Lab said. (r)
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Lone Star State alleges GM cashed in with "millions in lump sum payments" from the sale    
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Texas has sued General Motors for what it said is a years-long scheme to collect and sell drivers' data to third parties - including insurance companies - without their knowledge or consent. 
The lawsuit [PDF], filed yesterday in Texas state court, accuses both GM and its OnStar subsidiary of using telematics technology installed in most of its model year 2015 and later vehicles to transmit detailed driving data each time a vehicle is used.
Collected data was then sold to several data analytics companies to build driver scores, and the Lone Star state alleges GM required those firms to license access to insurance companies for the purpose of calculating rates based on their compiled data. 
"Our investigation revealed that General Motors has engaged in egregious business practices that violated Texans' privacy and broke the law. We will hold them accountable," Texas Attorney General Ken Paxton said of the lawsuit. "Millions of American drivers wanted to buy a car, not a comprehensive surveillance system that unlawfully records information about every drive they take and sells their data to any company willing to pay for it." 
The lawsuit alleges that more than 16 million GM customers had their data sold to third parties without their knowledge or consent, with 1.8 million of them residing in Texas, according to the petition. 
"Insurers could - and did - use these scores and data to make significant decisions that impacted customers including monthly premium increases, dropped coverage, or coverage denials," the lawsuit alleged. 
Data sold to third parties reportedly included the date, start and end time of trips, vehicle speed, seatbelt status, distance traveled, GPS data and other information. Driving scores calculated using the data allegedly flagged drivers for bad behavior including driving late at night, seatbelt violations, turning too sharply, braking or accelerating too quickly and driving over 80 miles per hour. 
GM, meanwhile, allegedly made out handsomely from the scheme. Texas alleges the sale of data to analytics companies resulted in "millions in lump sum payments," royalty payments for the sale of licensed data to insurance companies and additional kickbacks if GM sold more than an unspecified amount of new vehicle data to telematics analytics companies per year. 
Telematics companies with access to the data include a credit agency called Verisk, which was the subject of a letter sent by a pair of Democratic senators to the Federal Trade Commission asking it to investigate GM, Honda and Hyundai for partnerships with the firm. 
Verisk also appears in the Texas lawsuit as one of the parties that compiled driver data for resale to auto insurance companies, with the Lone Star state alleging the deal between the two began in 2015. UK-based Wejo Limited, LexisNexis Risk Solutions and Jacobs Engineering Group were also in agreements with GM to receive driving data, according to the complaint. 
Permission granted?
According to the lawsuit, GM also represented to firms buying driver data that owners had consented to the collection, sale and use of their info. This would technically be correct, however, Texas argues that the way permission was granted still runs afoul of Texas' Deceptive Trade Practices Act. 
Upon purchase of a GM vehicle, buyers were allegedly pressured into signing up for a suite of connected vehicle services and apps under the OnStar brand, with some of those services eventually becoming mandatory.
"As part of this onboarding process, General Motors electronically presented customers with over fifty pages of disclosures about its OnStar products, which consisted of product descriptions and a confusing series of applicable user terms and privacy notices," the lawsuit alleged. "GM purported to disclose its privacy practices to consumers, but its disclosures were confusing and highly misleading."
The lawsuit argues that, rather than being upfront about what OnStar was planning to do with all that data, customers were instead led to believe "data collected by General Motors would be used for reasons related primarily to improve the safety, functionality, and operability of its vehicles and products.
"At no point did General Motors inform customers that its practice was to sell any of their data, much less their Driving Data," Texas alleged, adding that GM didn't disclose existing contracts to sell data, nor did it disclose that analytics companies were selling that data to insurers. 
GM, for its part, told The Register it's already made changes to comply with user privacy expectations.
"We've been in discussions with the Attorney General's office and are reviewing the complaint," a GM spokesperson told us. "We share the desire to protect consumers' privacy."


	Vehicle owner data exposed in GM credential-stuffing attack


	Mozilla calls cars from 25 automakers 'data privacy nightmares on wheels'


	Microsoft and GM deal means your next car might talk, lie, gaslight and manipulate you


	GM's Cruise sheds nine execs in the name of safety and integrity


The automaker also directed us to an April press release announcing the discontinuation of OnStar Smart Driver, a service that collected data to be shown to drivers as safety reports that Texas alleges was also used to collect data to sell to third parties, as well as the termination of its partnerships with Verisk and LexisNexis.
GM said the move was made after "feedback from many customers" that made it concerned the apps and data sharing deals were damaging customer trust. The decision was made around the same time, we note, that GM was sued by vehicle owners for selling their data.
When asked about the status of its relationships with Jacobs and Wejo, unmentioned in the statement, and the rest of its suite of OnStar apps and services that weren't discontinued, GM only directed us back to the press release. 
Texas began investigating GM's misuse of customer data in June, a month before the FTC letter and two months after GM announced the discontinuation of some of the offending services. It's unclear if the state plans to file additional charges against Honda, Hyundai or other automakers.  
We've reached out to the Texas Attorney General's office for comment. (r)
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Opinion Lenovo's participation in a cybersecurity initiative has reopened old questions over the company's China origins, especially in light of the growing mistrust between Washington and Beijing over technology.
Last week, Lenovo announced to the world that it is now involved in the Joint Cyber Defense Collaborative (JCDC) initiative, which was established by the US Cybersecurity and Infrastructure Security Agency (CISA) to enlist private sector help in addressing threats to US critical infrastructure.
On the face of it, there is nothing unusual in that. Lenovo is the biggest PC supplier in the world, with figures from market researchers putting its market share at almost a quarter of global sales.
Yet Lenovo is also a company of Chinese origin, founded 40 years ago as Legend, and is now dual-headquartered in Beijing and Raleigh, North Carolina. It is publicly-listed on the Hong Kong Stock Exchange. It gained greater market access partly thanks to its acquisition of IBM's PC division with its iconic Thinkpad laptops in 2005, then picked up Big Blue's x86 server business nearly a decade later in 2014.
The US government has taken an increasingly hostile stand towards Chinese companies for several years now, with Huawei perhaps the most visible example, although TikTok's owner ByteDance is being forced to sell its US operation to a government-approved buyer or face a ban, and various other Chinese companies have been sanctioned.
And the reasons behind all this are security fears, and no doubt more than a pinch of protectionism. An article published by the Heritage Foundation claimed that nation-state hackers present the biggest threat to the US, and that "Russia presents the most sophisticated cyber threat, with China as a close second."
As The Register has pointed out before, Article 7 of China's National Intelligence Law requires its citizens and organizations to function as covert operatives of the state if ordered to do so. So why is Lenovo not seen as a threat, and even invited to help defend US infrastructure?
We asked CISA itself, but the agency declined to answer other than by referring us to the FAQ on its website regarding the JCDC initiative.
Some commentators have previously made the point that Lenovo has a different management style and structure to many other Chinese companies. It went public on the Hong Kong Stock Exchange in 1994, for example, which it is claimed opened up Lenovo to global investors and scrutiny and nurtured "a transparent and accountable corporate culture."
However, in October last year, the then Chairman of the House Select Committee on the Chinese Communist Party, Republican Mike Gallagher, wrote to the CEO of the US Navy Exchange (a retail store operated by the Navy) requesting the removal of Lenovo products from its discounted marketplace for service members.
Gallagher wrote that "Lenovo is a Chinese technology company with extensive ties to the People's Liberation Army and the CCP's state-directed espionage campaigns," and claimed that Lenovo's largest shareholder is the Chinese government.
Lenovo, however, has consistently denied these accusations. In January, it issued a statement in response to a Bloomberg article, saying that: "any suggestion that Lenovo is controlled by the Chinese government, or that our ties to China compromise our cybersecurity, is false."
Huawei has likewise denied being controlled by the Beijing government, yet that has cut no ice with the Washington security hawks.
Steve Brazier, Co-founder of Canapii and an Informa Fellow, bemoaned that geopolitical concerns are increasingly exerting a detrimental influence on the global economy.
"The truth around the nationality of a company is a complex one.  Lenovo, for example, is headquartered in Hong Kong, not China.  It probably has the most diverse (in terms of nationalities) leadership teams of any tech company, with executives from US,  Hong Kong, China, Italy and Taiwan to name a few," he told us.
Perhaps that partly explains it. Lenovo kept on much of the US staff when it acquired IBM's operations, and that might be where the trust comes into it based on existing long-standing relationships.
Brazier said Lenovo is publicly quoted in both Hong Kong and the US, where the public can buy a stake and have access to its financial performance.
"It has manufacturing plants across the world, including in Mexico and Eastern Europe, and makes a lower proportion of its products in China than Dell, HP or Apple, all of whom are now trying to increase the national diversity of their supply chains too," he said.
Brazier indicated he does not know the selection criteria used by CISA to vet JCDC participants, but said it is likely they looked at a range of the aformentioned factors, as well as the track record of the applicants in terms of compliance.


	Secure Boot useless on hundreds of PCs from major vendors after key leak


	CrowdStrike fiasco highlights growing Sino-Russian tech independence


	Linux kernel 6.10 arrives with punched-up hardware support


	Lenovo hit with higher patent payout, both sides claim a win


For its part, Lenovo sidestepped our question and instead pointed to itself being one of the first companies to sign up to the voluntary "Secure by Design" pledge announced by CISA in May. The pledge asks leading technology companies such as Lenovo to make "demonstratable and measurable progress" to make their products more secure.
(At that launch, CISA director Jen Easterly noted the threats to US critical infrastructure from Chinese government-backed cyber gangs.)
So there you have it. Lenovo is apparently trusted, while other Chinese companies are not, but nobody in a position to know why seems to want to talk about it. (r)
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    Microsoft pushing, pushing, pushing Edge in Defender slammed as a 'dark pattern'

    
Is it an ad? Or serious infosec advice?    
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In its ongoing effort to boost the usage of its Edge browser, Microsoft is marketing the software to users of its Defender security suite with an unusual prompt - and is drawing criticism for blurring a line between advising and advertising.
The tactic, a reader who works as a CTO told us, amounts to a "dark pattern" - an interface element or menu that is deceptively designed to steer users toward a particular choice.
The prompt to use Edge promotes a feature known as In-browser protection with Microsoft Edge for Business.
Edge for Business is a tool that allows admins to separate personal and business browsing profiles and ensure data doesn't leak between the two. In-browser protection means those using Defender for Cloud Apps and Microsoft Edge for Business, if subject to session policies, receive protection equivalent to a reverse proxy - without the potential latency or compatibility issues.
Setting aside the supposed security merits of tying Defender to Edge, the issue here is that Microsoft's solicitation to switch to Edge is made more compelling by use of an interface element that resembles a prompt, rather than clearly being an advertisement.
"This is a feature released to all users of the Defender suite, unannounced and enabled by default, that presents an interstitial prompt to switch to Edge designed to look like a security recommendation to users accessing Azure Functions on Chrome (and other browsers, I'd assume)," the reader explained.
"It's both a dark pattern in the sense of disguising advertising as a security function and in the sense of leveraging Microsoft's enterprise security platform market position to improve browser share."
[image: Screenshot of Edge promotion said to look like a security prompt]
Screenshot of the Edge promotion said to look like a security prompt


Microsoft's documentation explains: "In-browser protection with Microsoft Edge for Business is turned on by default. Admins can turn the integration off and on, and can configure a prompt for non-Edge users to switch to Microsoft Edge for enhanced performance and security."
When this feature was in preview, it was disabled by default, according to Myron Helgering, a security engineer and Microsoft MVP who blogs about Microsoft-related topics. He described the process of signing in with Google Chrome with the prompt active as follows:


Microsoft will nudge me (if configured) to use Microsoft Edge for Business instead of Google Chrome.


The prompt can be disabled through the Microsoft Defender admin center.
Asked to address the claim that the Edge ad represents a dark pattern, a Microsoft spokesperson replied:
Today organizations use Microsoft Defender for Cloud Apps, a comprehensive SaaS security solution to get full visibility into their SaaS app landscape and help protect their apps. In Defender for Cloud Apps, administrators can set policies to control how users can interact with SaaS apps in the browser. In the past, we only provided reverse proxy technology to enable these capabilities, which supports any browser. Recently we launched a public preview where Defender for Cloud Apps integrates directly with Microsoft Edge, which enables a more streamlined experience, reducing latency and improving other factors of the experience. Admins have full control over this experience and can turn this capability off entirely.
This is not the first time Microsoft has been called out for the way it markets Edge - a long-time laggard in a market dominated by Google's Chrome browser.


	FTC urges judge to spank Google over Android App market monopoly


	It's all drying up: Microsoft to erase 3D Paint from digital store


	Google-commissioned report claims early adopters already enjoying fruits of gen-AI labor


	CrowdStrike president cheered after accepting 'Epic Fail' Pwnie award


In February 2024, Mozilla, which has its own set of challenges to retain the user base of its Firefox browser, published a report highlighting the way Microsoft pushed Windows users to adopt Edge using dark patterns. The Mozilla report [PDF], titled "Over the Edge: How Microsoft's Design Tactics Compromise Free Browser Choice," found that "Microsoft repeatedly uses harmful designs to influence users into using Edge."
Among various incidents, the report observed that Edge has injected ads for itself into Google's website, and into the Edge menu area when visiting the Chrome Web Store.
Mozilla cited the ways Edge has injected ads for Microsoft's browser into the Chrome download page on Google's website - to discourage those intent on downloading Chrome from switching away from Edge. It also chastised Microsoft for using Bing to insert an Edge promo above search queries seeking to download a rival browser.
Mozilla declined to comment on Microsoft's In-browser protection promotion.
Edge presently boasts a global market share of around five percent, having overtaken Firefox for third place in early 2022, according to StatCounter. Safari accounts for about 18 percent of global browser usage, and Chrome leads with about 65 percent of the market. (r)
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    Microsoft patches scary wormable hijack-my-box-via-IPv6 security bug and others

    
Plus more pain for Intel which fixed 43 bugs, SAP and Adobe also in on the action    
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Patch Tuesday Microsoft has disclosed 90 flaws in its products - six of which have already been exploited - and four others that are listed as publicly known.
There's another dozen in the list from third-party vendors that are now included in Microsoft's monthly update. Happy August Patch Tuesday, folks. Of the 102 total bugs listed this month, nine are rated critical, though so far none of those ones seem to have been found and abused by the bad guys.
Holy grail security flaw
First, let's get right to CVE-2024-38063, this is a zero-click, wormable remote code execution hole in Windows that requires no authentication and is exploited using IPv6 packets. It's pretty bad; it's a 9.8-out-of-10 on the CVSS severity scale.
If someone can craft the correct IPv6 packets to send to your vulnerable Windows machine via the local network or the internet, they can take over that box, install malware or ransomware, steal data, and more. This happens at the TCP/IP stack level in the operating system. There are no exploits for it yet that we know of. Redmond credited someone called Wei at Cyber KunLun's Kunlun Lab for discovering and reporting it.
"An unauthenticated attacker could repeatedly send IPv6 packets, that include specially crafted packets, to a Windows machine which could enable remote code execution," the Azure giant said.
That needs to be patched ASAP before someone figures out how to abuse it in the wild and uses it to hijack computers around the world. All we know so far is that it involves an integer underflow, which may be tricky to exploit in practice though Microsoft says it thinks exploitation is likely at some point.
There's also another 9.8 bug, CVE-2024-38140, a use-after-free in the Windows Reliable [sic] Multicast Transport Driver that can be exploited again to achieve remote code execution on a vulnerable computer without authentication needed.
"An unauthenticated attacker could exploit the vulnerability by sending specially crafted packets to a Windows Pragmatic General Multicast (PGM) open socket on the server, without any interaction from the user," says Microsoft, adding:


This vulnerability is only exploitable only if there is a program listening on a Pragmatic General Multicast (PGM) port. If PGM is installed or enabled but no programs are actively listening as a receiver, then this vulnerability is not exploitable.


PGM does not authenticate requests so it is recommended to protect access to any open ports at the network level (e.g. with a firewall). It is not recommended to expose a PGM receiver to the public internet.


Another of the critical bugs being patched today: CVE-2024-38160, remote code execution hole in Windows Network Virtualization. This bug is a heap buffer overflow. This appears to be a useful way to attack other customers in a public cloud setting using Redmond's technologies. It allows someone to move from their virtual machine's confines to the host hypervisor server, and then get into other people's guests.
"This vulnerability could lead to the attacker gaining the ability to interact with other tenant's [sic] applications and content," says Microsoft.
"An attacker could exploit the vulnerability by taking advantage of the unchecked return value in the wnv.sys component of Windows Server 2016. By manipulating the content of the Memory Descriptor List (MDL), the attacker could cause unauthorized memory writes or even free a valid block currently in use, leading to a critical guest-to-host escape."
Network Virtualization has another critical flaw, CVE-2024-38159, that works pretty much the same way as above.
And there's also CVE-2024-38166 in Microsoft Dynamics 365 (a cross-site scripting hole), CVE-2024-38206 in Microsoft Copilot Studio that can cause the AI suite to "leak sensitive information over a network," and CVE-2024-38109 in the Azure Health Bot that could be used to elevate privileges.
Regarding the bot, Microsoft says: "This vulnerability has already been fully mitigated by Microsoft. There is no action for users of this service to take. This purpose of this CVE is to provide further transparency."
As said, none of these critical holes have been attacked in the wild that we know of, yet.
Phew, so what's under attack already?
Now for the six bugs under active exploitation:
CVE-2024-38189 - a Microsoft Project Remote Code Execution Vulnerability with an 8.8 CVSS rating. The bad news is it's an RCE and was exploited before it issued a fix.
The good news is exploitation requires a couple of security features to be disabled before an attacker can remotely execute code on a victim's machine. Assuming a criminal can find a way on someone's system to run macros downloaded from the internet (which ain't hard, see the Mark Of The Web hole below, for instance) and also has the block macros from running in Office files from the internet policy disabled, and convinces a victim to open a malicious file, it's game over. Obviously, someone has managed to navigate those hoops, although we have no details on the exploitation, or how widespread it is.
CVE-2024-38178 - a Scripting Engine Memory Corruption Vulnerability that earned a 7.5 CVSS. Microsoft says the attack complexity is high on this one, and it requires the victim to use Edge in Internet Explorer Mode. Apparently some orgs and their websites still really like this dead web browser that Microsoft stopped supporting two years ago.
Once Edge is in Internet Explorer mode, if an attacker can convince the victim to click on a specially crafted URL they can execute remote code on the victim's device.
Redmond credits south Korea's National Cyber Security Center and AhnLab with finding and reporting this vulnerability.
CVE-2024-38193 - a 7.8 rated Windows Ancillary Function Driver for WinSock Elevation of Privilege Vulnerability. This one could allow an attacker to gain system privileges.
As Zero Day Initiative's Dustin Childs noted: "These types of bugs are typically paired with a code execution bug to take over a target. Microsoft doesn't provide any indication of how broadly this is being exploited, but considering the source, if it's not in ransomware already, it likely will be soon."
Gen Digital bug hunters Luigino Camastra and Milanek disclosed the flaw to Redmond.
CVE-2024-38106 - a Windows Kernel Elevation of Privilege Vulnerability with a 7.0 CVSS rating.
Exploiting this bug requires an attacker to win a race condition, but Redmond doesn't provide any details about what that race involves. But once that happens the miscreant can gain system privileges. It's been exploited, so patch soon.
CVE-2024-38107 - a 7.8-rated Windows Power Dependency Coordinator Elevation of Privilege Vulnerability. It could also result in system privileges and has been exploited in the wild.
CVE-2024-38213 - a Windows Mark of the Web Security Feature Bypass Vulnerability that earned a 6.5 CVSS rating.
ZDI researcher Peter Girnus found and reported this vulnerability, which allows an attacker to bypass the SmartScreen security feature. It does, however, require the mark to open a malicious file.


	AMD won't patch Sinkclose security bug on older Zen CPUs


	Using 1Password on Mac? Patch up if you don't want your Vaults raided


	Google splats device-hijacking exploited-in-the-wild Android kernel bug among others


	Six ransomware gangs behind over 50% of 2024 attacks


Microsoft listed four vulnerabilities as publicly disclosed, albeit not yet exploited, so maybe put these high on your to-patch list:

	CVE-2024-38200 - a Microsoft Office Spoofing Vulnerability with a 6.5 CVSS rating.


	CVE-2024-38199 - a Windows Line Printer Daemon (LPD) Service RCE Vulnerability with a 9.8 CVSS rating.


	CVE-2024-21302 - a Windows Secure Kernel Mode Elevation of Privilege Vulnerability with a 6.7 CVSS rating.


	CVE-2024-38202 - a Windows Update Stack Elevation of Privilege Vulnerability with a 7.3 CVSS rating.


Adobe addresses 71 CVEs
Adobe this month fixed 71 CVEs in 11 updates across its Illustrator, Dimension, Photoshop, InDesign, Acrobat and Reader, Bridge, Substance 3D Stager, Commerce, InCopy, 3D Sampler, and Substance 3D Designer products. Adobe states it's not aware of any exploits for any of the now-fixed flaws.
Commerce is the buggiest of the bunch, with seven critical-rated vulnerabilities. InDesign addressed 13 CVEs and Acrobat and Reader fixed 12 - both of which included RCEs.
SAP slaps out 25 security patches
SAP this month released 25 new or updated security patches, including two HotNews notes and four high-priority notes. Thomas Fritsch, SAP Security Researcher at Onapsis, says this count is above average for the software maker.
Of the new HotNews notes, #3479478 (CVE-2024-41730) earned a 9.8 CVSS rating and addresses a denial of service vulnerability in the SAP BusinessObjects Business Intelligence Platform.
"If Single Sign On Enterprise authentication is enabled, an unauthorized user can get a logon token using a REST endpoint," Fritsch warned. "The attacker can fully compromise the system resulting in high impact on confidentiality, integrity and availability."
43 more pain points for Intel
Intel joined the patch party this month with a whopping 43 security advisories that plug multiple holes in software and hardware. Nine are rated high-severity flaws, so let's start there:
Intel Ethernet Controllers and Adapters fixes CVEs that may allow escalation of privilege or denial of service.
Bugs in some Intel NUC BIOS Firmware may allow escalation of privilege, denial of service and information disclosure.
Vulnerabilities in Intel Core Ultra Processor and Intel Processor stream cache mechanisms may allow escalation of privilege.
Flaws in Intel Trust Domain Extensions (Intel TDX) module software may allow denial of service.
A security vulnerability in SMI Transfer monitor (STM) may allow escalation of privilege.
Flaws in some Intel Agilex FPGA Firmware and some Intel Server Board S2600ST Family Firmware may allow escalation of privilege.
Finally, some Intel UEFI Integrator Tools on Aptio V for Intel NUC are vulnerable to an escalation of privilege bug. (r)

  Editor's note: This article was updated to draw attention to the wormable IPv6 flaw in Microsoft Windows and other critical flaws.
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Authorities allege 'J.P. Morgan' practiced 'extreme operational and online security'    
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The US has charged a suspect they claim is a Belarusian-Ukrainian cybercriminal whose offenses date back to 2011.
Maksim Silnikau, 38, was recently extradited to the US from Poland and was formally indicted in both New Jersey and Virginia for crimes relating to malvertising and ransomware respectively.
Silnikau is accused of being behind various adopted online aliases over the years, including "J.P.Morgan," "xxx," and "lansky," among others, the Department of Justice said.
The UK's National Crime Agency (NCA) said in a concurrent announcement that it had been investigating Silnikau since 2015 and that it led the international operation that led to the man's arrest in Spain last year.
The NCA claimed Silnikau was an "elite cybercriminal," was "one of the world's most prolific Russian-speaking cybercrime actors," "practiced extreme operational and online security in an effort to avoid law enforcement detection," and was the founder of the first-ever ransomware-as-a-service group, Reveton.
Silnikau's alleged associates - Volodymyr Kadariya, 38, from Belarus, and Andrei Tarasov, 33, from Russia - are also facing charges in the US but haven't yet been arrested.
Kadariya and Tarasov are alleged to have helped Silnikau with one of his cybercrime endeavors - a malware and malvertising scheme that ran for nearly a decade between October 2013 and March 2022. 
Among the more notable offenses the suspects are accused of is involvement in the distribution of Angler, an exploit kit considered during its heyday as among the most effective of its kind, before mysteriously disappearing eight years ago.
"As alleged in the indictment, Silnikau and his co-conspirators distributed online advertisements to millions of internet users for the purpose of delivering malicious content," said principal deputy assistant attorney general Nicole M. Argentieri, head of the Justice Department's Criminal Division. 
"These ads appeared legitimate but were actually designed to deliver malware that would compromise users' devices or to deliver 'scareware' designed to trick users into providing their sensitive personal information. Silnikau's arrest and extradition demonstrate that, working with its domestic and international partners, the Criminal Division is committed to bringing cybercriminals who target US victims to justice, no matter where they are located."
Indictment number one - New Jersey
In Newark, New Jersey, where this week Silnikau's charges were unsealed, he will be tried in connection to the long-running malvertising campaigns between 2023 and 2022.
These campaigns took various forms but typically, according to the indictment, Silnikau et al would allegedly purchase ad space on websites and redirect web users to malicious domains where malware would be delivered to their devices. The DoJ said internet users were redirected to the malicious campaigns millions of times.
These ads would sometimes deliver scareware too - think of those crude early-internet-era popups trying to convince users they have been hacked, or another benign message along those kinds of lines. They would then, of course, prompt users to download software that would "fix" the issue but instead drop the real malware which would often lead to remote desktop access or data theft.
But the aspect of this campaign authorities paid the most attention to was its distribution of Angler. The DoJ alleged Silnikau and co "took a leading role" in the distribution of the dangerous exploit kit, which at the time was the malware loader of choice for cybercriminals.
Kaspersky told us after Angler went missing in 2016 that it believed those responsible were members of the Russian Lurk group, many of whom were arrested in 2016 and 2017 in connection with the group's eponymous banking trojan and Angler.
"At its peak, Angler represented 40 percent of all exploit kit infections, having targeted around 100,000 devices and with an estimated annual turnover of around $34 million," the NCA said today.
Indictment number two - Virginia
The second indictment relates to Silnikau's alleged role as a ransomware boss at the Ransom Cartel group, which spun up in 2021.
Silnikau is alleged to have been a member of Russian cybercrime forums since 2005 and it was on these sites he is believed to have recruited affiliates to work for the Cartel.
The DoJ said in addition to running the op, he would also provide affiliates with intel to carry out attacks, such as genuine login credentials for user accounts at target organizations and details of already-compromised devices. 
The NCA added to this, saying Silnikau was also responsible for the Reveton ransomware group, the one that pioneered the ransomware-as-a-service business model that almost every modern group still uses.
"Victims of Reveton received messages purporting to be from law enforcement, with a notification that would lock their screen and system, accusing them of downloading illegal content such as child abuse material and copyrighted programs," the NCA said.
"Reveton could detect the use of a webcam and take an image of the user to accompany the notification with a demand for payment. Victims were then coerced into paying large fines through fear of imprisonment or to regain access to their devices.
"The scam resulted in approximately $400,000 being extorted from victims every month from 2012 to 2014."
A man cops believe is a former associate of Silnikau, British national Zain Qaiser, was sentenced for his role in the Reveton operation in 2019. The NCA claim he worked with Silnikau to embed Angler in pornography website ads, which would then load Revton and extort victims.
Qaiser was sentenced to six years and five months in prison, meaning he'll be walking free around the same time Silnikau's case comes to a close.


	Feds bust minor league Radar/Dispossessor ransomware gang


	The UN unanimously agrees that cybercrime is bad, mkay?


	Sonic Automotive says ransomware-linked CDK software outage cost it $30M


	UK plans to revamp national cyber defense tools are already in motion


"In the District of New Jersey, Silnikau, Kadariya, and Tarasov are charged with conspiracy to commit wire fraud, conspiracy to commit computer fraud, and two counts of substantive wire fraud," the DoJ said. "If convicted, Silnikau, Kadariya, and Tarasov face maximum penalties of 27 years in prison for wire fraud conspiracy, 10 years in prison for computer fraud conspiracy, counts, and 20 years in prison on each wire fraud count.
"In the Eastern District of Virginia, Silnikau is charged with conspiracy to commit computer fraud and abuse, conspiracy to commit wire fraud, conspiracy to commit access device fraud, and two counts each of wire fraud and aggravated identity theft. He faces a mandatory minimum of two years in prison and a maximum penalty of 20 years in prison." (r)
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Updated Elon Musk's SpaceX is disputing claims that its rockets are polluting water in Texas from the deluge system used to stop Starship ripping up its launchpad on lift-off.
Specifically, those claims are that SpaceX has been violating environmental regulations by discharging pollutants into or near bodies of water in Texas. The Texas Commission on Environmental Quality (TCEQ) is said to have received 14 complaints alleging environmental impacts from SpaceX's deluge system.
SpaceX was forced to add that water system to Starship's ground systems after the first launch tore chunks out of the launch pad and flung debris, including concrete chunks, over a wide area, CNBC reports.
Other heavy-lift rockets, including NASA's Space Shuttle and the Ariane 6, use the same mechanism to help suppress noise and protect the launch pad. No doubt, in the spirit of moving fast and breaking stuff, SpaceX opted not to implement such a system for the first Starship launch and, er, broke stuff. A water deluge system was therefore added.
But SpaceX then took the very untypical step of writing a lengthy response on the Musk-owned X, disputing the CNBC article. According to SpaceX, it worked with the TCEQ throughout the build and test of the water deluge system, and the agency's personnel were on-site to observe the initial tests of it.
Furthermore, the rocket maker noted it was covered by the Texas Multi-Sector General Permit, described here. It said it had explicitly asked both the TCEQ and the US Environmental Protection Agency (EPA) if the operation of the deluge system should stop and was told it could continue.
According to SpaceX, the launchpad is power-washed before the deluge system is activated, and the water from the power-washing collected and hauled away. As for the deluge system itself, the company said the water is potable and mostly vaporized during launch.
However, the water is exposed to the exhaust from Starship's engines, among other contaminants, and some does indeed make it off the pad. According to SpaceX, "A single use of the deluge system results in potable water equivalent to a rainfall of 0.004 inches across the area outside the pad, which currently averages around 27 inches of rain per year." Ie, whatever water comes off the launch, it's clean and dwarfed by normal rainfall.
SpaceX has also disputed a claim that the wastewater discharged at the site contains high levels of mercury: "All samples to-date have in fact shown either no detectable levels of mercury whatsoever or found in very few cases levels significantly below the limit the EPA maintains for drinking water."
However, a look at the company's permit application [PDF] shows that mercury concentration in a sample taken from one outfall location, at 113 mg/L, is quite a bit higher than the 2 mg/L allowed in the EPA regulations. It is not clear where that mercury is actually coming from or if it's a data-entry or measurement error.
Naturally, a human would not usually want to take a sip from whatever is discharged by SpaceX's pad - it's hardly ideal.
According to CNBC, Kenneth Teague, a coastal ecologist based outside of Austin, noted "significant negative impacts" in dumping out pollutants like mercury and high-temperature discharges. These include killing off the prey that make up the diet of seabirds.
He said: "The SpaceX application fails to address this very serious concern."
SpaceX is no stranger to lawsuits over environmental worries and dealing with environmental reviews in its license applications.
The US Federal Aviation Administration (FAA) had public meetings due this week and next regarding the Draft Tiered Environmental Assessment for SpaceX's plan to increase the launches and landings of its Starship / Super Heavy craft. The first was due today, August 13. However, as of yesterday, all were abruptly postponed.


	Before we put half a million broadband satellites in orbit, anyone want to consider environmental effects?


	Low orbit satellites for phone service may cause more light pollution


	Methane-spotting satellite that gives true readings of industry emissions hits skies in 2024


	Japanese space lasers aim to clean up orbital junk


An FAA spokesperson told The Register, "The FAA is seeking additional information from SpaceX before rescheduling the public meetings."
On August 8, SpaceX said it was awaiting regulatory approval for its next Starship and Superheavy launch. Despite the company's unusual step of issuing a lengthy retort to allegations regarding pollutants from its water deluge system, it appears that liftoff might need to wait a little longer before receiving that approval.
The Register contacted the TCEQ for more information and it declined to comment. (r)
Updated to add at 1730 UTC
A SpaceX spokesperson got in touch with us to confirm what several of us already suspected: There was a typo in one of the tables of the initial TCEQ's public version of the permit application, and that the levels of mercury in the non-storm-water deluge discharge were "well below state and federal water quality criteria."
After all, where could all that mercury have come from?
Musk's rocketeers explained on their boss's social media orifice that the initial application was updated to correct the typo, and the TCEQ was making updates public accordingly.
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