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      Biting the hand that feeds IT -- Enterprise Technology News and Analysis


      
        Halliburton probes 'an issue' disrupting business ops
        Jessica Lyons

        What could the problem be? Reportedly, a cyberattack American oil giant Halliburton is investigating an "issue," reportedly a cyberattack, that has disrupted some business operations and global networks.... 

      

      
        Benign bug in iOS and iPadOS crashes gizmos with just four characters
        Connor Jones

        More of an Easter egg than a vuln, but a fun one to mess around with Typing a special four-character string will crash your iPhone thanks to a newly discovered, albeit benign, bug in iOS and iPadOS. ...

      

      
        Axiom Space dials up Nokia to connect moonwalkers to 4G
        Richard Speed

        Can't even get good signal in my garden Nokia is to equip Axiom Space spacesuits for the Artemis III lunar mission with 4G connectivity....

      

      
        AGI is on clients' radar but far from reality, says Gartner
        Lindsay Clark

        Controversial concept may not even be a useful goal in computing Gartner is warning that any prospect of Artificial General Intelligence (AGI) is at least 10 years away and perhaps not certain to ever arrive. It might not even be a worthwhile pursuit, the analyst says....

      

      
        Ransomware batters critical industries, but takedowns hint at relief
        Connor Jones

        Whether attack slowdown continues downward trend is the million dollar question that security researchers can't answer Critical industrial organizations continued to be hammered by ransomware skids in July, while experts suggest the perps are growing in confidence that law enforcement won't intervene.... 

      

      
        Microsoft resurrects Windows Recall for upcoming preview
        Richard Speed

        Insiders get ready for Redmond's second run at AI snoopware Microsoft is testing its controversial Windows Recall technology again with a cautious release to Windows Insiders in the hope of nipping another security and privacy outcry in the bud....

      

      
        This uni thought it would be a good idea to do a phishing test with a fake Ebola scare
        Thomas Claburn

        Needless to say, it backfired in a big way University of California Santa Cruz (UCSC) students may be relieved to hear that an emailed warning about a staff member infected with the Ebola virus was just a phishing exercise....

      

      
        Choose Your Own Adventure with Microsoft 365
        Richard Speed

        You awake to find yourself in a dark room... with an empty wallet Did you have a collection of Choose-Your-Own-Adventure books? Microsoft offers something similar in the form of its subscription plan advisor, though it's tricky to avoid one particular priced outcome....

      

      
        HMD Skyline: The repairable Android that lets you go dumb in a smart way
        Liam Proven

        Nokia custodian makes efforts to help you fight fondleslab fixation HMD is the company that made the post-Microsoft Nokia Android devices. Now it's going by its own name - and offering greater repairability.... 

      

      
        Microsoft to stop telling investors about growth in server products
        Simon Sharwood

        Shuffles financial metrics so Copilot Pro revenue ends up in a happier place Microsoft has changed the way it reports its financial results....

      

      
        Cisco calls for United Nations to revisit cyber crime Convention
        Simon Sharwood

        Echoes human rights groups' concerns that it could suppress free speech and more Networking giant Cisco has suggested the United Nations' first-ever convention against cyber crime is dangerously flawed and should be revised before being put to a formal vote....

      

      
        Walmart clears out its shares of Chinese e-tailer JD.com
        Laura Dobberstein

        That's one way to mark the end of an eight-year partnership Walmart has divested around $3.6 billion of stock in Chinese e-retailer JD.com, concluding eight years of partnership....

      

      
        China's top Office clone copies Microsoft again - with an inconvenient outage
        Simon Sharwood

        WPS Office took a long lunch on Wednesday, the day after its developer posted big profits China's top personal productivity suite, WPS Office, experienced a lengthy outage yesterday - during working hours.... 

      

      
        LG Electronics aims to become a datacenter cooling player, with aircon and immersion tech
        Laura Dobberstein

        2030 vision also calls for its appliances and televisions to turn you into a subscription cash cow LG Electronics plans to expand its datacenter cooling business, to cash in on demand for AI....

      

      
        You probably want to patch this critical GitHub Enterprise Server bug now
        Jessica Lyons

        Unless you're cool with an unauthorized criminal enjoying admin privileges to comb through your code A critical bug in GitHub Enterprise Server could allow an attacker to gain unauthorized access to a user account with administrator privileges and then wreak havoc on an organization's code repositories....

      

      
        Microsoft's Patch Tuesday borks dual-boot Linux-Windows PCs
        Jessica Lyons

        Plus: Three-year-old ProxyOracle flaw added to CISA's exploited bugs list Microsoft says it's investigating issues with a patch intended to plug a two-year-old flaw in the GRUB open source boot loader that is crashing some dual-boot computers running both Windows and Linux. In that crash users are aptly told: "Something went seriously wrong."...

      

      
        UK tech pioneer Mike Lynch dead at 59 after yacht tragedy off Sicily coast
        Lindsay Clark

        Tycoon's demise follows US acquittal after years of legal battles with HP Obit  UK software tycoon Mike Lynch has been found dead two days after he went missing in a sailing tragedy off the coast of Sicily....

      

      
        IT tycoon Mike Lynch found dead after superyacht sinks
        Thomas Claburn

        Italian divers reportedly recover bodies as search for missing continues The body of former Autonomy CEO Mike Lynch has been recovered from the wreck of his superyacht Bayesian. His daughter Hannah, 18, is among those still missing after the vessel sunk on Monday.... 

      

      
        110K domains targeted in 'sophisticated' AWS cloud extortion campaign
        Connor Jones

        If you needed yet another reminder of what happens when security basics go awry Updated  It's a good news day for organizations that don't leave their AWS environment files publicly exposed because infosec experts say those that do may be caught up in an extensive and sophisticated extortion campaign....
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    Halliburton probes 'an issue' disrupting business ops

    
What could the problem be? Reportedly, a cyberattack    


    
        By 
Jessica Lyons        
    

    
        Posted in Security,
        
            22nd August 2024 16:45 GMT
        
    


    
American oil giant Halliburton is investigating an "issue," reportedly a cyberattack, that has disrupted some business operations and global networks.
While the energy giant declined to call it a cyberattack, a Halliburton spokesperson told The Register that it was working to address the problem.
"We are aware of an issue affecting certain company systems and are working diligently to assess the cause and potential impact," a Halliburton spokesperson said in an emailed statement. "We have activated our preplanned response plan and are working internally, and with leading external experts, to remediate the issue."
A person familiar with the disruption, however, told Reuters that the world's second-largest oil service was undergoing a cyberattack, and said that the digital intrusion affected business operations at Halliburton's north Houston campus, along with some of its global connectivity networks.
According to some reports on social media, the payroll database along with employees' devices were compromised.

Update: Being told that Halliburton employees are getting robocalls giving them explicit instructions not to connect to the network at all. Unsubstantiated, but from a reliable source, the IT Dept is trying to set up a Protected System for critical infrastructure.

-- Na'linda (@MzBlckSheep) August 21, 2024
The Halliburton spokesperson declined to answer The Register's specific questions about the incident, including if it was a ransomware infection.


	FBI: Critical infrastructure suffers spike in ransomware attacks


	Ransomware batters critical industries, but takedowns hint at relief


	FrostyGoop malware shut off heat to 600 Ukraine apartment buildings


	Six ransomware gangs behind over 50% of 2024 attacks


Criminals are increasingly targeting critical infrastructure sectors, including energy, with extortion attacks, according to law enforcement. Last year, the FBI received 1,193 complaints from organizations belonging to a critical infrastructure sector that were affected by a ransomware attack, up 37 percent from 870 in 2022. 
And of the 395 ransomware attacks claimed by criminals last month, over a third (125 or 34 percent) targeted critical industrial organizations, according to a report published today by NCC Group. (r)
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    Benign bug in iOS and iPadOS crashes gizmos with just four characters

    
More of an Easter egg than a vuln, but a fun one to mess around with    


    
        By 
Connor Jones        
    

    
        Posted in Personal Tech,
        
            22nd August 2024 15:29 GMT
        
    


    
Typing a special four-character string will crash your iPhone thanks to a newly discovered, albeit benign, bug in iOS and iPadOS. 
The bug affects SpringBoard, the underlying application that manages iPhone and iPad home screens. Simply typing "":: in a select few search bars within iOS and iPadOS will cause apps to abort in different ways.
Typing the string into the search bar within the Settings and Notes apps, for example, will cause them to fall over, returning the user to the home screen.
Doing the same in the search field of the App Library, accessible by swiping to the far right of the home screen, causes iOS to enter a soft crash. The screen goes black displaying only a small spinning progress wheel, before returning the user to the lock screen.
El Reg tested the above conditions, and all led to the crashes as described. We also tested the same method across all of Apple's native apps and search fields we could locate, but no others resulted in a failure of any kind.
The same crashes can also be achieved with "": and any additional fourth character. This includes pasting anything after the first colon. Another, slightly lengthier way to trigger it is to insert any character between the quotation marks and any character after the first colon.


	Game not over: Epic brings Fortnite back to iOS in Europe, using its own app store


	Apple-flavored Opera One brings its browser AI show to iOS


	Apple is coming to take 30% cut of new Patreon subs on iOS


	Apple tries again to make EU DMA officials happy - with new fees


Security researcher Patrick Wardle took a look at an iOS crash report to see what exactly was happening under the hood. However, he told TechCrunch, which first reported the bug, that it wasn't malicious in nature and couldn't be harnessed for any kind of attack.
It's certainly not as nasty as text-based bugs of yesteryear, like the one from 2018 that allowed anyone with your phone number to issue a text bomb that didn't even need to be opened to cause a device to freeze.
Some dubbed this at the time as the second incarnation of Effective Power - the name given to a similar dastardly text bug from 2015 that forced recipients' devices to reboot.
This in turn followed another similar bug in 2013, this time a five-character text-based bug that took apps down. Facebook even banned the string from being posted because of how frequently its users were causing apps to crash.
El Reg asked Apple to comment, but it didn't immediately respond. (r)
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    Axiom Space dials up Nokia to connect moonwalkers to 4G

    
Can't even get good signal in my garden    


    
        By 
Richard Speed        
    

    
        Posted in Networks,
        
            22nd August 2024 14:20 GMT
        
    


    
Nokia is to equip Axiom Space spacesuits for the Artemis III lunar mission with 4G connectivity.
The Finnish biz is no stranger to 4G/LTE comms tech, although it has yet to bring the hardware anywhere near the Moon. Despite ambitious claims from companies like Vodafone, the first 4G network is expected to arrive with Intuitive Machines' IM-2 lander. Nokia's Lunar Surface Communications System (LSCS) will be deployed during this mission - currently expected to launch by the end of 2024 - and is going to be adapted for the Axiom Space suits.
"Integrated network connectivity in the suit will advance space exploration with crew-to-crew communication and ability to capture and transmit real-time HD video with Earth," claimed Nokia.
It will be an improvement over the crackling emissions of the Apollo era. Hopefully, the HD video won't meet the same fate as Apollo 12's color camera when astronaut Alan Bean accidentally pointed it at the Sun [PDF].
Both Axiom and Nokia expect the network capabilities in the Extravehicular Mobility Unit (EMU) to work over "multiple kilometers."
Russell Ralston, Axiom Space exec veep of extravehicular activity, said: "Adding high-speed 4G/LTE network capability on the Moon will serve as a vital bridge linking astronauts to Earth, facilitating crucial data exchange, and enabling high-definition video communication over long distances."


	Tim Peake joins Axiom Space as an astronaut advisor


	Calculating Pi in the sky: Axiom Space plans to launch 'orbital datacenter'


	Brits sign Axiom Space deal for human spaceflight in name of science


	Tim Peake on a return to space: 'Never say never'


Axiom Space was recently awarded $57.5 million by NASA to modify its spacesuit for the Artemis III mission. Its first Artemis task order, issued in 2022, was valued at $228 million.
The LSCS comprises two components: A single unit that combines a radio, base station, and the core elements of a terrestrial cellular network, as well as device modules that will be integrated into the Axiom Space spacesuits.
And what justifies the cost, which might make even an Apple device user wince? "Both the network and device modules have been carefully engineered to withstand the extreme environmental conditions on the lunar surface and the dynamic stress of spaceflight, and have been optimized for size, weight and power consumption."
In the case of IM-2, the uncrewed mission that will pave the way for Nokia's technology, the base station unit will be integrated directly into Intuitive Machines' Nova-C lander. Vehicles deployed from the lander will be equipped with radio devices to establish a cellular network on the lunar surface. (r)
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    AGI is on clients' radar but far from reality, says Gartner

    
Controversial concept may not even be a useful goal in computing    


    
        By 
Lindsay Clark        
    

    
        Posted in AI + ML,
        
            22nd August 2024 13:33 GMT
        
    


    
Gartner is warning that any prospect of Artificial General Intelligence (AGI) is at least 10 years away and perhaps not certain to ever arrive. It might not even be a worthwhile pursuit, the analyst says.
AGI has become a controversial topic in the last couple of years as builders of large language models (LLMs), such as OpenAI, make bold claims that they've established a near-term path toward human-like intelligence. At the same time, others from the discipline of cognitive science have scorned the idea, arguing that the concept of AGI is poorly understood and the LLM approach is insufficient.
In its Hype Cycle for Emerging Technologies, 2024, Gartner says it distills "key insights" from more than 2,000 technologies and, using its framework, produces a succinct set of "must-know" emerging technologies that have the potential to deliver benefits over the next two to ten years.
The consultancy notes that GenAI - the subject of volumes of industry hype and billions in investment - is about to enter the dreaded "trough of disillusionment." Arun Chandrasekaran, Gartner distinguished VP analyst, told The Register:
"The expectations and hype around GenAI are enormously high. So it's not that the technology, per se, is bad, but it's unable to keep up with the high expectations that I think enterprises have because of the enormous hype that's been created in the market in the last 12 to 18 months."
However, GenAI is likely to have a significant impact on investment in the longer term, Chandrasekaran said. "I truly still believe that the long-term impact of GenAI is going to be quite significant, but we may have overestimated, in some sense, what it can do in the near term."
As for the short term? There will inevitably be some twists, turns and bumps on the way. AI expert Gary Marcus wrote an article at the start of this month claiming the "collapse of the Generative AI bubble may be imminent" in the "financial sense".
"To be sure, Generative AI itself won't disappear. But investors may well stop forking out money at the rates they have, enthusiasm may diminish, and a lot of people may lose their shirts. Companies that are currently valued at billions of dollars may sold, or stripped for parts."
This is based on what he sees as "no robust solution to hallucinations"; "modest lasting corporate adoption"; and "modest profits".
Previous research by Gartner indicates it doesn't expect a payback from office AI for at least two years in terms of mainstream adoption. As of March, Microsoft was still trying to convince customers of producitivty benefits.


	Gartner mages: Payback from office AI expected in around two years


	How deliciously binary: AI has yet to pay off - or is transforming business


	Gartner nudges down global IT spending growth forecast as 'change fatigue' persists


	64% of people not happy about idea of AI-generated customer service


Also included in Gartner's Emerging Technology Hype Cycle is AGI, which the consultancy says is rising in the "peak of inflated expectations" and might have an impact in more than ten years.
Chandrasekaran told us it was not the first time AGI had appeared on the hype cycle. "Users were asking about it, so we needed to have a point of view. We're not going to get to AGI anytime soon. That's not what we're seeing here at all. All we're seeing essentially is that AGI is a goal for many of these AI research labs, but it's going to take an enormous amount of effort."
It remains unclear whether the LLM research labs are taking the right approach. "There's a belief that if the models get bigger and bigger at some point, we've got to get to AGI, and I don't think that is likely to be the case," Chandrasekaran said. "We have to think about how we induce some of these concepts, like reasoning, for example, into the models. We also have to make the models learn about the world the way human beings learn about the world, which is through our senses."
He argued there is no clear consensus within the research community on whether AGI is a goal worth pursuing. "Even the timeline for reaching it or even what AGI means is uncertain. I believe that machines are good at certain things and human beings are good at certain things, and I don't know whether trying to create a machine that thinks and acts like a human being may be the most desirable or the most optimal goal." (r)
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    Ransomware batters critical industries, but takedowns hint at relief

    
Whether attack slowdown continues downward trend is the million dollar question that security researchers can't answer    


    
        By 
Connor Jones        
    

    
        Posted in Cyber-crime,
        
            22nd August 2024 12:23 GMT
        
    


    
Critical industrial organizations continued to be hammered by ransomware skids in July, while experts suggest the perps are growing in confidence that law enforcement won't intervene.
Of the 395 ransomware attacks claimed by criminals last month, over a third (125 or 34 percent) targeted critical industrial organizations, NCC Group said today. According to the company's figures, the industrial sector has been the most targeted by ransomware since 2021.
"Organisations within CNI provide critical services to society making them valuable targets, and ransomware actors pressure these targets into payment, exploiting their need to remain operational," the report from the researchers states. 
"Additionally, greater interconnectivity between operational technology and IT has expanded the attack surface, providing a larger number of potential entry points to facilitate ransomware attacks."
Followers of infosec news this past year might think that healthcare would be at the top of the list, given the various catastrophes at the likes of Change Healthcare and Synnovis. However, those in the industrial sector were vastly more likely to be targeted, registering nearly three times as many attacks as the next hardest hit, consumer cyclicals.
Providers of critical sectors were not too long ago considered by many ransomware criminals as off-limits, given law enforcement's intervention with Darkside after its attack on Colonial Pipeline.
As WithSecure noted in its fresh H1 2024 threat report today, there was generally thought to be a line criminals wouldn't dare cross, fearing that they too would face the same pressure from US authorities as Darkside did. Some groups vowed to never target hospitals again, for example, although that didn't last long.
Yet that belief has waned, WithSecure said, and did so as early as last year. Criminals no longer have any reservations about going after the most critical of targets, even against the backdrop of multiple major takedowns in the past year.
Those takedowns, especially of LockBit and ALPHV, have bolstered other groups. Medusa, for example, had never posted more than 20 victims to its leak blog in a single month until LockBit fell.
Similarly, the likes of Qilin, Hunters International, RansomHub, and basically every other group have posted increased numbers since the two ransomware titans of the past few years shut down.
Somewhat confusingly, despite every other group benefiting from law enforcement's actions, the total number of victims being claimed year-on-year has fallen, and in the past quarter, numbers have dropped too, suggesting that fighting back is achieving the desired effect. It's working slowly, granted, but it does seem to be moving in the right direction.
"It is almost certain that law enforcement action has significantly impacted the ransomware ecosystem," said WithSecure. "While it is currently too soon to draw conclusions on the long-term effectiveness of this, in the short term there has been a marked, positive impact."
NCC Group noticed a similar downward trend towards the middle of 2024, but was less sure about whether it would continue. There was a 20 percent increase in claimed ransomware victims in July (395) compared to June (329), but the number is still significantly lower than the months between February and May.
[image: Monthly recorded ransomware attacks, 2023 and 2024]
Monthly recorded ransomware attacks, 2023 and 2024. Courtesy of NCC Group - click to enlarge


"Whether this increase reflects the start of an upward trend remains to be seen, and we will continue to monitor such activity," said NCC Group.
Miscreants cling to infostealers
The trend established last year that found ransomware baddies were using infostealer malware on a much grander scale continues well into 2024, the researchers noted.


	RansomHub-linked EDR-killing malware spotted in the wild


	Mad Liberator extortion crew emerges on the cyber-crook scene


	Enzo Biochem ordered to cough up $4.5 million over lousy security that led to ransomware disaster


	Six ransomware gangs behind over 50% of 2024 attacks


IBM X-Force noticed a massive uptick in infostealer use in 2023, a year in which many new infostealers hit the shelves, and subsequently a steep rise in attacks carried out using valid credentials.
SpyCloud research last year found that out of 2,613 ransomware cases examined, 30 percent involved the use of credentials harvested by infostealer malware in their early stages. Over three-quarters of these (76 percent) were the work of Racoon Stealer, the source code of which LockBit was thought to have been trying to purchase.
Initial access brokers (IABs), among their other activities, play an important role in the dealing of these credentials, and are often the type of criminals that abuse infostealers the most.
"[IABs] facilitate ransomware attacks in allowing these groups to focus less on facilitating initial access, and more on finding affiliates and the improvement of their malware," said NCC Group.
"In terms of corporate risk, we have observed that infostealers play a pivotal role in the initial access of the corporate environments. For example, an employee might be searching for an image editing software on their work laptop and downloads a trojanised application through SEO poisoning/malvertising, usually with some infostealer capabilities. This application extracts the system, network, and user information, which could later be sold or used for carrying out follow-up attacks on the user (targeted phishing, etc). 
"The whole ecosystem is known as initial access brokerage, where infostealers act as a method to gather information and/or valid credentials, up until the point that it can be used for other threat actors, like ransomware operators, for browser session hijackings, connections to valid enterprise accounts, and so on." (r)
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    Microsoft resurrects Windows Recall for upcoming preview

    
Insiders get ready for Redmond's second run at AI snoopware    


    
        By 
Richard Speed        
    

    
        Posted in OSes,
        
            22nd August 2024 11:36 GMT
        
    


    
Microsoft is testing its controversial Windows Recall technology again with a cautious release to Windows Insiders in the hope of nipping another security and privacy outcry in the bud.
Windows Recall first appeared at Microsoft Build 2024 in May. It was swiftly described as a privacy nightmare as users digested what it did: Effectively taking a snapshot of the user's Windows desktop every few seconds and dumping it to disk. Users could search for past activities using a simple search function or by dragging a timeline bar.
It was to be a killer feature on Microsoft's Copilot+ Windows PCs, using AI wizardry for analysis... and then the wheels came off in spectacular fashion.
While Microsoft's presentation alarmed many ordinary users, security types quickly tore the tech to pieces. Cybersecurity researcher Kevin Beaumont wrote: "In essence, a keylogger is being baked into Windows as a feature."
Eventually, on June 13, Microsoft removed its fingers from its ears and pulled the engineering prototype, dubbed a "preview," from a broad Copilot+ PC release to something that would hit Windows Insiders first. At the time, Microsoft said the Windows Insider preview would arrive "in the coming weeks."
Weeks have turned into months, but finally Recall is set to be released to Microsoft's army of unpaid testers, the Windows Insiders. Then it will be made available on all Copilot+ PCs.


	PC sales inch upwards as market starts to upgrade its hardware


	Windows 11 is closing the gap on Windows 10


	Windows: Insecure by design


	Microsoft cancels universal Recall release in favor of Windows Insider preview


Microsoft said it wanted to "leverage the valuable expertise of our Windows Insider community," and perhaps even take on board their feedback before wider availability.
It had entirely failed to listen to criticisms over the infamous launch of Windows 10's Update of the Damned, which turned up in October 2018 with the potential to delete users' files. Microsoft was eventually forced to pull that update.
While Microsoft famously decided to skip the Windows Insider Release Preview ring for the October 2018 update, Insiders had reported issues with the build. The Windows giant elected to press ahead regardless.
In the years since, Microsoft has come under fire for its quality control and questionable approach to security, something the company has striven to address.
It is not yet clear what changes Microsoft has made to Recall ahead of its preview release to the Windows Insider community. It didn't specify, though we have asked. At the time of the company's decision to pull the preview in June, it said that it would be adding "just in time" decryption and that Windows Insiders would need a Copilot+ PC.
The original Recall Preview showed that Microsoft did not appear to have learned all the lessons it could have from the Windows 10 October 2018 Update debacle. Hopefully, it will listen to feedback from Windows Insiders before unleashing another ill-conceived service on users. (r)
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    This uni thought it would be a good idea to do a phishing test with a fake Ebola scare

    
Needless to say, it backfired in a big way    


    
        By 
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University of California Santa Cruz (UCSC) students may be relieved to hear that an emailed warning about a staff member infected with the Ebola virus was just a phishing exercise.
The message, titled "Emergency Notification: Ebola Virus Case on Campus," went out to the university community on Sunday, August 18. It began, "We regret to inform you that a member of our staff, who recently returned from South Africa, has tested positive for the Ebola virus."
The message went on to say that the university has initiated a contact tracing protocol and asks message recipients to "Please Log In to the Access Information Page for more details" - the very activity phishing messages attempt to encourage in order to capture login credentials.
The simulated attack was similar to an actual phishing message sent on August 1, 2024, as shown on the UCSC Phish Bowl, a collection of real and test phishing attempts.
But the one sent on Sunday was intended to raise awareness of phishing rather than to actually steal information.
In that, it succeeded. The message prompted the UCSC Student Health Center to publish a notice about a "Phishing email with misleading health information."
On Monday, Brian Hall, chief information security officer for UCSC, sent out an apology to the university community.
"The email content was not real and inappropriate as it caused unnecessary panic, potentially undermining trust in public health messaging," his missive said. "We sincerely apologize for this oversight."
"Simulated phishing training emails are intended to help people recognize and avoid real phishing attempts, ultimately strengthening our overall security. However, we realize that the topic chosen for this simulation caused concern and inadvertently perpetuated harmful information about South Africa."


	Cloudflare calls for regulatory harmonization amid rising internet challenges


	Iran named as source of Trump campaign phish, leaks


	After nearly 3B personal records leak online, Florida data broker confirms it was ransacked by cyber-thieves


	Google raps Iran's APT42 for raining down spear-phishing attacks


The last reported Ebola infection detected in South Africa occurred in 1996, according to the US Centers for Disease Control and Prevention. In 2014, during what's referred to as the West African Ebola outbreak, 11 people were treated for Ebola in the US, most of whom had been medically evacuated from other countries. Two US nurses contracted the disease treating other patients and both recovered.
"UC Santa Cruz is focused on protecting students, faculty, and staff from malicious emails and other online threats," said Assistant Vice Chancellor Scott Hernandez-Jason in an email to The Register. "In addition to regular cybersecurity training for our employees, our campus periodically conducts simulated phishing campaigns to remind faculty and staff about how to recognize and handle suspicious emails.
"The email was sent to student employees, faculty and staff, and after it was sent we identified several concerns about the content of the message. As we shared with our campus community, we are working to prevent this from happening again."
In a blog post last year, cybersecurity researcher Marcus Hutchins advised care when simulating phishing attacks. "Phishing simulations run a very high risk of creating distrust and friction between your employees and security team," he wrote.
Several months ago, Google security engineer Matt Linton made a similar point, arguing "the information security industry should move toward training that de-emphasizes surprises and tricks and instead prioritizes accurate training of what we want staff to do the moment they spot a phishing email - with a particular focus on recognizing and reporting the phishing threat." (r)
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    Choose Your Own Adventure with Microsoft 365

    
You awake to find yourself in a dark room... with an empty wallet    
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Did you have a collection of Choose-Your-Own-Adventure books? Microsoft offers something similar in the form of its subscription plan advisor, though it's tricky to avoid one particular priced outcome.
A Register reader got in touch after using the Microsoft 365 Plan Chooser. Answer six questions via the tool, and a result with a recommended plan will be displayed. This might be the Business Basic plan for $6 per user per month for an annual subscription, the $12.50 Business Standard plan, or the mighty $22 Microsoft 365 Business Premium.
Our reader mused: "If I follow the menu choices, it always selects Microsoft 365 Business Premium as the outcome."
Accepting the challenge, and because we still remember the excitement when a new Steve Jackson tome hit the shelves, we decided to try for ourselves, urged on by our reader: "Have a go and see if you can get it to choose another outcome..."
As with many Choose-Your-Own-Adventure books, there appears to be a key question: "Do you have access to an IT professional for advanced support and services?" Say yes, and almost all paths lead to the premium option. Say no, and basic or standard await.


	Top companies ground Microsoft Copilot over data governance concerns


	Multiple flaws in Microsoft macOS apps unpatched despite potential risks


	Microsoft patches scary wormable hijack-my-box-via-IPv6 security bug and others


	If you give Copilot the reins, don't be surprised when it spills your secrets


A cynic might wonder if this means that Microsoft assumes there's an IT budget to be plundered if there's an IT pro on hand and so goes directly to the premium option. Or perhaps it's just that with someone around who knows a bit about computers, the variety of options available at the premium level makes more sense.
In honor of the countless hours spent on the computers in WHSmith while checking if the latest fantasy adventure book had been published (yes, we were also keen on the works of Ian Livingstone), here's some very inefficient BBC BASIC to speed along the decision process.
10 INPUT "DO YOU HAVE MONEY? " A$
20 IF (LEFT$(A$, 1) = "Y") OR (LEFT$(A$, 1)="y") THEN PRINT "GO PREMIUM" ELSE GOTO 10
30 END

Anybody making an IT purchasing decision based on a six-question survey perhaps deserves what they get, and we're sure Microsoft would recommend more thought be given and advice sought on which plan makes the most sense.
We asked the company if it could share the logic behind the questions and the weightings assigned to the selections, but it has yet to elaborate. (r)
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    HMD Skyline: The repairable Android that lets you go dumb in a smart way

    
Nokia custodian makes efforts to help you fight fondleslab fixation    
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HMD is the company that made the post-Microsoft Nokia Android devices. Now it's going by its own name - and offering greater repairability.
The HMD Skyline is a new Android phone from HMD. Formerly "Hon Hai Mobile Devices" and now "Human Mobile Devices," HMD is the Finnish outfit that, for several years, sold Nokia-branded devices after Microsoft bought - then killed - Nokia's phone unit.
[image: Photo of HMD Skyline, showing rear, and inside the case and the rear cover, the battery, speaker and tools.]
HMD's Skyline is a modern slimline phone, but you can open it up and replace bits. More of this please - click to enlarge


Like the Nokia G22, the device HMD launched last year, the Skyline is designed to be repairable by users, and HMD launched it in partnership with iFixit, which rates the device 9/10 for repairability and offers half a dozen guides on replacing various components.
Our metallic pink review unit came with an iFixit repair kit, complete with a small Torx screwdriver for the single Y0-size screw in the base. This screw doesn't hold the cover on; it merely turns a tiny cam that levers up one corner of the back panel, so you can pry it off with a spudger. It's not an easy job, or one you'd want to do often. Even after you do, the battery is held in with adhesive strips. Maybe because of the removable back, the Skyline only has an IP54 rating rather than the IP68 of some other phones; safe to use in the rain, but don't dunk it.
It is, however, user repairable, and spares are available separately. This is a valuable step forward, even if one possibly prompted by EU rules. As more people expect to keep phones longer, this is worth having, but there are caveats. For instance, HMD is only committing to two Android versions and three years of updates. It's not up to Fairphone levels just yet.
[image: A Torx screwdriver being used to turn the single screw that releases the Skyline's rear cover.]
A single Torx screw releases the back cover of the Skyline, but that does mean a lower score for dust- and water-proofing - click to enlarge


If you do keep using a Skyline into the Android 16 era, you may need to root it yourself and install a replacement OS, which is far beyond the abilities of most end users. We have also yet to see any confirmation from HMD that it will provide any assistance with unlocking the device's bootloader. This aside, it's a fairly uncluttered version of Android 14 with little bloat. There are preinstalled launchers for Facebook, LinkedIn, FitBit, a handful other apps, and little else.
When we tried to use Facebook, the device paused while it downloaded the full version of the client. If you don't want these apps, they can be removed, which is welcome. Xiaomi, to pick one example, could learn a lot from this device.
The smartphone that can selectively get dumber
The other novel aspects of the Skyline center on what HMD terms "Digital Detox," although unfortunately not all of the features are ready yet.
The company already offers what it calls detox phones, which are essentially modern versions of pre-fondleslab featurephones, such as its modern take on the Nokia 2660 Flip, also known as The Boring Phone. The snag with devices like these is that they're more than somewhat crippled as communications devices in the 21st century, because you can't use WhatsApp, Telegram, Signal, and other IP-based messaging tools.
The Reg FOSS desk has friends and family in half a dozen countries and needs to talk to them, and GSM voice calls and SMS don't cut it any more. If nothing else, they're too expensive.
The Skyline defaults to bold high-contrast black-and-white icons on the home screen, which in principle reduces their addictive draw - but not by very much. It ships with a Focus mode button in its Settings drawer, and Grayscale Mode is in the usual place - but off by default, as it is on the privacy-centric Punkt MC02, despite its monochrome "Domus" homescreen. If you do enable Grayscale Mode on the Skyline, it adds an on/off button to the quick settings, a touch that we liked.


It wasn't ready in time for review, but the Skyline should soon gain an additional "Digital Detox" mode, which blocks the user's selection of social media apps. Not only does it silence notifications, but you won't be able to open the apps. The company told us that users will be able to choose whether the mode stays on for a defined time, or until disabled, or until the device is power-cycled. The idea is to offer the option of turning this full-function smartphone into a dumbphone when you - or, possibly, your parents - want that.


The Skyline is a solid mid-range phone with some of the Nokia styling from recent years. The screen has rounded corners and sits very slightly proud of a metal body with rounded sides but square corners at top and bottom, with just a millimeter or so of bezel at top and bottom. It can take dual nano SIM cards, or one nano SIM and a microSDXC card - but, sadly, not all three at once, which is a feature we'd like. We were also disappointed to find no headphone socket. It supports Qi 2 wireless charging, which in theory is backward-compatible - but it wouldn't charge from the console of our 2019 Hyundai Ioniq. The battery is a relatively modest 4600 mAh, and charges at a maximum of 33 W. This should mean about an hour for a full charge.
The screen and cameras are pretty good. It has a 6.55-inch (166 cm) screen, with a resolution of 1080 x 2400 and 1,000-nit brightness. It can refresh at 120 or even 144 Hertz, but in its normal power-saving mode, it's just 60 Hz - although an adaptive mode switches to higher refresh rates when the OS feels you need them, then drops back down. The rear camera can do up to 108 MP and there's a 50 MP selfie camera inset in the top of the screen. HMD offers a specifications page and others have still more.


	Ten years ago Microsoft bought Nokia's phone unit - then killed it as a tax write-off


	Novelty flip phone strips out almost every feature possible to be as boring as possible


	Reddit gets a call from Nokia about patent infringement ahead of going public


	HMD offers Nokia phone with novel concept: Designed to be repaired by its owner


It has the now fairly standard fingerprint reader in the power button, which worked for us, although, as with many of these devices, not as reliably as we might hope - we frequently had to enter our passcode. There's also an additional custom button on the left side, which is ridged for extra sensation. By default, a single press switches between silent, vibrate-only, or normal ring modes, and a double-press turns the torch on or off - which it often did in our pocket, and once while sitting on our car's center console. Both actions are customizable, as is what a double-press of the power button does.
In our testing, the phone was responsive but did occasionally hesitate. It felt light but tough in the hand, and as a standby device the battery life was good. As is normal for most modern phones, the camera lens complex bulges out significantly at the back, meaning that a case is almost a necessity - but you don't get one in the box, nor a charger, just a fetching pink USB-C cable.
[image: The Skyline's About screen, showing the TA-1600 model number, Snapdragon 7S Gen 2 S.O.C. and other info.]
The Skyline's 'about' screen shows some of the essentials: so far, it's largely unmodified Android 14, which is a good thing - click to enlarge


It's a decent midrange phone, and if the Digital Detox mode does what it promises, it should be valuable addition. This vulture's partner noted that she would require the option to allow some nominated contacts to get through even when in detox app-blocking mode, though. We suspect that such advanced filtering would need some kind of unified inbox for messages and notifications - a feature that we badly miss from our Blackberry Passport a decade ago. Alas, modern Android has nothing like it, nor does iOS. To get anything even partially resembling it, you need to go to paid third-party services such as Beeper, which we discussed a few years ago.
We tried Beeper Mini, the company's freebie iMessage for Android app, last year, and it worked well - for a short while. If HMD bundled such a subscription, that really would be a killer feature.
The Skyline is available in different models in different regions: 8 GB RAM plus 128 GB flash, 8 GB RAM plus 256 GB of flash, and a premium model with 12 GB RAM and 256 GB of flash. Not all countries get all models, and at the time of writing, it's out of stock almost everywhere we looked. We reviewed the middle (8/256) model, which should retail at around $500 (EU500 or PS400). If it supported dual SIMs and a memory card, and had a headphone socket and a bigger battery, we would rate it as the best mainstream Android handset we'd seen in a couple of years. Without those, it's just a decent contender. (r)
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    Microsoft to stop telling investors about growth in server products

    
Shuffles financial metrics so Copilot Pro revenue ends up in a happier place    
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Microsoft has changed the way it reports its financial results.
The software giant on Wednesday published a regulatory filing in which it revealed the creation of a segment named "Microsoft 365 Commercial products and cloud services" which will recognize revenue from Office 365 Commercial, the Enterprise Mobility and Security (EMS) range, and Windows Commercial Cloud.
Microsoft's "Productivity and Business Processes" segment therefore emerges with four sub-categories: M365 Commercial, M365 Consumer, Dynamics, and LinkedIn.
The new segments look like this:
[image: Microsoft's reporting segments for 2024]
Microsoft's reporting segments for 2025 - Click to enlarge


One reason for the change is that all Copilot Pro revenue was previously attributed to M356 Consumer - obviously that won't do at a time markets are nervous about whether hyperscalers hyper-spending on AI infrastructure will pay off.
Moving EMS and some PowerBI revenue into M365 Commercial will also mean Redmond's reporting of Azure revenue will more closely align to consumption growth.


	Microsoft rolls out one Teams app to rule them all


	Top companies ground Microsoft Copilot over data governance concerns


	Microsoft tweaks fine print to warn everyone not to take its AI seriously


	China's top Office clone copies Microsoft again - with an inconvenient outage


Some of the changes in this re-org were done to reflect Microsoft's current branding properly. However, this sort of change is commonly implemented to group sources of revenue so they produce nicer numbers.
That's not entirely the case here. Forecast quarterly revenue for Microsoft's Intelligent Cloud segment will drop from a projected $28.6-$28.9 billion to between $23.8 and $24.1 billion, while projected More Personal Computing revenue goes from $14.9-$15.3 billion to $12.25-$12.65 billion.
Microsoft has also changed the metrics it will offer investors to help them measure growth, as follows:





	Old metric
	New metric




	Office Commercial products and cloud services revenue growth
	M356 Commercial cloud revenue growth




	Office Consumer products and cloud services revenue growth
	M356 Consumer cloud revenue growth




	Dynamics products and cloud services growth
	Dynamics 365 revenue growth




	Server products and cloud services revenue growth
	Azure and other cloud services revenue growth






As you can see from the table above, Microsoft will no longer use growth of server products as a metric for investors. If you needed any further evidence Redmond is now all about the cloud, there it is.
Those changes necessitated a change in forecasts to reflect the new monikers, as follows:
[image: Microsoft's new metrics for 2025]
Microsoft's new metrics for 2025 - Click to enlarge


Investors may not care about unpicking the above, as Microsoft's top-line metrics - annual revenue of $245.1 billion and net income of $88 billion, up 16 and 22 percent respectively - are already eloquent statements of its performance. In its Q4 and FY 2024 results the software behemoth also offered guidance of growth at between 10 and 29 percent across its various segments. (r)
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    Cisco calls for United Nations to revisit cyber crime Convention

    
Echoes human rights groups' concerns that it could suppress free speech and more    
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Networking giant Cisco has suggested the United Nations' first-ever convention against cyber crime is dangerously flawed and should be revised before being put to a formal vote.
The document that Cisco dislikes is the United Nations convention against cyber crime [PDF]. The convention took five years to create and was drafted by a body called the Ad Hoc Committee to Elaborate a Comprehensive International Convention on Countering the Use of Information and Communications Technologies for Criminal Purposes.*
The purpose of the Convention is to "enhance international cooperation, law enforcement efforts, technical assistance, and capacity-building relating to cyber crime," in recognition that digital technology has become a big enabler of transnational mischief.
As The Register theregister.com reported after the Committee agreed on a draft text, Russia was a big driver of the document, and human rights groups don't like it.
Human Rights Watch, for example, criticized the Convention as overly broad, while the Electronic Frontier Foundation has labelled the Convention "too flawed to adopt."
Those two orgs, and others, worry that the Convention doesn't offer a narrow definition of cyber crime, and could give signatory nations legal cover to target citizens who share views they dislike. They also worry about secrecy provisions in the document that would allow nations to demand info from service providers, without the individuals targeted by such requests being informed or having recourse.
British human rights org Article 19 has also warned the Convention's broad language could stymie legitimate infosec research, by creating a legal environment in which cyber-boffins don't feel safe to ply their trade for fear of being labelled crims.
In a Wednesday post, Cisco's senior director for technology policy Eric Wenger backed some of those arguments.
"Rather than specifically focusing on hacking and cyber crimes, it broadly aims at the misuse of computer networks to disseminate objectionable information," he wrote. "This represents a misalignment with the values of free speech in liberal democracies, which should be addressed via an amendment before the Convention is taken up by member states for adoption."
Note that reference to "liberal democracies." Remember that Russia was a prime mover of this convention, and that in 2022 Cisco quit Moscow.


	Tech luminaries warn United Nations its Digital Compact risks doing more harm than good


	UN unanimously adopts ambitious AI resolution, sans teeth


	Hong Kong promises its latest national security law is not a ban on social media


	ICANN reserves .internal for private use at the DNS level


Wenger wrote that Cisco isn't opposed to a UN cyber crime convention, and argued that "we need to ensure law enforcement agencies have the necessary capabilities to prevent, investigate, and prosecute transnational cyber crimes."
But he argued Cisco's position is that such instruments "must also uphold and protect the importance of basic human rights and the rule of law.
"Unfortunately, the UN Convention, as it stands, does not sufficiently protect basic human rights and poses risks to the rule of law."
Wenger wants the Convention amended. But in early August the UN enthused about its likely passage as-is later this year, and the Biden administration reportedly thinks the document strikes an appropriate balance between human rights and the need for international collaboration to crimp cyber crime. (r)
* Bootnote: No, we're not going to use the acronym "AHCTEACICOCTUOIACTFCP." Referring to it as "the Committee" will be easier for all concerned.
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    Walmart clears out its shares of Chinese e-tailer JD.com

    
That's one way to mark the end of an eight-year partnership    
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Walmart has divested around $3.6 billion of stock in Chinese e-retailer JD.com, concluding eight years of partnership.
Walmart and JD.com entered a "strategic cooperation" in June 2016, which saw the two collaborate on e-commerce - including the launch of some China-based flagship stores. Walmart agreed at the time to purchase almost 145 million newly created Class A ordinary shares of JD.
As part of the agreement, JD.com provided one-hour delivery service from some Chinese stores in its app and acquired Walmart's stake in e-commerce marketplace Yihaodian.
JD.com also entered an eight-year non-compete arrangement with Walmart which, according to The Reg math, has now ended.
As of March 31, 2024, Walmart held approximately 9.4 percent of JD.com stock, according to the Chinese e-tailer's annual report [PDF].
A Monday SEC filing [PDF] from Walmart showed the number of shares owned by the retail giant is now zero.


	Shein, Temu escalate epic e-commerce squabble


	SHEIN has the look of America's next tech-meets-geopolitics fit-up


	Microsoft Stores all close their doors in China


	Google goes shopping for Indian e-commerce dominance ... at Walmart


The price at which Walmart sold the shares was undisclosed. Reuters has estimated 144.5 million shares were sold for $3.7 billion and Bloomberg has suggested $3.6 billion, which would place the shares at around $24.95 apiece - a discount of 11 percent to Tuesday's close.
In a statement sent to The Register, Walmart said:
"Our strategy in recent years has been consistent, to align our portfolio to have the best path to success in our markets. JD has been a valued partner to us over the past 8 years, and we are committed to a continued commercial relationship with them. This decision allows us to focus on our strong China operations for Walmart China and Sam's Club, and deploy capital towards other priorities. We look forward to continuing to serve customers and members in China and around the world."
During the retail megalith's Q2 2025 earnings call [PDF], Walmart CEO Douglas McMilllon, said: "In China, strong membership trends and Sam's Club continue to drive double-digit sales growth, and about half of our sales there are digital."
While the call did discuss Walmart's China operations and strategy, it did not mention JD.com, which has experienced stagnated growth in the face of competition from newer Chinese e-commerce players.
The absence of a JD.com mention stood in contrast to discussion of 85 percent Walmart-owned Indian e-store Flipkart, which received praise for both double-digit growth and operation of next day delivery in over 200 cities.
It's been a tough week for Chinese e-tailers and JD.com rivals. On Monday, the brawl between two of its fast fashion stars escalated when Shein filed a lawsuit against Temu alleging counterfeiting, theft of trade secrets, infringement of intellectual property rights, and fraud.
In response, Temu took an I-know-you-are-but-what-am-I approach and told The Register Shein was fabricating accusations against others "for the very misconduct they're repeatedly sued for." (r)
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    China's top Office clone copies Microsoft again - with an inconvenient outage

    
WPS Office took a long lunch on Wednesday, the day after its developer posted big profits    
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China's top personal productivity suite, WPS Office, experienced a lengthy outage yesterday - during working hours.
In a post to China's X-like social media service Weibo, WPS Office developer Kingsoft acknowledged the outage, apologized, and told users that "emergency repairs by engineers" had resolved the issue.
Like Microsoft's 365 suite, WPS Office blends desktop apps with online services - an arrangement it promotes as "Your Uninterrupted Workspace, Always Secure and Reliable."
Yeah, about that ...
The outage commenced mid-morning and persisted until around 3:00 PM local time, sparking a predictable outpouring of grumpiness on social media as users were unable to access documents stored in Kingsoft's cloud.
Another fun fact about the outage is that it came the day after Kingsoft announced its quarterly results, which saw the biz produce 13 percent year-on-year revenue growth - plenty from AI services - and 11.5 percent profit improvement.
Kingsoft has offered users 15 days of free service by way of apology.


	Chinese schools testing 10,000 locally made RISC-V-ish PCs


	Nvidia forecast to bounce back in China to make $12B selling GPUs


	When it comes to cloud, it's China against the world


	Alibaba and Tencent clouds see demand for CPUs level off, GPUs accelerate


WPS Office is compatible with Microsoft's productivity tools, and is available on Windows, Linux, macOS, Android and iOS. Downloads of the suite can be found here.
If you run it, be prepared to find the software very familiar. We'll be kind and say that's because Kingsoft is inspired by Microsoft's products - to the point of emulating their best features.
In this case, Kingsoft has also emulated Microsoft's nasty habit of experiencing outages at inconvenient moments.
Kingsoft and WPS Office dominate China's personal productivity market, boasting a presence on 602 million devices as of June 2024. That position of strength seems capable of being sustained even if China moves away from Windows and imported hardware - WPS Office has already been ported to local chipmaker Loongson's RISC-V-like processor architecture.
The suite has plenty of users outside China too - probably because it's available at no cost for a "Basic edition" that offers limited functionality and just 1GB of cloud storage. Other editions start at $4.91/month.
The developer has faced controversy over matters such as allegedly assisting state censorship by deleting customer documents from its cloud - an allegation it batted away as exercising its terms and conditions by removing links to offending documents. In late 2023, Kingsoft also apologized after admitting it used customers' docs to feed its AI training efforts. (r)
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    LG Electronics aims to become a datacenter cooling player, with aircon and immersion tech

    
2030 vision also calls for its appliances and televisions to turn you into a subscription cash cow    
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LG Electronics plans to expand its datacenter cooling business, to cash in on demand for AI.
The Korean giant already operates a substantial heating, ventilation and air-conditioning (HVAC) business that serves operators of large buildings. Over the last three years sales of the chillers it offers as part of that biz have grown at an average rate of over 15 percent.
LGE now hopes to use those chillers to target datacenter operators, and also plans to plans to commercialize new products - including liquid immersion cooling, where it claimed to be "gaining traction" already.
The details were disclosed at the firm's Investors Forum in Seoul. The event saw execs wax lyrical on the progress and direction of its 2030 Future Vision - a plan launched last year that aims to sees LGE expanding beyond traditional electronics and home appliances into areas like artificial intelligence (AI), robotics, and connected devices.
The Chaebol's mid- to long-term strategy involves a portfolio transformation that aims to generate seven percent annual average growth, a seven percent operating profit rate, and aims for a valuation where the business is worth seven times its annual earnings.
In 2024, the biz has made decent progress towards those goals. According to figures provided on Wednesday, LG gas posted an eight percent increase in revenue, a six percent operating profit bump, and strong valuation growth.


	Alibaba Cloud reveals its datacenter design, homebrew network used for LLM training


	Rising costs biggest issue for datacenter operators as demand grows


	LG has its own folding PC now, but good luck getting your hands on one


	Seoul restores smartphone subsidies because premium handsets are apparently essential


Despite a significant drop in the Korean home appliance market, LGE has managed to increase its revenue within the country by introducing everyone's less-than-favorite way to spend cash: subscription services.
It plans to get half of its total sales and three-quarters of its profit from three main areas, one of which is growing its platform-based services. The other two are boosting its business-to-business operations and developing new types of businesses.
LG described its move toward combining services with home appliances as a "paradigm shift" - gleefully pointing out that the ongoing customer contact and support will rake in "continuous revenue."
CEO William Cho even referred to the profit and growth provided by these core businesses being propped up by subscription services as "cash cows." Note that in this metaphor it is the customer who gets milked.
"The first direction of maximizing the full potential of current businesses involves a strategy to overcome the limitations of mature core businesses, such as home appliances and TVs," declared LGE.
Its expansion of subscription services will tap into content and advertising, as it strives to become a "media and entertainment platform powerhouse." Its webOS platform-based advertising and content business has already experienced steady growth - 64 percent since 2018, reportedly.
LG's statement declared: "Last year, the subscription business achieved KRW 1.134 trillion (approximately $840 million) in annual revenue, marking a 33 percent growth over the previous year and securing its place as a unicorn business. This growth is accelerating, with revenue expected to rise by nearly 60 percent this year to exceed KRW 1.8 trillion ($1.3 billion)." (r)
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    You probably want to patch this critical GitHub Enterprise Server bug now

    
Unless you're cool with an unauthorized criminal enjoying admin privileges to comb through your code    
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A critical bug in GitHub Enterprise Server could allow an attacker to gain unauthorized access to a user account with administrator privileges and then wreak havoc on an organization's code repositories.
The good news is that there's a fix. The Microsoft-owned code hosting service addressed the 9.5 CVSS-rated flaw tracked as CVE-2024-6800 in GitHub Enterprise Server (GHES) versions 3.13.3, 3.10.16, 3.11.14, and 3.12.8.
Orgs running a vulnerable instance of GitHub Enterprise Server (GHES), GitHub's self-hosted version, will likely do well to download the update ASAP as miscreants are likely already scanning for this CVE.
Affected versions of GHES include 3.13.0 to 3.13.2, 3.10.0 to 3.10.15, 3.11.0 to 3.11.13 and 3.12.0 to 3.12.7.
As GitHub explained in the release notes we've linked to above, the critical flaw affected GHES instances that use Security Assertion Markup Language (SAML) for single sign-on authentication. The SAML authentication allows specific identity providers (IdPs) that use publicly exposed and signed federation metadata XML. This could allow an attacker to forge a SAML response to gain administrator privileges on a compromised machine, thus giving an unauthorized party access to your organization's GitHub-hosted repos.
This vulnerability, along with two others addressed in version 3.13.3, were reported via the GitHub Bug Bounty program.
The other two now-fixed flaws are both rated medium-severity.
CVE-2024-7711 could allow an attacker to update the title, assignees and labels of any issue inside a public repository -- public being the key word here. Private and internal repositories are not affected by this bug, which earned a 5.3 CVSS rating.
CVE-2024-6337 is a 5.9-rated vulnerability that could allow an attacker to disclose the issue contents from a private repository using a GitHub App with only 'content: read' and 'pull_request_write: write' permissions.
This one can only be exploited with a user-access token, we're told. Installation access tokens are not affected.


	GitHub rolls back database change after breaking itself


	Who needs GitHub Copilot when you can roll your own AI code assistant at home


	110K domains targeted in 'sophisticated' AWS cloud extortion campaign


	Multiple flaws in Microsoft macOS apps unpatched despite potential risks


It's been a rocky couple of weeks for the collaborative coding colossus.
This security update comes about a week after GitHub broke itself after rolling out an "erroneous" configuration change to all GitHub.com databases. This caused a global outage to several of its services, along with GitHub.com and the GitHub API.
Also last week, Palo Alto's Unit 42 threat intelligence team found that a bad combination of misconfigurations and security flaws can make GitHub Actions artifacts leak both GitHub and third-party cloud services tokens. (r)
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    Microsoft's Patch Tuesday borks dual-boot Linux-Windows PCs

    
Plus: Three-year-old ProxyOracle flaw added to CISA's exploited bugs list    
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Microsoft says it's investigating issues with a patch intended to plug a two-year-old flaw in the GRUB open source boot loader that is crashing some dual-boot computers running both Windows and Linux. In that crash users are aptly told: "Something went seriously wrong."
The problems began last week after Microsoft released a security update for CVE-2022-2601, a buffer overflow vulnerability in GRUB 2, a bootloader used by a lot of Linux distributions as well as a number of Windows machines. The flaw could allow rogue users or malware on a system to bypass the Secure Boot feature and load malicious code onto a computer during the startup process.
"The latest builds of Windows are no longer vulnerable to this security feature bypass using the Linux GRUB2 boot loader," the August 13 security advisory from Microsoft noted, adding the update would apply to "dual-boot systems that boot both Windows and Linux and should not affect these systems."
According to numerous forums, however, the patch did apply to these dual-boot systems and then didn't allow Linux distros to boot. As one person posted the day after the update:


Today when I started the laptop I see the below message for a few seconds and then the laptop shuts down...


'Verifying shim SBAT data failed: Security Policy Violation


Something has gone seriously wrong: SBAT self-check failed: Security Policy Violation'


The only way I can get the laptop up and running is to disable Secure Boot


In response to The Register's questions, Redmond told us that it is working with its Linux partners to fix the issue.
"This update is not applied when a Linux boot option is detected," a Microsoft spokesperson said. "We are aware that some secondary boot scenarios are causing issues for some customers, including when using outdated Linux loaders with vulnerable code. We are working with our Linux partners to investigate and address."


	Multiple flaws in Microsoft macOS apps unpatched despite potential risks


	Microsoft rolls out one Teams app to rule them all


	Microsoft closes Windows 11 upgrade loophole in latest Insider build


	Iran named as source of Trump campaign phish, leaks


Following the Patch Tuesday push, complaints from Linux users echoed across Reddit and other websites, with one Linux Mint forum netizen suggesting this Ubuntu workaround:


In case this can help anyone, here is what worked for me:


1. Disable Secure Boot


2. Log into your Ubuntu user and open a terminal


3. Delete the SBAT policy with:


Code: Select all


sudo mokutil --set-sbat-policy delete


4. Reboot your PC and log back into Ubuntu to update the SBAT policy


5. Reboot and then re-enable secure boot in your BIOS.


So until Redmond and friends issue a formal fix, this seems to be the best course of action. (r)


Microsoft Exchange Server bug under active exploit


In other Microsoft news, the US Cybersecurity and Infrastructure Security Agency (CISA) today added ProxyOracle, a three-year-old Microsoft Exchange Server information disclosure bug that allows for remote code execution to its Known Exploited Vulnerabilities Catalog. Once exploited, an attacker can completely take over an affected Exchange Server.


The vulnerability, tracked as CVE-2021-31196, was patched back in July 2021 prior to anyone finding and exploiting the flaw in the wild. At the time, Redmond said exploitation of this bug was "less likely."


However, "that patch was bypassed multiple times, with some of those bypasses coming through ZDI," said Dustin Childs, head of threat awareness at Trend Micro's Zero Day Initiative.


"Considering that this is three years old, it's disappointing to see it being exploited," Childs told The Register. "It means that despite all of our warnings about leaving unpatched Exchange servers connected to the internet, it's still occurring."


In September 2022, CISA, the National Security Agency, and FBI along with international law enforcement warned that the Iranian Government's Islamic Revolutionary Guard Corps (IRGC) was actively scanning for this and other CVEs they could use to steal sensitive data and deploy ransomware.


The Register asked both CISA and Microsoft for additional details about who is currently exploiting the Exchange Server flaw, and for what purposes, and will update this if and when we receive a response.


"Microsoft must do better in its outreach to Exchange server administrators," Childs said. "Patching your front-line e-mail server shouldn't be such a challenge. Servers should not be vulnerable to three-year-old vulnerabilities. Unless Microsoft and other vendors make it easier to patch, this sort of attack will continue."
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    UK tech pioneer Mike Lynch dead at 59 after yacht tragedy off Sicily coast

    
Tycoon's demise follows US acquittal after years of legal battles with HP    
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Obit UK software tycoon Mike Lynch has been found dead two days after he went missing in a sailing tragedy off the coast of Sicily.
The news ends a period of speculation since reports emerged describing the British entrepreneur's disappearance after the Bayesian, the billionaire's 56-metre superyacht, went down near Porticello in violent storms at around 5am on Monday, local time.
The accident came as 59-year-old Lynch was said to be looking forward to a new life following years of legal battles to clear his name and put the acrimonious sale of his analytics company, Autonomy, behind him.
Lynch is remembered as a unique talent in the UK tech industry. Born to Irish parents in London, he grew up in Essex, winning a scholarship to a private school in London. His academic prowess led him to Christ's College, Cambridge, where he studied natural sciences as an undergraduate, before completing a PhD in artificial neural networks, the precursor to latter-day machine learning. He later held a research fellowship in adaptive pattern recognition.
While making his mark in academia, he was also starting out in business. He reportedly started his first company, audio-tech firm Lynett Systems, with a PS2,000 loan negotiated in a bar while studying for his PhD.
But he soon moved on to apply his research project in the real world. Cambridge Neurodynamics was founded by Lynch in 1991 in an effort to build effective fingerprint recognition technology. It produced three spin-offs: character recognition company Neurascript, database search outfit NCorp, and Autonomy, which produced software designed to look for patterns in unstructured data resulting from phone calls, emails, and videos, for example.
The latter venture was his big hit. Founded in 1996 by Lynch - along with media and internet entrepreneur David Tabizel and technologist Richard Gaunt - the company designed software to employ adaptive pattern recognition techniques centered on Bayesian inference and apply them to business problems including enterprise search and knowledge management.
Autonomy was floated on the European technology stock market EASDAQ in 1998 at a share price of approximately PS0.30. It was listed on the London Stock Exchange in 2000, where it peaked at more than PS30 a share.
The company survived the dotcom crash to make a series of acquisitions including competitor Verity for $500 million, email archive company Zantaz for $375 million, and content management software outfit Interwoven for $775 million.
But when Autonomy became an acquisition target of Hewlett-Packard, the success story entered a more troubled chapter.


	Brit tech mogul Mike Lynch missing after yacht sinks off Sicily amid storms


	Former Autonomy CFO banned from chartered accounting group until 2038


	Brit tech tycoon Mike Lynch cleared of all charges in US Autonomy fraud trial


	HP-Autonomy: Attorneys wrap up arguments in Mike Lynch's stateside criminal fraud trial


HP paid about $11 billion in cash for Autonomy in 2011, but within a year wrote down the deal by $8.8 billion. The move prompted HP shareholders to sue in 2012.
In 2015, HP sued Lynch and Sushovan Hussain, former Autonomy CFO, in the High Court of England and Wales. Lynch responded by filing a $150 million counter-suit for defamation.
In May last year, Lynch was extradited to the US to stand trial.
However, in June 2024, Lynch was acquitted of criminal fraud and conspiracy charges in the United States arising from the 2011 sale of Autonomy to HP. A federal court jury in San Francisco cleared Lynch of all 15 charges relating to the allegation that he, along with Stephen Chamberlain, formerly VP of finance at Autonomy, unlawfully inflated the company's value prior to its acquisition. Chamberlain was also cleared of any wrongdoing at trial.
(Chamberlain was hit by a car on Saturday and died from his injuries on Monday, the same day Lynch went missing from his yacht off the coast of Italy.)
In 2022, HPE, which inherited the civil litigation after HP split into HPE and HP Inc, prevailed in its British civil case and is seeking $4 billion in damages from ex-CFO Sushovan Hussain and Lynch. The case is yet to be settled but the damages awarded are likely to be lower.
Lynch's death came as he was looking to put these episodes in his life behind him.
He is remembered by those who worked with him as possessing a clear vision with a fantastic mind for data analytics. He was made an OBE for services to enterprise in the 2006 New Year Honours list. In June 2008, the Royal Academy of Engineering in the UK made him a fellow.
Following the sale of Autonomy, Lynch - often described as Britain's answer to Bill Gates - co-founded, along with his venture-capital firm Invoke Capital, cybersecurity biz Darktrace.
Lynch is survived by his wife, Angela Bacares, who was rescued from the Bayesian. Hannah, 18, one of the couple's two daughters who was on the superyacht, is still missing. (r)
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The body of former Autonomy CEO Mike Lynch has been recovered from the wreck of his superyacht Bayesian. His daughter Hannah, 18, is among those still missing after the vessel sunk on Monday.
Italian divers are said to have found the billionaire father inside one of the cabins, according to The Telegraph.
The capsized ship presently rests 49 metres below the surface, about half a mile from the coast.
Italian authorities did not immediately respond to requests to confirm the details.
British tech tycoon Lynch was among seven people who went missing around 5am on Monday off the port of Porticello, on the Italian island of Sicily, after a storm swamped his vessel, according to a statement from the City Council of Bagheria. Twenty-two people were on board the super yacht - 12 passengers and 10 crew, according to multiple reports.
[image: Black and white image of Mike Lynch]
UK tech pioneer Mike Lynch dead at 59 after yacht tragedy off Sicily coast

OBITUARY
The trip was reportedly intended to celebrate Lynch's acquittal in the long-running US fraud case that followed from HP's 2011 acquisition of his company, Autonomy.
Coincidentally, Lynch's co-defendant, Stephen Chamberlain, who was also acquitted, died the day of the storm after being hit by a car on Saturday morning in Stretham, England.
Angela Bacares, Lynch's wife, was rescued at sea and is recovering. The couple's other daughter was not on the superyacht.
Canadian Broadcasting Company News has reported that the body of Recaldo Thomas, a Canadian-born man who resided in Antigua and served as the ship's cook, has been recovered.
Other missing individuals have been identified by The Independent as: Christopher Morvillo, a lawyer who had represented Lynch and wife Neda Morvillo; Jonathan Bloomer, chairman of investment bank Morgan Stanley International and wife Judy Bloomer. (r)

  Editor's note: This article was revised after the Italian coast guard said Hannah Lynch is still officially missing; her body has not yet been found.
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    110K domains targeted in 'sophisticated' AWS cloud extortion campaign

    
If you needed yet another reminder of what happens when security basics go awry    
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Updated It's a good news day for organizations that don't leave their AWS environment files publicly exposed because infosec experts say those that do may be caught up in an extensive and sophisticated extortion campaign.
Security shop Cyble released some research this week after finding 110,000 domains targeted by attackers exploiting misconfigured .env files, which typically contain secrets such as hard-coded cloud access keys, SaaS API keys, and database login information, the researchers said.
In this particular cluster of activity, attackers are believed to have a deep understanding of cloud architectures - a dangerous thing when organizations fail on cloud security in various areas.
Those in the study who eventually found their S3-stored data replaced with a ransom note had exposed their environment variables, failed to refresh credentials regularly, and didn't adopt a least-privilege architecture.
Attackers zeroed in on unsecured web applications, scanning for environment files that exposed identity and access management (IAM) keys.
Once acquired, the crims ran the GetCallerIdentity API call to verify the data inside, the ListUsers API request to enumerate the IAM users in the AWS account, and the ListBuckets API request to find all the S3 buckets, the researchers said.
These access keys didn't have the admin privileges the attackers were after, but they did allow for the creation of new IAM roles to which policies could be applied, ultimately allowing them to escalate their privileges to those with unfettered access.
"To elevate privileges, the attackers created an IAM role named lambda-ex with the API request CreateRole, then used the API call AttachRolePolicy to attach the AWS-managed policy AdministratorAccess to the newly created lambda-ex role," Cyble wrote.
"In the execution phase, the attackers initially failed to create an EC2 infrastructure stack, but using the CreateFunction20150331 API call, they were able to create new AWS Lambda functions for their automated scanning operation. From there, they were able to launch a bash script to scan for targets."
El Reg asked Cyble for additional information on the attackers' victimology, their targets, and ransom demands, but the company did not immediately respond.
"This cloud extortion campaign reveals the dangers that arise when cloud service users fail to follow best practices such as robust authentication and access controls, data encryption, secure configuration management, and monitoring and logging," the blog post continued.


	Deadbeat dad faked his own death by hacking government databases


	OpenAI kills Iranian accounts using ChatGPT to write US election disinfo


	National Public Data tells officials 'only' 1.3M people affected by intrusion


	After nearly 3B personal records leak online, Florida data broker confirms it was ransacked by cyber-thieves


"Exposed .env files may contain API keys and secrets, database credentials, encryption keys, and sensitive environment configurations, so the following best practices are recommended."
In addition to the best practices listed, the researchers suggested cloud users don't commit .env files to version control - a move to prevent accidental exposure. Using environment variables in the deployment environment reduces reliance on .env files, and secret-management tools should also be considered.
Both Amazon S3 buckets and the cloud credentials they so often contain are hot property for cybercriminals, so it's no wonder that sophisticated efforts are being made to target them both.
They often come cheap, mainly because they're so frequently exposed, making them abundant on dark web forums.
Last year experts told The Reg it was possible to buy cloud credentials for the same price as a box of donuts, but even that small outlay wasn't always necessary given how poorly protected they are. IBM's X-Force team found plaintext credentials on user endpoints in 33 percent of all engagements it was brought in to assist.
S3 buckets themselves are hardly infallible either. Whether it's vulnerabilities potentially allowing for complete AWS account takeovers, or users failing to configure them properly, cloud storage misconfigurations are so common they're boring for us reporters to write about them, so we don't most of the time. We're certainly not short on material, though. (r)
Updated at 0400 UTC, August 22nd
An AWS spokesperson has contacted The Reg to point out that its "services and infrastructure are not affected by the findings of these researchers" and that "the issues described in this blog were a result of a bad actor abusing misconfigured web applications--hosted both in the cloud and elsewhere--that allowed public access to environment variable (.env) files.
"Some of these files contained various kinds of credentials, including AWS credentials which were then used by the bad actor to call AWS APIs. Environment variable files should never be publicly exposed, and even if kept private, should never contain AWS credentials."
The spokesperson pointed out that AWS offers resources to harden web apps so they can "access temporary AWS credentials in a secure fashion", in addition to best practice guidance.
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