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      Biting the hand that feeds IT -- Enterprise Technology News and Analysis


      
        13 days into the outage, will Kaseya's Traverse trip back to life today?
        Richard Speed

        'Potential issue' in infrastructure of network monitoring tool results in lengthy, ongoing downtime Today's the day. Maybe. Kaseya's Traverse platform is scheduled to finally be up and running again after a lengthy period of "maintenance."...

      

      
        Global powers sign AI pact promising to preserve human rights, democracy
        Lindsay Clark

        No, Russia and China are not on the list The US, EU, UK, and other nations have signed up to a legal framework setting out a treaty for the implementation of AI that is underpinned by human rights and democratic values.... 

      

      
        Age discrimination layoff case against X granted class-action status
        Brandon Vigliarolo

        Judge clears path for 149 ex-Twitters over 50 to sue collectively Thousands of people were caught up in the mass Twitter layoffs following Elon Musk's acquisition/deconstruction of the platform. Now, according to a judge, 150 of them can collectively sue the social media giant for age discrimination in its decision to lay them off. ...

      

      
        Security boom is over, with over a third of CISOs reporting flat or falling budgets
        Iain Thomson

        Good news? Security is still getting a growing part of IT budget It looks like security budgets are coming up against belt-tightening policies, with chief security officers reporting budgets rising more slowly than ever and over a third saying their spending this year will be flat or even reduced....

      

      
        OpenAI co-founder's Safe Superintelligence startup inhales $1B in funding
        Richard Speed

        No product? No problem! Wondering if the AI bubble is set to pop? Safe Superintelligence (SSI) has just scored more than $1 billion in investor funding....

      

      
        Intel Arrow Lake to be made elsewhere as 20A process node canned
        Dan Robinson

        Meanwhile, Broadcom reportedly displeased with 18A wafers Surprising news about Intel continues to emerge with the chipmaker vowing to use an external foundry in place of its own 20A process to make the upcoming Arrow Lake processors, amid talk that Broadcom has rejected Intel's 18A process as not ready for mass production.... 

      

      
        Vega rocket's last blast hurls Sentinel-2C satellite into orbit
        Richard Speed

        ESA and Arianespace now twiddling thumbs until Vega-C returns to flight The European Space Agency (ESA) has bid a fond farewell to the Vega rocket with the successful launch of the Copernicus Sentinel-2C spacecraft....

      

      
        Amazon congratulates itself for AI code that mostly works
        Thomas Claburn

        Web services souk celebrates 'leader' designation for Q Developer Amazon Web Services on Tuesday took a moment to pat itself on the back for being thought of inside the box, specifically, the upper right-hand square that's part of Gartner's trademarked Magic Quadrant....

      

      
        If every PC is going to be an AI PC, they better be as good at all the things trad PCs can do
        Richard Currie

        Microsoft's Copilot+ machines suck at one of computing's oldest use cases Comment  A significant cadre of computer users is waking up to the fact that Microsoft's first volley of Copilot+ machines - notebooks capable of local AI processing - simply aren't very good at a bog-standard use case....

      

      
        The fingerpointing starts as cyber incident at London transport body continues
        Richard Speed

        Network admins take a ride on the Fright Bus The Transport for London (TfL) "cyber incident" is heading into its third day amid claims that a popular appliance might have been the gateway for criminals to gain access to the organization's network....

      

      
        Key aspects of Palantir's Federated Data Platform lack legal basis, lawyers tell NHS England
        Lindsay Clark

        Unless solution found, patients must be allowed to opt out Exclusive  NHS England has received advice from lawyers saying key aspects of its controversial Federated Data Platform (FDP) lack a legal basis, meaning that unless a solution is found, it must allow citizens to opt out of sharing their data.... 

      

      
        AI's thirst for water is alarming, but may solve itself
        Tobias Mann

        Its energy addiction, on the other hand, only seems to get worse Comment  Once an abstract subject of science fiction and academic research, the concept of artificial intelligence has become the topic of dinner table conversations over the past two years....

      

      
        Apple accused of hoodwinking UK antitrust cops
        Thomas Claburn

        Mac maker denial of Safari self-preferencing called out by OWA Apple appears to have misled the UK's Competition and Markets Authority (CMA) in a regulatory filing that attempts to downplay competition concerns, according to Open Web Advocacy (OWA)....

      

      
        AT&T sues Broadcom for breaching VMware support extension contract
        Simon Sharwood

        Telco giant slams silicon-and-software shop for trying to bully it into buying software it doesn't want or need, at huge prices US telecoms giant AT&T has alleged Broadcom has reneged on an extended support deal it struck with VMware, and warned the consequences could be massive outages for customer support operations - and even the US president's office....

      

      
        Security biz Verkada to pay $3M penalty under deal that also enforces infosec upgrade
        Iain Thomson

        Allowed access to 150k cameras, some in sensitive spots, but has been done for spamming Physical security biz Verkada has agreed to cough up $2.95 million following an investigation by the US Federal Trade Commission (FTC) - but the payment won't make good its past security failings, including a blunder that led to CCTV footage of Tesla, Cloudflare, and others being snooped on. Instead, the fine is about spam....

      

      
        White House seizes 32 domains, issues criminal charges in massive election-meddling crackdown
        Jessica Lyons

        Russia has seemingly decided who it wants Putin the Oval Office The Biden administration on Wednesday seized 32 websites and charged two employees of a state-owned media outlet connected to a $10 million scheme to distribute pro-Kremlin propaganda, and claimed the actions were necessary to counter Russia's attempts to influence the upcoming US presidential election.... 

      

      
        North Korean scammers plan wave of stealth attacks on crypto companies, FBI warns
        Jessica Lyons

        Feds warn of 'highly tailored, difficult-to-detect social engineering campaigns' The FBI has warned that North Korean operatives are plotting "complex and elaborate" social engineering attacks against employees of decentralized finance (DeFi) organizations, as part of ongoing efforts to steal cryptocurrency....

      

      
        You had one job - and four US regulators will share info to check a merger didn't unfairly end it
        Brandon Vigliarolo

        The mass layoffs that follow tech acquisitions are likely to attract greater scrutiny Tech companies are forever acquiring each other, but future buys will likely face more scrutiny after four US federal regulators decided to share data that they hope will help antitrust investigators assess whether an acquisition impacts labor markets - not just the market for tech....

      

      
        Palo Alto takes a big $500M bite out of IBM QRadar
        Iain Thomson

        Big Blue also shifts to Prisma SASE to secure its 250,000 workforce Palo Alto Networks has completed its purchase of IBM's QRadar SaaS offering, spending $500 million to buy up the service's customers and hopefully shift them into its own Cortex platform....

      

      
        Copilot for Microsoft 365 might boost productivity if you survive the compliance minefield
        Richard Speed

        Loads of governance issues to worry about, and the chance it might spout utter garbage Microsoft has published a Transparency Note for Copilot for Microsoft 365, warning enterprises to ensure user access rights are correctly managed before rolling out the technology....

      

      
        Planned Parenthood confirms cyber-attack as RansomHub threatens to leak data
        Jessica Lyons

        93GB of info feared pilfered in Montana by heartless crooks Planned Parenthood of Montana's chief exec says the org is responding to a cyber-attack on its systems, and has drafted in federal law enforcement and infosec professionals to help investigate and rebuild its IT environment.... 

      

      
        Atomic clocks are so last epoch, it's time someone nailed down the nuclear clock
        Lindsay Clark

        'Giant step' in research could unlock a bunch of crazy science stuff An international team of researchers has, for the first time, coupled an atomic nucleus to an atomic clock to compare differences in their timekeeping frequencies....

      

      
        Qualcomm guns for Intel, AMD with cheaper 8-core X chips
        Tobias Mann

        It's set to slice up the AI PC competition at $700-$900 Not to be outshined by Intel's Lunar Lake launch, Qualcomm on Wednesday rolled out a pair of slimmed-down X chips aimed at cheaper Copilot+ PCs....

      

      
        Firefox 130 lands with a yawn, but 131 beta teases a long-awaited feature
        Liam Proven

        The upcoming version might bring tab previews, cookie banner block, and vertical tabs Firefox 130 is landing on users' machines, while version 131 enters beta -- with a feature we've all been waiting for....

      

      
        DoJ reportedly advances Nvidia antitrust probe
        Tobias Mann

        Uncle Sam apparently worried GPU giant may be punishing customers who shop around Updated  The US Department of Justice on Tuesday is said to have stepped up its antitrust investigation into Nvidia, issuing subpoenas seeking evidence for its case against the AI chip giant....
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    13 days into the outage, will Kaseya's Traverse trip back to life today?

    
'Potential issue' in infrastructure of network monitoring tool results in lengthy, ongoing downtime    


    
        By 
Richard Speed        
    

    
        Posted in OSes,
        
            5th September 2024 16:35 GMT
        
    


    
Today's the day. Maybe. Kaseya's Traverse platform is scheduled to finally be up and running again after a lengthy period of "maintenance."
Traverse abruptly went down on August 23, and despite the company hoping to have things operational within a week, it has remained down for many customers. Kaseya has also been tight-lipped regarding what has happened, saying: "Our internal teams are making necessary updates to Traverse. These teams are working around the clock to complete these updates."
Users are understandably concerned about the lengthy outage, with some claiming to have received some distinctly ominous emails from the company, including the text: "We have nothing to indicate that your data has been compromised."
The Register asked Kaseya what was going on and was told by a spokesperson: "The Kaseya team identified a potential issue in a portion of our Traverse server infrastructure, affecting only SaaS customers.
"In an abundance of caution, our teams decided to temporarily take the impacted instances offline to investigate the matter, conduct maintenance, and complete updates to address the potential issue. We anticipate the update being completed by 9/5, and our support teams will be working with customers to ensure the updated version is implemented properly."
We asked what the "potential issue" was, but the company did not respond.
Kaseya provides system monitoring and management software for IT providers. Traverse is all about network monitoring, and it is the SaaS part of the platform that's been affected by the mystery issue.
In 2021, the company fell victim to a supply chain attack which led to it advising customers to shut down their on-premises VSA data management and remote monitoring services immediately. It took the company a few days before it was able to restore its own SaaS platform.


	MOVEit body count closes in on 400 orgs, 20M+ individuals


	Federal frenzy to patch gaping GitLab account takeover hole


	3CX thought supply chain attack was a false positive


	Huawei Cloud built a network monitor so sensitive it spotted the impact of a single faulty chip


While we cannot fault the company for the "abundance of caution," there has not been an abundance of communication regarding what has happened to the service; it could not "make a guarantee on this timeline" for restoration.
As for working round the clock, one observer commented: "What they actually meant was they just put the clock on the round table in the lunchroom and they sit around it whenever they want to work on the issue."
Harsh but, considering the length of the maintenance period, not entirely unfair. (r)
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    Global powers sign AI pact promising to preserve human rights, democracy

    
No, Russia and China are not on the list    


    
        By 
Lindsay Clark        
    

    
        Posted in AI + ML,
        
            5th September 2024 16:00 GMT
        
    


    
The US, EU, UK, and other nations have signed up to a legal framework setting out a treaty for the implementation of AI that is underpinned by human rights and democratic values.
The agreement follows two years of talks involving more than 50 countries, which also included Canada, Israel, Japan, and Australia. It sets out accountability for harm and discrimination resulting from the application of AI in business and society.
Speaking to the Financial Times, a Biden administration official said the US was "committed to ensuring that AI technologies support respect for human rights and democratic values."
The new framework agreed by the Council of Europe commits parties to collective action to manage AI products and protect the public from potential misuse.
The agreement was signed against a backdrop of high expectations from governments, which see AI as likely to boost productivity and, for example, increase cancer detection rates - despite concurrent concerns from industry over hallucinations and incurracy. On the regulatory side of things, fears persist that AI could also risk the spread of misinformation or create biased automated decision-making.
The UK's lord chancellor and justice secretary, Shabana Mahmood, who signed the agreement, said the technology has the capacity to radically improve the responsiveness and effectiveness of public services and "turbocharge" economic growth.


	EU AI Act still in infancy, but those with 'intelligent' HR apps better watch out


	Prepare your audits: EU Commission approves first-of-its-kind AI Act


	UK unions publish AI bill to protect workers from 'risks and harms' of tech


	UK and US to jointly develop AI test suites to tackle risks


"This convention is a major step to ensuring that these new technologies can be harnessed without eroding our oldest values, like human rights and the rule of law," she said.
Representatives including European Commission vice-president for values and transparency Vera Jourova signed the Framework Convention on Artificial Intelligence during a conference of ministers of justice in Vilnius, Lithuania.
The European Commission, the executive arm of the EU, said the new convention was consistent with the recently introduced EU AI Act, including a number of overlapping concepts such as a risk-based approach and key principles for trustworthy AI.
The Commission said the convention is set to apply to activities within the life cycle of AI systems undertaken by public authorities or the commercial sector acting on their behalf.
"As regards private sector actors, while they still must address risks and impacts from AI systems in a way that aligns with the Convention's goals, they have the option to either apply the Convention's obligations directly, or implement alternative, appropriate measures," it said in a statement. (r)
    






        





This article was downloaded by calibre from https://go.theregister.com/feed/www.theregister.com/2024/09/05/ai_treaty/



	Previous
	Articles
	Sections
	Next





	Previous
	Articles
	Sections
	Next







    
        Original URL: https://www.theregister.com/2024/09/05/age_discrimination_layoff_twitter_x_musk/
    

    Age discrimination layoff case against X granted class-action status

    
Judge clears path for 149 ex-Twitters over 50 to sue collectively    


    
        By 
Brandon Vigliarolo        
    

    
        Posted in Legal,
        
            5th September 2024 15:15 GMT
        
    


    
Thousands of people were caught up in the mass Twitter layoffs following Elon Musk's acquisition/deconstruction of the platform. Now, according to a judge, 150 of them can collectively sue the social media giant for age discrimination in its decision to lay them off. 
US District Judge Susan Illston in the Northern District of California decided [PDF] on Tuesday that all Twitter employees over the age of 50 who were caught up in layoffs on November 4, 2022 - "roughly 149 employees," per the judge - can sue Twitter (now X) collectively. 
"Plaintiff has shown beyond mere speculation that Twitter may have discriminated against older employees in the November 4, 2022 [layoff], which constitutes a single decision that affected all members of the proposed class," Illston said in her decision. "The Court further finds that the extent to which members of the proposed action will rely on common evidence to prove the alleged discrimination weighs in favor of a collective action here."
That said, the class certification doesn't mean the matter will end up in court as a class-action case: This initial award primarily grants lawyers for the plaintiffs the right to send out letters informing class members they can opt into the lawsuit. Beyond that, class status is still conditional. 
As Illston points out in her order granting class status, there are two steps to awarding class status, the first being whether pleadings and affidavits are enough to support letting the plaintiffs notify potential class members of the proceedings, which is where the age discrimination case is at. 
In the second step, "the party opposing the certification may move to decertify the class once discovery is complete and the case is ready to be tried," Illston noted. In essence, it's now time for everyone to lay their cards on the table so the judge can decide whether the case goes to trial as a class action. 


	Twitter scores legal hat trick with three cases filed against it in one day


	Musk's X, Media Matters headed to trial


	Elon Musk is suing OpenAI again, claims CEO Sam Altman 'betrayed' him


	Ex-IBM staff ask US Supremes for help in bringing age-discrimination battle to court


Regardless, plaintiff lawyer and frequent Musk opponent Shannon Liss-Riordan said her team is pleased with the decision, and not only because Illston awarded conditional class certification. 
The judge "agreed that notice should go out to all affected employees, even if they signed arbitration agreements," Liss-Riordan told The Register in an emailed statement. "We are pursuing claims in arbitration for 2,000 Twitter employees who lost their jobs after Elon Musk bought the company, who signed arbitration agreements. Now even more will know about their rights."
Liss-Riordan has been chasing Musk for poor handling of Twitter layoffs practically since he bought the Blue Bird app, and is also working on other discrimination-related layoff lawsuits on behalf of ex-Tweeps who've accused the company of age, medical, race and sex discrimination by including them in mass layoffs. 
"Our cases are moving forward and we feel good about them," Liss-Riordan told us. "We've developed strong evidence of Elon Musk's multiple legal violations against employees when he acquired Twitter."
Along with the 2,000 arbitration cases, Liss-Riordan said her firm has around a dozen class actions currently pending against X. 
Age discrimination is hardly X's only current legal rodeo - the social media giant is also being sued by former employees over unpaid stock options, by vendors alleging unpaid bills and the platform has even found itself banned in Brazil for failure to comply with local laws. X isn't the only Musk venture that has faced legal challenges regarding financial disputes. 
X didn't respond to questions. (r)
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    Security boom is over, with over a third of CISOs reporting flat or falling budgets

    
Good news? Security is still getting a growing part of IT budget    


    
        By 
Iain Thomson        
    

    
        Posted in CSO,
        
            5th September 2024 14:34 GMT
        
    


    
It looks like security budgets are coming up against belt-tightening policies, with chief security officers reporting budgets rising more slowly than ever and over a third saying their spending this year will be flat or even reduced.
The same is true for staffing levels, according to the fifth annual survey of CISOs carried out by security analyst house IANS Research. Over a third of the 755 security bosses polled admitted they weren't hiring, although overall staffing growth rates were less than half of those seen in 2022.
"There's still a continuing talent shortage, so finding and retaining people is very challenging," Nick Kakolowski, senior research director at IANS, told The Register.
"Anecdotally, the biggest factor [in retention] ends up being opportunities for growth. If there's no way forward, people feel they are stagnating, especially after two to four years. It's a very special job that has levels of stress that exceed other roles."
The survey does note that overall security spending is still up 8 percent in 2024, although nowhere near the heady days of 2021 (16 percent growth) and 2022 (17 percent). Kakolowski attributed this slowdown not to a general malaise but more to the fact that some sectors, notably manufacturing, had been playing catch-up on their security spending and were now up to speed.


	CISOs' salary growth slows - with pay gap widening


	What a glimpse inside the Black Hat NOC reveals about infosec pros' security habits


	Inflation, recession, pah! IT budgets set to rise in 2023


	Uncle Sam orders federal agencies to step up scans for govt IT security holes


An encouraging sign also is that security spending as a proportion of the overall IT budget is on the rise, up from 8.6 percent in 2020 to 13.2 percent this year. That trend looks set to continue, Kakolowski opined, but still security spending was typically less than 1 percent of the revenue of those quizzed.
The survey also showed signs that, at last, the C-suite execs are grokking the need for security spending. This is in part down to last year's SEC rule changes on reporting security incidents (The Reg's full guide on the topic is here) as well as concerns over corporate liability to lawsuits.
The recent string of third-party supplier hacks also has board members (and CISOs) concerned. The question is, Kakolowski suggested, how you verify partners and whether companies should hire other orgs to check on supplier security.
"No one has the definitive solution, but people are figuring out how far they need to go to secure their organizations," he explained.
Finally, on the subject of cyber insurance, the market is booming, and not because CEOs and CISOs think it necessarily fully covers them. It's key that if an insurance contract is entered into, the terms and conditions are carefully checked, he warned, to make sure that if the worst happens, someone actually pays up. (r)
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    OpenAI co-founder's Safe Superintelligence startup inhales $1B in funding

    
No product? No problem!    


    
        By 
Richard Speed        
    

    
        Posted in AI + ML,
        
            5th September 2024 13:45 GMT
        
    


    
Wondering if the AI bubble is set to pop? Safe Superintelligence (SSI) has just scored more than $1 billion in investor funding.
SSI was co-founded earlier this year by former OpenAI Chief Scientist Ilya Sutskever, and its employee numbers have barely cracked double digits. That hasn't stopped investors from pouring cash into the startup, and yesterday, SSI announced it had taken in $1 billion in funding.
The plan, according to Reuters, is to spend the money on hiring staff and buying computing power.
Exactly what those resources will do remains unclear at this stage. SSI intends to build safe superintelligence, describing it as "the most important technical problem of our time."
According to the company: "We are assembling a lean, cracked team of the world's best engineers and researchers dedicated to focusing on SSI and nothing else."
Yes, that's correct; a company that has just inhaled $1 billion in funding is using gaming slang to describe the caliber of employees it's seeking. We're sure that the AI it will eventually develop is going to be positively skibidi. Or whatever the word is when SSI finally delivers something.


	Not-so-OpenAI allegedly never bothered to report 2023 data breach


	OpenAI co-founder Ilya Sutskever's new startup aims to create 'safe superintelligence'


	OpenAI sets up safety group in wake of high-profile exits


	AI might be coming for your job, but Sam Altman can't go on dinner dates anymore


In May 2024, Sutskever announced he was leaving OpenAI and professed himself "excited for what comes next." Sutskever also said: "I'm confident that OpenAI will build AGI that is both safe and beneficial."
However, he still clearly felt the need to start another AI company with the stated goal of building a safe superintelligence.
Some estimates put the value of SSI at $5 billion following the investment, although the company itself has not commented. It is, however, an eye-watering sum to be poured into a business that has been around for just a few months, with barely enough employees to fill a minibus.
The investment amount clearly indicates the AI bubble has not popped just yet as investors fearful of missing out on the next big thing inject cash into development of the technology.
However, even though Sutskever has somewhat of a track record thanks to his time at OpenAI, for every billion-dollar bet made, others will inevitably fail. (r)
    






        





This article was downloaded by calibre from https://go.theregister.com/feed/www.theregister.com/2024/09/05/ssi_funding/



	Previous
	Articles
	Sections
	Next





	Previous
	Articles
	Sections
	Next







    
        Original URL: https://www.theregister.com/2024/09/05/intel_arrow_lake/
    

    Intel Arrow Lake to be made elsewhere as 20A process node canned

    
Meanwhile, Broadcom reportedly displeased with 18A wafers    


    
        By 
Dan Robinson        
    

    
        Posted in Systems,
        
            5th September 2024 13:00 GMT
        
    


    
Surprising news about Intel continues to emerge with the chipmaker vowing to use an external foundry in place of its own 20A process to make the upcoming Arrow Lake processors, amid talk that Broadcom has rejected Intel's 18A process as not ready for mass production.
The Santa Clara giant posted an update on its website claiming "continued momentum" for its 18A process node, saying it remains "on track for launch in 2025." Intel expects to deliver the Panther Lake client and Clearwater Forest server chips using this technology next year.
Intel also said it is shifting engineering resources from Intel 20A earlier than expected. "With this decision, the Arrow Lake processor family will be built primarily using external partners and packaged by Intel Foundry," wrote Ben Sell, VP of Technology Development.
Arrow Lake was expected to launch before the end of this year, possibly as early as October, and it is unclear whether this latest development will have any effect on the timing.
The external partner is likely to be Taiwanese silicon supremo TSMC, which is already making the compute tile die for the Lunar Lake Core Ultra 200V mobile processors that launched this week. This move was supposed to be a stopgap until Intel's Foundry division was able to ramp up both the 20A and 18A processes, but it now appears the firm is ditching 20A instead, possibly as a cost-saving measure.
Chipzilla, however, put a positive spin on it, with Sell claiming: "one of the benefits of our early success on Intel 18A is that it enables us to shift engineering resources from Intel 20A earlier than expected as we near completion of our five-nodes-in-four-years plan."
Focusing resources on Intel 18A will help the Silicon Valley megacorp to "optimize its engineering investments," he added.
Yet reports emerged yesterday that Broadcom, which Intel is trying to court as a customer for its foundry biz, had tested wafers produced using the 18A node and rejected them, concluding the manufacturing process is not yet viable for high-volume production.


	Qualcomm guns for Intel, AMD with cheaper 8-core X chips


	Intel's 120 TOPS Lunar Lake AI PC chips have landed


	Dow-ward spiral: Intel share price drop could see it delisted from blue-chip index


	Gelsinger opens up about Intel troubles amid talk of possible split


This would appear to contradict Intel's announcement last month of key advances for its 18A process node, which included that both Panther Lake and Clearwater Forest silicon was "out of the fab" and had been powered up and operating systems booted.
It said at the time that both products were on track to start production in 2025, and the first external foundry customer was expected to tape out on Intel 18A in the first half of next year.
Intel refused to comment.
Broadcom is understood to be one of a dozen or so potential customers that Intel is in talks with to have silicon manufactured in its fabrication facilities. Intel CFO David Zinsner told an investor conference this week he expects the foundry biz to generate some revenue in 2026, with "meaningful" revenue from contract manufacturing work coming in 2027.
In a statement sent to The Register, a spokesperson at Broadcom, said: "We value our relationship with Intel. We are evaluating the product and service offerings of Intel Foundry and have not concluded that evaluation."
The latest development follows recent reports that Intel risks being delisted from the Dow Jones Industrial Average due to the plunge in its stock price, amid talk the chipmaker is planning drastic measures to reverse its losses this year.
These may include a spin-off of its foundry business, putting on hold plans to build new semiconductor fabrication plants, or selling off business units such as the Altera programmable logic division. This is in addition to chopping more than 16,000 staff and halting quarterly dividend payments to shareholders. (r)
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    Vega rocket's last blast hurls Sentinel-2C satellite into orbit

    
ESA and Arianespace now twiddling thumbs until Vega-C returns to flight    


    
        By 
Richard Speed        
    

    
        Posted in Science,
        
            5th September 2024 12:14 GMT
        
    


    
The European Space Agency (ESA) has bid a fond farewell to the Vega rocket with the successful launch of the Copernicus Sentinel-2C spacecraft.
Introduced in 2012, the Vega can hardly be called a commercial success. The small-lift rocket managed 22 launches before its retirement, though it also experienced multiple failures during its operational lifetime.
The launch had been postponed due to what the vehicle's operator, Arianespace, called "electrical issues on the ground links."
The problem was solved, and at 0150 UTC on September 5, the Vega made its final flight and sent ESA's Copernicus Sentinel-2C to a Sun-synchronous orbit (SSO) at an altitude of 775 km. According to Arianespace, spacecraft separation took place 57 minutes and 27 seconds after lift-off.
While the Vega has had its troubles, with failures in 2019 and 2020, its successor, the Vega-C, managed just one launch in 2022 before a nozzle failure resulted in two of Airbus's Pleiades Neo Earth-imaging satellites being dumped into the ocean. Redesigns of the Zefiro 40 engine nozzle used in the second stage of the Vega-C failed testing in 2023, pushing the return to flight for the Vega's successor to the end of 2024.


	Ariane 6 ready to rocket, bringing heavy-lift capability back to Europe


	Last Vega rocket launch delayed over fuel tank vanishing act


	Europe's Ariane 6 rocket rated 'ready to rumble' after passing hot fire test


	ESA's Vega rocket delivers Taiwanese and Thai satellites to low Earth orbit


The launch of the last Vega leaves ESA and Arianespace in somewhat of a bind until Vega-C returns to flight, a mission currently set for November that will carry the third Sentinel-1 satellite. The second Ariane 6 launch is also planned before the end of 2024, but the flexibility and reduced costs of the Vega-C are required if Arianespace is to compete effectively across the commercial launcher market.
As for Sentinel-2C, it will replace Sentinel-2A, which was also launched on a Vega. The Sentinel-2 mission comprises a pair of satellites equipped with a high-resolution optical imagery payload to monitor the Earth's land and coastal waters. The two satellites fly in the same orbit but 180 degrees apart and can achieve complete coverage every five days.
Sentinel-2B, another Vega launch, will be replaced by Sentinel-2D in 2025, which is set for launch on a Vega-C.
While the launch was the farewell flight for the Vega, the rocket's legacy will live on with Vega-C, with shared components such as the Zefiro 9 third stage. (r)
    






        





This article was downloaded by calibre from https://go.theregister.com/feed/www.theregister.com/2024/09/05/final_vega_launch/



	Previous
	Articles
	Sections
	Next





	Previous
	Articles
	Sections
	Next







    
        Original URL: https://www.theregister.com/2024/09/05/amazon_q_developer_gartner/
    

    Amazon congratulates itself for AI code that mostly works

    
Web services souk celebrates 'leader' designation for Q Developer    
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Amazon Web Services on Tuesday took a moment to pat itself on the back for being thought of inside the box, specifically, the upper right-hand square that's part of Gartner's trademarked Magic Quadrant.
This particular set of boxes maps the IT consultancy's view of AI code assistants. AWS is understandably chuffed to land a spot in the "leaders" quadrangle for its Q Developer service, alongside GitHub Copilot, GitLab Duo, and Google Cloud's Gemini Code Assist.
The other three boxes are reserved for "visionaries" (less ability to execute compared to leaders), "challengers" (executing just fine, but vision impaired), and "niche players" (lagging in execution and vision).
As with the security industry, where companies have filed legal complaints after their software is labeled spyware or malware, IT firms placed in less desirable boxes have challenged the designation in court.
NetScout Systems, for example, filed a lawsuit against Gartner in 2014 over its placement in the "challenger" box. The case was dismissed in 2017, with Gartner emphasizing that its rankings are not for sale. Another firm, ZL Technologies, sued Gartner in 2009 over its "niche player" designation, only to lose in court and on appeal.
So it's perhaps understandable that AWS would crow about recognition from Gartner, as it has been doing on a regular basis for years.
"We believe this Leader placement reflects our rapid pace of innovation, which makes the whole software development lifecycle easier and increases developer productivity with enterprise-grade access controls and security," said Channy Yun, principal developer advocate for AWS.
However, "leader" doesn't necessarily refer to customer count for Q Developer. An Amazon spokesperson said the company does not disclose specific adoption numbers, which generally means they're less than the competition. Microsoft's GitHub, on the other hand, happily brags about Copilot usage. As of February, there were "over 1.3 million paid GitHub Copilot subscribers."


	White House thinks it's time to fix the insecure glue of the internet: Yup, BGP


	Copilot for Microsoft 365 might boost productivity if you survive the compliance minefield


	Microsoft's Inflection acquihire is too small to matter, say UK regulators


	Admins wonder if the cloud was such a good idea after all


Amazon CEO Andy Jassy last month offered a different way to assess the success of Q Developer. He said Amazon had used the generative AI coding service to modernize its production Java systems by updating the code to Java 17.
"The benefits go beyond how much effort we've saved developers," Jassy said. "The upgrades have enhanced security and reduced infrastructure costs, providing an estimated $260 million in annualized efficiency gains."
Amazon claims that Q Developer's agents for code transformation helped Amazon migrate 30,000 production applications from Java 8 to Java 17, saving over 4,500 years of development work, in addition to the $260 million in performance improvements cited by Jassy.
Jassy did not mention how often AI code suggestions need correction or the costs associated with these fixes. Last year, researchers evaluated ChatGPT, GitHub Copilot, and Amazon CodeWhisperer (now Q Developer), and found that the AI helpers generated correct code 65.2 percent, 46.3 percent, and 31.1 percent of the time, respectively.
Asked about this, an Amazon spokesperson said: "Amazon Q Developer has the highest reported code acceptance rates in the industry for assistants that perform multi-line code suggestions - with BT Group reporting they accepted 37 percent of Q's code suggestions and National Australia Bank reporting a 50 percent acceptance rate."
A test suite for small AI models called CanAiCode doesn't mention Q Developer and ranks Anthropic's Claude 3 Opus at the top of the models evaluated.
Gartner, in its report on AI code assistants, projects that by 2028, 90 percent of enterprise software engineers will use the technology, up from less than 14 percent as of early 2024.
Nonetheless, academics argue that AI will not render software engineering obsolete. In a recent preprint paper, Carnegie Mellon computer science professors Eunsuk Kang and Mary Shaw conclude: "Generative AI is now eagerly inflating our aspirations, but its capability is not yet trustworthy and robust enough to be part of the stable core of [software engineering] methods. AI is already demonstrably useful under careful supervision, and we can expect its utility for routine programming tasks to improve quickly." (r)
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    If every PC is going to be an AI PC, they better be as good at all the things trad PCs can do

    
Microsoft's Copilot+ machines suck at one of computing's oldest use cases    
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Comment A significant cadre of computer users is waking up to the fact that Microsoft's first volley of Copilot+ machines - notebooks capable of local AI processing - simply aren't very good at a bog-standard use case.
The Arm-powered devices throwing in the towel when it comes to the most popular video games wouldn't have been a problem had Microsoft not touted the Copilot+ platform as "the fastest, most intelligent Windows PCs ever built," having "the best specs" on "all the benchmarks," according to CEO Satya Nadella.
Who loves anything with the "best specs" on "all the benchmarks"? It's gamers. And yet Microsoft's claims are coming under fire.
"With powerful new silicon capable of an incredible 40+ TOPS (trillion operations per second), all-day battery life and access to the most advanced AI models, Copilot+ PCs will enable you to do things you can't on any other PC," Microsoft gushes.
Except reliably play a popular video game? No amount of TOPS will help you when Copilot+ PCs are locked into the Arm-based Qualcomm Snapdragon X Elite processor, and the world's best-loved software category is predominantly developed for Intel and AMD's stomping ground of x86-64.
According to analyst house Omdia, some 1,300 games have been tested on Microsoft's first wave of AI PCs - which includes models from Acer, ASUS, Dell, HP, Lenovo, and Samsung - and only about half managed to run to an acceptable standard.
This is because playing a game compiled for the x86-64 CPU architecture on Arm would have to be run through an Intel emulation layer, which really is a worst-case scenario in terms of the software running as intended.
The only solution right now is game and anti-cheat software devs agreeing to recompile their binaries for Arm, and while Epic Games, the home of Fortnite, is said to be discussing better compatibility with Qualcomm, let's not pretend the sector is going to start doing that overnight.
It's not a great look for Microsoft, which, if you recall before Big Tech went all dewy-eyed and wobbly-kneed for generative AI, is also a massive games publisher and developer, first as Microsoft Game Studios, now Xbox Game Studios. Don't let the division's name deceive you - all its output is also released for Windows PC.
Just last year, Microsoft finally closed on the largest tech acquisition of all time, splurging $69 billion on Activision Blizzard - another massive games publisher and developer - after years of negotiating with competition regulators over the possible harms the merger could cause the industry.
Then OpenAI waltzes in with some superficially impressive yet deeply problematic technology, Microsoft suddenly has amnesia about its megabucks investment, starts pumping billions into Sam Altman's company, then releases machines that cannot reliably perform a basic function.
It reminds us of Facebook, which was so convinced of Mark Zuckerberg's idea of the metaverse that the company was renamed Meta. The metaverse faded into irrelevance as soon as investors started believing AI was the next big thing in computing. Short-termism manifest.
Yesterday, Redmond announced its new Copilot+ Surface models, and not once is "gaming" mentioned, instead hyping them up for "business potential." Sure, no one ever bought a Surface for the express purpose of playing games, but that doesn't mean people won't install them, and why shouldn't they?


	Copilot+ PCs software compatibility issues left to you to sort out, with help from crowdsourcers


	Samsung Korea warns many apps won't run on its Qualcomm-powered Copilot+ PCs


	Windows 11's Recall feature is on by default on Copilot+ PCs


	Microsoft's first AI PCs Surface with Intel cores and a Copilot key


Let's be real. It's 2024. Games aren't just for children anymore; the majority are explicitly made for adults. Real life isn't wall-to-wall business and enterprise, regardless of that representing the bulk of Microsoft's revenues. But even in the world of work, people are unsure what AI PCs are actually for.
Earlier this year, Forrester Research said the platform still lacks a "killer app" that would make any AI PC an essential business tool. Windows Recall was a disaster, and apart from a built-in chatbot that might do some work for you - poorly - what is there that vanilla PCs don't already have?
The concern is that the industry is going in hard on the AI PC concept without caring whether it's something consumers want or need. Worryingly, Canalys reckons that by 2027, it'll be impossible not to buy an AI PC. Likewise, Dell proclaims that, eventually, "every PC is going to be an AI PC in the longer term."
Yes, Intel and AMD Copilot+ PCs are coming, which might spell hope for people who also want to use their bleeding-edge computers for something other than maximizing shareholder value, but shouldn't Microsoft have made Copilot+ PCs as performant and versatile as claimed out of the gate? Otherwise, all you have is a gold-plated Chromebook with none of the apps. Windows on Arm failed miserably, yet Microsoft went straight back because, what? Qualcomm and Arm have nice AI stories?
It seems that Microsoft's neglect of the most popular form of entertainment in this instance boils down to: All work and no play makes Satya a rich boy. (r)
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    The fingerpointing starts as cyber incident at London transport body continues

    
Network admins take a ride on the Fright Bus    
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The Transport for London (TfL) "cyber incident" is heading into its third day amid claims that a popular appliance might have been the gateway for criminals to gain access to the organization's network.
TfL remains tightlipped over the nature of the incident and its broader impact, sticking instead to the line that there is currently no evidence of customer data being compromised or impact to TfL services. However, claims have emerged regarding how criminals got a foothold.
One source close to the matter told us, "The TfL hack was their Cisco VPN getting popped." Other reports noted that pretty much all outbound internet has been cut and inbound restricted, presumably to permit all the employees who found themselves suddenly needing to work from home to get online.
We put the suggestion to TfL that attackers may have gained access through a Cisco or Netscaler appliance, but the organization told us it would be inappropriate to comment while the incident was ongoing. The alarm was raised when TfL spotted some suspicious activity during routine monitoring. Access was subsequently limited.
Other reports say that an abrupt termination of Wi-Fi was the first indicator that all was not well on the network.
The contactless and Oyster account login page remains offline for the time being, while TfL does "maintenance for contactless." Other TfL functions, such as APIs used for live Tube times, are also currently offline, judging by sites such as Citymapper.
It is not unknown for researchers to point to vulnerabilities in Cisco hardware and software as handy access points for criminals. Deploying patches and keeping an eye on CVEs is an unpleasant game of whac-a-mole for administrators, but not keeping on top of things can have even more unpleasant consequences.


	Transport for London confirms cyberattack, assures us all is well


	Uber's gig economy business model takes a blow from London legal double-whammy


	Mind the gap(ing mouth): London's Underground to get ubiquitous mobile phone coverage


	EE and Three mobe mast surveyors might 'upload some virus' to London Tube control centre, TfL told judge


We asked Cisco if it wish to make a comment regarding the incident, but the the US company has yet to reply.
While TfL has remained silent during the incident, its containment steps - abruptly cutting off access - bear all the hallmarks of a reaction to a ransomware attack or exfiltration attempt. Its internal measures remain in place while the investigation takes place.
Depending on the nature of the breach, the UK's Information Commissioner's Office (ICO) should be notified within 72 hours. The Register asked the regulator if it had received a notification from TfL.
An ICO spokesperson wrote in an email, "Transport for London has made us aware of an incident and we are assessing the information provided." (r)
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    Key aspects of Palantir's Federated Data Platform lack legal basis, lawyers tell NHS England

    
Unless solution found, patients must be allowed to opt out    
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Exclusive NHS England has received advice from lawyers saying key aspects of its controversial Federated Data Platform (FDP) lack a legal basis, meaning that unless a solution is found, it must allow citizens to opt out of sharing their data.
The FDP is being built by US spy-tech biz Palantir following the award of a PS330 million seven-year contract by NHS England, a non-departmental public body under the Department of Health and Social Care. The total four-year budget for the project is actually PS485 million, The Register revealed weeks ago.
In December last year, a group of campaign organizations led by Foxglove began preparing a legal challenge alleging there is no lawful basis to create the FDP, as described in procurement documents, within the current legal directions used to obtain and share data within the NHS.
At the time an NHS spokesperson said: "This letter fundamentally misunderstands how the Federated Data Platform will operate and is totally incorrect in both matters of law and fact."
However, documents shared with the FDP board in March show that NHS England had received legal advice showing a vital aspect of the program - its privacy-enhancing technology (PET), to be provided by IQVIA - lacked a legal footing to proceed.
Board documents seen by The Register state that NHS England got the advice from King's Counsel - its team of barristers - that PET "will require a separate lawful basis to process PCD [personal confidential data]."
It adds that unless NHS England finds a solution, it will have to offer all patients the opportunity to opt out of sharing their data with the FDP under the current legislation for the control of patient information (Section 251 of the National Health Service Act 2006).
"There is a risk that a Section 251 will be required, which could result in the National Data Opt Out being applicable to all flows," the document says.
The FDP program board was told NHS England would work with its lawyers and information governance personnel "to develop an approach." It said further advice was "expected shortly," as of March.
Foxglove director Rosa Curling told The Register: "The best policy here is honesty; the government should be transparent about whether or not the whole of the FDP is backed up by law, and if not, explain what it intends to change, then let patients decide if that action is sufficient to maintain their trust in the platform."
NHS England declined to comment.
In an FAQ, NHS England says it plans to use the FDP to help NHS organizations collate the operational data stored in separate systems to help staff access the information they need. This data includes the number of beds in a hospital, the size of waiting lists for elective care services, or the availability of medical supplies.


	Prior UK government planned PS485M four-year budget for Palantir-based healthcare system


	Labour wins race to lead UK, but few would envy the load in its tech in-tray


	UK public voice fear over security in NHS data systems


	KPMG bags PS8.5M NHS gig as cheerleader for Federated Data Platform rollout


The idea is that every hospital trust and integrated care system (ICS) will have their own platform, but they will be able to connect and share information between them.
According to NHS England, the FDP is made up of a number of separate independent data platforms, each called an "Instance" alongside transparency and privacy-enhancing technology. Some Instances are operated by NHS England and are called "National Instances" while separate "Local Instances" are set to be operated by an NHS trust or an integrated care board, which manages care across NHS organizations and other local care providers, in social care, for example.
PET was set to be used to de-identify personal data, which involves processing personal data, from the summer of 2024. In this case, personal data might include "information that identifies an individual, including basic information such as a name, address, date of birth and contact details, and information about the individual's health and treatment."
In earlier efforts at data management across the NHS, the health service offered patients the opportunity to opt out, for example, with the General Practice Data for Planning and Research and Care.data schemes. Both programs were eventually scrapped.
With the FDP, NHS England maintains it does not need to give patients the opportunity to opt out. Previously, a Type 1 opt-out registered with a GP practice stopped confidential patient information being shared outside of their practice except when it is used for the purposes of their individual care.
NHS England says no confidential patient information that has come from a GP practice is being processed by a product in the National Instances of FDP. Meanwhile, confidential patient information held by GPs will only be used in the FDP in a Local Instance "for the purposes of individual care." Note that its earlier definition of the FDP was to bring together "operational" data.
A National Data Opt-Out had also been available to patients, giving them the right to "opt out of their confidential patient information being used for purposes beyond their direct care, unless an exemption applies."
NHS England says the National Data Opt-Out does not apply to data processed in the FDP because, in the National Instance, no confidential patient information is being processed "to which the National Data Opt-Out would apply." In Local Instances confidential patient information "is only being used for the purposes of direct care and therefore the National Data Opt-Out does not apply." Locally, trusts and care boards can allow patients to opt out, according to NHS England.
A spokesperson for campaign group medConfidential compared the NHS England's FDP plan around patient data to the Post Office Horizon scandal, one of the most significant IT disasters and miscarriages of justice in the UK in the last 50 years.
"NHS England will deny and delay the legal rights patients have over their own data for as long as possible. It's as if their legal strategy is inspired by the Post Office," he said. (r)
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    AI's thirst for water is alarming, but may solve itself

    
Its energy addiction, on the other hand, only seems to get worse    
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Comment Once an abstract subject of science fiction and academic research, the concept of artificial intelligence has become the topic of dinner table conversations over the past two years.
This shift has brought widespread awareness of the environmental implications of this technology, most prominently centered on the massive sums of power and water required to train and deploy these models. And it's understandable why.
A recent report found that datacenter water consumption in Northern Virginia, the bit barn capital of the world, had increased by two-thirds over the past five years.
"ChatGPT needs to 'drink' a 500 ml bottle of water for a simple conversation of roughly 20-50 questions and answers, depending on when and where ChatGPT is deployed," the researchers estimated in a paper published early last year.
To make matters worse, that was for a GPT-3-class model measuring roughly 175 billion parameters, a figure that feels positively tiny by today's standards. GPT-4 is estimated to be somewhere between 1.7 and 1.8 trillion parameters in size, and, as OpenAI's Trevor Cai put it in his Hot Chips keynote last week, these models are only going to get bigger.
While that doesn't bode well for datacenter power consumption, the same may not be true for its H2O addiction. At least, it doesn't have to be.
First, let's get something out of the way before the comments point out the obvious. Datacenters don't really consume water. The real problem is that water is being removed from the local environment rather than returned to its source. Second, the IT infrastructure, AI related or otherwise, isn't actually what's consuming the water.
Even when liquid cooled, these systems are usually closed loops that lose little if any appreciable quantity of fluids during normal operation. What's actually gobbling up all that H2O is the bit barn's air handlers, often called evaporative or swamp coolers, used to keep those systems from overheating.
However, it's important to note that this is a design decision and evaporative coolers aren't used in every facility. If Meta or Amazon are setting up an AI datacenter in your backyard, they will put a strain on your local power grid, but it doesn't necessarily mean they're going to suck up a quarter of your town's water supply like Google does out in The Dalles, Oregon.
In colder climates, dry coolers and so-called "free cooling" are adequate, while in hotter, drought-prone regions, it's not uncommon to see DC operators opt for refrigerant-based systems. Last we heard, that's exactly what Microsoft is doing with its DC developments in Goodyear, Arizona, albeit only after a wastewater dispute with the city.
Although there are alternatives to evaporative cooling, many come at the expense of higher power consumption, a commodity already in short supply, as CBRE recently reported.
While there's only so much to be done about existing DC facilities, the decision to employ evaporative cooling in new builds ultimately comes down to greed, or, to use the politically correct parlance, capitalism.
For hyperscalers in particular, everything eventually comes down to margins. If you can do something 5 percent cheaper or more efficiently than the competition, you can make that much more in profits, or undercut them and win over their customer base. And water just happens to be incredibly efficient at stripping heat from the air compared to alternative technologies. That means lower electricity costs or the ability to build larger, denser facilities in power-constrained locales.
Even at industrial rates, electricity costs add up quickly. So, in markets where evaporative coolers are viable, the technology offers a competitive advantage.
The argument can also be made that the evaporative cooler's water consumption is a worthwhile trade-off if it means burning fewer fossil fuels to keep the lights on, but that's heavily dependent on location. The nature of evaporative cooling means that they're most efficient in arid climates where water is already a scarce resource.
Ultimately, it really boils down to this: you can either use more power or consume more water. If water is cheaper than power, and better yet, perceived to be plentiful such as around the Great Lakes, you can guess which operators are going to choose.


	Google's Irish bit barn plans denied over eco shortfall


	Meta digs deep to strike geothermal power deal for its US datacenters


	LiquidStack says its new CDU can chill more than 1MW of AI compute


	LG Electronics aims to become a datacenter cooling player, with aircon and immersion tech


However, this may be changing. The pace of AI innovation doesn't look like it's going to let up any time soon. In this climate, we've seen chips grow ever hotter, passing the one kilowatt mark, and driving a transition to liquid cooling.
Nvidia's Grace Blackwell Superchips that we looked at back at GTC are rated for 2,700 W with two of them designed to fit into a single RU chassis. To accommodate this incredibly dense package, Nvidia unsurprisingly opted for direct liquid cooling (DLC).
While arguably better in terms of operation efficiency - DLC is substantially more energy efficient than burning energy on fans - it also poses major headaches for datacenter operators as many older facilities can't be retrofitted to accommodate this technology easily.
While this is a headache for some, widespread adoption of liquid cooling, perhaps ironically, has the potential to cut water consumption in the long run. That's because the higher thermal coefficient of liquid cooling allows the use of dry coolers, which work a bit like a car's radiator but on an industrial scale.
There's also the potential for heat reuse in these scenarios. In one thought experiment presented at SC23, it was estimated that training a GPT-3-sized model could generate enough heat to support roughly 4.6 greenhouses and grow over a million tomatoes. We've seen other examples of datacenters contributing to district heating grids as well.
However, until a critical mass of liquid-cooled systems have been deployed, we're likely to continue seeing headlines about datacenter water consumption for better or worse. (r)
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    Apple accused of hoodwinking UK antitrust cops

    
Mac maker denial of Safari self-preferencing called out by OWA    
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Apple appears to have misled the UK's Competition and Markets Authority (CMA) in a regulatory filing that attempts to downplay competition concerns, according to Open Web Advocacy (OWA).
OWA, a web technology lobbying group, flagged the alleged misstatement on Wednesday in a document [PDF] filed by Apple last month in conjunction with the CMA's competition inquiry into the mobile browser and cloud gaming markets.
In footnote 142 on page 47, Apple says the CMA's analysis of the mobile browser market appears "to rely on an OWA report concerning an alleged 'dark pattern' involving the use of different UIs in order to preference Safari is set as the default browser (paragraph 3.48) by not displaying the default browser setting in the Settings app's Safari tab where the default browser is Safari."
This gets to the essence of the competition inquiry - whether Apple has been favoring its own Safari by making it unfairly difficult to choose a rival mobile browser as the device default.
According to Apple, OWA's claims about deceptive default browser settings are wrong.
"This is not correct," the Mac maker insists. "The default browser app setting in the Safari tab is clearly visible when the user has set Safari as the default."
The problem with this statement is that the "alleged 'dark pattern'" has been documented by multiple sources, including the CMA. The behavior has been recorded in screenshots and documented on video as of March 27, 2024.
"What Apple could, and should have said, here is that 'This is no longer correct, as we fixed it in iOS 17.x,'" said OWA. "Instead they appear to have, bafflingly, chosen to mislead the regulator about the existence of the issue entirely."
The group notes that it's unclear when Apple remediated the self-preferencing default browser behavior in iOS because the company did not mention the revision in its release notes. But the fix was pointed out by OWA in a July 21 post on Apple's EU DMA compliance.
Apple, which seldom deigns to respond to requests for comment, remains unresponsive to this one, too.
OWA allows that Apple's attorneys may simply be unaware of the facts.
"Ultimately, what makes this situation egregious is that this is not some off-the-cuff remark in a verbal setting or a carefully constructed non-statement, it is a direct denial of specifically alleged past anti-competitive behavior presented in a formal (and presumably carefully reviewed) response by a multi-trillion dollar organization to an ongoing investigation conducted by a regulator," the group said. "This can have serious consequences."
The OWA points to the CMA's guidance about providing false information, which states it is "a criminal offense punishable by fine and/or imprisonment to provide false or misleading information..."
In its defense, Apple could claim it was simply addressing Safari's present behavior and making no statement about the past or the accuracy of allegations made at a prior date. Whether that omission could be construed as an attempt to mislead the CMA is a question only the CMA can answer.
The CMA declined to comment on the record, but The Register understands the competition watchdog's information-gathering process is ongoing. A provisional decision report is expected later this year. (r)
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    AT&T sues Broadcom for breaching VMware support extension contract

    
Telco giant slams silicon-and-software shop for trying to bully it into buying software it doesn't want or need, at huge prices    
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US telecoms giant AT&T has alleged Broadcom has reneged on an extended support deal it struck with VMware, and warned the consequences could be massive outages for customer support operations - and even the US president's office.
A complaint [PDF] filed last week in the Supreme Court of New York State explains that AT&T holds perpetual licenses for VMware software and paid for support services under a contract that ends on September 8. The complaint also alleges that AT&T has an option to extend that support deal for two years - provided it activates the option before the end of the current deal.
AT&T's filing claims it exercised that option, but that Broadcom "is refusing to honor" the contract.
Broadcom has apparently told AT&T it will continue to provide support if the comms giant "agrees to purchase scores of subscription services and software."
AT&T counters that it "does not want or need" those subscriptions, because they:

	Would impose significant additional contractual and technological obligations on AT&T;


	Would require AT&T to invest potentially millions to develop its network to accommodate the new software;


	May violate certain rights of first refusal that AT&T has granted to third parties;


	Would cost AT&T tens of millions more than the price of the support services alone.


The references to "new software" almost certainly allude to VMware Cloud Foundation - Broadcom's integrated bundle of VMware's compute, storage, and network virtualization products, plus associated management tools. Broadcom has stopped selling individual VMware products and now sells only bundles that include several software products and support.
Legal filings are often dense and dull, but AT&T's lawyers have flouted that style convention. They accuse Broadcom of making an "attempt to bully AT&T into paying a king's ransom for subscriptions AT&T does not want or need" and write that this lawsuit represents the telecoms mega-corp "refusing to be extorted."
The complaint also suggests Broadcom's refusal to extend support creates enormous risk for US national security - some of the ~8,600 servers that host AT&T's ~75,000 VMs "are dedicated to various national security and public safety agencies within the federal government as well as the Office of the President." Other VMs are relied upon by emergency responders, and still more "deliver services to millions of AT&T customers worldwide" according to the suit.
Without support from Broadcom, AT&T claims it fears "widespread network outages that could cripple the operations of millions of AT&T customers worldwide" because it may not be able to fix VMware's software.


	Warren Buffett's favorite insurer GEICO drops VMware for OpenStack


	Broadcom boss Hock Tan says public cloud gave IT departments PTSD


	VMware reveals how it will deliver Broadcom's unified hybrid cloud ... sometime soon


	Veeam debuts its Proxmox backup tool - and reveals outfit using it to quit VMware


An AT&T spokesperson told The Register "We have filed this complaint to preserve continuity in the services we provide and protect the interests of our customers."
A VMware spokesperson sent us the following statement:


"Broadcom strongly disagrees with the allegations and is confident we will prevail in the legal process. VMware has been moving to a subscription model, the standard for the software industry, for several years - beginning before the acquisition by Broadcom. Our focus will continue to be providing our customers choice and flexibility while helping them address their most complex technology challenges."


Ouch
AT&T's suit will sting, because the comms concern is precisely the sort of outfit Broadcom has targeted as a user of Cloud Foundation.
Customers that go all-in on Cloud Foundation, Broadcom has insisted, will emerge with reduced costs and agile private clouds that represent competitive advantage.
AT&T appears not to have bought in to that vision.
That it's not done so is perhaps more significant than the accusation of Broadcom playing hardball on support licenses - because VMware's new owner likes to prioritize the needs of the very largest users of its software products.
AT&T is ranked at number 74 on the Fortune 500.
The unusually vivid language in its complaint suggests the telco is angry. On Thursday, we may all learn if AT&T alone in its anger. That's when Broadcom announces its quarterly results, after previously offering guidance that VMware revenue will rise every quarter.
The Register has the popcorn ready. (r)
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    Security biz Verkada to pay $3M penalty under deal that also enforces infosec upgrade

    
Allowed access to 150k cameras, some in sensitive spots, but has been done for spamming    
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Physical security biz Verkada has agreed to cough up $2.95 million following an investigation by the US Federal Trade Commission (FTC) - but the payment won't make good its past security failings, including a blunder that led to CCTV footage of Tesla, Cloudflare, and others being snooped on. Instead, the fine is about spam.
You may remember the California outfit from a 2021 security incident that flowed from an admin-level username and password combo for its systems being left online. Hacktivists found those credentials and used them to access an estimated 150,000 CCTV cameras - including some in Tesla factories, Cloudflare offices, hospitals, and a prison.
One of the hacktivists involved was arrested by Swiss police, reportedly for unrelated past crimes.
The incident saw US authorities file a complaint against Verkada, alleging numerous security failings within the business itself - including possible Health Insurance Portability and Accountability Act (HIPAA) violations and misrepresentations of other activities. The complaint also alleged Verkada was a spammer.
The FTC has agreed to settle with Verkada over the spamming allegations.


	Hacktivists breach Verkada and view 150,000 CCTV cams in hospitals, prisons, a Tesla factory, even Cloudflare HQ


	Swiss security provocateur who leaked Intel secrets indicted by US authorities


	'Millions' of spammy emails with no opt-out? That'll cost you $650K, Experian


According to a proposed order [PDF] agreed to the regulator and Verkada, the biz sent promotional emails without the option to unsubscribe, and without a physical address listed - in violation of America's Controlling the Assault of Non-Solicited Pornography and Marketing (CAN-SPAM) Act.
That said, the biz will have to step up its security practices - including implementing a proper infosec program for the next 20 years, training staff in best practices at least once a year, implementing multi-factor authentication, and engaging a third party to check its systems.
"When customers invite companies into private spaces to monitor consumers by using their security cameras and other products, they expect those companies to provide basic levels of security, which Verkada failed to do," asserted Samuel Levin, director of the FTC's bureau of consumer protection. "Companies that fail to secure and protect consumer data can expect to be held responsible."


Verkada neither admits nor denies any of the allegations in the complaint


For what it's worth, Verkada scored $100 million in its latest venture capital funding round in October 2023 - so it can afford this settlement.
"Verkada neither admits nor denies any of the allegations in the complaint," a spokesperson told The Register. "No civil penalty was imposed related to the security incident, but Verkada has agreed to pay $2.95 million to resolve the FTC's claims about our past email marketing practices."
Nevertheless, in canned statements, the feds were pretty clear about what concerned them the most about the case - not even mentioning spam but instead concentrating on security.
"This settlement underscores the importance of robust data security measures, especially for companies that are themselves in the security industry. Failure to protect sensitive information puts consumers at risk," said principal deputy assistant attorney general Brian Boynton, who is the head of the US Justice Department's civil division. "We will continue to work with the FTC to hold companies accountable for such violations." (r)
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    White House seizes 32 domains, issues criminal charges in massive election-meddling crackdown

    
Russia has seemingly decided who it wants Putin the Oval Office    
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The Biden administration on Wednesday seized 32 websites and charged two employees of a state-owned media outlet connected to a $10 million scheme to distribute pro-Kremlin propaganda, and claimed the actions were necessary to counter Russia's attempts to influence the upcoming US presidential election.
"The Department's seizure of 32 internet domains secretly deployed to spread foreign malign influence demonstrates once again that Russia remains a predominant foreign threat to our elections," deputy attorney general Lisa Monaco declared in a statement. "At Putin's direction, Russian companies SDA, Structura, and ANO Dialog used cybersquatting, fabricated influencers, and fake profiles to covertly promote AI-generated false narratives on social media."
This is all part of the ongoing Doppelganger operation - a Russian-government-backed influence campaign that has been active since at least 2017. It uses a network of "thousands" of phony social media accounts, fake-news websites and deepfakes to influence American voters and spread pro-Moscow messaging.
It's called Doppelganger because it uses typosquatted domains - sites with names that are close to legitimate ones - such as washingtonpost.pm rather than the real washingtonpost.com - to trick viewers into believing they are reading and watching content produced by reputable news orgs. But as screenshots

  [PDF] of washingtonpost.pm show, the site is thoroughly pro-Kremlin.

In other instances, the perpetrators created their own media brands to promote Doppelganger content using names such as "Recent Reliable News."
The 277-page affidavit [PDF] used to obtain a warrant to seize the 32 websites details internal strategy meeting notes and propaganda project proposals developed by Moscow's agents. These include the Good Old USA Project [PDF], which essentially makes the case for supporting Republican presidential nominee Donald Trump - although neither he nor the Republican party are named in the redacted court documents.
Names of candidates and political parties have been blacked out, and they are labeled "Political Party A," "Candidate A," "Political Party B," and "Candidate B."
"The USA has been trying to maintain 'the global leadership' by strategically defeating Russia," according to this project proposal, adding that a growing number of politicians support a domestic-issue agenda, as opposed to "wasting money in Ukraine and other 'problem regions.'"
While "US Political Party B" is still in power (aka the Democrats) and wants to continue this foreign policy focus, "US Political Party A," (aka the Republicans) doesn't support these priorities, the proposal asserts.
"It makes sense for Russia to put a maximum effort to ensure that the US Political Party A point of view (first and foremost, the opinion of Candidate A supporters) wins over the US public opinion," the document adds.
The goal of the plan outlined in the doc is: "To secure victory of a US Political Party A candidate (Candidate A or one of his current internal party opponents) at the US Presidential elections to be held in November of 2024."
The Doppelganger domain takedowns are part of a larger, coordinated effort across multiple US government agencies to combat Russia's "covert attempts to sow division and trick Americans into unwittingly consuming foreign propaganda," according to FBI director Christopher Wray.
Wray, in a statement, declared the Kremlin's influence operation "represents attacks on our democracy."
Criminal charges and sanctions
Also today, the Justice Department charged two Russian nationals - 31-year-old Kostiantyn Kalashnikov and 27-year-old Elena Afanasyeva - with conspiracy to violate the Foreign Agents Registration Act and conspiracy to commit money laundering.
Both individuals, who remain at large, are allegedly employed by RT, formerly Russia Today - a Russian government-funded media organization.
According to the indictment, Kalashnikov and Afanasyeva, through RT, covertly funded an unnamed Tennessee-based content-creation business to the tune of $10 million.
We're told that business produced 2,000 or more English-language videos posted to social networks and YouTube, on topics including immigration, inflation, and other domestic and foreign policy matters.
Court docs state those vids were viewed over 16 million times on YouTube alone since November 2023 - without the creator ever disclosing it was funded and directed by RT.
Afanasyeva allegedly used "multiple" fake personas and edited, posted and directed "hundreds" of these videos.
"While the views expressed in the videos are not uniform, the subject matter and content of the videos are often consistent with the Government of Russia's interest in amplifying US domestic divisions in order to weaken US opposition to core Government of Russia interests, such as its ongoing war in Ukraine," the court documents [PDF] allege.


	Meta reckons China's troll farms could learn proper OpSec from Russia's fake news crews


	OpenAI is very smug after thwarting five ineffective AI covert influence ops


	What a coincidence. Spyware makers, Russia's Cozy Bear seem to share same exploits


	Russian cyber snoops linked to massive credential-stealing campaign


In addition to their alleged backing of the Tennessee content producer, the Russians are aid to have also co-opted two US-based social media influencers - referred to as "Commentator-1" and "Commentator-2" in the indictment - who respectively have over 2.4 million and 1.3 million YouTube subscribers.
The RT-funded business is said to have paid the two influencers to produce videos for them and share them with their subscribers.
Meanwhile, the Treasury Department sanctioned Kalashnikov and Afanasyeva, along with eight other individuals and two entities, in response to "Moscow's malign influence efforts targeting the 2024 US presidential election."
In addition to Kalashnikov and Afanasyeva, the Office of Foreign Assets Control (OFAC)-designated individuals are:

	RT editor-in-chief Margarita Simonovna Simonyan;


	RT deputy editor-in-chief Elizaveta Yuryevna Brodskaia, who the feds say has reportedly directly to Russian president Vladimir Putin;


	RT deputy editor-in-chief Anton Sergeyvich Anisimov, who allegedly conducts activities on behalf of the Russian Federal Security Service (FSB);


	RT deputy director Andrey Vladimirovich Kiyashko;


	Aleksey Alekseyevich Garashchenko, head of the pro-Kremlin hacktivist group RaHDit, who was an FSB officer at the time he started leading the group. RaHDit, also known as Russian Angry Hackers Did It, has previously meddled in other countries' elections, via cyber-enabled influence operations. According to the feds, RaHDit is a threat to the 2024 US presidential vote. Garashchenko also interacts with RT employees, we're told.


	Anastasia Igorevna Yermoshkina, an affiliate of Garashchenko;


	Aleksandr Vitalyevich Nezhentsev, who works with Garashchenko and is an administrator and developer of cyber tools used by the FSB;


	Vladimir Grigoryevich Tabak, the director general of both ANO Dialog and Dialog Regions. He previously held several positions in the Russian Presidential Administration.


OFAC also designated ANO Dialog - a Russian non-profit that uses AI to generate disinformation - and its subsidiary Dialog Regions for their ties to the Kremlin's disinformation campaigns.
Tabak, ANO Dialog and Dialog Regions are allegedly linked to Doppelganger.
Visa restrictions and a $10m bounty
The State Department also rolled out a policy to restrict issuance of visas to individuals acting on behalf of Kremlin-supported media organizations who are also engaging in covert influence.
Because visa records are confidential, State won't reveal names of any of these individuals subject to the new policy.
However, it designated the operational US presence of Rossiya Segodnya - and subsidiaries RIA Novosti, RT, TV-Novosti, Ruptly, and Sputnik - as foreign missions, meaning the feds believe they are controlled by the Russian government. As such, they must notify the Department of all personnel working in the US and are required to disclose all US property they hold.
Finally, the Rewards for Justice program, administered by the Department's Diplomatic Security Service, is seeking information on potential foreign efforts to influence or interfere in US elections - and it's offering a $10 million prize.
Specifically, it wants the lowdown on organizations such as RaHDit. "Individuals who provide certain information on RaHDit could be eligible for a reward of up to $10 million or relocation" under the reward offer. (r)
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    North Korean scammers plan wave of stealth attacks on crypto companies, FBI warns

    
Feds warn of 'highly tailored, difficult-to-detect social engineering campaigns'    
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The FBI has warned that North Korean operatives are plotting "complex and elaborate" social engineering attacks against employees of decentralized finance (DeFi) organizations, as part of ongoing efforts to steal cryptocurrency.
State-sponsored crews have researched targets connected to cryptocurrency exchange-traded funds, and conducted other reconnaissance work, we're told. This suggests that North Korea is likely to attempt "highly tailored, difficult-to-detect social engineering campaigns" against cryptocurrency-related businesses in the near future, the US investigative agency wrote on Tuesday.
The scammers display such "sophisticated technical acumen" that victims may not even realize they've been attacked until it's too late.
North Korea has for years tried to steal assets from cryptocurrency outfits because international sanctions designed to stop it developing weapons of mass destruction mean the murderous autocracy is all but excluded from the global financial system. The nation has found cryptocurrency helps it get around those restrictions, so has launched many campaigns to acquire digi-dollars.
The FBI is concerned that those efforts have become more refined.
"Given the scale and persistence of this malicious activity, even those well-versed in cyber security practices can be vulnerable to North Korea's determination to compromise networks connected to cryptocurrency assets," the FBI warned.
Here's how the social engineering attacks typically go down.
North Korean cyber criminals scout out their targets by stalking would-be victims' social media accounts, "particularly on professional networking or employment-related platforms."
These services and job boards are familiar territory for Pyongyang's hackers. Previously, they've used fake LinkedIn job ads and posed as both jobseekers and/or employers to trick victims into downloading infostealers and other malware from malicious GitHub repos.
Kim Jong Un's cyber-scourges next initiate conversations with targets they've identified. Correspondence is sent in English and displays strong knowledge of crypto-related industries. Sometimes the crims pose as a mutual professional connection, an employee of a well-known company, or a recruiter. Whatever ruse they use, the goal is delivering malware in a way that "may appear natural and non-alerting."


	Security biz KnowBe4 hired fake North Korean techie, who got straight to work ... on evil


	US 'laptop farm' man accused of outsourcing his IT jobs to North Korea to fund weapons programs


	North Korea likely behind takedown of Indian crypto exchange WazirX


	North Korea building cash reserves using ransomware, video games


The scammers aren't afraid to play a long game. "If successful in establishing bidirectional contact, the initial actor, or another member of the actor's team, may spend considerable time engaging with the victim to increase the sense of legitimacy and engender familiarity and trust," according to the FBI.
The Bureau has also compiled a list of potential indicators that a North Korean social engineer is attempting to scam you:

	Requests to execute code or download applications on company-owned devices or other devices with access to a company's internal network;


	Asks to conduct a "pre-employment test" or debugging exercise that involves executing non-standard or unknown Node.js packages, PyPI packages, scripts, or GitHub repositories;


	Employment offers from prominent cryptocurrency or technology firms that are unexpected or involve unrealistically high compensation without negotiation;


	Offers of investment from prominent companies or individuals that are unsolicited or have not been proposed or discussed previously;


	Insistence of using non-standard or custom software to complete simple tasks easily achievable through the use of common applications (like video conferencing or connecting to a server);


	Demands to run a script to enable call or video teleconference functionalities supposedly blocked due to a victim's location;


	Proposes to move professional conversations to other messaging platforms or applications;


	Unsolicited contacts that contain unexpected links or attachments.


If you experience, or have experienced, any of these things, isolate potentially compromised devices ASAP and contact the FBI's Internet Crime Complaint Center along with local law enforcement agencies.
And as a general rule, don't download documents, GitHub packages, or other files from someone you meet on LinkedIn. Sadly, unsolicited job offers from well-known tech firms that offer compensation packages that seem too good to be true probably always are. (r)
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    You had one job - and four US regulators will share info to check a merger didn't unfairly end it

    
The mass layoffs that follow tech acquisitions are likely to attract greater scrutiny    
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Tech companies are forever acquiring each other, but future buys will likely face more scrutiny after four US federal regulators decided to share data that they hope will help antitrust investigators assess whether an acquisition impacts labor markets - not just the market for tech.
The four regulators are the Department of Justice's (DOJ) Antitrust division, the Federal Trade Commission (FTC), the Department of Labor (DOL), and the National Labor Relations Board (NLRB). The quartet on Wednesday issued memorandum of understanding (MOU) [PDF] detailing their renewed collaboration, which will mean that the DOL and NLRB (the labor-related agencies) will make experts available to the FTC and DOJ (the antitrust agencies) to "provide technical assistance, as well as additional information and data," for the latter's M&A inquiries.
The labor-related agencies will also train antitrust enforcers on labor laws and regulations.
"Workers are the backbone of our economy, and it's critical that the impact on workers and the labor market are given due consideration when analyzing mergers and acquisitions," said acting DOL secretary Julie Su.
A quick search through The Register's recent coverage of M&As turns up many examples of layoffs following tech company mergers and acquisitions.
Exabeam and LogRhythm cut around 30 percent of their combined headcount in July after merging, and VMware laid off thousands after being acquired by Broadcom. Before that, Splunk slashed jobs after Cisco announced plans to acquire it, HPE got in trouble for misleading DXC shareholders about post-merger layoffs - the list goes on.
Some layoffs can't be avoided - merged companies seldom need all the back-office staff from both entities - but the four regulators want to make sure cuts don't go deeper than necessary.


	Salesforce: There's no more Slack left to cut


	Today in tech layoffs: Sony Interactive and Expedia


	Fintech outfit Klarna swaps humans for AI by not replacing departing workers


	More layoffs at Microsoft: What's really going on here?


"Congress passed the antitrust laws to ensure that all Americans benefit from free and fair competition," FTC chair Lina Khan said of the MOU. "By deepening partnerships with the [other agencies], the FTC will keep building on our whole-of-government efforts to ensure that all Americans can get a fair shot in our economy, free from unlawful coercion."
Labor lawyers John Giovannone and Erin Owen have suggested the MOU means the feds will apply additional scrutiny to mergers and acquisitions.
"Businesses contemplating a merger should evaluate the potential impact the transaction could have on competition in the job market and prepare accordingly for potential review or litigation of these issues," the pair, both partners at the California-based CDF Labor Law firm, wrote on legal news site JD Supra.
We've approached the four agencies to learn more about how the MOU could change the US antitrust landscape, but at the time of publishing none have replied. (r)
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    Palo Alto takes a big $500M bite out of IBM QRadar

    
Big Blue also shifts to Prisma SASE to secure its 250,000 workforce    
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Palo Alto Networks has completed its purchase of IBM's QRadar SaaS offering, spending $500 million to buy up the service's customers and hopefully shift them into its own Cortex platform.
Neither company is commenting beyond their individual announcements. To us this looks like a straight customer grab, with IBM promising a "seamless and cost-free migration" from QRadar SaaS to PAN's Cortex system. Over 1,000 Big Blue consultants have been trained on that Palo Alto system and costs shouldn't rise for eligible customers, it is claimed.
"Working with Palo Alto Networks will be a strategic advantage for IBM as our two companies partner on advanced threat protection, response, and security operations using Cortex XSIAM and watsonx, backed by IBM Consulting," IBM CEO Arvind Krishna said in a canned statement.
"At the same time, IBM will continue innovating to help secure organizations' hybrid cloud environments and AI initiatives, focusing our investments on data security and identity and access management technologies."
According to PAN's buzzword-bingo-heavy release, the Cortex platform is said to provide security information and event management (SIEM), security orchestration, automation and response (SOAR), attack surface management (ASM) and the all-important extended detection and response (XDR), the current phrase for using AI to potentially fix issues faster than admins.


	IBM slurps up Bruce Schneier with Resilient purchase


	IBM buys Randori to address multicloud security messes


	Palo Alto Networks execs apologize for 'hostesses' dressed as lamps at Black Hat booth


"We are on a mission to help organizations transform their security operations and harness the potential of Precision AI-powered platforms to better protect their businesses," claimed PAN CEO Nikesh Arora.
"Our partnership with IBM reinforces our commitment to innovation and our conviction in the tremendous benefit of QRadar customers adopting Cortex XSIAM for a robust, data-driven security platform that offers transformative efficiency and effectiveness in defending against evolving cyber threats."
One practical result of this is that IBM is shifting to PAN. Around a quarter of a million IBM staff will be using Palo Alto's Prisma SASE 3.0 security software.
Big Blue takes a payoff to preserve shareholder value, and it's all about PAN's Cortex XSIAM AI platform from now on. The security giant is betting on XSIAM to grab a significant share of the security management market, and buying IBM's business is a logical move. (r)
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    Copilot for Microsoft 365 might boost productivity if you survive the compliance minefield

    
Loads of governance issues to worry about, and the chance it might spout utter garbage    
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Microsoft has published a Transparency Note for Copilot for Microsoft 365, warning enterprises to ensure user access rights are correctly managed before rolling out the technology.
Concerns over data governance have held up some Copilot projects as biz customers consider how best to integrate the service into their organizations, and Microsoft's Transparency Note warns that administrators must check user access is configured correctly before rolling anything out.
The note makes it clear: "Copilot for Microsoft 365 only accesses data that an individual user has existing access to, based on, for example, existing Microsoft 365 role-based access controls."
Copilot for Microsoft 365 is an add-on for which Microsoft expects $30 per user per month, with an annual subscription. It uses large language models (LLMs) and integrates data with Microsoft Graph and Microsoft 365 apps and services to summarize, predict, and generate content.
At first glance, the service is innocuous enough. It gets input from a user in an app, such as Word. That user prompt is then parsed to improve the odds of getting something useful out of the service and then sent to the LLM for processing. What comes out of the LLM is post-processed before being returned to the user.
According to Microsoft: "This post-processing includes other grounding calls to Microsoft Graph, responsible AI checks such as content classifiers, security, compliance and privacy checks, and command generation."
In addition to ensuring user access is configured correctly, the Transparency Note warns organizations to consider legal and compliance issues when using the service, particularly in regulated industries.
"Microsoft is examining regulatory requirements that apply to Microsoft as a provider of the technology and addressing them within the product through a process of continuous improvement," the document states.


	Microsoft security tools questioned for treating employees as threats


	Microsoft mistake blows up admins' inboxes with fake malware alerts


	Choose Your Own Adventure with Microsoft 365


	Microsoft to stop telling investors about peformance of server products


Then there's the recommendation to allow Copilot for Microsoft 365 to reference web content from Bing to improve "the quality, accuracy, and relevance" of its responses. Allowing Microsoft Graph to be extended with sources like CRM systems, external file repositories, and other organizational data is another recommendation that will require enterprises to take a long, hard look at governance.
Microsoft's Transparency Note for Copilot for Microsoft 365 is a useful document, highlighting that enterprises must consider the implications of deploying the service.
Last month, Jack Berkowitz, chief data officer of Securiti, told us of bigger corporations pausing Copilot deployments because the tool is accessing data and "aggressively summarizing information" that certain employees shouldn't have access to - salaries, for example.
"Now, maybe if you set up a totally clean Microsoft environment from day one, that would be alleviated," he said. "But nobody has that. People have implemented these systems over time, particularly really big companies. And you get these conflicting authorizations or conflicting access to data."
The much-touted productivity gains from the AI service need to be balanced by its risks - even Microsoft notes "users should always take caution and use their best judgment when using outputs from Copilot for Microsoft 365" - and worries over compliance and data governance must be addressed before unleashing the service on an organization. (r)
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    Planned Parenthood confirms cyber-attack as RansomHub threatens to leak data

    
93GB of info feared pilfered in Montana by heartless crooks    
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Planned Parenthood of Montana's chief exec says the org is responding to a cyber-attack on its systems, and has drafted in federal law enforcement and infosec professionals to help investigate and rebuild its IT environment.
This comes as ransomware crew RansomHub boasted it had broken into the nonprofit, and stolen its data, which it is threatening to leak unless payment is made.
According to Martha Fuller, CEO and president of the US state's Planned Parenthood office, a network intrusion - or a "cybersecurity incident" as the org put it - was spotted on August 28. 
"We immediately implemented our incident response protocols, including taking portions of our network offline as a proactive security measure," Fuller told The Register in an emailed statement.
"We are grateful to our IT staff and cyber security partners, who are working around the clock to securely restore impacted systems as quickly as possible, and who are tirelessly investigating the cause and scope of the incident," she added. "That investigation is ongoing."
RansomHub claims to have snatched 93 GB of the organization's data, and says it will share it online in seven days unless the nonprofit pays. We should note: Nonprofits are not known for their deep pockets and ability to pay multi-million ransom demands.
Fuller declined to answer specific questions about the network intrusion, including what, if any, data was stolen in the attack, and if RansomHub was behind the break-in. She did, however, acknowledge the criminals' claims and threats to leak the stolen data.
"We are aware of the RansomHub post, and want to assure our community that we are taking this matter very seriously," Fuller said. "We have reported this incident to federal law enforcement, and will support their investigation."


	RansomHub hits 210 victims in just 6 months


	Ransomware batters critical industries, but takedowns hint at relief


	RansomHub-linked EDR-killing malware spotted in the wild


	Six ransomware gangs behind over 50% of 2024 attacks


The FBI did not immediately respond to The Register's inquiries.
The Planned Parenthood office security breach, however, happened a day before the FBI, CISA, and other US government agencies issued a security alert warning that RansomHub was aggressively targeting victims as recently as August.
The criminal organization, which has been scooping up former LockBit and ALPHV gang members as law enforcement has disrupted those groups, has hit at least 210 victims since February, according to the Feds.
These victims span water and wastewater, information technology, government services and facilities, healthcare and public health, emergency services, food and agriculture, financial services, commercial facilities, critical manufacturing, transportation, and communications critical infrastructure sectors.
May we add, infecting a nonprofit that provides reproductive healthcare services across the country is an especially low act, even for a ransomware crew. (r)
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    Atomic clocks are so last epoch, it's time someone nailed down the nuclear clock

    
'Giant step' in research could unlock a bunch of crazy science stuff    
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An international team of researchers has, for the first time, coupled an atomic nucleus to an atomic clock to compare differences in their timekeeping frequencies.
The breakthrough promises to ease the development of the next generation of ultra-precise timekeepers based on nuclear physics and help study the fundamental constants of the universe.
The current international standard for timekeeping is based on an atomic clock using microwaves to flip the state of caesium atoms, an approach that provides 16-digit accuracy, supporting space missions and enabling GPS navigation. More accurate strontium-based atomic clocks are possible - and accurate to one second every 40 billion years - by emitting radiation in the visible, rather than microwave, spectrum.
Physicists have theorized for some time that another, more accurate generation of clocks might be possible based on the state of the atomic nucleus, rather than the state of the atom as a whole.
A study led by graduate student Chuankun Zhang at the University of Colorado showed that it is possible to compare the transition between energy states in thorium-229 with a strontium-based atomic clock, according to a paper published in Nature today.
In an accompanying article, University of Wurzburg professor Adriana Palffy and Max Planck Institute professor Jose Crespo Lopez-Urrutia said the work represented a "giant step towards nuclear clocks that could track even the slowest drifts in the fundamental constants that govern the physical world."
The result was no sudden breakthrough, though. Instead, it was the culmination of three decades of global collaboration.
One of the challenges was developing a frequency "comb" to drive the transitions between states in the atomic nuclei. Existing atomic clocks rely on this a device to "emit light at millions of discrete frequencies such that their spectra resemble long combs with teeth that have even, precisely known spacing."


	Time Lords decree: No leap second needed in 2024


	US reckons it's about time the Moon had its own time zone


	Scandium-based nuclear clocks promise punctuality for next 300 billion years


	NIST boffins shrink atomic beam clock to the size of a postage stamp


But no such devices had been developed for nuclear clocks. Zhang et al's work built on the development of a vacuum ultraviolet (VUV) frequency comb built in Germany. It also used techniques in crystallography from Austria to develop calcium fluoride crystals capable of safely housing the thorium-229 ions for the purposes of the nuclear clock experiment. The transition state of the nuclei was then compared with that of an optical clock based on strontium atoms.
The ability to compare the performance of two highly accurate clocks could lead to work to determine variations in the fine structure constant, a fundamental property of matter that characterizes the strength of electromagnetic interactions.
"One exciting prospect involves monitoring how the transition frequency of the nuclear clock varies over time," Palffy and Lopez-Urrutia said. "This could reveal hypothetical tiny changes in the fine structure constant (quantifying the strength of the electromagnetic interaction between charged particles) as well as in the coupling between nuclear particles, all of which will motivate searches for new physics."
The paper's authors noted that the results "mark the start of nuclear-based solid-state optical clocks and demonstrate the first comparison ... of nuclear and atomic clocks for fundamental physics studies." (r)
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    Qualcomm guns for Intel, AMD with cheaper 8-core X chips

    
It's set to slice up the AI PC competition at $700-$900    
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Not to be outshined by Intel's Lunar Lake launch, Qualcomm on Wednesday rolled out a pair of slimmed-down X chips aimed at cheaper Copilot+ PCs.
Launched ahead of the IFA conference in Berlin, Qualcomm's Snapdragon X Plus 8-core features two fewer Oryon cores than the original X Plus launched alongside its flagship X Elite parts back in May.
Despite the lower core count, Qualcomm claims the chips are still plenty potent, boasting up to 61 percent higher single core performance in Geekbench 6.2 compared to Intel's older 12-core Core Ultra 7 155U.
More importantly, the chips boast the same 45 TOPS Hexagon NPU as their siblings, which Qualcomm says will allow them to meet Microsoft's 40 TOPS performance target while undercutting the competition with AI PCs ranging from $700-$900.
[image: The new 8-core X Plus chips will be available in two SKUs]
Here's a look at Qualcomm's complete X Plus lineup - Click to enlarge


The 8-core parts will be available in two SKUs: one clocked at 3.2 GHz capable of boosting to 3.4 GHz on a single core and a more powerful 3.4 GHz version with a single-core boost of 4 GHz. The lower core count does come at the expense of a smaller cache which has been cut down from 42 MB on the 10-core variant to just 30 MB.
Compared to the X Elite and even the 10-core X Plus, Qualcomm has also cut down the 8-core part's Adreno GPU considerably with performance coming in at 1.7-2.1 teraFLOPS of FP32 performance, compared to 3.8-4.6 teraFLOPS on Qualcomm's 10-and 12-core SKUs.
One area where the new chips might have a leg up on Intel is memory capacity. According to Qualcomm's product brief, the chips can support up to 64 GB of memory, twice that of Intel's newly launched Lunar Lake parts, which top out at 32 GB. However, Whether you'll be able to find a notebook with an 8-core X chip and 64 GB is another matter entirely since the LPDDR5x memory used with these chips won't be upgradable.


	Intel, AMD take a back seat as Qualcomm takes center stage in Microsoft's AI PC push


	Buying a PC for local AI? These are the specs that actually matter


	Intel's 120 TOPS Lunar Lake AI PC chips have landed


	Samsung Korea warns many apps won't run on its Qualcomm-powered Copilot+ PCs


Speaking of systems, Qualcomm says the chips will power notebooks from Acer, Asus, Dell Technologies, HP, Lenovo, and Samsung, starting today.
Since their debut this May, Qualcomm's X-series SoCs have enjoyed widespread adoption by OEMs, with the chips even finding their way into premium thin and lite notebooks like Dell's XPS 13. This was no doubt helped by the fact that the chips were the first to meet Microsoft's Copilot+ spec.
Since then, competition from Intel and AMD has heated up with the launch of their respective Strix Point and Lunar Lake offerings, which claim higher performance, improved efficiency, and Copilot+ compliant NPUs of their own.
Unfortunately for Qualcomm's x86 competitors, they won't be able to tap into those features until Microsoft flips the switch in November. (r)
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    Firefox 130 lands with a yawn, but 131 beta teases a long-awaited feature

    
The upcoming version might bring tab previews, cookie banner block, and vertical tabs    
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Firefox 130 is landing on users' machines, while version 131 enters beta -- with a feature we've all been waiting for.
The latest version of Firefox is here, less than a month after its predecessor - which was chiefly notable because it got not one but two bug-fix releases. (And yes, we do know that Firefox 128 is already up to its third, but that's different. As we said in July, version 128 is an extended support release, so it has about another year ahead of it.)
Version 130 is not a hugely exciting release, in The Reg FOSS desk's humble opinion. It's the new beta that's a bit more interesting, but we'll get to that.
The new current version has two notable features. Firefox is getting smarter about handling discrete blocks of text within a web page, and a visible aspect is that 130 supports partial translations of web pages. Just over a year ago, Firefox's in-browser translation became available if you tweaked its settings. In version 118, translation was enabled by default.
[image: Firefox 131's new Settings page, in a vertical tab, alongside a picture-in-picture video.]
Firefox 131's new Settings page, in a vertical tab, alongside a picture-in-picture video. - Click to enlarge


The thing is that the real human world is messy, and it's quite common to encounter a web page that's mostly in one language, but contains bits that are in another. If you don't speak either of those languages, that's a problem. So now, after Firefox 130 translates a web page from one language to your preferred one, you can now highlight a block of text and translate just that bit to or from something else.
Under Settings, there's also a new Labs page, which lets you enable experimental features. This reminds us of the comparable feature in Gmail, which sadly disappeared about three years ago, taking selective quoting in email replies with it. For now, Firefox 130's experimental features are one we'll never use, and one we probably won't want. You can add a so-called AI Chatbot feature in a sidebar for all your automated plagiarism needs - and if you switch tabs away from one playing a video, the video can automatically shrink into a picture-in-picture mode and follow you.
There are some other, less visible changes, too. There's Curve25519 encryption support, which we'd never heard of, but if Daniel J Bernstein approves of it then it's probably a good thing. For us mere mortals, Firefox can now randomly generate and suggest secure passwords, which sounds great - so long as you use a password manager to remember them for you.
The cool new thing we've been waiting to see is in the beta of the forthcoming Firefox 131. This offers tab previews when you hover the pointer over a tab, and not mentioned in the release notes, it may be able to block cookie banners, which would be handy. The feature we liked best is the integrated vertical tabs support. For us, this worked well in testing. Like the default one in the new forked Zen browser, the sidebar defaults to being tiny and only showing page icons, but that's enough to make it very useful.
This is doable in current versions via a choice of extensions, but as we described back in 2022, you also have to mess around enabling user CSS customization, adding your own stylesheet and so on to make it look nice. Now, it's just there, a few clicks away.
It's good to see Mozilla making some slightly more significant changes to its flagship product. Firefox's market share is tiny these days, but then, so is that of Linux on the desktop - and yet, it's a very significant player all the same, especially via Chromebooks. Size, as they say, is no guarantee of strength. More power to the lizard's elbow.
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    DoJ reportedly advances Nvidia antitrust probe

    
Uncle Sam apparently worried GPU giant may be punishing customers who shop around    
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Updated The US Department of Justice on Tuesday is said to have stepped up its antitrust investigation into Nvidia, issuing subpoenas seeking evidence for its case against the AI chip giant.
Citing unnamed persons familiar with the matter, Bloomberg reported the legal order comes amid growing concern among watchdogs that Nvidia is engaging in monopolist behavior by making it harder to adopt rivals' products - and punishing customers that attempt to do so.
Nvidia has dismissed the claims, arguing that superior products are the reason for its success. "Nvidia wins on merit, as reflected in our benchmark results and value to customers, who can choose whatever solution is best for them," the GPU giant told Bloomberg.
Nv has previously admitted to prioritizing customers who possess the necessary datacenter capacity to quickly put its hardware to work. The Register has also chatted with Nvidia reps who said they try to prioritize accelerator shipments to operators of prominent AI services.
Nvidia's accelerator and networking businesses have grown at astounding pace as orgs seek to deploy generative AI services. Training top-end neural networks can require as many as tens of thousands of GPUs, which can cost anywhere from $30,000 to $40,000 apiece. Running inferencing workloads to put models to work also needs accelerators. The amount of hardware you need varies by the size and user demand of the neural nets.
It's estimated that the flurry of investment in GPUs for model training and deployment has helped Nvidia secure more than 80 percent of the AI infrastructure market, despite ongoing efforts by Intel and AMD, at least, to compete with products such as Gaudi3 and MI300X, respectively.
The widespread adoption of these kinds of accelerators - Meta alone is said to be deploying more than 600,000 of the chips - has been reflected in Nvidia's market capitalization, which crested $3 trillion in July. Since then it's slid backwards, resting at a mere $2.65 trillion at the time of writing.


	One of China's best GPU prospects admits it's failing, lays off workers


	Nvidia admits Blackwell defect, but Jensen Huang pledges Q4 shipments as promised


	Nvidia's growth slows to a mere 122 percent but it's still topping expectations


	China outspending US, Taiwan, and South Korea combined on chipmaking kit


Tuesday's word of these subpoenas came on a day when Nvidia scrip was already slipping further. Shares ended down 9.53 percent at market close. In fact, the market as a whole was hurting on Tuesday for various reasons.
It's not just US authorities that are worried by Nvidia. French regulators are also investigating the Jensen Huang-run mega-corp as part of a broader investigation into the cloud computing sector. The European Union is also said to be digging into the GPU vendor's business practices to determine whether corrective measures are warranted. (r)
Updated to add on September 4
In a statement today, Nvidia says that while it has made contact with the US government, it has not been subpoenaed, contrary to what Bloomberg reported.
"We have inquired with the US Department of Justice and have not been subpoenaed," the GPU giant told El Reg. "Nonetheless, we are happy to answer any questions regulators may have about our business."
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