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      Biting the hand that feeds IT -- Enterprise Technology News and Analysis


      
        The .io domain isn't going anywhere anytime soon amid treaty
        Thomas Claburn

        UK-Mauritius handshake holds but Chagos Islands shift could eventually phase out the ccTLD The .io country code top-level domain (ccTLD) will not disappear anytime soon, at least not within the next five years. Beyond that, its future is uncertain....

      

      
        SAP promises developer 'fusion teams' in cloud low-code environment
        Lindsay Clark

        But projects must be completed in old desktop IDE TechEd  Enterprise software giant SAP is set to introduce a slew of features for developers on its platform, promising AI agents, knowledge graph, and cloud-based integration features in SAP's low code-development environment Build....

      

      
        Arrow Lake splashdown: Intel pins hopes on replacement for Raptors
        Gavin Bonshor

        New silicon, new architecture, and loads of new motherboards rise to support it, but will power be anchored down? Back in September 2023, Intel unveiled its newly designed Meteor Lake SoC for the mobile market, which was the first disaggregated chip for mobile using multiple tiled packaging. While in consensus opinion indicates Meteor Lake flopped, it did pave the way for Intel to try new things in the consumer space....

      

      
        Fore-get about privacy, golf tech biz leaves 32M data records on the fairway
        Jessica Lyons

        Researcher spots 110 TB of sensitive info sitting in unprotected database Nearly 32 million records belonging to users of tech from Trackman were left exposed to the internet, sitting in a non-password protected database, for an undetermined amount of time, according to researcher Jeremiah Fowler....

      

      
        CISA adds fresh Ivanti vuln, critical Fortinet bug to hall of shame
        Connor Jones

        Usual three-week window to address significant risks to federal agencies applies The US Cybersecurity and Infrastructure Security Agency (CISA) says vulnerabilities in Fortinet and Ivanti products are now being exploited, earning them places in its Known Exploited Vulnerabilities (KEV) catalog....

      

      
        PC shipments stuck in neutral despite AI buzz
        Dan Robinson

        Analysts can't agree whether market is marginally up or down The PC market is not showing many signs of a rebound, despite the hype around AI PCs, with market watchers split over whether unit shipments are up or down slightly....

      

      
        Mozilla patches critical Firefox vuln that attackers are already exploiting
        Connor Jones

        Firefixed: It's maintenance time for low-complexity, high-impact security flaw It's patch time for Firefox fans as Mozilla issues a security advisory for a critical code execution vulnerability in the browser....

      

      
        Version 7.6 - the 'OpenBSD of Theseus' - released
        Liam Proven

        Ideal for black-clad ultra-minimalist types. You probably wouldn't like it OpenBSD is arguably the most secure general-purpose OS for general-purpose computers. This version has better laptop support, includes more Arm64 kit, and brings hardware-accelerated video playback.... 

      

      
        Advania UK gobbles up IT services rival CCS Media
        Richard Speed

        Acquisition signals consolidation in the market Exclusive  The consolidation of the British tech services market is continuing with Advania UK's acquisition of CCS Media....

      

      
        Post Office CEO tells inquiry: Leadership was in 'dream world' over Horizon scandal
        Lindsay Clark

        Hired in 2019, he claims the recruitment failed to mention ongoing litigation The chief executive of the Post Office has agreed the organization's leadership team was living in a "dream world" in the months leading up to the launch of a statutory inquiry into the Horizon IT scandal, one of the greatest miscarriages of justice in UK history....

      

      
        Hold my Pimms! Wimbledon turns to tech for line-ball calls
        Simon Sharwood

        Humans dumped by famously fusty tennis tournament The All England Lawn Tennis Club, organizer of the famed Wimbledon tennis tournament, will make line-ball calls with machines instead of human in 2025....

      

      
        Dutch cops reveal takedown of 'world's largest dark web market'
        Iain Thomson

        Two arrested after allegedly trying to make off with their ill-gotten gains The alleged administrators of the infamous Bohemia and Cannabia dark web marketplaces have been arrested after apparently shuttering the sites and trying to flee with their earnings....

      

      
        You have issues with 'Issues' always being called 'Issues' in Jira, so Atlassian now allows them to be called 'Tasks'
        Simon Sharwood

        Developers get auto-coding ideas drawn from bug reports, and more AI besides Atlassian has debuted a new cut of its project management and bug-tracking tool Jira, which for the first time allows users to deal with things other than "issues"....

      

      
        OpenAI says Chinese gang tried to phish its staff
        Laura Dobberstein

        Claims its models aren't making threat actors more sophisticated - but is helping debug their code OpenAI has alleged the company disrupted a spear-phishing campaign that saw a China-based group target its employees through both their personal and corporate email addresses....

      

      
        Internet Archive leaks user info and succumbs to DDoS
        Simon Sharwood

        31 million users' usernames, email addresses and salted-encrypted passwords are out there The Internet Archive had a bad day on the infosec front, after being DDoSed and exposing user data....

      

      
        Moscow-adjacent GoldenJackal gang strikes air-gapped systems with custom malware
        Jessica Lyons

        USB sticks help, but it's unclear how tools that suck malware from them are delivered A cyberespionage APT crew named GoldenJackal hacked air-gapped PCs belonging to government and diplomatic entities at least twice using two sets of custom malware, according to researchers from antivirus vendor ESET.... 

      

      
        Deno 2.0 looks to backward compatibility to move forward
        Thomas Claburn

        Modern runtime for JavaScript and TypeScript plays nicer with Node.js Deno, the runtime for JavaScript and TypeScript, reached version 2.0 on Wednesday, bringing with it baggage from the past in the form of broad Node.js compatibility....

      

      
        Smart TVs are spying on everyone
        Thomas Claburn

        Regulators know this is a nightmare and have done little to stop it. Privacy advocacy group wants that to change Smart TVs are watching their viewers and harvesting their data to benefit brokers using the same ad technology that denies privacy on the internet....

      

      
        Marriott settles for a piddly $52M after series of breaches affecting millions
        Jessica Lyons

        Intruders stayed for free on the network between 2014 and 2020 Marriott has agreed to pay a $52 million penalty and develop a comprehensive infosec program following a series of major data breaches between 2014 and 2020 that affected more than 344 million people worldwide....

      

      
        Severe solar storm could disrupt power, communications
        Brandon Vigliarolo

        On the bright side, auroras may dazzle skies as far south as mid-latitudes Watch out, Earth: There's another strong geomagnetic storm headed our way from the Sun, following the G5-class one that hit back in May....

      

      
        National Public Data files for bankruptcy, admits 'hundreds of millions' potentially affected
        Iain Thomson

        One-man-band faces a mountain of lawsuits but has few assets The Florida business behind data brokerage National Public Data has filed for bankruptcy, admitting "hundreds of millions" of people were potentially affected in one of the largest information leaks of the year.... 

      

      
        Nobel Chemistry Prize goes to AlphaFold, Rosetta creators - another win for AI
        Brandon Vigliarolo

        Let's just hope they don't give the literature award to a bot, too This year's Nobel Prizes are shaping up to be a triumph for AI. After awarding the physics prize to early AI pioneers yesterday, the chemistry prize has now gone to the creators of AI protein prediction platform AlphaFold and protein design tool Rosetta....

      

      
        US DoJ wades into Realtek lawsuit that accuses MediaTek of patent abuse
        Dan Robinson

        Fabless chip shop alleged to be hiring 'litigation hit men' to kneecap rival Taiwanese chip firm MediaTek is under scrutiny with the US Department of Justice (DoJ) taking an interest in an antitrust dispute with semiconductor compatriot Realtek....
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    The .io domain isn't going anywhere anytime soon amid treaty

    
UK-Mauritius handshake holds but Chagos Islands shift could eventually phase out the ccTLD    


    
        By 
Thomas Claburn        
    

    
        Posted in Off-Prem,
        
            10th October 2024 16:28 GMT
        
    


    
The .io country code top-level domain (ccTLD) will not disappear anytime soon, at least not within the next five years. Beyond that, its future is uncertain.
Countries, territories, and the like have letter codes and these have been used as the basis for internet domains. The United States, for example, has the .us domain. The British Indian Ocean Territory, a group of islands in the Indian Ocean, has the .io domain.
However, now that the British Indian Ocean Territory, the official name for the Chagos Archipelago, is set to vanish from the map, the owners of the more than 1.6 million .io websites await word on the fate of the territory's domain.
Last week, the United Kingdom and the Republic of Mauritius announced a treaty to transfer the sovereignty of the British Indian Ocean Territory to Mauritius. The change in administration raises questions about the future of the .io territorial identifier.
The British Indian Ocean Territory was delegated the .io domain in 1997, and assuming the UK-Mauritius treaty is signed and ratified next year as planned, that territorial code may be affected.
In theory, the change of sovereignty should lead to the retirement of the .io domain. The Internet Assigned Numbers Authority (IANA) says as much on its website.
The Internet Corporation for Assigned Names and Numbers (ICANN), which oversees IANA, sounds a bit less sure.
"ICANN relies on the ISO 3166-1 standard to make determinations on what is an eligible country-code top-level domain," an organization spokesperson told The Register. "Currently, the standard lists the British Indian Ocean Territory as 'IO'. Assuming the standard changes to reflect this recent development, there are multiple potential outcomes depending on the nature of the change.
"One such change may involve ensuring there is an operational nexus with Mauritius to meet certain policy requirements. Should 'IO' no longer be retained as a coding for this territory, it would trigger a 5-year retirement process described at [the IANA website], during which time registrants may need to migrate to a successor code or an alternate location.
"We cannot comment on what the ISO 3166 Maintenance Agency may or may not do in response to this development. It is worth noting that the ISO 3166-1 standard is not just used for domain names, but many other applications. The need to modify or retain the 'IO' encoding may be informed by needs associated with those other purposes, such as for Customs, passports, and banking applications."


	Smart TVs are spying on everyone


	Severe solar storm could disrupt power, communications


	Deno 2.0 looks to backward compatibility to move forward


	National Public Data files for bankruptcy, admits 'hundreds of millions' potentially affected


The Register asked the International Standards Organization (ISO) to comment but we've not heard back.
No change has been made to the ISO's IO record since 2018, and it would be unlikely for any such change to be made prior to the signature and ratification of the treaty next year. So in 2025, the five-year clock might start ticking.
But political changes do not necessarily lead to the removal of the associated country code. The .su country code still exists despite the dissolution of the Soviet Union in 1991 and more than 100,000 .su domains are said to be active.
Those overseeing .io domains can expect that Bellevue, Washington-based Identity Digital, which administers the .io ccTLD through its UK-based subsidiary Internet Computer Bureau, will make some effort to maintain its business.
"Identity Digital is the registry service provider for .io and continues to support the management, reliability and security of the TLD," a spokesperson told The Register. "Our platform operates on systems throughout the world, and we manage many other global ccTLDs. We will continue to support .io's responsible and reliable operation for its many users and uses now and in the future." (r)
    






        





This article was downloaded by calibre from https://go.theregister.com/feed/www.theregister.com/2024/10/10/io_domain_uk_mauritius/



	
	Articles
	Sections
	Next





	Previous
	Articles
	Sections
	Next







    
        Original URL: https://www.theregister.com/2024/10/10/sap_promise_developer_fusion_teams/
    

    SAP promises developer 'fusion teams' in cloud low-code environment

    
But projects must be completed in old desktop IDE    


    
        By 
Lindsay Clark        
    

    
        Posted in PaaS + IaaS,
        
            10th October 2024 15:45 GMT
        
    


    
TechEd Enterprise software giant SAP is set to introduce a slew of features for developers on its platform, promising AI agents, knowledge graph, and cloud-based integration features in SAP's low code-development environment Build.
However, commentators point out that it is too early to tell if the AI agents will prove effective for business and that the developer environment still relies on desktop tools.
Europe's largest software company used its annual TechEd developer conference to announce new features for its LLM agent, Joule, that it claims "speaks the language of business." New use cases include dispute management, where autonomous AI agents are set to analyze and resolve arguments over incorrect and missing invoices, for example.
Holger Mueller, principal analyst at Constellation Research, said Joule is ambitious because it is designed to be a universal assistant for all of SAP. But it was too early to tell if it would be effective.
SAP also promises enhanced data analysis capabilities with its SAP Knowledge Graph solution, which will be accessible through its SAP Datasphere environment and Joule in the first quarter of 2025.
The vendor promises it will seamlessly map relationships and context across SAP's vast data landscape, "empowering organizations to make better decisions with their data" using "SAP-specific business semantics" to reduce inaccurate or irrelevant results. Just don't confuse it with graph databases, which are also used for modeling semantic relationships. SAP Knowledge Graph is built on its SAP HANA Cloud platform, built on a relational database.
The last set of announcements from TechEd addresses developers. SAP has promised code explanation and documentation search in SAP Build, part of SAP cloud-based Business Technology Platform. The company claims the low-code tool will cut development time for Java and JavaScript developers. Developers can use wizard features to build extensions directly into SAP S/4HANA Cloud Public Edition. SAP Build also promises a way of creating cross-functional "fusion teams" including development using the vendor's own ABAP language to achieve a "seamless access to ABAP Cloud development tools from SAP Build."
In the TechEd keynote, Cecilia Huergo, SAP BTP product manager, said developers could create and manage their ABAP Cloud projects from the SAP Build lobby. When they needed to write code, SAP Build "automatically launches the ABAP development tools and Eclipse, where you can see the package" they have created.
However, Tobias Hofmann, an expert consultant working for Germany's DB Systel, pointed out Eclipse is the same desktop tool ABAP developers already use.
Speaking to The Register, he said: "Eclipse is not integrated in this whole technology aspect. It's still a desktop application, and sometimes, this means people need to log on to Citrix to be able to develop the stuff. It's not so easy. But maybe that's the hope: this new term of fusion teams means SAP understands that it is not the task of one person any longer to do all this kind of development; it's a team effort. But then it raises the question, where are the tools to keep everybody on the same page?"
He said despite the functionality promised in SAP Build, development teams would still be challenged with coordinating front-end developers, back-end developers, functional consultants, and test data. SAP needs to show these people can coordinate themselves to deliver the final application, he said.


	SAP offers different way to move SQL Server-based software to the cloud


	Mega supermarket spots stock discrepancy of tens of millions amid ERP system migration


	SAP support auto-renewal gotcha: Do nothing now, pay for another year


	Snowflake's Unistore still on ice years after announcement


Jelena Perfiljeva, developer expert at SAP specialist Mindset Consulting, said the idea of "fusion teams" was not new, as people in IT have always worked across functions. "SAP didn't revolutionize anything. But even marketing fluff aside, I think all of this is just a big nothing burger for vast majority of SAP developers right now. Everything SAP does these days is just to push customers to cloud subscriptions and ultimately to Public Cloud," she commented.
"ABAP development will still happen in Eclipse. SAP bet on a wrong horse years ago and now it's too late to untangle the mess: they should've gone with Visual Studio Code for everything and be done with it. That would've been real fusion," Perfiljeva claimed.
Constellation Research's Mueller said developers liked their SAP desktop IDE, which they tended to avoid changing at all costs. "The verdict on cloud IDEs is still out. It will swing when AI can show substantially higher productivity," he said.
SAP was offered the opportunity to respond to these points and declined a request to offer an expert interviewee. (r)
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    Arrow Lake splashdown: Intel pins hopes on replacement for Raptors

    
New silicon, new architecture, and loads of new motherboards rise to support it, but will power be anchored down?    


    
        By 
Gavin Bonshor        
    

    
        Posted in Systems,
        
            10th October 2024 15:00 GMT
        
    


    
Back in September 2023, Intel unveiled its newly designed Meteor Lake SoC for the mobile market, which was the first disaggregated chip for mobile using multiple tiled packaging. While in consensus opinion indicates Meteor Lake flopped, it did pave the way for Intel to try new things in the consumer space.
Its next generation of Lunar Lake processors appear to increase efficiency and performance in the low-end to mid-range mobile segment, and while Intel has been working on bolstering its mobile portfolio, they also just announced its next client focused desktop platform.
Enter Arrow Lake, Intel's new desktop platform, which aims build on what works, and no doubt also to move on from the controversy surrounding the instability of its previous 14th Gen Raptor Lake Refresh chips. Intel is integrating its AI-focused neural processing unit (NPU) into its Arrow Lake desktop products - which is the first time it has done so outside of its mobile focused SoCs. Arrow Lake is using a disaggregated and scalable tiled approach to manufacturing and design, with separate tiles for compute, graphics, I/O and the SoC.
When CEO Gelsinger announced Intel's aggressive and ambitious "five nodes in four years" roadmap in 2021, it was at a critical juncture for the tech giant. Since then it has been on a rocky path and more recently, has been posting relatively weak financials.
Touching more on the nodes, a lot of the focus around Intel's latest Arrow Lake processors for desktop was expected to be built on its 20A node, which is the first Intel node to move from the relative nanometer measurement to an angstrom-based measurement - the dawn of the angstrom era. Unfortunately Intel recently cancelled 20A, which in reality was only meant to be a stepping stone to its 18A node. As we know, Intel is expected to deliver its upcoming Panther Lake client chips and their Clearwater Forest for server on 18A.
[image: Intel Arrow Lake Slide Deck depicting Foveros Tiled Design]
Intel Arrow Lake slide deck depicting Foveros' tiled design


Although many expected Intel to use all of its fabbing and manufacturing flexibility on the 20A node to manufacture Arrow Lake, the company has actually outsourced all of the tile manufacturing for this generation to TSMC, while Intel will still be packaging the disaggregated architecture using its own Foundry. All of the tiles are packaged onto a base tile using Intel's Foveros 3D stacking packaging, which integrates all of the tiles onto one package, as we've seen previously with their disaggregated Meteor Lake SoC architecture.
Let's dive into Arrow Lake, first by focusing on Intel's new compute tile for the device. This particular tile is manufactured using TSMC's N3B node, with Intel introducing two new cores to its desktop portfolio, which the company concurrently uses for its Lunar Lake mobile SoCs: Lion Cove and Skymont.
The Lion Cove performance (P) cores primarily focus on delivering IPC and single-threaded performance gains. Intel has claimed previously that Lion Cove brings up to a 9 percent improvement in performance over the previous Raptor Lake P-cores. As always, take in-house performance figures with a tiny tiny grain of salt.
[image: Intel Arrow Lake Slide Deck showing out of engine improvements]
Intel Arrow Lake Slide Deck showing out of engine improvements - Click to enlarge


Architecturally, the biggest enhancements in P-core (Lion Cove) are in the execution engine. Intel has expanded its OoO window by increasing both the allocation/rename and retirement stages within the pipeline. This wider execution pipeline should give the core creedence to issue more instructions per clock cycle, which should theoretically present itself through a strong increase in throughput during compute-heavy tasks. Intel greatly expanded the number of execution ports, which should provide a substantial increase in the types of parallel instructions being handled by Lion Cove. This means benefits should come to the ILP are most pronounced in workloads such as rendering, AI inferencing, and physics simulations.
[image: Intel Arrow Lake Slide Deck showing P core improvements]
Intel Arrow Lake slide showing P core improvements


Branch prediction, as you know, is one of the key elements used in modern processors to maintain high throughput. The redesigned Lion Cove branch predictor is designed to cut down on mispredictions. These are quite expensive in terms of pipeline stalls, but by making improvements in both prediction accuracy and the recovery latency from mis-predicted branches, it should lead to significant enhancements in efficiency, especially those involving dynamic workloads like AI-driven tasks or gaming. Intel has also increased the size of the reorder buffer, which tracks the status of every in-flight instruction as it works its way through the pipeline. This should in theory bolster the overall out-of-order executions from when the processor is waiting on a branch or memory access that has not been resolved yet.
[image: Intel Arrow Lake Slide Deck showing cache hierarchy]
Intel Arrow Lake slide showing cache hierarchy


In terms of cache hierarchy of the new performance cores, Intel has completely redesigned the structure compared to previous generations. Lion Cove features a multi-level data cache consisting of a 48KB L0D cache with 4-cycle load-to-use latency, a 192KB L1D cache with 9-cycle latency, and an expanded L2 cache. One area where it has improved the L2 cache per core in Lion Cove is by increasing it to 3 MB. A larger cache means fewer memory accesses need to spill over onto the slower L3 cache or even the main memory (DRAM), and this is something that is quite welcomed under mostly heavy loads such as video editing, large-scale simulations, and high-framerate gaming.
Intel further extends the shared L3 cache to 36 MB shared; this means the core can share much more data between threads. Clearly, for multi-core workloads, inter-core communications have to be both low-latency and high-bandwidth, which are both important attributes to cache hierarchy improvements that will directly translate to smooth multi-threaded performance, especially in several workloads that involve multiple cores accessing the same data sets.
[image: Intel Arrow Lake Slide showing Skymont E-core performance]
Intel Arrow Lake slide showing Skymont E-core performance


The Skymont E-cores mark a notable upgrade over Gracemont, at least on paper, which we saw present in 12th, 13th, and 14th Gen Core processors. The Skymont cores will be much more efficient than their previous counterparts, with Intel promising a gain of up to 32 percent in integer performance and as high as 72 percent in floating-point performance over Gracemont at ISO -frequency. Again, take these performance claims with a pinch of salt, but in theory, its plausible. The E-cores reduce power consumption in multi-threaded tasks, which is their job after all: efficiency cores free up the higher-performing P-cores by dealing with background processes, all forms of parallel computation tasks, and light-to-moderate work. Intel also removes hyperthreading, so each core is parallel in count to each thread, e.g. one thread per core. This is designed to reduce the overall power envelope and give more power and thermal headroom overall.
One of the major architectural enhancements in Skymont is that it has increased vector throughput with more lanes for the SIMD units, which should allow for more executions per data cycle in each E-core. This is essential in workloads such as multimedia, AI, and scientific computing etc., Secondly, L2 cache per cluster has increased to 4 MB from 2 MB, which should remove some memory access bottlenecks.
The larger cache, in conjunction with deeper instruction queues and wider instruction dispatch, should technically make the Skymont cores better at parallel workloads and improve the execution efficiency across multi-threaded applications. On paper, these improvements over make Skymont E-cores an improvement over Gracemont (the E-cores in Raptor Lake), and should handle content rendering, AI inference, and background system management-all without consuming unreasonable amounts of power. That's the nature of an efficiency core after all.
The GPU tile on Arrow Lake is fabricated on the TSMC N5P Process, which is an improved version of the 5nm node already known to bring better performance and efficiency compared to the standard N5 process. Based on an improved version of its Xe architecture, the GPU tile includes four Xe-cores, each with ray tracing units and enhanced vector engines. It uses TSMC's N5P manufacturing process for better power efficiency at higher clock speeds, thus allowing it to give the GPU up to 2x the graphics performance compared to the previous 14th Generation Processors.
[image: Intel Arrow Lake Slide Deck showing the Xe Graphics tile composition]
Intel Arrow Lake Slide Deck showing the Xe Graphics tile composition - Click to enlarge


With 64 vector engines with 16 per Xe-core and full support for AI workloads through DP4a instructions, the GPU tile looks architecturally solid on paper. Besides this is the addition of XeSS, Xe Super Sampling which should allow for even greater improvements in graphical output via AI image upscaled actions, especially compared to previous generations of Intel's chips. In short, the balance between power efficiency and performance does make the N5P-based GPU tile stand out from other desktop chips, but don't expect to play AAA titles at maximum settings; integrated graphics is still far away from that yet, no matter what the marketing wants you to believe.
Designed on the TSMC N6 process node, the SoC and I/O tile is responsible for system connectivity, memory, and data flow control in general within Intel's Arrow Lake architecture. There is high-bandwidth DDR5-6400 memory, ensuring that system resources become available with minimum latency. Simultaneously, it also controls up to 24 PCIe 5.0 lanes for fast data transfer to and from GPUs or NVMe SSDs. Also, it provides the latest kinds of connectivity like Thunderbolt 4, Wi-Fi 7, and Bluetooth 5.4 to provide the latest in communication standards for Arrow Lake platforms. Built on TSMC's N6 process node, it strikes a balance between performance density and energy efficiency since the manufacturing process keeps power consumption very low while offering high throughput.
While not quite as vital to the performance of its compute or GPU siblings, this SoC-I/O tile really serves a critical function in enabling all of that efficient data flow across the platform from CPU to GPU to memory, all the way down to peripheral devices. It's also worth noting that Intel has increased the memory speeds with Arrow Lake up to DDR5-6400 at JEDEC settings, which is up from DDR5-5600 as saw on their previous 14th Gen Raptor Lake Refresh chips. This means each Arrow Lake CPU regardless of the silicon lottery is guaranteed to handle the uplift in memory speeds, but above this through the implementation of X.M.P memory profiles, with some kits of DDR5 hitting up to 8000 MT/s technically voids Intel's warranty.
In terms of motherboard support, Intel is introducing a new socket, namely the LGA 1851 socket, which means a whole load of new motherboards are coming out to support the launch of Arrow Lake. The chipset for Arrow Lake, or at least the premium chipset launching alongside the chips is named Z890 and brings a load of possible I/O options and configurations. The Z890 chipset features up to 24 x PCIe 4.0 lanes, 10 x USB 3.2, with up to 14 x USB 2.0 and 8 x SATA ports. How these features are enabled and implemented are primarily down to motherboard vendors, with many premium models offering both USB4, Thunderbolt 4 and the latest in consumer networking such as the new Wi-Fi 7 CNVis, and even some with 10G Ethernet for users who require it.





	 

	Cores/Threads (P+E/T)

	Cache (L3/L2)

	P-Core Max Turbo

	P-Core Base

	E-Core Max Turbo

	E-Core Base

	Base TDP

	Max Turbo TDP

	Price (MSRP)




	Core Ultra 9 285K

	8+16/24

	36/40 MB

	5.6 GHz

	3.7 GHz

	4.6 GHz

	3.2 GHz

	125 W

	250 W

	$589




	Core Ultra 7 265K
	8+12/20
	30/36 MB
	5.4 GHz
	3.9 GHz
	4.6 GHz
	3.3 GHz
	125 W
	250 W
	$394




	Core Ultra 7 265KF

	8+12/20

	30/36 MB

	5.4 GHz

	3.9 GHz

	4.6 GHz

	3.3 GHz

	125 W

	250 W

	$379




	Core Ultra 5 245K
	6+8/14
	24/26 MB
	5.2 GHz
	4.2 GHz
	4.6 GHz
	3.6 GHz
	125 W
	159 W
	$309




	Core Ultra 5 245KF

	6+8/14

	24/26 MB

	5.2 GHz

	4.2 GHz

	4.6 GHz

	3.6 GHz

	125 W

	159 W

	$294




As it stands, Intel is launching five new Core Ultra 200-series processors with prices starting at $294 for the Intel Core Ultra 5 245KF (6P+8E/14T), with the flagship Core Ultra 9 285K (8P+16E/24T) coming in at $589. The top chip, the Intel Core Ultra 9 285K, has 8 P-cores and 16 E-cores, and can boost up to 5.6 GHz on the P-Cores and it also comes with 36 MB of L3 cache, with a base TDP of 125 W; it has a turbo TDP of up to 250 W.


	A year after taking on Intel's NUC mini-PCs, Asus says it's ready to improve them


	TSMC and Amkor link up to bring advanced packaging stateside


	Two years after entering the graphics card game, Intel has nothing to show for it


	Hands up who hasn't made an offer to buy some part of Intel


While TDP is something of an oxymoron in the world of client desktop chips, we typically see motherboard vendors through their interpretation of multi-core enhancement (MCE) skirt these limits anyway to allow it to stay ahead of the competition. Since multi-core enhancement tends to often push CPUs beyond their official limits, for users, gains may come at the cost of thermal efficiency and potentially stability. This can pose instability issues, especially as motherboard vendors on their preset profiles typically putting too much CPU VCore voltage through to accommodate the many (chips) and not what each piece of silicon is capable of.
The Intel Core Ultra 200-series Arrow Lake processors are officially expected to go on sale on October 24. Also, during its Arrow Lake press briefing, Intel did mention that its VPro SKUs based on Arrow Lake for commercial systems and SMEs will definitely be coming out, but would not be drawn on when this might be.
In another twist, Intel also announced that its Core Ultra H and HX series for premium gaming laptops are expected to arrive in Q1 2025; this is provided all things go to plan for Intel as things haven't been so great for the chip giant lately. Intel could really do with a trouble free launch for Arrow Lake as it continues the process of laying off some 16,000 workers following a disastrous second quarter where it reported $1.6 billion in losses. (r)
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    Fore-get about privacy, golf tech biz leaves 32M data records on the fairway

    
Researcher spots 110 TB of sensitive info sitting in unprotected database    


    
        By 
Jessica Lyons        
    

    
        Posted in Cybersecurity Month,
        
            10th October 2024 14:14 GMT
        
    


    
Nearly 32 million records belonging to users of tech from Trackman were left exposed to the internet, sitting in a non-password protected database, for an undetermined amount of time, according to researcher Jeremiah Fowler.
Trackman is a technology company that uses Doppler radar to analyze golf swings and shots. The PGA Tour, pro golfers, and amateurs use its products. In addition to the thousands of professionals, and 10,000-plus coaches and club-fitters, the company claims 90 of the world's top 100 players use Trackman tech, along with manufacturers including Bridgestone and Callaway, and major broadcasting companies like Golf Channel, ESPN, BBC, NHK, and CNN World.
While it's very good at tracking golf balls at major tournaments and the Olympics, it appears that protecting users' data may be trickier - leaving their data online in this way puts users at risk of device hacking, social engineering and phishing attacks, as well as other digital crimes.
Fowler spotted and reported the open Microsoft Azure Blob database in early August, and said it contained 31,602,260 records that shared users' names and email addresses, along with device info, IP addresses, and security tokens. In total, 110 TB of sensitive information was there for the taking by any digital crooks, we're told.
While Trackman sealed off the database very quickly after Fowler reported it to them, he says he never received a reply.
"It appears they never notified device owners/users or made the notification public that there was a data exposure," Fowler told The Register. "I didn't see anything posted online or in a Google search regarding a data exposure. Unfortunately that's a pretty common response - to give no response."
The Register also contacted Trackman and did not receive any response to questions including how long the database was left unlocked, or if the company received any reports of malicious activity.
In a report published today, Fowler noted that some of the records stored in Azure Blob appeared to contain sensitive info belonging to professional golfers. One (redacted) screenshot contains the name, email address, and operating system details of one such pro user, along with log files displaying the Wi-Fi connection used by the device, plus API, IP addresses, and security token. 
"Any data exposure that contains names and emails could potentially be used to target those individuals for spam, malware distribution, spear phishing attempts or social engineering campaigns," Fowler wrote, noting that pro athletes also represent "higher-value targets" to criminals.
While the infosec pro said he doesn't have any insight into whether the exposed data was used for nefarious purposes, it wouldn't take much technical expertise for a low-level criminal to use the info in a phishing or social engineering campaign intended to steal additional personal information or payment details.
"The fact that now anyone has access to AI tools like ChatGPT they can create realistic content that is less likely to raise suspicions," Fowler told The Register.
Plus, considering the number of records exposed, would-be criminals "have a massive list of users to work from," he added. 


	31.5M invoices, contracts, patient consent forms, and more exposed to the internet


	Thousands of orgs at risk of knowledge base data leaks via ServiceNow misconfigurations


	National Public Data files for bankruptcy, admits 'hundreds of millions' potentially affected


	Marriott settles for a piddly $52M after series of breaches affecting millions


"For example, criminals could clone a login page and email users to update their password (new and current) or prompt them to update their payment information," Fowler said. "This would be a very easy and effective method to potentially gain access to their accounts and obtain their payment information. The users would have no reason to doubt this was a legitimate request until it's too late."
That's on the low-tech side of things. A more sophisticated attacker could also hack users' devices to deploy malware, intercept Wi-Fi data, or even build a botnet using Trackman devices.
"This would be a scenario where top-level hackers or nation state actors could potentially have access to a complete network of internet-connected devices that could be used for malicious purposes such as a botnet used to launch distributed denial-of-service attacks, steal data, send spam, distribute malware and more, all without the device owner knowing," Fowler said, in what he told us would be a "hypothetical worst-case scenario of how top-tier cybercriminals pose the biggest risk."
Again, we have no evidence to suggest that the firm's devices have been used in a botnet attack - or for any other criminal activity. But if you are one of the company's customers, it's a good idea to keep an eye out for anything suspicious. And in general, use strong passwords, not the 1-2-3-4 variety. (r)
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The US Cybersecurity and Infrastructure Security Agency (CISA) says vulnerabilities in Fortinet and Ivanti products are now being exploited, earning them places in its Known Exploited Vulnerabilities (KEV) catalog.
It comes as the latest blow to the security shops, which haven't had the best year in terms of vulnerabilities.
The vulnerability affecting multiple Fortinet products was first disclosed back in February during what came to be known as a week to forget for the company.
Despite carrying a critical (9.8) severity rating, it flew somewhat under the radar due to other critical bugs such as CVE-24-21762 being actively exploited at the time.
Tracked as CVE-2024-23113, the format string vulnerability affects the FortiOS fgfmd daemon and allows remote attackers to execute code and commands via specially crafted packets.
It affects an array of products - FortiOS, FortiPAM, FortiProxy, and FortiWeb - and different versions therein.

	

FortiOS 7.0.0 through 7.0.13




	
FortiOS 7.2.0 through 7.2.6




	
FortiOS 7.4.0 through 7.4.2




	
FortiPAM 1.0 all versions




	
FortiPAM 1.1 all versions




	
FortiPAM 1.2 all versions




	
FortiProxy 7.0.0 through 7.0.15




	
FortiProxy 7.2.0 through 7.2.8




	
FortiProxy 7.4.0 through 7.4.2




	
FortiWeb 7.4.0 through 7.4.2




As ever, applying the relevant patches is recommended, but if for whatever reason that can't be done right away, Fortinet said a workaround can be implemented as a temporary measure.
It requires admins to remove the fgfm access for every vulnerable interface. While this will prevent FortiManager from discovering FortiGate devices, connections will still be possible from FortiGate.
"Please also note that a local-in policy that only allows fgfm connections from a specific IP will reduce the attack surface but it won't prevent the vulnerability from being exploited from this IP," the advisory reads. "As a consequence, this should be used as a mitigation and not as a complete workaround."
Every entry on CISA's KEV list helpfully carries information about whether the vulnerability is known to be used in ransomware attacks. The value is set to "unknown" in this case, which of course is better than a yes, but shouldn't serve as a reason to delay fixing the nine-month-old bug.
Ivanti's turn
Ivanti's start to the year was equally if not more tumultuous than Fortinet's. A patching mishap related to multiple Connect Secure vulnerabilities led to its secure-by-design overhaul commitment in April.
The vulnerabilities recently added to CISA's KEV list are new, however, rather than relating to the earlier issues, and affect Ivanti Cloud Services Application (CSA), which facilitates secure remote connections to resources.
The first is CVE-2024-9379 - an SQL injection vulnerability in the CSA admin web console carrying a 6.5 (medium) severity rating. It allows attackers with admin privileges to run SQL statements or execute code and affects CSA versions before 5.0.2, which of course includes version 4.6 - an end-of-life release that received its last update in September.
Ivanti CSA's admin web console is also the source of the second vulnerability that's now known to be exploited. CVE-2024-9380 is an OS command injection bug that has a slightly higher 7.2 (high) severity rating and can also lead to code execution.


	Ivanti patches exploited admin command execution flaw


	Ivanti commits to secure-by-design overhaul after vulnerability nightmare


	Uncle Sam's had it up to here with 'unforgivable' SQL injection flaws


	Fortinet's week to forget: Critical vulns, disclosure screw-ups, and that toothbrush DDoS attack claim


The vendor said it was made aware that some customers running the EOL version 4.6 were being attacked with these two vulnerabilities chained with CVE-2024-8963 - a 9.4 (critical) path traversal bug leading to restricted functionality being accessed.
Although the two vulnerabilities affect CSA 5.0, no exploits have been observed in appliances running this version.
"It is important for customers to know, CVE-2024-8963 was incidentally addressed in previous versions of CSA 5.0 with the removal of unnecessary code," said Ivanti in its advisory. 
"The vulnerabilities disclosed were discovered during our investigation into the exploitation of CVE-2024-8963 and CVE-2024-8190 in CSA 4.6 and found to be present, although not exploited, in CSA 5.0."
Curiously, Ivanti also noted that a separate path traversal vulnerability, CVE-2024-9381, was also being exploited while being chained with CVE-2024-8963, but it wasn't added to CISA's KEV catalog.
"Ivanti recommends reviewing the CSA for modified or newly added administrative users," the advisory went on to say. "While inconsistent, some attempts may show up in the broker logs which are local to the system. We also recommend reviewing EDR alerts, if you have installed EDR or other security tools on your CSA. As this is an edge device, Ivanti strongly recommends using a layered approach to security and installing an EDR tool on the CSA.
"If you suspect compromise, Ivanti's recommendation is that you rebuild your CSA with version 5.0.2." (r)
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    PC shipments stuck in neutral despite AI buzz

    
Analysts can't agree whether market is marginally up or down    
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The PC market is not showing many signs of a rebound, despite the hype around AI PCs, with market watchers split over whether unit shipments are up or down slightly.
Those magical AI PC boxes were supposed to fire up buyer enthusiasm and spur the somewhat listless market for desktop and laptop systems into significant growth territory, but that doesn't appear to be happening.
According to the latest figures from Gartner, global PC shipments totaled 62.9 million units during Q3 of this year, representing a 1.3 percent decline compared with the same period last year. However, this does follow three consecutive quarters of modest growth.
"Even with a full line-up of Windows-based AI PCs for both Arm and x86 in the third quarter of 2024, AI PCs did not boost the demand for PCs since buyers have yet to see their clear benefits or business value," commented Gartner Director Analyst Mikako Kitagawa.
This is perhaps understandable when AI PCs are largely just a marketing concept, and vendors can't agree on exactly what the the definition of an AI PC should be. Even worse, some buyers of Arm-based Copilot+ machines discovered that their performance isn't actually very good with some applications.
Nevertheless, Gartner believes that the PC market is now on a recovery track, with Kitagawa claiming: "At the worldwide level, PC demand will see more uptake toward the end of 2024 and more robust growth in 2025, when the PC refresh will be at its peak."
This belief is shared by another analyst outfit, Canalys, which puts market shipments at 66.4 million units during the quarter, saying this represents a modest 1.3 percent year-on-year rise.
"Although growth in Q3 was modest, the PC market recovery is now well under way with a number of positive signals indicating stronger performance in the coming quarters," opined Principal Analyst Ishan Dutt.


	Win 11 refreshes delayed, say PC makers - and here's why


	Hands up who wants a PC? Lenovo reports declining returns


	Mac shipments slump as Apple finally bitten by glum PC demand


	IDC gets even more pessimistic about PC sales


Canalys says that this slight uptick is thanks to strong demand from businesses, which now have just a year to upgrade their fleets to Windows 11 to avoid paying extended support fees for Windows 10.
"Commercial procurement is expected to remain elevated throughout the rest of this year, with 54 percent of channel partners surveyed by Canalys anticipating growth in their PC business in H2 2024 compared with the same period last year," Dutt said.
The launch of the latest-generation AI PC processors from Intel, AMD, and Qualcomm is also strengthening the value proposition of upgrading an old PC, Canalys maintains, although it concedes that "consumer demand has not been as strong." It expects that the 2024 holiday season will see modest growth toward the end of this year.
The two analyst firms agree on who the top players are in the PC market, both ranking Lenovo as the number one vendor in terms of shipments followed by HP then Dell. Asus and Apple are vying for fourth and fifth spot, with Gartner putting Apple ahead, while Canalys ranks Asus higher.
Both indicate that Lenovo has seen its market share rising, with 2.5-3 percent growth year-on-year, while HP has remained largely static and Dell has declined by about 4 percent.
According to Gartner, the US market is where the growth was in the past quarter, up 5.6 percent compared with the same period last year. In contrast, the EMEA market saw a decline of about 1.5 percent, while the Asia-Pacific market saw a decline of 8.5 percent year-on-year.
The company said this was largely due to China, which saw a fall of 10 percent due to weak demand for desktop PCs from government and state-owned organizations. (r)
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Firefixed: It's maintenance time for low-complexity, high-impact security flaw    
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It's patch time for Firefox fans as Mozilla issues a security advisory for a critical code execution vulnerability in the browser.
Mozilla said CVE-2024-9680 is a use-after-free issue in Animation timelines - the pane within the Firefox browser's Page Inspector that depicts how a given element's animation progresses.
The most alarming aspect of the advisory, however, was Mozilla revealing that the vulnerability is being exploited in the wild already.
Underlining the severity of the vulnerability, the national cybersecurity centers of Canada, Italy, and the Netherlands were compelled to issue their own advisories. 

Campaigners claim 'Privacy Preserving Attribution' in Firefox does the opposite

READ MORE
The Dutch national cyber center specifically signaled that while the risk of a criminal exploiting CVE-2024-9680 is rated as "medium," the potential damage from a successful attack is "high."
CVE-2024-9680 was discovered by ESET's Damien Schaeffer and the National Vulnerability Database (NVD) assigned it a near-maximum 9.8 (critical) severity rating using the CVSSv3.
Somewhat in opposition to the Dutch cyber cops' take, the NVD's assessment noted that the complexity of the attack was "low" and that no privileges or user interaction was necessary for a successful exploit. The impacts on confidentiality, integrity, and availability were all assessed to be "high."
Likewise, Italy's advisory also rated the vulnerability's impact as "severe," giving it a score of 79.23/100, factoring in the CVSS rating, availability of patches and working exploits, and how prevalent the product is.


	Google Chrome gets a mind of its own for some security fixes


	GNOME 47 brings back some customization options, but let's not go crazy


	Apple quietly removed 60 more VPNs from Russian app store, researchers claim


	The future everyone wanted - in-car ads tailored to your journey and passengers


A patch is now available for Firefox and Firefox Extended Support Release (ESR). Upgrading to version 131.0.2 in the regular release and versions 115.16.1 or 128.3.1 for Firefox ESR will fix the vulnerability.
Critical vulnerabilities affecting Firefox - which runs on its own Quantum browser engine rather than on Chromium - are relatively rare. This week's patches are the first to address a top-priority bug in Firefox since March, and only a handful have been discovered in the past few years.
Similar to CVE-2024-9680, the vulnerabilities patched in March were both zero-days that allowed attackers to execute JavaScript code. Mozilla classified both as "critical," although one was only given an 8.4 (high) score on the CVSS. (r)
    






        





This article was downloaded by calibre from https://go.theregister.com/feed/www.theregister.com/2024/10/10/firefixed_mozilla_patches_critical_firefox/



	Previous
	Articles
	Sections
	Next





	Previous
	Articles
	Sections
	Next







    
        Original URL: https://www.theregister.com/2024/10/10/version_76_openbsd_of_theseus/
    

    Version 7.6 - the 'OpenBSD of Theseus' - released

    
Ideal for black-clad ultra-minimalist types. You probably wouldn't like it    
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OpenBSD is arguably the most secure general-purpose OS for general-purpose computers. This version has better laptop support, includes more Arm64 kit, and brings hardware-accelerated video playback.
OpenBSD version 7.6 is the latest release of what is very probably the most secure member of the great Unix family. (Although the NetBSD folks dispute that, but it wouldn't be a Unix-like system without internecine disagreement.)
[image: The full FVWM-based glory of an OpenBSD 7.6 desktop, with a file manager and htop.]
The full FVWM-based glory of an OpenBSD 7.6 desktop, with a file manager and htop - xlick to enlarge


Project lead Theo de Raadt termed this release the OpenBSD of Theseus. With version 7.6, there are no unmodified files left from the original code forked from NetBSD 1.0 in 1995. The reference is to the Ship of Theseus; a less classical alternative is "my grandfather's axe", but since the last remaining bit that was removed was an ancient Greek quiz, as described on Hacker News, it's an undeniably appropriate allusion.
There is a full list of changes for those keen to know what's new. Suffice to say that it tightens up security in lots of areas. There's improved support for technologies such as AMD Secure Encrypted Virtualization, including supporting it in vmm, OpenBSD's integral hypervisor. OpenBSD supports a remarkable 14 different architectures, and each release tends to improve hardware support. In parallel with FreeBSD's efforts to improve laptop support, OpenBSD too is working on it too. This version has better support for deeper sleep states, which use less power. This version also has wider Arm64 support; the release notes call out that it has "Added Qualcomm Snapdragon X Elite (X1E80100) support".
[image: netbsd daemon and tux]
Switching customers from Linux to BSD because boring is good

READ MORE
Saying that, this does not mean that you can just pop it onto a laptop and get a lightweight graphical desktop. It does include several of common desktops - and unlike FreeBSD, the default installation will, if you want, install the Xenocara X11 server and leave you with a graphical login screen and a working FVWM session. A GUI desktop is not really the sort of usage model it's aimed at, but it can do it.
The Register regularly takes a look at what's happening in the OpenBSD world, and we looked at version 7.1, version 7.2 and most recently version 7.5. Emboldened by our experiences with previous releases, we installed OpenBSD 7.5 on bare metal on a geriatric Thinkpad W500 - and in case that sounds too easy, it's dual-booting with Windows, NetBSD and two Linux distros.
OpenBSD is in some ways all about managing your expectations: yes, it's a Unix-like OS, and yes, it runs on commodity PC-class hardware, even including Apple Silicon Macs and some other more PC-like Arm64 hardware. But it's extremely restrictive by design, little third party software supports it, and part of the secret of its surprisingly wide hardware support is that there are entire classes of hardware it simply doesn't support, including Bluetooth.
So, yes, if you have, say, an old M1 Mac mini lying around, you can install OpenBSD on it - but you won't be able to use the Apple-supplied pointing device, keyboard, or headphones with it. You will need old-style wired ones. Simply not supporting the entire industry standard protocol for connecting to wireless peripherals would, we suspect, come as a surprise to most ordinary computer owners. Bluetooth is so ubiquitous, most smartphones no longer even offer headphone sockets. Conversely, when the Reg FOSS desk asked a couple of OpenBSD maintainers about its missing Bluetooth support, they reacted with surprise that this should be considered noteworthy.
[image: The OpenBSD upgrade process is a single command, which asks no questions. Not even Are you sure?]
The OpenBSD upgrade process is a single command, which asks no questions. Not even "Are you sure?" - click to enlarge


To try out the new release, we fired up our OpenBSD 7.5 Thinkpad and tried an in-place upgrade. There is a built-in command to do this, called sysupgrade. We checked the space requirements, which were just enough, and experimentally tried to invoke it without parameters. To our slight surprise, it just went ahead and did it, without any further prompts. Including not asking for confirmation. Including a system reboot. This is not an OS for the incautious. It worked perfectly smoothly; on reboot, the bootloader noticed that an upgrade was in progress and completed it without any intervention. When it's done, you just have to issue the command pkg_add -Uu to update your packages and the job's a good one.
The test machine is an old one, with a Core 2 Duo, so extensive benchmarking would be a waste of everyone's time. To test hardware-accelerated video playback, though, we tried playing a Youtube video. It worked fine, and incidentally we discovered that we had working sound support and that our dedicated volume-control keys worked. Before the upgrade, playback used an average of 89 per cent of one CPU core; afterwards, it still worked just the same, but in the included Firefox 130, it only used some 45 per cent CPU. Playback was smooth but the Youtube stats said it was consistently dropping a few frames, both before and after.
We've left our bare-metal setup fairly unornamented, in part because OpenBSD defaults to a quite complex partitioning arrangement. We gave it a 32GB primary partition, and it split this up as follows:
thinkpad-w500$ df -h
Filesystem     Size    Used   Avail Capacity  Mounted on
/dev/wd0a      986M    248M    688M    27%    /
/dev/wd0n      7.4G    227M    6.8G     4%    /home
/dev/wd0d      1.8G    5.8M    1.7G     1%    /tmp
/dev/wd0f      3.5G    1.5G    1.8G    45%    /usr
/dev/wd0g      986M    329M    608M    36%    /usr/X11R6
/dev/wd0h      4.1G    924M    2.9G    24%    /usr/local
/dev/wd0m      5.7G    2.0K    5.4G     1%    /usr/obj
/dev/wd0l      1.8G    2.0K    1.7G     1%    /usr/src
/dev/wd0e      2.8G   10.4M    2.6G     1%    /var

There are valid reasons for this complexity - for instance, the different volumes have different permissions, which prevents an attacker from executing files in much of the filesystem. The downside is that here, with only 3.2GB of operating system in 32GB of space, we have just 608MB of space for graphical apps, so there isn't room to install even a lightweight desktop such as Xfce. The installation program is a moderately terrifying affair of cryptic prompts with extremely terse responses, and one misplaced character will destroy everything on your drive, so adjusting this allocation remains beyond us at our meager level of skills.
OpenBSD is a strange beast. It's hard work and very little third party software supports it. We recently wrote about how BSD is boring in the good way, and while our article didn't specifically name-check OpenBSD, Stefano Marinelli's talk did. He mentioned one of its strong points: "OpenBSD as network/firewall entry points". He elaborated:


By implementing an OpenBSD system, I often don't need to install any additional packages. When it's time to upgrade, it's simple and secure. When a vulnerability emerges, I'm often fortunate to read "OpenBSD is excluded from this issue because it eliminated this risk X years ago..."


This is both the strength and the weakness of OpenBSD. If you want a clean, minimalist system, then almost everything you need is right there in the OS; but conversely, if you want anything else that isn't in its repositories, then at best you'll likely have to find source code and compile it yourself. Few third party programs support it, but that means that upgrades are simple and straightforward and reliable, because there are few to no external components to complicate matters. (Trying to simplify installing external software in ways that they won't break upgrades is one of the reasons tools like Snap and Flatpak exist.)


	NetBSD 10 proves old tech can still kick apps and take names three decades later


	Germany's Sovereign Tech Fund throws cash at FreeBSD and Samba


	OpenBSD 7.5 locks down with improved disk encryption support and syscall limitations


	The quest to make Linux bulletproof


It is clean and simple to the point of being austere. For instance, we couldn't email a screenshot to ourselves from our FreeBSD machine. As far as we can tell, this is because Firefox isn't allowed to browse the local filesystem, which breaks adding an attachment.
If extreme cleanliness and austerity sound like your sort of thing, then maybe we're wrong: maybe you will like OpenBSD. Most people probably won't, but we're glad it exists and we wish that a bit more of the internet's infrastructure ran on it. With stronger safer servers running OpenBSD, there would be fewer hucksters shilling blockchain projects at industry conferences. (r)
Bootnote
Although our OpenBSD skills are extremely minimal, in the interests of representation, we should note that, yes, this particular vulture is exclusively black-clad, and does eschew both wireless peripherals and Bluetooth audio devices. We are effete and decadent enough to enjoy graphical file managers in preference to a bare Korn shell, though.
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Exclusive The consolidation of the British tech services market is continuing with Advania UK's acquisition of CCS Media.
CCS Media is a value-added reseller (VAR) with a customer base spanning the public and private sectors. According to accounts filed with Companies House, the company recorded a turnover of PS277 million ($362 million) in 2023, almost flat compared to the previous year. It did, however, increase its profit to PS52 million ($68 million) from PS48 million ($63 million).
It's a step up from Advania UK's acquisition of Servium in June 2024. Servium's turnover for the year ended December 2022 was just over PS30 million ($40 million).
Geoff Kneen, Advania UK CEO, described the deal as "a game-changer," saying: "We are now capable of offering unparalleled choice, and deep experience when it comes to identifying, procuring, implementing, and supporting the right technology solutions for our customers."
While Advania UK might be capable of offering more choice, the purchase of CCS Media will remove a potential competitor. CCS Media has notched up plenty of public sector wins over the years. This year's include contracts for computer equipment and supplies for the City of Sunderland College and Microsoft licenses for HEART Academies Trust.


	Advania acquires Servium as part of IT services outfit expansion plans


	NHS in Wales bets big on Microsoft with deal worth nearly half a billion


	As Broadcom nukes VMware's channel, the big winner is set to be Nutanix


	Microsoft signs 1.5 million seat contract for Office 365 and more


That Microsoft connection is important. Terry Betts, CCS Media CEO, said: "The extensive capability of the combined business, and particularly Advania UK's class leading partnership with Microsoft, will enable us to address a broader range of customer needs from devices and infrastructure, to strategy, cloud transformation, AI, and managed services."
Advania UK has what it describes as "a significant partnership" with Microsoft. Kneen was originally Group Managing Director of Content+Cloud, a Microsoft services provider, before the Advania Group purchased the company in 2021 and rebranded it as Advania UK at the end of 2023.
The value of the deal was not disclosed, although it is expected to complete during the fourth quarter of 2024 and will result in Advania acquiring 100 percent of the shares in CCS Media from management and employees. Advania said: "CCS Media existing customers will benefit from Advania's extensive portfolio of Microsoft-centric technology and digital transformation services including Public and Hybrid Cloud, Data, Analytics & AI, Security, Modern Work, Unified Communications, and Business Applications." (r)
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    Post Office CEO tells inquiry: Leadership was in 'dream world' over Horizon scandal

    
Hired in 2019, he claims the recruitment failed to mention ongoing litigation    
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The chief executive of the Post Office has agreed the organization's leadership team was living in a "dream world" in the months leading up to the launch of a statutory inquiry into the Horizon IT scandal, one of the greatest miscarriages of justice in UK history.
Appearing before the Post Office Horizon IT inquiry, Nick Read admitted that both the interview process for his appointment in 2019 and the job specification for the role failed to mention ongoing legal proceedings against the Post Office for its part in the Horizon IT scandal.
Horizon is an EPOS and back-end finance system for thousands of Post Office branches around the UK, first implemented by ICL, a UK technology company later bought by Fujitsu. From 1999 until 2015, around 736 sub-postmasters and sub-postmistresses were wrongfully convicted of fraud when errors in the system were to blame. A statutory inquiry into the mass miscarriage of justice launched in 2021 is ongoing.
In his written evidence to the inquiry, Read said that before and during the interview process, he was aware that it was facing litigation connected to allegations of historic bugs in the IT system and the requirement for postmasters to repay the shortfall. He said that at that stage he didn't have a detailed understanding of litigation or allegations.
Speaking for the inquiry today, Jason Beer KC said when Read was appointed, the common issues judgment - which related to contractual relationships with the postmasters - had been handed down already, while the related Horizon issues trial was about to start.
"The job specification does not properly address or describe the role that you were, in fact, needed to perform," Beer said. Read agreed.
After Read's appointment, the Horizon issues judgment was handed down in December 2019. It said that the Post Office's attempt to defend its Horizon IT system "amounts to the 21st century equivalent of maintaining that the Earth is flat."


	Inquiry hears UK government misled MPs over Post Office IT scandal


	Former Fujitsu engineer apologizes for role in Post Office IT scandal


	Bill advances to exonerate hundreds in Post Office Horizon scandal


	Post Office slapped down for late disclosure of documents in Horizon scandal inquiry


It found the system was the cause of accounting irregularities and the Post Office's failure to investigate the problems suggested "the most dreadful complacency ... bordering on fearfulness of what might be found if they were properly investigated."
Read told the inquiry that after the judgment was handed down, neither the Post Office's executive or board were seriously concerned.
Beer asked: "Looking back, would you agree that this description is of a leadership team in 2019 that was living in something of a dream world given the content of the Horizon issues judgment?"
"I think it'd be impossible not to conclude that," Read said.
The Horizon scandal became known to the wider public from the beginning of 2024 when ITV broadcast a dramatization of the postmasters' fight for justice. Since then, the government has promised faster compensation for the victims, former CEO Paula Vennells has returned her CBE, and Paul Patterson, director of Fujitsu Services Ltd, has apologized to MPs for the company's role in the scandal.
The inquiry continues. (r)
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    Hold my Pimms! Wimbledon turns to tech for line-ball calls

    
Humans dumped by famously fusty tennis tournament    
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The All England Lawn Tennis Club, organizer of the famed Wimbledon tennis tournament, will make line-ball calls with machines instead of human in 2025.
The club on Wednesday revealed that Live Electronic Line Calling (Live ELC) tech "will be adopted at The Championships from 2025: and trusted to make "'out' and 'fault' calls that have previously been made by line umpires."
Live ELC will be used on all courts - even the lowly ones employed for qualifying matches.
"Having reviewed the results of the testing undertaken at The Championships this year, we consider the technology to be sufficiently robust and the time is right to take this important step in seeking maximum accuracy in our officiating," stated club chief executive Sally Bolton, who added that the tech is already used at other tournaments and players will appreciate a consistent experience.
Bolton's also quoted as saying "We take our responsibility to balance tradition and innovation at Wimbledon very seriously. Line umpires have played a central role in our officiating set-up at The Championships for many decades and we recognise their valuable contribution and thank them for their commitment and service."
They're just not wanted any more.
In their place, the Club will use ball-tracking tech from Hawk-Eye innovations, whose owner Sony describes the tech as follows:


Optical 2D vision processing finds the centre of the ball, 3D triangulation models the ball's flight over time, and typically, between eight and twelve cameras running at frame rates of up to 340 frames per second will be recording the game. The data captured is fed into a central control system that can deliver a variety of real-time services, including officiating solutions, broadcast enhancements, and data streams.




	Indian tech minister picks a fight with Wikipedia over cricketer's dropped catch


	Back of the net? Google's DeepMind is coming for football tactics


	NFL to begin using face scanning tech across all of its stadiums


	Europe benched in high tech 'Champions League' says ASML


In this video, Hawkeye shows off what its cameras capture. It's worth a look as the close-up vision of a tennis ball skidding for quite a distance is not perceptible with the human eye.
Which is where things get awkward, because as Bolton said tradition is a big part of Wimbledon, or "The Championship" to use its formal name. Indeed, the tournament is famed for its many rituals on and off the court such as serving strawberries and cream, cocktails made with Pimms, and offering tradeable debentures that guarantee seats rather than a more conventional membership scheme.
Human line judges are another tradition that has lasted over a century, as has a certain British attitude towards fair play. But at a time when sports fans expect to see the minutiae of every contest, adjudication errors can go viral and light up millions of smartphones, meaning certainty that a decision was correct is increasingly expected.
Line judges are therefore a victim of many technologies, not just the kit that will replace them at Wimbledon. (r)
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    Dutch cops reveal takedown of 'world's largest dark web market'

    
Two arrested after allegedly trying to make off with their ill-gotten gains    
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The alleged administrators of the infamous Bohemia and Cannabia dark web marketplaces have been arrested after apparently shuttering the sites and trying to flee with their earnings.
The arrests came after an investigation that opened in 2022 and saw Dutch Police identify servers related to the souks in the Netherlands. The Politie - Dutch for Police - allege the sites dealt in illicit goods including drugs (primarily cannabis) and DDOS tools, and described them as "the largest and longest running international dark web market of all time worldwide."
Police determined the sites carried out around 67,000 transactions each month, with record turnover of EU12 million achieved in September 2023. Dutch police think the administrators personally made around EU5 million from the operation before pulling the exit scam.
The operators of Bohemia and Cannabia apparently became aware of the Politie probe, which disrupted their operations, so in 2023 they allegedly pulled an "exit scam" that saw them close the services and make off with the operations' funds.
That exit didn't stop investigators from the Netherlands, Ireland, UK and the USA, leading to two arrests of suspected administrators.


	Alleged $100M dark-web drug kingpin, 23, arrested


	Suspected bosses of $430M dark-web Empire Market charged in US


	BreachForums returns just weeks after FBI-led takedown


	Two cuffed in Samourai Wallet crypto dirty money sting


One was cuffed in the Netherlands and appeared in a Rotterdam court on Thursday.
The other was arrested in Ireland.
"Administrators, sellers and buyers of and on illegal marketplaces often believe themselves to be elusive to the police and the judiciary," said Stan Duijf, head of the operations unit of the National Investigation and Interventions
"By conducting criminal investigations and prosecuting these criminals, it becomes clear that the dark web is not at all as anonymous as users may think. Due to international cooperation, the credibility and reliability of these markets have once again been severely damaged." (r)
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    You have issues with 'Issues' always being called 'Issues' in Jira, so Atlassian now allows them to be called 'Tasks'

    
Developers get auto-coding ideas drawn from bug reports, and more AI besides    
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Atlassian has debuted a new cut of its project management and bug-tracking tool Jira, which for the first time allows users to deal with things other than "issues".
Jira is Atlassian' first product and after its launch in 2002 found a largely appreciative audience among developers who enjoyed its bug-tracking prowess. Over the years, Atlassian has tried to grow out of the IT ghetto, adapting its products to the needs of other teams.
"Language issues were preventing those teams from feeling at home in Jira," said Jira head of product, Dave Meyer. The term "issues", he said. "doesn't appeal in the same way to describe a type of work those teams are doing.
Hence Jira now being able to track "tasks", or even "blockers", a "launch", "incidents" or a more complex matter such as "onboarding an employee."
Jira is also set to gain "custom templates" that encapsulate all of the issues/tasks/blockers involved in delivering a project. Meyer said this is among Atlassian customers' most-requested features.
Developers have not been forgotten in this release: Atlassian has added AI tools that will analyze info from Jira or Confluence and suggest new tasks - and even code to make them easier. A video seen by The Register shows this tool analyze a document titled "Investigate crashes from build 304" and create a plan to fix it, even proposing code changes and initiating a pull request - all without leaving Jira.
Jira has also been made more customizable, with personalized color schemes and backgrounds now possible - another nod to users beyond development teams, but also one that Atlassian thinks hardcore users will appreciate.
[image: A customized Jira layout]
A customized Jira layout that will apparently make your life better - Click to enlarge




	Atlassian softens its cloud-first approach for remaining on-prem customers


	Atlassian CEO's idea to build 4,000-kilometer extension cord plugged in


	After 13 years, Atlassian delivers custom domain names for Jira


	Atlassian loses half its CEOs, but customers stay solid after Server products exit support


Other new features link to Rovo, the AI agents that Atlassian teased in May as its attempt to tackle the perennial problem orgs face when trying to figure out what's useful amidst their unstructured data. Rovo does that with "connectors" that link to different information sources and build a "team graph" that can then be prompted to find info.
Rovo became generally available this week, with connectors for Slack, Teams, SharePoint, Google Drive, Figma, and GitHub.
Atlassian also offers connectors for datacenter editions of Jira and Confluence, the on-prem versions of its products that it has come to recognize some of its customers may never abandon because they have good reasons to eschew cloudy or SaaSy operations.
Atlassian plans to deliver another 40 to 50 connectors in coming months, and wants 80 in market half a year from now.
At that point, the company images the RovoChat conversational interface will take on the role of a chatbot that knows your corporate info inside out, understands the projects your team is working on, and can therefore answer questions about the status of their efforts. And of course Rovo can link to Jira, so the to-do-list-generating features added for developers can be offered more widely.
This is all part of Atlassian's plan to have its wares more widely adopted beyond tech teams.
Jira product boss Meyer also wants coders to revisit his product, declaring that many assume it hasn't changed since 2010. (r)
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    OpenAI says Chinese gang tried to phish its staff

    
Claims its models aren't making threat actors more sophisticated - but is helping debug their code    


    
        By 
Laura Dobberstein        
    

    
        Posted in Cybersecurity Month,
        
            10th October 2024 04:05 GMT
        
    


    
OpenAI has alleged the company disrupted a spear-phishing campaign that saw a China-based group target its employees through both their personal and corporate email addresses.
The group, which OpenAI says is called SweetSpecter, sent phishing emails that contained a malicious attachment designed to deploy the SugarGh0st RAT malware. The malware had the capability to give the hacker group control over a compromised machine, allowing them to execute arbitrary commands, take screenshots, and exfiltrate data.
OpenAI was tipped off of the campaign by what it called a "credible source," and banned associated accounts. The emails were blocked by the company's security systems before reaching the employees.
"Throughout this process, our collaboration with industry partners played a key role in identifying these failed attempts to compromise employee accounts," stated [PDF] OpenAI. "This highlights the importance of threat intelligence sharing and collaboration in order to stay ahead of sophisticated adversaries in the age of AI."
The company believes that SweetSpecter has also been using OpenAI's services for offensive cyber operations, including reconnaissance, vulnerability research, and scripting support. The ChatGPT-maker downplayed the use of its AI, writing that the threat actor's use of its models did not help it to develop novel capabilities that couldn't be sourced from public resources.


	OpenAI appoints international expansion boss


	Asian crime gangs are growing - fast - thanks to AI and other tech


	China claims Taiwan, not civilians, behind web vandalism


	Not-so-OpenAI allegedly never bothered to report 2023 data breach


The China phishing allegation was raised in a document titled "Influence and cyber operations: an update" in which OpenAI also claimed it has "disrupted more than 20 operations and deceptive networks from around the world that attempted to use our models."
The firm's analysis of those efforts is that most "used our models to perform tasks in a specific, intermediate phase of activity - after they had acquired basic tools such as internet access, email addresses and social media accounts, but before they deployed 'finished' products such as social media posts or malware."
"Activities ranged in complexity from simple requests for content generation, to complex, multi-stage efforts to analyze and reply to social media posts," detailed OpenAI.
The document also found that threat actors "continue to evolve and experiment with our models" but OpenAI has not seen evidence that its tools allowed "meaningful breakthroughs in their ability to create substantially new malware or build viral audiences."
But threat actors are finding other uses for Open AI. One threat actor - an outfit named "STORM-0817" - using its tools to debug their code. The AI outfit also "found and disrupted a cluster of ChatGPT accounts that were using the same infrastructure to try to answer questions and complete scripting and vulnerability research tasks."
The model-maker has also observed attempts to use its tools to influence elections, usually by creating social media posts or news articles. OpenAI nipped some of those efforts in the bud, but none it saw gained a substantial audience. (r)
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    Internet Archive leaks user info and succumbs to DDoS

    
31 million users' usernames, email addresses and salted-encrypted passwords are out there    
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The Internet Archive had a bad day on the infosec front, after being DDoSed and exposing user data.
On Wednesday afternoon US time the outfit's digital library Brewster Kahle revealed a DDoS attack had made the site unavailable. The Register understand the outage may have lasted up to five hours, during which time visitors saw only a notification of the incident.
While that was happening, data leak notification service haveibeenpwned (HiBP)posted news of a leak that saw 31,081,179 users' accounts exposed. Register staff received mails from HIBP that state "The breach exposed user records including email addresses, screen names and bcrypt password hashes."
Kahle later confirmed the leak , writing that the service has detected "defacement of our website via JS library; breach of usernames/email/salted-encrypted passwords."
The org has disabled the JS library, and is "scrubbing systems , upgrading security."
Kahle offered no detail beyond that but promised to "share more as we know it."
It is unclear if the DDoS and breach are linked.
The Register sought comment from the Archive but had not received a response at the time of publication.


	Internet Archive blames 'environmental factors' for overnight outages


	Of course the Internet Archive's digital lending broke the law, appeals court says


	Google flushes cached search results forever


	Bank of America app glitch zeroes out people's balances


The two incidents continue an unhappy 2024 for the Internet Archive, which has lost a case regarding its right to lend digital assets, gone offline due to power failures, and endured other disruptive DDoS events. (r)
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    Moscow-adjacent GoldenJackal gang strikes air-gapped systems with custom malware

    
USB sticks help, but it's unclear how tools that suck malware from them are delivered    
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A cyberespionage APT crew named GoldenJackal hacked air-gapped PCs belonging to government and diplomatic entities at least twice using two sets of custom malware, according to researchers from antivirus vendor ESET.
The firm's investigators believe GoldenJackal wields a bespoke toolset it used to breach a government org in Europe between May 2022 and March 2024, and a South Asian embassy in Belarus in 2019.
Previously, Kaspersky reported this same gang conducted a "limited number" of attacks against government and diplomatic groups in the Middle East and South Asia beginning in 2020.
While neither vendor's researchers attributed GoldenJackal's exploits to a particular nation, ESET notes that the command-and-control protocol used in one of the malware samples is typically used by Turla, a group backed by Russia's Federal Security Service (FSB). This may point to GoldenJackal's operatives being Russian speakers.
ESET first spotted the unknown malware being used in the European government attacks in May 2022, and at the time couldn't attribute it to any existing crew.
Further analysis revealed connections between the tools that Kaspersky had documented in May 2023, and eventually allowed ESET to identify the 2019 Belarus embassy attack that used older custom code also capable of breaking into air-gapped systems.
"With the level of sophistication required, it is quite unusual that in five years, GoldenJackal managed to build and deploy not one, but two separate toolsets designed to compromise air-gapped systems" ESET malware researcher Matias Porolli wrote. "This speaks to the resourcefulness of the group."
The gang of cyberspies, according to both security shops, has been active since at least 2019 and codes in C#.
While ESET couldn't determine how GoldenJackal gained initial access to the victim organizations, Kaspersky said the group used fake Skype installers and malicious Word documents. Another infection vector, we're told, used remote template injection to download a malicious HTML page that exploited the Follina vulnerability.
Breaking into air-gapped PCs ... twice
The August 2019 attack against the embassy used a set of tools that the researchers say have never again been deployed in an attack.
One component is called "GoldenDealer", code that watches for the insertion of a USB storage device. If such devices are connected to a PC, this malware can download executables from a C2 server and hide them on removable drives. And on air-gapped machines, it can retrieve additional malware from the USB and then execute it.
Once the USB has been inserted into an air-gapped PC, GoldenDealer then installs a modular backdoor named GoldenHowl and a file stealer named GoldenRobo.
ESET isn't sure how GoldenDealer makes its way onto a PC in the first place, suggesting "an unknown worm component" is part of the puzzle.


	FBI-led Op Medusa slays NATO-bothering Russian military malware network


	Ransomware crew infects 100+ orgs monthly with new MedusaLocker variant


	Ransomware gang Trinity joins pile of scumbags targeting healthcare


	Evil Corp's deep ties with Russia and NATO member attacks exposed


By May 2022, the miscreants had shifted their tactics and malware, writing a new set of tools in Go that provide several capabilities.
These include "GoldenUsbCopy", which monitors for USBs and then steals files from the removable drives, along with GoldenUsbGo, which appears to be a newer version of GoldenUsbCopy.
Another of the crew's evilware utilities is called "GoldenAce", a distribution tool that can propagate other executables and retrieve files via USB drives. "GoldenBlacklist" downloads encrypted archives from local servers, scans email messages and then keeps any that are of interest is also a favorite. So is "GoldenPyBlacklist", a Python version of the email-scanning tool.
Finally, "GoldenMailer" steals files by sending emails with attachments to attacker-controlled accounts and "GoldenDrive" uploads them to Google Drive.
ESET has also published a full list of indicators of compromise in its GitHub repository. (r)
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Deno, the runtime for JavaScript and TypeScript, reached version 2.0 on Wednesday, bringing with it baggage from the past in the form of broad Node.js compatibility.
The project debuted in May 2020 when Ryan Dahl attempted to address problems he saw with Node.js, the JavaScript runtime he released in May 2009 and which he later admitted included "design mistakes made that just cannot be corrected now because there's so much software there that uses it."
JavaScript's traditional runtime environment was the web browser. Node.js is a runtime environment that allows JavaScript code to execute without a browser - on a server, for example.
Deno represents an attempt to address the shortcomings of Node.js and deliver "a modern, all-in-one, zero-config toolchain for JavaScript and TypeScript development," as described by Dahl, Bert Belder, Bartek Iwanczuk, and Andy Jiang, in a blog post.
Deno is written in Rust and based on the V8 engine that powers Chromium browsers. "Rust has been crucial to Deno's development, especially with Rusty V8, recently stabilized," Dahl told The Register. "Rust's unified build system simplifies adding third-party functionality compared to C++, keeping Deno fast and reliable for server-side apps."
The long-awaited version 2.0 milestone is backward compatible with Node.js and npm - a feat prior versions did not achieve.
"Deno 2.0 understands package.json , the node_modules folder, and even npm workspaces, allowing you to run Deno in any Node project using ESM," explain Dahl, Belder, Iwanczuk, and Jiang.
The runtime also supports various popular web frameworks like Angular, Astro, Next.js, QwikCity, Remix, and SvelteKit.


	Linus Torvalds declares war on the passive voice


	AI godfather-turned-doomer shares Nobel with neural network pioneer


	LinkedIn: If our AI gets something wrong, that's your problem


	Incumbent congressman not turning up to debates? Train an AI on his press releases


Deno itself is now a package manager, along the lines of npm. Using the deno install command, developers can install project dependencies. For those using a package.json file, it will create a node_modules folder. Otherwise, it will store dependencies in the global cache. And as their names suggest, the deno add and deno remove commands allow packages to be added or removed from package.json or deno.json files.
Among other noteworthy features, Dahl pointed to the stabilized standard library, support for private npm registries, workspaces and monorepo support, long term support (LTS) release, and the JSR registry for sharing JavaScript libraries across runtimes.
He also called out Deno's speed, particularly in the context of cold starts when invoking functions in AWS Lambda.
While Deno adoption trails Node.js, Dahl said usage is growing. "With 2.0's broader compatibility and new features, we expect growth to continue," he said. "It makes trying Deno easier for node developers while keeping a modern, secure experience."
Bun, a rival runtime, reached 1.0 last year, and Dahl said he welcomed the challenge.
"Bun is a competitor - but competition in this space is healthy," he said. "It pushes us all to improve the language and ecosystem. Unlike bun, Deno's goal isn't to be a node clone in Rust or a drop-in replacement - rather we aim to advance JavaScript beyond 2010-era CommonJS and narrow the gap between server-side and browser environments.
"We believe JavaScript can evolve beyond mismatched tooling and endless layers of transpilation. Our vision includes native TypeScript support, built on web standards like promises, top-level await, wasm, fetch, and ES modules, all in a single, dependency-free executable. Deno is secure by default, like the web." (r)
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    Smart TVs are spying on everyone

    
Regulators know this is a nightmare and have done little to stop it. Privacy advocacy group wants that to change    
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Smart TVs are watching their viewers and harvesting their data to benefit brokers using the same ad technology that denies privacy on the internet.
In a report titled "How TV Watches Us: Commercial Surveillance in the Streaming Era," the Center for Digital Democracy (CDD) outlines the expansive "commercial surveillance system" that has infested Smart TVs - aka connected TVs or CTVs - and video streaming services.
"The US CTV streaming business has deliberately incorporated many of the data-surveillance marketing practices that have long undermined privacy and consumer protection in the 'older' online world of social media, search engines, mobile phones and video services such as YouTube," the report [PDF] declares.
"Millions of Americans are being forced to accept unfair terms in order to access video programming, which threatens their privacy and may also narrow what information they access - including the quality of the content itself."
The report calls out the proliferation of FAST (Free Advertiser-Supported TV) channels like Tubi which, through its Tubi360 brand and content studio, "enables marketers to engage in enhanced product placement by incorporating their brands directly into programming content to target individual viewers."
It also catalogs various mechanisms used for profiling viewers and presenting them with personalized ads. These include: cookieless IDs; identity graphs that combine various IDs to link activity across devices and locations; automatic content recognition (ACR) software that analyzes what's on-screen; and AI-based ad targeting that "analyzes a scene's text, images, and sentiment, determines an emotional score, and then places ads with a similar emotional score."


CTV has become a privacy nightmare for viewers


"CTV has become a privacy nightmare for viewers," lamented Jeff Chester, executive director of CDD and co-author of the report, in a statement. "It is now a core asset for the vast system of digital surveillance that shapes most of our online experiences."
The CDD has presented its report to the US Federal Trade Commission, Federal Communications Commission, and California privacy regulators in the hope these watchdog agencies will do something about an issue that has been simmering for years.
The FTC, for example, held a Smart TV Workshop in 2016 to explore the issue. "In 2016, virtually all television delivery systems - smart TVs, streaming devices, game consoles, apps, and even old-fashioned set top boxes - track consumers' viewing habits, and sometimes in new and unexpected ways," the agency noted at the time.
The following year, the agency settled with CTV maker Vizio for $2.2 million over allegations that its smart TVs "capture second-by-second information". Info captured included videos viewed, which were allegedly matched to "specific demographic information to the viewing data, such as sex, age, income, marital status, household size, education level, home ownership, and household value." The combined data set is then sold to third parties for ad targeting.


	Cops love facial recognition, and withholding info on its use from the courts


	Embattled users worn down by privacy options? Let them eat code


	Harvard duo hacks Meta Ray-Bans to dox strangers on sight in seconds


	Brits hate how big tech handles their data, but can't be bothered to do much about it


Known problems
In 2021, at the FTC's PrivacyCon, academic researchers presented a paper [PDF] titled "The TV is Smart and Full of Trackers: Measuring Smart TV Advertising and Tracking." Among other findings, the researchers noted that some smart TV apps "send the advertising ID alongside static PII [personally identifiable information] values, effectively eliminating the user's ability to opt out of ad personalization."
So this is not exactly a new issue. And as is the case with social media privacy controls, consumers often don't understand how to limit CTV tracking to the extent that's actually possible.
In this hope that something will change after years of hand waving, CDD has written letters to officials at the FTC [PDF], FCC [PDF], the California Privacy Protection Agency [PDF], and California attorney-general Rob Bonta [PDF] to remind them that CTVs appear to flout privacy rules.
Asked if there's a reason the CDD expects its latest entreaty to prompt action from the regulators after almost a decade of concerns about CTVs, Chester told The Register that the various agencies responded very favorably.
"I do not believe they knew the extent of it," he replied. "Now they do. Besides, and as you know, CTV and adtech connected practices have mushroomed in the last three to four years. We are at a different place than in 2016."
Indeed, data brokers are spending increasing amounts on lobbying to dilute or derail privacy bills.
For its part, the FTC appears to be aware of the problem, having just last month issued its own report expressing concern about rampant data grabbing among social media and video streaming corporations.
Still, the US does not have a federal data privacy law - much less a plan to bring deep-pocketed data snoops and sellers to heel. (r)
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Intruders stayed for free on the network between 2014 and 2020    
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Marriott has agreed to pay a $52 million penalty and develop a comprehensive infosec program following a series of major data breaches between 2014 and 2020 that affected more than 344 million people worldwide.
This comes as a result of two settlements announced today: one involving a coalition of 49 state attorneys general and the District of Columbia, which had launched an investigation after network intruders stole sensitive customer information, including some financial details. The $52 million will be distributed among all 50.
The second settlement [PDF], reached with the US Federal Trade Commission, will require Marriott International and its subsidiary Starwood Hotels and Resorts Worldwide to, among other things, implement better cybersecurity practices and certify compliance to the FTC for 20 years, plus provide customers an easy way to tell the hotel chains to delete their personal information collected.
Per usual, in agreeing to the settlements, "Marriott makes no admission of liability with respect to the underlying allegations," according to a statement on the hotel's website and both agreements.
"As part of the resolutions with the FTC and the State Attorneys General, Marriott will continue implementing enhancements to its data privacy and information security programs, many of which are already in place or in progress," the statement continued. 
"For example, Marriott is offering US customers a process to request deletion of their personal information, offering an online portal for Marriott Bonvoy members to report potentially suspicious loyalty account activity, and implementing a multi-factor authentication option for Marriott Bonvoy accounts," it added.
Both of the investigations stemmed from a series of network intrusions between 2014 and 2020 across Marriott, which manages more than 7,000 properties globally and Starwood, which Marriott acquired in 2016.
The first breach involved payment card info belonging to more than 40,000 Starwood customers, according to the FTC's proposed complaint [PDF]. 
Four days after Marriott announced it had bought Starwood, the subsidiary notified customers that data thieves had spent 14 months on its network, beginning in June 2014, when they snarfed up customers' names and card numbers before being booted off the systems.
The second breach began around July 2014, and went undetected for more than four years, until September 2018. This one involved the theft of more than 339 million Starwood guest account records, including 5.25 million unencrypted passport numbers. 
A third breach, beginning in September 2018, affected Marriott's network and took almost two years to detect -- this one wasn't spotted until February 2020. This gave the intruders plenty of time to steal names, physical and email addresses, phone numbers, month and day of birth, and loyalty account information belonging to 1.8 million Americans.


	Marriott Hotels admits to third data breach in 4 years


	Marriott Hotels hacked AGAIN: Two compromised employee logins abused to siphon off 5.2m guests' personal info


	Marriott: Good news. Hackers only took 383 million booking records ... and 5.3m unencrypted passport numbers


	Marriott fined PS0.05 for each of the 339 million hotel guests whose data crooks were stealing for four years


All of these breaches were made possible by Marriott and Starwood's allegedly non-existent security, which, according to the complaint, included poor password management and access control practices, shoddy network segmentation and software patching procedures, multi-factor authentication that wasn't turned on in all instances, and inadequate log and network monitoring.
To resolve these complaints -- and, again, without admitting any guilt -- Marriott has agreed to pay the US states and Washington, DC $52 million. To put this in perspective: the global hotel giant raked in about $23.71 billion in revenue in 2023. So it's not going to miss the $52 million distributed among the states.
Plus, it also agreed to implement a series of practices designed to improve its data security and minimize the info it collects from customers. This includes only retaining personal information for as long as is necessary to fulfill the purpose for which it was collected.
Both companies will also provide a link where customers can tell the hotels to delete any personal information associated with their email or loyalty rewards program account number.
Additionally, under the agreements, Marriott and Starwood are required to establish an information security program that will undergo an independent, third-party assessment every two years. This, among other things, includes using MFA, network segmentation and data encryption.
And finally, the companies must provide a method for consumers to request a review of unauthorized activity in their Marriott Bonvoy loyalty rewards accounts. Marriott has also pledged to restore any loyalty points stolen by cybercriminals. (r)
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    Severe solar storm could disrupt power, communications

    
On the bright side, auroras may dazzle skies as far south as mid-latitudes    
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Watch out, Earth: There's another strong geomagnetic storm headed our way from the Sun, following the G5-class one that hit back in May.
The US National Oceanic and Atmospheric Administration's Space Weather Prediction Center (SWPC) warned today that a coronal mass ejection (CME) detected on October 8 is moving fast - somewhere between 1,200 and 1,300 kilometers per second - and will likely strike Earth sometime early tomorrow, October 10. 
According to SWPC, the storm has the potential to reach G4 levels upon its arrival, putting it at just shy of the G5 maximum for geomagnetic storms.
At G4 strength, the center noted effects may include widespread voltage control problems, interference with spacecraft operations, aurora borealis at lower altitudes than expected, and interruption to terrestrial communications.
Along with the G4 storm, the SWPC said the CME headed for Earth will also bring with it an S3-level solar radiation storm, which could harm astronauts and passengers on high-flying aircraft, disrupt solar panel efficiency, and degrade radio and navigation signal propagation. An R3-level radio blackout is also expected from the CME that originated with yesterday's X1.8 solar flare (relatively low in strength, but potentially disruptive due to its direct path toward Earth), potentially causing loss of high-frequency radio and degradation of low-frequency signals that could last for tens of minutes. 
Hey, Sun - knock it off?
It's been a busy year for our star, with a massive X6.3 solar flare in February, and Earth being hit by a G5-level geomagnetic storm in May. If you're hoping things will calm down in the near future - sorry, we still have some more solar activity to endure. 
We're approaching the peak of solar cycle 25, which began in December 2019 and is expected to peak next July. The NOAA previously predicted that cycle 25 would be a relatively calm one, but said during a press briefing today that it's already revised its prediction upward given the previous May storm. Instead of predicting between 137 and 166 sunspots (which give birth to CMEs), the SWPC believes we'll see between 165 and 186 of them. 
"We have a good number [of G4 events] through the maximum of a solar cycle," SWPC service coordinator Shawn Dahl said during the briefing. G5-level storms, however, are rare. The October CME has the potential to reach G5, Dahl said, and if it does that would mark a rare moment when two G5 storms occurred within months of each other. 
"We went through the entire previous cycle without reaching G5," Dahl noted. The May event, Dahl said, was the first G5 storm since 2003.


	British railway system is getting another excuse for delays - solar storms


	China reveals space weather radar it claims represents a breakthrough


	Is your datacenter safe from the next X-class solar flare?


	Starlink suffers 'degraded service' from solar storm but emerges intact


The SWPC said it won't know the storm's true strength until it gets within one million miles of Earth, which is expected early tomorrow, about 15 to 30 minutes before reaching Earth.
But while this storm has the potential to be worse than our previous brush with a CME, Dahl said it likely won't reach the severity of the May storm.
"During the one in May, we had a series of CMEs that swept everything together and enhanced the effect," Dahl said. "This time we only have one." 
The peak of solar activity in this busy cycle is coming next year, but that doesn't mean the solar maximum is over, Dahl said. Storms after the peak of a solar maximum can be even worse than earlier ones because of the position of sunspots. 
Early in a maximum, sunspots form closer to the Sun's poles before slowly migrating toward its equator. We still have around ten degrees to go before the Sun's many spots reach the equatorial region, Dahl said. 
In short, we'll likely see plenty of storms, and southerly auroras, in the next year, but this one might be a slight disappointment for space weather watchers. Either way, keep an eye on the SWPC space weather forecast tomorrow morning to ensure this one won't disrupt your day. (r)
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    National Public Data files for bankruptcy, admits 'hundreds of millions' potentially affected

    
One-man-band faces a mountain of lawsuits but has few assets    
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The Florida business behind data brokerage National Public Data has filed for bankruptcy, admitting "hundreds of millions" of people were potentially affected in one of the largest information leaks of the year.
In June, the hacking group USDoD put a 277.1 GB file of data online that contained information on about 2.9 billion individuals, and asked $3.5 million for it. The data came from National Public Data - a data brokerage owned by Jerico Pictures - which offered background checks to corporate clients via its API.
NPD confirmed it had been hacked in an attack on December 2023 and initially said just 1.3 million people had lost personal details, such as "name, email address, phone number, social security number, and mailing address(es)." But in the court documents filed for bankruptcy, the business concedes the total is much higher.
"The debtor is likely liable through the application of various state laws to notify and pay for credit monitoring for hundreds of millions of potentially impacted individuals," the bankruptcy petition [PDF] from Jerico Pictures states.
"As the debtor's schedules indicate, the enterprise cannot generate sufficient revenue to address the extensive potential liabilities, not to mention defend the lawsuits and support the investigations. The debtor's insurance has declined coverage."


	National Public Data tells officials 'only' 1.3M people affected by intrusion


	That cyber-heist of 2.9B personal records? There's a class-action lawsuit looming for that


	Crooks threaten to leak 3B personal records 'stolen from background check firm'


	TransUnion reckons big dump of stolen customer data came from someone else


According to the filing, the organization is facing more than a dozen class-action lawsuits over the data loss and potential "regulatory challenges" from the FTC and more than 20 US states. Any plaintiffs will have a hard time getting any money out of Jerico, however, since the documents state the business has very limited physical assets.
In the accounting document [PDF], the sole owner and operator, Salvatore Verini, Jr, operated the business out of his home office using two HP Pavilion desktop computers, valued at $200 each, a ThinkPad laptop estimated to be worth $100, and five Dell servers worth an estimated $2,000.
It lists $33,105 in a corporate checking account in New York as its assets, although the business pulled in $1,152,726 in the last financial year, and estimates its total assets are between $25,000 and $75,000 in total.
It also lists 27 domains with a value of $25 apiece. These include the corporate website - now defunct - as well as a host of other URLs including criminalscreen.com, RecordsCheck.net, and asseeninporn.com.
This isn't the first time a data brokerage has been hacked and it won't be the last, we're told.
The National Public Data incident shows the need for clear state and local laws on data privacy Lena Cohen, staff technologist for the EFF, told The Register. "The data broker industry is the wild west of unregulated surveillance," she said. "It's a vast, interconnected, opaque industry with hundreds of companies people have never heard of making billions of dollars per year selling your personal data. Without strong privacy legislation individuals face an uphill battle sorting things out in cases like this."
Without strong privacy laws, companies in the sector have every incentive to collect as much personal data as possible and very little to actually protect it, she commented. These would be useful on a federal level but even those states with privacy laws in statute books have difficulty enforcing them.
There was no comment from Mr. Verini at the time of publication. (r)
Editor's note: This story was amended post-publication with comment from the EFF.
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    Nobel Chemistry Prize goes to AlphaFold, Rosetta creators - another win for AI

    
Let's just hope they don't give the literature award to a bot, too    
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This year's Nobel Prizes are shaping up to be a triumph for AI. After awarding the physics prize to early AI pioneers yesterday, the chemistry prize has now gone to the creators of AI protein prediction platform AlphaFold and protein design tool Rosetta.
DeepMind cofounder and CEO Demis Hassabis and director John Jumper will share half of the Nobel Prize in Chemistry for their work on AlphaFold models. The second generation can predict almost all known protein structures - more than 200 million in total. 
"The team trained AlphaFold2 on the vast information in the databases of all known protein structures and amino acid sequences and the new AI architecture started delivering good results," the Nobel committee said [PDF]. 
When it entered the 2020 Critical Assessment of Protein Structure Prediction (CASP) competition, AlphaFold2 performed almost as well as X-ray crystallography (the prior gold standard in modeling protein structures) "in most cases," the committee added. "Previously, it often took years to obtain a protein structure, if at all. Now it can be done in a few minutes."
Jumper, who came to DeepMind after the Google subsidiary had already built the initial AlphaFold that improved on prior CASP results but was still only about 60 percent accurate, was essential to DeepMind 2's success, the Nobel body said. 
"AlphaFold2 was coloured by Jumper's knowledge of proteins," the committee explained. "The team also started to use the innovation behind the recent enormous breakthrough in AI: neural networks called transformers." 
So maybe some additional AI tech helped, too. 
Your bespoke protein is ready
Although AlphaFold has been fundamental in helping humans become better predictors of protein shapes, which play a critical role in their function, it can't develop drugs or make anything new. 
That's where Rosetta, designed by University of Washington biochemistry professor David Baker, comes in.
Baker developed his own protein prediction software, dubbed Rosetta, in the 1990s, and when it entered the CASP competition in 1998, it did well "in comparison to other participants," the Nobel committee said. After the competition, Baker and his team got the idea to use the software in reverse: Instead of using amino acid sequences to predict the shape of a protein, they began experimenting on whether inputting the shape of a desired protein would suggest an amino acid sequence to create it. 


	AI and robots join forces to cook up proteins faster


	DeepMind spinoff Isomorphic claims AlphaFold 3 predicts bio-matter down to the DNA


	AI drug algorithms can be flipped to invent bioweapons


	Boffins deem Google DeepMind's material discoveries rather shallow


Lo and behold, it worked perfectly and led to the creation of Top7, "the first protein that was entirely different to all other known existing proteins," according to the Nobel folks.
Proteins are fundamental to understanding biochemistry and are involved in the creation of biological structures like muscles, as well as chemicals like hormones and antibodies. By enabling the creation of new proteins, humans can do all sorts of things. 
"This can lead to new nanomaterials, targeted pharmaceuticals, more rapid development of vaccines, minimal sensors and a greener chemical industry - to name just a few applications," the committee said. 
The chemistry Nobel being awarded for AI development marks the second time this year. The Nobel in physics was awarded yesterday to John Hopfield for his work developing early neural networks, and to AI godfather Geoffrey Hinton for giving machines the ability to interpret information they're trained to recall. 
Three Nobels have been awarded so far this year; the first, for physiology and medicine, went to Victor Ambros and Gary Ruvkun for the discovery of microRNA, which regulates gene expression and protein production. Nobel prizes for literature and peace have not yet been handed out. (r)
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    US DoJ wades into Realtek lawsuit that accuses MediaTek of patent abuse

    
Fabless chip shop alleged to be hiring 'litigation hit men' to kneecap rival    
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Taiwanese chip firm MediaTek is under scrutiny with the US Department of Justice (DoJ) taking an interest in an antitrust dispute with semiconductor compatriot Realtek.
MediaTek, a fabless chip company targeting smartphones, wireless comms, and other applications, is the subject of a lawsuit from Realtek launched last year, which alleges that its rival conspired with "patent trolls" to file meritless infringement cases against it.
Those patent infringement cases centered on chips used in television sets, for which MediaTek is understood to have in excess of a 70 percent market share.
In a court filing [PDF] on October 4, the DoJ says that it has submitted a Statement of Interest on behalf of the United States to underscore the "anticompetitive potential and the unprecedented nature" of the litigation bounty agreement claimed by Realtek in its complaint.
"Courts reviewing the underlying patent claims have already expressed alarm upon seeing the bounty provision, stating it is improper and should be discouraged as a matter of public policy," the document states.
Realtek alleged in its original complaint that MediaTek was paying a patent assertion company a "secret bounty" to file patent litigation cases in the US courts, with the intent of harassing Realtek and causing it to divert resources away from product development.
The chip designer named Future Link Systems LLC as the patent assertion company in question, as well as the outfit's parent company, IPValue Management, in the complaint, labeling the pair as "patent trolls."
Realtek alleged that it discovered this arrangement during the discovery process relating to one of the patent infringement cases, when it uncovered a license agreement between MediaTek, IPValue, and Future Link that included the litigation bounty provision.
The firm alleges that following the bounty agreement, the patent assertion companies filed six baseless infringement suits, four of them against Realtek and a further two against Amlogic, another TV chip competitor.
However, the defendants filed a motion to dismiss the case, claiming that the Noerr-Pennington doctrine barred Realtek's claims, arguing that the entire allegedly anticompetitive conduct of the companies is "incidental to protected petitioning activity."


	Cloudflare beats patent troll so badly it basically gives up


	AWS must fork out $30.5M after losing P2P network patent scrap


	Open source orgs strengthen alliance against patent trolls


	IBM scores $45M zinger from Zynga in patent wringer


This is where the DoJ gets involved: Its filing states that Realtek's complaint sufficiently alleges that the serial lawsuits filed by the patent assertion companies are a sham. If true, this would mean that the bounty agreement does not merit Noerr-Pennington protection, or so the argument goes.
Even if the patent cases are not shams, however, the bounty agreement is "not petitioning or incidental to petitioning," and the DoJ warns that "exemptions from the antitrust laws should be construed narrowly," calling for hesitation before applying these on a motion to dismiss.
Going further, the DoJ filing states: "If defendants' arguments are accepted, Noerr-Pennington would be improperly applied to protect well-pleaded serial sham petitioning activity from discovery and exempt anticompetitive activity unrelated to petitioning. A ruling in defendants' favor would improperly expand Noerr-Pennington to protect run-of-the-mill anticompetitive activity."
The filing concludes: "For the reasons above, we urge this Court (i) to hold that bounty provisions such as the one at issue should be scrutinized as a way to raise rivals' costs; and (ii) to avoid applying the Noerr-Pennington doctrine to protect the alleged anticompetitive bounty provision from antitrust scrutiny."
In a statement to The Register, a spokesperson for Realtek commented: "Realtek filed this case to fight against the abuses of patent trolls and a conspiring monopolist and the costs they impose on TV consumers everywhere. The DoJ's Statement of Interest confirms Realtek's case should move forward to discovery.
"The DoJ's statement makes clear that large companies cannot secretly hire patent trolls as litigation hit men to harm their smaller competitors. The United States' interest in this case is the same as Realtek - to protect consumers from abusive and anticompetitive practices."
We asked MediaTek and IPValue Management for their reaction, and will update with any response. (r)
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