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      Biting the hand that feeds IT -- Enterprise Technology News and Analysis


      
        Manifest file destiny: Declare your funding needs via JSON
        Thomas Claburn

        India-based stockbroker Zerodha pledges $1M a year for open source projects Zerodha, an India-based stock brokerage, has launched a fund to support open source software, to which the company attributes its existence and success....

      

      
        Western Digital releases firmware fix for SSDs blighted by Windows 11 24H2 BSODs
        Richard Speed

        Microsoft tells us it is investigating the issue... Phew, that's ok then Microsoft says it is looking into reports that certain Western Digital SSDs are causing trouble for users of Windows 11 24H2 on some devices....

      

      
        Brazilian police claim they've cuffed serial cybercrook behind FBI and Airbus attacks
        Connor Jones

        Early stage opsec failures lead to landmark arrest of suspected serial data thief Brazilian police are being cagey with the details about the arrest of a person suspected to be responsible for various high-profile data thefts.... 

      

      
        HMD delivers Android Digital Detox feature to stop you scrolling your life away
        Liam Proven

        Update for Skyline phone brings selective distraction blocking A couple of months after launch, an OS update has delivered one of the Nokia HMD Skyline's headline features....

      

      
        TSMC revenue up 36% as world+dog demands AI and smartphone chips
        Dan Robinson

        Biggest semi contract manufacturer - and Nvidia supplier - building out capacity in US and Europe Taiwan's semiconductor giant TSMC has reported a good third quarter with revenue up 36 percent over a year ago, due to strong demand from chip companies for smartphone and AI-related silicon....

      

      
        Post Office CTO had 'nagging doubts' about Horizon system despite reliability assurances
        Lindsay Clark

        As 'heat' built from campaigners, tech boss kept telling MPs everything was fine The former CTO of the Post Office had "nagging doubts" about the Horizon system at the center of one of the most far-reaching miscarriages of justice in UK history, yet he continued to sign off statements to MPs attesting to its security and reliability....

      

      
        Elon Musk's disaster relief promises: Should we believe the hype?
        Steven J. Vaughan-Nichols

        When you look behind the headlines, you'll find unfulfilled commitments Opinion  I live in Asheville, North Carolina. You may have seen my hometown in the news over the last few weeks after Hurricane Helene wrecked the place....

      

      
        UK electronics firms want government to stop taxing trash and let them fix it instead
        Dan Robinson

        CLEAR group calls for VAT to be dropped on spare parts, repairs, labor A newly formed group of UK electronics companies is advocating for the removal of VAT on electronic spare parts, repairs, and labor in the government's upcoming autumn budget, claiming this would encourage consumers to get kit repaired instead of replacing it.... 

      

      
        WeChat devs introduced security flaws when they modded TLS, say researchers
        Connor Jones

        No attacks possible, but enough issues to cause concern Messaging giant WeChat uses a network protocol that the app's developers modified - and by doing so introduced security weaknesses, researchers claim....

      

      
        Anonymous Sudan isn't any more: Two alleged operators named, charged
        Simon Sharwood

        Gang said to have developed its evilware on GitHub - then DDoSed GitHub Hacktivist gang Anonymous Sudan appears to have lost its anonymity after the US Attorney's Office on Wednesday unsealed an indictment identifying two of its alleged operators....

      

      
        Elon Musk's X isn't important enough to feel the full force of EU regulation
        Iain Thomson

        DMA gatekeeper status denied, meaning X can carry on without extra compliance chores The EU has said it won't classify Elon Musk's X as "gatekeeper" - the bloc's designation for the most significant digital platforms- because it doesn't think the social network is that big a deal....

      

      
        Oh, what a feeling: Toyota building robots that get better with practice
        Laura Dobberstein

        Bots that learn to peel potatoes is a lot less scary than Black Mirror Boston Dynamics and Toyota Research Institute (TRI) announced on Wednesday they're partnering to combine the former's multi-jointed athletic humanoid, Atlas, with TRI's large behavior models (LBM)....

      

      
        China launches plan to lead the world in space exploration
        Simon Sharwood

        Long-term research program includes building Moon bases, finding habitable exoplanets, and probing 'space-time ripples' China yesterday revealed its space exploration plans between now and the year 2050, and one of the nation's goals is finding habitable planets beyond our solar system.... 

      

      
        Wipro orders hybrid work as other tech giants make full-time pants-wearing mandatory
        Laura Dobberstein

        India's services giants think their consultants can serve you from wherever Indian IT outsourcer Wipro bucked recent trends this week, when it announced it would allow its employees remote work....

      

      
        Datacenter CEO faked top-tier IT reliability cert to snag $10.7M SEC deal, DoJ claims
        Brandon Vigliarolo

        The Uptime Institute rates availability. The 'Uptime Council' ... apparently doesn't exist Updated  It's one thing to stretch the truth in your marketing material, but allegedly lying about your datacenter's qualities to lure the US Securities and Exchange Commission as a customer is a whole other matter....

      

      
        US contractor pays $300K to settle accusation it didn't properly look after Medicare users' data
        Connor Jones

        Resolves allegations it improperly stored screenshots containing PII that were later snaffled A US government contractor will settle claims it violated cyber security rules prior to a breach that compromised Medicare beneficiaries' personal data....

      

      
        Intel lets go of 2,000 staff at Oregon R&D site, offices in Texas, Arizona, California
        Tobias Mann

        Layoffs follow more than 7,500 voluntary departures, early retirements Intel this week handed out pink slips to more than 2,000 workers across the United States....

      

      
        Critical default credential bug in Kubernetes Image Builder allows SSH root access
        Jessica Lyons

        It's called leaving the door wide open - especially in Proxmox A critical bug in Kubernetes Image Builder could allow unauthorized SSH access to virtual machines (VMs) thanks to default credentials being enabled during the image build process.... 

      

      
        Volkswagen monitoring data dump threat from 8Base ransomware crew
        Iain Thomson

        The German car giant appears to be unconcerned The 8Base ransomware crew claims to have stolen a huge data dump of Volkswagen files and is threatening to publish them, but the German car giant appears to be unconcerned....

      

      
        Bandai Namco reportedly tries to bore staff into quitting, skirting Japan's labor laws
        Brandon Vigliarolo

        Welcome to the oidashi beya, aka expulsion rooms The next time you feel dehumanized by rumors of surprise HR meetings popping up on calendars amidst layoff rumors, be glad you don't work at game studio Bandai Namco in Japan. ...

      

      
        Critical hardcoded SolarWinds credential now exploited in the wild
        Jessica Lyons

        Another blow for IT software house and its customers A critical, hardcoded login credential in SolarWinds' Web Help Desk line has been exploited in the wild by criminals, according to the US Cybersecurity and Infrastructure Security Agency, which has added the security blunder to its Known Exploited Vulnerabilities (KEV) Catalog....

      

      
        FTC drops hammer on unwanted subscriptions with 'click to cancel' rule
        Thomas Claburn

        It 'will end these tricks and traps, saving Americans time and money' The US Federal Trade Commission on Wednesday announced a final "click-to-cancel" rule that aims to simplify the process of ending unwanted subscriptions to products and services....

      

      
        China's infosec leads accuse Intel of NSA backdoor, cite chip security flaws
        Jessica Lyons

        Uncle Sam having a secret way into US tech? Say it ain't so A Chinese industry group has accused Intel of backdooring its CPUs, in addition to other questionable security practices while calling for an investigation into the chipmaker, claiming its products pose "serious risks to national security."... 

      

      
        Amazon makes $500M bet on itty-bitty nuclear reactors to fuel cloud empire
        Tobias Mann

        The duo eyes a target of 5 GW online in US by 2039, assuming tech comes to fruition With energy scarcity threatening to derail datacenter ambitions, cloud providers are looking for salvation in the atom....

      

      
        Opening up the WinAmp source to all goes badly as owners delete entire repo
        Liam Proven

        As badly as the later development of the player itself, really The owners of WinAmp have just deleted their entire repo one month after uploading the source code to GitHub. Lots of source code, and quite possibly, not all of it theirs....

      

      
        'Newport would look like Dubai' if guy could dumpster dive for lost Bitcoin drive
        Richard Currie

        To Wales now, where crypto bro sues to be allowed to excavate landfill site Last time we met 39-year-old James Howells from Newport, Wales, he was petitioning his local council to let him excavate a garbage dump in pursuit of a lost hard drive he believes holds the key to 7,500 Bitcoin. Now he is suing the authority to force its hand....

      

      
        WhatsApp may expose the OS you use to run it - which could expose you to crooks
        Iain Thomson

        Meta knows messaging service creates persistent user IDs that have different qualities on each device Updated  An analysis of Meta's WhatsApp messaging software reveals that it may expose which operating system a user is running, and their device setup information - including the number of linked devices.... 

      

      
        Cisco confirms 'ongoing investigation' after crims brag about selling tons of data
        Jessica Lyons

        Networking giant says 'no evidence' of impact on its systems but will tell customers if their info has been stolen UPDATED  Cisco has confirmed it is investigating claims of stealing -- and now selling -- data belonging to the networking giant.... 

      

      
        Digital River runs dry, hasn't paid developers for sales since July
        Thomas Claburn

        Vendor told El Reg the biz's law firm claims merchant debts aren't valid obligations Digital River has not paid numerous merchants since midsummer for software and digital products they sold through its MyCommerce platform....

      

      
        Sysadmins rage over Apple's 'nightmarish' SSL/TLS cert lifespan cuts
        Jessica Lyons

        Max validity down from 398 days to proposed 45 by 2027 Apple wants to shorten SSL/TLS security certificates' lifespans, down from 398 days now to just 45 days by 2027, and sysadmins have some very strong feelings about this "nightmarish" plan. ...
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        Original URL: https://www.theregister.com/2024/10/17/zerodha_open_source_fund/
    

    Manifest file destiny: Declare your funding needs via JSON

    
India-based stockbroker Zerodha pledges $1M a year for open source projects    


    
        By 
Thomas Claburn        
    

    
        Posted in Software,
        
            17th October 2024 17:00 GMT
        
    


    
Zerodha, an India-based stock brokerage, has launched a fund to support open source software, to which the company attributes its existence and success.
In order to apply, all that's required is publishing a funding.json manifest file on the open source project's website or code repository and submitting the URL to a fund directory.
Kailash Nadh, CTO of Zerodha, announced the $1 million annual funding commitment for Free/Libre and Open Source Software (FOSS/FLOSS) projects. (Free software and open source software have some tedious distinctions.)
"Without the high quality FOSS projects that we have freely downloaded and used to build our organization, products, and services, we would not exist as we do today - free as in both cost and freedom," said Nadh. "A significant portion of our success and growth is owed to FOSS, encompassing everything from programming languages to operating systems, to databases, web servers, front-end frameworks, productivity tools, code editors, and absolutely everything."
The financial firm relies on programming languages including Go, Python, Java, JavaScript, and Dart; databases such as PostgreSQL, ClickHouse, Redis, SSDB, ScyllaDB, DuckDB, and MySQL; and other projects like Nginx, Vector, and Rundeck, to name just a few elements of its technology stack.
Nadh observes that while almost every technology company founded in the last decade owes a debt to FOSS, whether acknowledged or not, the scarcity of funding for open source projects has become a matter of acute concern, particularly as some cloud companies commercialize open source without giving much, if anything, back to the community.
This incidentally reflects Automattic CEO and WordPress co-creator Matt Mullenweg's rationale recently for demanding payment from WP Engine. WP Engine hosts websites built with the open source WordPress content management system and, according to Mullenweg, hasn't contributed enough of its revenue to support WordPress.
Getting paid for developing free software has always been a challenge. It has led companies like HashiCorp, Elastic, Neo4j, MongoDB, Redis, and Sentry to try alternative software licenses that attempt to limit competition from richer rivals. And it remains an area of active discussion and innovation through initiatives like Open Collective, GitHub Sponsors, and Bruce Perens' Post Open project.


	Open-sourcing of WinAmp goes badly as owners delete entire repo


	FTC drops hammer on unwanted subscriptions with 'click to cancel' rule


	Parents take school to court after student punished for using AI


	Google's memory safety plan includes rehab for unsafe languages


Zerodha, said Nadh, has made various contributions over the years, pointing to its investment in ERPNext, co-founding FOSS United Foundation in India, and participating in the founding of OASIS (Open-Source Alliance for Social Innovation and Sustainability).
The company's FLOSS/fund represents an effort to lower the informational and bureaucratic barriers that backers face when trying to figure out how to allocate funds and that developers face when they seek support. By adding a funding.json manifest file to websites or repos, software developers can make their support requests programmatically accessible.
The FLOSS/fund website explains that the funding.json file "is a self-contained manifest file that FOSS (Free and Open Source Software) projects, developers, and communities can host on their websites or repositories to describe their financial requirements in a structured, machine-readable manner. It acts like a robots.txt file or a progressive web app manifest, allowing it to be publicly crawled and indexed, to make projects in need of financial assistance discoverable."
Projects can apply for $10,000, $25,000, $50,000, $75,000, or $100,000 in funding per year. Applications are publicly visible and Zerodha's investment committee will evaluate applications quarterly based on the associated project's "value, impact, criticality, and innovation." Funding decisions will be communicated via email and those accepted will be asked to complete the appropriate paperwork.
Nadh cites several reasons for undertaking this funding effort, including a sense of goodwill and reciprocity as a FOSS beneficiary, helping the ecosystem that businesses depend upon, applying peer pressure on other firms to support FOSS, expanding FOSS sustainability models, and exploring whether the funding.json manifest experiment can make financial needs easier to discover.
"Ensuring that this ecosystem thrives, without inadvertently turning parts of it into a classic tragedy of the commons, everything aside, is good, logical business strategy," he said. "At the very least, a profitable business should allocate a tiny fraction of its profits to support the projects it is directly reliant on." (r)
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        Original URL: https://www.theregister.com/2024/10/17/western_digital_releases_a_firmware/
    

    Western Digital releases firmware fix for SSDs blighted by Windows 11 24H2 BSODs

    
Microsoft tells us it is investigating the issue... Phew, that's ok then    


    
        By 
Richard Speed        
    

    
        Posted in OSes,
        
            17th October 2024 15:30 GMT
        
    


    
Microsoft says it is looking into reports that certain Western Digital SSDs are causing trouble for users of Windows 11 24H2 on some devices.
The problem was first noted by WindowsLatest.com, and a lengthy thread in the Western Digital forums documents the attempts users have made to deal with it.
A Microsoft spokesperson confirmed to The Register that it was aware of the complaints and is investigating. At the time of writing, the company hasn't added the glitch to the list of known issues with Windows 11 24H2.
It certainly appears to be something to do with Windows 11 24H2 since users have reported that perfectly running systems soon became hopelessly borked with Blue Screen of Death errors after installing the update.
Although Microsoft has remained silent on whether it will apply a block to affected hardware as the issue is probed, Western Digital has admitted that - yes - it isn't just users' imagination. There is a problem. And the good news is that the company has released a patch to deal with it.
The update "Addresses an issue with the HMB (Host Memory Buffer) for certain models of Western Digital and SanDisk SSDs, where the drive may cause a BSOD on Windows 11 24H2." The affected NVMe SSDs are WD_BLACK SN770, WD_BLACK SN770M, WD Blue SN580, WD Blue SN5000, and SanDisk Extreme M.2. All are 2TB devices.
Western Digital also cautioned, "Microsoft may prevent systems with affected models from upgrading to Windows 11 24H2 until the firmware is updated."


	Thailand spins up approval for Western Digital to make more spinning rust


	Windows 11 Patch Tuesday preview is a glitchy disaster


	Post-CrowdStrike catastrophe, Microsoft figures moving antivirus out of Windows kernel mode is a good idea


	Microsoft's Patch Tuesday borks dual-boot Linux-Windows PCs


Things are starting to stack up a little for Windows 11 24H2. After a rollout that appeared to be going well, bugs began to crawl out of the operating system's woodwork. Earlier this week, the company admitted it managed to introduce a reporting error into the Disk Cleanup tool, which, while not as serious as a Blue Screen of Death, rattled the confidence of some users.
Windows 11 24H2 shipped with several known hitches involving fingerprint sensors and compatibility with Intel Smart Sound Technology drivers. Since then, Microsoft has added the incorrect space reporting from the Disk Cleanup tool.
Users eying the updated operating system with some nervous would be forgiven for wondering, "What next?" (r)
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    Brazilian police claim they've cuffed serial cybercrook behind FBI and Airbus attacks

    
Early stage opsec failures lead to landmark arrest of suspected serial data thief    


    
        By 
Connor Jones        
    

    
        Posted in Cybersecurity Month,
        
            17th October 2024 14:00 GMT
        
    


    
Brazilian police are being cagey with the details about the arrest of a person suspected to be responsible for various high-profile data thefts.
The policia federal, aka the "PF," seized the suspect on Wednesday, noting they were being held in connection to online assaults on the FBI's InfraGard, Airbus, the US Environmental Protection Agency (EPA), and the PF itself.
The arrested individual wasn't named, although people didn't have to pull a muscle to make the connection to USDoD - the moniker used by a serial cybercriminal who has been active for years.
The suspect that police believe is USDoD was arrested in Belo Horizonte, the capital of Brazil's Minas Gerais state, as part of Operation Data Breach after cops issued search and seizure and preventative arrest warrants.
"The person under investigation will be charged with the offence of hacking into a computer device, qualified by obtaining information, with an increase in the penalty for commercializing the data obtained," the PF said in a statement (machine translated from Portuguese).
"The investigation will continue to identify any other cyber intrusions that may have been committed by the person under investigation," it went on to say.
USDoDoxxed
In August, an unknown source leaked - to Brazilian tech news site Tecmundo - what they claimed was a CrowdStrike intelligence report on the cybercrook linking them to a specific suspect, after which it was shared with law enforcement. That person was said to be Brazilian.
The Register asked CrowdStrike about the authenticity of this report but it didn't immediately respond.
Cyber sleuths have been speculating online about USDoD's identity, using clues gathered during the early years of the crim's activity when opsec was a little sloppier.
Since the arrest was made, other security researchers also published rundowns of ways in which the identity of the suspect they believe to be the serial breacher may have been unearthed using OSINT techniques. 
Never mind who, what did they USDoDo?
The biggest break-in? Allegedly, USDoD was behind an attack on the National Public Data, a major data broker in the US, early in 2024, seen by many as one of the most significant events in cybersecurity this year. The incident was recently confirmed to have bankrupted the business behind the broker.
Jerico Pictures, the company behind NPD, filed for bankruptcy in Florida earlier this month, admitting that hundreds of millions of people were potentially impacted by the data leak.
USDoD advertised a 277.1GB file for sale on an underground forum in June, which purportedly contained information on 2.9 billion people.
The miscreant was also fingered for the break-in at Airbus last year, in which 3,200 of the aerospace company's vendors had their data dumped online in a similar fashion to NPD.
Around the same time, USDoD also claimed responsibility for what he claimed to be a sizeable data theft at TransUnion. The company denied the attacker got into its own systems, saying it believed the attack targeted a third party instead, without offering any indication as to what that party might have been.
The US government is acutely aware of USDoD too, as the criminal was tied to break-ins and leaks of information from the EPA and the FBI's InfraGard - a public-private information-sharing network between the FBI and US businesses. (r)
    






        





This article was downloaded by calibre from https://go.theregister.com/feed/www.theregister.com/2024/10/17/brazil_usdod_arrest/



	Previous
	Articles
	Sections
	Next





	Previous
	Articles
	Sections
	Next







    
        Original URL: https://www.theregister.com/2024/10/17/hmd_skyline_digital_detox/
    

    HMD delivers Android Digital Detox feature to stop you scrolling your life away

    
Update for Skyline phone brings selective distraction blocking    


    
        By 
Liam Proven        
    

    
        Posted in Personal Tech,
        
            17th October 2024 12:39 GMT
        
    


    
A couple of months after launch, an OS update has delivered one of the Nokia HMD Skyline's headline features.
We took a look at HMD's Skyline repairable smartphone in August. This month, a software update has enabled one of the more interesting features of this user-repairable mid-range Android fondleslab - selective social media blocking.
HMD is the company that makes modern Nokia-branded handsets, and it markets some of them - essentially its 21st century feature devices - as "detox phones." Now the self-proclaimed largest smartphone maker in Europe is bringing Digital Detox to its premium model.
Digital Detox offers more than Android's built-in "Digital Wellbeing" tools such as Focus Mode. It aims to reduce the distracting allure of social networks when you need to concentrate, while leaving your phone working and usable.
You can invoke the app either via an optional button you can add to the phone's Quick Settings panel, or a screen-width widget that you can add to your home screen. Both share a logo showing a stylized fondleslab atop what we reckon is a yin-yang symbol.
[image: The main screen of the Digital Detox app. It's very flowery, for a feature which turns off other features.]
The main screen of the Digital Detox app. It's very flowery, for a feature which turns off other features - click to enlarge


It offers 14 categories of application it can block, plus an "Others" group for things it can't quite pin down. For us, that included the Aer Lingus app, BlueSky and Mastodon clients, and an applet that sets our wallpaper to NASA's Astronomy Picture of the Day. In each category, you can select specific apps to block, or block the whole category. You can also selectively block contacts from your address book, or all of them. You can schedule Detox activation, and also set a custom wallpaper for when it's on.
[image: The home-screen widget makes turning the mode on very visible. Just in case you happen to tend to forget...]
The home-screen widget makes turning the mode on very visible. Just in case you happen to tend to forget... - click to enlarge


When you activate the function, all the apps you've blocked become unavailable. Their icons are replaced with black circles with a grey padlock logo. You can't open them, or switch to them if they were already open, and they can't send notifications.
[image: With detox mode turned on, suddenly lots of app icons are locked out - and nameless.]
With detox mode turned on, suddenly lots of app icons are locked out - and nameless - click to enlarge


Manually activating the block offers three pre-programmed durations: one, two, or four hours, or a custom selection where you can choose a whole number of hours up to 24. Two levels of lock are available, the difference being that you can turn Soft Lock off again. If you choose Hard Lock, it can't be disabled until the time runs out without rebooting your phone.


	HMD Skyline: The repairable Android that lets you go dumb in a smart way


	Ten years ago Microsoft bought Nokia's phone unit - then killed it as a tax write-off


	Novelty flip phone strips out almost every feature possible to be as boring as possible


	Reddit gets a call from Nokia about patent infringement ahead of going public


While the idea is good, the snag is that we could still open the web browser and go to facebook.com or twitter.com no problem, even if the clients were blocked. During one of our previous efforts to curtail our addiction to pocket distraction machines, we removed all social network clients from our handset.
This is version 1.0.0 of the app, and it does what it says on the tin - but it will have to get considerably cleverer to foil determined Facebook junkies. We would suggest that HMD adds value by bundling some form of DNS-based ad-blocker, and while Detox Mode is active it redirects all blocked web domains to 127.0.0.1, or something like that.
Yet as a first effort, we like the idea. The functionality is also achievable by third-party apps, of which there are several. Having it built right in is easier, though, and should - in theory at least - be harder to circumvent (even if it's not, just yet).
There are also hardware distraction blockers out there, such as the Brick. Sadly iPhone-only for now, this gadget is effectively a fridge magnet that you stick to your desk (or wherever you need it) and puts your phone into distraction-free work mode when it's nearby.
Bonus points for trying, but the bars of the cage still need to be considerably stronger than this. (r)
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    TSMC revenue up 36% as world+dog demands AI and smartphone chips

    
Biggest semi contract manufacturer - and Nvidia supplier - building out capacity in US and Europe    


    
        By 
Dan Robinson        
    

    
        Posted in Systems,
        
            17th October 2024 11:48 GMT
        
    


    
Taiwan's semiconductor giant TSMC has reported a good third quarter with revenue up 36 percent over a year ago, due to strong demand from chip companies for smartphone and AI-related silicon.
The world's largest semiconductor contract manufacturer said its income for the third quarter ended September 30, 2024 stood at $23.50 billion in US dollars, a 36 percent jump in US dollar figures on the same period last year and 12 percent up on the previous quarter.
Shares in TSMC were 6 percent up in early premarket trade, and are now 80 percent higher in value than at the start of the year.
Senior VP and Chief Financial Officer Wendell Huang was unequivocal about what has been driving this leap in revenue: "Our business in the third quarter was supported by strong smartphone and AI-related demand for our industry-leading 3 nm and 5 nm technologies."
This is a situation Huang expects to continue through the fourth quarter, he added.
Broken down by process technology, those advanced 3 nm and 5 nm process nodes now account for more than half the company's revenue, as chipmakers such as Nvidia demand them for their latest products. 5 nm makes up 32 percent of this, with 3 nm accounting for 20 percent of revenue, even though TSMC is still ramping up volume production.
When looked at in terms of platform, high performance computing (HPC) comprised 51 percent of the silicon supremo's revenue, with smartphone-related manufacturing accounting for 34 percent. IoT chips made up only 7 percent of income, but are the fastest growing segment - up 35 percent quarter on quarter, while DCE (digital consumer electronics) fell by 19 percent.


	Samsung's HBM3E has been a disaster, but there's a path back


	AMD pumps Epyc core count to 192, clocks up to 5 GHz with Turin debut


	Arrow Lake splashdown: Intel pins hopes on replacement for Raptors


	TSMC and Amkor link up to bring advanced packaging stateside


Also during this quarter, TSMC broke ground on its first European fabrication facility, which is being constructed in Dresden, Germany and signed a deal with US semiconductor assembly and test firm Amkor Technology for an advanced packaging facility to be built in Peoria, Arizona.
Looking ahead to the end of the current fourth quarter, TSMC forecasts revenue to be up again to between $26.1 billion and $26.9 billion, no doubt on the back of the continuing demand for GPUs to drive model training - so long as the AI wave lasts, that is. (r)
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    Post Office CTO had 'nagging doubts' about Horizon system despite reliability assurances

    
As 'heat' built from campaigners, tech boss kept telling MPs everything was fine    


    
        By 
Lindsay Clark        
    

    
        Posted in Public Sector,
        
            17th October 2024 11:02 GMT
        
    


    
The former CTO of the Post Office had "nagging doubts" about the Horizon system at the center of one of the most far-reaching miscarriages of justice in UK history, yet he continued to sign off statements to MPs attesting to its security and reliability.
Horizon is an EPOS and back-end finance system for thousands of Post Office branches around the UK, first implemented by ICL, a technology company later bought by Fujitsu. From 1999 until 2015, around 736 subpostmasters and subpostmistresses were wrongfully convicted of fraud when errors in the system were to blame. A statutory inquiry into the mass miscarriage of justice launched in 2021 is ongoing.
During questioning at the Post Office Horizon IT inquiry this week, former IT boss Mike Young agreed it was his responsibility to make sure that what was said to Parliament was absolutely accurate, even though he had no personal contact with MPs about the Horizon system.
Young agreed he was aware of the "robust stance" on Horizon's reliability and security that the Post Office wanted to communicate to the government department responsible and its minister, Ed Davey, after his meeting with Sir Alan Bates, the subpostmaster who led the Justice For Subpostmasters Alliance (JFSA).
Flora Page, the lawyer representing former subpostmasters Lee Castleton and Seema Misra in the inquiry, suggested Young "didn't bother to find out" whether information given to MPs was accurate.
Young said he thought the stance was accurate based on information provided by Fujitsu and his own team.
However, in 2011, as "heat" from the media, campaigners, and MPs built, he said he started to have doubts.
"At the point that you've got more and more subpostmasters... it grew... the JFSA, saying the system was wrong. If you didn't have that nagging doubt, you've got a bit of a problem. It acts almost as a conscience check. What I said and maintained [was] I saw nothing in the Horizon system beyond what was in rollout, and then some of the change activities and the hardware failures that suggested Horizon was doing anything but what it was prescribed to do, and it certainly was within its SLAs, and where there were failings, they were highlighted."
Young said his opinion changed as evidence emerged in the Second Sight report [PDF], commissioned in 2012 to investigate problems with Horizon. The report identified system issues that caused account imbalances, and said the Post Office was focused on recovering the money and prosecuting subpostmasters rather than finding the cause of the problem.


	Post Office seeks more Horizon support as it continues hunt for replacement


	Post Office CEO tells inquiry: Leadership was in 'dream world' over Horizon scandal


	UK Lords push bill to tame rogue algorithms in public sector


	Inquiry hears UK government misled MPs over Post Office IT scandal


A second report in 2015 said the system could produce errors due to faulty or outdated equipment, communication errors, and lack of security.
As of 2011, Young told the inquiry this week, he became worried about issues around who could access and change account data in the system.
"I've no doubt about that because I thought that might be better policed, but it was addressed in a relatively short timescale," he said. "It's only with the hindsight of this inquiry and some of what I've learnt from the Second Sight Report that I now know, through that benefit, that some of the audit logging... wasn't as locked down as best practice would indicate and it was open to abuse."
However, Page maintained that in 2011 senior managers who were sending responses to the media attesting to the robustness and security in the Horizon system were the same people who had received a December 2010 email from Lynn Hobbs, the organization's general manager of network support, saying she had discovered that Fujitsu could put an entry into a branch account remotely.
Young responded: "We have to be careful about how we use our language. A backdoor is, for me, as for most people in tech... well, then there was no backdoor as far as I was concerned at this point."
The inquiry continues. (r)
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    Elon Musk's disaster relief promises: Should we believe the hype?

    
When you look behind the headlines, you'll find unfulfilled commitments    
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Opinion I live in Asheville, North Carolina. You may have seen my hometown in the news over the last few weeks after Hurricane Helene wrecked the place.
Many nearby smaller Blue Ridge Mountain communities, such as Swannanoa, Marshall, and  Chimney Rock, have been "wiped off the map."  At last report, there were 72 dead in my area. There will be more. Many are still missing and presumed dead.
With all that, not having power, water, internet, or cell service is its own kind of agony. Before I left town to regroup, I knew things were bad. How could they not be? In my neighborhood, trees and power lines were down everywhere, and we knew the French Broad and Swannanoa Rivers must have flooded badly. It wasn't until we were a hundred miles away that we could connect to the internet and see, to our horror, just how bad it really was.
So, when I heard tech billionaire Elon Musk was going to offer free Starlink terminals to people in western North Carolina, I thought that was great news. More fool me.
It turns out that Musk's free Starlink terminal service wasn't free at all. I know this will be a shock. True, you could get 30 days of free service. First, though, you must pay almost $400 for the equipment. And afterward, you'll be on the hook for a $120-a-month residential subscription. 
Let me tell you something about my home. The Asheville area runs on tourism. There is no tourism there today. There won't be any this month. There won't be any for the rest of the year.
Visitors need toilets. Without running water, we have minimal facilities. We won't have potable water for weeks. I won't be surprised if it takes months. No water, no tourists, no jobs, and no way for many people to pay for Starlink or anything else other than the bare necessities.
So, Musk's offer may have sounded good, but really, it's not much more than a PR stunt.
On top of that, in Helene's aftermath, Musk publicly accused the Federal Emergency Management Agency (FEMA) of blocking Starlink satellite internet deliveries to affected areas in North Carolina. As FEMA and US Transportation Secretary Pete Buttigieg pointed out, the emergency made normal flights impossible.
Musk finally conceded that point, but in the meantime he continued to broadcast and repeat the claims of others on X that FEMA was limiting disaster relief to $750 per person and that it was "seizing" donations and "claiming them as their own." 
I'm from there. FEMA was there on day one. FEMA representatives and many other federal employees from other agencies are there and helping. Musk? By encouraging these false claims, he's ensuring that gullible victims will be less likely to get the help they desperately need.
I should have known better. It's hardly the first time Musk has made big promises and failed to deliver. 
Consider, if you will, the 2018 Thai cave rescue. Musk offered to provide a miniature submarine to help rescue a dozen boys and their football coach trapped in a flooded cave. However, rescue operations commander Narongsak Osotthanakorn deemed the device "not practical," and it was never used. Musk's involvement turned sour when he baselessly accused one of the rescue divers of being a "pedo." Musk would later claim, successfully, that he hadn't meant that he was a pedophile.
Before that, though, following Hurricane Maria's devastation in Puerto Rico in October 2017, Musk promised to help restore power using Tesla's solar panels and Powerwall batteries. Again, it sounded great, but as one inhabitant said: "Was it good that Tesla came in and served our emergency needs? Of course. But it was terrible that they left their equipment to decay."


	Billionaire vows to turn 007's Lotus Esprit into actual submarine car


	First time's the charm: SpaceX catches a descending Super Heavy Booster


	Brazilian court sprays Musk's X with more fines for returning after ban


	Trump taps Musk to lead 'government efficiency' task force


Musk just isn't that good at following through on his promises. Leaving aside establishing a colony Mars, which is more inspirational than practical, he hasn't delivered on many others. For example, he's repeatedly promised fully autonomous self-driving Tesla vehicles since 2017. We're still not there. In 2019, Musk said we'd have a fleet of one million autonomous robotaxis real soon now. In 2024, Tesla just released a prototype Cybercab, and I, for one, am unimpressed.
I have a suggestion for Mr Musk. With a net worth of $269 billion, he's the world's richest person. Number two, and a long way back, is Amazon founder Jeff Bezos, with a mere $208 billion. In the meantime, much "poorer" rich people such as Dolly Parton have pledged $1 million to the Mountain Ways Foundation, a nonprofit dedicated to providing immediate assistance to Helene flood victims in Appalachia, and Taylor Swift contributed $5 million to Feeding America for the Helene and Milton relief effort. There are many worthy charities that are helping people now with their immediate needs that could use their money and help.
If Musk would prefer, how about offering free Starlink service for people in Helene's footprint for, say, six months? Or, for that matter, since Puerto Rico's power grid never fully recovered from Maria and was swatted again by a tropical storm, how about returning to set up Tesla solar and Powerwalls for the long run?
Musk could make a real positive difference in the world if he chose to. Or he could keep tweeting his right-wing friends and jumping around on stage with former President Trump. It's his choice. (r)
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    UK electronics firms want government to stop taxing trash and let them fix it instead

    
CLEAR group calls for VAT to be dropped on spare parts, repairs, labor    
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A newly formed group of UK electronics companies is advocating for the removal of VAT on electronic spare parts, repairs, and labor in the government's upcoming autumn budget, claiming this would encourage consumers to get kit repaired instead of replacing it.
The group, which calls itself CLEAR (Circular Leadership for Electronics and Recycling), says it aims to address the growing issue of electronic waste and the barriers preventing consumers from repairing rather than replacing electrical items.
Members of the group include consumer brands such as ProCook, Positec Power Tools Europe, Glen Dimplex Home Appliances, and Melitta, while the group is chaired by James Rigg, chief exec of Trojan Electronics, which provides repair, refurbishment, and resell services as well as contract manufacturing.
According to Rigg, getting rid of VAT charges on electronic repairs is a "crucial step" in creating a more circular economy. However, CLEAR is going further and also lobbying for the British government to follow the example of countries like Austria and France, which have introduced subsidies for electrical repairs. 
"With the upcoming budget, we believe it's essential to focus on VAT reduction as the first step toward broader circularity measures. This will make repairs more affordable, reduce electronic waste, and promote sustainability," Rigg said in a statement.
He claims that many consumers think it is cheaper to buy a new item than have their existing one repaired, and also hesitate to get their electronic kit fixed if the cost approaches the price of a new device.
Of course, if vendors find they no longer have to pay VAT on certain things to the government, they are sure to pass that benefit along to the consumer, right?
Trojan is backing up the CLEAR campaign with a consumer survey [PDF] the company conducted last year of 300 people about their purchasing habits with electronic goods.
It found 64 percent of respondents had bought a refurbished or repaired electronic product in the past, with 14 percent saying they had bought a refurbished smartphone.
The company claims that 82 percent of consumers recognized the role they could play in reducing e-waste, and says this highlights a growing demand for sustainable solutions.
According to the survey, most buyers had a positive experience of reconditioned kit, with 24 percent saying they couldn't tell their item was refurbished and 79 percent indicating they would buy one again.
Meanwhile, 41 percent of those in the survey said that quality was the most important attribute when making an electronic purchase, with 31 percent saying price is more important.
"Unsurprisingly, price is important to customers, particularly during the cost-of-living crisis," Rigg said. "However, we know that refurbished products offered at a lower price than brand-new ones open the market up to customers that otherwise wouldn't have bought a branded or top-of-the-range item, rather than taking away sales that would have been made anyway."


	John Deere accused of being full of manure with its right-to-repair promises


	iPhone 16 dubbed Apple's most repairable model in years


	Microsoft's latest Surface devices almost as easy to fix as they are to break


	Tesla's tight grip on repairs sparks courtroom showdown


Manufacturers selling their own reconditioned products would encourage consumers to opt for them, the survey found - as has been demonstrated by Apple and its Certified Refurbished iPhones and Macs. And 17 percent of customers would be more likely to buy revamped or repaired kit if such items were more visible in store or online.
Trojan reckons the global refurbished electronics market had a value of $85.42 billion in 2021, and is estimated to grow at an average rate of about 12 percent through 2031, totaling $272.91 billion that year.
The CLEAR group members have also discussed a range of other proposals, including a traffic light system for electronic kit similar to food labels; enhanced Right to Repair legislation; and improvements to curbside collection services for discarded electronic gear.
As is usual, the EU is ahead of any move the UK might make, with the European Parliament adopting a right-to-repair directive earlier this year, obliging manufacturers to repair products and make spare parts and tools available for "a reasonable price".
However, the chances of CLEAR succeeding in its efforts on VAT reduction seem slim when UK finance minister Rachel Reeves has indicated that she needs to fill a PS22 billion ($28.6 billion) funding shortfall that the current government blames on the previous Conservative administration. (r)
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    WeChat devs introduced security flaws when they modded TLS, say researchers

    
No attacks possible, but enough issues to cause concern    
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Messaging giant WeChat uses a network protocol that the app's developers modified - and by doing so introduced security weaknesses, researchers claim.
WeChat uses MMTLS, a cryptographic protocol heavily based on TLS 1.3. The devs essentially tweaked standard TLS but in turn that left the app with an encryption implementation, which "is inconsistent with the level of cryptography you would expect in an app used by a billion users, such as its use of deterministic IVs and lack of forward secrecy."
That's according to the University of Toronto's Citizen Lab, which carried out a comprehensive review of MMTLS's network security.
[image: rage]
Sysadmins rage over Apple's 'nightmarish' SSL/TLS cert lifespan cuts

READ MORE
It identified MMTLS in previous work, but a more thorough analysis revealed it offers two layers of encryption instead of one as first thought. Plaintext content is wrapped in what's referred to as "business-layer encryption" and the resulting ciphertext is then wrapped in MMTLS encryption, the ciphertext from which would be sent over the WeChat network.
Researchers found that most of the cryptographic security issues were in WeChat's AES-CBC-based business-layer encryption, which until the introduction of MMTLS in 2016 was the sole layer of encryption for network requests.
In fact, the only reason why researchers weren't able to successfully attack WeChat this time around was because this is now enveloped in MMTLS. Before, various types of attacks were possible such as a padding oracle attack, and just last year Citizen Lab claimed it found a different cryptography scheme developed by a Tencent company was still vulnerable to an attack of this type.
The most serious issue the researchers found, however, was that the business-layer encryption doesn't encrypt metadata such as user IDs and request URIs, leaking them in plain text. 
"It could be the case, for instance, that after MMTLS is terminated at the front WeChat servers (handles MMTLS decryption), the inner WeChat request that is forwarded to the corresponding internal WeChat server is not re-encrypted, and therefore solely encrypted using business-layer encryption," said Citizen Lab. 
"A network eavesdropper, or network tap, placed within WeChat's intranet could then attack the business-layer encryption on these forwarded requests. However, this scenario is purely conjectural. Tencent's response to our disclosure is concerned with issues in business-layer encryption and implies they are slowly migrating from the more problematic AES-CBC to AES-GCM, so Tencent is also concerned with this."
Ultimately, thanks to the wrapping of ciphertext in MMTLS, there are no vulnerabilities in WeChat's encryption protocol that could lead to any known attacks today. However, the issues described as "minor" ones by the researchers aren't present in the standard, unmodified version of TLS.
Messages sent using WeChat, to the researchers' understanding, are safe from eavesdroppers. Although, Tencent would still have to comply with any data requests from the CCP given local laws, and WeChat communications aren't end-to-end encrypted - the app's servers decrypt and read every message, Citizen Lab said.
The researchers may have stumbled on other findings if they had access to the version that's actually used in China. However, given the difficulty in accessing Chinese phone numbers due to government requirements linking them to national IDs, they had to use non-Chinese numbers, which makes the app behave differently.
A trend unique to China
Only in China is it common for developers to against the grain and whip up their own cryptography system, the researchers said, and generally none of these are as effective as the standard TLS 1.3 or QUIC implementations.
Citizen Lab spotted the same practices across various apps in recent years and despite previous concerns over the TLS certificate authority system, the standard implementations are usually the best options from a security perspective. They described it as "a growing, concerning trend unique to the Chinese security landscape."
Similarly, developers are also known in China to implement custom domain lookup systems to mitigate the pervasive actions of shady ISPs. They often engage in DNS hijacking to display ads or redirect web traffic for ad fraud. It's a longstanding, widespread issue that's been challenged by large internet companies, but it remains a problem nonetheless.
Much of WeChat's code, for example, is taken straight from Tencent Mars - an open source infrastructure component that provides apps with common fundamental functionality such as networking and logging.
Mars has a feature called NewDNS - an example of this bespoke domain lookup system present in WeChat.
The researchers believe Mars is highly prevalent in apps outside of WeChat, which the infoseccers said was a problem given that the component doesn't provide any transport encryption. MMTLS is not part of the open-source Mars component, it's bespoke to WeChat.


	700K+ DrayTek routers are sitting ducks on the internet, open to remote hijacking


	ServiceNow root certificate blunder leaves users high and dry


	FBI boss says China 'burned down' 260,000-device botnet when confronted by Feds


	How $20 and a lapsed domain allowed security pros to undermine internet integrity


Combining this with the lack of formal documentation guiding developers on Mars' implementation - many rely on community wisdom on platforms like GitHub - means mistakes are more likely to occur, leading to potentially weaker security.
Citizen Lab said it suggested to Tencent that it adopt the standard TLS or a combination of QUIC and TLS for better app security. (r)
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    Anonymous Sudan isn't any more: Two alleged operators named, charged

    
Gang said to have developed its evilware on GitHub - then DDoSed GitHub    
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Hacktivist gang Anonymous Sudan appears to have lost its anonymity after the US Attorney's Office on Wednesday unsealed an indictment identifying two of its alleged operators.
The indictment [PDF] named Sudanese nationals Ahmed Salah Yousif Omer and Alaa Salah Yusuuf Omer as members of Anonymous Sudan. An accompanying announcement accused the pair of "operating and controlling Anonymous Sudan, an online cyber criminal group responsible for tens of thousands of Distributed Denial of Service (DDoS) attacks against critical infrastructure, corporate networks, and government agencies in the United States and around the world."
Both were charged with one count of conspiracy to damage protected computers. Ahmed Salah was also charged with three counts of damaging protected computers.
Those charges stem from incidents in the US that saw attacks on the Department of Justice, the Department of Defense, the FBI, the State Department, Cedars-Sinai Medical Center in Los Angeles, Microsoft, and Riot Games.
Anonymous Sudan is also thought to have attacked OpenAI, the government of France, and Israeli organizations.
The group is believed to have ties to Russia.


	Dutch cops reveal takedown of 'world's largest dark web market'


	Bitcoin creator suspect says he is not Bitcoin creator suspect


	Happy birthday, Putin - you've been pwned


	China claims Taiwan, not civilians, behind web vandalism


The announcement revealed that it had already degraded the crew's capabilities by working with the FBI to seize and disable its Distributed Cloud Attack Tool (DCAT), which the group is alleged to have used for its own DDoS attacks. It's further claimed that Anonymous Sudan offered DCAT as a service to other criminal actors.
The indictment detailed how the accused chatted with clients and prospects on Telegram channels - sending messages such as "I am carrying out an organized attack on the United States. We can target the airport."
After that threat, messages were exchanged that reported on data gathered by internet resource availability monitoring service check-host.net, which was taken as proof that DDoS attacks succeeded.
The indictment also alleges that the crew built an API to its wares and developed code using GitHub - and also launched a DDoS against GitHub in January 2024.
Rebecca Day of the FBI Anchorage Field Office, the special agent in charge of the matter, said "With the FBI's mix of unique authorities, capabilities, and partnerships, there is no limit to our reach when it comes to combating all forms of cyber crime and defending global cyber security."
Per the Washington Post, the two accused were arrested in March but it is not known in which country they were cuffed, nor if extradition has been effected or is possible.
Maybe the FBI does have limits, after all. (r)
    






        





This article was downloaded by calibre from https://go.theregister.com/feed/www.theregister.com/2024/10/17/anonymous_sudan_arrests_charges/



	Previous
	Articles
	Sections
	Next





	Previous
	Articles
	Sections
	Next







    
        Original URL: https://www.theregister.com/2024/10/17/eu_x_dma_regulation/
    

    Elon Musk's X isn't important enough to feel the full force of EU regulation

    
DMA gatekeeper status denied, meaning X can carry on without extra compliance chores    
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The EU has said it won't classify Elon Musk's X as "gatekeeper" - the bloc's designation for the most significant digital platforms- because it doesn't think the social network is that big a deal.
Under its Digital Markets Act (DMA) the EU can designate gatekeepers when they achieve a certain annual turnover, provide a core platform service in at least three member states and serve than 45 million monthly active end users.
To date, seven companies - Alphabet, Amazon, Apple, ByteDance, Meta, Microsoft, and Booking.com - have earned the designation.
X won't join their ranks, for now, due to somewhat embarrassing reasons.
"Following a thorough assessment of all arguments, including input by relevant stakeholders, and after consulting the Digital Markets Advisory Committee, the Commission concluded that X does indeed not qualify as a gatekeeper in relation to its online social networking service, given that the investigation revealed that X is not an important gateway for business users to reach end users," the org declared on Wednesday.
The EU began its investigations into X on May 12 this year, to determine if the social media platform was worthy of closer regulation. It acknowledged that X execs had argued that it was not a gatekeeper portal and have now concurred, declining to add it to the list. In May it also declined to impose restrictions on X Ads, commenting that "although X Ads meets the quantitative designation thresholds ... this core platform service does not qualify as an important gateway."


	Rival browsers cry foul after Microsoft Edge slips through EU gatekeeper cracks


	Europe to force Apple to help rivals connect to iOS, iPadOS


	Under pressure from Europe, Apple makes iOS browser options bit more reasonable


	Euro antitrust cop Margrethe Vestager to depart after decade of reining in Big Tech


Ever since the DMA came into force in March 2024, tech platforms have tried to avoid being named as gatekeepers, because that status comes with obligations to do things like allowing potential competitors equal access to their platforms, and not giving their own services preferential treatment. Fines as high as 10 percent of global revenue can be charged for serious offenses.
This has already seen designated Gatekeepers make significant changes. Apple has had to open up iOS to third-party browsers, was forced to allow Epic Games to have its own payment engine for European users, and is currently under notice from the EU over possible DMA infringement regarding its policies for developers on its platform.
Google and Meta are also facing DMA probes. In the Chocolate Factory's case it is accused of steering users to its Play Store and "self-preferencing" on Search. Meta, meanwhile, is in the spotlight for its policy of charging EU users for an ad-free service.
So on one level X has dodged a bullet on this one. On the other hand, the EU's blunt language may peeve X's CEO, who never seems to like being told he's not particularly important. (r)
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    Oh, what a feeling: Toyota building robots that get better with practice

    
Bots that learn to peel potatoes is a lot less scary than Black Mirror    
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Boston Dynamics and Toyota Research Institute (TRI) announced on Wednesday they're partnering to combine the former's multi-jointed athletic humanoid, Atlas, with TRI's large behavior models (LBM).
Boston Dynamics CEO Robert Playter enthused that he was looking forward to accelerating "the development of general-purpose humanoids," while TRI CEO Gill Pratt cheered that "recent advances in AI and machine learning hold tremendous potential for advancing physical intelligence."
As a reminder, this is Atlas:

  Youtube Video

TRI's LBM work includes the generative AI technique known as diffusion policy, which allows robots to acquire new dexterous behaviors by having them demonstrated, rather than programmed. What that means, according to one video, [VIDEO] is that robots can learn to do tricky things like peel potatoes and flip pancakes.
Diffusion policies help a robot learn how to perform fine motor skills by generating small, sequential actions that gradually build up to a more complex behavior. Instead of predicting a single, definitive action in one step, the diffusion policy predicts an array of possible actions and gradually narrows them down over time - allowing the robot to become more accurate at handling objects.
The LBMs are based on combining the skills created via the diffusion policy efforts.
"This allows us to teach robots skills faster and with significantly fewer demonstrations," explained TRI VP Russ Tedrake.
Before diffusion policies, most robotic object manipulation focused on "pick and place tasks," which limited robots to simple objects and rearranging, commented TRI's Ben Burchfiel. Diffusion policies can make the most of hardware capabilities such as touch sensors without modifying any code or explicitly programming any new skills, he added.
One action can be taught to a machine by a human in the afternoon, then the robot is left alone to practice the action and by the next morning, the machine has learned the action. Importantly, once one robot has mastered a skill, that knowledge can be deployed to a fleet of robots at once.
TRI has referred to its training as a "kindergarten for robots."
"It's just amazing to see the tasks that the robots can perform. Even a year ago, I never would have expected that robots would become this skilled," remarked Tedrake.


	Boston Dynamics' humanoid Atlas is dead, long live the ... new commercial Atlas


	Boffins caution against allowing robots to run on AI models


	Throwflame launches fire-spitting robo-dog from Hell


	Meta gives Llama 3 vision, now if only it had a brain


Tedrake co-leads the partnership along with Boston Dyanmics' senior director Scott Kuindersma.
"The physical capabilities of the new electric Atlas robot, coupled with the ability to programmatically command and teleoperate a broad range of whole-body bimanual manipulation behaviors, will allow research teams to deploy the robot across a range of tasks and collect data on its performance," stated TRI.
That data, said the company, will go back into training more advanced LBMs. The joint team's future research will then focus on answering "fundamental training questions for humanoid robots, the ability of research models to leverage whole-body sensing, and understanding human-robot interaction and safety/assurance cases to support these new capabilities."
Here's hoping for a focus on the safety part, as humanity is currently in an era where similar AI-empowered robots have been seen toting machine guns.
There have been expressions of concern from researchers on efforts to equip robots with AI - including this February when computer scientists at the University of Maryland (UMD) warned that "it is easy to manipulate or misguide the robot's actions, leading to safety hazards." (r)
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    China launches plan to lead the world in space exploration

    
Long-term research program includes building Moon bases, finding habitable exoplanets, and probing 'space-time ripples'    
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China yesterday revealed its space exploration plans between now and the year 2050, and one of the nation's goals is finding habitable planets beyond our solar system.
The plan is the work of China's Academy of Sciences, National Space Administration, and Manned Space Engineering Office, and is the first national-level plan developed by the Middle Kingdom.
The document published online offers a list of the big things China wants to investigate, namely:

	The "extreme universe" - investigating the origin of the universe and how physical laws developed in its early life;


	"Ripples of Space-Time" - studying gravitational waves to better understand the nature of gravity and space-time;


	The "Sun-Earth Panorama" - a term encompassing "the physical processes and laws of the complex Sun-Earth system and the overall connection between the Sun and the solar system";


	Habitable planets - the search for evidence of extraterrestrial life, both within and outside our solar system and beyond;


	"Space studies" - general research that aims to "reveal the laws of material movement and life activities under space conditions, and deepen the understanding of basic physics such as quantum mechanics and general relativity."


To get that done, the plan outlines three phases of activity, the first of which will take place between the present and 2027. In those years China will continue to operate its space station, "implement manned lunar exploration" - which we think means putting boots on the Moon - launch further planetary exploration missions, and prep between five and eight satellites dedicated to scientific experiments.
From 2028 to 2035, the plan calls for ongoing space station ops, further crewed Moon exploration, and developing an International Lunar Research Station. A further 15 science satellites will also be developed.
Another 30 space science missions will fly between 2036 and 2050, by which time China hopes to reach "world-leading levels" in important fields.


	China joins US and Europe in considering 3D-printed Moon bases


	Moon's glass beads contain enough water to support a mission


	Chinese booster rocket tumbles back to Earth: 'Non-zero' chance of hitting populated area


	Whatever hit the Moon in March, it left this weird double crater


It would be folly to write this document off as just bluster. China's government has a fleet of capable launch vehicles and plans 100 missions this year alone. The nation has launched and is maintaining a sophisticated space station and conducted succesful uncrewed Moon landings and sample return missions.
Of course China - like all spacefaring nations and companies - has its fair share of failures. The country's space program also irks many with its casual attitude towards falling space junk. (r)
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    Wipro orders hybrid work as other tech giants make full-time pants-wearing mandatory

    
India's services giants think their consultants can serve you from wherever    


    
        By 
Laura Dobberstein        
    

    
        Posted in On-Prem,
        
            17th October 2024 01:45 GMT
        
    


    
Indian IT outsourcer Wipro bucked recent trends this week, when it announced it would allow its employees remote work.
HR head Saurabh Govil took to LinkedIn on Tuesday to share the news of the hybrid work policy.
"We expect associates to work from the office premises three days a week, choosing these days based on their need to collaborate," wrote Govil. "Our approach also has the option for associates to seek remote working for specified days in a year, to care for self or as they nurse loved ones back to health."
Govil promoted the policy as not only allowing work-life integration, but also sensitive to - and inclusive of - special needs.
"We trust our associates to do their best work, as they hold themselves accountable," commented Govil.


	HR expert says biz leaders scared RTO mandates lead to staff attrition


	HCL's back-to-office plan: Come in three days a week, or forget about holidays


	Now Dell salespeople must be onsite five days a week


	91% of polled Amazon staff unhappy with return-to-office, 3-in-4 want to jump ship


The policy doesn't seem much different than what's been in place since late 2023, except it allows more flexibility in grouping the days into a bundle for self or family care.
According to local media, starting October 1 employees could work remotely for up to an additional 30 days per year subject to manager approval. Fifteen days can be taken for those who are unwell, and an additional 15 for those caring for others.
The move stands in contrast to the tech industry trend of calling employees back into the office full-time. Dell issued a full-time five day a week onsite mandate last month, as did Amazon.
However, fellow Indian IT outsourcer HCL asks employees to make their commute three days a week and at least 12 days a month. Those who don't meet that requirement face the unusual consequence of potentially losing access to leave.
HCL reportedly sweetened the deal this week when it announced a 7 percent salary hike for its employees, effective October 2024. Top performers can see an even greater raise of up to 12 to 15 percent.
It's not yet determined how many will see the hike. That number is said to depend partly on the outsourcing giant's review cycle. (r)
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    Datacenter CEO faked top-tier IT reliability cert to snag $10.7M SEC deal, DoJ claims

    
The Uptime Institute rates availability. The 'Uptime Council' ... apparently doesn't exist    
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Updated It's one thing to stretch the truth in your marketing material, but allegedly lying about your datacenter's qualities to lure the US Securities and Exchange Commission as a customer is a whole other matter.
Deepak Jain, identified as the CEO of a Maryland IT services firm that goes unnamed in a grand jury indictment [PDF] made public on Wednesday, has been charged with six counts of major fraud and one count of making false statements after allegedly telling the financial watchdog that his firm's datacenter in Beltsville, Maryland, had secured the "Tier 4" certification required for a to qualify for an SEC colocation contract.
Such certifications are offered by the Uptime Institute, which defines tier-4 facilities as offering expected uptime of 99.995 percent thanks to the presence of various resilience measures. Jain's unnamed firm allegedly provided fraudulent certification documents to the SEC in 2011 during contract negotiations, leading to it landing the tech deal.
But the certifier - an entity called Uptime Council - didn't exist at all. The DoJ alleges it was created by Jain to falsely certify his business as a tier-4 datacenter operator, and that the fib helped him and several unnamed co-conspirators to cash in.
"Jain allegedly sought to enrich himself and his company at the expense of the reliability, availability, and security of the SEC's electronic data," head of the DoJ's criminal division Nicole M Argentieri said of the case. "Yesterday's charges make clear that the Criminal Division will not tolerate fraud schemes that threaten the security of the government's electronic data."
The DoJ did not disclose exactly how it concluded that Jain had invented his tier-4 certification and certifier, but the SEC did apparently have suspicions.
"The SEC experienced several issues with [Jain's company's] datacenter, including issues with security, cooling, and power - all of which were subjects of the standard referenced in the fraudulent Uptime Council certification letters," the DoJ revealed in a statement.
Court documents indicate the SEC asked to inspect the datacenter itself, and an employee at the firm allegedly "prevented the SEC from viewing important infrastructure that would have shown the Beltsville Data Center did not meet the Tier IV requirements" prior to the signing of the contract, which was signed in 2012.
Left unexplained is how the SEC fell for the scheme, especially if it had not been allowed to inspect the facility in question.


	VMware settles securities fraud class suit with $102.5M payout


	Oracle wants to power 1GW datacenter with trio of tiny nuclear reactors


	Rising costs biggest issue for datacenter operators as demand grows


	Facing a 30% price rise to park servers in a colo? Blame AI


After the deal ended in 2018, the SEC "declined to exercise its option to stay in the Beltsville Data Center," having spent $10.7 million over the life of the six-year contract for use of the allegedly inappropriate space.
Jain, 49, faces up to ten years in prison for each charge of major fraud, and a maximum penalty of five years for the false statement charges.
The datacenter provider at the center of the case is not named in the indictment, but a profile on Pitchbook identified Deepak Jain as the founder and CEO of AiNET, based in Beltsville, Maryland. Of course, alleged wrongdoing on the part of the CEO in no way implies that the company as a whole has been involved in any malpractice.
Jain's LinkedIn page also indicates he founded AiNET, which describes itself as operating a tier-4-certified datacenter in multiple places on its website, and which showed he was the CEO until shortly after The Register began making inquiries.
We called and messaged AiNET multiple times in a bid to verify whether it was their CEO who was indicted. We were told, "he's not here," and "don't call back." Whoever picked up another call we placed simply hung up. (r)
Updated to add on October 17
Lawyers representing Jain have been in touch to tell us their client denies any wrongdoing:


Deepak Jain and his company performed fully under the SEC contract. There is no evidence that any data was lost or compromised in any way. Mr Jain is an innocent man who looks forward to confronting these charges at trial.
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    US contractor pays $300K to settle accusation it didn't properly look after Medicare users' data

    
Resolves allegations it improperly stored screenshots containing PII that were later snaffled    
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A US government contractor will settle claims it violated cyber security rules prior to a breach that compromised Medicare beneficiaries' personal data.
Virginia-based ASRC Federal Data Solutions (AFDS) signed a deal with the Justice Department this week agreeing to pay $306,722 in restitution, but without admitting liability for the allegations.
AFDS also agreed to waive rights to reimbursement for the money it already spent remediating the data exposure. This includes the $877,578 spent notifying victims that their data had been leaked and offering credit monitoring.
"Government contractors that handle personal information must take required steps to safeguard that information from cyber attacks," declared Brian M Boynton, principal deputy assistant attorney general and head of the Justice Department's Civil Division. 
"We will vigilantly pursue contractors that fail to comply with required cyber security protocols, while at the same time extending cooperation credit where warranted for self-disclosure, cooperation, and remediation."
The allegations concern a shift to the electronic handling of "certain Medicare support services" that AFDS provided to the Centers for Medicare and Medicaid Services (CMS), specifically between March 10, 2021, and October 8, 2022. Previously handled in person using hard copies of documents, the shift to electronic record-keeping was made during the COVID-19 pandemic.
The primary allegation in the case was that a subcontractor engaged by AFDS, whose servers were used to carry out the electronic task, wasn't compliant with the Department of Health and Human Services' (HHS) cyber security requirements and ultimately allowed the break-in when data was snatched.
According to the settlement agreement [PDF], the subcontractor used disk-level encryption for files stored on the server but it was only configured to block access by those using invalid credentials. Anyone with valid credentials could have accessed the protected files.
During the specified timeframe, the subcontractor allegedly took screenshots from CMS systems that contained personally identifiable information (PII). These screenshot files weren't encrypted individually and were later accessed by an unauthorized third party who was using valid credentials.
"The subcontractor's server was breached by a third party in October 2022 and the unencrypted screenshots were allegedly compromised during that breach," explained the Office of Public Affairs.
The allegations were made by the US under the False Claims Act, and specifically relate to AFDS billing the CMS for "time spent taking, storing, and managing the unencrypted screenshots" - all while operating in alleged violation of the HHS's cyber security requirements.
"Safeguarding patients' sensitive personal information is of paramount importance," asserted Stephen Niemczak, special agent in charge at the Department of Health and Human Services Office of the Inspector General (HHS-OIG). 


	Apple's latest macOS release is breaking security software, network connections


	GPT apps fail to disclose data collection, study finds


	That cyber-heist of 2.9B personal records? There's a class-action lawsuit looming for that


	UK's Total Fitness exposed nearly 500K images of members, staff through unprotected database


"This settlement demonstrates the commitment by HHS-OIG and our law enforcement partners to use every available tool to protect the healthcare data of all Americans and to investigate allegations of fraud, waste, and abuse against the public and taxpayer-funded healthcare programs."
AFDS was credited in the agreement for its actions in the immediate aftermath of the breach, and the weeks that followed. 
It was said to have alerted the CMS within an hour of the subcontractor informing it of the situation, ordered a full review of its own security by third-party consultants, delivered additional security training to staff, and promptly responded to every Justice Department request. (r)
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    Intel lets go of 2,000 staff at Oregon R&D site, offices in Texas, Arizona, California

    
Layoffs follow more than 7,500 voluntary departures, early retirements    
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Intel this week handed out pink slips to more than 2,000 workers across the United States.
The latest of these job cuts saw 1,300 people let go at Intel's Hillsboro offices - a crucial research and development hub where many of the chipmaker's next-gen parts get their start.
First reported by the Oregonian on Tuesday, the layoffs are part of a massive staffing reduction that Intel announced in August following a disastrous second quarter. The job cuts will see the x86 giant cut 15 percent of its global workforce.
The layoffs in Oregon represent a little over five percent of Intel's workforce in the state, which totaled [PDF] 23,000 employees at the start of the year. However, this figure may not encompass the full scope of staff reductions hitting the R&D hub - including staff buyouts and early retirements, the brain drain could be even more substantial.
An Intel spokesperson told us the job cuts were made "as part of the broad-based cost savings plan we announced in August" and represent a "hard but necessary decision to reduce the size of our workforce."
"These are the most difficult decisions we ever make, and we are treating people with care and respect," the spokesperson added, stating that the cuts "support our strategy to become a leaner, simpler and more agile company as we position Intel for long-term sustainable growth."
Intel's Hillsboro campuses, including Gordon Moore Park, are key development sites for leading-edge semiconductors. Earlier this year, the facility welcomed the "industry's first" high numerical aperture (NA) extreme ultraviolet (EUV) lithography system from ASML, which will eventually be used to develop next-generation process technologies.
Other technologies pioneered at the site include backside power delivery, advanced liquid cooling, quantum computing, and the chip shop's Foveros 3D packaging tech.
On Wednesday, we learned that Intel had also issued 385 pink slips in Arizona, 318 in California, and 251 in Texas.
These cuts are by no means surprising. As CEO Pat Gelsinger noted in a public letter late last month, since announcing the sweeping layoffs in August, Intel had already axed more than 7,500 positions through voluntary early retirement and separation offerings. Even after this week's cuts, many more job losses will be required to meet Intel's workforce reduction targets.


	Intel, AMD team with tech titans for x86 ISA overhaul


	AMD pumps Epyc core count to 192, clocks up to 5 GHz with Turin debut


	Kyndryl follows in IBM's footsteps with rolling layoffs likely affecting thousands


	Dell says biz transformation continues. Translation: More layoffs


While more layoffs are inevitable, Intel remains committed to expanding its US-based foundries - which are slated to receive $8.5 billion in CHIPS and Science Act funding in addition to another $3 billion for a Secure Enclave project to produce high-tech chips for military applications.
Among these projects is a $36 billion investment to expand [PDF] Intel's Hillsboro operations, a $30 billion fab project in Arizona, and $20 billion for a pair of fabs in Ohio.
Intel's plans to expand in Europe are moving more tentatively. Work in Poland and Germany has been delayed by "approximately two years" - a possible sign that Intel feels it will miss out on funding under European Chips Act. If that happens, it is unlikely the European plants will be built.
This week's job losses come as Intel looks to cut its losses - which, in Q2 alone, totalled $1.6 billion. Much of the bleeding is driven by Intel's fledgling Foundry unit, which posted a $2.8 billion operating loss last quarter and has cost the silicon slinger $5.3 billion since the start of its fiscal year.
In addition to massive layoffs, Intel has also announced sweeping cuts to capital expenditures, research and development, and won't pay a dividend in Q4. Combined, Intel expects these measures to save it more than $10 billion in 2025.
Intel is due to release its Q3 earnings on October 31. It previously forecast third-quarter revenues of $12.5 billion and $13.5 billion, which amounts to a 5 to 12 percent decline from the same time last year. (r)
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    Critical default credential bug in Kubernetes Image Builder allows SSH root access

    
It's called leaving the door wide open - especially in Proxmox    
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A critical bug in Kubernetes Image Builder could allow unauthorized SSH access to virtual machines (VMs) thanks to default credentials being enabled during the image build process.
Image Builder is a tool used to build Kubernetes VM images across multiple infrastructure providers. Images it creates include default credentials, which can be used to gain root access to VMs.
The vulnerability means VM images built with the Proxmox provider are most at risk.
This flaw is tracked as CVE-2024-9486, it earned a 9.8 out of 10 CVSS severity rating, and it affects VM images built with the Proxmox provider on Image Builder version 0.1.37 or earlier.
The issue also affects images built with Nutanix, OVA, QEMU or raw providers, but in these instances is rated 6.3 on the ten-point CVSS rating scale under a separate CVE tracker: CVE-2024-9594.
This bug can still be abused to gain root access. However, Nutanix, OVA, and QEMU disable the default credentials at the end of the image build process. This gives an attacker a much smaller window during which to exploit CVE-2024-9594 - it can only happen during the build process.


	Patch now: Critical Nvidia bug allows container escape, complete host takeover


	SolarWinds critical hardcoded credential bug under active exploit


	Thousands of Fortinet instances vulnerable to actively exploited flaw


	US and UK govts warn: Russia scanning for your unpatched vulnerabilities


Successful exploitation of CVE-2024-9594 would require the attacker "to reach the VM where the image build was happening and use the vulnerability to modify the image at the time the image build was occurring," Red Hat's Joel Smith explained.
To fix the flaw, upgrade to Image Builder v0.1.38 or later. This version sets a randomly generated password for the duration of the image build, and then disables the builder account at the end of the build process.
After upgrading to a fixed version of Image Builder, users should re-deploy new images to any affected VMs.
Or, prior to upgrading and as a temporary workaround, users can mitigate the flaw by disabling the builder account.
Rybnikar Enterprises' Nicolai Rybnikar found and reported the bug. (r)
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    Volkswagen monitoring data dump threat from 8Base ransomware crew

    
The German car giant appears to be unconcerned    
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The 8Base ransomware crew claims to have stolen a huge data dump of Volkswagen files and is threatening to publish them, but the German car giant appears to be unconcerned.
The extortionists, who first came to light in 2022, posted a warning on their dark web page claiming to have detailed files stolen from Volkswagen, amongst others. The group says it has stolen "a huge amount of confidential information," including:

	Invoices, receipts and accounting documents


	Personal data and files


	Employment contracts and certification


	Confidentiality agreements


The date for the data release was set for September 26 but so far no data has been made public. It may be that this is a false alarm.
"The incident is known. The IT infrastructure of the Volkswagen group is not affected. We continue to monitor the situation closely," a spokesperson told French news site LeMagIT, adding that the business "has been aware of this for some time. It is not something new or surprising."


	Volkswagen stuck in neutral after 'IT disruption'


	Welcome to 2024: Volkswagen really is putting ChatGPT into cars as a gabby copilot


	Would banning ransomware insurance stop the scourge?


	Microsoft says more ransomware stopped before reaching encryption


It's not the first time Volkswagen has had data theft issues. In 2021, three million customers' account details got stolen in a heist carried out against a third-party supplier and reportedly was the victim of a years-long campaign by Chinese attackers trying to scoop corporate secrets.
8Base is a curious case in the ransomware scene. The group uses a branch of the notorious Phobos ransomware that made millions from a string of government and critical infrastructure companies. But it has been very quiet of late, suggesting its operators have been either avoiding the public eye or working on some other projects.
Volkswagen had no comment at the time of publication as to whether it has received a ransom demand or what kind of data has been taken. (r)
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    Bandai Namco reportedly tries to bore staff into quitting, skirting Japan's labor laws

    
Welcome to the oidashi beya, aka expulsion rooms    
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The next time you feel dehumanized by rumors of surprise HR meetings popping up on calendars amidst layoff rumors, be glad you don't work at game studio Bandai Namco in Japan. 
Like other video game studios, Bandai Namco has been forced to confront an industry slowdown lately that many companies have reacted to by laying employees off to cut costs. That's easier said than done in Japan, where incredibly strict labor laws make it near impossible to fire all but the worst employees, and where layoffs are a rarity. 
Canceling some game projects and shuttering existing ones has helped, but facing the need for further adjustments, Bandai Namco has reportedly turned to the unspoken Japanese tradition of layoff-by-boredom by stuffing unwanted employees into oidashi beya, or "expulsion rooms." 
Employees banished reassigned to oidashi beya are left to do nothing, or given menial tasks at best. According to Bloomberg's unnamed insider sources, Bandai Namco has moved around 200 of its 1,300 person team to these rooms in recent months. 
The goal of sticking someone in an expulsion room is to literally bore or shame them into quitting, and Bloomberg's sources claim it has worked on around half the people Bandai Namco has stuck in there so far. 
Do a quick online search for oidashi beya and you'll see plenty of websites explaining the practice, or otherwise discussing how difficult it is to fire people in Japan thanks to strong labor protections. It's not a new practice, either: For those that haven't been reading the Reg for the past 11 years, we even wrote about it way back in 2013 as a wave of the practice swept through Japan and hit tech workers at companies reportedly including Panasonic, Sony and other firms. 


	Wells Fargo fires employees accused of faking keyboard activity to pretend to work


	Toshiba to shed 4,000 jobs as part of revitalization plan


	Boss such a tyrant you need a job quitting agent? It works in Japan


	Execs in Japan busted for winning dev bids then outsourcing to North Koreans


Bandai Namco, for its part, has denied that it's engaged in trying to bore people out the door, telling Bloomberg that it canceled games earlier this year based on assessments of the various projects and idle staff are simply waiting for new projects. 
"Some employees may need to wait a certain amount of time before they are assigned their next project, but we do move forward with assignments as new projects emerge," a spokesperson told the news service. "There is no organization like an 'oidashi beya' at Bandai Namco Studios designed to pressure people to leave voluntarily."
We reached out to Bandai Namco for comment, but haven't heard back. 
Mass layoffs have been happening everywhere since companies had to rebalance following the COVID-19 pandemic, and continue into the present at many large firms. The video game industry and wider tech world haven't been exempt at all, with thousands of jobs cut at Dell, IBM and others in recent months.
But hey, at least they just kick people out the door in the States - for the most part, anyhow. (r)
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    Critical hardcoded SolarWinds credential now exploited in the wild

    
Another blow for IT software house and its customers    
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A critical, hardcoded login credential in SolarWinds' Web Help Desk line has been exploited in the wild by criminals, according to the US Cybersecurity and Infrastructure Security Agency, which has added the security blunder to its Known Exploited Vulnerabilities (KEV) Catalog.
This 9.1 CVSS-rated oversight allows remote, unauthenticated attackers to log into vulnerable instances via these baked-in creds, and then access internal functionality and modify sensitive data.
This is the SolarWinds best known for the backdoor maliciously added to its Orion suite in a supply-chain attack by Russia on public and private organizations around the world.
While we don't have any details about the scope of this latest exploitation, the software maker did correct its error in late August.
"We have seen no threat activity against patched instances and encourage all customers to update SolarWInds Web Help Desk (WHD) 12.8.3 HF1 and all previous versions to 12.8.3 HF2," a SolarWinds spokesperson told The Register, while sidestepping our questions about the exploit scope.
CISA declined to provide extra information about the bug or how miscreants have abused it, beyond what's provided in the KEV.
The security oversight, tracked as CVE-2024-28987, affects Web Help Desk 12.8.3 HF1 and all previous versions, and has been fixed in 12.8.3 HF2. Note: the patch needs to be manually installed, and if you haven't already done so, add this to the to-do list.
As of late September, about 827 instances of SolarWinds Web Help Desk remained publicly exposed to the internet, according to Zach Hanley, a vulnerability researcher at Horizon3.ai who found and disclosed the flaw to SolarWinds.
"When assessing the exposure of our own clients, we found that organizations typically revealed sensitive process information for IT procedures such as user onboarding, password resets, and accessing shared resources," Hanley said at the time.


	SolarWinds left critical hardcoded credentials in its Web Help Desk product


	Thousands of Fortinet instances vulnerable to actively exploited flaw


	Cisco confirms 'ongoing investigation' after crims brag about selling tons of data


	Schools bombarded by nation-state attacks, ransomware gangs, and everyone in between


"While this vulnerability does not lead to fully compromising the WHD server itself, we found the risk of lateral movement via credentials was high," he wrote.
WHD is popular with state and local governments, and the education sector, Hanley added.
This is SolarWinds' second actively exploited bug in this same product in two months.
On August 13, the software maker released a hotfix for a critical deserialization remote code execution vulnerability in WHD, this one receiving a 9.8 CVSS severity rating. The flaw, tracked as CVE-2024-28986, was added to CISA's Known Exploited Vulnerabilities catalog two days later. (r)
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    FTC drops hammer on unwanted subscriptions with 'click to cancel' rule

    
It 'will end these tricks and traps, saving Americans time and money'    
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The US Federal Trade Commission on Wednesday announced a final "click-to-cancel" rule that aims to simplify the process of ending unwanted subscriptions to products and services.
The "Rule Concerning Recurring Subscriptions and Other Negative Option Programs" addresses business practices that make it more difficult for consumers to cancel subscriptions.
"Too often, businesses make people jump through endless hoops just to cancel a subscription," said FTC Chair Lina Khan in a statement. "The FTC's rule will end these tricks and traps, saving Americans time and money. Nobody should be stuck paying for a service they no longer want."
A "negative option program" refers to a business term or condition that allows a merchant to take a consumer's silence or inaction as a sign of consent. A one-year subscription that gets renewed after a year without notice or consent, for example, would qualify as a negative option.
According to a 2022 survey conducted by C+R Research, consumers on average underestimate the amount they spend monthly on subscription fees by more than 2.5 times, a finding that suggests people lose track of how much they're spending.
The FTC's rule [PDF] follows on the heels of California's adoption of its own click-to-cancel legislation, AB 2863. California legislation requires that companies offering automatic service renewals give consumers a way to cancel the subscription using the same medium used to sign up.


	Sysadmins rage over Apple's 'nightmarish' SSL/TLS cert lifespan cuts


	Digital River runs dry, hasn't paid developers for sales since July


	FCC probes whether it can pop a cap in ISP data caps


	IBM: Insurance industry bosses keen on AI. Customers, not so much


The trade watchdog's directive makes it a deceptive or unfair trade practice under Section 5 of the FTC Act:

	to misrepresent any material fact made while marketing using a negative option feature (SS 425.3);


	to fail to clearly and conspicuously disclose material terms prior to obtaining a consumer's billing information in connection with a negative option feature (SS 425.4);


	to fail to obtain a consumer's express informed consent to the negative option feature before charging the consumer (SS 425.5); and


	to fail to provide a simple mechanism to cancel the negative option feature and immediately halt charges (SS 425.6).


The rule will take effect 180 days after publication in the US Federal Register.
The Commission notes that complaints about negative option features have grown from an average of 42 per day in 2021 to nearly 70 per day in 2024.
The Interactive Advertising Bureau (IAB), an advertising industry trade group, opposed the FTC rule prior to its adoption. In a letter [PDF] to the FTC from December 2023, Lartease M. Tiffith, IAB's EVP of public policy, argued, "[T]his rule will have major harmful repercussions for the marketplace once finalized, as it seeks to fundamentally alter how autorenewal marketing operates."
Asked whether the IAB intends to challenge the regulation in court, a spokesperson for the group said, "IAB is still reviewing the final rule." (r)
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    China's infosec leads accuse Intel of NSA backdoor, cite chip security flaws

    
Uncle Sam having a secret way into US tech? Say it ain't so    
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A Chinese industry group has accused Intel of backdooring its CPUs, in addition to other questionable security practices while calling for an investigation into the chipmaker, claiming its products pose "serious risks to national security."
The Cybersecurity Association of China (CSAC), in a lengthy post on its WeChat account on Wednesday described Intel's chips as being riddled with vulnerabilities, adding that the American company's "major defects in product quality and security management show its extremely irresponsible attitude towards customers."
The CSAC also accused Intel of embedding a backdoor "in almost all" of its CPUs since 2008 as part of a "next-generation security defense system" developed by the US National Security Agency. 
This allowed Uncle Sam to "build an ideal monitoring environment where only the NSA is protected and everyone else is 'naked,'" the post continued. "This poses a huge security threat to the critical information infrastructure of countries around the world, including China," the industry group claims.
The infosec org also recommends the Cyberspace Administration of China open an investigation into the security of Intel's products sold in the country "to effectively safeguard China's national security and the legitimate rights and interests of Chinese consumers."
Intel did not immediately respond to The Register's inquiries.


	China again claims Volt Typhoon cyber-attack crew was invented by the US to discredit it


	US lawmakers seek answers on alleged Salt Typhoon breach of telecom giants


	US proposes ban on Chinese, Russian connected car tech over security fears


	Intel has officially entered the grin and bear it phase of its recovery


The calls for a government investigation into the American chipmaker follow a series of accusations from the White House accusing Chinese spies of burrowing into US networks and critical infrastructure systems, all of which China has denied, and a proposed ban on Chinese connected vehicle technology.
Uncle Sam started imposing export restrictions on advanced chips to China two years ago, and last year extended them to effectively ban the export of AI chips to China. 
The feds stated reasoning for these sanctions is to prevent Beijing's military from gaining access to high-performance computing power that could be used to weaponize AI.
Intel this year inked deals with several Chinese state-linked agencies for its Xeon processors to be used in AI workloads, according to Reuters. Considering a little over a quarter of Intel's revenue last year came from China, a security review of its products -- and potential restrictions -- could be a major blow to its ongoing recovery efforts. (r)
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    Amazon makes $500M bet on itty-bitty nuclear reactors to fuel cloud empire

    
The duo eyes a target of 5 GW online in US by 2039, assuming tech comes to fruition    


    
        By 
Tobias Mann        
    

    
        Posted in Systems,
        
            16th October 2024 17:45 GMT
        
    


    
With energy scarcity threatening to derail datacenter ambitions, cloud providers are looking for salvation in the atom.
On Wednesday, Amazon announced plans to support the development of three new nuclear energy projects, which it says will see the construction of several new small modular reactors (SMRs).
Just as their name suggests, SMRs are miniaturized nuclear power plants designed to be mass produced in a modular fashion. Amazon touts "faster build times" and the ability to deploy them "closer to the grid" as major benefits.
While there are several startups developing SMRs, including NuScale and Sam Altman-backed Oklo, Amazon is betting big on X-energy's SMR tech for the Washington development. The e-tailer is one of the major investors in a $500 million Series-C funding intended to accelerate the development of X-energy's tech and will reportedly support its goal of bringing more than 5 gigawatts of SMRs online in the US by 2039.
"Nuclear is a safe source of carbon-free energy that can help power our operations and meet the growing demands of our customers, while helping us progress toward our Climate Pledge commitment to be net-zero carbon across our operations by 2040," AWS CEO Matt Garman said. "Our agreements will encourage the construction of new nuclear technologies that will generate energy for decades to come."
While the individual SMRs may be tiny compared to the massive pressure water nuclear reactors (PWR) with their signature cooling towers, put enough of the modular units together and they can produce nearly as much power -- in theory, at least.
The cloud titan plans to develop four "advanced SMRs" in Washington State that will be owned and operated by partner Energy Northwest, which represents numerous state public utilities in the region.
The four reactors are expected to generate about 320 megawatts of power during the first phase of the project or about a third of the output of a typical PWR.
[image: A scale model of X-energy's SMR design.]
A scale model of X-energy's SMR design. - Click to enlarge


X-energy's Xe-100 reactors are designed to produce around 80 megawatts of power apiece using TRISO-X fuel developed in collaboration with the Department of Energy.
Amazon claims its Washington SMR deployments could eventually grow to 12 SMRs totaling 960 megawatts over the course of the project, enough to power 770,000 US homes.
To put things into perspective, assuming a power use effectiveness of 1.1, we estimate a 960 megawatt datacenter campus could support upwards of 7,000 of Nvidia's 120 kilowatt Grace-Blackwell NVL72 rack systems -- or about half a million GPUs. To be clear, we're just speculating here and there's no guarantee that Amazon will have access to the full capacity of these reactors; they may have to split it with local municipalities.
The tech giant says the project will create up to 1,000 temporary construction jobs and 100-plus permanent jobs once the SMR project is fully operational.
Amazon has also signed an agreement with Dominion Energy to explore the development and deployment of SMRs near Dominion's North Anna nuclear power station. If the project moves forward, Amazon anticipates SMRs could bring an additional 300 megawatts of power to the datacenter-packed Virginia region.
It's not clear when exactly these SMRs will start producing power, but by the sounds of it, the e-tailer is targeting the early 2030s.
SMR salvation
AWS is far from the only cloud provider looking to itty bitty nuclear reactors to overcome grid limitations. Early this year, Microsoft hired a director of nuclear technologies to oversee the development of SMRs to power its datacenters. Prior to that, Redmond signed a power purchase agreement with Sam Altman-backed fusion-energy startup Helion, which will supposedly start supplying the software giant with power sometime around 2028. That's if, of course, their reactor ever manages to produce power.
Meanwhile, in September, software giant Oracle announced it had secured building permits for a trio of SMRs to power a datacenter with over a gigawatt of AI compute capacity. Unfortunately, Oracle founder and chair Larry Ellison didn't go into detail as to who would be building them and when they might come online.
Google, not to be left behind, has its own nuclear ambitions. On Monday the ad and search giant said it planned to purchase nuclear energy from SMR outfit Kairos Power. However, just like other SMR projects we've covered, it's going to be a while before Google gets its hands on that sweet, sweet atomic energy.
As we reported earlier this week, Kairos doesn't actually have a working reactor yet. It did break ground on a test facility earlier this year, which it aims to have operational in 2030, but says commercial reactors capable of producing 150 megawatts probably won't arrive until at least 2035.
Under the deal with Kairos, Google will need three or four of these reactors in order to supply the 500 megawatts of carbon-free energy it's signed up for.
Long development times aren't the only challenge facing SMRs. Regulatory hurdles, and high costs also remain barriers to adoption.
With the stigma attached to nuclear energy, whether fear of a meltdown, radiological release, or nuclear waste, the companies championing SMRs have a lot of red tape to jump through before anyone will be allowed to connect them to the grid.
What's more, there are questions as to whether SMRs will ever be cost effective. Back in May, the Institute for Energy Economics and Financial Analysis concluded that SMRs were "too expensive, too slow to build, and too risky to play a significant role in transitioning away from fossil fuels."
High costs have already foiled early SMR projects, like NuScale's planned plant in Utah, which would have used six of its tiny reactors to churn out 462 megawatts of juice. Unfortunately, the project was abandoned after several municipalities pulled out of the deal over rising costs.


	IBM acquires Indian SaaS startup Prescinto to shine a light on renewable energy assets


	Google hopes to spark chain reaction with nuclear energy investment


	AI's thirst for power keeps coal fires burning bright


	Energy companies told to recharge for AI datacenter surge


Hedging bets on aging reactors
While cloud providers, like Amazon, await their SMR salvation, many are working to preserve existing reactors.
Back in March 2024, Amazon acquired Cumulus Data's atomic datacenter complex, colocated alongside the 2.5 gigawatt Susquehanna nuclear power plant in northeast Pennsylvania from Talen Energy for $650 million.
Under the deal, the tech giant will have access to between 480 and 960 megawatts to power a sprawling campus with at least 15 datacenters.
Amazon isn't alone in this endeavor either. In September, Microsoft announced it'd signed a 20-year power purchase agreement with Constellation Energy to bring the shuttered Three Mile Island Unit 1 nuclear plant back online.
And before anyone asks, no, this isn't the same Three Mile Island facility that had a partial meltdown back in the late '70s. That happened next door at the TMI Unit 2 reactor. The Unit 1 plant has operated safely for decades, but was decommissioned in 2019 due to a lack of funding.
With an output of 837 megawatts, that should be plenty of energy to keep Microsoft's GPU-bit-barns humming along while it gets its own SMR strategy in order and crosses its fingers that its bet on Helion pays off. (r)
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    Opening up the WinAmp source to all goes badly as owners delete entire repo

    
As badly as the later development of the player itself, really    
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The owners of WinAmp have just deleted their entire repo one month after uploading the source code to GitHub. Lots of source code, and quite possibly, not all of it theirs.
The deletion happened soon after The Register enquired about the seeming inclusion of Shoutcast DNAS code and some Microsoft and Intel codecs.
Yes, WinAmp is still around: the audio player of choice for the Napster generation. You know, folks who are in their 40s now and are starting to get middle-aged presbyopia. If they remove their new reading glasses, it might make some of the many skins in the WinAmp Skin Museum look rather better.
Peer-to-peer downloads of MP3s are just a tad passe now, but don't panic: there's a WinAmp web player as well, and mobile apps. Better still, it fulfilled a long-felt want upon which The Register reported over a decade ago.
Owners Llama Group relaunched the venerable Windows media player back in 2023. And then a few months ago in May, the biz announced that later in 2024 it would release the source code, too. The team said it would be "opening up" its source to the world.
As promised, it did so in September - and that of quite a few other products as well. Whoops.
The source code release - prior to the deletion yesterday - has been a somewhat bumpy ride. The initial release had a custom non-open-source license, the Winamp Collaborative License (WCL) Version 1.0, containing the clause:


No Forking: You may not create, maintain, or distribute a forked version of the software.


Some GitHub users quickly noted (in comments since deleted when the repo was) that this violates GitHub's terms of service. And as Hackaday noted, although the source was marketed as "open" to developers, it wasn't really open source.
Original co-developer Justin Frankel was extremely skeptical about the license used:


If I did have any desire [to contribute to the source], it would be extinguished by the license terms, lol. The terms are completely absurd in the way they are written.


The company responded (pre-deletion) by revising the WCL to create version 1.0.1, which permits forking but prevents distribution of modified versions.
Whether this could be enforced is hard to say. Also inside the uploaded source code was some GPL 2 source code, which renders the not-very-open WCL moot.
Really whips the Llama's ASCII
There were other goodies in there, too. Some have a shared heritage. For instance, Nullsoft, the original authors of WinAmp, created other tools as well. One of those was early audio streaming service Shoutcast, which also ended up part of AOL.
The WinAmp source code on GitHub additionally included a copy of the server code of Shoutcast Distributed Network Audio Server (DNAS), too.
We don't think the biz intended to share that - partly because it's no longer Llama Group's to publish. That was part of Radionomy, a part of the business it sold off to Azerion in 2022. Although the company attempted to remove that, this is trickier than it sounds on Github and didn't work (according to a since-deleted comment).
There was also some Intel and Microsoft source code in there as well, noted prior to the deletion. It's fair to say that it was quite a mixed bag. Pandora would be proud. Of course, in the case of Pandora's jar, the problem was that once opened, it could not be closed again. Since the WinAmp license was changed to allow forking, the code was forked thousands of times. Never mind the llama, the cat is no longer in the remote geographical vicinity of the bag.
We have asked Winamp platform owner Llama Group for comment about the copyright issues and will update this article if it responds.


	AOL axes Nullsoft - whither Winamp, Shoutcast?


	Survey: 70 per cent of Gnutella users are 'free riding'


	The GPL self-destruct mechanism that is killing Linux


	Indy devs to AOL: Save Winamp, or at least make it open source


Re-phrasing one of Oscar Wilde's utterances, PT Barnum said: "There's no such thing as bad publicity." If so, the opening up of WinAmp has brought plenty of fresh interest to an old Windows app.
While the release has been rather entertaining, the restrictive license means it's not much use to anyone. But it does serve as an example, both of how not to do this sort of thing, but also and more sadly, of why most companies tend not to do so. Any mass-market proprietary software project this old is likely to contain lots of parts from other companies, if only so that it could interoperate. Cleaning up a codebase for release is a huge and difficult task, and if you're about to give the code away, that probably means it's not worth anything to you any more. So why spend good money on paying your staff for the time it takes to clean it up?
It's worse when none of the original staff are still involved. The aforementioned co-developer Frankel, who also created file-sharing app Gnutella, left the company over 20 years ago. His subsequent outfit Cockos develops the Reaper digital audio workstation.
There are no easy answers. Perhaps some benefactor could fund legal indemnities for a group of programmers who could volunteer their services in identifying and removing legally tricky inclusions. It would be a great learning experience. It might even be a useful application for LLM bot-based "AI" tools. (r)
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    'Newport would look like Dubai' if guy could dumpster dive for lost Bitcoin drive

    
To Wales now, where crypto bro sues to be allowed to excavate landfill site    
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Last time we met 39-year-old James Howells from Newport, Wales, he was petitioning his local council to let him excavate a garbage dump in pursuit of a lost hard drive he believes holds the key to 7,500 Bitcoin. Now he is suing the authority to force its hand.
In 2021, Newport City Council turned him down, saying: "The cost of digging up the landfill, storing and treating the waste could run into millions of pounds - without any guarantee of either finding it or it still being in working order."
That 7,500 Bitcoin (Wales Online reports it as 8,000) could have been worth as much as $7.5 million at one point in 2013, when Howells suspects he tossed the drive in "a clearout" of old IT equipment.
Nowadays, in spite of the spectacular fall of cryptocurrency exchange FTX in 2022 and a crypto winter around the same time, we're looking at a valuation of about $503 million at current rates.
Not one to let sleeping dogs lie, and with the probability of ever recovering the drive slimming each passing day, Howells has filed a claim against Newport City Council for PS495,314,800 ($644 million) in damages, Wales Online reports, the sum being "the peak valuation of his 8,000 Bitcoins from earlier this year."
Seeing that the authority spent [PDF] PS321.6 million ($418 million) providing services in 2022-2023 and has "24 percent of its 95 areas considered to be within the most deprived 10 percent of areas in Wales," half a billion pounds might seem steep to even the most casual observer.
However, Howells claims that the purpose of the lawsuit is not to wipe out the council's coffers and then some, but to force it into agreeing to an excavation to avoid a protracted and costly legal battle. The authority said it has refused excavation "on a number of occasions" since 2013 because it is "not possible under our licensing permit and excavation itself would have a huge environmental impact on the surrounding area."
"I'm still allocating 10 percent of the value for the council even though they have been problematic throughout," the paragon of virtue told Wales Online. "That would be PS41 million based on today's rate but in the future it could be hundreds of millions. If they had spoken to me in 2013, this place would look like Las Vegas now. Newport would look like Dubai. That's the kind of opportunity they've missed."
Howells also offered more context about the nature of his Bitcoin and what happened to it. The IT engineer believes himself to be one of the first miners of the pioneering cryptocurrency, having heard about the concept on IT forums in 2009, minting "8,000" himself for "pennies' worth" of electricity to keep his laptop generating cryptographic solutions for the blockchain. The private key to access the Bitcoin was stored on a 2.5-inch hard drive in a drawer in his home office.
Come 2013, though, he found two identical HDDs during the aforementioned "clearout." One held the key, the other was blank. Howells claims he mistakenly put the Bitcoin drive in a bin bag - a big no-no for electronic waste, which should be recycled responsibly due to its environmentally harmful contents. He asked his partner to take the bags to the dump the following morning, which was refused, though he said he used the opportunity to take a mental note to check that there was nothing valuable on the drive before taking them himself. Morning came, however, and the bags had been disposed of.
The past decade has allegedly been a "full-time operation" to recover the hard drive. Howells quit his job in IT and assembled a team of investors that would leave him with 30 percent of the value of the Bitcoin, the rest to be divided between his backers, the excavators, and the council.


	Bitcoin creator suspect says he is not Bitcoin creator suspect


	Craig Wright admits he isn't the inventor of Bitcoin after High Court judgment in UK


	UK government may force online retailers to pick up e-waste from consumers


	Attack of the cryptidiots: One wants Bitcoin-flush hard drive he threw out in 2013 back, the other lost USB stick password


Howells' legal team - the same barristers representing alleged abuse victims of billionaire former Harrods owner Mohamed Al Fayed - claims that the hard drive is located in "Cell 2 - Area 2" of Docksway Landfill and believes there is an 80 percent chance of the drive's data being recoverable if found.
His lawyers accuse the council of refusing to engage with "world-renowned" experts who are offering to "eradicate dangerous waste" at the site during the excavation process, pointing out that it has "repeatedly been in breach of its permit since 2020 over levels of arsenic, asbestos, methane, and other substances."
They claim the council has "simply ignored" that 10 percent of the Bitcoin could bring "a huge and desperately needed investment in the local community." Howells added: "This could be worth billions - this is the sort of money that starts wars and Newport council won't even have a conversation about it. This is how inadequate they are."
Newport City Council said in a statement: "The council has told Mr Howells multiple times that excavation is not possible under our environmental permit and that work of that nature would have a huge negative environmental impact on the surrounding area. The council is the only body authorized to carry out operations on the site.
"The council follows a strict monitoring and reporting regime for all environmental parameters, which we report on frequently to the regulator. In common with other waste disposal authorities, exceedances of some of the levels do occur from time to time and these are logged in Natural Resources Wales' compliance reports.
"Our monitoring and reporting regime is not related to Mr Howells' claim and we believe the mention of it is nothing more than an attempt to draw attention away from a fundamentally weak claim which we are vigorously resisting. Yet again responding to Mr Howells' baseless claims are costing the council and Newport taxpayers time and money which could be better spent on delivering services."
The authority's counsel argue that it legally owns the drive because it was dumped at the landfill site. The case is due to be heard in December. (r)
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    WhatsApp may expose the OS you use to run it - which could expose you to crooks

    
Meta knows messaging service creates persistent user IDs that have different qualities on each device    
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Updated An analysis of Meta's WhatsApp messaging software reveals that it may expose which operating system a user is running, and their device setup information - including the number of linked devices.
That analysis comes from security researchers at cryptocurrency wallet maker Zengo, who previously found a security weakness in the app's View Once feature - and now claim they've found another flaw.
The issue stems from how the application manages its multi-device setup, and the metadata it broadcasts during communication.
"We found out that different implementations of WhatsApp generate that message ID in a different manner, which allows us to fingerprint them to know if it's coming from Windows," Zengo cofounder Tal Be'ery told The Register.
In an explainer, Be'ery detailed how each device linked to a WhatsApp account - whether it's web, macOS, Android, iPhone, or Windows - is assigned a unique and persistent identity key.
The qualities of those keys vary for each OS on which WhatsApp runs: a 32-character ID is created for Android devices, iPhones use a 20-character prefix that is preceded four additional characters, while the WhatsApp desktop app for Windows uses an 18-character ID.
The different qualities of IDs for different platforms, Be'ery argues, mean someone trying to spread malware through WhatsApp could identify users' operating system and target them accordingly.
"It's not the end of the world," he assured. "But when you send malware to a device it's really, really important to know which operating system it runs on, because you have different vulnerabilities and different exploits."


	WhatsApp still working on making View Once chats actually disappear for all


	WhatsApp's 'View Once' could be 'View Whenever' due to a flaw


	Meta accused of snarfing people's Snapchat data via traffic decryption


	Venerable ICQ messaging service to end operations in June


A clever attacker could even look at all IDs associated with a user, figure out all the OSes on which they access WhatsApp, and choose the most vulnerable one to attack, Be'ery suggested.
He noted that Meta had been alerted to the problem and acknowledged the finding on September 17. But since then, the security team at Zengo has heard nothing in response. "It's fairly easy to comprehend," he explained - adding that in the absence of any response, Zengo was taking the issue public.
WhatsApp had no comment at the time of going to press. (r)
Updated at 22:30 UTC October 16
Meta has acknowledged the bug report, but did not advise when it intends to fix it.
A spokesperson sent the following info to The Register:
"We appreciate the researcher's submission. We remain focused on protecting our users against many different vectors of attack while still ensuring we can smoothly run a service that over 2 billion people use around the world."
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    Cisco confirms 'ongoing investigation' after crims brag about selling tons of data

    
Networking giant says 'no evidence' of impact on its systems but will tell customers if their info has been stolen    
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UPDATED Cisco has confirmed it is investigating claims of stealing -- and now selling -- data belonging to the networking giant.
This allegedly includes a ton of sensitive Switchzilla files, according to prolific extortionist IntelBroker -- the moniker for one of several cyber criminals who allegedly own and operate BreachForums. 
On Monday, the data thief bragged about recently breaching Cisco with some help from a couple of other scumbag friends, and offered for sale on the darkweb souk a laundry list of private Cisco data: GitHub and GitLab projects, SonarQube projects, source code, hardcoded credentials, confidential documents, Jira tickets, API tokens, AWS private buckets, Docker builds, Azure storage buckets, private and public keys, SSL certificates, and product information. 
The Register reached out to Cisco to confirm the breach, and a spokesperson sent us the following statement via email:


"Cisco is aware of reports that an actor is alleging to have gained access to certain Cisco-related files. We have launched an investigation to assess this claim, and our investigation is ongoing." 


The spokesperson declined to answer specific questions about the alleged intrusion, including when it happened (if it happened at all). 
IntelBroker, which claimed to be working with two other digital intruders who go by EnergyWeaponUser and zjj, said the breach happened June 10. IntelBroker and EnergyWeaponUser also purportedly worked together to steal and sell AMD internal communications back in August.
In the most recent Cisco heist, the trio claimed to have scooped up a ton of major customers' source code -- but, keep in mind, this is the word of a criminal, so we are not suggesting it's necessarily true. The Register has not verified the allegedly stolen files.


	Big brands among thousands infected by payment-card-stealing CosmicSting crooks


	AMD internal data reportedly offered for sale


	Mega money, unfathomable violence pervade thriving underground doxxing scene


	Crook brags about US Army and $75B defense biz pwnage


The dozens of companies that IntelBroker lists among those affected include AT&T, Verizon, T-Mobile US, Chevron, Microsoft, Vodafone and SAP, among many others. The Register reached out to the named orgs. We didn't immediately hear back from anyone except for SAP.
"SAP is aware of the recent post on BreachForum Dark Web regarding the Cisco Data Breach from June 10, 2024 and our security experts are collaborating with business partners to investigate these claims," a spokesperson said. "The investigation is ongoing."
Another alleged victim on the BreachForums' list said there's "no evidence" that the crooks nabbed anything from them in the supposed data heist.
It's unclear if this latest break-in is related to a September CosmicSting attack during which criminals compromised Cisco's Magento-based merch site. At the time, a Cisco spokesperson told us the flaw had since been fixed, "the issue impacted only a limited number of site users, and those users have been notified. No credentials were compromised."
Regardless of if the crooks' boasts turn out to be true, we have to assume that IntelBroker has painted a very large target on their back by now after also purporting to peddle sensitive info belonging to AMD, the US Army Aviation and Missile Command, Europol, the Pentagon and other national security agencies. (r)
UPDATED AT 22:00 UTC October 16th
Cisco has sent The Reg the following statement:
"Cisco is investigating reports that an unauthorized actor is alleging to have gained access to certain Cisco data and data of our customers. Cisco takes this allegation seriously and we have engaged law enforcement as part of this investigation. To date, our investigation has found no evidence of our systems being impacted. We will notify customers where we confirm that the actor has obtained their confidential information. Customers with concerns can contact PSIRT@cisco.com."
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    Digital River runs dry, hasn't paid developers for sales since July

    
Vendor told El Reg the biz's law firm claims merchant debts aren't valid obligations    
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Digital River has not paid numerous merchants since midsummer for software and digital products they sold through its MyCommerce platform.
The biz is a decades-old US-based e-commerce provider that's used by, among others, a ton of software developers to sell their programs online. It handles their online payments, and claims to have, at least at one point, processed more than $3 billion in transactions in a year.
"After over 20 years of partnership with Digital River, Traction Software Ltd has been left feeling as though we've been 'rug pulled,'" Lee Midgley, managing director of Traction Software, told The Register.
"For the past three months, we've experienced a complete halt in software sales revenue payments with no support, no direct contact, and only additional terms and conditions designed to delay resolution and extract more money from us.
"Astonishingly, Digital River continued to take sales from our loyal customers until we removed them from the order system. It now appears they have no intention of making payments and may be entering a liquidation process under a new CEO who has been involved in similar situations before."
The new CEO, Barry Kasoff, was first noted on the e-commerce biz website in August. Kasoff is also listed as the president of Realization Services, "a full-service strategic consulting firm specializing in turnaround management and value enhancement..."
The privately-owned, Minnesota-based business appears to have laid off a significant number of employees, presumably the result of what its UK subsidiary describes as cost reduction initiatives implemented in late 2022.
Digital River, Inc, owned by parent New York-based Danube Private Holdings II, LLC, has several subsidiaries including Digital River GmbH, Digital River Ireland Ltd, and Digital River UK Limited. The company did not respond to a request for comment.
A December 29, 2023 financial filing [PDF] for the UK subsidiary contains an audit report from UK chartered accountancy Durrants that calls out potential financial problems that threaten the e-commerce provider's ongoing viability as a business.
"The company is dependent on the ongoing liquidity of the parent company, Digital River, Inc, which is experiencing negative financial trends, potential covenant breaches, and liquidity issues. It also holds significant external debt, which has been refinanced and extended on a number of occasions."
Digital River's financial situation has evidently affected its willingness or ability to pay customers. Accounts of withheld payments abound in online forums, on social media sites, and review sites.


	China pushes its payment platforms towards an international presence


	South Korea to force e-commerce marketplaces to pay vendors faster


	Buyer's remorse haunts 3 in 5 business software purchases


	Chrome engine devs experiment with automatic browser micropayments


On September 16, 2024, Digital River sent an email to customers informing them of "upcoming changes to our Master Services Agreement, effective October 16, 2024, for MyCommerce."
The new agreement for Digital River GmbH adds a MyCommerce Platform Fee, reduces the chargeback fee from $25 to $20 per chargeback, adds a minimum payment threshold of $2,500 or $10,000 for wire transfers outside the Single Euro Payments Area, and creates a Tier 2 Client Support offering for $185 per hour.
In a post to LinkedIn three weeks ago, Lorant Barla, CEO of Romania-based Softland, said, "Digital River is automatically 'pre-signing' contracts in your MyCommerce account without your approval. The new MSAs [Master Services Agreements] stipulate additional platform fees and payments delayed for up to 60 days (we are still waiting for the payment from July)."
"Our company, Softland, is not affected," Barla told The Register. "We used MyCommerce (Digital River's service) as a secondary payment processor to handle sporadic payments from German customers. We stopped using their services on August 15, immediately after they did not send the payment for July.
"The platform fees they intend to introduce in two days, the NET 60 payments, were all reasons to quit using their services. The competition has no platform fees and they pay in 15-20 days."
Barla expressed skepticism that Digital River will meet its obligations.
"I don't think they will pay, they did not respect their own contractual payment terms, they delayed answering the support tickets opened by the affected vendors and they lost all credibility," he said.
Barla posted an image of his firm's MyCommerce control panel, noting that Softland's contract library contains an MSA dated October 16, 2024
"The first date is obviously in the future, so no way it was signed by us," he said. "No one in our company remembers signing the other two agreements. It is fishy that the hour is exactly 12:00:00 AM on all (like who in their right mind enters into agreements in the middle of the night)."
A response from Digital River's LinkedIn account says the digital commerce provider has the right to update its agreements.
"We understand your unease regarding the automatic 'pre-signing' of new contracts in your MyCommerce account and the stipulations of additional platform fees and delayed payments," the post says.
"We assure you that our actions are guided by the terms outlined in our Master Service Agreement (MSA). Per our MSA, we reserve the right to update the agreement as needed to reflect changes in our services, regulations, or financial considerations."
One of the vendors who has been asking to be paid showed The Register a note received from Digital River's law firm, New York-based Mintz & Gold, in response to payment inquiries.
The law firm says that Digital River presently doesn't consider merchant debt claims to be valid obligations. The note reads, "I am writing on behalf of my law firm's client, Digital River, regarding the inquiry you submitted to Digital River's Solution Center.
"We are in the process of validating invoices and claim amounts from MyCommerce publishers. Digital River intends to reach out to MyCommerce publishers ... in the near future concerning processing invoices per contract terms. In the interim, please know that Digital River disputes the claimed debt."
Digital River's attorneys from Mintz & Gold did not respond to a request for comment.
Affected vendors are presently trying to organize a class action lawsuit against Digital River. (r)
Editor's note: This story was updated post-publication with comments from Lorant Barla.
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    Sysadmins rage over Apple's 'nightmarish' SSL/TLS cert lifespan cuts

    
Max validity down from 398 days to proposed 45 by 2027    
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Apple wants to shorten SSL/TLS security certificates' lifespans, down from 398 days now to just 45 days by 2027, and sysadmins have some very strong feelings about this "nightmarish" plan. 
As one of the hundreds that took to Reddit to lament the proposal said: "This will suck. My least favorite vendor manages something like 10 websites for us, and we have to provide the certs manually every time. Between live and test this is gonna suck."
The Apple proposal, a draft ballot measure that will likely go up for a vote among Certification Authority Browser Forum (CA/B Forum) members in the upcoming months, was unveiled by the iThings maker during the Forum's fall meeting.
Essentially, it means new certificates, needed for things like HTTPS connections to websites, need to be replaced more often by site owners for browsers to trust them.
This follows a similar push by Google, which wants to reduce the maximum TLS server authentication subscriber certificate validity to 90 days.
Max lifespans of certs have been gradually decreasing over the years in an ongoing effort to boost, it's argued, internet security. Prior to 2011, they could last up to about eight years. As of 2020, it's about 13 months.
Apple's proposal, if accepted, would shorten the max certificate lifespan to 200 days after September 2025, then down to 100 days a year later and 45 days after April 2027. The ballot measure also reduces domain control validation (DCV), phasing that down to 10 days after September 2027.
And while it's generally agreed that shorter lifespans improve internet security overall -- longer certificate terms mean criminals have more time to exploit compromised website certificates -- the burden of managing these expired certs will fall squarely on the shoulders of website and systems administrators. 


	Apple drops a bomb on long-life HTTPS certificates: Safari to snub new security certs valid for more than 13 months


	DigiCert gives unlucky folks 24 hours to replace doomed certificates after code blunder


	Firefox's Mozilla follows Google in losing trust in Entrust's TLS certificates


	Entrust faces years of groveling to regain browsers' trust, say rival chiefs


Over the past couple of days, these unsung heroes who keep the internet up and running flocked to Reddit to bemoan their soon-to-be increasing workload. As one noted, while the proposal "may not pass the CABF ballot, but then Google or Apple will just make it policy anyway..."
Google is known for the widely used Chrome and Chromium, and for Apple, Safari and Webkit.
Even certificate provider Sectigo, which sponsored the Apple proposal, admitted that the shortened lifespans "will no doubt prove a headache for busy IT security teams, juggling with lots of certificates expiring at different times."
The solution, according to Sectigo's Chief Compliance Officer Tim Callan, is to automate certificate management -- unsurprising considering the firm sells software that does just this. "Automated certificate lifecycle management is going to be the norm for businesses moving forward," Callan told The Register.
However, as another sysadmin pointed out, automation isn't always the answer. "I've got network appliances that require SSL certs and can't be automated," they wrote. "Some of them work with systems that only support public CAs."
Another added: "This is somewhat nightmarish. I have about 20 appliance like services that have no support for automation. Almost everything in my environment is automated to the extent that is practical. SSL renewal is the lone achilles heel that I have to deal with once every 365 days."
Until next year, anyway. (r)
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