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        Study finds radical nutjobs targeting gamers via Discord, Twitch, Steam
        Gareth Halfacree

        'Hyper-masculine' first-person shooter fandoms are prime targets Researchers from Anglia Ruskin University have sounded the alarm on "gaming-adjacent platforms" including Discord, Twitch, and Steam being used as "digital playgrounds" to funnel new recruits into far-right and other extremist ideologies - with a focus on those showing interest in "hyper-masculine gaming titles."... 

      

      
        Windows 11 leads as October looms, but millions still cling to Windows 10
        Richard Speed

        With just over two months left, enterprises look to Extended Security Updates as a stay of execution Windows 11 is maintaining its lead over Windows 10, but millions of PCs are still running Microsoft's legacy operating system with less than three months until support ends....

      

      
        Tony Blair Institute: UK needs bit barns to lead in AI deployment, not training
        Dan Robinson

        Let US and China compete in the AI development arms race, says former Brit PM's non-profit org Britain should not try to compete with America and China in the race to build cutting-edge AI models and focus instead on widespread AI adoption, but even this will require a boost local compute capacity....

      

      
        Project Banana ripens into a pre-alpha for KDE Linux, and you can test it
        Liam Proven

        Desktop project's in-house distro is impressively ambitious, but nowhere near ready The former "Project Banana" now has a more sober name, albeit one a bit trickier to search for....

      

      
        Untangling the Jeff Bezos web: Who pays for the billionaire's space lust?
        Doug Mohney

        Blue Origin and Amazon's Kuiper satellite program are an arm's length apart In the beginning there was Jeff Bezos. He created Amazon in 1994 and became filthy rich in the decades that followed, reaching a net worth exceeding $241 billion in 2025....

      

      
        German phone repair biz collapses following 2023 ransomware attack
        Connor Jones

        Founder miffed over prosecutors holding onto its Bitcoin The founder of a German mobile phone repair and insurance biz has begun insolvency proceedings for some operations in his company after struggling financially following a costly ransomware attack in 2023.... 

      

      
        When hyperscalers can't safeguard one nation's data from another, dark clouds are ahead
        Rupert Goodwins

        If it's not on-prem, it's on the menu Opinion  The details of cloud data regionalization are rarely the stuff of great drama. When they've reached the level of an exe admitting to the Senate that a foreign power can help itself to that nations data, no matter where it lives, things get interesting....

      

      
        Millions of age checks performed as UK Online Safey Act gets rolling
        Richard Speed

        But it's OK, claims Brit government, no personal data stored 'unless absolutely necessary' The UK government has reported that an additional five million age checks are being made daily as UK-based internet users seek to access age-restricted sites following the implementation of the Online Safety Act."...

      

      
        Legendary OpenPrinting architect looking for new role
        Liam Proven

        Canonical lays off one of its old hands - a longstanding FOSS developer - after nearly two decades Till Kamppeter, the lead developer of the OpenPrinting subsystem for Linux, has been laid off by Canonical after 19 years....

      

      
        Tech bro denied dev's hard-earned bonus for bug that overcharged a little old lady
        Simon Sharwood

        Startups aren't good at testing software, or respecting contracts Who, Me?  Welcome to the opening day of another working week, an occasion The Register always celebrates with a new installment of Who, Me? It's the Monday column that revisits readers' worst moments at work, and celebrates your ability to rebound and reinvent in their wake....

      

      
        China's botched Great Firewall upgrade invites attacks on its censorship infrastructure
        Simon Sharwood

        Attempts to censor QUIC traffic create chance to block access to offshore DNS resolvers China's attempts to censor traffic carried using Quick UDP Internet Connections (QUIC) are imperfect and have left the country at risk of attacks that degrade its censorship apparatus, or even cut access to offshore DNS resolvers.... 

      

      
        Microsoft briefly turned off Indian company's cloud, perhaps due to EU sanctions on Russia
        Simon Sharwood

        Oh, the irony of Europe demonstrating the importance of the sovereign cloud it craves Microsoft disconnected Indian company Nayara Energy from its cloudy resources last week, before restoring access ahead of a court clash....

      

      
        China's IPv6 adoption takes a decent leap forward, especially on fixed networks
        Simon Sharwood

        PLUS: Nightmare insect found in Australia; Arista makes more stuff in India; Atlassian job cuts; And more! Asia In Brief  China's Cyberspace Administration last week reported increased uptake of IPv6....

      

      
        Lazarus Group rises again, this time with malware-laden fake FOSS
        Iain Thomson

        PLUS: Slow MFA rollout costs Canucks $5m; Lawmakers ponder Stingray ban; MSFT tightens Teams; And more! Infosec In Brief  North Korea's Lazarus Group has changed tactics and is now creating malware-laden open source software....

      

      
        Another one bites the dust as KubeSphere kills open source edition
        Richard Speed

        Company blames license violations and infrastructure changes for abrupt move Updated  KubeSphere has become the latest service to abruptly yank an open source edition of a product, triggering outcry from users....
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    Study finds radical nutjobs targeting gamers via Discord, Twitch, Steam

    
'Hyper-masculine' first-person shooter fandoms are prime targets    


    
        By 
Gareth Halfacree        
    

    
        Posted in Offbeat,
        
            4th August 2025 13:43 GMT
        
    


    
Researchers from Anglia Ruskin University have sounded the alarm on "gaming-adjacent platforms" including Discord, Twitch, and Steam being used as "digital playgrounds" to funnel new recruits into far-right and other extremist ideologies - with a focus on those showing interest in "hyper-masculine gaming titles."
"These gaming-adjacent platforms offer extremists direct access to large, often young and impressionable audiences and they have become a key tool for extremist recruitment," said co-author Dr William Allchorn, a senior research fellow at the university.
"Social media platforms have attracted most of the attention of lawmakers and regulators over the last decade, but these platforms have largely flown under the radar, while at the same time becoming digital playgrounds for extremists to exploit. The nature of radicalization and the dissemination of extremist content is not confined to any single platform and our research identified a widespread lack of effective detection and reporting tools."
Allchorn, along with Dr Elisa Orofino, co-author and colleague at Anglia Ruskin's International Policing and Public Protection Research Institute (IPPPRI), found that far-right extremism - including content that promotes white supremacy, neo-Nazism, antisemitism, misogyny, racism, homophobia, and conspiracy theories including but not limited to QAnon - was the most common, with Islamist extremism and what the researchers call "extremist-adjacent material," including the glorification of school shootings, less common but still notable.
Unsurprisingly, these materials were usually found alongside "hyper-masculine gaming titles" - first-person shooters in particular. Extremists target those interested in these games, the researchers found, then begin to "funnel" them to less-regulated platforms.
"That's where you have matchmaking," an interviewee in the study said about gaming-adjacent social platforms. "It's where you can build quick rapport with people. But that's the stuff that very quickly moves to adjacent platforms, where there's sort of less monitoring."
It's not a new problem, but little progress is being made. A 2023 report penned by researchers from the Psychological Defence Research Institute at Lund University, supported by the Swedish Psychological Defence Agency, identified six key ways extremists were making use of games and related technology: to reframe reality, including the gamification of real-life situations; the projection of authority, including data harvesting; psychographic targeting using said harvested data; hacking and phishing to gain access to third-party systems; social propaganda through in-game and game-adjacent social features; and interactive propaganda, in which game-related social communities are used to radicalize and mobilize players for the extremists' own ends.


	xAI's Grok lurches into right-wing insanity, offers tips on assaulting man


	War Games: MoD asks soldiers with 1337 skillz to compete in esports


	UK Online Safety Act 'not up to scratch' on misinformation, warn MPs


	Does UK's Online Safety Act cover misinformation? Well, that depends


"Compared with social media, the gaming domain has insufficient policies and mechanisms to cope with information influence campaigns," said co-author Jesper Falkheimer, foreshadowing the same conclusion reached by Allchorn and Orofino. "Nor are there sufficient avenues for researchers, journalists, and the industry itself to better understand the degree to which gaming platforms are currently being exploited. In other words, not only do we not know how serious the situation is, we also lack the means to find out."
Allchorn concluded of potential ways to address the issue: "Many users don't know how to report extremist content, and even when they do, they often feel their concerns aren't taken seriously.
"Strengthening moderation systems, both AI and human, is essential, as is updating platform policies to address content that is harmful but technically lawful. Decisive action works and platforms can be doing more to help curb the spread of extremism."
The full study is available under open-access terms in the journal Frontiers in Psychology.
Neither Discord, Valve, nor Twitch responded to requests for comment. (r)
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    Windows 11 leads as October looms, but millions still cling to Windows 10

    
With just over two months left, enterprises look to Extended Security Updates as a stay of execution    


    
        By 
Richard Speed        
    

    
        Posted in OSes,
        
            4th August 2025 13:00 GMT
        
    


    
Windows 11 is maintaining its lead over Windows 10, but millions of PCs are still running Microsoft's legacy operating system with less than three months until support ends.
The figures from Statcounter indicate a gap is opening up between the two OSes. Many versions of Windows 10 are set to reach the end of free standard support from October 14, prompting Microsoft to relentlessly push Windows 11 as the way forward. However, the new OS is infamously incompatible with hardware perfectly capable of running its predecessor.
For many enterprises, an uphill struggle remains to get Windows 11 on desktops before Microsoft pulls the support plug or admit defeat and purchase an Extended Security Update (ESU) subscription to keep the lights on for a little longer.
Thomas MacKenzie, director of product strategy at Lansweeper, told The Register that the challenge was more about execution than awareness. "Many organizations face complex upgrade paths due to legacy applications, hardware incompatibilities, etc.
"Some businesses may have migration plans in motion, but others are at greater risk of falling behind, especially in sectors like healthcare and manufacturing, where device refresh cycles tend to be longer or where changes may require some form of type approval.
"The reality is that millions of businesses are still running Windows 10 with just months to go before end-of-life."
MacKenzie noted that for many affected businesses, the ESU program would serve as little more than a "short-term buffer" to buy some extra time. "ESU is a fallback, not a strategy, and most IT leaders know this."
Consumers can pick up a free year of ESU, although they will need to either redeem some Microsoft Rewards points to do so or sync their settings to the cloud via Windows Backup. Microsoft has yet to extend the same generosity to corporate customers signed up to Microsoft 365.


	We're number 1! Windows 11 finally overtakes Windows 10


	Windows 11 migration heats up... on desktops


	Windows 11 market share stalls ahead of Windows 10 cutoff


	Windows 11 poised to beat 10, mostly because it has to


MacKenzie told us: "There's no precedent for Microsoft 365 customers receiving free ESU. When support ended for Windows 7, ESUs were available as a paid add-on, even to Microsoft 365 users. The only exception was for customers using Windows Virtual Desktop (now Azure Virtual Desktop), where ESUs were included, but that was tied to the virtual platform, not to 365.
"Microsoft hasn't signaled any intention to offer free ESUs for Windows 10, and while it's always possible under pressure, organizations should plan around what's confirmed rather than hoping for a policy shift."
While Statcounter is not a perfect measure of market share - it relies on tracking code installed on more than 1.5 million sites globally - it is a useful indicator of trends in the absence of official telemetry from Microsoft.
The latest figures show that Windows 11's market share continues to increase, growing to 53.51 percent of desktop Windows market share worldwide. In contrast, Windows 10 declined to 42.88 percent, after both operating systems reached parity last month.
Yet with just over two months until the retirement of many editions of Windows 10, the software will likely remain a significant factor in the plans of enterprises for months, or even years to come, after free standard support ends in October. (r)
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    Tony Blair Institute: UK needs bit barns to lead in AI deployment, not training

    
Let US and China compete in the AI development arms race, says former Brit PM's non-profit org    
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            4th August 2025 12:20 GMT
        
    


    
Britain should not try to compete with America and China in the race to build cutting-edge AI models and focus instead on widespread AI adoption, but even this will require a boost local compute capacity.
This is the message from the Tony Blair Institute for Global Change, which warns that the UK needs to "take infrastructure seriously" to remain competitive in the AI era, and fix systemic problems that cannot be resolved overnight.
This will require time, investment, and for the government to make building datacenters a national strategic priority, says the former PM's non-profit organization.
In its report, Blair's think tank says Brtain lacks the resources to keep up with the US, China and the Gulf States, which are all pumping hundreds of billions of dollars into vast, energy-hungry datacenters for AI training. The UK doesn't have the money, the available land or the energy resources to follow suit, it adds.
Instead, the focus must be on deploying and widely adopting AI, "demonstrating to the world how to effectively apply it across sectors including health, education, government, defence and science." This is where the economic gains will be found, the report says, in seeking ways to bolster productivity, improving public services and driving innovation across the economy. The jury is out on if or how this can be achieved.
Following this strategy will still require considerable investment in AI infrastructure, a point the UK government already acknowledged in its AI Opportunities Action Plan unveiled at the start of the year, plus the Compute Roadmap detailed recently.
The Tony Blair Institute says these steps are not enough, and claims "the situation is now dire" as the UK has placed AI at the centre of its growth and security goals, yet lacks sufficient infrastructure to carry it off. At the current build pace, the country is unlikely to meet its 2030 target of 6 GW of AI-ready capacity on UK soil, it says, and blames planning and permitting delays, constraints with the national grid and soaring industrial energy costs for holding up progress.
This is backed up by a separate report from fDi Intelligence (part of the Financial Times) which claims the UK could face up to a 5 GW shortfall in the datacenter compute capacity it needs. This is based on an analysis commissioned by the Department for Science, Innovation & Technology (DSIT) and assumes supply will nearly double from 1.8GW today to 3.3GW, while there is expected to be demand for between 5.1 GW and 8.5 GW.
Britain will struggle to meet the 6 GW target, as most of the current 1.8G W of bit barns are concentrated around London and not optimized for AI.
The Tony Blair Institute recommends the government follow a strategy of "accelerated diversification," which means quickly building out resilient infrastructure. This will require it to make changes to attract new investment in a way that reduces risk, spreads capability regionally to improve resilience and supports a strong domestic ecosystem - easier said than done.
Other recommendations are that the government must ensure the National Energy System Operator (NESO) integrates bit barn demand (as estimated by DSIT) into national plans and builds to support this in "dynamic updates."
However, the AI Energy Council, formed last year, was tasked with ensuring this, but it is operating under a traditional British government cloak of secrecy, declining to reveal what has been discussed or any decisions made during the two meetings it has so far held.
The report instead recommends a team of AI and datacenter experts be formed within NESO to support demand planning and accelerate AI integration in the energy system.
Unsurprisingly, it also recommends amending the planning process to issue decisions within an eight-month period, and using ministerial call-in powers for high-investment datacenter projects and grid investments.
These are actions the government has already embarked upon, designating these sprawling server farms as critical national infrastructure (CNI), which allows developers to override any local opposition to datacenters being built in an area. Categorizing them as Nationally Significant Infrastructure Projects (NSIPs) allows developers to apply to the central Planning Inspectorate (PINS) for planning permission, bypassing the local authority altogether.
Other noteworthy recommendations are that the government should adopt a strategy to develop a series of new gigawatt nuclear power station projects, as well as reforming the way nuclear is regulated in the UK both to expedite building while also reducing costs.
The Tony Blair Institute report also suggests some actions similar to those already taken by the Trump administration, such as changing the rules to allow co-location of AI datacenters with energy generation sources, plus identifying government land that could be used for bit barns and offering this to private developers.
All of these suggestions sound like a big ask for any UK government, which are characterized by sclerotic indecision and glacial decision making at the best of times. The current administration is currently struggling with chronic budget constraints and the urgent need to invest in a range of other areas as well.
The Tony Blair Institute concludes with a warning that if the UK fails to build, it will fall behind. If it gets it right, it has a real opportunity to lead in AI, by gaining the expertise in how to apply it and build the right infrastructure to support it.
Despite the calls to action, there are growing concerns that all this investment in AI might turn out to be inflating a hype bubble. A report from McKinsey & Company identifed widespread unease because nobody is really sure what the level of AI demand is going to be in future, while other research found that generative AI has had no significant impact on earnings or recorded hours in any occupation so far, despite the billions poured into building and training the models.
The accuracy of agentic AI recently fell under the spotlight when Gartner forecast that 40 percent of projects will be ditched by the end of 2027 due to rising costs, unclear business value or insufficient risk controls.


	Amazon is spending a boatload on AI but investors are impatient for results


	Datacenter lobby blows a fuse over EU efficiency proposals


	Zuck tries to justify AI splurge with talk of 'superintelligence' for all


	US agencies log nearly 9x more GenAI use cases in 2024 - but deployments stall


	Devs are frustrated with AI coding tools that deliver nearly-right solutions


Last year, Baidu chief Robin Li described the AI sector as being in an "inevitable bubble," similar to the dot-com bubble at the end of the 1990s, while a report from Lenovo found that only 4 of 33 AI proof-of-concept projects it surveyed actually progressed into production, equating to an 88 percent failure rate.
Still, the UK government and the Tony Blair Institute remain unperturbed by the generative AI naysayers. (r)
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    Project Banana ripens into a pre-alpha for KDE Linux, and you can test it

    
Desktop project's in-house distro is impressively ambitious, but nowhere near ready    
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            4th August 2025 11:45 GMT
        
    


    
The former "Project Banana" now has a more sober name, albeit one a bit trickier to search for.
KDE Linux is an all-new desktop Linux distro being developed as a showcase for the KDE desktop project. The project is still in a pre-alpha testing stage, but recently went public on the KDE website. Versions are available to download and try out.
KDE Linux is an entirely new and experimental OS. There's lots of room for confusion here, because KDE already has a demonstration distro, KDE Neon. KDE Linux is a totally separate and far more ambitious project. In terms of its underlying design, it's intended to be a super-stable end-user distro. This is in contrast with Neon, which is an experimental showcase for the latest and greatest code. Neon isn't meant to be anyone's daily driver. There's a little more to it, but an executive summary of Neon could be "the latest KDE Plasma pre-installed on top of Ubuntu LTS."
KDE Linux is a very different beast. It's not based on it, but several aspects of its design are clearly influenced by Valve's SteamOS 3. Like SteamOS 3, KDE Linux is an immutable distro, with dual read-only Btrfs-format root partitions that update each other alternately. Regular Reg readers may recall this because we discussed it nearly a year ago in the context of both of the two biggest names in Linux desktops - KDE Plasma and GNOME - working on their own showcase distros.
KDE Linux isn't based on Ubuntu or Debian. It's built using Arch Linux, but it's different enough that it doesn't really count as an Arch variant. As an immutable distro, there's no package manager, for instance, so the user can't install Arch packages. This also applies to other native OS packages, including, for instance, Nvidia proprietary drivers. That means KDE Linux only supports recent Nvidia GPUs for which Nvidia supplies FOSS drivers. In Big Green's own words, "Nvidia Grace Hopper or Nvidia Blackwell" and "newer GPUs from the Turing, Ampere, Ada Lovelace, or Hopper architectures."
As it's an immutable distro, it shares some attributes with other OSes that have read-only root file systems. You can only install sandboxed apps that go in their own corner of the OS, and here the plan is that users will install Flatpak (and possibly Snap, "if it's not too hard and the UX is OK") packages using the KDE Discover app store. Aside from them, you won't be able to update individual packages. OS updates come as a whole new system image, with all components updated at once. This is unlike most current desktop OSes. Instead it's more akin to how smartphone OS updates work.
Right now, there are various serious limitations. This is not ready for production yet. Aside from the Nvidia drivers issue, it doesn't yet support Secure Boot, and right now, updates are big, because updating is managed directly by systemd, and that can't yet handle incremental upgrades - you get a whole fresh OS image every time. Since the current download is over 5 GB in size, this is substantial. Oh, and it's Wayland-only.
However, to our jaundiced eye, the plan seems sound and well considered. Using Btrfs and its snapshots to make it possible to roll back to the previous system state makes for a much simpler updating system than Red Hat's OStree, which looks superficially simple but gets seriously complicated under the hood. In a previous role, The Reg FOSS desk daily drove a Btrfs-based distro for just over four years, and we experienced more fatal file system corruption incidents than in the previous two decades of Linux use. However, a read-only Btrfs system should be much more robust, and the A/B update system with dual redundant root file systems also eliminates whole other categories of potential failure.


	Canonical dusts off TPM encryption for Ubuntu 25.10


	Linux kernel 6.16 lands without any headline features but 38M lines of code


	First release candidate of systemd 258 is here


	FreeBSD 15 installer to offer minimal KDE desktop


This is intended to one day be a bulletproof daily driver, not a demo system, which is the intended purpose of KDE Neon. It's not meant for those who want to get under the hood and tinker - plain old Arch Linux is better for that. If you want to install your own packages and customize your OS, then existing tools such as the container-based Distrobox may help.
The idea is good: lean heavily on existing upstream tooling, and draw upon an existing design that's already out there in the hands of millions of users. It's a radical design, and very unlike most existing distros. In terms of how it's designed to be robust and have "no user-serviceable parts inside" (as the warning sticker on many consumer electronics devices says), it has some of the things we wrote we wanted to see in a FOSS ChromeOS last month. For those interested, some of the developers are answering questions in the Reddit discussion about the new OS.
We tried the current work-in-progress test version inside QEMU. You need to follow the steps in the KDE Community Wiki very closely. After a few tries, we managed to install it, and it booted as far as the login screen, but the desktop instantly crashed on login, every time. This is not ready for prime-time yet, and we don't think it will be before the looming Windows 10 support cut-off in a couple of months. But the promise is considerable, and this could turn out to be one of the most radical end-user distros out there. (r)
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    Untangling the Jeff Bezos web: Who pays for the billionaire's space lust?

    
Blue Origin and Amazon's Kuiper satellite program are an arm's length apart    


    
        By 
Doug Mohney        
    

    
        Posted in Science,
        
            4th August 2025 11:15 GMT
        
    


    
In the beginning there was Jeff Bezos. He created Amazon in 1994 and became filthy rich in the decades that followed, reaching a net worth exceeding $241 billion in 2025.
Bezos has used a portion of his accumulated wealth on such things as The Washington Post newspaper (2013), a divorce (2019), and a Venice destination wedding for his second wife (2025), among other splurges.
[image: Amazon CEO Jeff Bezos]
I've got way too much cash, thinks Jeff Bezos. Hmmm, pay more tax? Pay staff more? Nah, let's just go into space

READ MORE
Yet Blue Origin, his privately held aerospace company, has been his most ambitious and costly endeavor outside of Amazon, one that has consumed increasingly large amounts of money since he founded it almost 25 years ago. Casual observers conflate Blue Origin with Amazon's Project Kuiper broadband satellite network and it's easy to see the confusion, since Bezos founded both. But while there are connective threads between the two, the companies march to very different beats and it remains unanswered if Blue Origin will have as great an impact on the world as Amazon.
Revenge of the space nerd
Bezos has been a devout space advocate for decades. As high school valedictorian, he told his graduating class he dreamed of the day when mankind would colonize space and leave Earth to be a big nature preserve, as reported by The Atlantic in 2019.  His beliefs remained steadfast throughout his time at Princeton University, where he became president of the local Students for the Exploration and Development of Space (SEDS) chapter.
I went to college around the same time frame as Bezo and vividly remember the local SEDS chapter. They would talk about the construction of large O'Neill cylinders for the colonization of space, while the rest of us were trying to pass classes and figure out how to do something useful with the first IBM PCs in a time long before the internet became a mainstream concern about a decade later.
Rocket companies aren't cheap. Fortunately, Bezos, Amazon's founder and CEO until 2021, has a ton of Amazon stock and uses it to fund Blue Origin and his other interests. Unlike SpaceX, which continues to go to the private equity markets early and often, Blue Origin remains tightly held with Bezos as primary shareholder and funder.
Exactly how much of his cash has gone into the company is subject to considerable speculation. Back in 2017, Bezos said in an interview he would sell off $1 billion in stock per year to fund the company's activities.
Given Amazon's massive valuation and his personal net worth, Bezos has considerable resources to fund Blue Origin's many hardware projects. These include the New Shepard suborbital rocket operation out of West Texas, the New Glenn reusable rocket to put satellite constellations into orbit, the Blue Moon lunar lander program, and some more humble schemes to build a larger satellite bus/tug and a smaller commercial space station built in cooperation with other firms.


	SpaceX scores $5.9B lion's share of Space Force launch contracts


	Jeff Bezos can now taunt Elon Musk: I'm building a moon rover for NASA, when can Tesla do that?


	FAA confirms it's testing Starlink, maybe for tasks Elon says Verizon is doing badly


	Amazon's Kuiper secures license to take on Starlink in the UK


	Words alone won't get the stars and stripes to Mars


The biggest criticism of Blue Origin has been its lack of speed to put New Glenn on the pad so it can launch satellites for others. First announced in September 2016, the rocket didn't make its inaugural flight until January 2025, far later than its original expected 2020 launch date. While new launch vehicles often "move to the right" with various issues, New Glenn has had the speed of a tortoise compared to the hares at SpaceX.
Companies that planned to launch on New Glenn have had to turn to SpaceX and other launch providers. One of those companies is, ironically, Amazon.
Amazon's Project Kuiper - a for-profit world apart
SpaceX's Starlink Low Earth Orbit (LEO) satellite network has demonstrated the technology and market demand for turnkey, high-speed, low-latency broadband around the world in markets ranging from unconnected homes unreachable by other affordable means to mobile users on planes, trains, and automobiles, along with governmental and national security applications.
In 2019, Amazon created the Project Kuiper subsidiary and declared it would spend $10 billion to build the infrastructure to deploy and operate a constellation of 3,236 satellites, including a mass-market, low-cost flat panel phased-array antenna to connect millions of people and companies around to the network. As a publicly traded company, Amazon had to justify the expense of this project to the board and its shareholders and show that it could provide a return on investment.
[image: kuiper-first-launch]
Bezos beams up batch two as Project Kuiper plays catch-up with Starlink

READ MORE
In addition, as a public company, Amazon couldn't play favorites with its former CEO and current executive chairman. Activist shareholders see a down quarter, get worked up about perceived self-dealing, the stock price tanks and nobody is happy. It had to take a vendor-neutral stance, so Amazon ended up distributing launches among United Launch Alliance (ULA), Blue Origin, Europe's ArianeGroup, and yes, SpaceX. Since Blue Origin continues to move at an unhurried pace to get into a steady launch cadence, most of the initial Kuiper launches will be performed by ULA and SpaceX.
The major financial contrasts between Project Kuiper and SpaceX's Starlink are essentially threefold. First, Amazon's $10 billion commitment to Kuiper, while substantial, is nothing compared to the continued yearly capital investments into its datacenter resources. The company recently indicated it would spend on the order of $118 billion on capital expenditures this year, a large portion of which will go into building out tech infrastructure for AI demand. SpaceX is a different beast: Starlink is the monetary lifeline necessary to keep Elon Musk's space company in the short-term business of building bigger rockets and the longer-term one to colonize Mars.
Finally, Project Kuiper will play an interesting and significant role, providing worldwide connectivity for new consumer customers and a complementary one to its government and enterprise customers who need to be connected to cloud services anywhere in the world. Could Amazon Prime customers at a certain spending level get a free Kuiper dish and discounted broadband service? It's certainly possible.
But the important thing to keep in mind is that, while Bezos holds executive positions at both Amazon and Blue Origin, Amazon is a large, publicly traded company that can't simply throw money into its founder's whims. (r)
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    German phone repair biz collapses following 2023 ransomware attack

    
Founder miffed over prosecutors holding onto its Bitcoin    


    
        By 
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The founder of a German mobile phone repair and insurance biz has begun insolvency proceedings for some operations in his company after struggling financially following a costly ransomware attack in 2023.
Wilhelm Einhaus, who heads up Hamm-based Einhaus Group, confirmed the news to regional outlet WA late last week.
The managing director said the company's financial failings were due to the public prosecutor's office refusing to return the stolen cryptocurrency tokens it paid the attackers.
Reportedly in the high six-figure range, authorities seized the ransom payment as part of their investigation into the cybercriminals, but the assets were never returned, Einhaus claimed.
"The fact that we, as the proven victims, are not recouping the extorted funds, even though they have been confiscated, has derailed our restructuring efforts," he said (machine translation).
Einhaus Group comprises 13 companies that Einhaus founded in the early 2000s. Three of these businesses have now started insolvency proceedings, including a mobile phone insurance company, a logistics business, and a 24-hour mobile phone repair service, which at one time was offered in more than 5,000 retail stores in Germany.
The business also partnered with major telcos such as Deutsche Telekom and 1&1, generating EU70 million in annual revenues at its peak.
However, the Royal ransomware group targeted the company in 2023, and Einhaus recalled walking into the office one morning to be greeted by reams of printouts indicating the attackers had control of his systems.
"We've hacked you. All further information can be found on the dark web," read the pages spewed out by every printer in the office, the managing director said. Staff were locked out of their computers and everyday business was halted.
The downtime that ensued, and the ransom payments made by the company, led to seven-figure losses in total, Einhaus said.
Einhaus aimed to recover the lost funds and revenue through various means, which included selling company property, liquidating investments, and reducing headcount from more than 100 to just eight.
Einhaus Group joins a long list of companies to have been hit by ransomware and later gone on to file for bankruptcy.


	As ransomware gangs threaten physical harm, 'I am afraid of what's next,' ex-negotiator says


	Ingram Micro confirms ransomware behind multi-day outage


	FBI: Watch out for these signs Scattered Spider is spinning its web around your org


	UK to ban ransomware payments by public sector organizations


In the same year Royal attacked Einhaus, a UK transportation company, Knights of Old, announced its collapse following an attack claimed by the Akira group. The business had existed for 158 years until then.
Ransomware was also blamed for the demise of vodka giant Stoli's US arm. Two of its US subsidiaries faced $84 million in debts accrued in some part due to a ransomware attack in August last year, as well as a long-running legal feud with Putin, who branded the company as extremists for its support of Ukraine following the invasion.
Finnish psychotherapy clinic Vastaamo also went under in 2021 after its patients were blackmailed using data that attackers stole from its systems a year earlier. (r)
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    When hyperscalers can't safeguard one nation's data from another, dark clouds are ahead

    
If it's not on-prem, it's on the menu    
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Opinion The details of cloud data regionalization are rarely the stuff of great drama. When they've reached the level of an exe admitting to the Senate that a foreign power can help itself to that nations data, no matter where it lives, things get interesting.
It was the French Senate, Microsoft France's director of public and legal affairs, and the foreign nation? The USA.
[image: EU]
Microsoft admits it 'cannot guarantee' data sovereignty

READ MORE
This is a great story, but it's not really news. Microsoft's strategy to pacify EU data sovereignty unease has been to offer a special Cloud for Sovereignty service girded with special contractual promises. Topped off with an extra-special pledge of stiff legal resistance if Washington approaches with the can-opener. This is all doubtless true, but as a plausible guarantee of data safety, skepticism is too weak a word. It compares poorly to sheltering from an atomic blast by hiding in a fridge.
The trouble with data sovereignty is that of sovereignty itself. The word is a powerful concept that's easy to grasp, thus ideal as a tool to persuade and motivate. It was a primary war cry for those wanting to leave the EU during the UK Brexit referendum. Take back control, abolish alien interests in our affairs, create a state entirely in our own interests. Sounds great, until reality intrudes. Absent isolationism or invasion, if one sovereign state wants to deal with another, then both have to accept a pragmatic dilution of individual power in the greater interest. Think North Korea, think Putin's Russia, think the EU.
So it is with data sovereignty. The most succinct definition of the cloud is the most useful here: it's somebody else's computer. If that someone else can be compelled by law to let someone you don't like turn up with a big USB drive and a writ, you do not have data sovereignty. The same goes if you want to be the ones seeking to help yourself to data. The UK government, having used its Brexit-boosted sovereignty last year to sharpen its claws, secretly demanded that Apple put a back door into its encryption services. This has not gone well; Apple did no such thing, and Washington put the boot in. Nothing like the smell of burning rubber in the morning as the sharpest of U-turns gets underway. Stop taking orders, start making orders, indeed.
The power of pragmatism over ideology isn't going away. It is perfectly possible that after due consideration, the EU will mandate that sensitive data cannot be stored or processed in places where non-EU entities can demand access. This would be a major blow to all US-based hyperscalers, especially where cloud services are inextricably linked to AI strategies, which is all of them. It would also look like a boost for EU-homed cloud providers, although who knows how far this would anger the febrile American administration and what it might do to show that anger.
In any case, if there's one thing we've learned this past decade it's that things can change rapidly, fundamentally and in unexpected ways. Assume that one or more native EU concerns get all the business, state, corporate and consumer, banned from US-controlled platforms. What are the rules for partnering, investment, changes of ownership, and establishing zones outside the EU? What if they, too, change?


	Windows 11 is a minefield of micro-aggressions in the shipping lane of progress


	The tiny tech tribe who could change the world tomorrow but won't


	Blocking stolen phones from the cloud can be done, should be done, won't be done


	Torvalds' typing taste test touches tactile tragedy


There is in truth no immutable guarantee about someone else's computer, whether you're a country or a corner shop. How much this matters to you is part of the great three factor equation of data safety. How much do you need, how much will it constrain your goals, how much cost can you bear.
The ultimate safeguard against legal, invisible, state-sponsored snooping is on-prem services. Will your own data security be as good as that of the hyperscalars, or will you be more vulnerable that way to other threats? What do you lose in scalability and reliability, and what happens if you want to operate in markets with data sovereignty restrictions not to your advantage? If you're the NSA or GCHQ, the answers are going to be clear. For everyone else, the shifting sands of the international legal, regulatory and power-broking environment mean more uncertainty on the horizon.
In the bleakest view, data sovereignty is used to drive a balkanised world of services, one where national and bloc interests are used as excuses to shut down competition and choice. Through rosier glasses, a strong international framework is built to guarantee data sovereignty by origin irrespective of locality.
Like Microsoft's claims to defend EU data, you'll have to judge the credulity of that particular eyewear for yourself.
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    Millions of age checks performed as UK Online Safey Act gets rolling

    
But it's OK, claims Brit government, no personal data stored 'unless absolutely necessary'    
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The UK government has reported that an additional five million age checks are being made daily as UK-based internet users seek to access age-restricted sites following the implementation of the Online Safety Act."
The figure comes from the Age Verification Providers Association (AVPA), according to the UK's Department for Science, Innovation and Technology, headed by Peter Kyle. The same Peter Kyle who posted "If you want to overturn the Online Safety Act you are on the side of predators. It is as simple as that."
The UK's Online Safety Act is now in force (since July 25), meaning that, according to the UK government, users under the age of 18 should be protected "from harmful content they shouldn't ever be seeing." This includes content such as pornography, eating disorders, self-harm, and so on.
This is achieved by mandating that platforms use age verification methods, such as facial scans, photo ID, and credit card checks. Failure to do so risks a fine of up to 10 percent of global revenue or PS18 million, whichever is greater.
The UK government has insisted that users following the steps now required by providers to prove their age "won't be compromising their privacy." Campaigners against the legislation arent so sure.
"The measures platforms have to put in place must confirm your age without collecting or storing personal data, unless absolutely necessary." (the UK government's emphasis, not ours.)
"Many third-party solutions have the ability to provide platforms with an answer to the question of whether a user is over 18, without sharing any additional data relating to the user's identity."
That's quite a lot of wriggle room. However, the UK government has insisted that data must be handled using "safe, proportionate and secure methods" and a failure to protect it could result in "heavy penalties."
It's not as if private data regularly gets blurted out on the internet following data breaches.
VPNs, which can be used to circumvent the restrictions, remain legal. Trying to ban the services would result in the UK having some questionable bedfellows, including Russia and China, all of whom have implemented bans on the technology. Actually implementing such a ban would be challenging from a technological perspective.
Perhaps mindful of some of the criticism levelled against the act, the UK government said, "The very same law places clear and unequivocal duties on platforms to protect freedom of expression."


	UK Online Safety Act 'not up to scratch' on misinformation, warn MPs


	Australia not banning kids from YouTube - they'll just have to use mum and dad's logins


	US to deny visas to foreign officials it says 'censor' social media


	Why UK Online Safety Act may not be safe for bloggers


	Does UK's Online Safety Act cover misinformation? Well, that depends


Elon Musk's social media mouthpiece, X, came out swinging at the end of last week with a post entitled "UK's Online Safety Push Shows What Happens When Oversight Becomes Overreach" in which it suggested that the act's intentions, while laudable, risked being "overshadowed by the breadth of its regulatory reach."
"When lawmakers approved these measures, they made a conscientious decision to increase censorship in the name of 'online safety.'
"It is fair to ask if UK citizens were equally aware of the trade-off being made."
While searches for VPN services have surged in the UK, with four-figure percentage increases being reported, the figures published by the UK government indicate that many citizens are opting to share their details to access age-restricted content. (r)
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    Legendary OpenPrinting architect looking for new role

    
Canonical lays off one of its old hands - a longstanding FOSS developer - after nearly two decades    
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            4th August 2025 08:30 GMT
        
    


    
Till Kamppeter, the lead developer of the OpenPrinting subsystem for Linux, has been laid off by Canonical after 19 years.
Kamppeter shared the news on his Mastodon feed, which - ironically - is hosted on the Ubuntu Social instance.
[image: man hugs printer]
OpenPrinting keeps old printers working - even on Windows

READ MORE
The OpenPrinting project develops and packages a complete subsystem that makes connecting to and setting up printers even easier than it is on Windows. The project is also backed by the Linux Foundation, but until now, project lead Kamppeter had been on Canonical's payroll since 2006 - just after the release of Ubuntu 6.06 "Dapper Drake," the first ever LTS version.
Before moving to Canonical, Kamppeter worked at Linux Mandrake, where he was hired in 2000 to move the distro's printing system to the new CUPS. As he put it:


My very first task was switching from LPD (Line Printer Daemon, line printers are kind of high-speed electric typewriters) to #CUPS and so Mandrake was the first distro with CUPS and easy printing.


So whatever Mandrake version was released in fall of 2000 was the first ever Linux distro on the world which used CUPS.


As its history page describes, OpenPrinting is the modern successor to CUPS, which was acquired by Apple some years ago. It still includes a modern version of CUPS, forked in 2020, as The Register reported at the time, which is now up to release 2.4.12. Although CUPS is still a core part of OpenPrinting, for more recent printers, it's being replaced by the more modern, much more capable, and largely driverless IPP Everywhere, which was co-designed by Michael Sweet, CUPS' original author. The OpenPrinting project integrates CUPS (for older printers) with IPP (for newer ones), plus the plumbing to connect it to the underlying OS. This includes Windows' Modern Print Platform.


Kamppeter told us:


In July 2006, I was running, like in the years 2001-2005, a community booth about OpenPrinting on the LinuxTag in Germany. This was the biggest FOSS event in Europe that time.


There was also an Ubuntu/Canonical booth and, in the hallway, Mark Shuttleworth bumped into me. He asked me whether I would like to work at Ubuntu, continuing exactly that what I was doing, with the only difference that I was supposed to maintain Ubuntu's printing-related packages instead of Mandriva's. So I experienced the same recruitment process as back in 2004 when Canonical started, being hand-picked.


So I have been at Canonical for 19 years, full-time for 13 years.


So what happened?


It is probably because after having grown a lot (~1200 employees right now). They have created internal structures like a big-tech, especially how employees are evaluated. With my mostly external work, I became a victim of it and they laid me off.


Twice a year, there's a peer-to-peer review, where you evaluate colleagues and colleagues evaluate you. You had to answer certain questions by selecting one of ten properties which you think describe your colleague the best way. From this score, numbers from 1-9 are calculated.


As my work, OpenPrinting, a community organization, happens mostly outside of Canonical, I only got very few people evaluating me.


Canonical told The Register it was unable to comment on the departure.
It seems to us that Kamppeter has been an accidental victim of an internal evaluation system that happens to favor people who work on things that directly benefit Ubuntu, rather than the wider Linux world. This is one of the perils of trying to automate the assessment of an employee's value.


	Open source maintainers underpaid, swamped by security, going gray


	Canonical dusts off TPM encryption for Ubuntu 25.10


	Windows 11 is a minefield of micro-aggressions in the shipping lane of progress


	Open source maintainers are really feeling the squeeze


Kamppeter is a well-known and popular figure in the Linux world, not only in Europe but also in Brazil and India. He's organized development work via the Google Summer of Code program in both countries, and he is also still a Linux Foundation fellow.
He told us that he received many emails expressing shock and dismay from former colleagues - which as it happens is an experience this vulture also had when leaving a different prominent Linux vendor. He's set his LinkedIn profile to show "Open to Work."
We wish him luck... and we also hope that this proves to be an educational experience about business process automation, for his former employer and for others too. (r)
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    Tech bro denied dev's hard-earned bonus for bug that overcharged a little old lady

    
Startups aren't good at testing software, or respecting contracts    
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Simon Sharwood        
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            4th August 2025 07:27 GMT
        
    


    
Who, Me? Welcome to the opening day of another working week, an occasion The Register always celebrates with a new installment of Who, Me? It's the Monday column that revisits readers' worst moments at work, and celebrates your ability to rebound and reinvent in their wake.
This week, meet a reader who asked to be Regomized as "IVR Ivan" because his story harks back to his time as one of three employees at a startup in the then-nascent interactive voice response (IVR) industry.
Ivan was the only programmer at the startup, which created a service that billed people by-the-minute for telephone-based chats with professionals such as doctors, lawyers, or accountants.
The startup decided to make calls to its services free, rather than use billed numbers that had a reputation for overcharging and/or mostly being used by services that specialized in discussion of - ahem! - intimate personal services.
That decision saw Ivan build a system that timed calls and then charged customers' credit cards. After as much testing as was possible at a three-person startup, the team felt it worked well and put it into production.
But when the very first live customer called in, their call didn't terminate properly.
"The call-duration-timer kept running... for hours," Ivan told Who, Me? That meant Ivan's billing code didn't kick in, leaving the startup's founder furious that the company couldn't register its first revenue.
Ivan eventually found a way to terminate the call so the billing process could commence.


	Intern did exactly what he was told and turned off the wrong server


	Under-qualified sysadmin crashed Amazon.com for 3 hours with a typo


	Junior developer's code worked in tests, destroyed data in production


	Yes, I wrote a very expensive bug. In my defense I was only seven years old at the time


A few days later, two people appeared at the startup's office and demanded to know why it had just charged their aged mother $1,000 for a phone call.
"All I could hear after that was a long stream of humble apologies from my boss, and a promise to reverse the charges as long as the family agreed not to sue us," Ivan recalled. "Much to our surprise, the kids agreed," so he scuttled off to arrange repayment.
Once that job was out of the way, the startup's founder and the other employee delivered what Ivan recalls as "a very blunt and foul-mouthed assessment" of the very nasty things that would happen to him, the company, and its backers if this error ever happened again and regulators got wind of it.
Both wanted to fire Ivan on the spot, but the startup could not function without a developer. Ivan stayed on despite this encounter, and as the office atmosphere warmed assumed he'd been forgiven.
Several months later, the company scored a big deal. As an early hire, Ivan was eligible for a substantial bonus.
"The founder, perhaps recalling the earlier incident, refused my payout," Ivan told Who, Me? "He said, 'You almost sunk us, so, sue me,'" and then explained that his lawyers were so slick they'd kept the tax office at bay and Ivan therefore had zero chance of recouping his bonus.
Ivan immediately resigned.
"That IVR business is still going today, with that same 'genius' at the helm, presumably supported by his lawyers," Ivan lamented.
Have you ever been punished for a mistake? Did you think it fair? Do the right thing by clicking here to send an email to Who, Me? We'd love to share the error of your ways on a future Monday. (r)
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    China's botched Great Firewall upgrade invites attacks on its censorship infrastructure

    
Attempts to censor QUIC traffic create chance to block access to offshore DNS resolvers    
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China's attempts to censor traffic carried using Quick UDP Internet Connections (QUIC) are imperfect and have left the country at risk of attacks that degrade its censorship apparatus, or even cut access to offshore DNS resolvers.
Those findings emerged last week in a paper written by researchers from University of Massachusetts Amherst, Stanford University, University of Colorado Boulder, and activist group Great Firewall Report. The paper, titled "Exposing and Circumventing SNI-based QUIC Censorship of the Great Firewall of China," is the subject of a presentation at next week's USENIX Security Symposium.
[image: Tortoise and the hare road sign]
Don't rush to adopt QUIC - it's a slog to make it faster than TCP

READ MORE
QUIC is a transport layer network protocol that uses User Datagram Protocol (UDP) instead of Transport Control (TCP). Network boffins at Google invented the protocol and it later became a standard because it allows a client and server to exchange data with fewer round trips than are needed to establish a TCP link. Internet measurement wonks think that at least ten percent of websites use QUIC, among them many services provided by Meta and Google.
China uses the Great Firewall (GFW) to block both companies' sites, so upgrading QUIC is a sensible extension of its pervasive censorship regime.
The researchers used "traceroute-like measurements to show that the devices responsible for QUIC censorship are co-located at the same hop as existing GFW devices, indicating that they may use shared infrastructure or have similar management."
The authors note that the operators of China's Great Firewall started blocking QUIC connections to certain domains in April 2024 but appear to be doing so indiscriminately.
"The GFW's QUIC blocklist substantially differs from blocklists used for TLS, HTTP, or DNS censorship in China," the paper states. "In particular, the QUIC blocklist is roughly 60 percent of the size of the DNS blocklist in terms of number of domains. Surprisingly, a large number of these domains do not even support QUIC, making it unclear why they ended up on a QUIC-specific censorship list."
The researchers also noticed "parsing idiosyncrasies" that saw the GFW attempt to process QUIC payloads that don't meet requirements set out in standards - meaning it wastes time trying to process packets that may not be attempts to reach forbidden websites.


	Wallbleed vulnerability unearths secrets of China's Great Firewall 125 bytes at a time


	China reportedly admitted directing cyberattacks on US infrastructure


	China calls for real-time censorship of satellite broadband


	Pakistan's internet slows to uncomfortable levels, allegedly due to new China-style firewall


The paper also found China can't block all QUIC traffic, and the percentage of successful censorship attempts fluctuate according to the time of day.
After testing QUIC block across the cities of Beijing, Shanghai, and Guangzhou, the researchers found "a clear diurnal pattern across all three cities, with blocking percentages peaking during early morning hours and dropping to the lowest levels during the day."


Blocking rate is influenced by the Internet usage patterns in China


"This pattern suggests that the blocking rate is influenced by the Internet usage patterns in China, with the highest blocking rates observed during periods of low network traffic."
QUIC's design could be one reason for those fluctuations.
As the paper explains, "QUIC encrypts all packets, unlike TLS where the destination server name is sent in plaintext. In QUIC, even the first handshake message, the QUIC client Initial, is encrypted, albeit under a key that is derivable by a passive network observer."
"This means that a censor that wants to block QUIC connections based on the Server Name Indication (SNI) field needs to decrypt the first packet of every QUIC connection to reveal the destination site."
"The operational cost of decrypting QUIC Initial packets is substantial at scale, making the blocking rate sensitive to network load, which varies during the day," the paper suggests.
Those problems processing QUIC initial packets saw the paper's authors ponder whether it might be possible to purposefully degrade China's censorship capabilities by sending QUIC packets to the GFW. After taking care to design experiments that would not disrupt the Chinese internet, the researchers concluded it's possible to degrade the GFW's QUIC-crimping infrastructure from outside China.
DNS DoS
The researchers also found that the GFW's QUIC-blocker offered a new way to initiate an "availability attack" - a form of attack that deliberately triggers a censorship mechanism. The paper explains that censorship systems often lift traffic blocks after a few minutes. An availability attack sees attackers deliberately send additional spoofed packets so the censorship persists.
The authors found the QUIC blocking mechanism is susceptible to availability attacks that could "block all open or root DNS resolvers outside of China from being accessed from within China, leading to widespread DNS failures in the country."


Careful engineering will be needed to allow censors to apply targeted blocks in QUIC


"Defending against this attack while still censoring is difficult due to the stateless nature and ease of spoofing UDP packets," the paper states. "Careful engineering will be needed to allow censors to apply targeted blocks in QUIC, while simultaneously preventing availability attacks."
The researchers worried that their work could harm China's internet and citizens, and therefore disclosed their work to Chinese authorities in January 2025. In March, the authors observed changes in the GFW's behavior in March.
Analysis of those changes detailed in the paper suggests the GFW's maintainers managed only a partial mitigation. The authors didn't disclose the ability to degrade the GFW to Chinese authorities, and instead shared their work with anti-censorship communities, followed by a public disclosure with this paper's publication.
"We chose this disclosure strategy because the degradation attack affects only the GFW's infrastructure, not users. A private disclosure to the censor would have afforded them an opportunity to strengthen their censorship mechanisms before the broader anti-censorship community could become aware of and learn from this vulnerability," the paper states. (r)
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    Microsoft briefly turned off Indian company's cloud, perhaps due to EU sanctions on Russia

    
Oh, the irony of Europe demonstrating the importance of the sovereign cloud it craves    
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Microsoft disconnected Indian company Nayara Energy from its cloudy resources last week, before restoring access ahead of a court clash.
This story starts on July 18th when the European Union approved a fresh set of sanctions aimed at making it harder for Russia to continue its war against Ukraine. Deep in the fine print of the sanctions order is a mention of an oil refinery operated by Nayara Energy in the Indian city of Vadinar, which the EU says is 49 percent owned by the Russian State oil company Rosneft.
"Nayara Energy is involved in an economic sector providing a substantial source of revenue to the Government of the Russian Federation," the document states. That activity means Nayara is subject to EU sanctions.
Nayara Energy protested the sanctions in a strongly-worded statement that asserts "This unilateral move by the European Union is founded on baseless assertions, representing an undue extension of authority that ignores both international law and the sovereignty of India."
At some point after the EU announced its sanctions, Microsoft denied service to Nayara Energy - reportedly removing access to hosted Teams and Outlook data.
That action saw Nayara seek a court order to have Microsoft restore service. In a court filing [PDF] complained of "unilateral decision taken by the respondent [Microsoft], whereby they have stopped providing the services to the petitioner [Naraya]."
Nayara Energy called for the court to direct the software giant "to continue to provide the services under the Microsoft Business and Service Agreement (MBSA)."
Two days later, a second filing [PDF] states that Microsoft restored services.
Reuters last week reported that Nayara Energy signed with Indian company Rediff, which provides business-grade hosted email services.


	Microsoft leaves Pakistan but promises customers won't notice the change


	European pols wave their hands about digital sovereignty with broad but vague plan


	India gets its turn on the Trump tariff train: 25% levy to start Friday


	India eats China's lunch in US smartphone manufacturing


Local media have pointed out that this incident neatly illustrates the risk of using technology providers who are beholden to the laws of other jurisdictions.
Ironically, businesses and governments across European Union worry about the same risks, leading hyperscalers like AWS, Microsoft, and Google to take steps to ensure their European operations are out of reach of American laws. Such moves haven't satisfied some European buyers, as France-based cloud OVH recently leaked news of talks with the EU over creation of a sovereign cloud.
All of which leaves us in the odd situation of an EU attempt to defend Ukraine's sovereignty being seen to threaten India's, and also boosting demand for sovereign cloud.
What a time to be alive. (r)
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    China's IPv6 adoption takes a decent leap forward, especially on fixed networks

    
PLUS: Nightmare insect found in Australia; Arista makes more stuff in India; Atlassian job cuts; And more!    
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Asia In Brief China's Cyberspace Administration last week reported increased uptake of IPv6.
An August 1 announcement by the Administration reported that as of June 2025 China was home to 834 million active IPv6 users, accounting for 75.29 percent of all netizens.
However IPv6 traffic accounted for only 31.12 percent of national network traffic. 66 percent of traffic on mobile networks ran over IPv6, while 28.32 percent of traffic on fixed networks used the protocol.
The latter figure is a big improvement on last year's 21.21 percent, suggesting China's push for widespread IPv6 adoption is having some success.
China's Expert Committee for Promoting Large-Scale Deployment and Application of IPv6 also tested IPv6 traffic generated by 200 widely-used mobile apps and found 72.87 percent of the traffic they generated used IPv6.
The Administration plans further IPv6 promotion to again accelerate IPv6 uptake.
Atlassian fires 150 with video nasty
Atlassian CEO Mike Cannon-Brookes last week sent staff a video that announced 150 job cuts. The SaaS-y company notified those affected 15 minutes after the video arrived in employee's inboxes.
An Atlassian spokesperson told The Register the workers made redundant worked in customer service and support roles, and the decision to let them go came after the company improved its platforms and tools in ways that reduced customer support needs.
"These improvements include reducing the time spent on support tickets with more efficient ways to route work to the right experts who can resolve issues more quickly, better identification and resolution of error codes, etc," a spokesperson told The Register, adding "These roles are not being replaced by AI."
However Atlassian co-founder and former co-CEO Scott Farquhar last week suggested AI will change many jobs. In a speech to Australia's National Press Club, he urged business leaders to re-imagine business processes using AI, and called for all government services to have an API.
"Let's create a world where every interaction with governments is assisted by digital agents," Farquhar said.
Arista spends another $1 billion on Make in India
Networking vendor Arista last week announced a plan to spend $1 billion expanding its Indian manufacturing efforts.
The company said the investment will extend its Indian manufacturing efforts to include "high-performance data center and campus network switches and enterprise access points, with an increasing focus on sourcing critical components locally."
The company reckons its plan "enhances India's role as a hub for trusted and scalable networking infrastructure across cloud, AI, and security use cases."
The Register asked Arista if the investment will see India replace manufacturing it conducts in other countries, if it will export from India, if the move is a response to US tariffs, and what percentage of production it undertakes in India.
A spokesperson said the announce we linked to above is all Arista will say about the investment in public and the company is "unable to get into the granularity/detail you are looking for with these questions."


	Japan discovers object out beyond Pluto that rewrites the Planet 9 theory


	Google Indonesia tangled up in $600 million Chromebook corruption probe


	Atlassian migrated 4 million Postgres databases to shrink AWS bill


	Canada orders Chinese CCTV biz Hikvision to quit the country ASAP


Free speech activist wins seat on InternetNZ board
InternetNZ, the registrar of New Zealand's .NZ top level domain held elections last week and saw a critic of the organization elected as a board member.
As The Register reported in March, InternetNZ experienced a sudden increase in membership after New Zealand's Free Speech Union (FSU) criticized its policies on grounds they have the potential to curtail free speech.
The Union's CEO Jonathan Ayling ran at the election and won a seat then resigned as CEO two days later. Film-maker and internet activist Dylan Reeve also won a seat.
The FSU hailed the result as "fantastic news" as it ensures that advocates for free speech will ensure this crucial freedom is part of every decision."
Internet NZ chair Stephen Judd said "Jonathan and Dylan bring valuable and diverse experiences and perspectives. We look forward to their contributions as InternetNZ continues to support an open and secure Internet for everyone in Aotearoa."
New insect nightmare from down under
Australia's James Cook University last week announced the discovery of a previously-unknown stick insect that is the heaviest yet observed.
Acrophylla alta is around 40cm long, weighs 44 grams, and inhabits the high canopy of rainforests in the country's north-east.
Here's a video of the terrifying creature, with the most graphic bits at the 1:15 mark. (r)

  Youtube Video
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Infosec In Brief North Korea's Lazarus Group has changed tactics and is now creating malware-laden open source software.
Software supply chain management vendor Sonatype last week published research in which it claimed that Lazarus Group has created hundreds of "shadow downloads" that appear to be popular open source software development tools but are full of malware.
The company says it found 234 unique malware packages built by Lazarus in the first half of 2025 alone.
"Lazarus has increasingly pivoted from disruption to long-term infiltration, using tailored malware, modular payloads, and infrastructure evasion techniques to achieve persistent access to high-value targets -- including the open source software ecosystem," the company's researchers wrote.
Lazarus Group's rap sheet includes the 2014 Sony Pictures hack, the 2016 attack on banks in Bangladesh, and 2017's WannaCry ransomware attack.
Like many other North Korean operatives, Lazarus Group shifted to cryptocurrency theft. Developers who don't carefully check downloads appear to be the gang's latest targets. - Simon Sharwood
MFA mess costs Canucks big bucks
Slow rollout of two-factor authentication has cost the Canadian city of Hamilton CAD$5 million ($3.6 m).
In February 2024 the city was crippled for weeks by a ransomware attack that saw criminals demand CAD$18.5 million ($13.4m) in exchange for the decryption keys. The city told them no and then spent CAD$18.4 million ($13.3m) fixing the problem by building a more secure network.
At a town meeting last Wednesday, officials said the city's insurance company declined to pay out CAD$5 million ($3.6 million) in costs, saying that the city had broken the contract by not installing multi-factor authentication across its entire network. In 2022 the insurers required the city to install MFA and Hamilton commenced a pilot program the following year
Before the city completed its rollout, the ransomware scum attacked.
"This has been a test of our system and a test of our leadership," said Mayor Andrea Horwath last Wednesday. "We are not sweeping this under the rug. We are owning it, we're fixing it and we're learning from it."
Cyrus Tehrani, acting chief information officer for the city, disputes the claims that a lack of MFA was to blame for the ransomware attack, as the city faced a "highly sophisticated attack on an external, internet-facing server, gaining unauthorized access to the City of Hamilton systems."
And there are a couple of upsides to the saga. Firstly the criminals lost out on their big payday, and secondly the city's infrastructure is much more up-to-date, the Mayor said.
"This city needed to change," she opined. "This city needed to become more modernized. When I got here I felt this was a city time forgot." We'll see how the voters agree.
Bug bounties all round!
Fancy becoming an instant millionaire (before tax)? All you'll need is to find a zero-click flaw in WhatsApp that allows code execution, fly to Dublin on October 21, and demonstrate it at the latest Pwn2Own competition.
WhatsApp is a focus of this year's competition, which will pay $500,000 for a single click crack of Meta's messaging tool.
Other big money prizes on offer include winning $300,000 to remotely crack an iPhone 16 or a Pixel 9 handset, $150,000 for no-interaction remote code execution on Meta's Quest 3 and Ray-Ban headsets, and a host of smaller prizes, with a particular focus this year on smart home devices and printers. As ever, if you hack a device you also get to keep it.
Last year over 70 zero-day flaws were demonstrated and contestants walked away with combined winnings of $1,066,625 in total.
Not to be outdone, this week Microsoft announced increases in the bounties it offers for .NET vulnerabilities. Find something wrong with .NET and ASP.NET Core (including Blazor and Aspire) and you can now win rewards of up to $40,000 for the most serious flaws, up from $30,000 last year.
Redmond was a relative latecomer to the bug bounty crowd, starting its first program in 2013 at the prompting of security maven Katie Moussouris. Microsoft used to be considered one of the worst companies for this sort of thing - making legal threats to researchers and refusing to compensate them for their discoveries. But it began to see the benefits and in 2008 publicly vowed not to resort to legal threats.
Teams touched up
While we're talking Microsoft, last week it announced that Teams admins will have a slightly easier time of it thanks to some new code.
Teams already has an audit logging system that allows admins to quickly check for suspicious activity such as users who have inappropriate control rights or are sharing material that's not appropriate given their access privileges.
An improved logging system Microsoft introduced last week added better timestamp monitoring, plus the ability to log screensharing sessions and all who participate in them.
This will be handy for preventing the loss of corporate information, either to competitors, corporate espionage, and - of course - leaky juicy titbits to journalists (hint, hint).
CISA swings hammer of Thorium
The Cybersecurity and Infrastructure Security Agency (CISA) last week released Thorium, a digital forensics tool developed in partnership with Sandia National Laboratories. The tool allows massive scaling up of file analysis and incident response times and can take in and analyze more than 10 million files per hour.
"Thorium enables teams that frequently analyze files to achieve scalable automation and results indexing within a unified platform," the agency said. "Analysts can integrate command-line tools as Docker images, filter results using tags and full-text search, and manage access with strict group-based permissions."
Thorium runs at scale on Kubernetes and ScyllaDB systems and has a strict permissions database that controls who can see its output.
CISA says it'll be particularly useful for running custom commands for inspecting Docker images, as well as commercial, open source, and proprietary code.
Republicans and Democrats agree on banning stingray scanners
The use of stingray cellphone monitoring towers by US law enforcement could be curtailed if bipartisan legislation introduced in the House and Senate passes.
Stingrays are fake cellphone towers that records the IMEI number and location of any handset in the area. They have been used for nearly a decade but the tech has sparked concerns that the devices are used to conduct mass surveillance. There have also been multiple reports that unknown entities are using such kit for espionage purposes.
The Cell Site Simulator Warrant Act, introduced by Senators Ron Wyden (D-OR) and Steve Daines (R-MT), and Representatives Ted Lieu (D-CA), and Tom McClintock, (R-CA) last Thursday, would require police to get a warrant based on probable cause before using the devices, other than in some emergencies.
If the bill passes, an Inspector General would audit all stingray use, and any judge ruling on a case using stingray data should be informed on its potential flaws. Police would also be limited to only collecting directly relevant data.
"Law enforcement agencies need clear and transparent rules about when it's acceptable to use stingray phone surveillance, so they can properly investigate crimes without endangering Americans' privacy or violating their constitutional rights," Wyden said.
"Our bipartisan bill protects Americans against warrantless stingray surveillance while setting clear rules for law enforcement about when and how they can use these devices."
The proposed law will also include a $250,000 fine for anyone illegally stingray devices to spy. Building your own stingray is relatively simple, all it takes is about $1,000-worth of kit and the right software.
The bill includes exceptions for those using homebrewed kit for teaching or legitimate research. (r)
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Updated KubeSphere has become the latest service to abruptly yank an open source edition of a product, triggering outcry from users.
An announcement was posted in the project's repository stating: "Effective immediately ... we will suspend the download links for the KubeSphere open source version and cease providing free technical support.
"We are fully aware that this may cause inconvenience to some users, and we sincerely apologize for any inconvenience caused. However, we believe that by concentrating our resources, we can provide users with more professional, stable, and comprehensive commercial-grade services and support."
KubeSphere is "a distributed operating system for cloud-native application management, using Kubernetes as its kernel." It is also, according to the project's website, "a CNCF-certified Kubernetes platform, 100 percent open source, built and improved by the community."
Effectively, KubeSphere simplifies the management of Kubernetes, which can be unwieldy when it comes to setup and configuration.
One of the founding members of the KubeSphere team, having left KubeSphere developer QingCloud the previous day, posted some of the possible reasoning behind the move: "In recent years, repeated violations of the open source license - by third parties repackaging and monetizing the project - have caused tangible impact on QingCloud's interests.
"While the source code remains available under open source norms, discontinuing the out-of-the-box distributions is, in my view, a challenging adjustment for today's collaborative open source ecosystem.
"Still, as someone who once helped steer this journey, I respect the decision."


	A year on, Valkey charts path to v9 after break from Redis


	Redis 'returns' to open source with AGPL license


	How's that open source licensing coming along? That well, huh?


	Majority of Redis users considering alternatives after less permissive licensing move


Peter Smalls, the general manager of Cloud Native at SUSE, was more critical. In a statement to El Reg, he wrote, "SUSE, with over 30 years of open source commitment, firmly believes that sustainable innovation thrives through genuine openness, collaboration, and enabling customer choice. KubeSphere's abrupt shift away from its open source edition, despite citing challenges, undermines the vital trust essential for a healthy open source ecosystem and has rightly triggered upset within its community. Moves such as this represent the potential erosion of predictability and trust needed in the open source community."
The code's license specifically forbids commercial use of the source without explicit permission or a commercial license.
In the GitHub post, the KubeSphere team appeared to blame the rapid uptake of AI in the tech industry and subsequent changes to the infrastructure layer. So "to adapt to the new era, further enhance product capabilities and service quality, and focus on core technology R&D and the optimization of commercial-grade solutions, after years of planning and careful consideration," the open source edition is for the chop.
Customers using it (or who were planning to) have been directed to the company's customer service team, who will "tailor a commercial version solution for you, including dedicated technical support, vulnerability fixes, version upgrades, and other value-added services, to ensure your business systems run stably in an efficient and secure environment."
Users are not impressed. One said: "This is without a doubt one of the most shortsighted and damaging business decisions I have seen a company make," declaring the decision a "massive red flag" for any customer using it or considering it for future use.
Another said: "Maybe I'm just a pessimist, but it feels like in the last few years the greed keeps on accelerating, and open source projects keep dying."
"Dying" might be a bit strong. But the business model on which some projects have been based hasn't been looking too well lately.(r)

  Updated at 08.18 UTC on August 4, 2025, to add:

Following publication of this article, a KubeSphere spokesperson contacted The Register to say:
"The recent announcement only affects our open-source edition's download and free support channels--it does not mean we are abandoning a free offering altogether. In fact, we're hard at work on a new, streamlined free edition of KubeSphere that will be available very soon. This 'Free Tier' will continue to give users core Kubernetes management features at no cost, with community-driven support."
Details, docs, and a fresh download link will be published "As soon as it's ready."
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