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      Biting the hand that feeds IT -- Enterprise Technology News and Analysis


      
        Uncle Sam floats tracking tech to keep AI chips out of China
        Dan Robinson

        Plan would embed location verification in advanced semiconductors to combat black market exports The Trump administration wants better ways to track the location of chips, as part of attempts to prevent advanced AI accelerator hardware from getting into Chinese hands....

      

      
        Eutelsat LEO revenue rockets 84% as governments cool on Starlink
        Richard Speed

        OneWeb constellation may be smaller, but it's suddenly looking like a safer bet for some Paris-based Eutelsat is reporting rocketing revenues in Low Earth Orbit (LEO) satellite services, driven partly by an uptick in interest from governments seeking to reduce reliance on US providers.... 

      

      
        How to train your robot: Wear a tiny one in a baby carrier
        Thomas Claburn

        You can build your own robot CHILD for under $1,000 Before humanoid robots walk among us, they'll be operated remotely, in part to gather the training data to develop Vision-Language-Action Models for autonomous, nonlethal bipedal ambulation....

      

      
        Hacker summer camp: What to expect from BSides, Black Hat, and DEF CON
        Iain Thomson

        These are the conference events to keep an eye on. You can even stream a few The security industry is hitting Vegas hard this week with three conferences in Sin City that bring the world's largest collection of security pros together for the annual summer camp....

      

      
        TSMC launches legal action against insiders accused of trade secret theft
        Connor Jones

        Chipmaker said it caught the 'unauthorized activity' early Taiwan Semiconductor Manufacturing Co (TSMC) has launched legal proceedings against an unknown number of employees as it investigates a potential breach of trade secrets....

      

      
        Microsoft promises to eventually make WinUI 'truly open source'
        Tim Anderson

        Developer community skeptical following 'long silent stagnation' of the framework and accompanying SDK Microsoft lead software engineer Beth Pan has stated that WinUI, the modern user interface framework for Windows, will be made "truly open source," though no date is yet set because of deep entanglements with proprietary code in the operating system....

      

      
        Skyrora wins green light to lob rockets from Scotland
        Richard Speed

        Launch license issued for suborbital Skylark L The UK's Civil Aviation Authority (CAA) has granted British rocketeer Skyrora a launch operator license.... 

      

      
        Germany and Japan teamed their ISS robots for seek-and-photograph mission
        Simon Sharwood

        Bot built by Airbus and IBM recognized astronaut's voice and issued instructions to camera drone Japanese space agency JAXA and Germany's DLR have conducted what they say is the first collaboration between independently developed robots on the International Space Station....

      

      
        Lyft and Baidu plan Eurobocab launch, starting in UK and Germany next year
        Simon Sharwood

        Using the Apollo vehicles that already offer autonomous rides across China Rideshare challenger Lyft and China's Baidu plan to bring robo-cabs to the UK and Europe next year....

      

      
        Amazon's Kuiper satellite broadband to offer commercial services from mid-2026
        Simon Sharwood

        We know this because it just won a big client - Australia - which says that's when it will start selling connections Amazon's Project Kuiper space broadband service will be ready for commercial services "from the middle of 2026" according to NBN Co, the operator of Australia's National Broadband Network....

      

      
        Foxconn says EV sales are so slow it's converting a factory to build AI servers instead
        Simon Sharwood

        Cites low demand and overcapacity for electric cars on the same day Tesla gives Elon Musk $29 billion for similar reasons Taiwanese contract manufacturing giant Foxconn has sold its US electric vehicle factory and will use the land to make AI servers instead....

      

      
        Antivirus vendors fail to spot persistent, nasty, stealthy Linux backdoor
        Iain Thomson

        'Plague' malware has been around for months without tripping alarms Researchers at German infosec services company Nextron Threat have spotted malware that creates a highly-persistent Linux backdoor and say antivirus engines do not flag the code as malicious.... 

      

      
        Google agrees to pause AI workloads to protect the grid when power demand spikes
        Tobias Mann

        On hot summer days, air conditioning is rather more important than search summaries Google will pause non-essential AI workloads to protect power grids, the advertising giant announced on Monday....

      

      
        SonicWall investigates 'cyber incidents,' including ransomware targeting suspected 0-day
        Jessica Lyons

        Bypassing MFA and deploying ransomware...sounds like something that rhymes with 'schmero-day' SonicWall on Monday confirmed that it's investigating a rash of ransomware activity targeting its firewall devices, following multiple reports of a zero-day bug under active exploit in its VPNs....

      

      
        Perplexity AI accused of scraping content against websites' will with unlisted IP ranges
        Thomas Claburn

        Cloudflare finds AI search biz ignoring crawl prohibitions and trying to hide its spiders Perplexity, an AI search startup, has been spotted trying to disguise its content-scraping bots while flouting websites' no-crawl directives....

      

      
        Forget the Space Force! Trump needs to create a Cyber Force, says think tank
        Brandon Vigliarolo

        One new military branch per term would have to be some sort of record The US Space Force won't be the only new military branch Donald Trump has created if forthcoming recommendations from a group of retired military and civilian leadership end up being adopted. They want the President to form a US "Cyber Force" too. ...

      

      
        AI going critical: Hyundai to help build nuclear-powered datacenter in Texas
        Tobias Mann

        Fermi America will also have 4GW of gas generators for the Amarillo 'HyperGrid' Nuclear power is enjoying something of a second renaissance in the US as hyperscalers grapple with AI's seemingly insatiable appetite for power.... 

      

      
        Python-powered malware snags hundreds of credit cards, 200K passwords, and 4M cookies
        Jessica Lyons

        PXA Stealer pilfers data from nearly 40 browsers, including Chrome More than 4,000 victims across 62 countries have been infected by stealthy infostealers pilfering people's passwords, credit card numbers, and browser cookies, which are then sold to other criminals on Telegram-based marketplaces....

      

      
        IT firing spree: Shrinking job market looks even worse after BLS revisions
        Brandon Vigliarolo

        The payroll growth we thought we experienced in May and June? Gone, like tears in the rain The US IT jobs market hasn't exactly been robust thus far in 2025, and downward revisions to May and June's Bureau of Labor Statistics data mean IT jobs lost in July are part of an even deeper sector slowdown than previously believed....

      

      
        Mars says hello as NASA's Europa Clipper warms up radar
        Richard Speed

        Instrument works fine. Now, about those transistors NASA's Europa Clipper probe checked out its radar as the spacecraft hurtled past Mars on the way to Jupiter's moon Europa....

      

      
        Mozilla flags phishing wave aimed at hijacking trusted Firefox add-ons
        Connor Jones

        Devs told to exercise 'extreme caution' with emails disguised as account update prompts Mozilla is warning of an ongoing phishing campaign targeting developers of Firefox add-ons....

      

      
        Study finds radical nutjobs targeting gamers via Discord, Twitch, Steam
        Gareth Halfacree

        'Hyper-masculine' first-person shooter fandoms are prime targets Updated  Researchers from Anglia Ruskin University have sounded the alarm on "gaming-adjacent platforms" including Discord, Twitch, and Steam being used as "digital playgrounds" to funnel new recruits into far-right and other extremist ideologies - with a focus on those showing interest in "hyper-masculine gaming titles."... 

      

      
        Tony Blair Institute: UK needs bit barns to lead in AI deployment, not training
        Dan Robinson

        Let US and China compete in the AI development arms race, says former Brit PM's non-profit org Britain should not try to compete with America and China in the race to build cutting-edge AI models and focus instead on widespread AI adoption, but even this will require a boost local compute capacity....

      

      
        Untangling the Jeff Bezos web: Who pays for the billionaire's space lust?
        Doug Mohney

        Blue Origin and Amazon's Kuiper satellite program are an arm's length apart In the beginning there was Jeff Bezos. He created Amazon in 1994 and became filthy rich in the decades that followed, reaching a net worth exceeding $241 billion in 2025....

      

      
        When hyperscalers can't safeguard one nation's data from another, dark clouds are ahead
        Rupert Goodwins

        If it's not on-prem, it's on the menu Opinion  The details of cloud data regionalization are rarely the stuff of great drama. When they've reached the level of an exec admitting to the Senate that a foreign power can help itself to that nation's data, no matter where it lives, things get interesting....
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    Uncle Sam floats tracking tech to keep AI chips out of China

    
Plan would embed location verification in advanced semiconductors to combat black market exports    


    
        By 
Dan Robinson        
    

    
        Posted in Systems,
        
            5th August 2025 12:50 GMT
        
    


    
The Trump administration wants better ways to track the location of chips, as part of attempts to prevent advanced AI accelerator hardware from getting into Chinese hands.
Washington wants to equip semiconductors with location-tracking capabilities, and is keen on working with the industry to accomplish this, according to a senior White House official.
The purpose is to enable the US to follow where shipments of key products for AI development, such as Nvidia GPUs, are actually ending up, so as to aid efforts to prevent smuggling of the components into China.
"There is discussion about potentially the types of software or physical changes you could make to the chips themselves to do better location-tracking," Michael Kratsios told Bloomberg.
Kratsios is understood to be one of those behind the White House's AI Action Plan unveiled last month.
However, he said he has not so far spoken directly with either Nvidia or AMD, the other major supplier of advanced GPUs used in AI training.
The move follows the introduction of legislation in the US Senate and the House of Representatives in May to require the Department of Commerce to mandate that certain advanced chips (or products containing them) be equipped with a "location verification mechanism" to detect if shipments are being diverted after export.
Neither of the two bills specified exactly how the tracking mechanisms would be expected to work. However, exporting companies would be responsible for reporting violations to the Commerce Department's Bureau of Industry and Security (BIS) in the event tracking is tampered with or the chips show up in places they shouldn't.
Such a move is unlikely to play well with Beijing, which has already grilled Nvidia over allegations of backdoors in the company's designed-for-China H20 GPU chips that might allow US security services to monitor or remotely disable them.
America's ever more elaborate attempts to curb China's AI expertise are perhaps based on claims that it is just a year or two behind the US in such technology, and recent reports that an estimated $1 billion worth of high-end Nvidia GPUs have made it to the Chinese black market, despite Washington's strict export regulations.


	Beijing summons Nvidia over alleged backdoors in China-bound AI chips


	Taxman picks up $140M tab after Cadence fined for China export violations


	China proves that open models are more effective than all the GPUs in the world


	Republican calls out Trump admin's decision to resume GPU sales to China


In a related move, Senators Elizabeth Warren, D-Mass, and Mike Rounds, R-South Dakota, wrote to Commerce Secretary Howard Lutnick and Secretary of State Marco Rubio urging the administration to retain strict rules that discourage companies from offshoring their AI infrastructure.
The letter [PDF], sent July 31, argues that America's edge in AI stems not just from software innovation but from the massive domestic buildout of datacenters and GPU clusters powering AI development.
"AI is infrastructure," they wrote, warning that offshoring this infrastructure - tempted by foreign subsidies - could shift the center of gravity for frontier AI development away from the US and into the hands of rivals like China. The senators are calling for the forthcoming replacement to the administration's Diffusion Rule to impose robust security requirements on any overseas AI facilities and to ensure the bulk of advanced AI compute remains on US soil. (r)
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    Eutelsat LEO revenue rockets 84% as governments cool on Starlink

    
OneWeb constellation may be smaller, but it's suddenly looking like a safer bet for some    


    
        By 
Richard Speed        
    

    
        Posted in Networks,
        
            5th August 2025 12:00 GMT
        
    


    
Paris-based Eutelsat is reporting rocketing revenues in Low Earth Orbit (LEO) satellite services, driven partly by an uptick in interest from governments seeking to reduce reliance on US providers.
Increasingly shaky relations with the US have led allied governments to consider alternatives to American vendors. Notably, Elon Musk's Starlink satellite broadband service has come under scrutiny.
Starlink has proven invaluable following Russia's invasion of Ukraine, allowing connectivity to be maintained even while communication networks have been disrupted. However, recent mixed messaging from US President Donald Trump's administration has led governments and commercial organizations to consider alternatives, such as Eutelsat.
According to its financial results for fiscal 2025 ended June 30, Eutelsat posted total revenue of EU1.244 billion, up 1.6 percent year-on-year. Within this, video revenue fell 6.5 percent to EU608 million, but LEO revenue was up 84.1 percent to EU186.8 million, and Government Services jumped 24.1 percent to EU211 million.
The bounce in sales of Government Services "reflected the growth of LEO-enabled solutions, notably with services delivered in Ukraine, as well as increased demand from other non-US governments," the satellite operator said.
Eutelsat reported that "Fourth Quarter revenues stood at EU65 million, up by 40.9 percent year-on-year and by 37.9 percent quarter-on-quarter."
It also signed a EU1 billion framework agreement with France's Armed Forces Ministry for LEO satellite services, something Eutelsat said was "showcasing enhanced traction with sovereign customers amid an evolving geopolitical backdrop."
Then there's the EU1.5 billion capital increase (initially EU1.35 billion until the UK got involved in July), which is expected to help Eutelsat grow its LEO network.


	Financial 'stretch' for UK to join Europe's Starlink rival, says minister


	Bezos beams up batch two as Project Kuiper plays catch-up with Starlink


	Eutelsat seeks EU1.35B to boost LEO network and take the fight to Starlink


	Eutelsat in talks with Euro leaders as they mull Starlink replacement in Ukraine


Starlink is unlikely to be too concerned at the moment. Eutelsat's LEO coverage comes mainly from OneWeb, which requires fewer satellites due to their higher orbits compared to Starlink, but these are still vastly outnumbered. In June, CCS Insight research analyst Joe Gardiner told The Register that he doubted Eutelsat/OneWeb was in a position to mount a serious challenge to Starlink.
"With only 650 satellites, [OneWeb] is approximately a tenth of the size of the Starlink constellation," Gardiner said. "Therefore, to offer greater capacity and coverage, it needs to increase the number of satellites in space, a task made more difficult due to the fact that many of OneWeb's satellites are nearing the end of their lifespan and will need to be first replaced before growing the constellation's size."
Since we spoke to Gardiner, SpaceX has conducted more than ten Starlink launches to build out and replace satellites in its constellation.
Eutelsat noted that it had ordered an initial batch of 100 additional satellites in December 2024, "as well as the procurement of 340 further satellites for the current LEO constellation." (r)
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    How to train your robot: Wear a tiny one in a baby carrier

    
You can build your own robot CHILD for under $1,000    


    
        By 
Thomas Claburn        
    

    
        Posted in Science,
        
            5th August 2025 11:15 GMT
        
    


    
Before humanoid robots walk among us, they'll be operated remotely, in part to gather the training data to develop Vision-Language-Action Models for autonomous, nonlethal bipedal ambulation.
There are already various approaches to teleoperation, ranging from computers linked to augmented reality accessories and game controllers to exoskeletons designed to map the wearer's movements onto an android.
Researchers at the University of Illinois Urbana-Champaign have proposed a more familiar approach: wearing a CHILD robot in a baby carrier, where CHILD stands for Controller for Humanoid Imitation and Live Demonstration. The human operator moves the CHILD's body parts and a larger robot learns from and imitates the movements.
"Teleoperation has become a popular approach for collecting data to solve robotic tasks in the context of Physical/Embodied AI," explained Joohyung Kim, associate professor in electrical and computer engineering and director of KIMLAB at UIUC. "CHILD is one of the solutions we proposed to enable users to provide direct commands via teleoperation for specific target tasks."
An academic paper [PDF] describing CHILD, by authors Noboru Myers, Obin Kwon, Sankalp Yamsani, and Joohyung Kim, is scheduled to be presented in Seoul, Korea, in October, at the IEEE RAS HUMANOIDS Conference 2025.
CHILD, Kim explained, complements a prior project called PAPRLE, which stands for Plug-And-Play Robotic Limb Environment. PAPRLE is a robotic teleoperation pipeline for connecting various input devices like puppeteers, gaming controllers, and VR-based interfaces.
"CHILD is integrated into this pipeline to support humanoid forms and dual-arm configurations, allowing portable and wireless control of target robots," said Kim. "As a general-purpose humanoid controller, CHILD has a wide range of potential applications. It enables intuitive robot control by general users."

  Youtube Video

Kim said that during the years he spent at Disney Research, he often considered how artists could create animatronic motions more easily through more intuitive interfaces. A robot strapped to one's chest in a baby carrier aspires to be that interface. Just wave the worn robot's arms or legs, and its distant proxy performs the same motion.
The paper argues that CHILD has cost and portability advantages over exoskeletons and real-time motion capture systems, both of which can be exhausting because the operator is required to make all movements.


	Tesla starts sort-of Robotaxi service in San Francisco by invite only


	Uber to roll out thousands of robo-cabs built by China's Baidu


	Game, set, botch: AI umpiring at Wimbledon goes long


	UK puts out tender for space robot to de-orbit satellites


"When designing CHILD, we focused on creating an easy-to-use interface for humanoid and dual-arm robots," said Kim.
"As mentioned in my previous posts, parents naturally teach movements to their children while using a baby carrier. In this setup, the parent's range of motion fully encompasses the child's, making it intuitive to scale down motions in a puppeteering manner. Most adults can use CHILD without any customization, whereas a full exoskeleton typically requires individual adjustments."
Kim added that the compact form factor also makes CHILD lighter and generally more affordable than a full exoskeleton. The CHILD hardware specification and source code are available on GitHub.
You can 3D print the unit casing using PLA (polylactic acid) on an FDM (fused deposition modeling) printer; the entire hardware bill of materials costs just under $1,000. That doesn't include, however, a compatible humanoid robot like the $16,000-plus Unitree G1 that would mimic the movements of the CHILD controller.
Kim contends that, in the long term, humanoid robots will become more commonplace than wheeled designs.
"Currently, wheeled or vehicle-based robots dominate the field and will continue to play an essential role in various industries," he said. "However, if we aim to deploy more robots into intimate human environments, such as our homes, the humanoid form will likely be the only viable solution, given that our surroundings are already built for the human body." (r)
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    Hacker summer camp: What to expect from BSides, Black Hat, and DEF CON

    
These are the conference events to keep an eye on. You can even stream a few    


    
        By 
Iain Thomson        
    

    
        Posted in Security,
        
            5th August 2025 10:45 GMT
        
    


    
The security industry is hitting Vegas hard this week with three conferences in Sin City that bring the world's largest collection of security pros together for the annual summer camp.
The week kicks off with BSides Las Vegas, which runs from Monday to Wednesday. Of the over 200 BSides security conventions held around the world every year, this one is the biggest and is being held at the Tuscany Hotel, although tickets are sold out.
BSides started as a conference for rejected Black Hat speakers, but those days are long gone. Now it has a range of talk tracks showcasing new research, and this year, passwords are a key theme, with a specific three-day schedule devoted to finding solutions to one of computing's oldest security challenges.
There is a series of live feeds on the conference's YouTube channel and, if you miss seeing the talks in real time, the videos should remain archived. At the password track on Monday at 1700 PT, there's a disturbing-sounding presentation on a custom rig used to crack 936 million passwords with 92 percent accuracy that should be worth tuning into.
Also on Tuesday at 1130 PT, there's an informative talk by Stacey Schreft, the former deputy director for research and analysis at the US Treasury Department's Office of Financial Research, about the possibilities of security problems triggering the next big financial crisis. She warns that a major outage could cause massive damage to the increasingly digitized financial system.
With the collapse in security hiring, particularly for entry-level positions, BSides has a jobs track as well. For those seeking advice about getting started in the industry, or advancing further, four security execs will be giving advice on how to get into the recruitment cycle on Tuesday at 1600 PT.
For anyone considering adding BSides to their schedule, it's worth a visit. While the smallest of the conventions, it's also one of the most offbeat and there are presentations on everything from building hacking hardware to commercial licensing problems in the industry. And, as is traditional, there's a Capture the Flag competition running and festivities in the evening.
Black Hat - the biggie
Located in Mandalay Bay, Black Hat's main conference days are August 6 and 7. There are also training sessions in IT skills that start on August 2, and the talks begin on Wednesday. You'll need to pay and register to see them, but we'll be onsite bringing in regular reports.
The opening keynote will be a farewell (sort of) address from Mikko Hypponen, who, after a 34-year tenure at F-Secure hunting malware, is quitting the industry to work on drones. As he told The Register in June, the Ukraine war has spurred him into working on the technology, particularly since his home country, newly minted NATO member Finland, has a massive border with Russia.
The core of the talks is about unpleasant new hacks and vulnerabilities in hardware and software. It was at Black Hat in 2008 that the late Dan Kaminsky revealed a fundamental flaw in DNS that could have run riot through the internet's backbone. While there's nothing on that scale this year, there are sessions scheduled on an Apple zero-day, ways to bypass Windows Hello's authentication systems, and even a talk on satellite vulnerabilities and how to exploit them.
Elsewhere in the talk tracks, there is a key focus on AI, as with everything in the security business these days, but this isn't a cheerleading event and there are some skeptical sessions planned, as well as deep dives into flaws. Several speakers are giving talks on how to fool AIs into breaking safety guardrails or leak information and bots - their use and misuse - are a particular focus.
Given Black Hat's status, senior government officials, past and present, are giving multiple talks on policy and practice in the field. Bailey Bickley, the NSA's head of Defense Industrial Base protection, will be sharing lessons learned in staving off large-scale system attacks. The acting director of CISA, Madhu Gottumukkala, was due to be on stage introducing himself after two months on the job and laying out his priorities, but has pulled out for a personal matter, so executive assistant director for cybersecurity Chris Butera and CIO Bob Costello will replace him. Former National Cyber Director Chris Inglis will also share his experiences in government.
Elsewhere, the Expo Business Hall is a good place to network and meet people, and the FBI, NSA, and other government agencies have recruiting booths on site. However, if you're there, avoid it on Wednesday between 1600 and 1700 PT as it's the so-called Booth Crawl, where the show has free food and drink and turns into a morass of attendees swarming booths picking up free squeezy balls, T-shirts, and other paraphernalia.
Attendees also get a hidden bonus - their security is being remotely checked by the conference's network operations center (NOC), which is staffed by volunteers scanning the networks for suspicious activity using state-of-the-art hardware, and The Register will report from inside the NOC. As the operators explained, if someone's egregiously slack on security or has malware on their system already, they'll have a private word about fixing the problem.
The original - DEF CON
Located at the Las Vegas Convention Center, DEF CON has its own NOC folks, but they don't take the discreet approach; instead, broadcasting, safely, the details of people who are showing poor security practices on the infamous Wall of Sheep, displayed to all attendees.


	What a glimpse inside the Black Hat NOC reveals about infosec pros' security habits


	US elections have never been more secure, says CISA chief


	Volunteer DEF CON hackers dive into America's leaky water infrastructure


	Defamation case against DEF CON terminated with prejudice


DEF CON is the original hacker summer camp, started in 1993 in a few hotel rooms by an 18-year-old Jeff Moss with around 100 people. It now hosts tens of thousands of visitors paying more than $500 a head to listen to talks, take part in hacking and gaming competitions, and visit over 30 "villages" dedicated to everything from ham radio to military hacking demonstrations. Its talks are not live-streamed, but most get posted to YouTube eventually.
Once again, AI will feature heavily and the convention is host to the annual AI Cyber Challenge run by DARPA, a competition using the latest LLM models to find vulnerabilities, install fixes that don't break the system, and generate reports while under time pressure. Teams have been competing for months and the final event will see a winner, who will presumably be barraged with lucrative job offers.
DEF CON used to be renowned for its Spot the Fed competition, trying to find government infiltrators (and the occasional undercover journalist) who had come in on the quiet. But it's a lot more Fed-friendly these days, and Moss will be on stage with former NSA boss Paul Nakasone for a fireside chat.
The bulk of the talks are pure hacking - vulnerabilities, interesting ways to crack systems, and war stories that advise on what not to do. With the exception of DARPA's competition, this is possibly the least AI-focused conference of the three and is much more about hacking existing systems with current technology.
Most of the villages have their own talks scheduled on everything from policy to privacy and industry-specific topics. There's a car hacking center that Tesla is fond of, the social engineering village is fascinating but also terrifying in showing how easy it is to play people, and the lock picking village is well worth a visit to meet some of the best in the business and get a tutorial.
DEF CON is a lot less buttoned-down than Black Hat and you don't see a lot of people wearing suits. Instead, it's a chance for security folks and those interested to let their hair down and mingle with people they usually only see online. While it's very useful for networking and learning new techniques, there's also a substantial party scene.
Red-clad "goons," volunteers who help people find their way around the show, will not hesitate to stop any bad behavior. DEF CON is one of the most inclusive conferences out there, with a strict code of conduct, and is a very safe environment, and even has kids-only sections for fledgling hackers.
DEF CON is the fun convention for hackers, while Black Hat is becoming more of a sales and networking-led event, but still has very high-quality security talks and training, and BSides is useful to see what's up and coming in the security industry. The Reg will report on news as it happens, but if you've got any recommendations, feel free to add them to the comments section. (r)
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    TSMC launches legal action against insiders accused of trade secret theft

    
Chipmaker said it caught the 'unauthorized activity' early    


    
        By 
Connor Jones        
    

    
        Posted in Systems,
        
            5th August 2025 10:00 GMT
        
    


    
Taiwan Semiconductor Manufacturing Co (TSMC) has launched legal proceedings against an unknown number of employees as it investigates a potential breach of trade secrets.
The chipmaker confirmed the news this morning, saying it detected unauthorized activity on its network during routine monitoring, and was able to identify the activity early.
An internal investigation ensued, leading to disciplinary action against the employees in question.
The Register asked TSMC about its confidence that trade secrets were stolen, what roles the employees had within the company, and whether there was any evidence to suggest that trade secrets were transmitted outside the company.
However, because the case is under judicial review, the company said it was unable to provide any additional details.
"TSMC maintains a zero-tolerance policy toward any actions that compromise the protection of trade secrets or harm the company's interests," a spokesperson said. "Such violations are dealt with strictly and pursued to the fullest extent of the law.
"We remain committed to safeguarding our core competitiveness and the shared interests of all our employees. To ensure this, we will continue to strengthen our internal management and monitoring systems and will work closely with relevant regulatory authorities as necessary to protect our competitive advantage and operational stability."
An uphill battle
Trade secret theft is a constant concern for organizations, especially those that work in such lucrative fields. Invariably, with large companies like TSMC, occasional attempts to steal intellectual property succeed.


	TSMC aims to make 30% of high-end chips in US with Arizona fab build out


	TSMC strengthens Japan ties with joint R&D lab in Tokyo


	TSMC prepping for tariff turmoil, denies joint venture talks with Intel


	TSMC blew whistle on suspected verboten exports to Huawei - that may cost it $1B+


In just the last few weeks, Apple filed a lawsuit against Jon Prosser, a social media personality who, over the course of multiple years, built a following off the back of leaking Apple launches and tech specs well ahead of their intended launch dates.
Apple sued Prosser and one other individual, Michael Ramacciotti, on July 17, accusing them of misappropriating trade secrets and violating the Computer Fraud and Abuse Act by breaking into a development iPhone belonging to an Apple employee.
Similarly, Google sued an Indian semiconductor engineer in November for allegedly leaking Google Pixel chip designs online.
Chinese national Linwei Ding is also facing a potentially lengthy prison stint - if wrongdoing is proved in a court of law - after Google leveled 14 additional charges against his original four earlier this year, relating to trade secret theft and economic espionage. (r)
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    Microsoft promises to eventually make WinUI 'truly open source'

    
Developer community skeptical following 'long silent stagnation' of the framework and accompanying SDK    


    
        By 
Tim Anderson        
    

    
        Posted in Applications,
        
            5th August 2025 09:15 GMT
        
    


    
Microsoft lead software engineer Beth Pan has stated that WinUI, the modern user interface framework for Windows, will be made "truly open source," though no date is yet set because of deep entanglements with proprietary code in the operating system.
WinUI 3 is the framework introduced as part of Project Reunion in 2020, the company's effort to bring together developers who adopted the Universal Windows Platform, introduced with Windows 10, with those using the older Win32 API or .NET frameworks such as Windows Forms and Windows Presentation Foundation (WPF).
Project Reunion became the Windows App SDK (WASDK). WinUI supports Fluent Design, the Microsoft design system used for apps across Windows, web, and mobile.
[image: The WinUI 3 gallery is an official demonstration of the UI framework]
The WinUI 3 gallery is an official demonstration of the UI framework, now to be made fully open source


Pan seemed to acknowledge the frustration of developers disappointed with the slow progress of WinUI, including many unfixed bugs and the lack of any visual designer for Visual Studio, and said that the team is entering a new phase of improvements including actively working toward "truly open sourcing the repo."
Currently, much of the WinUI code is periodically mirrored to GitHub, but the main repository is private to Microsoft. Pan set out four phases for the move to open source, beginning with more frequent mirroring, followed by the ability for third-party developers to build the code, then the ability to contribute pull requests and run tests locally, and finally making GitHub the primary repo.
The process is complex, she said, because of proprietary layers in Windows that need to be separated or shared.
Developers responding to Pan are largely positive about the open source move, but doubtful concerning whether Microsoft will now invest sufficient resources to build confidence.


	Windows 10 @ 10: How Microsoft led developers round in circles


	AWS Lambda loves charging for idle time: Vercel claims it found a way to dodge the bill


	Blender 3D app suite could touch down on tablets, starting with iPad


	Trae AI IDE quietly beams data to ByteDance, even with tracking turned off, report says


"I've been heavily invested in WinUI for years now," said one. "I don't think Microsoft understands the damage they have caused to the evangelists and wider developer community, along with the companies who have embraced the never-ending stagnation and false promises from WinRT-UWP-WinUI/WASDK."
Further complaints include buggy modal dialogs and no "working solution for input validation."
Another developer suggested that "the entire WinRT (and its follow-on WinUI) idea was a mistake," referencing the fracturing of Windows development that began when, in Windows 8, Microsoft chose to create a new Windows Runtime (WinRT) with projections (interop) enabling code in C++ or .NET languages.
Open sourcing WinUI is likely a positive move for the framework, yet what counts more is how much resource Microsoft is willing to dedicate to it. "How many people in total are assigned to the WinUI/WinAppSDK teams?" asked another developer, adding: "Today it feels like Web is the primary focus, and everything else is just maintenance." (r)
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    Skyrora wins green light to lob rockets from Scotland

    
Launch license issued for suborbital Skylark L    
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The UK's Civil Aviation Authority (CAA) has granted British rocketeer Skyrora a launch operator license.
The license enables the company, based in Scotland, to launch from SaxaVord Spaceport in Unst, Shetland, although right now it will only be the Skylark L suborbital vehicle that'll be blasting off. The beefier Skyrora XL, which will be able to deploy up to 315 kg into orbit, is still at least two years away.
The Skylark L is capable of lifting a payload of up to 50 kg to a maximum altitude of 125 km. "Critically, this vehicle has all the relevant subsystems, including the flight control computer, which are being 'de-risked' prior to utilizing them on the main orbital launch vehicle XL," a spokesperson told The Register.
And how is the XL going? Skyrora said: "Two of the three stages of the XL vehicle are complete, and we expect to deliver the first stage soon.
"We plan to complete integration tests of the XL vehicle next year, dependent on manufacturing timelines, and target a launch in 2027. Having completed the process for this sub-orbital launch, we hope this bodes well and helps to contribute towards a faster process for our orbital license."
While being issued a license for the Skylark L launch is quite the achievement for Skyrora, there is every chance it will be beaten off the launch pad in the orbital rocketry stakes. Rocket Factory Augsburg (RFA), which exploded a rocket on the pad during a test at SaxaVord in August 2024, received its spaceflight operator license in January 2025, making it the first company in Europe to receive such a license for vertical launches of a privately developed orbital rocket.
Skyrora CEO Volodymyr Levykin noted that it had been a long journey to obtain the license, although described it as an "ultimately rewarding one."


	Australia's attempt to join the space race lasts just 14 seconds


	NASA faces brain drain as thousands exit under voluntary resignation scheme


	Orbital datacenters subject to launch stress, nasty space weather, and expensive house calls


	ESA backs five rockets in Launcher Challenge - only some have exploded


"Safety is paramount to us, and so we are grateful to the CAA for its diligence in ensuring any launch activity is held to the highest of standards.
"It is essential that the UK has sovereign launch capabilities. Not only to unlock commercial activity for companies that need to access space and to help achieve the government's objectives for becoming a global player in the space sector, but also from a strategic defense consideration."
The Skyrora spokesperson added: "While Skylark L won't be used commercially, it is an excellent R&D vehicle to test future technologies."
The rocketeer did not confirm how many launches it intends to attempt with the Skylark L. Its first effort, in 2022, ended in failure after it landed in the Norwegian Sea, 500 meters from the launch site. The incident, according to Skyrora, was caused by "a software complication." (r)
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    Germany and Japan teamed their ISS robots for seek-and-photograph mission

    
Bot built by Airbus and IBM recognized astronaut's voice and issued instructions to camera drone    
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Japanese space agency JAXA and Germany's DLR have conducted what they say is the first collaboration between independently developed robots on the International Space Station.
The experiment took place last week and involved Japan's JEM Inboard Portable Video Camera System Demonstration Unit 2 (Int-Ball2) and Germany's Crew Interactive MObile companion (CIMON).
Int-Ball2 is a drone that flies inside the ISS. JAXA ground staff can control it remotely and use it to take photos that would otherwise require an astronaut's attention.
CIMON, developed by DLR with help from Airbus and IBM, possesses AI-assisted voice recognition capabilities that astronauts can command to retrieve information. It also includes cameras that ISS crew can use to take hands-off snaps.
The two bots are the result of independent development efforts, and their designers did not envision them working together.
[image: Astronaut Takuya Onishi with Int-Ball2 and CIMON]
Astronaut Takuya Onishi with Int-Ball2 and CIMON - Click to enlarge


But last week, Japanese astronaut Takuya Onishi visited the ISS's Columbus European Laboratory and spoke to CIMON, telling the bot he wanted to order Int-Ball2 to find an item in the Kibo Japanese Experiment Module. CIMON understood astronaut Onishi's instructions, converted them into instructions for Int-Ball2, and transmitted them to the Japanese bot.
Int-Ball2 did as instructed, and streamed video of its quest back to CIMON, which displayed the live feed on its screen so Onishi could watch the bot work.


	Japan's wooden satellite exits International Space Station


	China sends cloud powered by homebrew Loongson CPUs into space


	Japan's space agency to build a digital twin of its ISS module - right before it retires


	Japanese space agency spotted zero-day attacks while cleaning up raid on M365


JAXA says this was the first time two robots independently developed by different organizations have worked together in orbit, and is chuffed that the experiment successfully achieved communication with the ground and between robots in orbit.
"The knowledge gained from this mission is expected to form the basis for efficient collaborative operations between astronauts and robots in future manned space activities," JAXA enthused. (r)
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    Lyft and Baidu plan Eurobocab launch, starting in UK and Germany next year

    
Using the Apollo vehicles that already offer autonomous rides across China    
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Rideshare challenger Lyft and China's Baidu plan to bring robo-cabs to the UK and Europe next year.
The two companies announced their plan on Monday, promising that if they can secure regulatory approval they'll start offering robo-rides in the UK and Germany next year, using the same Baidu Apollo cabs already operating in China which Uber plans to use in the Middle East.
Lyft and Baidu expect their fleet will scale "to thousands of vehicles across Europe in the following years."
The rideshare company seems not to be entirely wedded to Baidu, as its announcement describes the Chinese company's cars as "its pioneering autonomous solution in the region," suggesting other robo-cars could follow.


	Florida jury throws huge fine at Tesla in Autopilot crash


	Waymo plots Dallas robotaxi launch, stays ahead of Tesla in Texas turf war


	Tesla Robotaxi videos show Elon's way behind Waymo


	Uber CEO warns robotaxis can't find a fast route to commercial viability


Lyft's plan to launch in Europe isn't fanciful because the UK has already passed a law that could see autonomous cars on its streets by 2026. Germany's autonomous car plan calls for robo-cars to operate in the same year, and for public transport services to use autonomous cars in 2027. Germany hopes robot cars will operate on its famously fast motorways in 2028 and aspires to have autonomous vehicles "as a permanent part of a multimodal and interconnected mobility system" around 2030.
Lyft will use ride-share app FREENOW, which it recently acquired, to arrange rides in Baidu's robo-cabs.
Uber has already announced plans to operate robo-cabs in Europe, with another Chinese company called Momenta.
It is unclear if Lyft and Baidu plan to operate on all roads, a challenge we mention as The Register previously reported how Asian ride-share giant Grab realized it needed to create its own maps because Google's cartographers lacked the local knowledge to accurately chart the lanes and alleys present in Asian megacities.
Perhaps English country lanes, cobbled Paris streets, or the chaos of Neapolitan traffic will present similar challenges. (r)
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    Amazon's Kuiper satellite broadband to offer commercial services from mid-2026

    
We know this because it just won a big client - Australia - which says that's when it will start selling connections    
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Amazon's Project Kuiper space broadband service will be ready for commercial services "from the middle of 2026" according to NBN Co, the operator of Australia's National Broadband Network.
NBN Co revealed that date on Tuesday when it announced an alliance with Amazon to provide broadband services to remote users using Project Kuiper.
NBN Co's news is an advance on Amazon's most recent mention of Kuiper services commencing, which came last week when CEO Andy Jassy said he is "very hopeful to get this service into commercial beta later this year or early next year."
It's not hard to see why Jassy is merely hopeful, because Amazon has launched just 78 satellites of its planned 3,200 satellites, with another 24 due to go aloft on Thursday. The company's plans call for it to launch around half its fleet by mid-2026, a target that seems unlikely given delays to its schedule.


	Untangling the Jeff Bezos web: Who pays for the billionaire's space lust?


	Bezos beams up batch two as Project Kuiper plays catch-up with Starlink


	Amazon's first 27 Kuiper broadband sats make it into orbit on an Atlas V


	Australia's attempt to join the space race lasts just 14 seconds


If Amazon misses deadlines or can only offer modest service by mid-2026, it won't be a major concern for NBN Co, which already operates a pair of broadband satellites that it uses to provide connectivity to over 100,000 premises that Australia's immense size means it cannot reach with its wired and fixed wireless services.
However the company expects those two sats will end their working lives around 2032, and sought a replacement.
Amazon's main space broadband rival, SpaceX's Starlink, in April claimed it already had over 350,000 active Australian customers.
Amazon is yet to announce the price of its services, or reveal final design for its user terminals. The company does, however, operate its e-commerce store in Australia, so has substantial logistics capacity in place to deliver kit to customers. (r)
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    Foxconn says EV sales are so slow it's converting a factory to build AI servers instead

    
Cites low demand and overcapacity for electric cars on the same day Tesla gives Elon Musk $29 billion for similar reasons    
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Taiwanese contract manufacturing giant Foxconn has sold its US electric vehicle factory and will use the land to make AI servers instead.
A Monday filing revealed the sale of the facility in Lordstown, Ohio, which Foxconn acquired from startup Lordstown Motors in 2022, and that the company will continue to operate on the site and pursue other activities.
According to Japanese outlet Nikkei, Foxconn sold the plant as it feels the North American electric vehicle market is soft as production capacity exceeds demand, and the company wants to improve its ability to manufacture AI servers in the USA. The Wall Street Journal also reported the shift to server production at the Ohio site.
News of the sale came just days after the July 30 announcement that Foxconn entered a strategic alliance with Taiwanese company TECO Electric & Machinery designed to help the two companies pursue AI datacenter business worldwide.
TECO makes energy infrastructure needed to build datacenters, and Foxconn makes ... well ... almost anything its customers want, which is often servers and other datacenter hardware.


	Kawasaki and Foxconn build robot nursing assistant to tackle hospital scutwork


	Foxconn chairman predicts AI will end manufacturers' search for cheap labor


	Asian tech players react to US tariffs with delays, doubts, deal-making


	Demand for AI servers sees Foxconn fly and suppliers come along for the ride


Foxconn has already committed to expand its US presence so it can make AI hardware for Apple and other local customers. Flipping the Lordstown plant from EVs to AI therefore advances the Taiwanese company's AI ambitions.
But the company has also promised to build an electric vehicle reference platform so it can win work from automakers.
The future of that plan is now unclear. But Foxconn has form walking away from big plans, as happened when it failed to deliver on a promise to build a giant LCD display manufacturing plant in Wisconsin.
LCD displays aren't a hot market today. Foxconn's change is, however, very much aligned with Trump administration policies that encourage foreign companies moving production to the USA and ended tax credits for buying electric vehicles. The administration also recently announced a laissez faire AI policy designed to spark datacenter construction.
Also on Monday, EV-maker Tesla's board announced the interim award of 96 million shares to CEO Elon Musk. At the time of writing, those shares were worth about $29 billion.
In a letter to shareholders the Board justified the award because "Retaining Elon is more important than ever before" as the company shifts from being "a leader in the electric vehicle and renewable energy industries to grow towards becoming a leader in AI, robotics and related services."
Maybe that shift will mean Tesla also buys AI servers from Foxconn, or has the Taiwanese company make its robots. (r)
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    Antivirus vendors fail to spot persistent, nasty, stealthy Linux backdoor

    
'Plague' malware has been around for months without tripping alarms    
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Researchers at German infosec services company Nextron Threat have spotted malware that creates a highly-persistent Linux backdoor and say antivirus engines do not flag the code as malicious.
Nextron researcher Pierre-Henri Pezier says the company named the malware "Plague" as its deobfuscated code contains the text "Uh. Mr. The Plague, sir? I think we have a hacker" - a line from the 1995 film Hackers.
"The implant is built as a malicious PAM (Pluggable Authentication Module), enabling attackers to silently bypass system authentication and gain persistent SSH access," Pezier wrote last week, adding that the malware "integrates deeply into the authentication stack, survives system updates, and leaves almost no forensic traces. Combined with layered obfuscation and environment tampering, this makes it exceptionally hard to detect using traditional tools."
Pezier said the malware "actively sanitizes the runtime environment to eliminate evidence of an SSH session. Environment variables such as SSH_CONNECTION and SSH_CLIENT are unset using unsetenv, while HISTFILE is redirected to /dev/null to prevent shell command logging."
The malware appears as a Pluggable Authentication Module (PAM) and uses a variety of techniques to avoid detection, including hiding session logs to evade scanning, implementing a custom string obfuscation system, and concealing itself from debuggers by using the legitimate libselinux.so.8 shared library file name. It also contains hardcoded passwords to allow the operator easy access.
Given PAM's role in authentication, the backdoor is very worrying. Potentially it could be used to steal user account details and get around standard authentication verification.
Another reason to worry is that Nextron isn't sure how miscreants would install Plague. Worse still, Pezier wrote that parties unknown uploaded Plague variants to VirusTotal in 2024, but the malware scanning service never flagged the code as malware.


	Arch Linux users told to purge Firefox forks after AUR malware scare


	Not pretty, not Windows-only: npm phishing attack laces popular packages with malware


	Watch out for any Linux malware sneakily evading syscall-watching antivirus


	First-ever UEFI bootkit for Linux in the works, experts say


This is nasty malware, but there is one reason to be slightly cheerful: Pezier found no public reports of researchers detecting Plague in the wild.
"The Plague backdoor represents a sophisticated and evolving threat to Linux infrastructure, exploiting core authentication mechanisms to maintain stealth and persistence," Pezier concludes. "Its use of advanced obfuscation, static credentials, and environment tampering makes it particularly difficult to detect using conventional methods."
Nextron had no further comment at the time of publication and antivirus vendors contacted by The Register had no comment. But with many folks heading to Las Vegas for the BSides/Black Hat/DEF CON security conferences, that's perhaps understandable. (r)
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    Google agrees to pause AI workloads to protect the grid when power demand spikes

    
On hot summer days, air conditioning is rather more important than search summaries    
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Google will pause non-essential AI workloads to protect power grids, the advertising giant announced on Monday.
The web giant already does this sort of thing for non-essential workloads like processing YouTube vids, which it moves to datacenters where power is available rather than continuing to run them in places demand for energy strains the grid.
Under an agreement with Indiana Michigan Power (I&M) and the Tennessee Valley Authority (TVA), Google will use the same techniques for AI workloads.
The announcement comes as states served by the power companies brace for a heat wave that will likely strain the grid as residents use air conditioners and increase demand for energy. Amid debate about datacenters' consumption of power and water, the last thing that the Chocolate Factory needs is folks blaming its AI Mode search function for a power outage when temperatures top 100degF (37.7degC).
Under the agreement, if energy demand surges or there's a disruption in the grid due to extreme weather, I&M and TVA can now request that Google reduce its power use by rescheduling workloads or limiting non-urgent tasks until the issue is resolved.
By dynamically adjusting how much power its bit barns are allowed to consume, a process Google calls "demand response", the web giant argues that new datacenters can be interconnected more quickly -- presumably because utilities are less concerned about them causing brown outs or outages.
"By including load flexibility in our overall energy plan, we can manage AI-driven growth even where power generation and transmission are constrained," Google wrote in a blog post on Monday.
Training and running AI models can easily consume tens or even hundreds of megawatts of power for hours, days, or weeks at a time, depending on how big or complex they are. However certain workloads don't need to run 24/7. Advancements in checkpointing mean that a model could be trained exclusively at night when grid capacity is at its greatest.
Datacenter demand-response is still a nascent technology and is only being employed at a handful of Google bit barns. Further complicating the matter, the approach is also incompatible with certain high-demand workloads, such as Search, Maps, or its cloud business, Google notes.


	AI going critical: Hyundai to help build nuclear-powered datacenter in Texas


	Tony Blair Institute: UK needs bit barns to lead in AI deployment, not training


	Altman embraces inner Viking, raids Europe with 100K GPU supercluster in Norway


	Datacenter lobby blows a fuse over EU efficiency proposals


Google may have the ability to spin down its own machine learning workloads as it pleases, but it can't exactly pause its cloud customers' AI jobs without causing a few headaches.
Demand-response isn't the only way Google is looking to curb the power demands of its AI infrastructure build out, and it's not hard to see why. The search giant plowed $14 billion into servers in just 91 days of its 2025 fiscal year with plans to spend upwards of $85 billion by year's end.
The company also continues to invest in alternative energy sources, including geothermal, solar, wind, hydroelectric, and nuclear. Google aims to field small modular reactors just as soon as they get their hands on one, and in May signed an agreement with Elementl Power to support the development of three potential reactor sites in the US. (r)
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    SonicWall investigates 'cyber incidents,' including ransomware targeting suspected 0-day

    
Bypassing MFA and deploying ransomware...sounds like something that rhymes with 'schmero-day'    
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SonicWall on Monday confirmed that it's investigating a rash of ransomware activity targeting its firewall devices, following multiple reports of a zero-day bug under active exploit in its VPNs.
"SonicWall is actively investigating a recent increase in reported cyber incidents involving a number of Gen 7 firewalls running various firmware versions with SSL VPN enabled," a company spokesperson told The Register. 
"These cases have been flagged both internally and by third-party threat research teams, including Arctic Wolf, Google Mandiant, and Huntress," the spokesperson continued. "We are working closely with these organizations to determine whether the activity is tied to a previously disclosed vulnerability or represents a zero-day vulnerability."
While the firewall vendor has yet to confirm a new bug, if and when it does spot a security flaw, SonicWall promised to release updated firmware and guidance "as quickly as possible."
In the meantime, the vendor urged customers using Gen 7 firewalls to disable SSL VPN services "where practical," and take the following steps to mitigate any potential intrusions:

	Limit SSL VPN connectivity to trusted source IPs. 


	Ensure Security Services such as botnet protection and geo-IP filters are enabled. 


	Remove unused or inactive firewall user accounts. 


	Promote strong password hygiene. 


	Enforce multi-factor authentication (MFA) for all remote access.


However, the vendor did warn that MFA enforcement alone may not protect against the ransomware activity under investigation.
Considering that all manner of miscreants, from Chinese government cyberspies to ransomware and extortion gangs, have made a hobby of hijacking SonicWall VPNs in the past, we'd suggest implementing these mitigation measures ASAP, while keeping an eye out for any upcoming vulnerability disclosures and subsequent patches.
SonicWall's admission follows other security shops' alerts about ransomware gangs exploiting a likely zero-day in SonicWall VPNs to bypass MFA and deploy ransomware.
Huntress, in a Monday advisory, said that its Security Operations Center has been responding over the last few days to "a wave of high-severity incidents originating from SonicWall Secure Mobile Access (SMA) and firewall appliances."


The speed and success of these attacks, even against environments with MFA enabled, strongly suggest a zero-day vulnerability is being exploited in the wild


The attackers are pivoting directly from the buggy devices straight to domain controllers within hours of the initial breach, and post-exploit activity includes stealing credentials, disabling security tools, and deploying ransomware. Huntress said the culprit likely deployed Akira ransomware. It's worth noting that Akira ransomware affiliates also abused a critical SonicWall bug last year."
"The speed and success of these attacks, even against environments with MFA enabled, strongly suggest a zero-day vulnerability is being exploited in the wild," the threat intel team wrote.
This echoes a similar warning from fellow security operations firm Arctic Wolf on Friday, which noted an uptick in ransomware activity involving SonicWall SSL VPNs beginning July 15, despite MFA being enabled.
Arctic Wolf also pointed its finger at Akira, which was one of the FBI's five most reported ransomware variants targeting critical infrastructure last year.
"While credential access through brute force, dictionary attacks, and credential stuffing have not yet been definitively ruled out in all cases, available evidence points to the existence of a zero-day vulnerability," Arctic Wolf senior threat intelligence researcher Julian Tuin wrote. "In some instances, fully patched SonicWall devices were affected following credential rotation."
Tuin also suggested disabling the SonicWall SSL VPN service until a patch is made available, considering "the high likelihood of a zero-day vulnerability."


	Crims hijacking fully patched SonicWall VPNs to deploy stealthy backdoor and rootkit


	SonicWall firewalls now under attack: Patch ASAP or risk intrusion via your SSL VPN


	SonicWall flags critical bug likely exploited as zero-day, rolls out hotfix


	Akira ransomware is encrypting victims again following pure extortion fling


Plus, on July 16 -- one day after Arctic Wolf spotted the surge in ransomware activity targeting SonicWall devices -- Google warned that unknown criminals were seen exploiting fully patched, end-of-life SonicWall VPNs to deploy a previously unknown backdoor and rootkit, likely for data theft and extortion.
At the time, Google said it was possible that the digital intruders were exploiting known vulnerabilities to deploy the OVERSTEP backdoor.
Or they may have used a zero-day: "GTIG assesses with moderate confidence that UNC6148 may have used an unknown, zero-day remote code execution vulnerability to deploy OVERSTEP on targeted SonicWall SMA appliances," the threat hunters opined.
It's unclear how many orgs have been victimized so far.
"This is an active campaign, and as of now, it's too early to determine the size and scope," Arctic Wolf Labs told El Reg. "We hope to share more details in the coming days as our investigation develops."
If this latest rash of SonicWall hijacking turns out to be a zero-day, it will be SonicWall's second so far this year.
In January, the firewall firm warned customers that CVE-2025-23006, a critical bug in its SMA 1000 product, could allow a remote, unauthenticated attacker to execute arbitrary OS commands -- and, by the way, it was likely exploited before a patch was issued.
A month later, Arctic Wolf said miscreants were actively abusing a high-severity authentication bypass bug tracked as CVE-2024-53704 in the SSL VPN authentication mechanism in SonicOS. While this one wasn't exploited as a zero-day, criminals made quick work of this security flaw after a proof-of-concept exploit code was made public. (r)
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    Perplexity AI accused of scraping content against websites' will with unlisted IP ranges

    
Cloudflare finds AI search biz ignoring crawl prohibitions and trying to hide its spiders    
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Perplexity, an AI search startup, has been spotted trying to disguise its content-scraping bots while flouting websites' no-crawl directives.
According to Cloudflare, a network infrastructure company that recently entered the bot gatekeeping business, Perplexity bots don't take no for an answer when websites say that they don't want to be scraped.
"Although Perplexity initially crawls from their declared user agent, when they are presented with a network block, they appear to obscure their crawling identity in an attempt to circumvent the website's preferences," said Cloudflare engineers Gabriel Corral, Vaibhav Singhal, Brian Mitchell, and Reid Tatoris in a Monday blog post.
"We see continued evidence that Perplexity is repeatedly modifying their user agent and changing their source ASNs to hide their crawling activity, as well as ignoring -- or sometimes failing to even fetch -- robots.txt files."
A robots.txt file is a way for websites to tell web crawlers - automated client software - which resources, if any, they may access. It's part of the Robots Exclusion Protocol, originally drafted by Martijn Koster in 1994. Compliance is voluntary and the rising lack of compliance has led companies like Cloudflare to offer defensive technology to publishers.
The Cloudflare engineers say that they heard from customers that their sites were still being crawled by Perplexity bots even after they warned the bots via robots.txt directives and set up web application firewall rules to block declared crawlers PerplexityBot and Perplexity-User.
The stealth bots, they said, operated outside of the IP addresses in Perplexity's official IP range, using addresses that came from different ASNs (IP address ranges) to evade address-based blocking. Using a generic browser impersonating Google Chrome on macOS when blocked, the bots were seen making millions of site data requests daily.
Perplexity did not respond to a request for comment.
Anthropic faced similar accusations last year, and in June this year, was sued by Reddit for content scraping alleged to violate the site's user agreement and California competition law. According to Cloudflare, OpenAI's bots have been following best practices lately and its ChatGPT Agent has been signing HTTP requests using Web Bot Auth, a proposed standard for managing bot behavior.
Initially, site crawling bots were a mixed blessing. They consumed computing resources, but they sometimes provided some benefit in return. Being visited by the Google Search crawler, for example, meant a site might appear in the Google Search Index and thus would be more visible to searchers, some of whom could be expected to visit and perhaps generate ad revenue.
Lately, however, that arrangement has become more lopsided. AI crawlers have proliferated while search referral traffic has plummeted. Bots are taking more and returning less, and that's due mainly to the data demands of AI companies, whose business model has become reselling the internet's non-consensually gathered data as an API or cloud computing service.


	IT firing spree: Shrinking job market looks even worse after BLS revisions


	Study finds radical nutjobs targeting gamers via Discord, Twitch, Steam


	Tony Blair Institute: UK needs bit barns to lead in AI deployment, not training


	Capacity planning a rising concern for datacenter operators as AI grows


In June, bot-blocking biz TollBit published its Q1 2025 State of the Bots report, which found an 87 percent increase in scraping during the quarter. It also found that the share of bots ignoring robots.txt files increased from 3.3 percent to 12.9 percent during the quarter. In March 2025, the firm said, 26 million AI scrapes bypassed robots.txt files.
AI crawlers don't necessarily index websites like search crawlers. They may use site content for model training or Retrieval Augmented Generation (RAG), a way to access content not captured in model training data. Google's AI Overviews and Perplexity Search, for example, rely on RAG to fetch current information in response to a user query or prompt.
According to TollBit, RAG-oriented scraping has surpassed training-oriented scraping. "From Q4 2024 to Q1 2025, RAG bot scrapes per site grew 49 percent, nearly 2.5X the rate of training bot scrapes (which grew by 18 percent)," the firm's report says. "This is a clear signal that AI tools require continuous access to content and data for RAG vs. for training."
The problem for web publishers is that this is a revenue-threatening parasitic relationship. When an AI bot gathers data and presents a summary through an AI company's tool or interface, that imposes a compute cost on the source while offering no compensation for the harvested content.
TollBit's report indicates that, on the sites that it monitors, Bing's ratio of scrapes to referred human site visits was 11:1. For AI-only apps, the rates were as follows: OpenAI 179:1; Perplexity 369:1; and Anthropic: 8692:1.
AI firms are aware that their bots have worn out their welcome on the web. Perplexity last year launched its Publisher Program to pay participating partners. And various AI companies have struck deals with major publishers that grant access to their content. Reddit, keeper of valuable user-created content, has seen its business improve as a result.
Most websites, however, haven't been invited to the table to negotiate with the likes of Amazon, Anthropic, Google, Meta, OpenAI, and Microsoft. Thus, aspiring intermediaries like Cloudflare and TollBit are offering publishers a technical negotiation method: a paywall.
It remains to be seen whether the cloud giants like Amazon, Google, and Microsoft, which make money from any AI usage on their infrastructure, need long-tail content enough to pay for it. And it's also unclear whether AI firms that aren't trying to incentivize data center usage can survive the impact of paywalls.
But at some point, either a business model that works for both AI firms and publishers will take shape, publishing will retreat behind subscription walls and the free web will become a sea of synthetic AI slop, or the AI bubble will collapse under the weight of unrequited capex. (r)
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    Forget the Space Force! Trump needs to create a Cyber Force, says think tank

    
One new military branch per term would have to be some sort of record    
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The US Space Force won't be the only new military branch Donald Trump has created if forthcoming recommendations from a group of retired military and civilian leadership end up being adopted. They want the President to form a US "Cyber Force" too. 
Public policy think tank the Center for Strategic and International Studies, along with the Cyber Solarium Commission 2.0, announced on Monday their plans to form the Commission on Cyber Force Generation. The Commission plans to deliver a report to the Trump administration, detailing how best to operate the new military branch. 
It's not clear what new roles the branch would have, if any, that existing military cyber roles don't already fill. Current military cyber jobs run the gamut of private sector roles, from user support to cybersecurity, as well as offensive work in support of other military operations.
"When [implementation] is neglected or rushed, the result is enduring organizational friction with inefficiencies, confusion that can persist for years, and degraded mission effectiveness," said retired Lieutenant General Ed Cardon, the former head of US Army Cyber Command and Committee co-chair.
To prevent that from happening (not that Cardon was actually referring to anything ... cough), the Commission plans to provide "foundational details" for a Cyber Force, including its organizational structure, core functions, roles and responsibilities, and necessary authorities the branch would need. 
The Commission's work will kick off in September, and there's no indication of when it intends to deliver its recommendations to the administration. The Center said that the process of developing the report will include discussions with stakeholders from within the government and civilian industries. 
Moreover, the Commission is made up of experts. Cardon is co-chairing the Commission with Josh Stiefel, a former staff member on the House Armed Services Committee, and it includes former commanders from other US military cyber units, corporate leadership from companies like Dragos and Anduril, and academics. 

  Is this a redundant effort?

The Center admitted in its press statement that its work won't be the only project studying the establishment of a Cyber Force - and the other project even has government funding. 
The 2025 National Defense Authorization Act included language requiring the National Academies of Sciences, Engineering, and Medicine to conduct a consensus study on the future of the organization of cyber forces in the US military. That study is currently looking for experts to contribute, with the window closing at the end of this week. 
Per the Academies, the study will look at refining the current organization of US military cyber forces, but it won't necessarily conclude that forming a new branch is the best approach. 
As the Center noted in its release, the Commission won't be "litigating the decision to create a Cyber Force but instead addressing the critical--and often overlooked--questions of implementation." Cardon believes that's enough to distinguish its work from that being done by the Academies. 


	Trump guts digital ID rules, claims they help 'illegal aliens' commit fraud


	Trump's cyber czar pick grilled over CISA cuts: 'If we have a cyber 9/11, you're the guy'


	Infosec was literally the last item in Trump's policy plan, yet major changes are likely on his watch


	Trump 'waved a white flag to Chinese hackers' as Homeland Security axed cyber advisory boards


"This project takes a different approach: it invests in implementation planning up front to generate momentum, reduce downstream risk, and accelerate outcomes if and when there is a decision to create a Cyber Force," Cardon said. 
Whether that "if and when" will even include input from the Commission is up to the White House. Ultimately, there's nothing to suggest that the government commissioned the Center to conduct this study, unlike the Academies' study, and no reason the administration even has to consider it.
It's also worth noting that the Trump administration hasn't been the most cybersecurity-friendly in its seven months at the helm. Trump fired the director of the NSA and US Cyber Command in April, proposed to cut the Cybersecurity and Infrastructure Security Agency's 2026 budget amid accusations it was censoring conservatives, and generally made a mess of the state of US government cyber operations.
We reached out to the White House to get its take on the future of America's next possible military branch but didn't hear back, leaving the most critical question of this story unanswered: We desperately want to know what Cyber Force members will be called. (r)
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    AI going critical: Hyundai to help build nuclear-powered datacenter in Texas

    
Fermi America will also have 4GW of gas generators for the Amarillo 'HyperGrid'    
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Nuclear power is enjoying something of a second renaissance in the US as hyperscalers grapple with AI's seemingly insatiable appetite for power.
Fermi America's Amarillo, Texas "HyperGrid" is the latest to embrace the power of atoms. The company has selected South Korean industrial magnate Hyundai to support the deployment of up to six gigawatts of nuclear power for what it describes as the "world's largest advanced energy campus."
The project is backed by Rick Perry, who served as Texas governor and US Energy Secretary, and investor Toby Neugebauer, and aims to establish Texas as the US's largest energy and intelligence campus.
Construction of the first of four Westinghouse AP1000 reactors is set to begin next year in Amarillo with the plant funneling behind-the-meter power to GPU bit barns by 2032, at least that's according to a memorandum of understanding (MoU).
In other words, there is no guarantee the 23 million square meter project (1.1 MilliWales) will actually be built in its entirety, but if it is, Hyundai will oversee it.
"This agreement is significant in that it allows us to participate from the early stages of this project and contribute to the creation of the world's largest integrated energy and artificial intelligence campus, which leverages a diverse range of energy infrastructure," Hyundai said in a canned statement.
At the very least, Hyundai knows what it's doing when it comes to nuclear developments. The industrial giant has led the deployment of some 22 reactors.
Ambitious as the project may be, it won't be cheap. A single AP1000 reactor was estimated to cost $6.8 billion two years ago. That's a lot of money, but nothing compared to what the hyperscalers and neo-clouds are pumping into datacenters these days. Meta, for reference, expects to spend $66-72 billion on bit barns this year.
However, if history tells us anything, Fermi America's nuclear ambitions could end up costing a whole lot more. The so-called "Hypergrid" project isn't the first to use Westinghouse's Gen-3 reactors. That title goes to the Vogtle Unit 3 and 4 reactors in Waynesboro, Georgia, which ended up taking 15 years and more than $36B to complete.
We'll note that it probably didn't help that Westinghouse went bankrupt in 2017, right in the middle of construction.
How exactly Fermi America or its founders Perry and Neugebauer expect to pay for one AP1000 reactor, let alone four, isn't clear.  We've reached out for comment; we'll let you know if we hear anything back.
Hyundai's involvement isn't limited to giant pressurized water reactors. The company will also support the deployment of roughly four gigawatts of combined-cycle gas generation plants, a gigawatt of solar and battery storage, and two gigawatts of small modular reactors (SMRs).
Who will end up supplying the miniaturized nuclear plants, or when they'll actually be deployed, remains to be seen. As things stand, there are plenty of options, but only one, NuScale, has managed to get the green light from the US Nuclear Regulatory Commission.
While Fermi America and Hyundai sort through the red tape to deploy nuclear power to the Texas panhandle, work is already underway on the smog belching components of the 11 gigawatt mega project.
Last month, Fermi America announced plans to acquire 600 megawatts of gas generators to support the first on-site datacenters by the end of the year. This includes six Siemens Energy SGT800 gas turbines and an SST600 steam turbine, which will supply 478 megawatts. Fermi America also plans to acquire 135 megawatts of refurbished GE Frame 6B gas turbines.
In a statement, Fermi America argued that the generators are 30 percent cleaner than the current grid, and the planned use of selective catalytic reduction (SCR) and CO catalysts could curb other smog-causing pollutants.
By the end of 2026, Fermi America aims to have a gigawatt of capacity online.


	Tony Blair Institute: UK needs bit barns to lead in AI deployment, not training


	Altman embraces inner Viking, raids Europe with 100K GPU supercluster in Norway


	Orbital datacenters subject to launch stress, nasty space weather, and expensive house calls


	US DoE taps federal sites for fast-track AI datacenter and energy builds


Fermi America is far from the first to propose a nuclear-powered datacenter haven. Over the years, we've seen a number of these projects crop up. Back in 2023, Green Energy Partners detailed its vision of a massive datacenter campus in Virginia powered entirely by small modular reactors and hydrogen gas generators. 
More recently, Amazon spent $650 million to acquire Cumulus Data's facilities, which were colocated alongside the Susquehanna nuclear power plant. Microsoft is working with Constellation Energy to reignite Three Mile Island, and Oracle says it's going to deploy a trio of SMRs totaling over a gigawatt of capacity. (r)
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    Python-powered malware snags hundreds of credit cards, 200K passwords, and 4M cookies

    
PXA Stealer pilfers data from nearly 40 browsers, including Chrome    
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More than 4,000 victims across 62 countries have been infected by stealthy infostealers pilfering people's passwords, credit card numbers, and browser cookies, which are then sold to other criminals on Telegram-based marketplaces.
South Korea, the US, the Netherlands, Hungary, and Austria have been the hardest-hit countries in this ongoing campaign, according to SentinelLabs and Beazley Security, which detailed their findings in a Monday report and said the final payload delivers the Python-based PXA Stealer.
"Initially surfacing in late 2024, this threat has since matured into a highly evasive, multi-stage operation driven by Vietnamese-speaking actors with apparent ties to an organized cybercriminal Telegram-based marketplace that sells stolen victim data," wrote SentinelLabs' Jim Walter and Alex Delamotte, along with Beazley Security's Francisco Donoso, Sam Mayers, Tell Hause, and Bobby Venal.
To date, the data thieves have pilfered more than 200,000 unique passwords, hundreds of credit card records, and more than 4 million harvested browser cookies.
All of this financial and personal info is then sold on stolen-data marketplaces, including Sherlock, thus giving crooks easy access to victims' bank accounts, crypto wallets, VPNs, digital identities, and other data that people would prefer remain private.
Cisco Talos first documented PXA Stealer in November 2024, and throughout 2025, the criminals have continued to improve their delivery and evasion techniques, according to SentinelLabs and Beazley Security.
"Most notably, they've adopted novel sideloading techniques involving legitimate signed software (such as Haihaisoft PDF Reader and Microsoft Word 2013), concealed malicious DLLs, and embedded archives disguised as common file types," the latest report wrote.
April, July attack waves
During one wave of attacks in April, the miscreants used phishing emails to lure victims into downloading an archive containing the signed copy of Haihaisoft PDF Reader along with the malicious DLL.
The DLL file establishes persistence on the infected machine via the Windows Registry and remotely retrieves additional Windows executables via Dropbox to carry out the additional stages of the attack.
The April campaign delivered a variety of infostealers including LummaC2 and Rhadamanthys Stealer, and it was during this wave of infections that the researchers first noticed the criminals shifting tactics and using Python-based payloads instead of Windows executables.
Another campaign spotted in July showed the attackers becoming better at flying under the radar with more sophisticated evasion methods, including using non-malicious decoy documents.
This time, the phishing lure contained a legitimate, signed Microsoft Word 2013 executable named to look like a Word document, a malicious DLL that is sideloaded by the Microsoft Word 2013 executable, and later-stage payloads.
Once the user opens the Word executable, Windows loads the malicious DLL that launches a hidden instance of Command Prompt and kicks off the multi-stage infection chain.
It starts with a decoy document -- in this case, a fake copyright infringement notice -- before unpacking the rest of the archive that contains a Windows Python interpreter, several Python libraries, and an updated version of PXA Stealer that identifies sensitive data from dozens of applications and interfaces before exfiltrating it via Telegram.


	Phishing platforms, infostealers blamed as identity attacks soar


	Billions of cookies up for grabs as experts warn over session security


	FBI, Microsoft, international cops bust Lumma infostealer service


	Who needs phishing when your login's already in the wild?


This new PXA Stealer variant can steal data from nearly 40 browsers, including Gecko- and Chromium-based browsers, decrypting saved passwords, and swiping cookies, any stored personally identifiable information (PII), autofill data, and authentication tokens.
It also attempts to inject a DLL into running instances of browsers, including Chrome, targeting Chrome's App-Bound Encryption Key to kill the internal encryption mechanisms.
The stealer targets more than three dozen cryptocurrency wallet related browser extensions including Crypto[.]com, ExodusWeb3, and Magic Eden Wallet, along with users' databases and configuration files for cryptocurrency apps and VPNs, plus website-specific data from Google Ads, Coinbase, Kraken, PayPal, and other financial services.
After pilfering all of this sensitive and financial info, the stealer exfiltrates the stolen goods via HTTP POST requests to the Telegram API, and from there, it's siphoned into other Telegram-based cybercrime forums such as Sherlock.
"The idea behind leveraging the legitimate Telegram infrastructure is driven by the desire to automate exfiltration and streamline the sales process, which enables actors to deliver data more efficiently to downstream criminals," the threat hunters noted. (r)
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    IT firing spree: Shrinking job market looks even worse after BLS revisions

    
The payroll growth we thought we experienced in May and June? Gone, like tears in the rain    
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The US IT jobs market hasn't exactly been robust thus far in 2025, and downward revisions to May and June's Bureau of Labor Statistics data mean IT jobs lost in July are part of an even deeper sector slowdown than previously believed.
The Bureau of Labor Statistics reported relatively flat job growth last month, but unimpressive payroll growth numbers hid an even deeper reason to be worried: Most of the job growth reported (across all employment sectors) in May and June was incorrect. 
According to the BLS, May needed to be revised down by 125,000 jobs to just 19,000 added jobs; June had to be revised down by even more, with 133,000 erroneous new jobs added to company payrolls that month. That meant just 14,000 new jobs were added in June. 
"Adjustments at those levels of magnitude are not acceptable from any organization," IT management consulting firm Janco said of the May and June modifications. Janco blamed the modifications on "poor data capture, poor infrastructure, incompetence, or political gerrymandering," but regardless of the cause, it means that the IT job market is looking decidedly less healthy than it did a month ago. 
"According to the latest revised data by the BLS, the IT Job Market shrank by 26,500 YTD," Janco CEO Victor Janulaitis said of the latest data. "That is after adjusting the May data down by 4,300, June data down by 7,800 jobs, and reporting that 10,300 jobs were lost in July."
For those keeping count, that's 20,300 more than the 6,200-job shortfall at the same point in 2024, and we're now in what tends to be the worst half of the year for layoffs. 
[image: july-it-jobs-market-tyd]
The current year to date IT jobs market losses compared to 2024 - Click to enlarge


US President Trump fired BLS Commissioner Erika McEntarfer shortly after the publication of the report, alleging BLS had rigged the data to make him look weak.
Uncertainty hurts
Janco, which for a long time has relied exclusively on BLS data for its monthly jobs report that focuses on IT employment, said that it plans to diversify its data sources because of the massive revisions. 
Against that backdrop, Janco reports that BLS data peg the IT-sector unemployment rate at 5.5 percent in July - well above the national rate of 4.2 percent. Meanwhile, the broader tech occupation unemployment rate was just 2.9 percent, as reported by CompTIA. 


	Former and current Microsofties react to the latest round of layoffs


	Laid-off AWS employee describes cuts as 'cold and soulless'


	Intel swings the axe again as it looks to lose 5,000 staff


	Microsoft kicks off new fiscal year with more layoffs


Janulaitis blamed economic uncertainty for continuing to drag down IT hiring - a sentiment CompTIA agreed on, though the firm noted that there were still some bright spots of demand.
CompTIA stated that, while staffing reductions were made in IT, custom software services, cloud infrastructure and telecom, other roles such as developers and software engineers, system architects, support specialists, and cybersecurity mavens are among those in demand. Janco said that unfilled IT-specific roles tend to be related to AI, LLMs, Blockchain, and OmniCommerce technologies.
For all that uncertainty, CompTIA noted that it did find some solid evidence of job growth in the AI space, though not for AI-exclusive roles, which haven't grown over the past two months. Instead, CompTIA said that roles with AI competency are where it's at.
"CompTIA's AI Hiring Index indicates relatively higher growth in hiring demand for the broad range of positions where employers require some type of AI skill to perform effectively in the job role," the certification firm said. 
In other words, amid economic instability and AI inflation, landing a good IT job is tougher than ever unless you know how to engineer a good prompt. (r)
    






        





This article was downloaded by calibre from https://go.theregister.com/feed/www.theregister.com/2025/08/04/it_job_market_july/



	Previous
	Articles
	Sections
	Next





	Previous
	Articles
	Sections
	Next







    
        Original URL: https://www.theregister.com/2025/08/04/europa_clipper_mars_flyby/
    

    Mars says hello as NASA's Europa Clipper warms up radar

    
Instrument works fine. Now, about those transistors    
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NASA's Europa Clipper probe checked out its radar as the spacecraft hurtled past Mars on the way to Jupiter's moon Europa.
The Mars flyby in March was primarily to use the planet's gravitational pull to tweak the Europa Clipper's trajectory. However, boffins were able to use the proximity of the planet to calibrate the spacecraft's infrared camera and test its radar ahead of its arrival at Europa in 2030, NASA has confirmed.
Engineers were unable to test the flight version of the radar instrument on Earth. Engineering models were tested outside the Jet Propulsion Laboratory (JPL) in Southern California, but the flight hardware needed to be kept sterile so could only be tested in a clean room.
NASA has access to some enormous clean rooms, and the spacecraft was assembled and tested in the giant High Bay 1 clean room at JPL. However, there wasn't sufficient space to test the fully assembled radar. According to NASA, a chamber about 250 feet (76 meters) long would have been needed to test the "echo" or bounceback of the instrument's signals.
The radar, REASON (Radar for Europa Assessment and Sounding: Ocean to Near-surface), employs two pairs of antennas that stick out from the enormous solar arrays of the Europa Clipper. Since scientists have been studying the Martian terrain for decades, and the vehicle would be whizzing past, it seemed a good place to perform a dry run of the instrument and shake out any bugs before the spacecraft arrives at Europa.
The spacecraft bounced radio waves off Mars as it flew by the planet, starting at 3,100 miles (5,000 kilometers) down to 550 miles (884 kilometers) above the surface. Sixty gigabytes of data were collected, which started downloading to Earth in mid-May.
When the spacecraft gets to Europa, the instrument will operate as close as 16 miles (25 kilometers) from the moon's surface.
According to NASA, the test was a success. JPL's Trina Ray, Europa Clipper Deputy Science Manager, said: "The engineers were excited that their test worked so perfectly."
"The scientists seeing the data for the first time were ecstatic. Now, the science team is getting a head start on learning how to process the data and understand the instrument's behavior compared to models.


	Europa Clipper heads to Jupiter: Can its icy moon support life?


	NASA's Europa Clipper leaves for Jupiter's moon atop Falcon Heavy


	The Europa Clipper stretches its wings as launch nears


	Juno what? Jovian moon Europa is looking rugged


"They are exercising those muscles just like they will out at Europa."
Europa Clipper, the largest spacecraft NASA has ever created for a planetary mission, was launched in October 2024 atop a SpaceX Falcon Heavy rocket. As well as the March flyby of Mars, it will also take a gravity assist from Earth in 2026 before arriving in the Jupiter system in 2030.
While the radar has been tested, engineers still have a nervous wait to see how the spacecraft's electronics will react to the harsh radiation environment of Jupiter. There is a possibility that some of the parts might fail, although NASA believes the affected transistors will be able to "support the baseline mission."
Once at Europa, the spacecraft's three main objectives are to determine the thickness of the moon's icy shell, investigate its composition, and characterize its structure or physical properties. (r)
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    Mozilla flags phishing wave aimed at hijacking trusted Firefox add-ons

    
Devs told to exercise 'extreme caution' with emails disguised as account update prompts    
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Mozilla is warning of an ongoing phishing campaign targeting developers of Firefox add-ons.
The browser maker urged devs to "exercise extreme caution and scrutiny" when reviewing seemingly legitimate emails from senders pretending to be Mozilla or AMO (addons.mozilla.org).
Although phishing emails can take many forms, Moz said this campaign usually lures devs into clicking through a malicious link to update their account. Failure to do so, or so the crims claim, would result in the dev losing access to developer features.
The company did not specify the motivations behind the phishing attacks, although it can be reasonably assumed that if developers are being targeted, gaining access to trusted developer accounts is likely the game plan.
Mozilla was also quiet on the scale and success of the phishers' efforts thus far, but given the spate of scammy extensions targeting crypto users of late, gaining access to trustworthy developer accounts could be used to push more of these credential-stealing add-ons.
Lukasz Olejnik, an independent security and privacy researcher, said there are many of these extensions about, with new ones popping up regularly. Their primary aim is to steal seed phrases, which can be used to remotely recover and take control of wallets.
"It's a constant cat-and-mouse game: attackers upload them, browser vendors try to catch and remove them, only for new versions to pop up again," he blogged.
"At this point, it's safest to assume that most crypto-related Firefox extensions contain malware. Especially those that are new, or have few users. In fact, every such extension should be considered compromised by default and avoided completely. Stay alert."
Koi Security published research in July that found more than 40 malicious Firefox add-ons were being used as part of a single campaign, all designed to steal crypto wallet credentials.


	Not pretty, not Windows-only: npm phishing attack laces popular packages with malware


	Phishing platforms, infostealers blamed as identity attacks soar


	ChatGPT creates phisher's paradise by recommending the wrong URLs for major companies


	That WhatsApp from an Israeli infosec expert could be a Iranian phish


They appear to be legitimate wallet tools developed by trusted crypto wallet brands such as Coinbase, MetaMask, OKX, and more, but once installed, they silently exfiltrate wallet secrets, like seed phrases.
The campaign has been ongoing since April 2025, Koi Security said, although Mozilla did not explicitly link its recent phishing warning with these findings.
Mozilla did, however, acknowledge the role its add-ons play in the increased losses incurred from crypto scams in the US following the FBI's 2024 Internet Crime Report, which noted $5.8 billion in losses for the year - up 47 percent compared to 2023.
Andreas Wagner, add-ons operations manager at Moz, said malicious developers continually work to bypass the company's detection methods, which include an automated system to determine an extension's risk. If a certain risk threshold is exceeded, human reviewers step in and, where necessary, remove scammy add-ons.
The potential consequences of falling for crypto scams are well documented, and in one particularly tragic case from 2023, an Ohio woman was scammed out of her life savings worth around $663,352. (r)
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    Study finds radical nutjobs targeting gamers via Discord, Twitch, Steam

    
'Hyper-masculine' first-person shooter fandoms are prime targets    
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Updated Researchers from Anglia Ruskin University have sounded the alarm on "gaming-adjacent platforms" including Discord, Twitch, and Steam being used as "digital playgrounds" to funnel new recruits into far-right and other extremist ideologies - with a focus on those showing interest in "hyper-masculine gaming titles."
"These gaming-adjacent platforms offer extremists direct access to large, often young and impressionable audiences and they have become a key tool for extremist recruitment," said co-author Dr William Allchorn, a senior research fellow at the university.
"Social media platforms have attracted most of the attention of lawmakers and regulators over the last decade, but these platforms have largely flown under the radar, while at the same time becoming digital playgrounds for extremists to exploit. The nature of radicalization and the dissemination of extremist content is not confined to any single platform and our research identified a widespread lack of effective detection and reporting tools."
Allchorn, along with Dr Elisa Orofino, co-author and colleague at Anglia Ruskin's International Policing and Public Protection Research Institute (IPPPRI), found that far-right extremism - including content that promotes white supremacy, neo-Nazism, antisemitism, misogyny, racism, homophobia, and conspiracy theories including but not limited to QAnon - was the most common, with Islamist extremism and what the researchers call "extremist-adjacent material," including the glorification of school shootings, less common but still notable.
Unsurprisingly, these materials were usually found alongside "hyper-masculine gaming titles" - first-person shooters in particular. Extremists target those interested in these games, the researchers found, then begin to "funnel" them to less-regulated platforms.
"That's where you have matchmaking," an interviewee in the study said about gaming-adjacent social platforms. "It's where you can build quick rapport with people. But that's the stuff that very quickly moves to adjacent platforms, where there's sort of less monitoring."
It's not a new problem, but little progress is being made. A 2023 report penned by researchers from the Psychological Defence Research Institute at Lund University, supported by the Swedish Psychological Defence Agency, identified six key ways extremists were making use of games and related technology: to reframe reality, including the gamification of real-life situations; the projection of authority, including data harvesting; psychographic targeting using said harvested data; hacking and phishing to gain access to third-party systems; social propaganda through in-game and game-adjacent social features; and interactive propaganda, in which game-related social communities are used to radicalize and mobilize players for the extremists' own ends.


	xAI's Grok lurches into right-wing insanity, offers tips on assaulting man


	War Games: MoD asks soldiers with 1337 skillz to compete in esports


	UK Online Safety Act 'not up to scratch' on misinformation, warn MPs


	Does UK's Online Safety Act cover misinformation? Well, that depends


"Compared with social media, the gaming domain has insufficient policies and mechanisms to cope with information influence campaigns," said co-author Jesper Falkheimer, foreshadowing the same conclusion reached by Allchorn and Orofino. "Nor are there sufficient avenues for researchers, journalists, and the industry itself to better understand the degree to which gaming platforms are currently being exploited. In other words, not only do we not know how serious the situation is, we also lack the means to find out."
Allchorn concluded of potential ways to address the issue: "Many users don't know how to report extremist content, and even when they do, they often feel their concerns aren't taken seriously.
"Strengthening moderation systems, both AI and human, is essential, as is updating platform policies to address content that is harmful but technically lawful. Decisive action works and platforms can be doing more to help curb the spread of extremism."
The full study is available under open-access terms in the journal Frontiers in Psychology.
Neither Discord, Valve, nor Twitch responded to requests for comment. (r)

  Updated at 08.00 UTC on August 5, 2025, to add:

A spokesperson at Discord sent a statement to The Register following publication of this article.
"As underlined by our global community guidelines, violent extremism, hate speech, and illegal activity have no place on the platform -- or in society at large. Discord's Violent Extremism policy prohibits the presence or activities of violent extremist organizations and other violent groups. We take decisive actions when we become aware of violations of our policies, including removing content, banning bad actors, shutting down violative servers, and, where appropriate, proactively reporting violations to law enforcement, in compliance with the law.
"We invest heavily in safety efforts to protect our users, including advanced safety tools, proactive detection and moderation systems, and work continuously to improve these measures. In addition, Discord actively engages with industry experts including the Global Internet Forum to Counter Terrorism, the European Union Internet Forum, and other organizations across the world, to combat extremism and understand global trends."
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    Tony Blair Institute: UK needs bit barns to lead in AI deployment, not training

    
Let US and China compete in the AI development arms race, says former Brit PM's non-profit org    
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Britain should not try to compete with America and China in the race to build cutting-edge AI models and focus instead on widespread AI adoption, but even this will require a boost local compute capacity.
This is the message from the Tony Blair Institute for Global Change, which warns that the UK needs to "take infrastructure seriously" to remain competitive in the AI era, and fix systemic problems that cannot be resolved overnight.
This will require time, investment, and for the government to make building datacenters a national strategic priority, says the former PM's non-profit organization.
In its report, Blair's think tank says Brtain lacks the resources to keep up with the US, China and the Gulf States, which are all pumping hundreds of billions of dollars into vast, energy-hungry datacenters for AI training. The UK doesn't have the money, the available land or the energy resources to follow suit, it adds.
Instead, the focus must be on deploying and widely adopting AI, "demonstrating to the world how to effectively apply it across sectors including health, education, government, defence and science." This is where the economic gains will be found, the report says, in seeking ways to bolster productivity, improving public services and driving innovation across the economy. The jury is out on if or how this can be achieved.
Following this strategy will still require considerable investment in AI infrastructure, a point the UK government already acknowledged in its AI Opportunities Action Plan unveiled at the start of the year, plus the Compute Roadmap detailed recently.
The Tony Blair Institute says these steps are not enough, and claims "the situation is now dire" as the UK has placed AI at the centre of its growth and security goals, yet lacks sufficient infrastructure to carry it off. At the current build pace, the country is unlikely to meet its 2030 target of 6 GW of AI-ready capacity on UK soil, it says, and blames planning and permitting delays, constraints with the national grid and soaring industrial energy costs for holding up progress.
This is backed up by a separate report from fDi Intelligence (part of the Financial Times) which claims the UK could face up to a 5 GW shortfall in the datacenter compute capacity it needs. This is based on an analysis commissioned by the Department for Science, Innovation & Technology (DSIT) and assumes supply will nearly double from 1.8GW today to 3.3GW, while there is expected to be demand for between 5.1 GW and 8.5 GW.
Britain will struggle to meet the 6 GW target, as most of the current 1.8G W of bit barns are concentrated around London and not optimized for AI.
The Tony Blair Institute recommends the government follow a strategy of "accelerated diversification," which means quickly building out resilient infrastructure. This will require it to make changes to attract new investment in a way that reduces risk, spreads capability regionally to improve resilience and supports a strong domestic ecosystem - easier said than done.
Other recommendations are that the government must ensure the National Energy System Operator (NESO) integrates bit barn demand (as estimated by DSIT) into national plans and builds to support this in "dynamic updates."
However, the AI Energy Council, formed last year, was tasked with ensuring this, but it is operating under a traditional British government cloak of secrecy, declining to reveal what has been discussed or any decisions made during the two meetings it has so far held.
The report instead recommends a team of AI and datacenter experts be formed within NESO to support demand planning and accelerate AI integration in the energy system.
Unsurprisingly, it also recommends amending the planning process to issue decisions within an eight-month period, and using ministerial call-in powers for high-investment datacenter projects and grid investments.
These are actions the government has already embarked upon, designating these sprawling server farms as critical national infrastructure (CNI), which allows developers to override any local opposition to datacenters being built in an area. Categorizing them as Nationally Significant Infrastructure Projects (NSIPs) allows developers to apply to the central Planning Inspectorate (PINS) for planning permission, bypassing the local authority altogether.
Other noteworthy recommendations are that the government should adopt a strategy to develop a series of new gigawatt nuclear power station projects, as well as reforming the way nuclear is regulated in the UK both to expedite building while also reducing costs.
The Tony Blair Institute report also suggests some actions similar to those already taken by the Trump administration, such as changing the rules to allow co-location of AI datacenters with energy generation sources, plus identifying government land that could be used for bit barns and offering this to private developers.
All of these suggestions sound like a big ask for any UK government, which are characterized by sclerotic indecision and glacial decision making at the best of times. The current administration is currently struggling with chronic budget constraints and the urgent need to invest in a range of other areas as well.
The Tony Blair Institute concludes with a warning that if the UK fails to build, it will fall behind. If it gets it right, it has a real opportunity to lead in AI, by gaining the expertise in how to apply it and build the right infrastructure to support it.
Despite the calls to action, there are growing concerns that all this investment in AI might turn out to be inflating a hype bubble. A report from McKinsey & Company identifed widespread unease because nobody is really sure what the level of AI demand is going to be in future, while other research found that generative AI has had no significant impact on earnings or recorded hours in any occupation so far, despite the billions poured into building and training the models.
The accuracy of agentic AI recently fell under the spotlight when Gartner forecast that 40 percent of projects will be ditched by the end of 2027 due to rising costs, unclear business value or insufficient risk controls.


	Amazon is spending a boatload on AI but investors are impatient for results


	Datacenter lobby blows a fuse over EU efficiency proposals


	Zuck tries to justify AI splurge with talk of 'superintelligence' for all


	US agencies log nearly 9x more GenAI use cases in 2024 - but deployments stall


	Devs are frustrated with AI coding tools that deliver nearly-right solutions


Last year, Baidu chief Robin Li described the AI sector as being in an "inevitable bubble," similar to the dot-com bubble at the end of the 1990s, while a report from Lenovo found that only 4 of 33 AI proof-of-concept projects it surveyed actually progressed into production, equating to an 88 percent failure rate.
Still, the UK government and the Tony Blair Institute remain unperturbed by the generative AI naysayers. (r)
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    Untangling the Jeff Bezos web: Who pays for the billionaire's space lust?

    
Blue Origin and Amazon's Kuiper satellite program are an arm's length apart    
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In the beginning there was Jeff Bezos. He created Amazon in 1994 and became filthy rich in the decades that followed, reaching a net worth exceeding $241 billion in 2025.
Bezos has used a portion of his accumulated wealth on such things as The Washington Post newspaper (2013), a divorce (2019), and a Venice destination wedding for his second wife (2025), among other splurges.
[image: Amazon CEO Jeff Bezos]
I've got way too much cash, thinks Jeff Bezos. Hmmm, pay more tax? Pay staff more? Nah, let's just go into space

READ MORE
Yet Blue Origin, his privately held aerospace company, has been his most ambitious and costly endeavor outside of Amazon, one that has consumed increasingly large amounts of money since he founded it almost 25 years ago. Casual observers conflate Blue Origin with Amazon's Project Kuiper broadband satellite network and it's easy to see the confusion, since Bezos founded both. But while there are connective threads between the two, the companies march to very different beats and it remains unanswered if Blue Origin will have as great an impact on the world as Amazon.
Revenge of the space nerd
Bezos has been a devout space advocate for decades. As high school valedictorian, he told his graduating class he dreamed of the day when mankind would colonize space and leave Earth to be a big nature preserve, as reported by The Atlantic in 2019.  His beliefs remained steadfast throughout his time at Princeton University, where he became president of the local Students for the Exploration and Development of Space (SEDS) chapter.
I went to college around the same time frame as Bezos and vividly remember the local SEDS chapter. They would talk about the construction of large O'Neill cylinders for the colonization of space, while the rest of us were trying to pass classes and figure out how to do something useful with the first IBM PCs in a time long before the internet became a mainstream concern about a decade later.
Rocket companies aren't cheap. Fortunately, Bezos, Amazon's founder and CEO until 2021, has a ton of Amazon stock and uses it to fund Blue Origin and his other interests. Unlike SpaceX, which continues to go to the private equity markets early and often, Blue Origin remains tightly held with Bezos as primary shareholder and funder.
Exactly how much of his cash has gone into the company is subject to considerable speculation. Back in 2017, Bezos said in an interview he would sell off $1 billion in stock per year to fund the company's activities.
Given Amazon's massive valuation and his personal net worth, Bezos has considerable resources to fund Blue Origin's many hardware projects. These include the New Shepard suborbital rocket operation out of West Texas, the New Glenn reusable rocket to put satellite constellations into orbit, the Blue Moon lunar lander program, and some more humble schemes to build a larger satellite bus/tug and a smaller commercial space station built in cooperation with other firms.


	SpaceX scores $5.9B lion's share of Space Force launch contracts


	Jeff Bezos can now taunt Elon Musk: I'm building a moon rover for NASA, when can Tesla do that?


	FAA confirms it's testing Starlink, maybe for tasks Elon says Verizon is doing badly


	Amazon's Kuiper secures license to take on Starlink in the UK


	Words alone won't get the stars and stripes to Mars


The biggest criticism of Blue Origin has been its lack of speed to put New Glenn on the pad so it can launch satellites for others. First announced in September 2016, the rocket didn't make its inaugural flight until January 2025, far later than its original expected 2020 launch date. While new launch vehicles often "move to the right" with various issues, New Glenn has had the speed of a tortoise compared to the hares at SpaceX.
Companies that planned to launch on New Glenn have had to turn to SpaceX and other launch providers. One of those companies is, ironically, Amazon.
Amazon's Project Kuiper - a for-profit world apart
SpaceX's Starlink Low Earth Orbit (LEO) satellite network has demonstrated the technology and market demand for turnkey, high-speed, low-latency broadband around the world in markets ranging from unconnected homes unreachable by other affordable means to mobile users on planes, trains, and automobiles, along with governmental and national security applications.
In 2019, Amazon created the Project Kuiper subsidiary and declared it would spend $10 billion to build the infrastructure to deploy and operate a constellation of 3,236 satellites, including a mass-market, low-cost flat panel phased-array antenna to connect millions of people and companies around to the network. As a publicly traded company, Amazon had to justify the expense of this project to the board and its shareholders and show that it could provide a return on investment.
[image: kuiper-first-launch]
Bezos beams up batch two as Project Kuiper plays catch-up with Starlink

READ MORE
In addition, as a public company, Amazon couldn't play favorites with its former CEO and current executive chairman. Activist shareholders see a down quarter, get worked up about perceived self-dealing, the stock price tanks and nobody is happy. It had to take a vendor-neutral stance, so Amazon ended up distributing launches among United Launch Alliance (ULA), Blue Origin, Europe's ArianeGroup, and yes, SpaceX. Since Blue Origin continues to move at an unhurried pace to get into a steady launch cadence, most of the initial Kuiper launches will be performed by ULA and SpaceX.
The major financial contrasts between Project Kuiper and SpaceX's Starlink are essentially threefold. First, Amazon's $10 billion commitment to Kuiper, while substantial, is nothing compared to the continued yearly capital investments into its datacenter resources. The company recently indicated it would spend on the order of $118 billion on capital expenditures this year, a large portion of which will go into building out tech infrastructure for AI demand. SpaceX is a different beast: Starlink is the monetary lifeline necessary to keep Elon Musk's space company in the short-term business of building bigger rockets and the longer-term one to colonize Mars.
Finally, Project Kuiper will play an interesting and significant role, providing worldwide connectivity for new consumer customers and a complementary one to its government and enterprise customers who need to be connected to cloud services anywhere in the world. Could Amazon Prime customers at a certain spending level get a free Kuiper dish and discounted broadband service? It's certainly possible.
But the important thing to keep in mind is that, while Bezos holds executive positions at both Amazon and Blue Origin, Amazon is a large, publicly traded company that can't simply throw money into its founder's whims. (r)
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    When hyperscalers can't safeguard one nation's data from another, dark clouds are ahead

    
If it's not on-prem, it's on the menu    
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Opinion The details of cloud data regionalization are rarely the stuff of great drama. When they've reached the level of an exec admitting to the Senate that a foreign power can help itself to that nation's data, no matter where it lives, things get interesting.
It was the French Senate, Microsoft France's director of public and legal affairs, and the foreign nation? The USA.
[image: EU]
Microsoft admits it 'cannot guarantee' data sovereignty

READ MORE
This is a great story, but it's not really news. Microsoft's strategy to pacify EU data sovereignty unease has been to offer a special Cloud for Sovereignty service girded with special contractual promises. Topped off with an extra-special pledge of stiff legal resistance if Washington approaches with the can-opener. This is all doubtless true, but as a plausible guarantee of data safety, skepticism is too weak a word. It compares poorly to sheltering from an atomic blast by hiding in a fridge.
The trouble with data sovereignty is that of sovereignty itself. The word is a powerful concept that's easy to grasp, thus ideal as a tool to persuade and motivate. It was a primary war cry for those wanting to leave the EU during the UK Brexit referendum. Take back control, abolish alien interests in our affairs, and create a state entirely in our own interests. Sounds great, until reality intrudes. Absent isolationism or invasion, if one sovereign state wants to deal with another, then both have to accept a pragmatic dilution of individual power in the greater interest. Think North Korea, think Putin's Russia, think the EU.
So it is with data sovereignty. The most succinct definition of the cloud is the most useful here: it's somebody else's computer. If someone else can be compelled by law to let someone you don't like turn up with a big USB drive and a writ, you do not have data sovereignty. The same goes if you want to be the ones seeking to help yourself with data. The UK government, having used its Brexit-boosted sovereignty last year to sharpen its claws, secretly demanded that Apple put a backdoor into its encryption services. This has not gone well; Apple did no such thing, and Washington put the boot in. Nothing like the smell of burning rubber in the morning as the sharpest of U-turns gets underway. Stop taking orders, start making orders, indeed.
The power of pragmatism over ideology isn't going away. It is perfectly possible that after due consideration, the EU will mandate that sensitive data cannot be stored or processed in places where non-EU entities can demand access. This would be a major blow to all US-based hyperscalers, especially where cloud services are inextricably linked to AI strategies, which is all of them. It would also look like a boost for EU-homed cloud providers, although who knows how far this would anger the febrile American administration and what it might do to show that anger.
In any case, if there's one thing we've learned this past decade, it's that things can change rapidly, fundamentally and in unexpected ways. Assume that one or more native EU concerns get all the business, state, corporate and consumer, banned from US-controlled platforms. What are the rules for partnering, investment, changes of ownership, and establishing zones outside the EU? What if they, too, change?


	Windows 11 is a minefield of micro-aggressions in the shipping lane of progress


	The tiny tech tribe who could change the world tomorrow but won't


	Blocking stolen phones from the cloud can be done, should be done, won't be done


	Torvalds' typing taste test touches tactile tragedy


There is in truth no immutable guarantee about someone else's computer, whether you're a country or a corner shop. How much this matters to you is part of the great three factor equation of data safety. How much do you need, how much will it constrain your goals, and how much cost can you bear?
The ultimate safeguard against legal, invisible, state-sponsored snooping is on-prem services. Will your own data security be as good as that of the hyperscalers, or will you be more vulnerable to other threats that way? What do you lose in scalability and reliability, and what happens if you want to operate in markets with data sovereignty restrictions not to your advantage? If you're the NSA or GCHQ, the answers are going to be clear. For everyone else, the shifting sands of the international legal, regulatory and power-brokering environment mean more uncertainty on the horizon.
In the bleakest view, data sovereignty is used to drive a balkanised world of services, one where national and bloc interests are used as excuses to shut down competition and choice. Through rosier glasses, a strong international framework is built to guarantee data sovereignty by origin, irrespective of locality.
Like Microsoft's claims to defend EU data, you'll have to judge the credulity of that particular eyewear for yourself. (r)
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