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      Biting the hand that feeds IT -- Enterprise Technology News and Analysis


      
        Ex-US cyber boss slams politics getting in the way of preparedness
        Jessica Lyons

        And don't even get him started on AI interview  The bodies responsible for securing America from cyberattacks are currently too fragmented to be successful, according to former US National Cyber Director Chris Inglis, the first person ever to hold that job. ...

      

      
        Subpoena tracking platform blames outage on AWS social engineering attack
        Connor Jones

        Software maker Kodex said its domain registrar fell for a fraudulent legal order A software platform used by law enforcement agencies and major tech companies to manage subpoenas and data requests went dark this week after attackers socially engineered AWS into freezing its domain....

      

      
        Only way to move Space Shuttle Discovery is to chop it into pieces, White House told
        Richard Speed

        Smithsonian warns that dismantling orbiter for relocation is history in the wrecking How would you move Space Shuttle Discovery from Virginia to Texas? The White House Office of Management and Budget asked NASA and the Smithsonian Institution and the response was to dismantle it.... 

      

      
        Mad man builds chatbot in Minecraft with redstone, Python, and patience
        Brandon Vigliarolo

        Replies are slow and it's prone to gibberish - just like any other AI Never mind Doom running on a potato, or whatever - the next generation of ridiculous computing belongs to Minecraft YouTuber Sammyuri, who built a working chatbot in the perennially popular voxel building sandbox....

      

      
        OpenAI ropes in Korean giants Samsung and SK Hynix to feed its AI megaproject
        Carly Page

        Duo pledge memory for Stargate to the tune of 900k DRAM wafer starts a month OpenAI has persuaded two of South Korea's chip titans to fuel its bid to build the biggest AI engine yet....

      

      
        Dirty little Electron secret tanks macOS 26 performance
        Tim Anderson

        Apple's bad QA or poor coding by developers? The Electron team has fixed code that caused system-wide slowdowns on the newly released macOS 26 "Tahoe."...

      

      
        SaaS turbo-charged software spending tough for CIOs to control, says research
        Lindsay Clark

        Consulting biz reckons ballooning costs a result of changes in licensing, vendor landscape, and product shifts Boston Consulting Group (BCG) is warning that organizations need to rethink their approach to buying software as the ongoing push of SaaS into the market gathers pace....

      

      
        Apple's AirPods Pro 3 are still chuck-and-buy-again specials
        Richard Speed

        Zero repairability rating: iFixit teardown finds earbuds glued, unfixable, and destined for recycling Improvements in repairability might have been made elsewhere in Apple's product range, but the AirPods Pro 3 model continue to make repairs virtually impossible.... 

      

      
        Clop-linked crims shake down Oracle execs with data theft claims
        Carly Page

        Extortion emails name-drop Big Red's E-Business Suite, though Google and Mandiant yet to find proof of any breach Criminals with potential links to the notorious Clop ransomware mob are bombarding Oracle execs with extortion emails, claiming to have stolen sensitive data from Big Red's E-Business Suite, according to researchers....

      

      
        Windows 10 refuses to go gentle into that good night
        Richard Speed

        Rage, rage against the dying of the free security updates With just days remaining until Microsoft discontinues free support, Windows 10 still accounts for 40.5 percent of the Windows desktop market, At the same time, Windows 11 adoption remains at just 48.94 percent....

      

      
        EU funds are flowing into spyware companies, and politicians are demanding answers
        Connor Jones

        Experts say Commission is 'fanning the flames' of the continent's own Watergate An arsenal of angry European Parliament members (MEPs) is demanding answers from senior commissioners about why EU subsidies are ending up in the pockets of spyware companies....

      

      
        BT promises 5G Standalone for 99% of the UK by 2030
        Dan Robinson

        Because 100% would just be silly BT wants to have 5G Standalone (5G SA) mobile service available to 99 percent of the local population by the end of the decade, but it isn't the only telco with lofty ambitions....

      

      
        Avio bags EU40M ESA contract for reusable rocket stage, but don't hold your breath
        Richard Speed

        Industry insiders whisper more about posturing than practical progress Italian rocket company Avio has signed a EU40 million contract with the European Space Agency (ESA) to develop a reusable upper stage, a project already drawing skepticism from industry watchers.... 

      

      
        Cybercrims claim raid on 28,000 Red Hat repos, say they have sensitive customer files
        Carly Page

        570GB of data claimed to be stolen by the Crimson Collective A hacking crew claims to have broken into Red Hat's private GitHub repositories, exfiltrating some 570GB of compressed data, including sensitive documents belonging to customers. ...

      

      
        Ionos customers fume at mid-contract Plesk hike
        Dan Robinson

        Web host blames partner's license fee increase, but users say notice was too short and terms unfair Exclusive  Hosting biz Ionos is hiking the price of its server instances, blaming an increase in Plesk license costs. Customers have a month to accept the increase or else disable Plesk on their account....

      

      
        Irony alert: UK.gov Work dept hires IBM to aid AI projects
        Lindsay Clark

        Some Big Blue sky thinking needed for tech that promises employment extinction for humanity Updated  The UK's pensions and benefits department has awarded IBM a contract that's worth up to PS27 million to explore, deploy and support AI technologies to enhance its services....

      

      
        Lloyds Banking Group says 'digitization' will power more branch closures
        Lindsay Clark

        Group promises sandboxing of AI money management tools with 1,000 branches remaining Lloyds Banking Group -- the PS18.67 billion turnover UK-based bank -- has promised that it will continue to use "digitization" to power a program of branch closures.... 

      

      
        Microsoft confirms it found a way to make Crocs even uglier - with Windows XP and Clippy
        Simon Sharwood

        It looks like you want some horrible shoes. Would you like to win them? Microsoft has delivered its found a way to make Crocs even uglier by using some of its own software....

      

      
        Square Kilometre Array is so sensitive, its datacenter needs two Faraday cages to stop RF leaks
        Simon Sharwood

        Stray signals are a no-no when you're trying to tune into the stars IAC 2025  Work on the datacenter that serves the Square Kilometre Array's (SKA's) site in Western Australia is all but complete, including the installation of two Faraday cages to ensure the equipment inside does not leak radio waves that could harm the operation of the giant radio telescope....

      

      
        New Zealand's Institute of IT Professionals collapses
        Simon Sharwood

        Discovers debt it didn't fully understand, leaving skilled migrants and students in limbo New Zealand's Institute of IT Professionals has discovered it is insolvent and advised members it has no alternative but to enter liquidation....

      

      
        Meta will listen into AI conversations to personalize ads
        Thomas Claburn

        Religion, race, health and other dicey topics supposedly exempt Meta, having committed hundreds of billions to AI infrastructure and talent, says it will start using people's conversations and interactions with its AI services to create personalized content and advertising....

      

      
        Texas man accidentally shoots cable, brings internet down
        Iain Thomson

        And it's not the first time gunfire has cut Spectrum's lines A stray bullet cut through a Spectrum fiber line on Friday, knocking an undisclosed number of Texans offline.... 

      

      
        Microsoft declares bring your Copilot to work day, usurping IT authority
        Thomas Claburn

        Use your home subscription with your work Microsoft 365 account Your job may not support BYOD, but how about BYOC? Microsoft has declared that people can bring their personal Microsoft 365 subscriptions to work to access various Copilot features at companies that fail to provide an AI fix....

      

      
        US gov shutdown leaves IT projects hanging, security defenders a skeleton crew
        Brandon Vigliarolo

        The longer the shutdown, the less likely critical IT overhauls happen, ex federal CISO tells The Register The US government shut down at 1201 ET on October 1, halting non-essential IT modernization and leaving cybersecurity operations to run on skeleton crews....

      

      
        'Delightful' root-access bug in Red Hat OpenShift AI allows full cluster takeover
        Jessica Lyons

        Who wouldn't want root access on cluster master nodes? A 9.9 out of 10 severity bug in Red Hat's OpenShift AI service could allow a remote attacker with minimal authentication to steal data, disrupt services, and fully hijack the platform....

      

      
        Air Force admits SharePoint privacy issue as reports trickle out of possible breach
        Jessica Lyons

        Uncle Sam can't quit Redmond Exclusive  The US Air Force confirmed it's investigating a "privacy-related issue" amid reports of a Microsoft SharePoint-related breach and subsequent service-wide shutdown, rendering mission files and other critical tools potentially unavailable to service members.... 

      

      
        3.7M breach notification letters set to flood North America's mailboxes
        Connor Jones

        Allianz Life and WestJet lead the way, along with a niche software shop A trio of companies disclosed data breaches this week affecting approximately 3.7 million customers and employees across North America....

      

      
        Schools are swotting up on security yet still flunk recovery when cyberattacks strike
        Danny Palmer

        Coursework 'gone forever' as 10% report critical damage Schools and colleges hit by cyberattacks are taking longer to restore their networks -- and the consequences are severe, with students' coursework being permanently lost in some cases....

      

      
        Beijing-backed burglars master .NET to target government web servers
        Simon Sharwood

        'Phantom Taurus' created custom malware to hunt secrets across Asia, Africa, and the Middle East Threat-hunters at Palo Alto Networks' Unit 42 have decided a gang they spotted two years ago is backed by China, after seeing it sling a new variety of malware....
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    Ex-US cyber boss slams politics getting in the way of preparedness

    
And don't even get him started on AI    


    
        By 
Jessica Lyons        
    

    
        Posted in Cybersecurity Month,
        
            2nd October 2025 17:47 GMT
        
    


    
interview The bodies responsible for securing America from cyberattacks are currently too fragmented to be successful, according to former US National Cyber Director Chris Inglis, the first person ever to hold that job. 
The Register spoke with Inglis on October 1 as the federal government shut down, a key cyber-threat sharing law expired, funding for a similar intel-swapping effort at the state and local level ended, and the US Cybersecurity and Infrastructure Security Agency reportedly furloughed 65 percent of its workforce. 
In all, it's not a good look for American cybersecurity at a time when the US faces mounting digital threats from China and Russia, along with homegrown cybercriminals.
When asked about US cyber-readiness, Inglis told The Register that "it's almost fractured by design, because we haven't quite stitched it together."
He pointed to at least two current dilemmas. "One is the cessation of the CISA of 2015."
He's referring to the decade-old Cybersecurity Information Sharing Act: a voluntary cyber-threat information-sharing law between the private sector and the federal government that provides legal protections to companies and other non-federal entities to encourage them to share threat indicators with the feds.
CISA 2015 expired on September 30 despite widespread support from industry - and despite any real opposition from anyone on either side of the political aisle. It seems to have been a case of benign neglect.
"I don't know anybody who opposes its extension, and yet it has lapsed," Inglis said. "I'm hoping the activities that have taken place under CISA 2015 have been sufficiently valuable to all sides that sharing will continue - to at least some degree - until the legislation can be put back in place."


We need every living soul on the front lines


The furloughed federal employees, many of whom are tasked with defending government networks and other critical infrastructure, are "also regrettable," Inglis said. 
"Leave aside politics. Each and every person who's on the front lines of this is essential for the collective effort that we're mounting," he continued. "It's not to say that there isn't a bulwark of people in the private sector and non-federal positions who are also important, but we need every living soul on the front lines."
"Fracturing this by design, because we don't have the right sense of a coalition - taking some assets off the field - it's not wise at this moment in time, because the transgressors never have a day off." Inglis said.
[image: Chris_inglis]
Former US National Cyber Director Chris Inglis. Photo credit: Global Cybersecurity Forum - Click to enlarge


Plus, AI allows cybercriminals to scale their attacks much more rapidly, helping them write a convincing phishing email in multiple languages with legit-looking company logos, or make a digital scam more convincing via AI-generated images, audio, and video.
"Transgressors are studying it, using it every day, at scope and scale, and that becomes something that's not simply a quantity of activity on the periphery of the things we defend, but it takes on a qualitative inflection point, and that's a huge threat," Inglis said. 


	Ex-NSA chief warns AI devs: Don't repeat infosec's early-day screwups


	Feds cut funding to program that shared cyber threat info with local governments


	Cyber threat-sharing law set to shut down, along with US government


	Air Force admits SharePoint privacy issue as reports trickle out of possible breach


Defenders "typically lag" in adopting new technologies because they, unlike the attackers, don't want to ship or use a product with any major defects. This gives the criminals an 8- to 12-month advantage over infosec professionals, according to the former National Cyber Director, and "we can't afford that at this moment in time."
This doesn't mean skimping on securing AI systems, he added. Safety and security should be built into AI models during development, not layered on as an afterthought, which will cost less in the long-term, Inglis said. But that requires investment, both financial and in terms of human resources, across corporations and government. Overall, he says, securing our digital infrastructure needs to receive the same level of attention and investment as any other core business practice.
"If we invested more in the resilience of digital infrastructure, if we knew that like the back of our hands - take away the possibility somebody is going to live off your land and you don't know it - we could actually put a dent in this," Inglis said. "You make the case that their business proposition, the viability of that company, depends upon digital infrastructure in the same way that hiring the next CEO, or making wise choices about what markets and what capital structure you have does. That's where we need to place digital infrastructure." (r)
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    Subpoena tracking platform blames outage on AWS social engineering attack

    
Software maker Kodex said its domain registrar fell for a fraudulent legal order    


    
        By 
Connor Jones        
    

    
        Posted in Cybersecurity Month,
        
            2nd October 2025 17:04 GMT
        
    


    
A software platform used by law enforcement agencies and major tech companies to manage subpoenas and data requests went dark this week after attackers socially engineered AWS into freezing its domain.
Kodex Global said its website, portal, API, and some email services were rendered unavailable on October 1 between 08:54-12:47 EDT. AWS is the domain registrar for Kodex Global.
[image: guy in suit talks on phone outside office]
'Impersonation as a service' the next big thing in cybercrime

READ MORE
While Kodex didn't explicitly name AWS in its public update on the outage, cyber sleuths identified that attackers attempted to transfer the domain to a different registrar.
"While threat actors claimed responsibility for the disruption, ownership was never transferred; it was the registrar who improperly froze our domain as a result of the fraudulent legal order," the company claimed.
"No credentials were compromised, no customer data was accessed, and Kodex itself was never breached. At no point did the threat actors have access to, or compromise the confidentiality of, customer data or internal systems."
A spokesperson at AWS told The Register: "We quickly resolved the matter as soon as we were made aware of the error and are taking steps to ensure that it doesn't happen again."
If the attackers had been more successful, the potential consequences could have seen them intercept Kodex's emails, potentially accessing sensitive information, or taking control of accounts with access to MFA authentication resets, among other things.


	AWS forms EU-based cloud unit as customers fret about Trump 2.0


	How $20 and a lapsed domain allowed security pros to undermine internet integrity


	All your DNS were belong to us: AWS and Google Cloud shut down spying vulnerability


	Apple network traffic takes mysterious detour through Russia


According to Kodex, its software is used by more than 15,000 government agencies worldwide, as well as a host of major tech companies, including AT&T, Binance, Bumble, Discord, Hinge, Match Group, OpenAI, Yahoo, and more.
Somewhat ironically, the social engineering attack that led to its outage came mere hours after Kodex issued a warning about law enforcement agencies and local government that also had their domains compromised.
The attacks targeted organizations in the US, various countries in South America, and Greece, according to a company LinkedIn post. (r)
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    Only way to move Space Shuttle Discovery is to chop it into pieces, White House told

    
Smithsonian warns that dismantling orbiter for relocation is history in the wrecking    
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        Posted in Science,
        
            2nd October 2025 16:39 GMT
        
    


    
How would you move Space Shuttle Discovery from Virginia to Texas? The White House Office of Management and Budget asked NASA and the Smithsonian Institution and the response was to dismantle it.
The space agency and research institute estimate "that the cost to move Discovery to Houston would, at minimum, be between $120 million and $150 million, exclusive of the cost of building a new exhibit in Houston." This is considerably more than the $85 million budgeted for transportation and exhibition construction. Unfortunately, doing so may require disassembling the Space Shuttle.
A Capitol Hill source confirmed to The Register the existence of the exchange.
The Space Shuttle was never designed to be dismantled. In addition to its frame and internals, the vehicle is covered with delicate ceramic tiles, capable of withstanding the heat of re-entering the Earth's atmosphere, along with thermal blankets. Then there are the cables and connectors underneath.
If it must be moved and legal hurdles such as ownership are overcome, then dismantling it and accepting damage to an irreplaceable artifact is unavoidable. The Shuttle Carrier Aircraft have long been decommissioned, and getting one flightworthy again would be a lengthy and expensive undertaking, even if it were possible. Going by water requires a journey to a barge suitable for transporting the spacecraft and all the associated expenses.
So, if the Shuttle is to be relocated, and Discovery is the selected space vehicle, it'll need to be taken apart and then put back together at its destination.


	US House Appropriations Committee saves NASA budget, Prez holds the veto pen


	NASA won't name the Shuttle picked to move to Texas


	One Big Brutal Bill: Ex-NASA brass decry Trump's proposed budget cuts


	Trump's budget bill bankrolls $85M Space Shuttle shuffle


"Discovery is the most intact shuttle orbiter of the NASA program, and we remain concerned that disassembling the vehicle will destroy its historical value," wrote the Smithsonian in a letter to the Congressional Authorizing & Appropriating Committees.
"We remain concerned about the unprecedented nature of a removal of an object from the national collection, and that we would be causing damage to the most intact orbiter from the Space Shuttle program. In particular, irreparable damage to the Shuttle tiles will occur in disassembly, which were critical to the Shuttle's unique reusability."
The US reconciliation bill, signed into law on July 4, includes a requirement to move a flown space vehicle to Houston, Texas. The vehicle in question is widely expected to be Discovery, although NASA has yet to confirm this. Several lawmakers are seeking to remove the relocation requirement, including Senator Mark Kelly, a former commander of Discovery.
Nothing has happened yet, but the request to begin preparations and undertake planning indicates that wheels are in motion. (r)
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    Mad man builds chatbot in Minecraft with redstone, Python, and patience

    
Replies are slow and it's prone to gibberish - just like any other AI    


    
        By 
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        Posted in Offbeat,
        
            2nd October 2025 15:27 GMT
        
    


    
Never mind Doom running on a potato, or whatever - the next generation of ridiculous computing belongs to Minecraft YouTuber Sammyuri, who built a working chatbot in the perennially popular voxel building sandbox.
Dubbed CraftGPT, there's nothing large about the language model and chatbot Sammyuri built inside Minecraft. Trained on the TinyChat dataset and coded in Python, CraftGPT has just 5,087,280 parameters and a vocabulary of 1,920 tokens spread across six layers, making it decidedly a small language model.
That said, the build itself is anything but small. 
[image: minecraft-craftgpt]
Sammyuri's full CraftGPT setup


The complete CraftGPT machine - a fully functional computer from the most basic logic gate upward - occupies a massive space of 1,020 x 260 x 1,656 blocks. That's large enough that the Distant Horizons mod had to be installed on the server Sammyuri used to build the system in order to show the whole thing without it falling outside the maximum render distance for the Minecraft engine.
A video posted to YouTube over the weekend demonstrates the massive size of the model, with its corresponding massive display screen and keyboard - all built using the Minecraft element called redstone, a material that can be used to create basic circuits. Or full-fledged computers capable of running their own version of Minecraft, or a chatbot, as Sammyuri proved. 

  I built ChatGPT with Minecraft redstone!

Don't expect peak performance out of CraftGPT, though. As Sammyuri put it, expectations for the system should be kept low.
"The model is very prone to going off topic, producing responses that are not grammatically correct, or simply outputting garbage," Sammyuri said in the readme for CraftGPT on GitHub. "The conversations in the showcase video show the model at its best, not necessarily at its average performance."
CraftGPT also has a context window of just 64 tokens, so conversations need to be quite brief, too - no asking CraftGPT to write that research report for you, unfortunately. 
The whole thing is also quite slow - and we mean that as graciously as possible.


	Mapping legend Ordnance Survey releases blocky Britain in Minecraft - again


	Minecraft cheaters never win ... but they may get malware


	They've only gone and made Doom run in a PDF file


	Minecraft players can now download Denmark - all of it - in 1:1 scale


"[CraftGPT is] built using vanilla redstone mechanics, and should work in vanilla, but it could take upwards of 10 years to generate a response without increasing the tick rate," the developer said. The tick rate in Minecraft refers to the game's loop speed. In other words, how often the system updates the world. For Minecraft, that typically defaults to 20 ticks per second.
To bypass the decade-long wait to get a response to "how are you today," Sammyuri used a variant of the game engine known as the Minecraft High-Performance Redstone Server (MCHPRS) that is designed specifically for redstone computation projects in the Minecraft engine, a hobby with a niche but passionate following. Even then, don't expect mind-blowing performance out of your massive Minecraft chatbot. Toss CraftGPT into MCHPRS and it still takes around two hours to produce a response, Sammyuri noted - and that's at 40,000x speed.
So don't give up your favorite chatbot for CraftGPT. Or do - this one's probably just as practically useful and reliable as the rest. (r)
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    OpenAI ropes in Korean giants Samsung and SK Hynix to feed its AI megaproject

    
Duo pledge memory for Stargate to the tune of 900k DRAM wafer starts a month    


    
        By 
Carly Page        
    

    
        Posted in Storage,
        
            2nd October 2025 15:09 GMT
        
    


    
OpenAI has persuaded two of South Korea's chip titans to fuel its bid to build the biggest AI engine yet.
ChatGPT factory OpenAI confirmed this week that Samsung and SK Hynix will join the Stargate initiative, pledging to supply vast quantities of advanced memory chips and to collaborate on local AI datacenters. The agreement, announced in tandem with Seoul officials, solidifies Korea's role as a core supplier in what OpenAI boss Sam Altman modestly described as the largest infrastructure project since the dawn of the internet.
Stargate itself, unveiled in January, is OpenAI's blueprint for a global buildout of AI infrastructure, with as much as half a trillion dollars funnelled into new datacenters and compute capacity over the next four years. The company started by cutting a $100 billion check and striking a headline deal with Oracle to deploy gigawatts of datacenter power in the US. But even the fattest servers grind to a halt without enough memory, and it's here that Korea's giants enter the picture.
Samsung and SK Hynix have signed letters of intent to crank out the high-bandwidth DRAM and other memory silicon needed to keep future large language models from stalling. OpenAI says its Korean pals will be tasked with churning out around 900,000 DRAM wafer starts a month, a scale that only the biggest fabs on the planet can support. 
The agreements also cover a tie-up with SK Telecom to explore building an AI datacenter in Korea, plus separate talks with Samsung C&T, Samsung Heavy Industries, and Samsung SDS to scope out extra capacity in the country. Samsung SDS, the company's IT arm, will even sell ChatGPT Enterprise to local businesses as part of the tie-up.


	OpenAI wants to blow through $500B on AI infrastructure for itself, with help from pals


	Meta will listen into AI conversations to personalize ads


	JetBrains wants to train AI models on your code snippets


	Oracle will have to borrow at least $25B a year to fund AI fantasy, says analyst


Seoul is pitching the deal as Korea's ticket to the big league of AI infrastructure, hoping to surf the same wave that has made Nvidia the market's darling. OpenAI isn't chasing bragging rights so much as covering its backside - making sure it has enough suppliers scattered around the globe so a hiccup in one place doesn't bring the whole show down. 
Samsung shares hit their highest level since January 2021 on the news, while SK Hynix stock surged almost 10 percent to levels not seen since 2000.
OpenAI, meanwhile, just notched a sky-high paper valuation. According to the Financial Times, a secondary share sale closed this week that saw employees and early investors cash out around $6.6 billion worth of stock. This pushed the company's value to a cool $500 billion - a valuation so high even ChatGPT would struggle to justify it. (r)
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    Dirty little Electron secret tanks macOS 26 performance

    
Apple's bad QA or poor coding by developers?    


    
        By 
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        Posted in Applications,
        
            2nd October 2025 14:54 GMT
        
    


    
The Electron team has fixed code that caused system-wide slowdowns on the newly released macOS 26 "Tahoe."
Electron is a widely used framework for creating cross-platform applications using web technology. Applications using Electron include Microsoft's Visual Studio Code, pgAdmin for PostgreSQL management, Podman Desktop, Slack, Cursor, AWS Kiro, Theia IDE, and many more.
A fix committed last week removed an override of a private method in the Cocoa API, called _cornerMask. According to the author of the fix, the method calculates the shadow of the window, and overriding it "forces WindowServer to repeatedly recalculate and repaint the shadow." The likely reason the problem appeared only after the release of Tahoe is a new optimization, which this override then broke.
[image: The commit which removes a call to a private method in Electron]
The commit that removes a call to a private method in Electron


In Apple's naming conventions, methods starting with an underscore character are private and not intended for external developers to use.
The consequence for users is poor performance, particularly when multiple Electron-based applications are running. This issue, combined with another relating to password AutoFill that can cause slow scrolling in Chrome and Chromium-based applications, means that some early Tahoe adopters have had a bad experience.
Developers using the Rust-based Zed editor have also had Tahoe issues related to changes in AutoFill, the culprit being the same component that affected Chromium, a component called NSAutoFillHeuristicController.
Apple has updated Tahoe to 26.01 in the last few days, which reportedly improves the AutoFill issue, though not completely for Chromium.


	JetBrains wants to train AI models on your code snippets


	Zed's dead, baby. Zed's dead? No, wait - it's on Windows


	Google's dev registration plan 'will end the F-Droid project'


	Harness pitches AI agents as your new DevOps taskmasters


Issues with Electron are problematic since although the team has backported fixes to versions from 36 on (the current version is 39), this still requires application developers to rebuild and deploy using the fixed version. A script to list Electron apps along with their versions may be illuminating, showing both how many installed applications are Electron-based and how many are out of date.
Does the blame lie with Apple for breaking popular applications, or with developers such as those behind Electron for calling a private method? It is not clear-cut. Microsoft, for example, has on many occasions put code into Windows specifically to avoid issues with particular applications when the operating system is upgraded.
"Electron's _cornerMask override was a dirty hack that was made in an effort to fix an ancient issue with corner smoothing," said the developer who updated the code, while another argued that Apple "stopping developers from addressing shadowing issues in a custom manner with this kind of performance penalty is irresponsible at best ... to me this falls into the 'terrible QA' category."
There are workarounds for both the Electron and Chromium issues, one of which is to disable macOS AutoFill completely.
Another solution is to defer the macOS upgrade for a few months, allowing time for Apple to fix bugs and for developers to update their applications. (r)
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    SaaS turbo-charged software spending tough for CIOs to control, says research

    
Consulting biz reckons ballooning costs a result of changes in licensing, vendor landscape, and product shifts    
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            2nd October 2025 13:59 GMT
        
    


    
Boston Consulting Group (BCG) is warning that organizations need to rethink their approach to buying software as the ongoing push of SaaS into the market gathers pace.
Its analysis of Gartner's figures shows IT spending has grown 6 percent between 2019 and 2025 to reach about $5 trillion. However, the proportion of the total outlay spent on software has ballooned from 13 percent in 2024 to 21 percent in 2024, and much of that is down to software as a service, the BCG said.
In a new paper, the global management consultancy said the shift is making life tough for those in charge of buying software.
"Software procurement has become exceedingly complex, and companies are struggling to reduce spending in an increasingly fragmented landscape. Shifts in the industry -- including a surge of new vendors, the rise of open source solutions, the transition from on-premises software to SaaS, new pricing models, frequently changing product offerings, and consolidation among vendors -- are all raising the degree of difficulty," it said.
The trend this calls for a new approach to software buying that could slow spending, the consutling gropu adds, but also "reduce complexity in the technology landscape, lower technical debt, and free up cash to reinvest in high-impact areas, such as data, AI, and automation."
As well as SaaS, vendors have been introducing commercial models such as consumption-based pricing, rather than per seat or per employee.
"Many companies are struggling to track consumption across the enterprise, increasing the risk of cost overruns. These pricing shifts make traditional, flat-rate negotiations obsolete while increasing the risk of 'shelfware' -- software that remains underutilized," BCG said.
Tech managers and buyers are becoming overly concerned about compliance with software contracts -- the complex Ts&Cs which govern the orgs dos and don'ts - as well as the myriad sets of rules around fees. However overemphasis on compliance increases risk of overspending.
"Software asset management teams sometimes focus primarily on contract compliance to ensure that there are no volume overages. That kind of compliance mindset is understandable, but companies also need to ensure that the actual demand for software is justified and aligned to ongoing business requirements," BCG said.
To get to grips with this problem, buyers need to manage demand -- that's figuring out who really needs the software in question, and why.
"Map the software asset portfolio to enterprise business capabilities to help uncover overlapping assets and provide insights into the tradeoffs between best-of-breed solutions and scalable software suites," the consultancy firm said.


	Salesforce users grumble after Agentforce AI replaces search on some help pages


	Atlassian acquisition drives dream of AI-powered ChromeOS challenger


	India's IT minister moves to Zoho's spreadsheet and word processor, urges 1.4 billion people to do likewise


	SaaS vendors are hiking costs faster than inflation, but squeaky wheels can still get deals


It recommends IT and/or procurement teams push back on business units when necessary. "For example, if a vendor offers premium user support, an organization should evaluate whether it is sufficiently different from the baseline customer support to warrant the higher cost," it said. Tech teams need to also to consider open source software, even for critical applications, as part of a plan to cut costs and the org's reliance on bigger SaaS vendors.
The report also recommends businesses obtain central oversight over their SaaS software by utilizing specialist SaaS management platforms, such as Productiv or Torii.
The market for enterprise software has experienced an irresistible push towards the SaaS model. New vendors have been built on it: Salesforce dominates the market for CRM, and Workday has gained a foothold in the market for HR and finance software. Meanwhile, older suppliers such as SAP have adopted it as a way to please investors and gain a greater share of customers' spending. (r)
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    Apple's AirPods Pro 3 are still chuck-and-buy-again specials

    
Zero repairability rating: iFixit teardown finds earbuds glued, unfixable, and destined for recycling    
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Improvements in repairability might have been made elsewhere in Apple's product range, but the AirPods Pro 3 model continue to make repairs virtually impossible.
iFixit's teardown of Apple's latest earbuds reveals a device that remains stubbornly unrepairable -- a disappointing finding considering even the ultra-thin iPhone Air recently earned a provisional 7 out of 10 repairability score thanks to thoughtful design choices.
AirPods have been a massive success for Apple, with the company steadily upgrading the in-ear devices over the years. The AirPods Pro 3 are crammed full of features: heart-rate monitoring, IP57 water resistance ("meaning they'll shrug off rain and sweat a little better," according to iFixit), and Apple's Active Noise Cancellation.
Use the noise cancellation, and you can expect up to eight hours of listening time from a single charge. But if you want to change that battery when it inevitably degrades, don't bother.
[image: Hands holding a disassembled AirPod and battery case (pic: iFixit)]
Look away now, fanbois (pic: iFixit)


There's no subtle way to put this. The batteries in the AirPods Pro 3 are not replaceable. Even iFixit - armed with hot air, sharp tools, and years of experience - managed to damage the casing of the earbud when prising it open, only to find yet more glue holding down the coin-cell battery within.
"The design forces critical flex cables through solder points and glued channels that make reassembly nearly impossible," said iFixit. "One wrong move and the microphone array or ANC hardware is toast."


	iPhone 17 Scratchgate is real, iFixit warns - buy a case for your fancy phone


	Don't despair. iFixit says you can still repair that iPhone Air


	iFixit gives new Fairphone 6 top marks for repairability: 10/10


	M4 MacBook Air keeps ports modular, locks tight - still a headache to repair


The case tells the same story of blood, sweat, tears, and a lot of glue.
Apple has once again created a device that must be disposed of at the end of its short life. At PS219 ($249 in the States) a time, this is less than ideal. It is also unnecessary. Fairbuds retail at PS129, and while the audio quality doesn't match Apple's device and extras like heart-rate monitoring are absent, they can be easily repaired and their batteries replaced by an ordinary user.
Apple's design makes the AirPods Pro 3 not repairable by end users or most repair shops, and as iFixit observed, "they continue to set a low bar that the entire industry has followed."
The verdict: "The AirPods Pro 3 sound great, track your heart rate, and handle a dunk in water better than before. But when it comes to repairability, they're still a 0 out of 10." (r)
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    Clop-linked crims shake down Oracle execs with data theft claims

    
Extortion emails name-drop Big Red's E-Business Suite, though Google and Mandiant yet to find proof of any breach    
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Criminals with potential links to the notorious Clop ransomware mob are bombarding Oracle execs with extortion emails, claiming to have stolen sensitive data from Big Red's E-Business Suite, according to researchers.
Google's Threat Intelligence Group (GTIG) and Mandiant are tracking the "high-volume" activity, which began last month, and are investigating whether there is any truth to the attackers' boasts.
In a statement to The Register, Genevieve Stark, head of cybercrime and information operations intelligence analysis at GTIG, said: "This activity began on or before September 29, 2025, but Mandiant's experts are still in the early stages of multiple investigations, and have not yet substantiated the claims made by this group."
The campaign appears to be the work of cybercriminals with possible ties to the Clop ransomware crew, according to analysts at the Chocolate Factory. Clop has a long history of targeting enterprise software vendors and exploiting high-value platforms, most notably during the MOVEit file transfer attacks of 2023, which affected thousands of organizations worldwide.
However, unlike previous Clop-linked operations, the current activity is limited to email-based extortion attempts, without any public release of data to support the criminals' assertions.
Mandiant CTO Charles Carmakal told The Register that two specific contact addresses used in the malicious emails are publicly listed on Clop's dark web leak site. "This move strongly suggests there's some association with Clop and they are leveraging the brand recognition for their current operation," he added.
Google and Mandiant have not identified evidence of a vulnerability or breach in Oracle's E-Business Suite, a widely used enterprise resource planning (ERP) platform that manages financials, human resources, and supply chain operations. The lack of proof has raised questions about whether the extortionists genuinely obtained customer data or if this is an opportunistic scam using Oracle's name to scare execs into paying up.
Oracle has yet to grace El Reg with a response. The database behemoth has long been catnip for crooks thanks to its deep roots in corporate IT estates, and its E-Business Suite contains some of the most sensitive data handled by enterprises. If accurate, the attackers' claims could imply access to to payroll records, contracts, and financial data from some of the world's largest companies.


	Even fantasy money can buy a lot of power - just ask Larry Ellison


	Salesforce facing multiple lawsuits after Salesloft breach


	Cybercrims claim raid on 28,000 Red Hat repos, say they have sensitive customer files


	Fake IT support calls hit 20 orgs, end in stolen Salesforce data and extortion, Google warns


For now, though, the allegations remain unverified, and Carmakal cautions that name-dropping high-profile vendors is a common tactic used in extortion. By claiming access to something as central as Oracle's ERP, attackers increase the pressure on corporate boards and CISOs, regardless of whether they have the goods.
For Mandiant and GTIG, the job right now is to help organizations figure out if anyone is actually breached. In the meantime, the execs receiving these emails are left in a tricky spot: take the threats seriously enough to dig in, but without giving oxygen, or cash, to what could just be a cheap bluff.
Whether or not Clop - or a Clop impersonator - has really breached Oracle's crown jewels, the gambit underlines how fear of exposure remains one of the most powerful weapons in the cybercriminal arsenal. (r)
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    Windows 10 refuses to go gentle into that good night

    
Rage, rage against the dying of the free security updates    
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With just days remaining until Microsoft discontinues free support, Windows 10 still accounts for 40.5 percent of the Windows desktop market, At the same time, Windows 11 adoption remains at just 48.94 percent.
The figures come from the Statcounter tracking code, which is installed on more than 1.5 million sites. While not comprehensive, they represenrt the best indicator in the absence of official figures from Microsoft.
Despite Microsoft's relentless push to migrate users, Windows 10 remains remarkably resilient, however, the trend line does show movement. A year ago, Windows 10 held 62.75 percent market share while Windows 11 languished at 33.42 percent. This shift hasn't been nearly steep enough. After October 14, a number of users will no longer receive free security updates.
For those who remain on Windows 10, the end of support brings a bitter trade-off: no more monthly anxiety about what Microsoft might break -- but also no assurance that vulnerabilities will be patched.
Microsoft claims to put "security above all else," yet will deliberately leaving millions of customers without security protections if the latest market share figures are correct. Petitions - in Europe and the US - urging the company to extend updates have been met with only limited concessions for specific consumer segments.


	Hundreds of orgs urge Microsoft: don't kill off free Windows 10 updates


	Windows 11 25H2 is mostly 24H2 with bits bolted on or ripped out


	Healthcare lags in Windows 11 upgrades - and lives may depend on it


	Microsoft agrees to 11th hour Win 10 end of life concessions


Windows 10 devices won't suddenly stop working on October 14. However, the date will mark the end of updates, and only the most ardent Microsoft apologists would claim the OS is without vulnerabilities.
Hundreds of millions of users find themselves unable or unwilling to make the move to Windows 11. For enterprises still on Windows 10, the decision should already be made: pay for Extended Security Updates (ESUs). For consumers bombarded with full-screen Windows 11 advertisements, the path forward is far less clear.
The latest market share figures indicate that Microsoft's tactics to force a hardware refresh have fallen short of expectations. The company now risks businesses and users remembering the heavy-handed tactics when making IT decisions in the future. (r)
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    EU funds are flowing into spyware companies, and politicians are demanding answers

    
Experts say Commission is 'fanning the flames' of the continent's own Watergate    
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An arsenal of angry European Parliament members (MEPs) is demanding answers from senior commissioners about why EU subsidies are ending up in the pockets of spyware companies.
The group of 39 politicians referred to recent investigations that revealed countries such as Italy, Greece, Hungary, and Spain have funnelled millions of taxpayer euros at a time to help support commercial spyware-makers' finances.
They wrote: "According to these findings, entities such as Intellexa, Cy4Gate, Verint and Cognyte - whose technologies have been linked to unlawful surveillance of journalists, human rights defenders and political actors in the EU, as well as in third countries with dreadful human rights records - have benefitted from public financing, including EU programmes.
"This raises serious questions about the governance, transparency, and accountability of the Union's funding mechanisms. In the light of the scandals uncovered in Italy, Greece, Poland, Hungary, and Spain, among others, and of the recommendations of the PEGA inquiry, it is deeply troubling that the Union is directly or indirectly enabling tools that erode democracy, fundamental rights, and the rule of law."
MEPs cited investigative journalism from Follow The Money, which revealed in September that institutions such as Spain's public-funded Centre for the Development Of Industrial Technology (CDTI) handed over EU1.3 million (c $1.5 million) to now-shuttered spyware peddler Mollitiam Industries.


Funding findings


According to FTM, EU science research program Horizon 2020 awarded EU1.74 million (c $2 million) to projects that involved Innova, which supplied surveillance tools to Italian prosecutors' offices.


The European Regional Development Fund and the European Social Fund also funded Innova around EU41,350, and the former additionally doled out around three-quarters of the money for a project run by Movia between 2019-2021, a company that develops the Spider spyware.


Various other EU programs have contributed funds to other spyware companies, such as Area, Memento Labs (formerly Hacking Team), and Negg Group, FTM claimed.


Perhaps most controversially, the European Commission awarded a EU60,000 (c $70,500) contract to France-based Nexa Technologies in 2015. 

At the time, Nexa was part of the Intellexa Alliance of spyware companies, which in turn was linked to the Intellexa Consortium, which was previously sanctioned by the US for its involvement in the infamous Predator spyware.
Likewise, Italy's state-owned bank, Mediocredito Centrale, was found to have acted as a guarantor to a EU2.5 million (c $2.9 million) loan to Dataflow Security, an Italy-based commercial spyware developer.
FTM said that it did not prove that any of the money, in any of the cases it found, was used to directly fund spyware development, although funding was provided in several instances.
The letter addressed to senior commissioners Henna Virkkunen (Finland), Michael McGrath (Ireland), and Piotr Serafin (Poland) - who oversee tech, justice, and anti-fraud respectively - requested greater transparency over how EU funds were distributed, among other matters.
Various questions were raised by the MEPs, such as how the European Commission verifies the integrity of the entities that receive EU funds, whether any risk assessments are carried out before investments are made to spyware companies, and how much money in total has been awarded to these organizations.
They also asked for answers on how the Commission plans to ensure its funding mechanisms align with its stances on matters such as human rights and digital resilience, and why it has not implemented the recommendations made by the PEGA inquiry.
The Register approached the European Commission for a response to the letter.
For the uninitiated, the PEGA inquiry was launched in 2022 following reports of several EU governments using NSO Group's Pegasus spyware a year earlier, and three years after Saudi journalist Jamal Khashoggi's murder.
The results were published in 2023, branding the pervasive spyware use "Europe's Watergate" and a "severe violation of all the values of the European Union."
The report stated: "The spyware scandal is not a series of isolated national cases of abuse, but a full-blown European affair. 
"EU Member State governments have been using spyware on their citizens for political purposes and to cover up corruption and criminal activity. Some went even further and embedded spyware in a system deliberately designed for authoritarian rule."
Among the main recommendations made by the PEGA committee were to restrict law enforcement's use of spyware only to exceptional cases, protect sensitive targets like politicians, lawyers, and doctors, and to set the conditions for legal use.
The 39 MEPs asked the European Commission to additionally commit to launching an immediate public review of EU subsidies flowing into spyware companies.
In that review, the politicians specifically requested details on all funds issued and awarded to spyware companies since 2015, a commitment to excluding all spyware vendors from future EU funding instruments, and a follow-up on the PEGA recommendations.
"Citizens of the Union have the right to know whether their taxes are being used to finance technologies that endanger their fundamental rights," they wrote. 


	North Korea's Lazarus Group shares its malware with IT work scammers


	Google pushes emergency patch for Chrome 0-day - check your browser version now


	We're number 1! America now leads the world in surveillanceware investment


	Who watches the watchmen? Surveillanceware firms make bank, avoid oversight


"As Members of the European Parliament, we expect your full cooperation in ensuring accountability and restoring public trust."
Rebecca White, researcher and advisor on targeted surveillance at Amnesty Tech's Security Lab, said she and Amnesty support the letter, and highlighted the Commission's lack of communication on the matter.
She told The Register: "At Amnesty, we've documented for many years how spyware has enabled human rights abuses in Europe and beyond, and how the surveillance industry is under-regulated and thriving.
"The European Commission has remained silent. These latest allegations should alarm all of us. 
"They suggest that not only is the EU failing to put out the fire, they're fanning the flames. We welcome this collective call for transparency and explanations - the Commission can no longer wash its hands of Europe's complicity in the spyware crisis, which is fuelling human rights abuses across the world."
Aljosa Ajanovic Andelic, policy advisor at European Digital Rights (EDRi), echoed the MEPs' request for a ban on spyware.
He said: "The lack of action by the Commission when it comes to spyware is appalling and dangerous. In fact, not only have they not done anything to stop the proliferation of shady spyware vendors in the EU, they actually used EU taxpayers' money to directly fund the industry. This has to stop, and we are calling for a full ban on commercial spyware in the EU."
"As the largest digital rights network in Europe, our position is firm: the use of spyware is inherently incompatible with fundamental rights, and therefore should be banned, as well as the market of private companies that are profiting from human rights violations." (r)
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Because 100% would just be silly    
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BT wants to have 5G Standalone (5G SA) mobile service available to 99 percent of the local population by the end of the decade, but it isn't the only telco with lofty ambitions.
The former state-owned telecoms monopoly reckons it can reach 99 percent of the population with 5G SA network coverage years ahead of rivals, and is rolling out the tech to make it happen.
Building out 5G SA means upgrading the infrastructure to offer a better quality of service, rather than bolting 5G radios onto existing 4G networks as UK mobile operators previously did in order to get the new standard up and running.
This is one of the reasons why the user experience of Britain's mobile networks has been ranked among the worst in Europe.
BT, or rather its mobile subsidiary, EE, says it aims to achieve its coverage goal by rolling out new gear including Ericsson AIR 3284 5G triple-band FDD massive MIMO radios at base stations, plus an expanding deployment of over 1,500 outdoor small cells around the nation to boost coverage.
The benefits of all this, we're told, are going to be so great that the telco wants everyone to stop calling its cell network 5G and refer to it as something else instead.
"To make the benefits of this technology clearer for customers, we'll use the term 5G+ rather than the technical industry shorthand 5G SA or 5G Standalone. It's the same game-changing network, but in language that's simple and relatable," claims Howard Watson, chief security and networks officer at BT Group.
Extending 5G SA coverage to all populated areas of the country by 2030 was actually a goal set by the previous UK government, but it was unwilling to stump up cash to help fund necessary network upgrades and instead talked of "a range of measures" to support commercial investment.


Fiber network biz CityFibre claims its rate of customer connections is close to doubling every quarter, with 108,000 connected in Q3 2025 compared with 58,000 in Q2.


The alternative network provider says it now has around 730,000 customers, and is picking up additional internet service providers (ISP) such as Sky, which started offering services via CityFibre in July.


CityFibre began selling a 5.5 Gbps wholesale package to ISPs in June, claiming it is more than three times as fast as its chief fixed-line rival, BT Openreach.


At the same time, another Brit telco, Virgin Media O2 (VMO2), is also rolling out massive MIMO support, this time using Nokia kit at what it refers to as a first-of-its-kind mobile Giga Site at Paddington in London.


	Bharti big shots storm BT boardroom after PS3.6B raid


	BT chief says AI could deliver more job cuts, hints at Openreach sell-off


	BT won't budge over pay hike for manager grade employees


	BT managers' union mulls options after 'derisory or non-existent' pay rise


The "Giga Site" combines low, mid, and high-band spectrum with Nokia's latest dual-band massive MIMO technology, which employs a large number of antennas to improve performance by boosting capacity, spectral efficiency, data rates, and coverage.
This deployment can deliver more than 10 Gbps of throughput, according to VMO2, which says it plans to roll out a thousand of these new sites nationwide throughout next year.
Also key to the operation of the site is newly acquired spectrum from Vodafone UK, which VMO2 acquired as part of the deal to enable the merger of Vodafone and Three to go ahead.
The latter merger was completed in June, making the imaginatively named VodafoneThree into an operation able to compete against the two giants, BT/EE and VMO2. Now, just months later, those rivals are both announcing major upgrades of their networks, which we're sure is just a coincidence. (r)
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    Avio bags EU40M ESA contract for reusable rocket stage, but don't hold your breath

    
Industry insiders whisper more about posturing than practical progress    
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Italian rocket company Avio has signed a EU40 million contract with the European Space Agency (ESA) to develop a reusable upper stage, a project already drawing skepticism from industry watchers.
The 24-month contract covers the requirements, design, and enabling technologies necessary to develop a demonstrator capable of returning to Earth and being reused in future missions.
ESA told The Register that the component, dubbed the reusable upper stage demonstration, would be "integrated as an additional stage on top of a P160C solid rocket motor, on a future Vega configuration."
The P160C was built as the first stage of the Vega C+ rocket and will eventually be used on the Ariane 6 rocket to boost payload capacity. It is also planned to be used as the first stage of the Vega E launcher. Currently, the P120C solid-fuel motor is used by the Vega C and Ariane 6 launch vehicles.
Even though the P160C is unlikely to be used until 2027, two years is not long to come up with a design for a reusable upper stage. Today's Vega C uses a P120C solid rocket motor as its first stage and a Zefiro 40 for its second. If ESA's comment remains correct during the development process, the reusable upper stage, which currently resembles a shrunken version of SpaceX's Starship, would replace the Zefiro.
[image: Render of Avio and ESA reusable upper stage concept (pic: Avio)]
Render of Avio and ESA reusable upper stage concept (pic: Avio)


SpaceX looms large over legacy rockets. The Falcon 9 has proven the benefits of reusability, although only the first stage of the rocket can be reused. The Vega C and Ariane 6 rockets are expendable, though ESA is working toward first-stage reusability with the Themis project. Reusability is critical if a launcher is to be commercially viable, and SpaceX demonstrated a successful booster landing as part of a commercial mission in 2015.


	Engineers successfully reboost International Space Station after early Dragon abort


	NASA administrator says US should have 'village' on Moon in a decade


	SpaceX Dragon huffs, puffs... and fizzles out as NASA aborts ISS boost


	Humanity now has zero active robots at Venus as Japan ends 15-year 'Dawn' mission


Reuse of an upper stage, which will be an order of magnitude more complicated, has yet to be demonstrated, although there is a good chance that SpaceX will catch a returning Starship upper stage sometime next year or the year after.
Several within the space community expressed skepticism regarding the initiative, with one insider telling The Register that politics and posturing were likely also at work.
ESA told The Register that it is too early to determine what the payload/performance impact will be when the system is declared operational.
"Several system concepts are currently being explored," the agency said. "These could include dedicated reusable lower stages either aligned with ongoing activities in Europe or newly designed for this purpose." (r)
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    Cybercrims claim raid on 28,000 Red Hat repos, say they have sensitive customer files

    
570GB of data claimed to be stolen by the Crimson Collective    
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A hacking crew claims to have broken into Red Hat's private GitHub repositories, exfiltrating some 570GB of compressed data, including sensitive documents belonging to customers. 
An extortion group calling itself "the Crimson Collective" posted on Telegram that it accessed more than 28,000 internal repos and stole hundreds of Customer Engagement Reports (CERs) in messages seen by The Register. These consultancy documents typically contain architecture diagrams, configuration details, authentication tokens, and network maps - effectively a blueprint of a customer's IT environment. 
[image: Cloud migration]
Red Hat back-office team to be Big and Blue whether they like it or not

READ MORE
The attackers have published file listings and shared samples of the supposed loot. Materials seen by us include configuration snippets, database connection strings, and references to customer systems that match the kind of content typically found in CERs. The crew claims the reports span 2020-2025 and involve major organizations in banking, telecoms and government.
Alongside the documents, the group also asserts it found authentication tokens inside repos and reports, and says it has already used these to compromise downstream Red Hat customers. 
"Btw gained access to some of their client's infrastructure as well, already warned them but yeah they preferred ignoring us," the Crimson Collective wrote on Telegram.
At the time of writing, Red Hat has not responded to questions about whether it has suffered a breach, how attackers may have gained access, or whether it has received any demands from the hackers, who claim to have contacted Red Hat with an extortion demand to receive only a generic "submit a vulnerability report" style response. It is not known if Red Hat has notified customers of potential data exposure.


	3.7M breach notification letters set to flood North America's mailboxes


	LockBit's new variant is 'most dangerous yet,' hitting Windows, Linux and VMware ESXi


	Callous crims break into preschool network, publish toddlers' data


	UK agency makes arrest in airport cyberattack investigation


While much of Red Hat's source code is public by design, internal repositories can include proprietary tooling, test frameworks, and sensitive metadata. The bigger concern lies with the CERs: rather than being generic code artefacts, these documents map out real-world infrastructure, providing attackers with a head start should they target those organisations.
To make matters worse, Red Hat is already under scrutiny for a critical bug in its OpenShift AI platform. The flaw, rated 9.9 in severity, could allow a low-privilege user to escalate privileges and seize full control of a cluster's master nodes. Red Hat acknowledged the issue in a security advisory, but has not publicly confirmed whether it has been exploited. 
Until Red Hat comments, the full extent of this latest alleged breach remains unconfirmed. However, with file listings and samples already circulating, the incident has no doubt raised alarm among the open source giant's enterprise users. (r)
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    Ionos customers fume at mid-contract Plesk hike

    
Web host blames partner's license fee increase, but users say notice was too short and terms unfair    
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Exclusive Hosting biz Ionos is hiking the price of its server instances, blaming an increase in Plesk license costs. Customers have a month to accept the increase or else disable Plesk on their account.
The German business recently sent an email to customers of its virtual private server (VPS) service, notifying them that an extra fee would be levied as of October 30.
This charge comprises a monthly fee of PS5 (excluding VAT) per Plesk license, which may not seem like much, but because each server a customer operates has its own Plesk license, the extra costs would soon mount up for anyone running more than a few server instances.
In the letter, seen by The Register, Ionos says that its partner (WebPros International), which provides the Plesk software and associated licenses, has "significantly increased" the price of licenses. "We can only offset these costs to a limited extent and are therefore forced to pass the price increase on to you," it states.
Customers are presented with two options: do nothing, and the extra costs will be automatically billed to them monthly from October 30, or remove Plesk from their server instances by deleting the license key to avoid the extra charge.
However, Plesk is the hosting control panel through which customers manage their servers and the services running on them, and removing it could make management more troublesome. It may be possible to run an alternative admin control panel, of course.
Ionos customers who contacted The Register expressed annoyance at the price increase, particularly as it was coming mid-contract term for many, while other complaints included that a month was not much notice to give, should they decide they would like to move to another host rather than pay up.


	Antitrust: GoDaddy under fire for banning DNS automation tool in favor of its own


	Activist investor to GoDaddy: Cut costs, improve sales, or sell


	Users of 123 Reg caught out by catch-all redirect cut-off


	Namecheap admits 'unauthorized emails' pwning its customers


"I can imagine this is going to be a big hike for customers with many servers, and with such short notice (just over a month) they know people are going to struggle to migrate elsewhere in that time frame. I can't believe that they had only a few weeks' notice of this happening," said one customer, who asked not to be identified.
We should point out that the terms and conditions in the Ionos service contract would seem to cover the firm for this: "We reserve the right to change the prices and/or nature of our services by giving you 30 days written notice of those changes."
Nevertheless, one customer questioned whether upping the price in the middle of the contract term was legit, rather than applying the increase on renewal. There were also questions about whether Ionos is within its rights to start charging for something - Plesk - that was billed as a free part of the service on its website at the time of writing.
We would like to put these questions to Ionos, but the company has so far failed to respond to any of our attempts to contact it for multiple days.
Perhaps if someone at Ionos is reading this, they can get in touch? (r)
    






        





This article was downloaded by calibre from https://go.theregister.com/feed/www.theregister.com/2025/10/02/ionos_vps_plesk_hike/



	Previous
	Articles
	Sections
	Next





	Previous
	Articles
	Sections
	Next







    
        Original URL: https://www.theregister.com/2025/10/02/uk_pensions_and_benefits_department/
    

    Irony alert: UK.gov Work dept hires IBM to aid AI projects

    
Some Big Blue sky thinking needed for tech that promises employment extinction for humanity    
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Updated The UK's pensions and benefits department has awarded IBM a contract that's worth up to PS27 million to explore, deploy and support AI technologies to enhance its services.
The irony isn't lost on us either. A technology that is feared wipe part of the human workforce - if the hype is to be believed - is going to be used by a government department that helps get the jobless back to work.
Under a program the Department for Work and Pensions calls Nexus AI, IBM has been appointed as a strategic supplier to help with "the exploration, deployment, and ongoing support of Artificial Intelligence (AI) systems and services," according to a procurement notice published earlier this week.
The kind of work the Whitehall department might ask Big Blue to do includes so called "tech spikes," short term projects designed to explore potential solutions. Other buzzwords in the DWP lexicon of tech projects applicable to the deal include horizon scans and proofs of concept (PoCs).
IBM will be "working with colleagues to identify business problems, supply expertise to build beta minimum viable products and maintain and support products that have gone Live," the notice said.
The initial value of the deal is PS9 million for a year, although it has the potential to be extended by two periods of a year, each at another PS9 million.
In an earlier prior information notice -- which seeks to engage suppliers before competition starts -- the DWP promised its approach to the "safe acceleration" of AI would be "value-led, responsible, secure and firmly human centered."
"The supplier will consider sustainable, responsible, ethical, legal and commercial enablers and ensure that DWP continues with its overall strategy of keeping humans in the loop on any decision," the department said.
The Register asked the DWP for more information about its planned projects with IBM.
However, the prospect of introducing machine learning algorithms and AI to activities involving benefits claimants, some of who might be vulnerable and face poverty, has attracted concern.
In July, campaign group Big Brother Watch warned millions of people across the UK were being profiled by biased algorithms every year by DWP.
It detailed the massive expansion of AI and algorithm supported decision-making at the heart of the benefits system, and said the government had not answered its questions about the digital welfare state.


	UK to roll out mandatory digital ID for right to work by 2029


	Politicos: 'There is a good strong case for government intervention' on JLR cyberattack


	Economists sceptical over UK Spending Review's partly AI-driven 10% budget cuts


	How sticky notes saved 'the single biggest digital program in the world'


Its study claimed that around one million people had been profiled by the Universal Credit Advances machine learning model last year, which is "riddled with algorithmic bias."
New machine learning models in development by the DWP contain significant potential for discrimination, the report said.
Jake Hurfurt, head of research and investigations at Big Brother Watch and the report's lead author, said at the time that the DWP's ongoing rollout of high-tech algorithmic tools was alarming.
"This becomes even more concerning when the DWP is hiding behind a wall of secrecy and refuses to disclose key information that would allow affected individuals and the public to understand how automation is used to affect their lives, and the risks of bias and to privacy involved," he said. (r)
Updated to add at 1320:
The DWP said of its use of AI: "We want to use AI across the public sector to make people's lives easier and build a smarter, more efficient state."
It added: "As set out in the tender, our approach to AI adoption is value-led, responsible, secure, and firmly human-centred."
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Group promises sandboxing of AI money management tools with 1,000 branches remaining    
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Lloyds Banking Group -- the PS18.67 billion turnover UK-based bank -- has promised that it will continue to use "digitization" to power a program of branch closures.
On a call to investors, the UK household name said it had invested PS3 billion over three years, and PS4 billion over five years, in transformation, a large chunk of which has gone on technology and cyber security.
That's starting to have a positive impact from an efficiency perspective and on cost to serve and cost to acquire retail customers," claimed Sarah Robson, senior manager, investor relations, Lloyds Banking Group.
"Our strategic initiatives have generated PS1.5 billion of gross cost savings so far as a result of the strategy, and we continue to see further opportunities to reduce manual back-office processes from a finance perspective," she said.
"From a retail perspective, you continue to see kind of branch closures and using digitization to improve the cost to serve and also improve the customer journeys as well... also in terms of building things into the app," she said.
Robson said the bank -- which has revealed that hundreds of branch closures are due to take place in 2025 and 2026 -- plans to experiment with AI-powered wealth management tools for its richer customers.
"What we are also doing, linked to our mass affluent proposition, is work with the [UK regulator] Financial Conduct Authority in a sandbox environment to look at AI-driven money management tools and whether there's more that we can do in that space, particularly linked to investments as well as savings products. It's definitely an area that we're very much focused on," she said.
However, Robson admitted that some customers are not digitally active, and the bank continues to operate more than 1,000 branches in the UK, the largest number among high-street banks.
"But increasingly, customers are becoming more and more digitally active," she said.
Lloyds Banking Group revealed in January that it planned to close 136 branches by March 2026.
Consumer group Which? said banks and building societies in the UK have closed 6,561 branches since January 2015, "at a rate of around 53 each month." That equates to 66 percent fewer physical outlets.
"NatWest Group, which comprises NatWest, Royal Bank of Scotland and Ulster Bank, has closed 1,505 branches - the most of any banking group. Lloyds Banking Group, made up of Lloyds Bank, Halifax and Bank of Scotland, has shut down 1,423 sites."


	FOMO? Brit banking biz rolls out AI tools, talks up security


	NatWest banks on AWS and Accenture for AI-driven customer overhaul


	Payday from hell as several British banks report major outages


	Tim Hortons offers free coffee and donut to settle data privacy invasion claims


Earlier this month, Michelle Conway, lead data and AI scientist at Lloyds, promised a secure environment for customer data as it develops AI tools. "It's like Fort Knox locked down," she claimed.
Lloyds Banking Group - which looks after the cash of customers across Lloyds Bank, Bank of Scotland, and Halifax - said the integration of AI into financial services was not just about adopting new technology but about "reimagining the entire banking experience."
In February, Lloyds launched a review of the technology and engineering professionals working in the UK operation, with headcount reductions inevitable and some roles being offshored to Lloyds Technology Center in India. (r)
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It looks like you want some horrible shoes. Would you like to win them?    
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Microsoft has delivered its found a way to make Crocs even uglier by using some of its own software.
Earth's premier software company leaked news of the Crocs in August. On Wednesday the company confirmed their existence and said its customized Crocs are "inspired by some of the brand's most recognizable moments, including Windows XP."
Here they are.
[image: Microsoft Crocs]
Microsoft Crocs - Click to enlarge


If you have not averted your eyes, the image above depicts a pair of Crocs styled to resemble the "Bliss backdrop", the photograph of a green hill and blue sky that was the standard desktop wallpaper for Windows XP.
Crocs corporation calls the icons on the shoes "Jibbitz charms", little plastic charms that the footwear company sells as add-ons to those who want to personalize their footwear.
These Jibbitzes reproduce icons for Microsoft's Internet Explorer browser, the Windows Recycle Bin, and the Office Assistant, aka "Clippy", that was an early precursor to Copilot.


	Microsoft hoping to knock users' socks off with Windows XP Crocs


	Nostalgia for XP sells out Microsoft's 2023 'Windows Ugly Sweater'


	Get a custom paint job for earbuds at a nail salon, type on a baguette, then build a fountain for your PC


	Microsoft intros clothing line that is absolutely not leftover conference swag


Microsoft created these Crocs to celebrate its 50th anniversary, but hasn't put them on sale. A competition staged on Instagram is the only way to get a pair.
Microsoft has a thing for unattractive clothes, as it often releases an ugly Christmas sweater that, strangely, proves very popular when The Register gives them away to readers.
The Crocs are a new item in Microsoft's fashion collection, which also includes a drawstring bag that riffs on the Bliss backdrop.
For what it's worth, Bliss was the inspiration for Microsoft's 2023 ugly sweater, suggesting fashion is very much a side hustle for Redmond - unlike Cisco which last year promised to deliver quarterly fashion collections. (r)
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    Square Kilometre Array is so sensitive, its datacenter needs two Faraday cages to stop RF leaks

    
Stray signals are a no-no when you're trying to tune into the stars    
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IAC 2025 Work on the datacenter that serves the Square Kilometre Array's (SKA's) site in Western Australia is all but complete, including the installation of two Faraday cages to ensure the equipment inside does not leak radio waves that could harm the operation of the giant radio telescope.
The SKA is an international project that is constructing 131,072 individual antennae with a combined area of around 1km2, making it comfortably the world's biggest radio telescope and hopefully one that gives humanity a tool with which to gain new perspectives on our universe.
Work on the project started in 2022, and according to Professor Philip Diamond, director of the SKA Observatory, the project team has already installed 12,100 antennae and completed most of the work to install power cables and optic fibers.
Speaking to The Register from the International Aeronautical Congress (IAC) in Sydney, Diamond said work on a datacenter located in Murchison, the remote location of the Australian part of the SKA, is also almost complete.
Diamond said the datacenter houses around 100 racks, mostly vanilla servers that use FPGAs programmed to filter the many terabytes of data the SKA will collect every day so that only valuable info is sent over the 10TB/s capable optic fibre link that connects the facility to supercomputers in the city of Perth.
The SKA's designers chose Murchison because it is remote and almost devoid of human activity - and therefore also a radio-quiet location.
Computers, however, produce lots of stray RF. That's not a problem in most datacenters and office settings. But it's a major issue for the SKA, which will try to detect extremely faint signals.
The remote datacenter is therefore encased in two Faraday cages - metal screens that block electromagnetic energy. Even entrances to the building are shielded to minimize escaping signals.
"People effectively go through airlocks," Diamond said. "The inner door will not open until the outer door is closed. And they make Star-Trek-like noises as they open and close."


	Square Kilometre Array precursor looks to filter out satellite interference


	Square Kilometre Array precursor shrinks 5TB of data to 22MB - every second!


	Africa's MeerKAT looks at the sky, surprises boffins with 1,300 galaxies


	Zero. Zilch. Nada. That's how many signs of intelligent life astroboffins found in probe of TEN MILLION stars


Diamond said construction work on the SKA will likely continue until 2029, but that the project will call on scientists to submit proposals for using the 'scope next year, and will chose some of them to run tests of the facility in 2027.
"By then we will have the largest physical low-frequency telescope on the planet, and we will ask for ideas for objects to observe," he told The Register
The SKA team will use chosen projects to verify the facility's operations, but Diamond said he expects scientists won't request only simple observations.
"The science community's aspirations and ideas may run ahead of our ability to satisfy them," he said, noting that he expects and welcomes constant creative tension as astroboffins try to use the SKA to make new discoveries.
But Diamond thinks the SKA's tests in 2027 will still produce results worthy of inclusion in scientific papers.
One barrier to that achievement is finding more money. Diamond said the SKA has 80 percent of the funds it needs to complete the project, but is confident it will secure the remainder. (r)
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Discovers debt it didn't fully understand, leaving skilled migrants and students in limbo    
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New Zealand's Institute of IT Professionals has discovered it is insolvent and advised members it has no alternative but to enter liquidation.
The Institute (ITP) wrote to members on Thursday and posted a document titled "Important Update on ITP's Future" that reveals it has "reached a point where the organization cannot continue. After a full review of our finances, the Board has confirmed that ITP is insolvent."
Insolvency seems to have come as something of a surprise.
"These debts are historic. They go back over many years. While some of the issues were worked on in more recent times, the full scale of the problem only became visible during the leadership change in 2025," the Update states. "Once the Board understood the full picture, it was clear that there was no responsible way forward other than liquidation."
ITP's CEO stepped down in August, and in an exit interview responded to a question about her biggest achievements in the role by saying "When I joined ITP, it was a brilliant organization with deep roots in the tech community, but to be frank, it was living beyond its means. Refactoring the organization--financially, structurally, and strategically--has been a tough but necessary journey."
ITP's constitution requires its members to formally resolve to wind up the organization, so as one of its final acts the group has called a Special General Meeting (SGM) for 23 October 2025 to confirm liquidation and appoint a liquidator.


	New Zealand kind-of moves to ban social media for under-16s, require age checks for new accounts


	Membership of New Zealand's domain registry suddenly triples, which isn't entirely welcome


	New Zealand DDoS wave targets banks, post offices, weather forecasters and more


	Lord of the Rings director Peter Jackson backs plan to do a Jurassic Park on extinct birds


This situation impacts more than ITP's ~10,000 members, because the organization offers assessment services that assess whether IT professionals' skills and qualifications make them eligible to move to New Zealand for work. ITP also certifies IT degrees at New Zealand universities, and oversees the NZ Cloud Computing Code of Practice.
ITP also conducted educational and advocacy activities aimed at growing New Zealand's tech workforce.
Ahead of the SGM, ITP will not conduct any activity.
The Register has asked ITP for further information on its finances, and the impact on its staff. We have not received a response at the time of writing.
The news isn't all grim, as the ITP Board says it is "in the process of meeting with like-minded organisations to understand if we can find a new home for the membership." (r)
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Religion, race, health and other dicey topics supposedly exempt    
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Meta, having committed hundreds of billions to AI infrastructure and talent, says it will start using people's conversations and interactions with its AI services to create personalized content and advertising.
This applies to Meta AI, the company's web-based chat interface, and apps that integrate Meta AI, such as Facebook, Instagram, WhatsApp, and Messenger.
Meta intends to begin using people's text exchanges and voice conversations with its AI service to generate personalized posts, reels, and other attention lures starting on December 16, 2025.
"For example, if you chat with Meta AI about hiking, we may learn that you're interested in hiking - just as we would if you posted a reel about hiking or liked a hiking-related Page," the company explained in its announcement. "As a result, you might start seeing recommendations for hiking groups, posts from friends about trails, or ads for hiking boots."
A notification campaign about the change begins October 7, 2025.
There's no opt-out, but Meta has spared those who live in the EU, the UK, and South Korea for the time being.
The social networking giant and metaverse money-burner will let users make some adjustments to its slop-gavage loop with its Ads Preferences and feed customization controls.
Meta insists it won't personalize ads based on conversations that touch on religion, sexual orientation, politics, health, race, ethnicity, philosophical belief, or trade union membership.
That list of untouchable topics suggests canny Meta users could stymie the personalization plan by prefixing every interaction with a suitably sensitive term - for example, start every interaction with "Pray tell..." or "Oh, Lord, Meta really thought this was a good idea?"


	Microsoft declares bring your Copilot to work day, usurping IT authority


	'Delightful' root-access bug in Red Hat OpenShift AI allows full cluster takeover


	Nadella hands Microsoft money machine off to new commercial CEO so he can visioneer the future


	Stargate, schmargate. We're spending $60B+ on AI this year, Meta's Zuckerberg boasts


Known as Facebook until brand damage from incessant privacy scandals inspired a name change in 2021, Meta was notionally focused on the metaverse - an ill-defined term for immersive digital experiences that may or may not involve goggles. Having spent something like $60 billion on its Reality Labs group without much to show for it (apart from the privacy-invading Meta Ray-Ban Display glasses), Meta lately has taken to talking up AI.
CEO Mark Zuckerberg last month told President Trump that Meta plans to invest $600 billion on AI investment through 2028 - and surely that will happen because Zuckerberg said it, even if other massive AI spending projects like Stargate's promised $500 billion AI infrastructure investments don't quite add up.
Meta's interest in AI, however, is really about ads - using AI to encourage exposure to and engagement with ads, some of which may be generated by AI. The company has already said AI has helped boost engagement with ads posted to its platforms. Execs also see AI as making it easier to advertisers to create and manage campaigns.
As noted by the UK's Open Rights Group, 98 percent of Meta's $165 billion of revenue in 2024 came from advertising, resulting in net income of $62.4 billion.
Iesha White, director of intelligence for marketing watchdog Check My Ads, told The Register in an email that several AI companies like Perplexity and OpenAI have integrated advertising into their AI products.
"But this is different - Meta's core business is monetizing ad space across its owned and operated sites and apps, in addition to ad placements on external publisher partnerships via its Facebook Audience Network product," said White. "By harvesting data from its AI chats across WhatsApp, Instagram, and Facebook, Meta gains yet another closed-loop data source, meaning Meta could reduce transparency of the targeting inputs across its advertising products, in the name of privacy.
"It also provides an opportunity for Meta to further shape and obfuscate its attribution models using its own source of truth, with brands unable to independently audit a campaign's true effectiveness."
Meta coincidentally is fighting a $7 billion class action lawsuit [PDF] brought by advertisers who claim that Meta fraudulently represented the potential reach of its ads by citing user accounts rather than actual people - a charge Meta disputes. (r)
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    Texas man accidentally shoots cable, brings internet down

    
And it's not the first time gunfire has cut Spectrum's lines    
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A stray bullet cut through a Spectrum fiber line on Friday, knocking an undisclosed number of Texans offline.
ISP Spectrum told customers in the Dallas-Fort Worth area that services were down in a post on X, which judging from the comments from customers isn't an unusual occurrence. Charter, which owns Spectrum, has confirmed that a bullet was responsible and sliced through a key data cable that serviced the area.
"The outage stemmed from a fiber optic cable that was damaged by a stray bullet," a spokesperson told The Register on Wednesday. "Our teams worked quickly to make the necessary repairs and get customers back online. We apologize for the inconvenience."
Charter declined to provide the number of customers who lost internet. However, according to the Dallas Morning News, outage site Downdetector (which does not list historical outages) showed nearly 25,000 reports of lost service Friday afternoon. The newspaper reported that other cities, including Irving, Plano, Arlington, Austin, and San Antonio, were also affected.
The spokesperson also opined that people shouldn't treat Downdetector as gospel, while declining to enumerate how many of its customers were taken down.


	Starlink outage knocks tens of thousands offline worldwide


	Taliban impose tele-ban and take Afghanistan offline


	Power cuts, cable damage, and government shutdowns behind Q2 internet outages


	Clouds and submarine cables report no impact from sixth-largest earthquake in recorded history, subsequent tsunami


It's most likely, based on past cases, that the fiber optic cable in question wasn't buried but strung up on poles and was thus easier to damage. And the ISP has considerable experience in gun-related internet problems.
This is the third firearms-related outage problem Spectrum has had in the last 12 months. In June, an Ohio customer reported more than a week without service after several shotgun blasts damaged a cable line. Spectrum told reporters that it was an isolated incident and it hadn't informed the police.

  Youtube Video

The ISP suffered another gunfire-related outage in Ohio last New Year's Eve. Residents in Columbus rang in 2025 with stray rounds that struck Spectrum's fiber, leaving customers in Hilltop offline for 43 hours and cutting a circuit that knocked local traffic cameras offline for over a day.
Sadly, antisocial Americans who don't care that what goes up must come down have a habit of firing off rounds to see in the New Year. As we reported in 2008, partiers peppered Comcast's lines with bullets, causing it to lose data service in southeast Memphis.
[image: Image of severed Comcast cable in Oakland]
Oakland can get a bit shooty - Click to enlarge


Many American ISPs have such bullet botheration, and not just in gun-friendly states like Ohio and Texas. In 2022, Californian NFL fans watching the Los Angeles Rams and the San Francisco 49ers had their viewing interrupted when someone shot up overhead cables that Comcast Xfinity owned in Oakland.
The majority of gun owners in the Land of the Free are responsible shooters who recognize it's a tool, not a toy. But a few are not and while the odds of hitting a cable are slim, it clearly happens too often. Then again, there are worse things than accidental outages. (r)
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Your job may not support BYOD, but how about BYOC? Microsoft has declared that people can bring their personal Microsoft 365 subscriptions to work to access various Copilot features at companies that fail to provide an AI fix.
Redmond has done so unilaterally, effectively endorsing "shadow IT" - the practice of bringing unapproved software and devices into the workplace.
Earlier this year, Microsoft said it had adopted a new approach to shadow IT. "While earlier eras of our IT history focused on trying to prevent shadow IT, we are now concentrating on managing it," the biz said in a blog post. By "managing," Microsoft also means "enabling."
Samer Baroudi, senior product marketing manager at Microsoft, insists this is for your own good.
"This offers a safer alternative to other bring-your-own-AI scenarios, and empowers users with Copilot in their daily jobs while keeping IT firmly in control and all enterprise data protections intact," Baroudi explained in a blog post.
Makers of competing AI products might disagree.
Microsoft says that employees can sign into Microsoft 365 apps using both personal and work accounts and now can use Copilot features from their personal plan (Personal, Family, or Premium) for business documents - even if their work account lacks a Copilot license.


	Raspberry Pi prices hiked as AI gobbles all the memory


	AI has had zero effect on jobs so far, says Yale study


	Air Force admits SharePoint privacy issue as reports trickle out of possible breach


	Hundreds of orgs urge Microsoft: don't kill off free Windows 10 updates


IT admins miffed at having their authority usurped by a diktat from Redmond can console themselves with the knowledge that Copilot's level of access "is strictly governed by the user's work account permissions, ensuring enterprise data remains protected." The user's Entra (work) identity governs file permissions and access controls.
Also, "IT retains full control and oversight" - apart from the bit about allowing this to happen in the first place.
Admins have the ability to disallow personal Copilot usage on work documents using cloud policy controls. And they can audit personal Copilot interactions and can apply enterprise identity, permission, and compliance policies.
Government tenants (GCC/DoD) for some reason don't support this capability, the one that Baroudi insists "does not create new data exposure risks."
Meanwhile, employees who decide to fire up their personal Copilot accounts within the workplace should be mindful that their prompts and responses will be captured by their employer.
As to why Microsoft would bother, Baroudi provides a hint in the FAQs detailing the bring-your-own-Copilot-to-work initiative that accompanies his post.
Can use of Copilot from personal Microsoft 365 subscriptions help drive AI adoption?  




Yes. It allows users to experience AI productivity benefits while IT retains control.
Of course, when Microsoft next cites enterprise adoption statistics for its AI products, it will be worth asking whether the company is counting personal usage of Copilot. (r)
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    US gov shutdown leaves IT projects hanging, security defenders a skeleton crew

    
The longer the shutdown, the less likely critical IT overhauls happen, ex federal CISO tells The Register    
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The US government shut down at 1201 ET on October 1, halting non-essential IT modernization and leaving cybersecurity operations to run on skeleton crews.
President Trump has made overhauling government technology a priority for his administration - at least sort of - since coming into office. The Trump-created, formerly Musk-helmed not-quite-a-government-department, DOGE, was given a broad mandate to modernize IT systems when it was stood up in January. In the process, the government's tech transformation team 18F was shut down allegedly under DOGE's pressure, and it has made closing IT deals more difficult. Likewise, a lot of IT staff have been laid off since the Trump team took the reins.
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Register for The Register's Forums here.


Despite that, IT modernization projects have continued apace. The feds have signed numerous contracts that speed the entry of AI into the federal workforce, and have struck a growing number of deals with agencies transitioning to modern cloud infrastructure as well.
In short, whether there are IT personnel manning the help desk or not (or perhaps because many have been laid off), the Trump administration is still trying to get rid of outdated systems. 
Toss a shutdown into the mix, however, and things start to get complicated.
"With the shutdown now underway, the immediate impact is clear: non-essential IT modernization projects have stalled, creating backlogs in areas such as infrastructure upgrades, cloud migrations, and system updates," federal government strategic advisor at GuidePoint Security Timothy Amerson told The Register in an email. 
Amerson, who was formerly acting CISO with a major federal agency, told us that things won't get any better if this shutdown drags on, which it seems likely to do. 
"Every day of delay compounds long-standing legacy challenges and drives up future costs," the former acting CISO said. "Beyond the immediate disruption, this shutdown risks long-term setbacks."


Beyond the immediate disruption, this shutdown risks long-term setbacks


"Contractors would face payment delays, modernization projects are frozen, and digital transformation momentum is stalling precisely when organizations need to be preparing for AI, quantum, and rapidly evolving cyber threats," Amerson added. 
To make matters worse, it's entirely possible that the folks responsible for some of those "non-essential" IT modernization projects might not even come back when the shutdown ends. 
The Trump administration made numerous threats prior to the shutdown to fire federal employees en masse if the government closed up shop due to a lack of funding, and Office of Management and Budget chief Russell Vought reportedly threatened to start those firings within a couple days when speaking to Republicans today. According to Amerson, cyber and IT staff are going to be hit particularly hard under the administration's plans. 
"Vulnerability analysts, incident responders, and modernization staff are among the first affected, which erodes resilience and slows progress toward critical transformation goals," Amerson told us. 


	Cyber threat-sharing law set to shut down, along with US government


	Trump demands Microsoft fire its head of global affairs


	Anarchy in the AI: Trump's desire to supercharge US tech faces plenty of hurdles


	Air Force admits SharePoint privacy issue as reports trickle out of possible breach


To be fair, not all of the big IT projects in the government are being suspended due to the shutdown. The Federal Aviation Administration's massive, underfunded plan to overhaul air traffic control systems is exempt from the shutdown, according to the Department of Transportation shutdown planning document. Other major initiatives at various agencies are also exempt, per contingency planning documents, but those are the exception: The practical nuts-and-bolts modernization plans - new cloud services, new hardware, etc - are getting interrupted thanks to politicians' refusal to work together on a solution. 


Reduced capacity creates real gaps in defense at a time when threats are rising


Federal agency leadership, meanwhile, is following the Trump Administration playbook to the letter - meaning that they're laying all the blame on Democrats for the matter. The Department of Transportation, the only one to respond to questions for this story, described the shutdown as "reckless" and pinned all the blame on Democratic leadership who refused to acquiesce to Republicans' desire to eliminate healthcare tax subsidies from the funding bill with promises to negotiate those matters separately at a later date. 
Elected officials, from Congress to the President, continue to get paid during the shutdown - unlike employees deemed essential for government operations, who have to continue to report without a guaranteed paycheck until the shutdown ends. Per furlough planning documents, some of those employees will be IT professionals essential to keeping the lights on. 
"Cybersecurity monitoring, critical benefits systems, and national security networks continue to run, but they're being sustained with a fraction of normal staffing levels," Amerson explained. Beyond putting employees in a stressful situation, it's also a major security risk. 
"Reduced capacity creates real gaps in defense at a time when threats are rising," the ex-CISO said. Let's hope a foreign adversary doesn't have the forethought to capitalize on this situation. (r)
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    'Delightful' root-access bug in Red Hat OpenShift AI allows full cluster takeover

    
Who wouldn't want root access on cluster master nodes?    
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A 9.9 out of 10 severity bug in Red Hat's OpenShift AI service could allow a remote attacker with minimal authentication to steal data, disrupt services, and fully hijack the platform.
"A low-privileged attacker with access to an authenticated account, for example as a data scientist using a standard Jupyter notebook, can escalate their privileges to a full cluster administrator," the IBM subsidiary warned in a security alert published earlier this week.
"This allows for the complete compromise of the cluster's confidentiality, integrity, and availability," the alert continues. "The attacker can steal sensitive data, disrupt all services, and take control of the underlying infrastructure, leading to a total breach of the platform and all applications hosted on it."
Red Hat deemed the vulnerability, tracked as CVE-2025-10725, "important" despite its 9.9 CVSS score, which garners a critical-severity rating from the National Vulnerability Database - and basically any other organization that issues CVEs. This, the vendor explained, is because the flaw requires some level of authentication, albeit minimal, for an attacker to jeopardize the hybrid cloud environment.
Users can mitigate the flaw by removing the ClusterRoleBinding that links the kueue-batch-user-role ClusterRole with the system:authenticated group. "The permission to create jobs should be granted on a more granular, as-needed basis to specific users or groups, adhering to the principle of least privilege," Red Hat added. 
Additionally, the vendor suggests not granting broad permissions to system-level groups.
Red Hat didn't immediately respond to The Register's inquiries, including if the CVE has been exploited. We will update this story as soon as we receive any additional information.
Whose role is it anyway?
OpenShift AI is an open platform for building and managing AI applications across hybrid cloud environments. 
As noted earlier, it includes a ClusterRole named "kueue-batch-user-role." The security issue here exists because this role is incorrectly bound to the system:authenticated group.
"This grants any authenticated entity, including low-privileged service accounts for user workbenches, the permission to create OpenShift Jobs in any namespace," according to a Bugzilla flaw-tracking report.


	Red Hat bins Bugzilla for RHEL issue tracking, jumps on Jira


	Warnings about Cisco vulns under active exploit are falling on deaf ears


	'An attacker's playground:' Crims exploit GoAnywhere perfect-10 bug


	Third time's the charm? SolarWinds (again) patches critical Web Help Desk RCE


One of these low-privileged accounts could abuse this to schedule a malicious job in a privileged namespace, configure it to run with a high-privilege ServiceAccount, exfiltrate that ServiceAccount token, and then "progressively pivot and compromise more powerful accounts, ultimately achieving root access on cluster master nodes and leading to a full cluster takeover," the report said.
"Vulnerabilities offering a path for a low privileged user to fully take over an environment needs to be patched in the form of an incident response cycle, seeking to prove that the environment was not already compromised," Trey Ford, chief strategy and trust officer at crowdsourced security company Bugcrow said in an email to The Register. 
In other words: "Assume breach," Ford added. 
"The administrators managing OpenShift AI infrastructure need to patch this with a sense of urgency - this is a delightful vulnerability pattern for attackers looking to acquire both access and data," he said. "Security teams must move with a sense of purpose, both verifying that these environments have been patched, then investigating to confirm whether-and-if their clusters have been compromised." (r)
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    Air Force admits SharePoint privacy issue as reports trickle out of possible breach

    
Uncle Sam can't quit Redmond    
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Exclusive The US Air Force confirmed it's investigating a "privacy-related issue" amid reports of a Microsoft SharePoint-related breach and subsequent service-wide shutdown, rendering mission files and other critical tools potentially unavailable to service members.
"The Department of the Air Force is aware of a privacy-related issue," an Air Force spokesperson told The Register on Wednesday, while declining to answer specific questions about the alleged digital intrusion.  
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The Air Force's confirmation follows what looks like a breach notification, shared with The Register and on social media, that purports to come from the Air Force Personnel Center Directorate of Technology and Information.
"This message is to inform you of a critical Personally Identifiable Information (PII) and Protected Health Information (PHI) exposure related to USAF SharePoint Permissions," the notice says. "As a result of this breach, all USAF SharePoints will be blocked Air Force-wide to protect sensitive information."
Two other Microsoft services, Teams and Power BI dashboards, will also allegedly be blocked because both access SharePoint, the alert continued, adding that restoration may take up to two weeks.
It's unclear what services, if any, are offline right now. A DAF spokesperson said that the military branch "cannot confirm" that SharePoint and Teams have been disabled. Another person we spoke to on the phone claimed that they were "using it right now" when asked about SharePoint on Tuesday.
A Microsoft spokesperson told The Register that Redmond "has nothing to share at this time," and declined to answer our specific questions including if the Air Force security snafu is related to July's SharePoint fiasco.


	Blame a leak for Microsoft SharePoint attacks, researcher insists


	US Navy: I can't quit you, Azure


	Pentagon ends Microsoft's use of China-based support staff for DoD cloud


	Microsoft rewarded for security failures with another US government contract


Chinese government spies, data thieves, and at least one ransomware gang exploited a couple of SharePoint vulnerabilities over the summer, allowing them to hijack on-premises SharePoint servers belonging to more than 400 organizations and remotely execute code. 
The targets included a "major Western government," according to Check Point Research.
While it's unclear if the SharePoint attacks victimized any US government agencies or military branches, Microsoft's earlier security failings have directly affected Uncle Sam - which continues to funnel billions of dollars into Redmond's coffers.
Also this summer, an investigation exposed Microsoft's use of China-based employees to support DoD cloud services. The Pentagon then launched a review and later banned the practice.
Both Russian and Chinese government snoops broke into Microsoft systems in recent years, giving Beijing access to government emails, and other important, supposedly secret stuff, prompting a lashing from the feds for a "cascade" of "avoidable errors." (r)
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    3.7M breach notification letters set to flood North America's mailboxes

    
Allianz Life and WestJet lead the way, along with a niche software shop    
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A trio of companies disclosed data breaches this week affecting approximately 3.7 million customers and employees across North America.
Insurance biz Allianz Life confirmed the largest incident. It previously revealed data belonging to approximately 1.4 million customers was hit during a break-in at an unnamed third-party CRM provider.
It has now told the Maine Attorney General's Office that 1,497,036 people, to be exact, may have had their names, addresses, dates of birth, and Social Security numbers plundered.
The attackers accessed the data of the insurer's customers, staff, and financial professionals, it said in the letter sent to those affected.
Allianz is joined by Canadian airline WestJet, which on Monday confirmed similar findings after its investigation into a June attack allegedly orchestrated by Scattered Spider.
The airline's cyberattack led to interruptions affecting its online services and mobile app, and at the time it encouraged staff and customers to "exercise additional caution."
WestJet's filing in Maine confirmed 1.2 million American's data was exposed.
The information involved in data thefts almost always varies from victim to victim, and WestJet reiterated that point in its public statement.
It said the data could include names, contact details, information and documents provided in connection with their reservation and travel, and data regarding victims' relationship with WestJet.
"Importantly, credit card or debit card numbers, expiry dates and CVV numbers, and guest user passwords, were not compromised, and our systems are fully secure," WestJet added in a letter to customers and staff. 
"At no time was the safety and integrity of our operations ever in question."


	Schools are swotting up on security yet still flunk recovery when cyberattacks strike


	Fake North Korean IT workers sneaking into healthcare, finance, and AI


	Google bolts AI into Drive to catch ransomware, but crooks not shaking yet


	Asahi runs dry as online attackers take down Japanese brewer


WestJet said its investigation into the widely reported attack ended on September 15, and it began notifying affected individuals soon after.
While the airline was figuring out the damage, another US tech company was battling a ransomware attack that saw criminals make off with over a quarter-million people's records.
Ohio-based Motility Software Solutions, which builds software for dealerships specializing in recreational vehicles (RVs) and powersports vehicles, did its best to avoid the R word.
According to its filing in Maine: "An investigation determined that an unauthorized actor deployed malware that encrypted a portion of our systems. Although the malware primarily restricted our access to internal data, the forensic evidence suggests that, before encryption, the actor may have removed limited files containing customers' personal data."
Again, the affected data varies among the 766,670 victims, but could include full names, home and email addresses, telephone numbers, dates of birth, SSNs, and driver's license numbers.
It said it is not aware of any evidence that the data has been misused at this time, and couldn't find any trace of its data on the most active ransomware group leak sites either.
All three businesses offered identity protection and credit monitoring services - Allianz Life and WestJet two years of coverage, Motility 12 months. (r)
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    Schools are swotting up on security yet still flunk recovery when cyberattacks strike

    
Coursework 'gone forever' as 10% report critical damage    
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Schools and colleges hit by cyberattacks are taking longer to restore their networks -- and the consequences are severe, with students' coursework being permanently lost in some cases.
[image: fed up uni students looking at failing laptop]
Ransomware attack forces Brit high school to shut doors

READ MORE
New figures from the Office of Qualifications and Examinations Regulation (Ofqual), which regulates school qualifications, examinations, and assessments in England, reveal a troubling trend: more teachers are receiving cybersecurity training, yet institutions struck by attacks are increasingly struggling to recover.
Teacher training in the art of cybersecurity jumped from 61 percent during the 2023 to 2024 school year to 72 percent in 2024 to 2025. Despite this progress, recovery times have worsened significantly.
The research shows only 55 percent of schools experiencing a "cyber incident" recovered "immediately" versus 63 percent in the prior academic year. More concerning still, the severity of attacks has intensified: 10 percent of affected schools reported critical damage -- nearly double the 6 percent recorded the year before.
The human cost of these outcomes is substantial. Teachers described student coursework and lesson plans as "gone forever" while an attack against an unnamed academy trust forced staff across the entire organization to recreate their lost schedules and resources, with weeks of disruption to classes as a result.


	Callous crims break into preschool network, publish toddlers' data


	UK schools give system supplier Bromcom an F for Azure uptime


	Microsoft gives in to Chromebook bullies and drops Windows 11 SE


	UK students flock to AI to help them cheat


Released during "Cybersecurity Awareness Month," the figures have prompted Ofqual to press schools to strengthen their cyber defenses.
"Protection from malware and regular data backups are the most effective defense against these threats. Schools that maintain current, accessible backups can restore systems more quickly and avoid ransomware demands," said Amanda Swann, Ofqual's Executive Director of General Qualifications.
"As schools become increasingly digital, robust cybersecurity measures protect both educational continuity and students' academic futures."
The Register has contacted Ofqual for additional comment.
Schools regularly find themselves targeted by hackers, but it isn't just professional cybercriminal operations and ransomware gangs who are to blame. Far from it, in fact.
A recent report by UK data watchdog the Information Commissioner's Office warned that more than half of cyberattacks against schools are carried out by students, with stolen logins the most common form of breach.
Staff practices also contribute to the problem. One in five incidents resulted from employees sending work data to personal devices -- suggesting that cybersecurity awareness training for teachers may need to go further still.
It looks like more lessons on cybersecurity awareness for teachers are required. (r)
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    Beijing-backed burglars master .NET to target government web servers

    
'Phantom Taurus' created custom malware to hunt secrets across Asia, Africa, and the Middle East    
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Threat-hunters at Palo Alto Networks' Unit 42 have decided a gang they spotted two years ago is backed by China, after seeing it sling a new variety of malware.
Unit 42 first spotted this cluster of attackers in 2022 and has kept an eye on it ever since. On Tuesday the infosec investigators decided the group is worthy of a name - "Phantom Taurus" - because it has developed novel tactics, techniques, and procedures (TTPs) in pursuit of military and diplomatic targets across Asia, the Middle East, and Africa.
"We observed that the group takes an interest in diplomatic communications, defense-related intelligence and the operations of critical governmental ministries," the researchers wrote, and noted the group's ops align with China's interests and "frequently coincide with major global events and regional security affairs."
Unit 42 says the group first targeted email systems, then switched to attacks on databases by using stolen credentials. Those efforts saw Phantom Taurus employ infrastructure used by other China-linked gangs, namely Iron Taurus (aka APT27), Starchy Taurus (aka Winnti) and Stately Taurus (aka Mustang Panda).
Phantom Taurus now uses its own infrastructure, and its very own malware that Unit 42 named "NET-STAR" because it's a .NET app and is designed to target Internet Information Services (IIS) web servers.
"The NET-STAR malware suite demonstrates Phantom Taurus' advanced evasion techniques and a deep understanding of .NET architecture, representing a significant threat to internet-facing servers," the threat hunters wrote, before explaining the suite includes three backdoors:

	IIServerCore: A fileless modular backdoor that supports in-memory execution of command-line arguments, arbitrary commands and payloads


	AssemblyExecuter V1: Loads and executes additional .NET payloads in memory


	AssemblyExecuter V2: An enhanced version of AssemblyExecuter V1 that is also equipped with Antimalware Scan Interface (AMSI) and Event Tracing for Windows (ETW) bypass capabilities


Unit 42 thinks Phantom Taurus designed the payloads to confuse infosec researchers, and that their efforts are working because AssemblyExecuter V1has a "seemingly benign code structure" that "results in minimal flagging by antivirus engines on VirusTotal."


	Google issued 'State-backed attack in progress' warnings after spotting web hijack scheme


	Chinese spies suspected of 'moonlighting' as tawdry ransomware crooks


	China-linked Twisted Panda caught spying on Russian defense R&D


	Undiplomatic Chinese threat actor attacks embassies and foreign affairs departments


Palo Alto's article includes indicators of compromise - you'll need to go looking for SHA256 hashes for the three backdoors - and suggests Phantom Taurus is "a significant threat to internet-facing servers."
However, the company's post doesn't detail how Phantom Taurus infects its targets with NET-STAR, or describe any raids it has conducted other than to say it's observed the gang seeking "documents of interest and information related to specific countries such as Afghanistan and Pakistan."
China consistently refutes reports that it backs attack gangs, claiming that they're all part of a US-led plot to discredit it and sully its peaceful intentions. (r)
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