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      Biting the hand that feeds IT -- Enterprise Technology News and Analysis


      
        Give Europe some space! 3 companies join forces to reach for the stars
        Richard Speed

        Airbus, Leonardo and Thales seek to 'strengthen Europe's strategic autonomy in space' Three European aerospace giants plan to combine their space units into a single heavyweight, hoping to boost the continent's space autonomy....

      

      
        Blinded by the light: Tesla fixes glaringly bright Cybertruck headlights
        Brandon Vigliarolo

        Plus: Model 3/Y recall over battery-pack contactors that can cut drive power Feeling a bit blinded by the light when a Cybertruck rolls by? It's not just you -- Tesla's recalling most built to date because the boxy pickup's front parking lights are too bright....

      

      
        Trump's workforce cuts blamed as America's cyber edge dulls
        Carly Page

        The Cyberspace Solarium Commission says years of progress are being undone amid current administration's cuts America's once-ambitious cyber defences are starting to rust, according to the latest annual report from the US Cyberspace Solarium Commission (CSC), which warns that policy momentum has slowed and even slipped backwards thanks to Trump-era workforce and budget cuts.... 

      

      
        Microsoft suggests temporary registry hack for stricken smart card users
        Richard Speed

        When is an issue not an issue? When it's intentional Microsoft accidentally broke several things in the October 2025 Windows Update, but smart card authentication was not one of them. That was intentionally broken, and the temporary workaround requires a registry hack....

      

      
        Apple's ultra-thin iPhone flops as foldable iPad hits a crease
        Owen Hughes

        Weak demand for iPhone Air and delays to a costly foldable tablet suggest Cupertino's hardware experiments are struggling Apple's run of hardware experiments appears to be hitting some turbulence: The company's ultra-thin iPhone Air has reportedly failed to catch on with buyers, while its long-awaited foldable iPad is slipping further down the calendar amid engineering snags and soaring costs....

      

      
        Fedora council approves policy allowing AI-assisted contributions
        Tim Anderson

        Intense discussion approves AI - but subject to full responsibility and disclosure The Fedora Council has approved AI-assisted contributions to its Linux distribution, following intense debate and subject to strict conditions....

      

      
        Google nukes 3,000 YouTube videos that sowed malware disguised as cracked software
        Carly Page

        Check Point helps exorcise vast 'Ghost Network' that used fake tutorials to push infostealers Google has taken down thousands of YouTube videos that were quietly spreading password-stealing malware disguised as cracked software and game cheats....

      

      
        A single DNS race condition brought Amazon's cloud empire to its knees
        Dan Robinson

        Fault in DynamoDB system cascaded through AWS services, knocking major sites offline for hours Amazon has published a detailed postmortem explaining how a critical fault in DynamoDB's DNS management system cascaded into a day-long outage that disrupted major websites and services across multiple brands - with damage estimates potentially reaching hundreds of billions of dollars.... 

      

      
        SAP says some customers are dragging their feet on contract sign-offs
        Lindsay Clark

        Share price dips as cloud sales outlook disappoints amid slow US public sector bookings SAP disappointed investors today after reporting full-year cloud revenue at the bottom end of its guidance range, with execs saying customers in manufacturing and the public sector are taking longer to sign contracts....

      

      
        Senators accuse Smithsonian of 'illegal lobbying' over Discovery squabbles
        Richard Speed

        Cornyn & co ask DoJ to probe respected research institution for trying to 'influence' public The saga of the Great Space Shuttle Relocation has taken another turn after US lawmakers asked the Department of Justice to look into alleged lobbying by the Smithsonian museum to prevent a possible transfer of Discovery to Houston, Texas....

      

      
        Amazon's AI specs aim to stop delivery drivers getting lost between van and porch
        Owen Hughes

        Why monitor staff through phones or cameras when Bezos' boxshifter can strap surveillance to their heads? Amazon is testing AI-powered smart glasses to help its drivers get from their vans to customers' doorsteps....

      

      
        Microsoft threatens to ram Copilot into Exchange Server on-prem
        Richard Speed

        Survey probes interest in AI assistance for locally hosted email setups Microsoft's mission to "Copilot all the things" has reached Exchange Server, with a survey asking if admins want the AI assistant on-prem....

      

      
        SpaceX pulls plug on 2,500 Starlink terminals tied to Myanmar fraud farms
        Carly Page

        Criminal outfits had been using Musk's broadband beacons to run cyber-slavery scams across Southeast Asia SpaceX says it has shut down thousands of Starlink terminals that were powering Myanmar's notorious scam compounds after its satellite network was found to be keeping human trafficking and cyber-fraud operations online in the country's lawless border zones.... 

      

      
        Microsoft finance slang defines the eternal optimist: The 'hockey stick on wheels'
        Richard Speed

        The wheels on Copilot's hockey stick must be giving off smoke by now Microsoft's finance division has a term for an overly optimistic projection that seems to march backward year after year: the hockey stick on wheels....

      

      
        OpenBSD 7.8 out now, and you're not seeing double, 9front releases 'Release'
        Liam Proven

        New version includes multithreaded TCP/IP and Raspberry Pi 5 support The 59th version of the OpenBSD operating system is here, six months after 7.7, with multiple improvements in various areas....

      

      
        UK.gov vows to hack through regulation to get benefit from AI
        Lindsay Clark

        Meanwhile, civil services claims 75,000 days could be saved by the tech each year Ignoring the skeptics and threat of an AI bubble, the UK government is pushing ahead with AI "sandboxing" and backing a raft of projects it claims could benefit from red-tape cutting....

      

      
        Apple's AirDrop makes weird latency spikes for Wi-Fi wonks, researcher finds
        Simon Sharwood

        Cupertino wants you on certain channels, and pushes back if you have your own preferences Networking researcher Christoff Visser has found that Apple devices cause Wi-Fi networks to "jitter" due to traffic generated by the Apple Wireless Direct Link (AWDL) tech that powers the peer-to-peer AirDrop filesharing tool.... 

      

      
        With impeccable timing, AWS debuts automated cloud incident report generator
        Simon Sharwood

        We could really have used this a couple of days ago, guys In the same week that a massive outage of its own cloud inconvenienced millions of customers, AWS has delivered an improved interactive incident reporting service to help its customers explain what happened when their cloud-hosted resources strike trouble....

      

      
        IBM is just not into the 'spend megabucks on cloudy GPUs' thing, rents them instead
        Simon Sharwood

        Infra revenue soars and AI helps everything ... except the share price If IBM reveals improved profit margins or a fresh round of redundancies, AI may be the reason, because Big Blue today revealed that its own "Project Bob" developer assistance tools have improved productivity among its coders by 45 percent....

      

      
        OpenAI's Atlas shrugs off security concerns over prompt injection
        Thomas Claburn

        'Trust no AI' says one researcher OpenAI's brand new Atlas browser is more than willing to follow commands maliciously embedded in a web page, an attack type known as indirect prompt injection....

      

      
        Ex-Uber CSO is gellin' like a felon with teen cyber crims, explains why they do it
        Jessica Lyons

        Meanwhile Sullivan's legal battle continues interview  Two convicted felons walk into a room at the request of a federal judge who wanted one of them - Joe Sullivan, the former Uber chief security officer found guilty of attempting to cover up a 2016 breach at the rideshare company - to help rehabilitate the other, whom the feds accused of hacking into corporate networks as a teen and participating in a "significant" digital heist....

      

      
        NextSilicon Maverick-2 promises to blow away the HPC market Nvidia left behind
        Tobias Mann

        The one chip startup building accelerators for something other than AI boasts performance up 10x that of modern GPUs using a fraction the power Researchers and engineers working in particle physics, materials analysis, or drug discovery haven't exactly been spoiled for choice when it comes to chips capable of the highly precise double-precision calculations that these workloads depend. NextSilicon aims to change that with Maverick-2, a chip aimed not at AI but the high-performance computing (HPC)...

      

      
        Reddit to Perplexity: Get your filthy hands off our forums
        Thomas Claburn

        Social media site continues legal campaign against those who take its content without a license Updated  Reddit on Wednesday filed a lawsuit against Perplexity AI and three of its alleged data dealers for trafficking in unlawfully scraped information....

      

      
        MCP attack abuses predictable session IDs to hijack AI agents
        Jessica Lyons

        The vuln affects the Oat++ MCP implementation updated  A security flaw in the Oat++ implementation of Anthropic's Model Context Protocol (MCP) allows attackers to predict or capture session IDs from active AI conversations, hijack MCP sessions, and inject malicious responses via the oatpp-mcp server....
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        Original URL: https://www.theregister.com/2025/10/23/euro_trio_space/
    

    Give Europe some space! 3 companies join forces to reach for the stars

    
Airbus, Leonardo and Thales seek to 'strengthen Europe's strategic autonomy in space'    


    
        By 
Richard Speed        
    

    
        Posted in Science,
        
            23rd October 2025 16:59 GMT
        
    


    
Three European aerospace giants plan to combine their space units into a single heavyweight, hoping to boost the continent's space autonomy.
The deal was announced on Thursday and has Airbus, Leonardo, and Thales signing a Memorandum of Understanding (MoU) to combine their respective space activities into one company.
According to Airbus, the aim is "to strengthen Europe's strategic autonomy in space."
"This new company also intends to serve as the trusted partner for developing and implementing national sovereign space programmes."
Airbus, which will own 35 percent of the new company, will contribute its Space Systems and Space Digital businesses from Airbus Defence and Space. Leonardo, which will have a 32.5 percent stake, will contribute its Space Division. Thales, which will also hold a 32.5 percent stake, will contribute its shares in Thales Alenia Space, Telespazio, and Thales SESO.


	ESA engineers trace anomaly in silent Juice spacecraft to a bug in the code


	NASA's deep-space laser comms demo has left the chat


	Senators accuse Smithsonian of 'illegal lobbying' over Discovery squabbles


	SpaceX is behind schedule, so NASA will open Artemis III contract to competition


The combined entity will employ approximately 25,000 people across Europe and have an initial annual turnover of about EU6.5 billion (based on 2024 figures).
The new company, if it clears regulatory hurdles, is expected to be operational by 2027 and will, according to Airbus, "pool, build and develop a comprehensive portfolio of complementary technologies and end-to-end solutions, from space infrastructure to services (excluding space launchers)."
Despite pooling their resources, the entity formed by the three companies faces challenges. Even assuming the next two years of discussions with regulators and governments go well, competition in the market is fierce. The arrival of constellations of relatively cheap and simple satellites in low Earth orbit has caused a headache for Europe's satellite makers, accustomed to building more complex spacecraft for geostationary orbit.
As if to hammer home the point, SpaceX recently passed the 10,000 milestone for Starlink satellites launched, although it is worth noting that approximately 8,600 are still in orbit. However, European worries about sovereignty and the need for an alternative to US companies have focused minds.
Airbus CEO Guillaume Faury, Leonardo CEO and GM Roberto Cingolani, and Thales Chair and CEO Patrice Caine said in a joint statement: "This proposed new company marks a pivotal milestone for Europe's space industry. It embodies our shared vision to build a stronger and more competitive European presence in an increasingly dynamic global space market.
"This partnership aligns with the ambitions of European governments to strengthen their industrial and technological assets, ensuring Europe's autonomy across the strategic space domain and its many applications." (r)
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    Blinded by the light: Tesla fixes glaringly bright Cybertruck headlights

    
Plus: Model 3/Y recall over battery-pack contactors that can cut drive power    


    
        By 
Brandon Vigliarolo        
    

    
        Posted in Offbeat,
        
            23rd October 2025 16:28 GMT
        
    


    
Feeling a bit blinded by the light when a Cybertruck rolls by? It's not just you -- Tesla's recalling most built to date because the boxy pickup's front parking lights are too bright.
Tesla released an over-the-air update to address the problem, which it reported to the US National Highway Traffic Safety Administration after discovering the issue during an internal review earlier this month. According to the recall report, Cybertruck software was inadvertently dialing up parking lamp brightness to levels "greater than design specifications," putting the vehicle in violation of US motor vehicle safety regulations. No need to pull the rolling dumpsters off the road for the fix, in other words.
Those excessively bright lights, the NHTSA said, "can reduce visibility of oncoming drivers, increasing the risk of a crash," though the recall notice says there haven't been any incidents yet - which critics might say is because the Cybertruck has largely been a flop. 
Elon Musk had previously proclaimed that Tesla was going to be manufacturing in excess of 200,000 Cybertrucks a year once production ramped up. This recall, nearly two years into the vehicle's occasional presence on roadways, is only targeting 63,619 Cybertrucks, suggesting prior low delivery reports were accurate.  
The recall comes on the heels of news last week that Elon Musk's own companies have been buying up Cybertrucks in droves, possibly in a bid to disguise abysmal sales numbers. Cybertruck lead engineer Wes Morrill had a different take on that news, however, claiming on X that Tesla and SpaceX were intentionally replacing their vehicle fleets with the rectangular monstrosities.
And then there's the power-loss recall
This latest in a string of Cybertruck recalls isn't the only one Tesla's filed of late - it also reported a far more serious issue last week with 2026 Model Y and 2025 Model 3 vehicles that could lose drive power due to a defect in the battery-pack contactor's InTiCa solenoid. 


	'Cybertruck ownership comes with ... interesting fan mail'


	Tesla on the wrong tracks with Fail Self Driving, Senators worry


	Tesla Cybertruck turns into world's most expensive brick after car wash


	Air Force buying two Tesla Cybertrucks so it can learn to destroy them


According to the recall report, this one can't be fixed with a software update, and instead requires 12,963 Model 3 and Model Y owners to schedule a trip to a Tesla service center to have battery pack contactors replaced lest they "lose the ability to apply torque to the vehicle using the accelerator pedal ... which may increase the risk of a collision," per the NHTSA. 
Tesla reported 36 warranty claims and 26 field reports associated with the problem, but said that there weren't any associated accidents or injuries - at least not yet. 
Tesla didn't respond to questions for this story. (r)
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    Trump's workforce cuts blamed as America's cyber edge dulls

    
The Cyberspace Solarium Commission says years of progress are being undone amid current administration's cuts    


    
        By 
Carly Page        
    

    
        Posted in Public Sector,
        
            23rd October 2025 15:57 GMT
        
    


    
America's once-ambitious cyber defences are starting to rust, according to the latest annual report from the US Cyberspace Solarium Commission (CSC), which warns that policy momentum has slowed and even slipped backwards thanks to Trump-era workforce and budget cuts.
The commission's 2025 Annual Report on Implementation finds that only 35 percent of its original 82 recommendations have been fully implemented - down from 48 percent a year ago. Another 34 percent are "nearing implementation", and 17 percent "on track," but this marks the first time in the body's five-year history that the US has actually lost ground on cyber reform.
The watchdog lays much of the blame on workforce cuts and funding shortfalls at critical agencies, particularly at CISA, whose mandate to protect critical infrastructure has been "weakened by steep workforce and budget cuts." The report says the rollback has hobbled CISA's capacity to scale early-warning systems, partner with industry, and maintain trust with the private sector.
Diplomatic cyber capacity has also eroded, the report warns, citing deep cuts to the State Department's science and capacity-building programs and the continued absence of a Senate-confirmed leader for its Bureau of Cyberspace and Digital Policy. Those functions were seen as vital for projecting US cyber power abroad and coordinating with allies against hostile state activity.
"The United States faces a pivotal decision point," the commission writes. "It is up to the administration and Congress to seize this opportunity to secure the gains of the past five years; reinforce its cyber deterrence posture; and send a clear signal of capability, intent, and continuity to its adversaries."
It warns that adversaries are innovating faster than Washington can respond, and that previous gains could quickly evaporate without renewed investment.
Among its top five priorities for the administration: restore funding and staffing for CISA, boost the clout of the Office of the National Cyber Director (ONCD), rebuild diplomatic cyber capacity, reinstate the Critical Infrastructure Partnership Advisory Council (CIPAC) to improve public-private collaboration, and expand the federal cyber talent pipeline.
That last point comes with a sharp jab at the administration's hiring policies. The report argues that Trump's rollback of diversity and inclusion initiatives and his introduction of "at-will" hiring mandates have narrowed the pipeline at exactly the moment when demand for skilled cyber professionals is exploding.
"The result is a growing gap in filling critical cyber positions from an already limited talent pool," the report states.


	Trump scrubs all mention of DEI, gender, climate change from federal websites


	TI CEO says some customers still wary of Trump's import tax roulette


	Nvidia still needs Taiwan even as TSMC ramps Blackwell production in Arizona


	Chamber of Commerce sues over Trump's $100K H-1B paywall


Even more worrying, the CSC notes that "nearly a quarter of fully implemented recommendations have lost that status," meaning some of the progress made since 2020 is already unravelling. "For the first time, there has been a substantial reversal of the advances made in previous years," it warns.
The overall tone of the report is one of frustration mixed with urgency. Many of the original reforms are still in motion, but the pace has faltered. The commission stresses that continuity, across administrations and political divides, is essential if the US is to keep up with adversaries such as China, Russia, and Iran.
The message is clear: the cyber threats aren't slowing down, even if Washington seems to be. (r)
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    Microsoft suggests temporary registry hack for stricken smart card users

    
When is an issue not an issue? When it's intentional    


    
        By 
Richard Speed        
    

    
        Posted in SaaS,
        
            23rd October 2025 14:59 GMT
        
    


    
Microsoft accidentally broke several things in the October 2025 Windows Update, but smart card authentication was not one of them. That was intentionally broken, and the temporary workaround requires a registry hack.
Redmond noted the issue last week after smart card authentication and other certificate operations started failing following an "improvement" made to Windows in light of CVE-2024-30098. Part of the mitigation was to require RSA-based smart card certificates to use KSP (Key Storage Provider) instead of CSP (Cryptographic Service Provider).
The upshot of this change is that certificates that use CSP might have problems after the update. These problems could manifest as an inability to sign documents, smart cards not being recognized as CSP providers in 32-bit applications, and failures in applications that rely on certificate-based authentication.
The good news is that until the authenticating app is updated to perform Key Storage Retrieval using the Key Storage API, there is a workaround. The bad news is that it requires a registry hack on every affected device.
The bad news is that the hack will only work until the April 2026 Windows updates, when Microsoft plans to remove it.


	Feds flag active exploitation of patched Windows SMB vuln


	Windows 11 tiptoes further into dark mode with new dialogs


	Windows 11 update knocks out USB mice, keyboards in recovery mode


	Turns out the end of Windows 10 is good for something: The PC refresh cycle


The workaround requires affected users to set the DisableCapiOverrideForRSA registry key value to 0 on every device. The issue affects almost every supported version of Windows and Windows Server, as well as some that are no longer supported, such as Windows 10 22H2. Think of it as a going-away present from Microsoft to the affected users still on Windows 10.
There is no long-term resolution planned for this issue, since the behavior is by design and up to developers to fix in their authenticating app. The short-term workaround, however, is less than ideal. Editing the registry carries some risk, and it is all too easy to bork an installation by tinkering with the wrong key. Additionally, allowing a user anywhere near the registry will be the last thing an admin would want, further adding to workloads.
Still, with Windows 10 22H2 reaching end of support on October 14, Microsoft's final update left users with something to remember it by. (r)
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    Apple's ultra-thin iPhone flops as foldable iPad hits a crease

    
Weak demand for iPhone Air and delays to a costly foldable tablet suggest Cupertino's hardware experiments are struggling    


    
        By 
Owen Hughes        
    

    
        Posted in Personal Tech,
        
            23rd October 2025 14:31 GMT
        
    


    
Apple's run of hardware experiments appears to be hitting some turbulence: The company's ultra-thin iPhone Air has reportedly failed to catch on with buyers, while its long-awaited foldable iPad is slipping further down the calendar amid engineering snags and soaring costs.

  
    [image: Hand holding a new iPhone 17 Air ]
  

According to Apple analyst Ming-Chi Kuo, demand for the iPhone Air has fallen well short of expectations. Suppliers are said to be cutting production capacity by more than 80 percent between now and early 2026, with some components to be discontinued entirely before the end of the year. 
Kuo argues the weak sales show that Apple's standard and Pro models already satisfy most high-end buyers, leaving little appetite for a thinner phone that trims features along with weight. Analysts from Japan's Mizuho Securities are said to have come to a similar conclusion, while Taiwan's Nikkei Asia reports that Apple has cut production of the iPhone Air to nearly "end of production" levels after weaker-than-expected demand.
The iPhone Air launched as part of the iPhone 17 lineup last month. Billed as the thinnest handset Apple has ever made - at just 5.6mm thick - it was pegged as a replacement for Apple's short-lived Plus model.
Despite its titanium frame and $999 price tag, the Air's appeal appears to have been mostly cosmetic. Even iFixit, which gave the phone a respectable repairability score of 7 out of 10, noted that "thinner often means flimsier," and that the iPhone Air was more a marvel of smartphone engineering than a meaningful upgrade for consumers. A survey by KeyBanc Capital Markets this week found there is "virtually no demand" for the device - a somewhat blunt assessment of Cupertino's latest design experiment.
Apple's other hardware gamble, an 18-inch foldable iPad, doesn't appear to be faring much better. Bloomberg reports that the device, initially planned for 2028, may now slip to 2029 or later as engineers wrestle with the weight and complexity of the foldable display. 
Early reports described the design as resembling two iPad Pros lying side by side, while more recent accounts suggest the device folds shut like a MacBook and opens out into an 18-inch display that offers roughly the same screen space as a 13-inch laptop.


	Apple's AirPods Pro 3 are still chuck-and-buy-again specials


	iPhone 17 Scratchgate is real, iFixit warns - buy a case for your fancy phone


	Don't despair. iFixit says you can still repair that iPhone Air


	Apple's 'Awe Droppings' fall close to the tree


Apple has worked with Samsung Display to try to minimize the fold crease, which is a common issue with existing foldables. However, reports suggest the results remain both heavy and costly, with prototypes weighing around 3.5 pounds (1.6kg) - roughly the same as a MacBook Pro and nearly triple the heft of this year's iPad Pro.
The price is also reported to have climbed from an early projection of $3,000 to around $3,900, placing it well above Huawei's MateBook Fold, a similar 18-inch model that sells for about $3,400 in China. Huawei's machine, however, features a Kirin X90 chip built on China's two-year-old 7nm process - a reminder that China remains several generations behind Western fabs. By contrast, Apple's collaboration with Samsung keeps it tied to the cutting edge but at a much higher cost in both engineering and price. (r)
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    Fedora council approves policy allowing AI-assisted contributions

    
Intense discussion approves AI - but subject to full responsibility and disclosure    


    
        By 
Tim Anderson        
    

    
        Posted in AI + ML,
        
            23rd October 2025 14:19 GMT
        
    


    
The Fedora Council has approved AI-assisted contributions to its Linux distribution, following intense debate and subject to strict conditions.
Contributors must take full accountability for their submissions and disclose AI tool usage when AI generates a significant portion of their work unchanged. Minor AI assistance, like grammar checking, doesn't require disclosure..
The policy was drafted in late September, following an AI survey in summer 2024, and was then discussed by the community. It also includes sections on use of AI in project management and Fedora as a platform for AI development. One notable clause states states "any user-facing AI assistant, especially one that sends data to a remote service, must not be enabled by default and requires explicit, informed consent" - something users of commercial operating systems would likely welcome.
Fedora operations architect Aoife Moloney posted yesterday that "the Fedora council has approved the latest version of the AI-assisted contributions policy," after addressing two initial concerns about accountability and transparency.
Accountability is that a contributor is responsible for everything they submit, whether or not it is AI-generated. Transparency was strengthened to state that "you MUST disclose the use of AI tools when the significant part of the contribution is taken from a tool without changes." Words like MUST, MAY and SHOULD in the policy are defined as in RFC 2119, used for internet standards.
A contribution is not necessarily code but could also include content such as documentation and social media posts, design assets, and more. Therefore the policy does not define what a contribution is.
Fedora is a free operating system sponsored by Red Hat and is the most cutting-edge of the company's Linux distributions. New versions are released at six-month intervals, and it is the basis for CentOS Stream which in turn is the basis for Red Hat Enterprise Linux. According to the post on the draft proposal, the Fedora council regards AI as a "transformative technology" and is trying to make its distribution a strong platform for AI development and use, while also guarding against misuse, breach of privacy, and low quality code.
One of the concerns expressed in the policy is that submitting "AI slop" puts too much burden on human reviewers and is therefore not an acceptable contribution. Another is that while AI tools may be used as part of a review process, "AI should not make the final determination on whether a contribution is accepted or not."


	Is PHP declining? JetBrains says yes. And no


	Trust the AI, says new coding manifesto by Kim and Yegge


	Meta will move React to Linux Foundation to address vendor dominance fears


	JetBrains backs open AI coding standard that could gnaw at VS Code dominance


AI assistants are non-deterministic and may generate buggy or badly structured code, or code that the human who requested it does not understand. Some reports indicate that AI is eroding code quality. As such, there are reasonable concerns about the impact of AI on the quality of contributions.
A problem for Fedora, however, as framed by community architect and council member Justin Wheeler, is that "without a policy to provide some kind of guidance, we already run the risk of abuse."
Another aspect highlighted by Wheeler is that in the absence of a policy, a contributor might be "harassed by project members for their use of AI."
If the policy is successful and contributors observe its disclosure and transparency guidelines, this will enable research into the impact of AI assistance on the project, good or bad. (r)
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    Google nukes 3,000 YouTube videos that sowed malware disguised as cracked software

    
Check Point helps exorcise vast 'Ghost Network' that used fake tutorials to push infostealers    


    
        By 
Carly Page        
    

    
        Posted in Cyber-crime,
        
            23rd October 2025 14:04 GMT
        
    


    
Google has taken down thousands of YouTube videos that were quietly spreading password-stealing malware disguised as cracked software and game cheats.
Researchers at Check Point say the so-called "YouTube Ghost Network" hijacked and weaponized legitimate YouTube accounts to post tutorial videos that promised free copies of Photoshop, FL Studio, and Roblox hacks, but instead lured viewers into installing infostealers such as Rhadamanthys and Lumma. 
The campaign, which has been running since 2021, surged in 2025, with the number of malicious videos tripling compared to previous years. More than 3,000 malware-laced videos have now been scrubbed from the platform after Check Point worked with Google to dismantle what it called one of the most significant malware delivery operations ever seen on YouTube.
Check Point says the Ghost Network relied on thousands of fake and compromised accounts working in concert to make malicious content look legitimate. Some posted the "tutorial" videos, others flooded comment sections with praise, likes, and emojis to give the illusion of trust, while a third set handled "community posts" that shared download links and passwords for the supposed cracked software.
"This operation took advantage of trust signals, including views, likes, and comments, to make malicious content seem safe," said Eli Smadja, security research group manager at Check Point. "What looks like a helpful tutorial can actually be a polished cyber trap. The scale, modularity, and sophistication of this network make it a blueprint for how threat actors now weaponise engagement tools to spread malware."
Once hooked, victims were typically instructed to disable antivirus software, then download an archive hosted on Dropbox, Google Drive, or MediaFire. Inside was malware rather than a working copy of the promised program, and once opened, the infostealers exfiltrated credentials, crypto wallets, and system data to remote command-and-control servers.
One hijacked channel with 129,000 subscribers posted a cracked version of Adobe Photoshop that racked up nearly 300,000 views and more than 1,000 likes. Another targeted cryptocurrency users, redirecting them to phishing pages hosted on Google Sites. 
As Check Point tracked the network, it found the operators frequently rotated payloads and updated download links to outpace takedowns, creating a resilient ecosystem that could quickly regenerate even when accounts were banned.


	SpaceX pulls plug on 2,500 Starlink terminals tied to Myanmar fraud farms


	Jaguar Land Rover cyber-meltdown tipped to cost the UK almost PS2B


	Muji's minimalist calm shattered as ransomware takes down logistics partner


	Feds flag active exploitation of patched Windows SMB vuln


Check Point says the Ghost Network's modular design, with uploaders, commenters, and link distributors, allowed campaigns to persist for years. The approach mimics a separate operation the firm has dubbed the "Stargazers Ghost Network" on GitHub, where fake developer accounts host malicious repositories.
While most of the malicious videos pushed pirated software, the biggest lure was gaming cheats - particularly for Roblox, which has an estimated 380 million monthly active players. Other videos dangled cracked copies of Microsoft Office, Lightroom, and Adobe tools. The "most viewed" malicious upload targeted Photoshop, drawing almost 300,000 views before Google's cleanup operation.
The surge in 2025 marks a sharp shift in how malware is being distributed. Where phishing emails and drive-by downloads once dominated, attackers are now exploiting the social credibility of mainstream platforms to bypass user skepticism.
"In today's threat landscape, a popular-looking video can be just as dangerous as a phishing email," Smadja said. "This takedown shows that even trusted platforms aren't immune to weaponization, but it also proves that with the right intelligence and partnerships, we can push back."
Check Point doesn't have concrete evidence as to who is operating this network. It said the primary beneficiaries currently appear to be cybercriminals motivated by profit, but this could change if nation-state groups use the same tactics and video content to attract high-value targets.
The YouTube Ghost Network's rise underscores how far online malware peddlers have evolved from spammy inbox bait. The ghosts may have been exorcised this time, but with engagement now an attack vector, the next haunting is only ever a click away. (r)
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    A single DNS race condition brought Amazon's cloud empire to its knees

    
Fault in DynamoDB system cascaded through AWS services, knocking major sites offline for hours    
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Amazon has published a detailed postmortem explaining how a critical fault in DynamoDB's DNS management system cascaded into a day-long outage that disrupted major websites and services across multiple brands - with damage estimates potentially reaching hundreds of billions of dollars.
The incident began at 11:48 PM PDT on October 19 (7.48 UTC on October 20), when customers reported increased DynamoDB API error rates in the Northern Virginia US-EAST-1 Region. The root cause was a race condition in DynamoDB's automated DNS management system that left an empty DNS record for the service's regional endpoint.
The DNS management system comprises two independent components (for availability reasons): a DNS Planner that monitors load balancer health and creates DNS plans, and a DNS Enactor that applies changes via Amazon Route 53.
Amazon's postmortem says the error rate was triggered by "a latent defect" within the service's automated DNS management system.
The race condition occurred when one DNS Enactor experienced "unusually high delays" while the DNS Planner continued generating new plans. A second DNS Enactor began applying the newer plans and executed a clean-up process just as the first Enactor completed its delayed run. This clean-up deleted the older plan as stale, immediately removing all IP addresses for the regional endpoint and leaving the system in an inconsistent state that prevented further automated updates applied by any DNS Enactors.
Before manual intervention, systems connecting to DynamoDB experienced DNS failures, including customer traffic and internal AWS services. This impacted EC2 instance launches and network configuration, the postmortem says.


	With impeccable timing, AWS debuts automated cloud incident report generator


	AWS outage turned smart homes into dumb boxes - and sysadmins into therapists


	AWS admits more bits of its cloud broke as it recovered from DynamoDB debacle


	Amazon brain drain finally sent AWS down the spout


The DropletWorkflow Manager (DWFM), which maintains leases for physical servers hosting EC2 instances, depends on DynamoDB. When DNS failures caused DWFM state checks to fail, droplets - the EC2 servers - couldn't establish new leases for instance state changes.
After DynamoDB recovered at 2.25 AM PDT (9:25 AM UTC), DWFM attempted to re-establish leases across the entire EC2 fleet. The massive scale meant the process took so long that leases began timing out before completion, causing DWFM to enter "congestive collapse" requiring manual intervention until 5:28 AM PDT (12:28 PM UTC).
Next, Network Manager began propagating a huge backlog of delayed network configurations, causing newly launched EC2 instances to experience network configuration delays.
These network propagation delays affected the Network Load Balancer (NLB) service. NLB's health checking subsystem removed new EC2 instances that failed health checks due to network delays, only to restore them when subsequent checks succeeded.
With EC2 instance launches impaired, dependent services including Lambda, Elastic Container Service (ECS), Elastic Kubernetes Service (EKS), and Fargate all experienced issues.
AWS has disabled the DynamoDB DNS Planner and DNS Enactor automation worldwide until safeguards can be put in place to prevent the race condition reoccurring.
In its apology, Amazon stated: "As we continue to work through the details of this event across all AWS services, we will look for additional ways to avoid impact from a similar event in the future, and how to further reduce time to recovery."
The prolonged outage affected websites and services over the space of the day. It also hit government services. Some estimates suspect the resultant chaos and damage may yet reach hundreds of billions of dollars. (r)
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    SAP says some customers are dragging their feet on contract sign-offs

    
Share price dips as cloud sales outlook disappoints amid slow US public sector bookings    
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SAP disappointed investors today after reporting full-year cloud revenue at the bottom end of its guidance range, with execs saying customers in manufacturing and the public sector are taking longer to sign contracts.
The European software giant now expects sales to be near the floor of its EU21.6-21.9 billion ($25.2-25.5 billion) forecast. Shares were down 2 percent at the time of writing.
SAP generated EU9.1 billion in global revenue for its calendar Q3, up 7 percent year-on-year. Cloud revenue was up 22 percent to EU5.29 billion, lower than the EU5.33 billion analysts had projected. Operating profit climbed 12 percent to EU2.49 billion.
Responding to a question about elongated sales cycles and straitened US public sector spending, CEO Christian Klein told investors he was optimistic deals would pick up despite challenges in the first half of the year.
"You're going to miss in the US public sector and also in a few deals in the manufacturing space... it's hard to catch up. Looking at our Q4 pipeline, a lot of these deals [are] now coming back. And that gives us a lot of confidence," he said.
SAP CFO Dominik Asam said the company's cloud revenue outlook for fiscal 2025 would now be "toward its lower end [of guidance] due to delayed bookings in the first half of the year, as already highlighted in July."
"We have seen this dynamic of back-end loaded bookings again in Q3, especially in sectors such as industrial manufacturing and public sector," he said.
SAP, a foundational company in the ERP market, has in recent decades branched out into other business applications including HR, CRM, and supply chain management.


	SAP users still wrestling with business case for S/4HANA


	Unwary SAP private cloud users face 10% renewal hikes, warns Gartner


	Britain's biggest nuclear site looks set to outlast SAP support again


	Russia-backed Indian oil company loses bid to force SAP support as sanctions bite


However, Asam said ERP remained the main driver of growth. "It delivered 31 percent of growth in Q3, demonstrating the unabated momentum of strong market share gains in what by now represents 87 percent of cloud revenues and actually more than 100 percent of the year-over-year increase in cloud revenues."
Earlier this month, Gartner warned some SAP Cloud ERP Private customers were receiving renewal proposals with double-digit price increases after failing to negotiate a renewal price cap. At the time, The Register asked SAP to comment on cloud pricing.
Talking to investors on the conference call, Klein said customers understood they would pay a premium for SAP's ERP platform in the cloud.
"This is not only about putting an ERP system on a public cloud infrastructure, in a datacenter... There are sometimes much higher standards [required], which we can fulfill, but customers understand that they have to pay a premium for that. Our sales team knows that when they want to make their quota, there is a volume included, but we also have a pricing element included." (r)
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    Senators accuse Smithsonian of 'illegal lobbying' over Discovery squabbles

    
Cornyn & co ask DoJ to probe respected research institution for trying to 'influence' public    
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The saga of the Great Space Shuttle Relocation has taken another turn after US lawmakers asked the Department of Justice to look into alleged lobbying by the Smithsonian museum to prevent a possible transfer of Discovery to Houston, Texas.


This is a silly attempt to silence the Smithsonian from publicly defending their full and permanent 'right, title and interest' of Discovery...


A letter, sent by US Senators John Cornyn (R-TX) and Ted Cruz (R-TX) and Congressman Randy Weber (TX-14) has asked for an investigation into possible violations of the Anti-Lobbying Act by Smithsonian Institution staff in connection with attempts to derail the passage and implementation of the Space Shuttle provision of the One Big Beautiful Bill Act (OBBBA).
What's the Space Shuttle provision, you ask? The act talks about a "space vehicle" that has flown into space and carried astronauts. This doesn't necessarily mean Space Shuttle Discovery. However, both sides of the argument certainly believe it does.
Earlier this month, the war of words over the possible relocation of the vehicle intensified, with NASA and the Smithsonian estimating that a move to Houston would cost between $120 million and $150 million (excluding the cost of housing the orbiter) and require dismantling Discovery for transport. A spokesperson for Senator Cornyn's office later told The Register the total cost was more likely to be in the region of $5 million to $8 million.
Yesterday, the lawmakers said: "the Institution has circulated cost estimates that exceed quotes from experienced private-sector logistics firms by more than tenfold and has falsely claimed the shuttle's wings would need to be removed for transport, a claim not supported by industry experts.
"These activities raise significant concerns under the Anti-Lobbying Act, which prohibits the use of appropriated funds for communications intended to influence members of the public to pressure Congress regarding legislation or appropriations matters."
Joe Stief, a healthcare investor and creator of the KeepTheShuttle movement, said, "This is a silly attempt to silence the Smithsonian from publicly defending their full and permanent 'right, title and interest' of Discovery."
Stief noted that the claim about the need to dismantle the Discovery and the cost of relocation, estimated to be between $120 million and $150 million, was not solely of the Smithsonian's making. US space agency NASA was involved, too. Both, he said, are "organizations who designed, flew, transported and now preserve the shuttle."


	Space Shuttle war of words takes off as senator blasts 'woke Smithsonian'


	Texas senators cry foul over Smithsonian's pricey Space Shuttle shuffle


	US House Appropriations Committee saves NASA budget, Prez holds the veto pen


	NASA won't name the Shuttle picked to move to Texas


Stief has a point. NASA and the Smithsonian are very familiar with the orbiter.
The details behind the lower quotes and how Discovery would be kept intact have yet to be published. However, a report from the Congressional Research Service (CRS) included a preliminary estimate from "a private company with experience of moving large vehicles," which came to $8 million for transporting the orbiter by ground and barge. The report also notes, "Any of these costs might change as the details of the move are clarified."
Although the OBBBA authorizes the funds for the relocation, the US government is currently shut down. US citizens will no doubt be delighted their representatives have found the time to squabble over a long-retired spacecraft rather than deal with other issues. (r)
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    Amazon's AI specs aim to stop delivery drivers getting lost between van and porch

    
Why monitor staff through phones or cameras when Bezos' boxshifter can strap surveillance to their heads?    
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Amazon is testing AI-powered smart glasses to help its drivers get from their vans to customers' doorsteps.
The smart specs combine mounted cameras with computer vision and what Amazon calls "AI-powered sensing capabilities," which project turn-by-turn directions and delivery instructions directly into the driver's field of view.
[image: Workers in an Amazon warehouse]
Amazon a prime target of warehouse law protecting bathroom breaks

READ MORE
The idea, Amazon said in an announcement, is to create a "hands-free experience" that reduces the need for drivers to repeatedly look between their phones, packages, and surroundings when making a drop-off. In practice, the hands-free part may be limited, given that packages still need to be carried to the customer's doorstep.
The glasses are part of a wider push, we're told, to thread AI through Amazon's last-mile delivery network, sitting alongside its expanding fleet of route-planning software, drones, and warehouse automation tools.
Once a driver parks, the glasses automatically activate, helping them with everything from finding the right parcel in the van to navigating apartment buildings and confirming the drop-off.
A small controller in the delivery vest houses the battery and buttons, including an emergency contact system. The glasses support prescription lenses and transitional lenses that automatically adjust to light.


	Amazon accused of using algorithms to push warehouse workers to breaking point


	We're paying for what we don't get: East D.C. neighbors frustrated with Amazon's Prime delivery exclusions


	Washington DC drags Amazon to court for 'yoinking' driver tips


	Amazon drivers unionize after AI sends them on 'impossible' routes


Future iterations of the eyewear could detect when a parcel has been dropped at the wrong address, flag loose pets or trip hazards, or automatically adjust to low-light conditions.
The eyewear was developed under Amazon's $16.7 billion Delivery Service Partner program, which funds AI programs across its global network of drivers. The company says the tech was designed with feedback from hundreds of test drivers, with one saying they made him "feel safer the whole time" because the display kept information "right in my field of view." 
Skeptics might note the flip side: wearable cameras and continuous tracking built directly into a driver's line of sight. Amazon insists the aim is to make deliveries safer and more "seamless" - a term it uses a grand total of five times in its announcement.
Whether "seamless" also means "more easy to observe" is something delivery drivers may soon find out. (r)
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    Microsoft threatens to ram Copilot into Exchange Server on-prem

    
Survey probes interest in AI assistance for locally hosted email setups    
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Microsoft's mission to "Copilot all the things" has reached Exchange Server, with a survey asking if admins want the AI assistant on-prem.
"We are exploring the possibility of introducing Copilot for Exchange Server (on-premises)," Microsoft says, linking to a ten-question form that asks: "Would your organization be comfortable enabling Copilot for Exchange Server if it requires sending some Exchange Server data to the cloud?"
Er, probably not. After all, many administrators run an on-premises version of Exchange precisely because they don't want any Exchange Server data being sent to Microsoft's cloud.
While Copilot is not formally planned for the on-premises version of Exchange Server, the direction of travel is clear. The survey asks what capabilities would be useful (such as summarizing emails or monitoring Exchange Server health) and what requirements are non-negotiable, such as regulatory compliance, data boundary assurances, admin-defined restrictions, and complete internet disconnection.


	AI bubble inflates Microsoft CEO pay to $96.5M


	Lloyds Banking Group claims Microsoft Copilot saves staff 46 minutes a day


	The real insight behind measuring Copilot usage is Microsoft's desperation


	Feeling lonely? Microsoft Copilot can now listen to your every word, watch your screen


The survey offers only three options for current Microsoft 365 Copilot use: "Yes, a large part of our employees already use M365 Copilot," "We are in an early adoption phase and a few users already use Copilot," and "Not yet." Oddly, there's no "over my dead body."
For context, Copilot could have its uses in Exchange, such as the ones Microsoft described above.
However, The Reg asked the assistant why Exchange Online kept falling over, and it cited configuration errors, faulty builds, and "deeper vulnerabilities in Microsoft's cloud architecture." So clearly there's no problem with on-premises data heading to Microsoft's cloud.
The survey does not mean that Copilot will ever become an option - or mandate - for the on-premises version of Exchange Server. But it should give administrators pause for thought and is therefore worth completing.
Otherwise, there can be no complaining when a perky paperclip appears asking: "Hey, it looks like you're trying to run an email server without sending your data to Microsoft's cloud. Would you like some help with that?" (r)
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    SpaceX pulls plug on 2,500 Starlink terminals tied to Myanmar fraud farms

    
Criminal outfits had been using Musk's broadband beacons to run cyber-slavery scams across Southeast Asia    
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SpaceX says it has shut down thousands of Starlink terminals that were powering Myanmar's notorious scam compounds after its satellite network was found to be keeping human trafficking and cyber-fraud operations online in the country's lawless border zones.
In a statement posted on X, SpaceX's senior vice president of commercial business, Lauren Dreyer, said the company had "proactively identified and disabled over 2,500 Starlink Kits in the vicinity of suspected scam centers" in Myanmar. She added that SpaceX "complies with local laws in all 150+ markets where Starlink is licensed to operate" and takes "appropriate action" when it detects violations of its acceptable use policy or applicable law.
[image: call center]
That call center tech scammer could be a human trafficking victim

READ MORE
The move comes just days after Myanmar's military authorities raided one of the country's largest online fraud operations, a sprawling compound near the Thai border known as KK Park. Officials reportedly detained more than 2,000 people and seized dozens of Starlink terminals believed to have been used by gangs to maintain internet access in the region, where conventional telecom services are often restricted or monitored.
The KK Park raid marked the latest in a series of crackdowns on human trafficking-linked cybercrime rings operating in special economic zones across Myanmar, Cambodia, and Laos. Many of these compounds are believed to be controlled by Chinese-speaking criminal syndicates running online fraud schemes, from crypto investment scams to fake romance and pig-butchering operations, that target victims around the world.
Until recently, these syndicates relied on unstable local networks or smuggled SIM cards to stay online. The arrival of Starlink, with its global satellite coverage and portable hardware, gave them a new way to operate under the radar. According to reports, black market Starlink terminals have been flooding into Southeast Asia via neighboring Thailand and China, often sold at inflated prices and activated using accounts registered elsewhere.


	Lethal Cambodia-Thailand border clash linked to cyber-scam slave camps


	UN says Asian scam call center epidemic expanding globally amid political heat


	Thailand ready to welcome 7,000 trafficked scam call center victims back from Myanmar


	Europol op shutters 12 scam call centers and cuffs 21 suspected fraudsters


SpaceX's announcement suggests the company is stepping up enforcement against such misuse. Dreyer admitted that while Starlink has brought "immense benefits" by connecting the unconnected, it also carries "a risk of misuse by bad actors."
The statement is one of the clearest acknowledgements yet from SpaceX that its low Earth orbit broadband service has been exploited by criminal groups. It also comes amid mounting pressure on the company to tighten oversight as governments struggle to curb transnational cybercrime networks that thrive on the connectivity Starlink enables.
Myanmar's military has not confirmed whether it coordinated with SpaceX ahead of this week's takedown, though officials told local media that seized terminals would be investigated and destroyed.
For Musk's outfit, it's another reminder that the same satellites bringing Wi-Fi to the world's dead zones can just as easily beam bandwidth to people who'd rather stay off the radar, or on the wrong side of it. As SpaceX puts it, the goal is to ensure Starlink "remains a force for good" - though in Myanmar's lawless borderlands, keeping that promise may prove harder than beaming down bandwidth. (r)
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    Microsoft finance slang defines the eternal optimist: The 'hockey stick on wheels'

    
The wheels on Copilot's hockey stick must be giving off smoke by now    
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Microsoft's finance division has a term for an overly optimistic projection that seems to march backward year after year: the hockey stick on wheels.
The hockey stick graph will be familiar to anyone who's seen those wildly optimistic forecasts from companies or consultants promising that, yes, growth may be flat or negative for now - but a sharp exponential rise is just around the corner.
Pretty much every sales forecast tends to have this hockey stick shape because, let's face it, you've got to be an optimist in that line of work.
Veteran Microsoft engineer Raymond Chen - long fluent in Microspeak, the variant of English spoken at Microsoft - said on the company's developer blog site: "The Microsoft finance division has their own variation on the hockey stick: The hockey stick on wheels."
"Consider a team which presents their forecasts in the form of a hockey stick graph," said Chen on Tuesday. "They come back the next year with their revised forecasts, and they are the same as last year's forecast, just delayed one year.
"If you overlay this revised hockey stick forecast on top of the previous year's forecast, it looks like what happened is that the hockey stick slid forward one year.


	Microsoft's ancient icon library still lurks deep within Windows 11


	Microsoft veteran explains Windows quirk that made videos play in Paint


	Windows 95 was too fat to install itself so needed help from the slimmer 3.1


	Why Microsoft has the name of an old mouse hidden in its Bluetooth drivers


"When this happens, the finance people jokingly call it a 'hockey stick on wheels' because it looks like somebody bolted wheels onto the bottom of the hockey stick graph and is just rolling it forward by one year each year."
It sounds a lot nicer than another variant often trotted out to describe charts where the hockey stick keeps being pushed to the right, the "hairy back." This is caused by a seemingly jagged appearance where the previous hockey stick remains visible beneath the new forecast after things didn't go as hoped.
Curiously, Chen chose to use the sales forecast chart for Intel's doomed Itanium processor to illustrate his point, when Copilot is right there.
The hockey stick chart will undoubtedly be familiar to investors dealing with AI companies and promises of profitability due anytime now. (r)
    






        





This article was downloaded by calibre from https://go.theregister.com/feed/www.theregister.com/2025/10/23/microsoft_hockey_stick_wheels/



	Previous
	Articles
	Sections
	Next





	Previous
	Articles
	Sections
	Next







    
        Original URL: https://www.theregister.com/2025/10/23/openbsd_78_and_9front_release/
    

    OpenBSD 7.8 out now, and you're not seeing double, 9front releases 'Release'

    
New version includes multithreaded TCP/IP and Raspberry Pi 5 support    
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The 59th version of the OpenBSD operating system is here, six months after 7.7, with multiple improvements in various areas.
OpenBSD's installer is not for the timid, so we do not recommend dual-booting if you don't have previous experience. That means it's best to dedicate a machine to it while you learn your way around. With version 7.8 there's an new, affordable, and fairly high performance way to do this: it now has official support for the Raspberry Pi 5 (along with multiple other Arm64 platforms.)
This support does come with an important caveat, though:


Added support for Raspberry Pi 5 (with console on serial port).


The emphasis is ours. So, you should be ready to wire up an RS-232 connector to your Pi 5's GPIO connector. There are RS-232 HATs available, and there's a small chance that a USB-to-RS-232 adaptor might work, but we wouldn't rely on it. The code change was committed in September, and mentions other limitations:


Known issues:



	

Booting from PCIe storage HATs doesn't work because of missing U-Boot support.




	
WiFi on the Raspberry Pi 5 Model B "d0" boards doesn't work.




	
The active cooler (fan) doesn't work because of missing pwm/clock drivers (some work is in-progress).






Elsewhere in the Arm world, it also has improved support for Apple Silicon Macs, Snapdragon Elite X laptops, and Arm64 power management.
The other improvement that seemed especially interesting to us was that the OpenBSD TCP/IP stack is now multithreaded. It scales with the number of CPUs in the machine, up to a maximum of eight cores, with one connection handled by one core. This includes some of the more computationally-demanding aspects of IPv6.
There's also built-in support for AMD's Secure Encrypted Virtualization tech. This includes OpenBSD's built-in VMM/VMD hypervisor, which can now create and managed SEV-encrypted VMs, but it also extends to running OpenBSD in an SEV VM on Linux's KVM.
A few months ago we surveyed tiling terminal multiplexers, and tmux came out looking good. OpenBSD already supported tmux, but 7.8 has enough improvement to merit their own section in the release notes, with 16 new features and bugfixes.
Nothing hugely radical, but all welcome.
Early last year, after installing several previous versions and thus gaining a very little familiarity with the OS, including its extremely terse fdisk command, we installed version 7.5 on the bare metal of an old Thinkpad W500. It's multi-booting alongside Windows XP 64, NetBSD 10, and two Linux distros, so it's a non-trivial setup which took some work to achieve.
OpenBSD in-place upgrades are strictly from one version to the next, and since then, we've upgraded to 7.6 and recently to 7.7. We tried again with this version, and it went very smoothly and took only a few minutes. The recommended procedure is pretty simple and clear. In a root shell, check for any security updates by running syspatch. This only upgrades the base system - the core OS - so then you must upgrade all installed packages by with pkg_add -u. You can also check for any updates to the firmware packages OpenBSD includes with fw_update. The paranoid will probably reboot each time, but we just pressed ahead. As the last step in 7.7, we ran sysupgrade.
As it has previously, it took us by surprise by rebooting the machine unbidden without prompts or warnings, but it did its job, ran through the upgrade phase, rebooted again, and we were in OpenBSD 7.8. It's impressively fast and smooth. We then ran pkg_add -u again in order to update our installed software, which took much longer than pre-upgrade, installing new versions of Firefox, various GNOME-derived themes and libraries (even though the machine doesn't have GNOME installed) and other components. Everything worked without a hitch.
(By way of comparison, we have seen FreeBSD upgrades cause serious problems, and our attempt to do an in-place upgrade of NetBSD 10.0 to 10.1 has completely b0rked the installation.)


	Firefox 144 brings fixes, features, and farewells for 32-bit Linux die-hards


	LibreOffice 25.8: Faster, leaner, and finally speaks PDF 2.0


	A Linux alternative? Debian/Hurd shows microkernel Unix dream is alive


	NetBSD 11 prepares for launch with 57 supported platforms


We are gradually coming to appreciate OpenBSD's benefits. This version still has absolutely no Bluetooth support, but the Reg FOSS desk strongly dislikes Bluetooth too and we don't miss it. We are not alone in this. Next we have to master the partition tools well enough in order to make enough space to install Xfce - ideally in a multiboot setup. However, its simplicity and cleanliness makes a welcome contrast to the other BSDs, which somehow feel more Baroque or even Rococo. (r)
Bootnote
Last time around, we mentioned 9front in the same story, because they were released very close together and both had artwork from the same artist.
This time, 9front got its Release out rather sooner: 11 days sooner, in fact. We capitalize Release because, with the project's typical unhelpfulness whimsical humor, the October 2025 release of 9front is in fact called Release, which allows the project to have a Release release announcement, which says:


9FRONT "RELEASE" RELEASED
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    UK.gov vows to hack through regulation to get benefit from AI

    
Meanwhile, civil services claims 75,000 days could be saved by the tech each year    
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Ignoring the skeptics and threat of an AI bubble, the UK government is pushing ahead with AI "sandboxing" and backing a raft of projects it claims could benefit from red-tape cutting.
The moves come after it claimed civil service adoption of AI tools would save about 75,000 days of manual work each year.
Reports have offered a mixed picture of returns for AI investment. On the one hand, research shows AI chatbots might make people work more while benefiting less from their labor; on the other Lloyds Banking Group claims its employees save 46 minutes daily using Microsoft 365 Copilot.
Investors, too, are increasingly likely to be sounding the alarm signaling a potential market bubble surrounding the trillion-dollar infrastructure-guzzling technology.
But the UK government is plowing on, in the belief that that AI will get it out of a fiscal tight spot. This week, it has announced that a slew of projects backing the tech will benefit from a more relaxed approach to regulation.
Providing an PS8.9 million investment, through Regulatory Innovation Office (RIO), the government says it is supporting projects which benefit from direct engagement with regulators to understand how to reduce unnecessary red tape.
The 15 projects get between PS100k and a PS1 million each. For example, Medicines and Healthcare products Regulatory Agency (MHRA) gets PS1 million backing for a pilot AI assistants to help its experts assess clinical trials more efficiently and consistently. The British Board of Film Classification gets nearly the same figure to build an AI tool for age classification of videos streamed on demand. Milton Keynes Council has won a PS781,817 portion of the pot to pilot the licensing of robots that could clean and de-ice pavements.
The government has also promised to let companies try out AI sandboxing: an idea that will allow individual regulations to be "temporarily switched off" for a limited period of time in "safe, controlled testing environments."
The UK's headlong charge into AI comes after separate study published earlier this month found 75,000 days of manual work each year might be saved with the adoption of an AI tool designed to speed up analysis of feedback from government consultations. Part of the "Humphrey" pack of AI tools announced at the beginning of the year, the Consult tool was tested by the Independent Water Commission (IWC) used to sort over 50,000 consultation responses in two hours, compared to the 22 hours humans might take.


	California lawmakers pretend to regulate AI, create a pile of paperwork


	AI can't be woke and regulators should be asleep, Senator Cruz says


	Politically hot parts of US Constitution briefly deleted thanks to 'coding error'


	EU tries to explain how to do AI without breaking the law


Digital government minister Ian Murray said the trial showed huge potential for AI to make public services more efficient.
"By taking on the basic admin, Consult is giving staff time to focus on what matters - taking action to fix public services. In the process, it could save the taxpayer hundreds of thousands of pounds," he said.
Any savings will not come a moment too soon, as UK finance minister Rachel Reeves will be struggling to balance a threadbare public purse, with unpopular tax rises and worrying borrowing in her Autumn Budget next month. Banking such expectations might create a hostage to fortune, though. The government's plans to save PS45 billion through the application of AI lack clarity and are based on broad-brush assumptions, experts told MPs last week. (r)
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    Apple's AirDrop makes weird latency spikes for Wi-Fi wonks, researcher finds

    
Cupertino wants you on certain channels, and pushes back if you have your own preferences    
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            23rd October 2025 05:24 GMT
        
    


    
Networking researcher Christoff Visser has found that Apple devices cause Wi-Fi networks to "jitter" due to traffic generated by the Apple Wireless Direct Link (AWDL) tech that powers the peer-to-peer AirDrop filesharing tool.
Visser presented his findings on Tuesday at the RIPE 91 conference, the biannual internetworking event organized by RIPE NCC, the regional internet registry for Europe, the Middle East and parts of Central Asia. In his talk, titled "Apple Wireless Direct Link: Apple's Network Magic or Misery," Visser explained that while using a new iPad he often encountered what he described as "very strange rhythmic stuttering" as he streamed audio to the device.
He used the Moonlight streaming test tool to investigate and found 20 millisecond latency, but with a 25 millisecond variance he felt was oddly high for the uncontested environment that is a local network. He next used Steam's network testing tool, and found latency regularly bounced between three and 90 milliseconds. PING commands produced similar results, as did tests on different devices.
At this point, Visser felt confident his hardware and applications were not the reason for his streams stuttering.
Visser, who works at Japan's IIJ Research Lab, dug into the situation and found AWDL constantly listens for requests to use AirDrop, and prefers to use certain "social" Wi-Fi channels - channel 6 for 2.4 GHz networks channels 44 and 149 for 5 GHz Wi-Fi.
As a networking engineer, Visser chose to use empty channels.
"It's a big mistake," he told the conference. "What ends up happening is that if you are not in one of these social channels, you get this periodic Wi-Fi channel swapping where it goes to the social channel, listens in [if] anybody wants to talk to it and swaps back to create very rhythmic stuttering."


	Australian university used Wi-Fi location data to identify student protestors


	Apple goes all in on AI acceleration with M5 MacBook, iPad, and Vision Pros


	Dutch teen duo arrested over alleged 'Wi-Fi sniffing' for Russia


	Who gets a Mac at work? Here's how companies decide


Visser suggested one way to avoid the issue is not to use AWDL but acknowledged that doing so means users of Apple devices will have to do without AirDrop and other Cupertino tricks like using an iPad as an external monitor for a Mac or mirroring an iPhone screen.
He doesn't think cutting users off from those services is practical.
"There's approximately over 1.5 billion other iPhone users in the world and are you really going to tell your users in your network 'Don't use the features on these Apple devices'. It's not really a solution.
"The other option is to do the Apple way of networking, so for the best experience you use the same Wi-Fi channels as everybody else, or you will suffer from jitter at some point."
He ended his talk by expressing his concerns about Apple's ecosystem.
"There's a lot of convenience, as I described," he said. "The question is really: Is this convenience worth disruption?"
His answer was "For most things sure, it doesn't matter too much."
But he feels it will matter to more people in future.
"Cloud gaming and remote gaming is growing bigger and bigger and they are trying to push high fidelity, bigger bit rate, if you are trying to do 4k HDR at 120 FPS, yes you are going to start to feel these delays and packet loss more and more."
"It makes me uncomfortable because it really promotes bad network practices like not using the best channels to actually improve your end user experience," he added.
He therefore grudgingly recommended using the Wi-Fi channels Apple uses, and expressed his hope that any folks from ISPs in the audience can learn from his experience so that if their customers experience network jitters they now have an explanation. (r)
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    With impeccable timing, AWS debuts automated cloud incident report generator

    
We could really have used this a couple of days ago, guys    
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Simon Sharwood        
    

    
        Posted in Off-Prem,
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In the same week that a massive outage of its own cloud inconvenienced millions of customers, AWS has delivered an improved interactive incident reporting service to help its customers explain what happened when their cloud-hosted resources strike trouble.
The service is an enhancement to the CloudWatch tool that AWS promotes as just the thing to monitor your own AWS apps and resources in real time as it "offers many tools to give you system-wide observability of your application performance, operational health, and resource utilization."
On Wednesday, AWS announced that the tool "now offers interactive incident report generation, enabling customers to create comprehensive post-incident analysis reports in minutes."
We're told the new service "automatically gathers and correlates your telemetry data, as well as your input and any actions taken during an investigation, and produces a streamlined incident report."
"Using the new feature you can automatically capture critical operational telemetry, service configurations, and investigation findings to generate detailed reports," AWS adds. "Reports include executive summaries, timeline of events, impact assessments, and actionable recommendations. These reports help you better identify patterns, implement preventive measures, and continuously improve your operational posture through structured post incident analysis."


	AWS admits more bits of its cloud broke as it recovered from DynamoDB debacle


	Cloudflare DDoSed itself with React useEffect hook blunder


	Firewall upgrade linked to three deaths after Australian telco cut off emergency calls


	Taliban impose tele-ban and take Afghanistan offline


The Register imagines plenty of AWS customers - and perhaps AWS itself - would have found this mighty useful earlier this week during the DynamoDB debacle that disrupted numerous online services and betrayed the changing nature of the Amazonian workforce.
One of Amazon's rivals in the observability caper - Datadog - has slightly better timing as on Tuesday it launched a free site that provides status updates on dozens of major SaaS platforms and 13 AWS services. Datadog told The Register it spotted the DynamoDB disaster 32 minutes before AWS posted its first info about the matter, suggesting the cloud giant really missed a trick by releasing the CloudWatch upgrade a day later. (r)
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    IBM is just not into the 'spend megabucks on cloudy GPUs' thing, rents them instead

    
Infra revenue soars and AI helps everything ... except the share price    
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If IBM reveals improved profit margins or a fresh round of redundancies, AI may be the reason, because Big Blue today revealed that its own "Project Bob" developer assistance tools have improved productivity among its coders by 45 percent.
Big Blue boss Arvind Krishna revealed that figure in prepared remarks [PDF] delivered as part of the venerable company's Q3 2025 results, which included revenue of $16.33 billion and net income of $1.75 billion, representing nine percent year-over-year growth and a nice change from the $330 million loss posted for Q3 2024.
Krishna pointed to IBM winning $9.5 billion of work related to generative AI as a fine achievement, and a 59 percent year-over-year jump for mainframe revenue - a result that reflects the recent launch of the new Z17 machines. The debut of revised big iron helped IBM's infrastructure revenue to grow 15 percent year-over-year. AI is also partly responsible for that growth, because as Krishna pointed out, storage is a key part of AI infrastructure and IBM is therefore selling plenty of it.
The CEO said IBM's infrastructure business will benefit more from enthusiasm for AI than the company's public cloud.
Asked if the Big Blue cloud can achieve the same kind of growth reported by other cloud operators who serve AI workloads, Krishna pointed out that IBM partners with hyperscalers.
"A thing that we haven't talked about, but it's certainly no secret, for example, we are one of CoreWeave's large clients. We also tend to use a lot of infrastructure at AWS, at Azure as well as at GCP," he said. "We [have] got a huge opportunity to do both consulting projects as well as deploy our software on those infrastructures for our clients," he said.
Krishna pointed to "one of our very large health insurance clients" that prefers not to use public cloud, "but they [are] perfectly fine getting a private instance in a cloud and deploying models there, deploying our software stacks there and getting growth. So we tend to do that."
"We also tend to, in some cases, for example, with Grok, we are deploying Grok in people's own data centers. So that's a big opportunity. That will show up in revenue for us, both in consulting as well as in software because on top of the Grok infrastructure, we tend to put our software stacks in some instances. So it's less about us getting an opportunity in our cloud only, but much more that that's a growth vector that we are able to ride and that helps increase overall growth rate in both software as well as in consulting."
That rather suggests the Big Blue cloud won't need to make bulk GPU buys, or match rival hyperscalers' enormous capital expenditure on new and improved bit barns.


	IBM's big iron to get Spyre AI accelerator upgrade this month


	Techie found an error message so rude the CEO of IBM apologized for it


	Irony alert: UK.gov Work dept hires IBM to aid AI projects


	IBM invites CockroachDB to infest its mainframes with PostgreSQL


Krishna praised Red Hat for growing bookings by "about 20 percent" and improving revenue by 12 percent, but also noted that growth slowed a little at the software business unit - even though its AI-enabled products are in demand - before predicting future revenue will settle at "mid-teens or close to mid-teens growth."
CFO James Kavanaugh weighed in by stating "Year-to-date, from a software perspective, we're growing 8.5 percent overall, approaching nine percent right now. About two points of that growth is coming out from our GenAI book of business."
AI is also helping IBM's consulting business, which returned to growth in the quarter and is already working on 200 projects involving what Big Blue calls "Digital Workers" - IBM-speak for agentic AI.
The company predicted constant currency revenue growth of more than five percent for the full FY 2025. Investors didn't like what they heard, as IBM shares sank from over $288 apiece to $269 in after-hours trading. (r)
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    OpenAI's Atlas shrugs off security concerns over prompt injection

    
'Trust no AI' says one researcher    
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OpenAI's brand new Atlas browser is more than willing to follow commands maliciously embedded in a web page, an attack type known as indirect prompt injection.
Prompt injection vulnerability is a common flaw among browsers that incorporate AI agents like Perplexity's Comet and Fellou, as noted in a report published by Brave Software on Tuesday, coincidentally amid OpenAI's handwaving about the debut of Atlas.
Indirect prompt injection can occur when an AI model or agent handles content like a web page or image and then treats that content as if it were part of its instructed task. Direct prompt injection refers to instructions entered directly into a model's input box that bypass or override existing system instructions.


Security nightmare stories needed!


Boss get the company hacked because he taped passwords to his monitor? Coworker get phished by a Nigerian prince?


Share the dirty details and they might appear in a future edition of PWNED, our new weekly feature about the worst security breaches that never should have happened.


Drop us a line at pwned@sitpub.com. Your anonymity is guaranteed.


"What we've found confirms our initial concerns: indirect prompt injection is not an isolated issue, but a systemic challenge facing the entire category of AI-powered browsers," Artem Chaikin, senior mobile security engineer for Brave, and Shivan Kaul Sahib, VP of privacy and security, wrote in their post.
US Editor Avram Piltch created a web page with text on it telling the browser to open Gmail and exfiltrate the subject line of the first email and send it to another site. Fellou fell for it, but neither Atlas nor Comet took the bait.
Pranav Vishnu, product lead for ChatGPT Atlas, did warn potential users that OpenAI's browser-AI chimera might entail some risk. 
It didn't take long for the internet community to demonstrate indirect prompt injection using Atlas, a Chromium-based browser that makes ChatGPT available as an agent capable of processing web page data.
Developer CJ Zafir said in a social media post that he uninstalled Atlas after finding "prompt injections are real." 
Another security researcher also reported a successful prompt injection test using Google Docs, which The Register was able to replicate - getting ChatGPT in Atlas to print "Trust No AI" in lieu of an actual summary when asked to analyze a document.
AI security researcher Johann Rehberger, who has identified numerous other prompt injection attacks on AI models and tools, published his own Google Docs-based prompt injection demonstration in which the "malicious" instructions change the browser mode from dark to light.


	Google porting all internal workloads to Arm, with help from GenAI


	AI eats leisure time, makes employees work more, study finds


	Reddit to Perplexity: Get your filthy hands off our forums


	AI bubble inflates Microsoft CEO pay to $96.5M


The Register asked OpenAI to comment. A spokesperson pointed to a lengthy X post published Wednesday by Dane Stuckey, OpenAI's chief information security officer, that acknowledges the possibility of prompt injection and touches on various mitigation strategies.
"One emerging risk we are very thoughtfully researching and mitigating is prompt injections, where attackers hide malicious instructions in websites, emails, or other sources, to try to trick the agent into behaving in unintended ways," Stuckey wrote.
Stuckey said that OpenAI's long-term goal is for people to trust the ChatGPT agent as if it were a security-conscious friend or colleague and that the company is working to make that happen. The implication is that it's premature to trust Atlas.
"For this launch, we've performed extensive red-teaming, implemented novel model training techniques to reward the model for ignoring malicious instructions, implemented overlapping guardrails and safety measures, and added new systems to detect and block such attacks," said Stuckey. "However, prompt injection remains a frontier, unsolved security problem, and our adversaries will spend significant time and resources to find ways to make ChatGPT agent fall for these attacks."
Rehberger in an email said he expects to look at Atlas in more detail when he has some time.
"At a high level prompt injection remains one of the top emerging threats in AI security, impacting confidentiality, integrity, and availability of data, and the threat does not have a perfect mitigation - much like social engineering attacks against humans," he explained.
"OpenAI has implemented guardrails and also security controls that make exploitation more challenging. However, carefully crafted content on websites (I call this offensive context engineering) can still trick ChatGPT Atlas into responding with attacker-controlled text or invoking tools to take actions. Yesterday, I showed a benign demo prank that illustrates this with ChatGPT Atlas by having a website change the window appearance of the browser when the user interacts with it."
This is why, Rehberger said, implementing actual security controls downstream of LLM output, and not just guardrails, is essential, alongside human oversight.
"Atlas also introduces new logged-in/logged-out modes to allow balancing some of the risks for users that understand the implications, giving them better control over data access," he said. "This is an interesting approach and it's clear that OpenAI is aware of the threat and is working on finding solutions to tackle this challenge."
Rehberger said that it's still early in the development of agentic AI systems and a lot of the threats haven't even been discovered yet.
In a preprint paper [PDF] published last December that describes how prompt injection undermines the CIA triad (Confidentiality, Integrity, and Availability) that represent the pillars of information security, Rehberger concludes, "Since there is no deterministic solution for prompt injection, it is important to highlight and document security guarantees applications can make, especially when building automated systems that process untrusted data. The message, often used in the author's exploit demonstration remains: Trust No AI." (r)
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    Ex-Uber CSO is gellin' like a felon with teen cyber crims, explains why they do it

    
Meanwhile Sullivan's legal battle continues    
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interview Two convicted felons walk into a room at the request of a federal judge who wanted one of them - Joe Sullivan, the former Uber chief security officer found guilty of attempting to cover up a 2016 breach at the rideshare company - to help rehabilitate the other, whom the feds accused of hacking into corporate networks as a teen and participating in a "significant" digital heist.
Sullivan, who in his previous life served as a federal prosecutor specializing in cybercrime at the US Justice Department, won't say which high-profile firm the young man allegedly hacked. Considering that, over the last few years, teens have stolen secrets and source code from some of the biggest names in tech, brought Las Vegas casinos to a grinding halt via network breaches, and pilfered hundreds of millions of Ticketmaster and AT&T customers' details, it's hardly worth guessing.
"As part of my probation, I have to fill out of a form once a month, and one of the questions asks if I interacted with any other people convicted of a crime," Sullivan told The Register. "A couple months ago I had to say, 'Yes, I did interact with someone who committed a crime because the judge asked me to.'"
The Register sat down (virtually) with Sullivan shortly after cops in the US and UK arrested three alleged Scattered Spider teens blamed for the Las Vegas casino and Transport for London hacks.
The conversation with the teen gave Sullivan "fascinating insight" into why young people are getting involved in cybercrime at such an early age, he said. 
"They didn't wake up and decide to become hackers," Sullivan said. "A lot of it is that they are coming out of the gaming culture, and it doesn't celebrate winning by the rules. It celebrates winning, period."
These kids and teens are motivated to game the system to get the highest score, and they feel pressure from their fellow gamers to make more aggressive moves whether they are allowed or not. Plus, cybercrime networks groom young gamers, using gaming platforms to identify and recruit bright, young future criminals.
"Young people don't have full adult judgment around risk, and so they do stupid things, and then they get deeper and deeper in until they can't get out - it's too late," Sullivan said.
The Uber breach, and what happened next
Sullivan himself is serving a three-year sentence - probation, plus 200 community service hours - after a jury found him guilty of two felonies in 2022 related to covering up a 2016 Uber intrusion, and trying to disguise an extortion payment as a bug-bounty reward. It's believed to be the first time a high-profile CSO has been charged, convicted, and punished in America over a data-breach response.
Sullivan and Craig Clark, Uber's then legal director of security and law enforcement, were fired as a result of the 2016 digital intrusion.
Travis Kalanick, who was Uber's CEO at the time of the theft, was not charged, although he allegedly discussed how to handle the breach with Sullivan. At Sullivan's sentencing, the judge reportedly said he believed Kalanick was "just as culpable" as Sullivan.
"The judge in my case, when he turned to the prosecutor, he said, 'Where's the CEO? Why aren't you holding the CEO accountable?' And that made a big impression on everyone in the courtroom and on everyone who's heard it in the security world," Sullivan said. "The CEO defines the culture of the company, the risk tolerance of the company, and the budget that I get at the end of the day."
CSO: chief scapegoat officer
Nearly a decade after the Uber fiasco, company boards and CEOs are investing more in their chief security execs - although the majority of infosec leaders experience burnout and lament other executives' unrealistic expectations. Many CISOs and CSOs joke that the acronym stands for "chief scapegoat officer," with Sullivan and SolarWinds CISO Tim Brown being the poster children for this idea.
After he was sentenced, "so many CISOs reached out to me and asked for advice," Sullivan said. "And it hasn't stopped. What I've realized is we talk about the cases like mine and Tim's because the government took action."
What he's seen and heard from talking to security leaders "is worse," he added.
"There are too many situations where a security leader, in the middle of, or after an incident, is asked to leave and asked to sign an agreement saying that they won't talk about the situation in order for them to get a little bit of severance pay," Sullivan said.


That quiet undercurrent of CISOs being forced to own accountability, but then ruining their careers, bothers me even more.


"And those CISOs in those situations often sign that agreement because they're in a very desperate place. To me, that quiet undercurrent of CISOs being forced to own accountability, but then ruining their careers, bothers me even more. I'm happy that there haven't been any regulatory actions against CSOs since the SEC charges against Tim - at least not publicly."
The attention, and overall responsibility, have moved away from the sole security exec and toward the rest of the leadership team, according to Sullivan. One of the major reasons for this is that "in 2025 cybersecurity harm is fundamentally different than it was when my case happened," he explained. 
Security risks now include nation-state espionage and prepositioning, deepfakes and other AI-enabled cybercrime, and, perhaps most pressing, ransomware and extortion attacks. Sullivan spoke with me weeks after the Jaguar Land Rover cyber-meltdown shuttered operations across the globe, and not just those at JLR factories, but also its suppliers.
'Bleeding millions of dollars a day'
"What Jaguar Land Rover is going through right now is insane. The company is bleeding millions of dollars a day," Sullivan said. "People who own Jaguars can't even get their cars repaired because the systems are down and we're several weeks into an incident."
"It's not like when we talked about data breaches and stood up in front of boards five years ago and warned that some data was going to leave the building," he continued. "Now, boards and CEOs understand that companies are going out of business because operations shut down."
Sullivan said that the era of real shared security responsibility is nigh because business leaders now realize that operational resiliency is foundational to keeping the business up and running. Meanwhile, a ransomware infection can stop operations in an instant.
"I can't drive revenue if my sales people can't get into the tools they need," he said. "I can't drive revenue if our factories can't produce product. And so I spend a lot more time talking to different parts of organizations."
This includes talking with a "very large German corporation that has factories across the planet." The unnamed enterprise requested Sullivan talk security to the people who run its factories. "I'm not talking to the security team about security, I'm talking to the operational leaders because the risk to that company is their factories will get compromised," he said.


	Uber ex-CSO Joe Sullivan: We need security leaders running to work, not giving up


	Ex-Uber CSO gets probation for covering up theft of data on millions of people


	Former Uber CSO convicted for covering up massive 2016 data theft


	70% of CISOs worry their org is at risk of a material cyber attack


Meanwhile, Sullivan's own legal case slogs on through the courts, and will likely last longer than his three-year probation, of which he's already finished two and a half years.
Last month, he filed a reply in support of a motion for a US appeals court to hold a full-panel rehearing on his conviction. "This unprecedented conviction - and the panel decision upholding it - tests the bounds of the law," the court documents [PDF] say. "The government's opposition only proves it."
Sullivan said that his kids ask him why he continues appealing the case instead of moving on with his life - and these are valid questions, especially when the felony conviction hasn't hurt Sullivan's career opportunities. He started his own consulting firm, Joe Sullivan Security, that also helps companies respond to crises, and he's a regular speaker on the security conference circuit. By his own admission, "I'm incredibly blessed and lucky in that I've been able to land on my feet."
"It's the legal principles that matter for other people more than me at this stage, number one," he said, when asked why he doesn't give up the legal battle. "Number two: it's principle. I still don't think I did anything wrong, and I don't think that that's the right legal standard. And, you know, it would be nice to not have a felony conviction at the end of the day." (r)
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    NextSilicon Maverick-2 promises to blow away the HPC market Nvidia left behind

    
The one chip startup building accelerators for something other than AI boasts performance up 10x that of modern GPUs using a fraction the power    
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Researchers and engineers working in particle physics, materials analysis, or drug discovery haven't exactly been spoiled for choice when it comes to chips capable of the highly precise double-precision calculations that these workloads depend. NextSilicon aims to change that with Maverick-2, a chip aimed not at AI but the high-performance computing (HPC) community.
This week, the chip startup offered the best look yet at how its dataflow accelerators -- now deployed by several customers, including Sandia National labs -- hold up in the wild, claiming up to a 10x advantage over leading GPUs.
In the High-Performance Conjugate Gradient benchmark popularized by the biannual Top500 HPCG leaderboard, a biannual ranking of supercomputers, NextSilicon claims to match "leading GPU" performance, while consuming half the power. In the test, the startup claims the chip achieved 600 gigaFLOPS at a mere 750 watts.
Meanwhile, in PageRank, NextSilicon says the chip achieves 10x higher graph analytics performance compared to modern GPUs -- noting that for graphs larger than 25 GB the GPUs couldn't even finish the benchmark.
Finally, for high-throughput databases -- an area with some applications for AI agents, retrieval augmented generation (RAG), or vector search -- NextSilicon claims Maverick-2 achieved 32.6 giga updates a second (GUPS), making it 22x faster performance than CPUs and 6x higher performance than competitor GPUs.
What CPUs and GPUs is NextSilicon using to draw these comparisons? We're still waiting to hear back.
New competition in the HPC arena will be welcome among those working in the sciences. Amid the AI boom, chip designers like Nvidia have traded double (FP64) and single precision (FP32) performance for ultra-low-precision datatypes like FP8 and now FP4 which are better suited for AI inference and training.
Each of the GPUs in Nvidia's GB300 offers just 1.3 teraFLOPS of FP64 performance, down from 45 teraFLOPS in the GB200. This has left AMD's Instinct family of GPUs as one of the last bastions for truly high-performance double-precision compute, with 81.7 vector and 163.4 matrix FP64 teraFLOPS.
With the launch of Maverick-2 in both 96GB PCIe cards and 192GB OAM modules, HPC buyers now have another option. NextSilicon has yet to share vector or matrix performance at either precision, but has said that the chip achieves 4x the performance per watt at double precision of an Nvidia B200, and 20x that of Intel's 32-core Sapphire Rapids parts.
However, as our sibling site The Next Platform previously pointed out, how many peak teraFLOPS of FP64 Maverick-2 can theoretically deliver may not even matter. That's because, for a variety of reasons, CPUs and GPUs rarely approach these figures in the real world anyway. If you need proof just compare Rmax and Rpeak for supercomputers on the Top500.
Taking dataflow mainstream
NextSilicon claims that its silicon's dataflow architecture is a whole lot more efficient in part because it dedicates the vast majority of the chip's dies to compute logic.
The chip is essentially a grid of arithmetic logic units (ALUs) interconnected in a graph, where each unit is configured to perform a specific operation, whether it be multiplication, addition, or some other logical operation. When an input arrives at one of these units, the computation triggers.
This, the company says, eliminates overhead because there are no instructions to fetch, decode, or schedule; data simply flows through the compute.
"In a traditional processor you have a cookbook (program) that you follow step by step regardless of whether the ingredients (data) are ready," CEO Elad Raz explained in a blog post. "In a dataflow processor, each cooking station activates the moment its ingredients arrive, working in parallel with other stations."
NextSilicon isn't the first to attempt this kind of architecture. As we understand it, Groq's LPUs are based on a similar principle. The tricky bit, as is the case with any new accelerator, is getting them to run without requiring developers to start over from scratch.
If NextSilicon is to be believed, this shouldn't be a problem for Maverick-2, thanks to a compiler that can take C++, Python, Fortran, CUDA, and other AI frameworks and map the compute graphs directly to the chip.
The performance results shared in today's blog post were supposedly achieved using unmodified code, which if true, should make the chips quite attractive to supercomputing centers that have struggled to adopt GPUs up to this point.
It's hard to say how well NextSilicon's compiler actually works in practice, but we may not have to wait long to find out. That's because Maverick-2 is already running at Sandia National Laboratory in the Vanguard-II supercomputer.
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	Apple goes all in on AI acceleration with M5 MacBook, iPad, and Vision Pros


A CPU core in the work
NextSilicon isn't just designing accelerators, it's also got a new high-performance RISC-V CPU core in the works called Arbel.
The company isn't new to RISC-V CPU design. Maverick-2 also used a custom RISC-V core to handle serial code that couldn't easily be parallelized. That chip performed well enough that the org has opted to pursue a standalone core.
NextSilicon says the core, which has apparently already been implemented in TSMC 5nm, will support clock speeds up to 2.5 GHz, feature a 10-wide issue pipeline, a 480-entry reorder buffer, support 16 scaler instructions, and integrate four 128-bit vector units for single instruction, multiple data (SIMD) workloads.
However, it doesn't appear that NextSilicon plans to license the tech as others, like Tenstorrent, are during. Instead, the company's goal is to vertically integrate, similar to what Nvidia has done with its Grace CPUs in its GH200 and GB200 superchips.
"When you control both general purpose computing and specialized acceleration, you can optimize the entire stack in ways that simply aren't possible when you're dependent on someone else's CPU architecture," Raz explained. (r)
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    Reddit to Perplexity: Get your filthy hands off our forums

    
Social media site continues legal campaign against those who take its content without a license    
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Updated Reddit on Wednesday filed a lawsuit against Perplexity AI and three of its alleged data dealers for trafficking in unlawfully scraped information.
The complaint, filed in the Southern District of New York, claims that Oxylabs UAB, AWM Proxy, and SerpApi unlawfully bypassed Reddit's and Google's defenses to harvest Reddit content and related search results. It also says that Perplexity chose to purchase the purloined data rather than license it from Reddit.
Ben Lee, chief legal officer at Reddit, told The Register in an emailed statement that AI companies are desperate for quality content generated by real people and that need is fueling an industrial scale data laundering economy.
"Scrapers bypass technological protections to steal data, then sell it to clients hungry for training material," said Lee. "Reddit is a prime target because it's one of the largest and most dynamic collections of human conversation ever created."
Lee claimed that Oxylabs UAB, a data scraping business based in Lithuania, AWM Proxy, a former Russian botnet, and SerpApi, which advertises real-time access to scraped Google search results, represent textbook examples of this sort of illegal behavior.
"Unable to scrape Reddit directly, they mask their identities, hide their locations, and disguise their web scrapers to steal Reddit content from Google Search," said Lee. "Perplexity is a willing customer of at least one of these scrapers, choosing to buy stolen data rather than enter into a lawful agreement with Reddit itself."
Reddit's complaint likens these three providers to "would-be bank robbers, who, knowing they cannot get into the bank vault, break into the armored truck carrying the cash instead." Echoing Cloudflare CEO Matthew Prince's characterization of Perplexity, the Reddit legal filing describes Perplexity as "more akin to a 'North Korean hacker'" who will do whatever is necessary to obtain the data to fuel its AI answer engine, other than pay for a license.
Google is not participating in the lawsuit but has tried to prevent automated scraping of its search results.
The social media contends that the defendants have violated the US Digital Millennium Copyright Act by bypassing its technological defenses against automated access to its servers. And it accuses SerpApi and Oxylabs specifically of violating the DMCA's prohibition on trafficking in technology circumvention products or services. Other claims include unfair competition, unjust enrichment, and civil conspiracy.
Reddit is seeking an injunction to halt the unwanted scraping of its content and damages.
In June, Reddit filed a similar complaint against Anthropic after it failed to convince the AI business to enter into a content licensing deal as OpenAI has done. 


	AI bubble inflates Microsoft CEO pay to $96.5M


	Google porting all internal workloads to Arm, with help from GenAI
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	AI eats leisure time, makes employees work more, study finds


Oxylabs, which advertises itself as "the largest ethical proxy network and advanced scraping solutions empowering the AI industry and beyond," did not immediately respond to a request for comment. 
"It doesn't appear we have received any communication or service from Reddit on this," said Ryan Schafer, customer service success director at SerpApi, in an email to The Register. "We strongly disagree with Reddit's allegations and intend to vigorously defend ourselves in court. We don't have further comments at the moment."
A spokesperson for Perplexity told The Register, "Perplexity has not yet received the lawsuit, but we will always fight vigorously for users' rights to freely and fairly access public knowledge. Our approach remains principled and responsible as we provide factual answers with accurate AI, and we will not tolerate threats against openness and the public interest."
Reddit is not alone in its attempts to defend against its content being scraped and used to train AI models without consent. A lawsuit [PDF] filed last month on behalf of two authors accuses Apple of "using Books3, a dataset of pirated copyrighted books" to train its OpenELM language models. The complaint against Apple says that the company's AppleBot has been scraping web data for nine years and that data is now being used to improve Apple Intelligence models.
Another case, Millette v. OpenAI (2024), contends that OpenAI scraped YouTube videos unlawfully to improve its models. The New York Times Co. v. Microsoft Corp., OpenAI (2023) makes similar allegations with regard to Microsoft's and OpenAI's alleged use of its news content.
In August, content delivery network Cloudflare called out Perplexity for running web scraping bots that ignore websites' no-scraping directives. (r)
Updated at 2000 UTC with comment from serpAPI.

Updated on October 23 at 1452 UTC to add:
In an emailed statement received after this story was filed, Denas Grybauskas, chief governance and strategy officer at Oxylabs, said, "Even though we haven't been served yet, we've read about Reddit's lawsuit naming Oxylabs, along with three unrelated and unaffiliated companies. We are shocked and disappointed by this news, as Reddit has made no attempt to speak with us directly or communicate any potential concerns. Oxylabs has always been and will continue to be a pioneer and an industry leader in public data collection, and it will not hesitate to defend itself against these allegations.
"Oxylabs' position is that no company should claim ownership of public data that does not belong to them."
Grybauskas said Oxylabs creates real value for thousands of businesses, such as those pursuing open source investigations, and that the company demands that businesses use its services lawfully.
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    MCP attack abuses predictable session IDs to hijack AI agents

    
The vuln affects the Oat++ MCP implementation    
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updated A security flaw in the Oat++ implementation of Anthropic's Model Context Protocol (MCP) allows attackers to predict or capture session IDs from active AI conversations, hijack MCP sessions, and inject malicious responses via the oatpp-mcp server.
Oat++ is an open source, C++ web framework for building web applications, and MCP is the Anthropic-developed standard for connecting AI agents with data sources. oatpp-mcp is the Oat++ framework's MCP integration that allows developers to expose application endpoints as MCP-compatible interfaces. 
The vulnerability, tracked as CVE-2025-6515, can be exploited to hijack MCP session IDs.
These IDs determine where the MCP server sends its responses. To secure each session, the protocol requires session IDs to be globally unique and randomly generated to ensure miscreants can't simply guess or predict them. This is intended to prevent attackers from hijacking sessions and injecting harmful comments into the MCP server to then be processed by an AI agent.
As JFrog security researchers discovered, however, some oatpp-mcp servers reuse session IDs. The Oat++ MCP implementation supports two transport methods, STDIO and Server-Sent Events (SSE), and the vulnerability exists because the MCP SSE endpoint in oatpp-mcp returns an instance pointer as the session ID - meaning it's neither unique nor cryptographically secure. 
It's also worth noting that this attack requires that oatpp-mcp is executed with the HTTP SSE transport, and that the attacker has network access to the relevant HTTP server.
"An attacker can exploit this behavior by rapidly creating and destroying sessions, logging the session IDs and then waiting for those same IDs to be reassigned to legitimate client sessions," JFrog researchers Ori Hollander and Ofri Ouzan said in a Tuesday blog.
"Once a session ID is reused, the attacker can send POST requests using the hijacked ID, for example - Requesting tools, triggering prompts, or injecting commands, and the server will forward the relevant responses to the victim's active GET connection in addition to the responses generated for the victim's original requests," they wrote.
Following publication of this story, project maintainer Leonid Stryzhevskyi told The Register that the issue will be fixed. "It shouldn't be a technical problem," he said. "We just need to allocate the necessary resources. We're also very grateful to JFrog for identifying the issue and providing detailed information and scripts to reproduce it."


	AI-powered penetration tool, an attacker's dream, downloaded 10K times in 2 months


	Crims laud Claude to plant ransomware and fake IT expertise
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	Anthropic won't fix a bug in its SQLite MCP server


In addition to the technical details, the JFrog bug hunters also demonstrated how to exploit CVE-2025-6515 by running a test server programmed to return Python package names and connecting a Claude client to it. 
The theoretical user/victim in this example asks Claude to "find a package for image processing." The attacker, who has sprayed the server with requests containing previously used session IDs until getting a match, directs the server to supply a malicious package to the user. Claude then gives the user the attacker's response instead of the legitimate response to the user's request.
"As AI models become increasingly embedded in workflows via protocols like MCP, they inherit new risks - this session-level exploit shows how the model itself remains untouched while the ecosystem around it is compromised," the researchers wrote.
To prevent this type of prompt hijacking attack due to leaky session IDs, make sure servers use cryptographically secure random number generators.
JFrog also recommends clients avoid simple incrementing IDs, which are vulnerable to spraying attacks, and ensure transport channels use strong session separation and expiry mechanisms. (r)
Updated 10/23 at 1826 GMT to add comment from the project's maintainer.
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