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      Biting the hand that feeds IT -- Enterprise Technology News and Analysis


      
        Suspected Chinese snoops weaponize unpatched Windows flaw to spy on European diplomats
        Jessica Lyons

        Expired security cert, real Brussels agenda, plus PlugX malware finish the job Cyber spies linked to the Chinese government exploited a Windows shortcut vulnerability disclosed in March - but that Microsoft hasn't fixed yet - to target European diplomats in an effort to steal defense and national security details.... 

      

      
        Microsoft 365 business customers are running out of places to hide from Copilot
        Brandon Vigliarolo

        People, Files, and Calendar companion apps gain an auto-installed dose of AI Just when you thought Microsoft had run out of Windows apps to stuff with Copilot, it's cramming the AI into your taskbar companions - People, Files, and Calendar are next....

      

      
        Google parent company spending like a drunken sailor as capex triples over 2 years
        Lindsay Clark

        Microsoft also ramping up spending, but investors concerned about overshooting demand Alphabet, Google's parent company, expects capital expenditures to hit $93 billion in 2025, largely to meet demand from cloud customers, according to its recent financial report....

      

      
        Proton trains new service to expose corporate infosec cover-ups
        Connor Jones

        Service will tell on compromised organizations, even if they didn't plan on doing so themselves Some orgs would rather you not know when they've suffered a cyberattack, but a new platform from privacy-focused tech firm Proton will shine a light on the big breaches that might otherwise stay buried....

      

      
        Colorado launches lawyers at Trump admin over space base relocation
        Richard Speed

        State cries foul over "crooked elections" claim in Alabama move The State of Colorado has thrown a sueball at the Trump administration over the president's decision to relocate the headquarters of the US Space Command from Colorado Springs to Alabama....

      

      
        Docker Compose vulnerability opens door to host-level writes - patch pronto
        Joe Fay

        Windows Desktop installer also fixed after DLL hijack flaw rated 8.8 severity Docker Compose users are being strongly urged to upgrade their versions of the orchestration tool after a researcher uncovered a flaw that could allow attackers to stage path traversal attacks.... 

      

      
        Trump and Xi ease trade tensions, but Nvidia still can't sell Blackwell in China
        Brandon Vigliarolo

        US President did discuss chip exports with his counterpart, but made no breakthroughs Talks between US President Trump and Chinese leader Xi Jinping in South Korea yielded a modest thaw, with the two agreeing to trim tariffs and pause new rare-earth export curbs. But whether Nvidia can sell its latest GPUs to China remains an open question....

      

      
        US government shutdown clouds an otherwise sunny ServiceNow forecast
        Lindsay Clark

        Enterprise software giant lifts guidance but adds 'prudence' as federal contracts stall ServiceNow has built some "prudence" into its earnings guidance due to the ongoing US government shutdown....

      

      
        KDE tidies up Plasma 6.5 with 60-odd fixes and smoother setup for OEMs
        Liam Proven

        Big release with a lot of new features - and a few inevitable glitches The KDE Plasma 6.5 graphical shell arrived last week for Unix-like operating systems, and now 6.5.1 is here for the more cautious. The team's squashed over 60 bugs - and they're by no means all new....

      

      
        Invisible npm malware pulls a disappearing act - then nicks your tokens
        Carly Page

        PhantomRaven slipped over a hundred credential-stealing packages into npm A new supply chain attack dubbed PhantomRaven has flooded the npm registry with malicious packages that steal credentials, tokens, and secrets during installation. The packages appear safe when first downloaded, making them particularly difficult for security apps to identify....

      

      
        Italian tech company promises to make America Online great again
        Richard Speed

        Dial-up dinosaur finds yet another corporate home as Yahoo waves goodbye Bending Spoons, an Italian tech biz, is buying AOL from Yahoo, funded by a $2.8 billion debt financing package that will also bankroll future acquisitions.... 

      

      
        Canonical CEO says no to IPO in current volatile market
        Steven J. Vaughan-Nichols

        'We should be a public company,' Shuttleworth tells The Reg, just not 'with our trousers around our ankles' Interview  An initial public offering is a matter of when, not if, for Canonical founder and CEO Mark Shuttleworth, though interested stock owners shouldn't expect a prospectus anytime soon....

      

      
        Equinix revealed as occupant of PS3.9B UK datacenter campus
        Dan Robinson

        Investment will fund 250 MW, three-facility campus near London as AI and cloud demand surge Equinix will occupy a massive datacenter campus near London's M25, investing PS3.9 billion ($5.1 billion) in the 85-acre (0.34 square kilometers) Hertfordshire plot close to South Mimms services....

      

      
        Cyberpunks mess with Canada's water, energy, and farm systems
        Carly Page

        Infosec agency warns hacktivists broke into critical infrastructure systems to tamper with controls Hacktivists have breached Canadian critical infrastructure systems to meddle with controls that could have led to dangerous conditions, marking the latest in a string of real-world intrusions driven by online activists rather than spies....

      

      
        Azure's bad night fuels fresh calls for cloud diversification in Europe
        Richard Speed

        Time to put eggs in more than one basket? As Azure staggers back to its feet following an hours-long outage last night, British and European businesses are questioning their reliance on Microsoft's cloud infrastructure....

      

      
        Postcode Lottery's lucky dip turns into data slip as players draw each other's info
        Connor Jones

        Biz says 'technical error' caused short-lived leak affecting small number of users A major UK lottery organization says it has resolved a technical error that exposed customer data to other users.... 

      

      
        France jacks into the Matrix for state messaging - and pays too
        Richard Speed

        Governments eye comms alternatives as sovereignty worries mount Comment  Decentralized communications network Matrix is hoping to be the beneficiary as European public and private sector organizations ponder alternatives to the messaging status quo....

      

      
        There's mushroom for improvement in fungal computing
        Dan Robinson

        Ohio State boffins coax shiitake and button varieties into behaving like memristors US boffins claim early tests indicate edible mushrooms can function as organic memory devices, though significant challenges remain before the lab experiment can be turned into something practical....

      

      
        DNS downing clouds is boring: IBM Cloud is experiencing a quantum computer outage
        Simon Sharwood

        We're guessing that turning it off and on again won't help given qubits can be on and off at the same time IBM has one-upped AWS and Microsoft by reporting an outage in one of its cloudy quantum computers....

      

      
        Samsung picks fights with Google and Qualcomm
        Simon Sharwood

        Brings its largely unloved browser to PCs and promises to make its Exynos SoCs more competitive Samsung has signaled it intends to take on Google and Qualcomm....

      

      
        AI is making Google and Meta even stronger and richer
        Simon Sharwood

        So they're increasing spending on infrastructure to keep it that way When generative AI exploded into public view in late 2022, plenty of pundits predicted it would be bad news for the likes of Google and Meta as nimble AI-powered rivals found new ways to capture netizens' attention and monetize it.... 

      

      
        Major telecom supplier compromised by unnamed nation-state attackers
        Jessica Lyons

        Snoops remained undetected for nearly 10 months Nation-state snoops broke into Ribbon Communications - an outfit that provides software and networking gear to Verizon, CenturyLink, and the US Defense Department - last December, remained hidden for about nine months, and stole files belonging to three customers, according to the US telecommunications firm....

      

      
        Microsoft gives Windows 11 a fresh Start - here's how to get it
        Avram Piltch

        More convenient layout saves you a click Four years after the debut of Windows 11, Microsoft has finally fixed one of the biggest problems with its Start menu: The need to click the "All" button to view a complete list of all of your apps. A new Start menu, which gives you three different ways to view all installed programs without that extra click, is slowly rolling out to users....

      

      
        Microsoft seemingly just revealed that OpenAI lost $11.5B last quarter
        Matt Rosoff

        Satya has also delivered Sam most of the cash he promised Microsoft reported earnings for the quarter ended Sept. 30 on Wednesday after market close and buried in its financial filings were a couple of passages suggesting that OpenAI suffered a net loss of $11.5 billion during the quarter....

      

      
        Microsoft Azure challenges AWS for downtime crown
        Thomas Claburn

        Azure Front Door service outage disrupts airlines and other online services Microsoft Azure has been experiencing a global outage since around 1600 UTC, or 0900 PDT on Wednesday, October 29, 2025....

      

      
        'Keep Android Open' movement fights back against Google sideloading restrictions
        Thomas Claburn

        Petition seeks to rally community opposition and alert regulators Starting next year, Google plans to require all apps installed on certified Android devices, including sideloading, to come from developers it has verified. Many Android developers see the move as a power grab and have started a movement to "Keep Android Open."... 

      

      
        Ubuntu Unity hanging by a thread as wunderkind maintainer gets busy with life
        Brandon Vigliarolo

        Team begs for help as teenage dev who revived Canonical's old Unity desktop prioritizes studies The Ubuntu Unity project is in trouble because its maintainer, a Linux whiz kid, has had less time to work on it due to his studies. Now other team members are appealing to the wider Ubuntu community for help. ...

      

      
        This security hole can crash billions of Chromium browsers, and Google hasn't patched it yet
        Jessica Lyons

        Edge, Atlas, Brave among those affected Exclusive  A critical, currently unpatched bug in Chromium's Blink rendering engine can be abused to crash many Chromium-based browsers within seconds, causing a denial-of-service condition - and, in some tests, freezing the host system....
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    Suspected Chinese snoops weaponize unpatched Windows flaw to spy on European diplomats

    
Expired security cert, real Brussels agenda, plus PlugX malware finish the job    


    
        By 
Jessica Lyons        
    

    
        Posted in Cyber-crime,
        
            30th October 2025 19:20 GMT
        
    


    
Cyber spies linked to the Chinese government exploited a Windows shortcut vulnerability disclosed in March - but that Microsoft hasn't fixed yet - to target European diplomats in an effort to steal defense and national security details.
Security firm Arctic Wolf attributed the espionage campaign to UNC6384 (aka Mustang Panda, Twill Typhoon), and in research published Thursday detailed how the suspected PRC spies used social engineering and the Windows flaw to deploy PlugX malware against personnel attending diplomatic conferences in September and October.
"This campaign demonstrates UNC6384's capability for rapid vulnerability adoption within six months of public disclosure, advanced social engineering leveraging detailed knowledge of diplomatic calendars and event themes, and operational expansion from traditional Southeast Asia targeting to European diplomatic entities," the Arctic Wolf Labs threat research team said.
UNC6384 is a suspected Beijing-backed crew that, according to Google's Threat Intelligence Group, targeted diplomats in Southeast Asia earlier this year before ultimately deploying the PlugX backdoor - a long-time favorite of Beijing-backed goon squads that allows them to remotely access and control infected machines, steal files, and deploy additional malware.
In its latest campaign, UNC6384 targeted diplomats in Belgium, Hungary, Italy, and the Netherlands, along with Serbian government aviation departments during September and October 2025, according to Arctic Wolf. 
Zero Day Initiative threat hunter Peter Girnus discovered and reported this flaw to Microsoft in March, and said it had been abused as a zero-day as far back as 2017, with 11 state-sponsored groups from North Korea, Iran, Russia, and China abusing ZDI-CAN-25373 for cyber espionage and data theft purposes.
Blame ZDI-CAN-25373
The attacks begin with phishing emails using very specific themed lures around European defense and security cooperation and cross-border infrastructure development. Those emails delivered a weaponized LNK file which exploited ZDI-CAN-25373 (aka CVE-2025-9491), a Windows shortcut vulnerability, to let the attackers secretly execute commands by adding whitespace padding within the LNK file's COMMAND_LINE_ARGUMENTS structure.
The malicious files, such as one named Agenda_Meeting 26 Sep Brussels.lnk, use diplomatic conference themes as lures along with a decoy PDF document, in this case displaying a real European Commission meeting agenda on facilitating the free movement of goods at border crossing points between the EU and Western Balkan countries.
The LNK file, when executed, invokes PowerShell to decode and extract a tar (tape archive) archive containing three files to enable the attack chain via DLL side-loading, a malware delivery technique favored by several Chinese government crews, including Salt Typhoon.
DLL sideloading exploits the Windows DLL search order by tricking an application into loading a malicious DLL instead of the legitimate one.


	FBI wipes Chinese PlugX malware from thousands of Windows PCs in America


	Google issued 'State-backed attack in progress' warnings after spotting web hijack scheme


	Salt Typhoon hit governments on three continents with SharePoint attacks


	Major telecom supplier compromised by unnamed nation-state attackers


The three files include a legitimate, but expired, Canon printer assistant utility with a valid digital signature issued by Symantec. Although the certificate expired in April 2018, Windows trusts binaries whose signatures include a valid timestamp, so this allows the attackers to bypass security tools and deliver malware using DLL sideloading.
The malicious DLL functions as a loader to decrypt and execute the third file in the archive, cnmplog.dat, which contains the encrypted PlugX payload.
PlugX, which has been around since at least 2008, is a Remote Access Trojan (RAT) that gives attackers all the remote access capabilities including command execution, keylogging, file uploading and downloading, persistent access, and system reconnaissance.
"This three-stage execution flow completes the deployment of PlugX malware running stealthily within a legitimate signed process, significantly reducing the likelihood of detection by endpoint security solutions," the researchers wrote.
Microsoft did not immediately respond to The Register's inquiries about Chinese and other nation-state exploiting ZDI-CAN-25373, nor if or when it plans to fix the security flaw.(r)
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    Microsoft 365 business customers are running out of places to hide from Copilot

    
People, Files, and Calendar companion apps gain an auto-installed dose of AI    


    
        By 
Brandon Vigliarolo        
    

    
        Posted in AI + ML,
        
            30th October 2025 19:15 GMT
        
    


    
Just when you thought Microsoft had run out of Windows apps to stuff with Copilot, it's cramming the AI into your taskbar companions - People, Files, and Calendar are next.
The Microsoft 365 companion apps - lightweight, always-on taskbar tools for browsing your People, Files, and Calendar data - are the latest to get the Copilot treatment, says Redmond. 
Microsoft in August said it would begin automatically installing the companion apps on Windows 11 devices with Microsoft 365 subscriptions in late October as part of the regular Microsoft 365 Apps update process. They're available only to commercial tenants - Enterprise and Business customers - so don't expect to find them on a personal Microsoft 365 setup.
The latest update injects Copilot into the mix, letting the AI draw on your organization's people, files, and meetings to offer context-aware prompts and summaries.
"With Copilot, each companion app will be grounded in your work data - people, files, meetings - making them the fastest and easiest way to prompt for relevant questions," Microsoft 365 companion apps team principal product manager Yash Kamalanath said in the company's announcement. 
The People app, for example, "surfaces recent communications, highlights key responsibilities, and suggests tailored prompts to help you connect and collaborate," because nothing says genuine interaction like AI-generated fluff. 
Files will allow users to loop Copilot into work documents to get a summary, highlight recent changes, pick apart data, and "create action items without breaking your flow." The Copilot Calendar companion app integration, meanwhile, will let users get meeting summaries and suggestions on what material to prep for an upcoming discussion.
Both People and Files Copilot features are live now, with the Calendar integration coming soon, Microsoft said. 


	Clippy rises from the dead in major update to Copilot and its voice interface


	Feeling lonely? Microsoft Copilot can now listen to your every word, watch your screen


	The real insight behind measuring Copilot usage is Microsoft's desperation


	BBC probe finds AI chatbots mangle nearly half of news summaries


The addition of Copilot to the Microsoft 365 companion apps is the latest in a line of Redmond sticking AI into every crevice of the company's software lineup that it can find. Other recent examples include Copilot showing up directly in Excel cells, and possibly soon to on-prem Exchange Server installations if Microsoft's exploration of the idea pans out. 
The company's Copilot endeavors haven't always been welcomed, we note, especially when it adds tools that allow managers to monitor Copilot usage among various teams to push more usage of its flagship AI product. 
Administrators can manage whether the Microsoft 365 companion apps are deployed in their environments, according to Microsoft's documentation, but there's no separate switch to strip Copilot out of the trio once they're installed.
Microsoft didn't respond to questions for this story. (r)
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    Google parent company spending like a drunken sailor as capex triples over 2 years

    
Microsoft also ramping up spending, but investors concerned about overshooting demand    


    
        By 
Lindsay Clark        
    

    
        Posted in AI + ML,
        
            30th October 2025 19:02 GMT
        
    


    
Alphabet, Google's parent company, expects capital expenditures to hit $93 billion in 2025, largely to meet demand from cloud customers, according to its recent financial report.
On the back of results that revealed revenue for the third quarter was $102.34 billion, representing 16 percent year-on-year growth, Alphabet signaled a headlong charge into datacenter building to meet demand for AI services well into next year. Capex was $32.25 billion in 2023, and the estimate for 2025 stood at $75 billion in February.
Anat Ashkenazi, Alphabet senior veep and CFO, told investors: "We're continuing to invest aggressively due to the demand we're experiencing from cloud customers as well as the growth opportunities we see across the company. We now expect capex to be in the range of $91 billion to $93 billion in 2025, up from our previous estimate of $85 billion... Looking out to 2026, we expect a significant increase in capex."
Not to be outdone, Microsoft is also ramping up capex in the face of the AI boom and expects it to accelerate through its financial year. The figure for the first quarter of its financial year 2026 stands at $34.9 billion, according to recent results, larger than investment analysts had expected, and up from $24 billion in the previous quarter.
Amy Hood, executive veep and CFO, told investors this was largely driven by growing demand for the company's cloud and AI offerings. About half the spending was on "short-lived assets" such as GPUs and CPUs to support increasing Azure platform demand and first-party AI solutions, for example.
"We're increasing our spend on GPUs and CPUs. Therefore, total spend will increase sequentially, and we now expect the financial year 2026 growth rate to be higher than financial year 2025," she said.
Microsoft's capital expenditure in the quarter stood at $34.9 billion, compared with Visible Alpha estimates of $30.34 billion.


	AWS Stargate-smashing Rainier AI megacluster is up and running


	Nvidia pitches Omniverse DSX as model for gigawatt-scale AI factories


	OpenAI tells Trump to build more power plants or China wins the AI arms race


	Uncle Sam's new power plan will plug AI farms into the grid faster


However, investors were less than impressed. Shares of the company dropped by 3 percent in extended trading last night as the growth in capex worried investors who are are becoming increasingly concerned about an AI bubble, according to reports.
Oracle is also planning a massive datacenter expansion to meet the demand it expects for AI and has increased its borrowing to fund the spree. It has already launched an $18 billion bond sale and reports suggest it plans another $38 billion debt offering. Estimates suggest it will need to borrow $100 billion over four years to fulfill the demand of its $300 billion cloud compute contract with OpenAI.
Other reports suggest investors were concerned about the speed at which AI datacenter spending could offer revenue and that the rush to capture market share might see the big players overshoot demand. (r)
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    Proton trains new service to expose corporate infosec cover-ups

    
Service will tell on compromised organizations, even if they didn't plan on doing so themselves    


    
        By 
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        Posted in Security,
        
            30th October 2025 18:44 GMT
        
    


    
Some orgs would rather you not know when they've suffered a cyberattack, but a new platform from privacy-focused tech firm Proton will shine a light on the big breaches that might otherwise stay buried.
Launched on Thursday, Proton's Data Breach Observatory aims to scour the dark web for details of breaches that don't reach the likes of regulators' portals, or those that the affected organization simply hasn't acknowledged.
Proton said in its announcement that the Data Breach Observatory will launch with a roundup of 2025's incidents to date, identifying 300 million individual records across 794 attacks.
Excluded from these are the often lofty figures associated with infostealer dumps, which typically garner the clickiest headlines but concern data that is routinely duplicated, old, or otherwise mundane.
The Data Breach Observatory will feature only attacks that targeted lone organizations rather than such aggregated cases. Without this exclusion, the number of incidents it would have collected would be nearly double, and the number of affected records would be in the hundreds of billions, Proton said.
The Swiss privacy biz said there isn't enough transparency around data breaches, and there is a growing market on the dark web for stolen details, such as credentials and sensitive personal information.
In 49 percent of cases examined so far this year, passwords featured among the leaked datasets, and sensitive stuff like records related to government services or healthcare were found in more than a third (34 percent).
Proton is aiming to update its Data Breach Observatory in near-real time, and responsibly disclose the attacks it finds on the dark web that may otherwise never have gotten the airtime they deserve.
The new service wasn't launched to simply harangue orgs for keeping shtum when they could be more transparent. Proton said it believes the Observatory will help small and medium businesses, which remain the most vulnerable to data breaches, become more aware of the dangers and shore up their systems accordingly.
Eamonn Maguire, director of engineering, AI & ML, at Proton, insists that the Data Breach Observatory is different from sites like HaveIBeenPwned, and the fact that it ingests data from dark web sources sets it apart from others like it.
He told The Register: "Many breach disclosures come from other sources too: GDPR notifications, researchers, threat intelligence feeds, and journalistic investigations, and so on. However, there's still a significant gap: many organizations choose not to disclose breaches when not legally required, or delay disclosure. 
"Our Observatory fills this gap by monitoring criminal sources directly, meaning we can identify breaches regardless of whether the organization affected chooses transparency. The key differentiation is systematic, near-real-time monitoring of criminal sources rather than waiting for eventual disclosure."
Scouring the dark web for this kind of intel is not a novel endeavor, although publicizing results of those investigations is less common.
Dark web breach data is made available to customers of threat intelligence companies, for example, but these are often private reports, so the wider business community rarely benefits.


	Google says reports of a Gmail breach have been greatly exaggerated


	Thieves steal IDs and payment info after data leaks from Discord support vendor


	3.7M breach notification letters set to flood North America's mailboxes


	Red Hat fesses up to GitLab breach after attackers brag of data theft


In additoin, data circulating on the dark web is often unreliable and thus must be screened. You can't just take the word of a cybercriminal and run with it.
Using ransomware leak blogs, from which big cybersecurity companies commonly gather statistics to inform their quarterly reports on the number of attacks, is problematic, because these sites routinely inflate their claims. 
Asked how Proton plans to ensure the veracity of the data it finds, Maguire said that the company has partnered with US-based Constella Intelligence, which will handle this part of the process.
"There are a number of processes that go into this," he said. "For example, cross-referencing compares against known breach patterns and previous leaks. Similarly, metadata examination analyzes timestamps, file structures and other metadata for consistency, and company outreach plays a part too.
"Part of our responsible disclosure process includes contacting affected companies, which often provides confirmation. You're absolutely right that ransomware leak sites can include duplicated or inflated data, which is precisely why we focus on single-source, identifiable breaches and exclude aggregated compilations. We're not simply republishing what criminals claim; we're applying validation layers before disclosure." (r)
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    Colorado launches lawyers at Trump admin over space base relocation

    
State cries foul over "crooked elections" claim in Alabama move    


    
        By 
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        Posted in Offbeat,
        
            30th October 2025 18:37 GMT
        
    


    
The State of Colorado has thrown a sueball at the Trump administration over the president's decision to relocate the headquarters of the US Space Command from Colorado Springs to Alabama.
Trump announced the relocation in September. Colorado had been selected by the previous Biden administration, which US Senator Tommy Tuberville of Alabama decried as "political cronyism." Tuberville later told Trump that the headquarters in Huntsville, Alabama, would be named the "Donald J. Trump Space Command Center."
According to Trump, a "big factor" in the decision was Colorado's support for mail-in voting. "So they have automatically crooked elections," he said, "and we can't have that..." Despite Trump's rhetoric, there is no credible evidence associating mail-in voting with an increased incidence of voting fraud.
At the time, Colorado Attorney General Phil Weiser said of the move, "I'm prepared to challenge it in court," and so here we are.
Weiser said, "The president's decision to punish Colorado by relocating Space Command because of the lawful exercise of our authority to regulate elections - and his threats of further harmful action - violate the Tenth Amendment."
The lawsuit [PDF] directed at Trump, Secretary of Defense Pete Hegseth, and Air Force Secretary Troy Meink, argues that Colorado is entitled to regulate elections itself rather than at the direction of the President, hence the complaint about mail-in voting should not have a bearing on the decision.
Furthermore, "the Executive Branch also violated statutory requirements mandating detailed processes and public disclosures through the submission of reports to Congress before taking action to relocate a major military headquarters."
In other words, due process was not followed in the relocation decision.
The complaint states that "President Trump has unlawfully retaliated against Colorado to punish the State for its exercise of sovereign authority to regulate elections."
According to Trump, the move will result in more than 30,000 jobs for Alabama and investments totaling hundreds of billions of dollars. At the time of the decision to keep the headquarters of Space Command in Colorado Springs, the Denver Metro Chamber of Commerce stated that 1,400 Colorado jobs depended on the HQ's location, and the annual economic impact was $1 billion.


	50 years in deep space, and Voyager still can't escape budget gravity


	Give Europe some space! 3 companies join forces to reach for the stars


	NASA's deep-space laser comms demo has left the chat


	NASA and Sierra Space clip Dream Chaser's ISS wings


The Denver Chamber of Commerce more recently stated that "the Colorado aerospace and defense ecosystem brought in $38 billion in federal contracts."
The Huntsville Madison County Chamber noted that the Redstone Arsenal in Huntsville, Alabama, had been selected in 2021 as the Preferred Alternative location for the US Space Command headquarters, a decision "supported by two subsequent independent reviews which confirmed that Redstone will offer the best strategic value."
"We look forward to the workforce of the U.S. Space Command joining the 75,000+ defense and aerospace workers that call the Redstone Region home." (r)
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    Docker Compose vulnerability opens door to host-level writes - patch pronto

    
Windows Desktop installer also fixed after DLL hijack flaw rated 8.8 severity    


    
        By 
Joe Fay        
    

    
        Posted in Patches,
        
            30th October 2025 16:27 GMT
        
    


    
Docker Compose users are being strongly urged to upgrade their versions of the orchestration tool after a researcher uncovered a flaw that could allow attackers to stage path traversal attacks.
NIST has dubbed the Compose vulnerability CVE-2025-62725 and given it a 8.9 severity rating.
The bug was uncovered by Imperva's Ron Masas in early October. As Masas writes, Compose is a "friendly layer above Docker Engine that turns a few YAML lines into a running application." Unsurprisingly then, it powers millions of workflows, "from CI/CD runners and local development stacks to cloud workspaces and enterprise build pipelines."
He uncovered the high-severity path traversal vulnerability while exploring the tool's recently added support for OCI-based Compose artifacts. "The flaw allowed attackers to escape Compose's cache directory and write arbitrary files on the host system, simply by tricking a user into referencing a malicious remote artifact."
"When Compose processed OCI layers it trusted the layer annotations that tell it where to write files," he said. So an attacker could craft an annotation, and Compose "performed a literal join between its local cache directory and that annotation... No normalization, no canonicalization, no checks that the resulting path stayed inside the cache."
That in turn would allow the crafted annotation to traverse out of the cache directory, "and cause Compose to write files anywhere the Compose process had permission to write."
While Docker Compose's OCI artifact feature aims to streamline configuration sharing, this incident illustrates how automatic file reconstruction from unverified sources can obscure important security boundaries.
Masas said the Docker team's quick response and fix ensured users remain protected, but the incident drove home the point to "sanitize every path, even when 'it's just YAML.'" In the meantime, Imperva recommended users upgrade to v2.40.2.


	Microsoft drops surprise Windows Server patch before weekend downtime


	Forking confusing: Vulnerable Rust crate exposes uv Python packager


	Devs are writing VS Code extensions that blab secrets by the bucketload


	Docker Desktop bug let containers hop the fence with barely a nudge


In other news, Docker has fixed a flaw in its Windows Installer that left it vulnerable to DLL injection. The Desktop Installer.exe flaw was dubbed EUVD-2025-36191 by ENISA earlier this week, with a 8.8 rating.
ENISA said the flaw means Desktop Installer.exe "is vulnerable to DLL hijacking due to insecure DLL search order. The installer searches for required DLLs in the user's Downloads folder before checking system directories."
This weakness allowed attackers to gain higher-level access to the system by placing malicious DLL files in specific locations.
Docker plugged the gap in Desktop 4.49.0, released last week, meaning users should upgrade if they haven't already. Release notes for the latest version also warned that the next release onward will require at least Windows 10 22H2 or Windows 11 23H2.
This is the second month on the trot Docker has had to plug a high-severity flaw in Desktop, while in August, it had to plug a critical flaw. However, many vendors or projects happily clock up tens, hundreds, or even thousands of flaws a year. OWASP's first rule for Docker security is "Keep Host and Docker up to date." (r)
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    Trump and Xi ease trade tensions, but Nvidia still can't sell Blackwell in China

    
US President did discuss chip exports with his counterpart, but made no breakthroughs    
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Talks between US President Trump and Chinese leader Xi Jinping in South Korea yielded a modest thaw, with the two agreeing to trim tariffs and pause new rare-earth export curbs. But whether Nvidia can sell its latest GPUs to China remains an open question.
Speaking to reporters on Air Force One, Trump said the US would reduce tariffs on Chinese imports by 10 percentage points to a total of about 47 percent. The cut, Trump explained, comes from the US halving its tariff on China over claims the country has been exporting fentanyl to the US, which Xi apparently promised to Trump he would work to stop. Trump previously threatened tariffs on China as high as 145 percent, but has been anything but consistent on the matter. 
China also promised to pause its most recent round of restrictions on the use of its rare earth resources issued earlier this month. Those rules were twofold, with one requiring foreign companies that use Chinese-origin rare earths to obtain licenses to export items containing them, and a second placing stricter controls on the export of technology related to rare-earth mining and processing. 
According to the Chinese Ministry of Commerce, which confirmed Trump's statements in a press release, the pause will last for one year to "study and refine specific plans," so this is more of a temporary reprieve than the end of the trade conflict. 
Nvidia gets a nod, but no specifics
Despite President Trump claiming earlier this week that he'd be discussing the export of Nvidia Blackwell GPUs, that discussion didn't materialize, Trump told reporters on the presidential jet - though he did admit Nvidia was discussed by the two leaders. 
"We did discuss chips," Trump said, per Bloomberg. "They're going to be talking to Nvidia and others about taking chips."
As for what chips, "we're not talking about the Blackwell," Trump added, despite the President's prior consideration of allowing export of reduced-capacity Blackwell chips to China.


	Pentagon snaps up ownership stake in America's only rare earths mine


	A billion dollars' worth of Nvidia chips fell off a truck and found their way to China, report says


	Tariff threat plays havoc with US PC market, economy not helping


	AI arms dealer Nvidia laments the many billions lost to US-China trade war


Nvidia has been stuck in the middle of Trump and Xi's trade conflict practically since the US president took office for his second term, with the company facing US limits on exports of advanced AI chips to China, an antitrust probe by Beijing regulators, reported bans on Nvidia chip purchases by major Chinese tech firms, and a temporary US licensing freeze on its H20 processors.
How Nvidia may benefit from this latest round of talks is still unclear, but for CEO Jensen Huang, at least his company is being thought about as talks continue.
We reached out to the White House to get more specifics on the timeline for the tariff reductions and what Trump and Xi discussed about Nvidia, but we didn't hear back; instead, we received an automated message blaming the government shutdown on Democrats and saying the White House press office is operating at reduced capacity. (r)
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    US government shutdown clouds an otherwise sunny ServiceNow forecast

    
Enterprise software giant lifts guidance but adds 'prudence' as federal contracts stall    
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ServiceNow has built some "prudence" into its earnings guidance due to the ongoing US government shutdown.
The tech vendor, which provides a service layer and AI agents on top of business applications, posted $3.4 billion in revenue for calendar Q3, up 22 percent year-on-year. Operating margin was 33.5 percent, three percentage points higher than the company's expectations.
Subscription revenue - the bulk of the SaaS player's income - outstripped analyst forecasts. ServiceNow increased its overall guidance for the full year.
But as well as the seemingly good news for investors, CFO Gina Mastantuono added a note of caution about the effects of the federal government shutdown on ServiceNow. Speaking on an analyst call, she said demand from federal agencies was strong and growing, however, the shutdown was not reflected in the results so far.
"90 days ago the government was not shut down," she said. "We absolutely have factored in a bit more prudence into this guide because - as much as I would like to say I know how to forecast when the government is going to reopen - I just don't. Procurement processes do take a bit of time."
She said the timing of government deals was the question, not whether they would take place, "because demand is healthy, strong and the opportunity for us in federal space, and more broadly state and local government, remains stronger than ever."


	ServiceNow thinks you're doing AI fast and wrong


	ServiceNow signs Uncle Sam's latest short-term AI discount deal


	ServiceNow eyes $100M in AI-powered headcount savings


	ServiceNow's new AI agents will happily volunteer for your dullest tasks


Questioned on why guidance on subscription revenue growth did not seem to match the current remaining performance obligations - the value of contracts signed but not recognized - overall, Mastantuono said the public sector performance was factored in.
Like most vendors in the enterprise application market, ServiceNow is peddling AI agents as the solution to the productivity puzzle. CEO Bill McDermott said that internally, 90 percent of the IT, customer service, and HR processes were now being done by agents, "not at the exclusion of people, but to make people happier."
He said "the soul-crushing stuff is done by the agent and the people are doing more and serving more capability to our customers."
Mastantuono added that the company was able to raise its bottom line guidance by half a percentage point on operating margin and two percentage points on free cash flow, not only from the demand but also from internal AI efficiencies. "We're getting to help really drive that bottom line expansion on top of the incredible top line growth," she said.
Although ServiceNow has increased its headcount, analyst firm Forrester warned that companies making job cuts because of expected AI efficiencies will start quietly rehiring staff in 2026. (r)
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    KDE tidies up Plasma 6.5 with 60-odd fixes and smoother setup for OEMs

    
Big release with a lot of new features - and a few inevitable glitches    
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The KDE Plasma 6.5 graphical shell arrived last week for Unix-like operating systems, and now 6.5.1 is here for the more cautious. The team's squashed over 60 bugs - and they're by no means all new.
KDE Plasma 6.5 is a significant release with a lot of small improvements in fit and finish; the project's announcement refers to this release as an "inflection point" and says "KDE is on the verge of making it big for the general public." This version has performance and accessibility improvements, simplifies connecting to and sharing Wi-Fi networks, and can automatically switch between light and dark display modes (optionally changing the wallpaper to match).
So it's inevitable that some bugs found their way in - Plasma is a large and very complex suite of software. One week later, KDE Plasma 6.5.1 followed, which has no new features at all but contains fixes for, by our reckoning, 63 different bugs. The bugs are not all newly introduced - for instance, bug #385856 involves panel shortcuts rearranging when you drop a new item on the panel, and that one dates back to 2017. That was just after the release of KDE Plasma 5.11. There were some new ones, though, such as screen corruption when adding or removing monitors, and AMD GPU users seeing a corrupted mouse pointer.
One of the new features in Plasma 6.5 won't be visible to many existing users, as it targets OEMs shipping new hardware with KDE Plasma pre-installed. The new Plasma Setup tool, which was announced back in August, provides an improved KDE Initial System Setup - or as some vendors call it, "out-of-box experience." This is not to be confused with the Plasma Welcome app, which runs on your first login to a new account. Plasma Setup runs on the first boot of a new computer, and is the tool that sets up that initial account - including choosing a language, keyboard layout, and so on. Companies such as Tuxedo Computers sell Linux hardware with KDE, such as the Pulse G2 and Stellaris Gen 4, running the company's own modified version of Ubuntu, Tuxedo OS.
For those already comfortable with KDE, there are lots of other improvements. Application permissions have been improved and they're now handled in one place under Settings, which covers various kinds of installations including Flatpaks, native apps, and more. The Discover app store now can handle flatpak+https:// URLs, so it will open directly from application links on web pages. Discover now can display and install device drivers too - at least on compatible OSes.
One of the very handy features that's not immediately obvious is Krunner, which is KDE's intelligent app and file launcher tool. It's especially handy in the "desktop grid" overview screen, which appeared long ago - it's mentioned in the Plasma 4.0 announcement - but got much more capable in Plasma 5.24. Krunner can also perform calculations and conversions, switch desktops, and much more: it's akin to KDE's "Siri," lacking only the speech recognition. Now it does fuzzy matching on application names, so a fragment of the name or description should find what you want.


	Aurora immutable KDE Plasma workstation: Big, slow, and confusing


	Key KDE developer Jonathan Riddell quits


	KDE Linux and FreeBSD hit alpha and - surprise - fan fave Pop_OS nearly at beta


	Project Banana ripens into a pre-alpha for KDE Linux, and you can test it


The Plasma clipboard manager lets you name and save fragments for later use, which would save this vulture a number of desktop text files we use daily. Sticky notes can be resized, and virtual desktops can be rearranged directly in the Pager widget - or in the Overview, in which case the widget rearranges itself to match.
There are also smaller cosmetic improvements, such as panels automatically scrolling when too full to display all their contents, and a minor feature to which the release announcement mystifyingly gives top billing: windows styled with KDE's default Breeze theme now have their bottom corners curved to match the top corners.
KDE Plasma 6.0 was a long time coming, but the rapid cycle of releases and new features since then is great to see. Combined with the new showcase KDE Linux distro, which as we reported in late 2024 draws inspiration for its robustness from Steam OS 3 on the Steam Deck, KDE hasn't looked so vigorous in many years. (r)
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    Invisible npm malware pulls a disappearing act - then nicks your tokens

    
PhantomRaven slipped over a hundred credential-stealing packages into npm    
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A new supply chain attack dubbed PhantomRaven has flooded the npm registry with malicious packages that steal credentials, tokens, and secrets during installation. The packages appear safe when first downloaded, making them particularly difficult for security apps to identify.
According to researchers at Koi, the campaign has been active since at least August 2025 and involves 126 malicious packages published by multiple accounts. At least 86,000 downloads were recorded before the campaign was exposed this week, and more than 80 of the infected packages were still live at the time of disclosure.
What sets PhantomRaven apart is its use of a new technique the researchers call Remote Dynamic Dependencies (RDD). Unlike typical npm malware, which relies on visible dependencies or post-install scripts, PhantomRaven packages initially appear empty - no dependencies, no suspicious code. But when a user installs them, the package fetches additional code from a remote server controlled by the attacker. The malicious payload is then executed locally, stealing data and exfiltrating it to the attacker's infrastructure.
This makes the attack extremely difficult to detect using conventional methods. Security tools that rely on static analysis of package metadata or dependency graphs will see nothing out of the ordinary, because the harmful code doesn't exist in the registry itself. Instead, it's dynamically retrieved during installation, leaving no obvious trace in the source files.
The stolen information includes npm and GitHub tokens, cloud credentials, SSH keys, and other sensitive environment variables commonly used in development and CI/CD pipelines. Koi said that the exfiltrated data was sent to a domain controlled by the threat actor, which used randomly generated subdomains for each victim to make tracking harder.
Koi's researchers noted that even experienced developers could be tricked because the packages use innocuous names, and some appear to have been automatically suggested by AI coding tools. The attackers also spread their uploads across multiple npm accounts, using disposable email addresses to avoid easy correlation.


	Self-propagating worm fuels latest npm supply chain compromise


	More packages poisoned in npm attack, but would-be crypto thieves left pocket change


	GitHub moves to tighten npm security amid phishing, malware plague


	Dev snared in crypto phishing net, 18 npm packages compromised


The team found that the packages disguised their true function by including harmless placeholder code, such as a "Hello World" script, to appear benign in the npm registry. Only when installed would they dynamically fetch and execute the real payload, bypassing static security checks entirely.
After analyzing the infrastructure and payloads, Koi said that the attacker's infrastructure was "surprisingly sloppy," but that they devised a "clever" method which could be reused by others. The campaign shows how easily malicious actors can abuse trust in public registries and highlights a new blind spot in existing software supply chain defenses.
"PhantomRaven demonstrates how sophisticated attackers are getting at exploiting blind spots in traditional security tooling," Koi researchers said. Remote Dynamic Dependencies aren't visible to static analysis. AI hallucinations create plausible-sounding package names that developers trust. And lifecycle scripts execute automatically, without any user interaction.
"These aren't theoretical vulnerabilities - they're active exploitation techniques affecting thousands of developers right now."
PhantomRaven shows that the real danger isn't always in the code itself, but in what it secretly fetches when you hit install. (r)
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    Italian tech company promises to make America Online great again

    
Dial-up dinosaur finds yet another corporate home as Yahoo waves goodbye    
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Bending Spoons, an Italian tech biz, is buying AOL from Yahoo, funded by a $2.8 billion debt financing package that will also bankroll future acquisitions.
The purchase price remains undisclosed. Bending Spoons (BS) CEO Luca Ferrari estimates AOL has 8 million daily and 30 million monthly active users, making it "one of the top-ten most-used email providers in the world."
Ferrari pledged to "invest significantly to help the product and the business flourish." AOL has had numerous different owners since 2001 but that stops now, BS claimed.
"We intend to invest significantly to help the product and the business flourish," he added, "Bending Spoons has never sold an acquired business--we're confident we're the right long-term steward for AOL, and look forward to serving its large, loyal customer base for many years to come."


	Biden broadband benchmarks are BS, says Trump FCC


	Only ISPs get to determine what constitutes 'affordable' broadband, says team Trump


	Nvidia adds AI peanut butter to Nokia's 6G network chocolate, throws in $1 billion


	Mobile operators brace for bigger, faster headaches with 6G


BS has pursued an aggressive acquisition strategy. It bought file transfer service WeTransfer in 2024, reportedly cutting 75 percent of staff afterward. Its 2022 purchase of note-taking app Evernote was followed by restrictions on free-tier users to drive paid subscriptions.
AOL's four-decade history includes a dramatic rise and falls - it was once the Internet as far as its millions of customers were concerned. AOL arguably reached its peak with the dawning of the new century. The company bought the Netscape browser in 1998, and Time Warner in 2000 at the height of its powers, before a lengthy decline set in.
As the dial-up service, on which AOL was founded, dwindled in favor of broadband, its fortunes waned. In 2009, AOL was spun out of Time Warner, and in 2015, it was acquired by Verizon. Verizon later bought Yahoo! and merged the two before tiring of the whole enterprise and selling the pair to Apollo Global Management in 2021.
Which brings us to the Bending Spoons acquisition.
"This transaction will allow us to focus more deeply on the aggressive roadmaps we have planned for Yahoo's core products moving forward, while ensuring AOL continues to thrive under new ownership," said Jim Lanzone, CEO of Yahoo.
AOL recently switched off the last bits of its dial-up network. The number of customers affected by the termination was said to be in the low thousands. (r)
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    Canonical CEO says no to IPO in current volatile market

    
'We should be a public company,' Shuttleworth tells The Reg, just not 'with our trousers around our ankles'    
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Interview An initial public offering is a matter of when, not if, for Canonical founder and CEO Mark Shuttleworth, though interested stock owners shouldn't expect a prospectus anytime soon.
"We are well north now of the financial minimums needed for an IPO," he tells The Register during the Ubuntu 25.10 Summit at Canonical's headquarters.
However, the open source veteran emphasizes the real barrier is operational readiness rather than revenue, product, or technical milestones. "I am very calmly of the view that we should be a public company, but also very calmly of the view that there's no need to do it when we're not mature enough."
Shuttleworth is against going public "with our trousers around our ankles," citing market volatility and the need for company confidence before subjecting the business to public scrutiny. He's not wrong.
Canonical has maintained steady profitability and growth during the multiple years since its long-rumored but never materialized IPO plans.
Unlike many company founders, whose goal from day one is to gather up multiple rounds of VC funding and then cash out as a unicorn as fast as humanly possible, Shuttleworth invested his own capital in Canonical.
[image: Mark Shuttleworth next to the Ubuntu logo]
A sit-down with Ubuntu founder Mark 'SABDFL' Shuttleworth

READ MORE
Armed with around $575 million after selling Thawte to VeriSign in 1999 - and after paying $20 million for a space flight before SpaceX and Blue Origin made civilian space travel almost commonplace for the multimillionaire set - Shuttleworth's substantial backing has allowed Canonical to operate without the usual multiple VC-led rounds. He's kept doing this because he remains passionate about both Linux and open source software.
Despite Ubuntu's reputation as a leading Linux distribution, Shuttleworth describes Canonical's ambitions as far more expansive. It continues to invest heavily in R&D, growing a global team to nearly 1,400 employees, 900 of whom work in technical roles, with the remainder in support and commercial operations. Headcount has more than doubled since layoffs in 2017, and Canonical's presence spans 80 countries and every time zone, enabling "follow the Sun" support and operations.
If those numbers seem high on the technical side, that's because they are. As Shuttleworth tell us, "a typical organization would be about a third R&D. We're two-thirds R&D. We're still very much investing in broadening the base of open source that we can support, growing the number of packages that we support, and growing the number of different places we can deliver goodness."
This, Shuttleworth observes, is all in support of Canonical's strategy to meet open source needs across disparate environments rather than focusing narrowly on single use cases. All of this is to underpin his vision of Canonical as an open source company that offers a broad range of open source-based services, ranging from the Internet of Things (IoT) to the desktop to the cloud, though not mobile.
"The larger an organization is, the more diverse its needs are. Rather than be a single solution provider, I would rather anchor in our diversity, where what we can do best is to enable people to trust us with open source they can use in a wide range of circumstances."
[image: The default wallpaper is suitably oracular. We'll trust the company that that's an oriole. ]
Ubuntu turns 20: 'Oracular Oriole' shows this old bird's still got plenty of flight

READ MORE
Thinking of the global market, does the rise of interest in digital sovereignty, especially in the European Union (EU), present an opportunity? Shuttleworth warns of "balkanization" and supply chain weaponization. In particular, he references the US government restrictions on Chinese access to GPUs.
He positions open source, somewhat idealistically, as a universal remedy, arguing that Canonical strives to play by a "strictly level playing field on a global basis," enabling open source to transcend political boundaries.
"I'm very conscious of the fact that I'm never going to be red, white, and blue enough for specific projects in the US, or red enough for some projects in China, or blue enough perhaps for certain projects in Europe, but that's OK with me. I want to represent what open source can do on a universal basis."
Asked about the perennial question of Linux's desktop prospects, Shuttleworth asserts his belief in open source's potential, but cautions the community to focus on "the 'just works' phenomenon" for non-engineers. Still, "I'm a believer in the potential of Linux to deliver a desktop that could have wider and universal appeal."
He praises innovators like US Linux computer company System76, which is pursuing desktop environments for broader audiences with its new Rust-based COSMIC desktop. Indeed, System76 presented a session on COSMIC at the Ubuntu Summit.
Part of the problem the Linux desktop faces, he thinks, is the open source community needs to understand that building desktops for people who aren't engineers is different. "We need to understand that the 'just works' phenomenon is really important. So, I really salute folks like the System76 folks because I think they're really focused on building something that can work for a wide and broad-based audience."


	Ubuntu users left waiting after Canonical's servers take weekend off


	Programmers: you have to watch your weight, too


	The price of software freedom is eternal politics


	LibreOffice adds voice to 'ditch Windows for Linux' campaign


"Sometimes, I think the Linux desktop environments users are too happy with an 'it's for us, by us,' attitude. If we want to pursue a more global opportunity, we're going to have to build something that isn't just for us, but for a wider audience, the way Chrome OS and macOS have."
Don't think that Shuttleworth and the team are considering switching out default desktops, though. According to Jon Seager, VP of Ubuntu Engineering, the plan is to continue supporting the latest version of GNOME in the next long-term support release of Ubuntu 26.04. This should be GNOME 48 running on Wayland.
Shuttleworth, while hoping desktop Linux gains more global mainstream adoption, realizes desktop Linux fragmentation remains an issue. "If we want Linux to be a true global alternative, we need to do something that has a lot of heft behind it, and we need to not tear each other down."
[image: Angry penguins]
Linux is about to lose a feature - over a personality clash

READ MORE
He laments the negativity that greeted Canonical's Unity desktop experiment but credits the pivot to server, cloud, and IoT as fueling Canonical's current profitability.
There is growing enterprise and government interest in Linux desktops due to dissatisfaction with Windows 11, anger over the end of free Windows 10 support, and disgruntled personal and business users over Microsoft's enforced obsolescence of perfectly good PCs. All of this gives the Linux desktop its best chance ever to gain significant market share.
Shuttleworth is affirming Canonical's commitment to broad-based open source enablement, inclusive of cloud, desktop, and device innovation. He acknowledges ongoing tensions between startup agility and the "grown-up" discipline required for an IPO, but maintains that Canonical's trajectory remains deliberate and globally ambitious.
"I would like to be part of open source winning the desktop... Maybe this is the moment," he concludes. (r)
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    Equinix revealed as occupant of PS3.9B UK datacenter campus

    
Investment will fund 250 MW, three-facility campus near London as AI and cloud demand surge    
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Equinix will occupy a massive datacenter campus near London's M25, investing PS3.9 billion ($5.1 billion) in the 85-acre (0.34 square kilometers) Hertfordshire plot close to South Mimms services.
The planning application for the project was filed last year by a company called DC01 UK Ltd. The site will feature three facilities with more than 250 MW capacity across 2 million square feet -- making it one of Europe's largest datacenter campuses.
Construction should begin around 2027, Equinix told us, with operations starting three years later, aligning with the site's 2029 grid connection date.
Equinix projects 2,500 construction jobs and 200 permanent positions are to be created. Such massive projects have previously drawn criticism that they offer little in the way of local employment once construction is complete.
Perhaps it is for this reason that the firm has engaged consultants KPMG, who estimated the Hertfordshire Campus could add up to PS3 billion ($4 billion) to the UK economy during construction, and up to PS260 million ($343 million) once operational.
Mindful of concerns regarding datacenters and the environment, Equnix was keen to point out the facilities will use 100 percent renewable energy and dry cooling to minimize water consumption to office-building levels.


	Google unmasks itself as mystery hyperscaler behind yet another UK datacenter


	UK government overrules local council's datacenter refusal on Green Belt land


	Mega UK datacenter greenlit, but we still don't know who's moving in


	'Hyperscale customer' to take massive datacenter site near London


Secretary of State for Science, Innovation and Technology Liz Kendall called Equinix's investment "a huge win for Britain," saying it would power the government's AI ambitions.
The Hertfordshire Campus joins a number of new datacenter sites near Britain's capital, including the newly opened Google facility at Waltham Cross, plus projects at Abbots Langley, East Havering, and one at Woodlands Park, near Iver in Buckinghamshire.
Equinix this week disclosed its financial results for the third quarter ended September 30, reporting a 5 percent year-on-year rise in revenue to $2.316 billion, and annualized gross bookings of $394 million, up 25 percent. (r)
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    Cyberpunks mess with Canada's water, energy, and farm systems

    
Infosec agency warns hacktivists broke into critical infrastructure systems to tamper with controls    
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Hacktivists have breached Canadian critical infrastructure systems to meddle with controls that could have led to dangerous conditions, marking the latest in a string of real-world intrusions driven by online activists rather than spies.
In a joint alert issued this week, the Canadian Centre for Cyber Security and the Royal Canadian Mounted Police said industrial control systems (ICS) had been manipulated by hacktivists - not for money, but for the thrill and headlines.
The victims included a municipal water facility where pressure values were changed, an oil and gas company whose tank gauge was tampered with, and a farm silo where drying temperatures were altered, "resulting in potentially unsafe conditions if not caught on time."
Officials stressed these weren't sophisticated, state-sponsored operations but opportunistic intrusions that caused real-world disruption ranging from false alarms to degraded service. The attackers didn't need custom malware or insider access either - just a connection and curiosity.
"While individual organizations may not be direct targets of adversaries, they may become victims of opportunity as hacktivists are increasingly exploiting internet-accessible ICS devices to gain media attention, discredit organizations, and undermine Canada's reputation," the alert said.
The advisory listed a depressingly familiar roll call of vulnerable kit: PLCs, remote terminal units, human-machine interfaces, SCADA systems, safety controllers, building management setups, and other industrial IoT gear that's notoriously fragile when left exposed. Operators were urged to take stock of what's online, lock it down behind VPNs and multi-factor authentication, and monitor it like a critical system - because it is.
The US government has previously sounded the alarm on foreign hacktivists attempting to manipulate industrial system settings. Earlier this month, a Russian group called TwoNet was duped into targeting a fake critical infrastructure organisation, which the crew later claimed to be a real-world attack.


	DEF CON hackers plug security holes in US water systems amid tsunami of threats


	Ransomware scum have put a target on the no man's land between IT and operations


	This is the FBI, open up. China's Volt Typhoon is on your network


	Iran-linked crew used custom 'cyberweapon' in US critical infrastructure attacks


The Canadian Centre for Cyber Security warned that oversight remains weakest in local utilities, agriculture, and smaller manufacturers, where operational technology often runs for decades and cybersecurity spending trails behind IT. Officials urged operators to meet the country's Cyber Security Readiness Goals and to report any suspicious activity.
So far, the consequences have been mild: pressure fluctuations, false readings, and some red faces. But authorities say the same tactics could easily cause physical harm or cascading failures if repeated at scale.
It's not just industrial kit under fire in Canada. Last week, Toys R Us Canada admitted that crooks had lifted customer data, including names, addresses, phone numbers and email addresses, and dumped it online. No credit card details were taken, but the breach shows that whether it's water pumps or toy shops, Canada's digital front doors aren't as locked as they should be. (r)
    






        





This article was downloaded by calibre from https://go.theregister.com/feed/www.theregister.com/2025/10/30/hacktivists_canadian_ics_systems/



	Previous
	Articles
	Sections
	Next





	Previous
	Articles
	Sections
	Next







    
        Original URL: https://www.theregister.com/2025/10/30/europe_azure_outage_reaction/
    

    Azure's bad night fuels fresh calls for cloud diversification in Europe

    
Time to put eggs in more than one basket?    
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As Azure staggers back to its feet following an hours-long outage last night, British and European businesses are questioning their reliance on Microsoft's cloud infrastructure.
UK retailers Asda and Marks & Spencer were among those affected, as was Dutch Railways, with the group's online travel planner and ticket purchasing systems reportedly knocked sideways.
According to Microsoft, the cause was "an inadvertent tenant configuration change within Azure Front Door (AFD)" that affected both Microsoft services and customer applications. The impact began at 15:45 UTC, with mitigation confirmed by midnight.
The end-of-day timing minimized disruption, but organizations relying on Azure still faced hours of scrambling to restore services.
Lisa Webb, a consumer law expert for Which?, said: "Large-scale outages underline how dependent everyday life has become on tech providers. With services from airports and supermarkets to banks and communications networks relying on Microsoft's systems, millions of people could be affected.
"For consumers, this could mean being unable to make payments, access important accounts, or complete time-sensitive tasks, problems that can quickly lead to missed bills, overdraft charges, or other financial knock-on effects."
With both AWS and Azure suffering major failures recently, organizations will be taking a close look at their dependencies.
Nicky Stewart, Senior Advisor to the Open Cloud Coalition - which counts Google as a backer - said the outage, "highlights the systemic risk of Europe's dependence on the two dominant cloud providers. Successive outages on this scale show how a single technical fault can ripple through essential services, public infrastructure, and the wider economy."


	Microsoft Azure challenges AWS for downtime crown


	Amazon Web Services' US-EAST-1 region in trouble again, with EC2 and container services impacted


	UK politicians to draft outage blueprint after AWS calamity


	Amazon axes 14,000 desk jobs in AI-powered slimming plan


Repeated disruption underscores the need for diversification, she added, urging the UK's competition regulator to introduce rememdies that help create a "more open, competitive, and interoperable cloud market."
Mark Boost, CEO of Civo,questioned why UK institutions rely on infrastructure "hosted thousands of miles away," noting that "the real systemic risk is fragility caused by concentration." He urged policymakers to "rethink procurement, fund sovereign alternatives, and make resilience a baseline requirement."
Events of the past week highlighted that "resilience cannot come from dependency", he said, pressing for a domestically governed cloud strategy.
Matthew Hodgson, CEO of the Element communications platform, called for governments to rethink their infrastructure strategies.
"The trouble with big centralized systems," he said, "be it Microsoft Azure, AWS, Microsoft Teams, Signal, Slack or Zoom, is that they suffer global outages because they have single points of failure. True resilience comes from decentralization and self-hosting."
The back-to-back failures from Microsoft and AWS have made the case for cloud diversification less possible to ignore. (r)
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    Postcode Lottery's lucky dip turns into data slip as players draw each other's info

    
Biz says 'technical error' caused short-lived leak affecting small number of users    
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A major UK lottery organization says it has resolved a technical error that exposed customer data to other users.
People's Postcode Lottery (PPL) subscribers briefly saw other players' personal information when logging into the site on Monday. The exposed data included names, addresses, email addresses, and dates of birth.
According to forum posts, each time users refreshed their homepage, a different user's details appeared. 
PPL yanked the service offline within 17 minutes of discovering the issue on October 27, and all services were restored at 09:00 UTC on October 29. The company said a "technical error" caused the leak, with no evidence of external attack.
Last year PPL reported that 4.9 million people subscribed to its service, which sees Brits pay PS12.25 (around $16) per month to be entered into a prize draw. An investigation after the glitch revealed that only 0.1 percent of the lottery's players were affected.
All customers that were exposed have received email notifications and a year of free Experian credit monitoring.
"We are very sorry this happened," it said. "We take our responsibility to our players extremely seriously and we can confirm that we have reported this issue to the Information Commissioner's Office."


	Major telecom supplier compromised by unnamed nation-state attackers


	EY exposes 4TB+ SQL database to open internet for who knows how long


	Beatings, killings, and lasting fear: The human toll of MoD's Afghan data breach


	Google says reports of a Gmail breach have been greatly exaggerated


"We are working to ensure an incident of this kind cannot happen again in future," a company spokesperson added.
Instead of normal lottery numbers, PPL's competition draws UK postcodes and all subscribers who reside in the selected postcode win a share of different prize pools.
PPL takes 30 percent of players' ticket prices and gives the sum to good causes. It claims to have raised more than PS1.5 billion ($1.9 billion) for 126 charities since 2005. (r)
    






        





This article was downloaded by calibre from https://go.theregister.com/feed/www.theregister.com/2025/10/30/peoples_postcode_lottery_breach/



	Previous
	Articles
	Sections
	Next





	Previous
	Articles
	Sections
	Next







    
        Original URL: https://www.theregister.com/2025/10/30/france_matrix/
    

    France jacks into the Matrix for state messaging - and pays too

    
Governments eye comms alternatives as sovereignty worries mount    
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Comment Decentralized communications network Matrix is hoping to be the beneficiary as European public and private sector organizations ponder alternatives to the messaging status quo.
During Matrix's recent Strasbourg conference, more than two dozen public sector entities were noted to have tried (or were currently using) the technology. The vast majority were European, highlighting worries on the continent about dependency on closed and potentially insecure messaging platforms.
The French state is already running Matrix as the backbone of its secure instant messaging service. Tchap is used by more than 600,000 public officials, and the country's Interministerial Digital Directorate (DINUM) announced at the conference it was signing up as a Silver member of the Matrix.org Foundation, which requires a fee, becoming the first country to do so.
That's well timed. The Register has noted quiet grumbling that certain organizations are using the open source code - as they are perfectly entitled to do - without contributing. Such is the joy of the open source world.
France isn't alone. Germany has championed the technology in healthcare and other public sector departments, and more countries scrutinizing Matrix include Sweden, which is considering rolling out its own secure messaging service.
The Matrix protocol was developed 11 years ago but remains a relatively niche messaging technology. Thanks to political upheaval, not least the unpredictability of the US over the last year, and conflicts such as Russia's invasion of Ukraine, European governments have sought homegrown or open alternatives to closed technologies in the cloud and messaging spaces.
We'd liken the process to turning a supertanker. During the Nextcloud summit, IONOS CTO Dr Markus Noga noted that interest in sovereign technologies had spiked. That said, the typical sales cycle means it takes time for discernible momentum to build in the private sector. The private sector is likely to take at least as long, if not longer.
This was highlighted in Strasbourg by the European Commission, which is running a trial Matrix deployment. In this case, the deployment is to find a replacement for Signal as a backup tool while addressing the security issues arising from platforms the commission could not control. Signal suffered an outage last week due to its dependence on Amazon Web Services (AWS).
The commission, though, was very clear that it had no plans to replace Microsoft Teams as its primary platform. During a session titled "Trialing Matrix within the European Commission for resilient and sovereign communications," the presenter, Nicolas Dubois, responded with a curt "No!" when asked if it intends to ditch Teams in the future, adding "it's not me doing those types of decisions, but I don't think so."


	Matrix.org homeserver grinds to a halt after RAID meltdown


	Secure chat darling Matrix admits pair of 'high severity' protocol flaws need painful fixes


	Tele2 secure collaboration hub for public sector keeps Swedish data in Sweden


	Open source license challenges part 461: Element plots move to AGPLv3


Dubois's comment sums up Matrix's position. Some countries, such as Germany and now France, are embracing the service, while others are dipping a toe into the decentralized waters. Momentum is building, driven by a need for sovereignty and privacy in communications. Version 2 of the Matrix specification is only a few months away. During the Strasbourg conference, the organization's technical co-founder, Matthew Hodgson, said projects such as "decentralized social" would not be pursued. Instead, "we're going to laser-focus on being the best decentralized secure comms platform in the world."
"Decentralized" is key. During an outage in September, the Matrix.org homeserver went offline following a hardware failure. Organizations with their own homeservers, such as governments, were unaffected. While embarrassing, the incident also inadvertently demonstrated the strength of a decentralized approach.
Compared to the messaging giants, Matrix remains a niche player. However, as shown by the DINUM partnership and deployments and trials elsewhere in Europe and around the world, the desire for sovereign and private communications is intensifying. This comes despite EU proposals such as "Chat Control," which would require service providers to let authorities monitor private communications.
On the latter point, one anonymous Matrix conference attendee noted the irony of the French state seeking a secure instant messaging service for its own use, while also supporting Chat Control regulations for the wider public. (r)
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    There's mushroom for improvement in fungal computing

    
Ohio State boffins coax shiitake and button varieties into behaving like memristors    
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US boffins claim early tests indicate edible mushrooms can function as organic memory devices, though significant challenges remain before the lab experiment can be turned into something practical.
Researchers at Ohio State University say they cultivated and "trained" shiitake and button mushrooms to act as memristors - electronic components that retain information about previous electrical states.
By connecting custom circuits to dehydrated fungal samples, they say they replicated the memory behavior typically seen in semiconductor components.
"We would connect electrical wires and probes at different points on the mushrooms because distinct parts have different electrical properties," said John LaRocco, lead author of the study, who is a research scientist in psychiatry at Ohio State's College of Medicine.
The mushroom-based memristors achieved switching frequencies up to 5,850 times per second with approximately 90 percent accuracy - though performance degraded at higher frequencies. This leaves a substantial gap between fungal circuits and commercial silicon chips, which operate at billions of cycles per second.
The researchers found that connecting multiple fungi together improved stability, creating networks they compared to neural connections in the brain. We're not sure about this comparison and would prefer a second opinion from the British Association for Cognitive Neuroscience, if BACN and mushrooms can be brought together.
While these organic memristors can't yet compete with silicon chips in raw performance, they offer advantages in energy efficiency and sustainability.
"Being able to develop microchips that mimic actual neural activity means you don't need a lot of power for standby or when the machine isn't being used," said LaRocco.
"That's something that can be a huge potential computational and economic advantage."


	Tardigrade genes may hold secret to radiation treatments for humans


	Bacterial byproducts may help stop the stink in future spacesuits


	No, no, hear us out, say boffins: Foot fungus to measure your walk


	You look like a fungi. Got mushroom in your life to build stuff with mycelium computers?


Unlike semiconductors, which require mined minerals and energy-intensive manufacturing, fungal materials are biodegradable and naturally decomposable, cheap and easy to cultivate and potentially scalable from small-scale ops to industrial production.
Such organic memristors are still at an early stage of development, the researchers concede. Achieving smaller, more efficient fungal components will be key to making them viable alternatives to microchips, but if they can be made to work well, the world could be your oyster.
Fungal electronics are not an entirely new idea. In fact, The Register has previously reported on schemes using them as sensors to measure how people walk and a mycelium network acting as a computing device. (r)
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    DNS downing clouds is boring: IBM Cloud is experiencing a quantum computer outage

    
We're guessing that turning it off and on again won't help given qubits can be on and off at the same time    
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IBM has one-upped AWS and Microsoft by reporting an outage in one of its cloudy quantum computers.
Early on Thursday morning, Big Blue advised "The quantum computer, ibm_aachen, is temporarily unavailable within the Qiskit Runtime service."
The advisory says IBM is "actively working to restore this quantum computer to service as soon as possible."
The Qiskit Runtime is a cloud service that allows IBM customers to use its quantum processors.
In April 2025, IBM Germany managing director for R&D David Waller announced the Aachen system had come online in the Big Blue cloud, and gave users the chance to tap "156 qubits of the Heron r2 processor generation."
IBM's announcement is very brief and offers no hint of what's awry with the Aachen system.
While Big Blue has productized its quantum machines, they remain finicky. One reason for that is that even when working well they're not fault-tolerant, so they can produce errors or just fail to finish a job. Another is that it's hard to maintain a qubit in a stable state. Changes in temperature or an unexpected encounter with a magnetic field can cause "quantum decoherence" - a condition in which it's even harder to maintain a superposition or quantum entanglement, and therefore hard to run any computing workloads.
Commercial quantum computers use lots of shielding and physical protections to keep qubits in a useful state. It appears those measures couldn't keep the Aachen machine happy at IBM's European Quantum Data Center near the German city of Stuttgart.


	Bitter fight over 2020 Microsoft quantum paper both resolved and unresolved


	Cloudflare Q3 report shows the internet still breaks for the strangest reasons


	Vodafone keels over, cutting off millions of mobile and broadband customers


	IBM quantum system elbows into Arm-powered Fugaku supercomputer


Users of quantum computers know the tech is in its infancy so may well tolerate downtime.
Those users will also know that the likes of Microsoft and AWS claim to be masters of anti-fragility and resilience in their classical clouds.
Yet both experienced outages in recent days, with Microsoft on Wednesday admitting to problems with its content delivery network that have impacted airlines and other users.
AWS had an even bigger outage last week and on Tuesday delivered a sequel.
A common technique to fix a classical computer is turning it off, then on again. The Register suspects that won't do the trick for a quantum machine. If you know better, hit the comments below. (r)
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    Samsung picks fights with Google and Qualcomm

    
Brings its largely unloved browser to PCs and promises to make its Exynos SoCs more competitive    
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Samsung has signaled it intends to take on Google and Qualcomm.
The Korean giant's weapon of choice to niggle Google is a Windows port of the "Samsung Internet" browser it ships on smartphones.
The Korean giant says the port "marks the first step toward Samsung Internet becoming a gateway to truly ambient AI across the Samsung Galaxy ecosystem." Won-Joon Choi, COO of Samsung's Mobile eXperience business, said the browser "unlocks a more connected experience across mobile and PC, while setting the stage for more intelligent browsing experiences to come."
"Looking ahead, Samsung Internet's capabilities will redefine how users interact with the web, evolving from a PC browser that waits for input to an integrated AI platform that understands users while protecting personal data at every level," he added. Samsung's announcement of the port mentions the browser "proactively anticipating user needs" and "delivering personalized assistance" so it becomes "a browser that evolves with its users and devices."
For now, users who log in to a Samsung Account will get summarization and/or translation of web pages, and the chance to synchronize bookmarks, passwords, and sessions across devices.
Samsung released its browser in 2012, and in 2016 made it a standalone app. In the latter form, it's shipped with hundreds of millions of Galaxy smartphones, but according to Statcounter has never achieved more than 7.43 percent market share on mobile devices - well behind market leaders Google and Apple, and their Chrome and Safari browsers.
It's hard to say why PC users would rush to adopt the browser on Windows, absent more details about Samsung's plans for "ambient AI".
A beta version of Samsung Internet for PCs is available now in the USA and Korea, for Windows 11 and - bafflingly - Windows 10. The company teased " plans for broader expansion to follow."
Exynos improvements
Samsung's dig at Qualcomm appeared in its Q3 results announcement, which reveals the company "plans to strengthen the competitiveness of the Exynos processor for key flagship models and leverage differentiated image sensor technologies to broaden market presence."
That's a reference to the fact that Samsung's Galaxy S25 range - its flagship premium handsets for the year - used only Qualcomm processors. In most other years, the company makes two models of its flagships, some using Qualcomm's Snapdragon silicon and others with its own Exynos.
Qualcomm's latest Snapdragons have included strong neural processing (NPUs) units to power the AI features. Some Exynos models already include NPUs, but Samsung seems to think they need improvement.


	It's time mobile devs started to think seriously about foldable smartphones


	Samsung fixes Android 0-day that may have been used to spy on WhatsApp messages


	Uncle Sam doesn't want Samsung, SK Hynix making memories in China


	Elon outs $16.5B Samsung chip deal Tesla asked to keep secret


The results announcement also mentioned plans for Samsung's memory business to spend next year focusing on mass production of HBM4 products "with differentiated performance, while simultaneously aiming to scale out the HBM sales base."
Samsung intends to expand HBM4 production capacity, and "concentrate on expanding sales of other high-value-added products, such as DDR5, LPDDR5x and high-density QLC SSDs to meet demand for AI applications."
That's welcome news as South Korea's other major memory maker - SK Hynix - this week announced it had sold out production of memory it will make next year.
Samsung's memory unit achieved record revenue in Q3, helped by its HBM3E product entering mass production "and being sold to all related customers." The Korean giant has also shipped HBM4 samples "to key clients."
That's welcome because Samsung has to date failed to cash in on the AI infrastructure boom. Perhaps the company is finally ready to win a bigger share of the hundreds of billions Big Tech is spending on servers.
The company posted W86.1 trillion ($60.5 billion) in consolidated revenue for the quarter, an increase of 15.4 percent compared to the previous quarter. Operating profit hit W12.2 trillion ($8.5 billion), a 160 percent jump from Q2. (r)
    






        





This article was downloaded by calibre from https://go.theregister.com/feed/www.theregister.com/2025/10/30/samsung_q3_2025/



	Previous
	Articles
	Sections
	Next





	Previous
	Articles
	Sections
	Next







    
        Original URL: https://www.theregister.com/2025/10/30/meta_alphabet_q3_2025/
    

    AI is making Google and Meta even stronger and richer

    
So they're increasing spending on infrastructure to keep it that way    
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When generative AI exploded into public view in late 2022, plenty of pundits predicted it would be bad news for the likes of Google and Meta as nimble AI-powered rivals found new ways to capture netizens' attention and monetize it.
Those pundits appear to have been wrong, as the two tech giants on Wednesday used quarterly earnings announcements to reveal their revenue has surged thanks to AI.
Sundar Pichai, CEO of Google's parent company Alphabet, told investors that the web giant's recently-released search update that presents results as prose written by AI instead of just a list of links "is already driving incremental total query growth" and "driving an expansionary moment for Search."
It's also driving more revenue. Alphabet's advertising haul rose 12 percent year-over-year to hit $74.2 billion for Q3.
Google Cloud is also benefiting from AI. Pichai pointed to faster customer growth as orgs sign for Google's AI smarts, bigger deals, and deeper engagements. Google Cloud revenue for Q3 was $15.15 billion, a 33 percent year-over-year jump.
Alphabet revenue for the quarter was $102.34 billion - the company's first $100 billion quarter - representing 16 percent year-on-year growth.
Zuck's bucks
AI also helped Meta to a strong quarter. CEO Mark Zuckerberg pointed [PDF] to AI-powered recommendations leading to users spending more time on the company's social networks.
"Our ads business continues to perform very well, largely due to improvements in our AI ranking systems," he added, before revealing "the annual run-rate going through our completely end-to-end AI-powered ad tools has passed $60 billion."
Meta is also growing, fast, with Q3 revenue of $51.25 billion representing 26 percent year-over-year improvement.


	AI investment is the only thing keeping the US out of recession


	Big money is nervous about AI hype, but not ready to call it a bubble


	US hyperscalers to guzzle 22% more grid juice by end of 2025


	Amazon is spending a boatload on AI but investors are impatient for results


Both companies plan to spend a lot more on AI infrastructure.
Meta previously forecast 2025 capital expenditure of $66 billion to $72 billion. It raised the floor to $70 billion, then predicted "notably larger" growth in spending during 2026.
Zuckerberg said much of that spending will go on infrastructure needed to develop "superintelligence" - Zuck-speak for a powerful personal assistant he hopes to develop and deploy.
The CEO told investors Meta needs to "aggressively frontload building capacity" for superintelligence, and that doing so won't risk overinvestment in infrastructure that goes unused.
"We'll use the extra compute to accelerate our core business, which continues to be able to profitably use much more compute than we've been able to throw at it," he said. "And we're seeing very high demand for additional compute, both internally and externally. And in the worst case, we were just slow building new infrastructure for some period while we grow into what we build. The upside is extremely high for both our existing apps and new products and businesses that are becoming possible to build."


Our core business continues to be able to profitably use much more compute


Alphabet CFO Anat Ashkenazi said the company expects FY 2025 capital expenditure to be in the range of $91 billion to $93 billion, up from previous estimates of $85 billion. She said 60 percent of Q3's $24 billion capex went on servers, with the remainder spent on data centers and networking equipment.
Investors liked what they heard from Alphabet, as its shares spiked six percent in after-hours trading. Meta shares sank seven percent, probably because its net income slipped 83 percent year-over-year due to coughing up a one-time income tax charge of $15.93 billion. (r)
    






        





This article was downloaded by calibre from https://go.theregister.com/feed/www.theregister.com/2025/10/30/meta_alphabet_q3_2025/



	Previous
	Articles
	Sections
	Next





	Previous
	Articles
	Sections
	Next







    
        Original URL: https://www.theregister.com/2025/10/29/major_telco_networking_provider_compromised/
    

    Major telecom supplier compromised by unnamed nation-state attackers

    
Snoops remained undetected for nearly 10 months    
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Nation-state snoops broke into Ribbon Communications - an outfit that provides software and networking gear to Verizon, CenturyLink, and the US Defense Department - last December, remained hidden for about nine months, and stole files belonging to three customers, according to the US telecommunications firm.
"Ribbon prides itself on our long-standing partnerships with our customers and we know that security is a paramount concern within their networks," a spokesperson told The Register. "While we do not have evidence at this time that would indicate the threat actor gained access to any material information, we continue to work with our third-party experts to confirm this."


Security nightmare stories needed!


Boss get the company hacked because he taped passwords to his monitor? Coworker get phished by a Nigerian prince?


Share the dirty details and they might appear in a future edition of PWNED, our new weekly feature about the worst security breaches that never should have happened.


Drop us a line at pwned@sitpub.com. Your anonymity is guaranteed.


Ribbon has also taken steps to improve its network security and prevent future intrusions, we're told.
The firm's breach confirmation to The Register follows an October 23 US Securities and Exchange Commission (SEC) filing in which Ribbon said it uncovered the digital intrusion in early September.
"The Company became aware that unauthorized persons, reportedly associated with a nation-state actor, had gained access to the Company's IT network," according to Ribbon's quarterly report.
The filing doesn't identify the attacker and the company's spokesperson declined to say who was responsible for the intrusion, "in keeping with the request of the federal agency assisting Ribbon."
"Several customer files saved outside of the main network on two laptops do appear to have been accessed by the threat actor and those customers have been notified by the Company," according to the SEC filing.
The company spokesperson confirmed the incident impacted three "smaller customers" but declined to name them or identify the sectors in which they operate. "A total of four older files were accessed" is all we've been told.
Ribbon also told the SEC that "multiple" third-party cybersecurity experts and federal law enforcement are assisting with the ongoing clean-up efforts. "While the investigation is ongoing, the Company believes that it has been successful in terminating the unauthorized access by the threat actor," it said.


	Salt Typhoon hit governments on three continents with SharePoint attacks


	T-Mobile US CSO: Spies jumped from one telco to another in a way 'I've not seen in my career'


	FBI cyber cop: Salt Typhoon pwned 'nearly every American'


	WSUS attacks hit 'multiple' orgs as Google and other infosec sleuths ring Redmond's alarm bell


US Cybersecurity and Infrastructure Security Agency (CISA) spokesperson Marci McCarthy confirmed to The Register that "CISA is aware of Ribbon Communications' disclosure today involving an incident with the company's IT network," and directed any questions about the incident and response to the company.
Ribbon provides communications software and IP Optical networking gear to major service providers including BT, Verizon, Lumen Technologies (formerly CenturyLink), Deutsche Telekom, SoftBank, TalkTalk, and Tata, along with government agencies such as the US Department of Defense, and local governments including the City of Los Angeles, California.
This makes it a high-value target for government-backed snoops looking to attack a carrier network and then use that access to break into its customers' environments. And, at least with the limited amount of detail we have about the intrusion, it sounds similar to recent Salt Typhoon intrusions.
This China-linked espionage crew famously hacked America's major telecommunications firms and government agencies, then stole information belonging to nearly every American. The Salt Typhoon hacks began around 2019, but US authorities did not uncover them until late 2024.
At the time, T-Mobile's US security boss told The Register that the Salt Typhoon cyber-spies hopped between organizations' networks in a way he'd never seen before.
"The technique that was used to go from one telecommunications infrastructure to another, I would say, is novel," T-Mo Chief Security Officer Jeff Simon told us late last year. "That's not something that I've seen in my 15-plus-year career in cybersecurity. It's not something that is well published or read about. There's no CVE for it." (r)
    






        





This article was downloaded by calibre from https://go.theregister.com/feed/www.theregister.com/2025/10/29/major_telco_networking_provider_compromised/



	Previous
	Articles
	Sections
	Next





	Previous
	Articles
	Sections
	Next







    
        Original URL: https://www.theregister.com/2025/10/29/microsofts_new_windows_start_menu/
    

    Microsoft gives Windows 11 a fresh Start - here's how to get it

    
More convenient layout saves you a click    
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Four years after the debut of Windows 11, Microsoft has finally fixed one of the biggest problems with its Start menu: The need to click the "All" button to view a complete list of all of your apps. A new Start menu, which gives you three different ways to view all installed programs without that extra click, is slowly rolling out to users.
The original Start presents a list of shortcuts to apps and files that Windows chooses for you, and places them in a Recommended section that appears below the list of pinned apps.
[image: Old Windows Start menu]
Old Windows Start menu - Click to enlarge


The new Start menu offers the ability to turn off the Recommended section.
To do so, right click anywhere in the menu, select Settings, find the Personalization options menu, then toggle off the options to Show recently added apps, Show recommended files, and Show recommendations for tips.
[image: Toggle off the Recommended section]
Toggle off the Recommended section - Click to enlarge


If you hide the Recommended section, which we advise, a list of shortcuts to all of your apps appears in the Start menu right below your pinned shortcuts. If you don't hide Recommended, the list of all apps appears below it.
You can show the list of apps as a grid arranged alphabetically, as a list in alphabetical order, or grouped by category. The most information-dense and comprehensive option is the grid.
[image: New Windows Start menu with grid view]
New Windows Start menu with grid view - Click to enlarge


If you don't change to the grid, the category view appears by default.
[image: New Start menu with category view]
New Start menu with category view - Click to enlarge


How to make the new Start menu appear
To get this new Start menu, you must be running build 26100.7019 or 26200.7019 or newer versions of Windows 11. Make sure you have all the latest updates installed by going to Settings->Windows Update and clicking the Check for updates button. You can check your Windows build number by hitting Windows+R to open the run prompt and running winver.
[image: Invoke winver to see your Windows build number]
Invoke winver to see your Windows build number - Click to enlarge


If you have the right build number, it's possible that the new Start menu will appear on its own. But, if not, you can use the ViveTool, a utility that enables hidden Windows features, to turn it on.
First, download the ViveTool and unzip it to C:\vive. Then open a command prompt as an administrator and change into that directory.
cd c:\vive

Finally, issue the following command:
vivetool /enable /id:57048231,47205210,56328729,48433719

[image: Use the ViveTool to enable the new Start menu]
Use the ViveTool to enable the new Start menu - Click to enlarge




	Microsoft keeps adding stuff into Windows we don't want - here's what we actually need


	No account? No Windows 11, Microsoft says as another loophole snaps shut


	Clippy rises from the dead in major update to Copilot and its voice interface


	Windows 11 tiptoes further into dark mode with new dialogs


After a restart, the new Start menu should appear as soon as you click on the Start button. (r)
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    Microsoft seemingly just revealed that OpenAI lost $11.5B last quarter

    
Satya has also delivered Sam most of the cash he promised    


    
        By 
Matt Rosoff        
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Microsoft reported earnings for the quarter ended Sept. 30 on Wednesday after market close and buried in its financial filings were a couple of passages suggesting that OpenAI suffered a net loss of $11.5 billion during the quarter.
Let's look first at page 9 of the official earnings filing with the US Securities and Exchange Commission, which includes the following passage:


We have an investment in OpenAI Global, LLC ("OpenAI") and have made total funding commitments of $13 billion, of which $11.6 billion has been funded as of September 30, 2025. The investment is accounted for under the equity method of accounting, with our share of OpenAI's income or loss recognized in other income (expense), net.


That second sentence is important. This isn't mark-to-market accounting, where it takes the presumed value of the investment based on what the market currently says it's worth (that value is a staggering $135 billion) and marks it up or down from its initial investment. This is equity accounting, where OpenAI's gains or losses directly affect Microsoft's net income on its income statement. This is how finance types account for a large but non-controlling stake in another company.
Further along, on page 33, the following appears:


Current year net income and diluted EPS were negatively impacted by net losses from investments in OpenAI, which resulted in a decrease in net income and diluted EPS of $3.1 billion and $0.41, respectively. Prior year net income and diluted EPS were negatively impacted by net losses from investments in OpenAI, which resulted in a decrease in net income and diluted EPS of $523 million and $0.07, respectively.


Finally, there's another SEC document containing relevant information from Tuesday's announcement that OpenAI had finalized its transition into a for-profit (optimistic!) company, in which it was revealed that Microsoft is now the owner of a 27 percent stake in the AI upstart.
If Microsoft owns 27 percent of OpenAI, it stands to reason under equity accounting that it bears 27 percent of OpenAI's losses. Microsoft's admission that it shaved $3.1 billion off its net income to account for its share of OpenAI losses therefore suggests OpenAI lost about $11.5 billion during the quarter. Microsoft declined to comment beyond confirming that the $3.1 billion loss "this year" referred to Microsoft's current fiscal year, which started July 1, not the calendar year. So that's a quarterly loss, not a nine-month loss.
That's a humongous number for OpenAI given it reportedly generated only $4.3 billion in revenue for the first half of the year, but a sum that won't hurt Big Daddy Redmond too much given it earned $27.7 billion in net income in the last quarter alone.
Which is a good reminder that Big Tech is funding the AI bubble and there's plenty of money still left to go around before it pops.
OpenAI did not immediately return a request for comment, but we're sure if we got this wrong we'll hear from them.
One more thing: I believe that $11.6 billion funding number is also new - Microsoft had previously noted the amount of its commitment to OpenAI, but not how much it had actually funded. (r)
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    Microsoft Azure challenges AWS for downtime crown

    
Azure Front Door service outage disrupts airlines and other online services    
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Microsoft Azure has been experiencing a global outage since around 1600 UTC, or 0900 PDT on Wednesday, October 29, 2025.
The company expects that services will be fully restored by 23:20 UTC, or about 16:20 PDT this afternoon.
The outage is occurring somewhat inconveniently as Microsoft reports its FY26 Q1 earnings, during which revenue from Azure and other cloud services grew 40% from a year ago, making it the fastest-growing business segment that Redmond breaks out during its quarterly check-in with investors.
The Microsoft Azure Status Page indicates that the problem affects Microsoft services tied to Azure Front Door, Microsoft's content delivery network.
Alaska Airlines in a statement on its website said that both Alaska Airlines and Hawaiian Airlines "are currently experiencing a disruption to key systems, including our websites," due to their reliance on the Microsoft Azure platform.
"For our guests who are unable to check-in online due to the Microsoft Azure outage, please see an agent at the airport for a boarding pass, and allow for some extra time in the lobby," the airline said. "We apologize for the inconvenience and appreciate your patience as we navigate this issue."
Kubernetes management application Helm was also affected - the company's get.helm.sh page returned a "ResourceNotFound" error at the time this story was filed.
Sante Quebec, a health provider in Quebec, Canada, reportedly suspended some of its patient access tools due to Azure's troubles.


	Amazon Web Services' US-EAST-1 region in trouble again, with EC2 and container services impacted


	UK politicians to draft outage blueprint after AWS calamity


	Amazon axes 14,000 desk jobs in AI-powered slimming plan


	Signal president Meredith Whittaker says they had no choice but to use AWS, and that's a problem


There are also reports of disruptions to Microsoft services that rely on Azure, including Outlook, Teams, Copilot, and Xbox Live.
According to Microsoft, "Affected Azure services include, but are not limited to: App Service, Azure Active Directory B2C, Azure Communication Services, Azure Databricks, Azure Healthcare APIs, Azure Maps, Azure Portal, Azure SQL Database, Container Registry, Media Services, Microsoft Defender External Attack Surface Management, Microsoft Entra ID, Microsoft Purview, Microsoft Sentinel, Video Indexer, and Virtual Desktop."
It's been a bad week for cloud services. AWS only a few hours ago resolved issues affecting its US-EAST-1 region, which suffered a major outage last week.
Rohit Chopra, a former FTC Commissioner and a former director of the Consumer Financial Protection Bureau, in a social media post, said the recent AWS and Azure outages have created chaos in the business community.
"We need to accept that the extreme concentration in cloud services isn't just an inconvenience, it's a real vulnerability," he said.
Microsoft says it has reverted to its "last known good" configuration and some customers are seeing services improve. The company said it is blocking customer configuration changes temporarily while it continues mitigation efforts.
That said, the company suggests customers may wish to redirect traffic from Azure Front Door to their own servers via Azure Traffic Manager as a temporary failover strategy. (r)
    






        





This article was downloaded by calibre from https://go.theregister.com/feed/www.theregister.com/2025/10/29/microsoft_azure_outage/



	Previous
	Articles
	Sections
	Next





	Previous
	Articles
	Sections
	Next







    
        Original URL: https://www.theregister.com/2025/10/29/keep_android_open_movement/
    

    'Keep Android Open' movement fights back against Google sideloading restrictions

    
Petition seeks to rally community opposition and alert regulators    


    
        By 
Thomas Claburn        
    

    
        Posted in OSes,
        
            29th October 2025 22:13 GMT
        
    


    
Starting next year, Google plans to require all apps installed on certified Android devices, including sideloading, to come from developers it has verified. Many Android developers see the move as a power grab and have started a movement to "Keep Android Open."
The petition, organized by software developer Marc Prud'hommeaux, seeks to rally support to challenge Google's plan and to rouse regulators to the antitrust implications of allowing Google to oversee the verification of all Android developers working with Android Certified devices, but does not affect alternative Android or ASOP builds like /e/OS, LineageOS, or GrapheneOS.
The petition formalizes objections raised in online forums in the wake of Google's announcement and recaps sentiment articulated previously on the blog of F-Droid, an open-source alternative app store. A separate petition has been created on Change.org.
Among Android developers, opposition to Google's plan has been nearly universal, Prud'hommeaux told The Register in a phone interview. "I am sort of overwhelmed with the amount of support," he said. "I would ballpark estimate that over 90-95 percent of people are somewhere between concerned and outraged, but pretty much everyone is against it."
Google in August said, "Starting next year, Android will require all apps to be registered by verified developers in order to be installed by users on certified Android devices. This creates crucial accountability, making it much harder for malicious actors to quickly distribute another harmful app after we take the first one down."
Since 2023, Google has required developers who submit apps to the Google Play store to be verified. The company claims that identifying developers has prevented miscreants from committing fraud, distributing malware, and stealing data.
Starting in March 2026, Google plans to extend its verification system to all Android developers. And in September 2026, the company intends to start enforcing its registration requirement in Brazil, Indonesia, Singapore, and Thailand, with additional regions to follow.
Prud'hommeaux said the specific scenario Google aims to address is repeat offenders - developers who submit malicious apps and then create new versions with different digital identifiers to replace bad apps that have been removed.
The petition asks organizations to add their signature to an open letter opposing Google's verification process [PDF], which requires a one-time $25 fee and Google payment profile, agreeing to Google's Terms and Conditions, supplying government identification, proving ownership of app signing keys, and declaring current and future app identifiers.
"While we recognize the importance of platform security and user safety, this requirement represents an unprecedented expansion of Google's control over the Android ecosystem that threatens innovation, competition, privacy, and user freedom," the letter says. "We urge Google to rescind this policy immediately."
Google did not immediately respond to a request for comment.
Prud'hommeaux, a board member for F-Droid who also runs the alternative iOS store App Fair, is one of two contributors to the Keep Android Open site, a project he said he undertook as a personal project.


	AI layoffs to backfire: Half quietly rehired at lower pay


	This security hole can crash billions of Chromium browsers, and Google hasn't patched it yet


	OpenAI non-profit will run for-profit that has yet to make a profit


	Android malware types like your gran to steal banking creds


On Tuesday, via the F-Droid blog, he renewed his challenge to Google's assertions about its verification program, specifically the company's claim that "Sideloading is fundamental to Android and it is not going away."
"This statement is untrue," he wrote in his post. "The developer verification decree effectively ends the ability for individuals to choose what software they run on the devices they own.
"It bears reminding that 'sideload' is a made-up term. Putting software on your computer is simply called 'installing,' regardless of whether that computer is in your pocket or on your desk."
Both Google and Apple [PDF] use the term "sideloading" as a pejorative, possibly because they have a commercial interest in running app store toll booths.
Prud'hommeaux proposes the term "direct installing," in case you need to make a distinction between obtaining software the old-fashioned way versus going through a rent-seeking intermediary marketplace like the Google Play Store or the Apple App Store.
Pointing to The Register's recent report about 77 malicious apps on Google Play that amassed more than 19 million downloads, Prud'hommeaux questions both Google's ability to catch malicious apps and its lack of evidence to support the claim that it "found over 50 times more malware from internet-sideloaded sources than on apps available through Google Play."
Developer verification presumably has some impact on opportunities to distribute malicious software. But Google's bid to bless compliant Android developers with the power of app distribution comes with no guarantee - the company offers no warranty for its security oversight and doesn't compensate Android users when it distributes malware via Google Play. Google's plan also comes with a cost - it restricts Android device owners' freedom to choose the software they want to install on their own hardware.
What's more, verified developers may still end up unwittingly submitting apps to Google Play or other app stores that have been compromised through third-party SDKs or packages. For all the talk about how AI can improve the detection and remediation of security vulnerabilities, it's noteworthy that Google plans to enact a global developer-identity allow list.
"I'd say it's conceivably possible that there is some glimmer of merit," Prud'hommeaux told The Register when asked about Google's security claims. "A more convincing explanation, of course, is that they feel like they have enough of a lock on the ecosystem that they can assert complete control over every application that's distributed in the world to Android-certified devices, which is more than 95 percent of devices outside of China."
Prud'hommeaux in his F-Droid post goes on to mention how Google's Chrome Extension changes have limited the effectiveness of ad blockers and how the company has gated the development of the Android Open Source Project (AOSP) so that it no longer occurs in public.
"Developer verification is an existential threat to free software distribution platforms like F-Droid as well as emergent commercial competitors to the Play Store," he wrote. "We are witnessing a groundswell of opposition to this attempt from both our user and developer communities, as well as the tech press and civil society groups, but public policymakers still need to be educated about the threat."
Prud'hommeaux told The Register that while Google's announcement was fairly recent, regulators are starting to scrutinize the company's verification scheme. He said he's been in touch with Brazilian regulators and US antitrust officials in four different states. And he said that the European Union is starting to take an interest, though it hasn't opened an official investigation.
"It's going to be very interesting for those four countries where Google has announced that this is going to be initially rolled out in 2026, which are Brazil, Indonesia, Singapore, and Thailand," he said. (r)
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    Ubuntu Unity hanging by a thread as wunderkind maintainer gets busy with life

    
Team begs for help as teenage dev who revived Canonical's old Unity desktop prioritizes studies    
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The Ubuntu Unity project is in trouble because its maintainer, a Linux whiz kid, has had less time to work on it due to his studies. Now other team members are appealing to the wider Ubuntu community for help. 
Taking to the Ubuntu forums earlier this week, Unity team member Maik Adamietz admitted that things in Unityland aren't faring that great, and for a perfectly good reason that no one can really fault it for. Project leader Rudra Saraswat, who created the Unity Remix project in 2020 to rescue the replaced-by-GNOME interface from obscurity when he was just 10 years old, suddenly has other things on his plate. 
Now a teenager, Saraswat is busy with his studies and simply can't dedicate the time to keep Unity operating properly. 
"We can't blame him for that," Adamietz noted in his post. At the end of the day, however, "Unity is broken and needs to be fixed," he added. 
According to Adamietz, Saraswat's busy schedule contributed to Unity, an official Ubuntu flavor since 2022, missing its planned release for Ubuntu 25.10 earlier this month due to the discovery of "critical bugs that prevented us from marking the ISO as ready." 
Adamietz noted that the most recent Ubuntu Unity ISOs haven't been tested by humans and have just been automatically generated, meaning that the bugs are piling up as the underlying Ubuntu OS changes. 
"These bugs are also present when you upgrade from 25.04 to 25.10 or try to install the Unity desktop on top of another flavor," Adamietz added. In other words, the project is heading for the lands of well-and-truly-broken abandonware if someone won't step in and help. 
Don't look to Adamietz or other members of the Unity project to keep things going, though: He admits he simply doesn't have the skills needed to keep an entire distro moving.
"I nor [Tobiyo Kuujikai, another member of the Unity team] have any technical/developer skills to do this and we both do not know what it takes to be a maintainer," Adamietz said, referring to discussions he'd had recently with Kuujikai about their predicament. 


	Open source maintainers underpaid, swamped by security, going gray


	Intel's open source future in question as exec says he's done carrying the competition


	Open source maintainers are really feeling the squeeze


	Python Foundation goes ride or DEI, rejects government grant with strings attached


"I indeed currently don't have the skills and time needed to fix the current bugs in Unity, so also from me the call for help to keep this project going," Kuujikai added in the Ubuntu forums thread. 
If you're an Ubuntu enthusiast with the ability to keep Unity operational, now is your time to shine, as the team is seeking help from anyone willing to step in and lend a hand. Per Adamietz, the Unity team is looking for someone who can fix bugs, get the project "back to a workable state as it was with 24.04 and the releases before that," and help the team not miss their planned Ubuntu 26.04 LTS release currently scheduled for April. 
"Maybe someone could teach us how things are done so that we can take it over in time," Adamietz added. 
We reached out to Saraswat to see what his plans are for the future of Unity, but didn't immediately hear back. Perhaps the greatest takeaway from this entire fiasco is yet another reminder of the precarious position open source projects with a solo maintainer leave their user base in - especially when that maintainer is a teenager whose priorities are subject to changing rapidly as they get older and discover more about the world than discarded Ubuntu interfaces. (r)
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    This security hole can crash billions of Chromium browsers, and Google hasn't patched it yet

    
Edge, Atlas, Brave among those affected    
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Exclusive A critical, currently unpatched bug in Chromium's Blink rendering engine can be abused to crash many Chromium-based browsers within seconds, causing a denial-of-service condition - and, in some tests, freezing the host system.
Security researcher Jose Pino found the flaw, and created a proof-of-concept exploit, Brash, to demonstrate the vulnerability affecting billions of people worldwide. 
Chrome is the most popular browser in the world with over 70% market share, according to StatCounter, and that's not counting all the people who use any of the open source Chromium-based browsers, including Microsoft Edge, OpenAI's ChatGPT Atlas, Brave, and Vivaldi. Given the ITU counts 5.5 billion internet users, that suggests Chrome alone is used by more than 3 billion people.
Brash exploits an architectural flaw in Blink, the rendering engine used by Chromium-based browsers. After testing the PoC on 11 major browsers on Android, macOS, Windows, and Linux, Pino found it works on nine of them, causing those browsers to collapse in 15 to 60 seconds. It affects Chromium versions 143.0.7483.0 and later.
"The attack vector originates from the complete absence of rate limiting on document.title API updates," Pino said in research published on GitHub. "This allows injecting millions of DOM mutations per second, and during this injection attempt, it saturates the main thread, disrupting the event loop and causing the interface to collapse."
The Register tested the code on Edge, and not only did it crash the browser, but it also locked up the Windows-based machine after about 30 seconds, and sucked down 18 GB of RAM into one tab.
Pino spoke with The Register exclusively about the bug, and said he initially disclosed it to the Chromium security team on August 28, and followed up on August 30, but didn't receive a response.
"The problem is more serious than it seems, since each company that uses Chromium has customized functionalities, which leads me to believe that the fix must be independent for each one," he told The Register.
The flaw is due to the absence of throttling on document.title updates, so it essentially takes advantage of the fact that Blink doesn't limit resource consumption.
To show how the flaw is abused, Pino describes the attack in three phases. 
First, in the preparation phase, the attacker pre-loads into memory 100 unique hexadecimal strings of 512 characters. It's "crucial" not to simply reuse strings because that reduces the attack's effectiveness, Pino explained.
Next, the attack executes in bursts of three consecutive document.title updates. Pino used a default configuration (burst: 8000, interval: 1ms), which means about 24 million updates per second are attempted, thus causing the browser crash.
Then in the third stage, the continuous updates saturate the browser's main thread, thus consuming massive amounts of compute and preventing it from processing other events. Between five and 10 seconds in, the browser's tabs will freeze, between 10 and 15 seconds, it will collapse or show a "page unresponsive" dialog box, and between 15 and 60 seconds into the attack, Chromium-based browsers will require forced termination.
While this exploit won't lead to ransomware, it will mess up your PC for a bit and could cause you to lose work if you have unsaved content in any of your tabs. Any web page could contain the malicious JavaScript code and it's even possible crims could put it onto sites they attack.


	Google pushes emergency patch for Chrome 0-day - check your browser version now


	OpenAI's Atlas shrugs off inevitability of prompt injection, releases AI browser anyway


	OpenAI releases bot-tom feeding browser with ChatGPT built in


	Perplexity takes a shine to Chrome, offers Google $34.5 billion


The Register reached out to the companies behind all nine affected browsers - Chrome, Edge, Vivaldi, Arc, Dia, Opera, Perplexity Comet, ChatGPT Atlas, and Brave - and asked if they had plans to fix the flaw. Seven didn't respond; Google told us it's looking into the issue, and Brave told us it doesn't have any custom behavior around document.title. "We will implement the fix when provided by Chromium," a Brave spokesperson said.
Pino tested two browsers that use other rendering engines, Firefox (Gecko engine) and Safari (WebKit engine), and both were immune to the attack, as were all browsers running on iOS, which also use WebKit.
He decided to publish this PoC to "draw attention to a severe issue affecting broad internet users after my initial report two months ago went unanswered. I believe public awareness is necessary when responsible disclosure does not produce timely mitigation," Pino said.(r)
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