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      Biting the hand that feeds IT -- Enterprise Technology News and Analysis


      
        Porsche panic in Russia as pricey status symbols forget how to car
        Paul Kunert

        Satellite silence trips immobilizers, leaving owners stuck Hundreds of Porsches in Russia were rendered immobile last week, raising speculation of a hack, but the German carmaker tells The Register that its vehicles are secure....

      

      
        Window Maker Live 13.2 brings 32-bit life to Debian 13
        Liam Proven

        Trixie may have gone 64-bit for installs, but WMLive still ships an i686-bootable build Window Maker Live 13.2 is stubbornly keeping 32-bit PCs alive on Debian 13 "Trixie," shipping a new release that boots on i686 hardware....

      

      
        Activist groups urge Congress to pause US datacenter buildouts
        Dan Robinson

        Bad for consumers, bad for the environment, 230+ groups say More than 230 organizations across America have signed a letter calling for a moratorium on the construction of datacenters, claiming the current building boom represents a huge environmental and social threat.... 

      

      
        Google's AI training tactics land it in another EU antitrust fight
        Brandon Vigliarolo

        Brussels probes whether unpaid web and YouTube content - and rivals' lock-outs - amount to abuse of dominance The European Commission is launching an antitrust probe at Google for allegedly using web and YouTube content to train its AI algorithms while putting competitors at a disadvantage....

      

      
        Feds bust nefarious plot to ship Nvidia H200s to China and hurt US
        Paul Kunert

        As Trump gives green light to ship Nvidia H200s to China and boost US Three US-based businessmen face potential prison sentences after authorities dismantled a smuggling network accused of funneling hundreds of millions of dollars worth of Nvidia GPUs to China....

      

      
        As humanoid robots enter the mainstream, security pros flag the risk of botnets on legs
        Jessica Lyons

        Have we learned nothing from sci-fi films and TV shows? Interview  Imagine botnets in physical form and you've got a pretty good idea of what could go wrong with the influx of AI-infused humanoid robots expected to integrate into society over the next few decades....

      

      
        NASA nominee Isaacman moves to full Senate vote amid budget carnage
        Richard Speed

        Billionaire's bid progresses while agency braces for sweeping reductions and program uncertainty Jared Isaacman has cleared another hurdle on his way to becoming the next NASA Administrator after the US Senate Committee on Commerce, Science, and Transportation gave the billionaire SpaceX customer the nod.... 

      

      
        AI mania to swell datacenter capex to $1.6T by 2030 - if the bubble doesn't pop first
        Dan Robinson

        Analysts say demand keeps rising despite constraints, shaky returns, and mounting investor nerves Datacenter capital expenditure is forecast to grow 17 percent annually through 2030, reaching $1.6 trillion, with supply chain constraints pushing up the price of components....

      

      
        SAP users in the dark about vendor's plan for data analytics
        Lindsay Clark

        February product launch fails to register, with concerns remaining about integration SAP users admit they know very little about the vendor's data and analytics plans since the launch of the new product platform, Business Data Cloud (BDC), in February....

      

      
        UK to Europe: The time to counter Russia's information war machine is now
        Connor Jones

        Foreign secretary set to address senior diplomats later today The UK's foreign secretary is calling for closer collaboration with Europe to combat the growing threat of information warfare as hybrid attacks target countries on the continent....

      

      
        Affection for Excel spans generations, from Boomers to Zoomers
        Richard Speed

        Younger finance pros are just as loyal to Microsoft's venerable spreadsheet app as their elders Despite its advancing years, Microsoft Excel is proving a hit with young finance professionals, many of whom reckon the aging number-cruncher has a bright future....

      

      
        IBM touts progress on tech stack for AI-enabled airline with no passengers or alcohol
        Joe Fay

        Digital native? Cloud native? No, we need to be AI native, says Riyadh Air IBM and Riyadh Air have upgraded their contracted agreement, meaning the Saudi operation will not be the world's first digitally native airline, but will instead be the first AI native operator.... 

      

      
        Care leavers mired in red tape trying to get their own records
        SA Mathieson

        UK data watchdog demands public sector improves subject access request processing UK public sector organizations need to improve access for those who want to see their own records of growing up in care, the Information Commissioner says....

      

      
        UK finally vows to look at 35-year-old Computer Misuse Act
        Joe Fay

        As Portugal gives researchers a pass under cybersecurity law Portugal has become the latest country to carve out protections for researchers under its cybersecurity law....

      

      
        Whitehall rejects PS1.8B digital ID price tag - but won't say what it will cost
        SA Mathieson

        Officials insist OBR relied on 'early estimate' and real figure won't emerge until next year The head of the department delivering the UK government's digital identity scheme has rejected the PS1.8 billion cost forecast by the Office for Budget Responsibility (OBR), but is not willing to provide an alternative until after a delayed consultation on the plans....

      

      
        Researchers spot 700 percent increase in hypervisor ransomware attacks
        Simon Sharwood

        Get your Hyper-V and VMware ESXi setups in order, people Researchers at security software vendor Huntress say they've noticed a huge increase in ransomware attacks on hypervisors and urged users to ensure they're as secure as can be and properly backed up....

      

      
        Intel to explore making chips with mega-corp Tata in India's first fab
        Simon Sharwood

        Chipzilla doesn't need 28nm product, so maybe this is about landing another outsourced packaging partner Intel will explore manufacturing some chips in India's first fab after forming an alliance with Indian mega-corp Tata.... 

      

      
        Trump says Nvidia can sell H200s to China - if Washington gets a 25 percent cut
        Simon Sharwood

        Blackwell and Rubin kit remain off limits US President Donald Trump has signalled he will allow Nvidia to resume sales of its H200 accelerators to China....

      

      
        Google says Chrome's new AI creates risks only more AI can fix
        Thomas Claburn

        'User Alignment Critic' will review agentic actions so bots don't do things like emptying your bank account Google plans to add a second Gemini-based model to Chrome to address the security problems created by adding the first Gemini model to Chrome....

      

      
        Bezos-backed Unconventional AI aims to make datacenter power problems go away
        Tobias Mann

        Startup wagers the path to sustainable AI might be found in nature's most amazing design - the brain Interview  Naveen Rao founded AI businesses and sold them to Intel and Databricks. He's now turned his attention to satisfying AI's thirst for power and believes his new company, Unconventional AI, can do it by building chips inspired by nature....

      

      
        Publishers say no to AI scrapers, block bots at server level
        Thomas Claburn

        The open web is closing down for unwanted automated traffic A growing number of websites are taking steps to ban AI bot traffic so that their work isn't used as training data and their servers aren't overwhelmed by non-human users. However, some companies are ignoring the bans and scraping anyway....

      

      
        DJ Garman drops the ball instead of the bass in AWS re:Invent keynote
        Corey Quinn

        But the 25 announcements in the last 10 minutes included a few well worth waiting for AWS CEO Matt Garman's annual re:Invent keynote was the best kind of keynote, in that you could have slept in for nearly all of it and still been thrilled to pieces, provided you caught the last ten minutes. He concluded what was otherwise an AI-palooza chock full of boring guest speakers with an Andy Jassy style "twenty-five releases in ten minutes," complete with a basketball-style ten-minute shot clock countin...

      

      
        Meta and Google turn to NextEra to feed insatiable datacenter power hunger
        O'Ryan Johnson

        The Chocolate Factory will also put its AI to work inside one of America's biggest utilities NextEra Energy on Monday tightened its grip on hyperscaler power demand, adding 2.5 GW of new renewable projects for Meta while deepening its partnership with Google, which already covers about 3.5 GW of capacity....

      

      
        ICE-tracking app developer sues Trump admin after Apple spikes the software
        Brandon Vigliarolo

        Suit argues forcing Apple to remove app, and threatening dev with legal action is a First Amendment violation Does the first amendment allow citizens to track law enforcement activity? After publishing an iOS app that shows where ICE agents have deployed, ICEBlock developer Joshua Aaron saw the Trump admin pressure Apple into pulling the software and threaten him with prosecution. Now he's fighting back....

      

      
        Death to one-time text codes: Passkeys are the new hotness in MFA
        Jessica Lyons

        Wanna know a secret? Whether you're logging into your bank, health insurance, or even your email, most services today do not live by passwords alone. Now commonplace, multifactor authentication (MFA) requires users to enter a second or third proof of identity. However, not all forms of MFA are created equal, and the one-time passwords orgs send to your phone have holes so big you could drive a truck through them....
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        Original URL: https://www.theregister.com/2025/12/09/porsche_bricked_russia/
    

    Porsche panic in Russia as pricey status symbols forget how to car

    
Satellite silence trips immobilizers, leaving owners stuck    


    
        By 
Paul Kunert        
    

    
        Posted in Security,
        
            9th December 2025 17:16 GMT
        
    


    
Hundreds of Porsches in Russia were rendered immobile last week, raising speculation of a hack, but the German carmaker tells The Register that its vehicles are secure.
According to reports, local dealership chain Rolf traced the problem to a loss of satellite connectivity to their Vehicle Tracking Systems (VTS). This meant the systems thought a theft attempt was in progress, triggering the vehicle's engine immobilizer.
Porsche HQ was unable to help or diagnose the nature of the problem. It's understood that systems like VTS are operated by local Porsche subsidiaries or dealer networks.
But following Russia's invasion of Ukraine and the imposition of sanctions, Porsche no longer exports to the country or provides after-sales service.
In a statement to The Register, a Porsche spokesperson said no other markets were affected by the issue.
"The cybersecurity of our vehicles is a central concern for Porsche," the spokesperson told us. "Protection against cybersecurity attacks is ensured by comprehensive security processes and technical measures over the entire life cycle of our vehicles. The measures include, among other things, secure software updates, protected communication channels, and regular security tests for the early detection of suspicious activity," they added.
Resourceful Russian owners have reportedly resorted to workarounds to overcome the problem, including disabling or rebooting the VTS, or removing it entirely.
Others have claimed that disconnecting their car's batteries for ten hours does the trick. These have worked in some but not all cases, apparently.
The issue sparked speculation of a cyberattack, but security and privacy experts we spoke with were dubious.
Cian Heasley, principal consultant at Acumen Cyber, said the wave of shutdowns could be well within the capabilities of a hacktivist group, but said there had been no chatter indicating this was the case.
"If this were a coordinated cyberattack, I would have expected one of the larger pro-Ukraine groups to have claimed this attack by now and posted some sort of evidence, similar to what we saw when Russian airline Aeroflot was attacked in July of this year."
Rik Ferguson, VP Security Intelligence at Forescout, said: "Modern immobilizers don't react only to what happens around the vehicle, they depend on a constant 'trust heartbeat' signal from cloud or satellite backends. From the outside, a deliberate hack and an intentional backend shutdown can look almost identical: the tracking service disappears, the car interprets that as theft, and the immobilizer kicks in."
High-end vehicles rely on a long tail of services outside the owner's control, Ferguson said, spanning the cloud, satellite operators, and regional partners.


	Hyundai: Want cyber-secure car locks? That'll be PS49, please


	Trump AI plan rips the brakes out of the car and gives Big Tech exactly what it wanted


	So you CAN turn an entire car into a video game controller


	Elon Musk pukes over pork-filled budget bill with Tesla subsidies on the line


"Sanctions, contract disputes, misconfigurations, or attackers can all break that chain, and when they do, a six-figure car is suddenly just a very expensive ornament."
Bugcrowd CSO Trey Ford added: "It sounds like the system design has a fail-safe where if there is a loss of satellite service (platform issues, military, etc.) can lead to a lockout of the vehicle to help mitigate theft - which makes sense."
Otherwise, a criminal could create a Faraday cage to block the antenna and prevent tracking.
He continued: "It also stands to reason that a platform with the ability to lock down vehicles could inadvertently do that." This could be down to an engineering issue, failed update, a database problem, "or something as trivial as a service plan accounting error impacting satellite communication services."
The issue highlights broader concerns around connected vehicles.
Chris Hauk, consumer privacy advocate at Pixel Privacy, said engine kill systems were pushed as an anti-theft device. But "the technology could also be used by hackers to cause havoc and could also be used by totalitarian governments to shut down vehicles belonging to 'enemies of the state.'"
Paul Bischoff, consumer privacy advocate at Comparitech, added: "Any feature that requires a network connection should not affect the basic functionality of the vehicle."
"Besides remote hacks, drivers also have to worry about privacy. Newer cars collect and share a lot of information about their users, often without explicit informed consent."
It's worth noting that most Russian Porsche owners were probably not stranded without wheels, as no other brands have been affected - Russia's elite are also enthusiastic fans of Bentleys, Aston Martins, and other luxury marques. (r)
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    Window Maker Live 13.2 brings 32-bit life to Debian 13

    
Trixie may have gone 64-bit for installs, but WMLive still ships an i686-bootable build    


    
        By 
Liam Proven        
    

    
        Posted in OSes,
        
            9th December 2025 17:02 GMT
        
    


    
Window Maker Live 13.2 is stubbornly keeping 32-bit PCs alive on Debian 13 "Trixie," shipping a new release that boots on i686 hardware.
Window Maker Live is a Debian-based desktop distro built around the classic Window Maker X11 window manager. As the "Live" in its name suggests, it's designed as a live-bootable image that's ready to use, with a rich variety of pre-installed software, carefully chosen and themed to fit in with Window Maker's NeXTstep-style look. Like many other Debian-based distros, this new version is based on this year's Debian 13 release, but with a difference: while Debian 13 no longer ships an x86-32 version, the new Window Maker Live 13.2 release does offer a release for 32-bit computers. In fact, it's the default.
[image: Window Maker Live desktop showing the preferences app and a terminal window with fastfetch]
Window Maker Live gives you a fairly lean, mean 32-bit Debian machine - Click to enlarge


We last looked at Window Maker Live in 2023. That release was based around Debian 12.2 and Window Maker 0.96, both released earlier that year. We were interested in that release of Window Maker Live because in addition to a whole compilation of conventional X11 Linux apps, it also offered a separate selection of GNUstep applications which replicated NeXTstep's distinctive look and feel, with menus stacked vertically at the top left of the screen, any of which could be torn off to create an instant toolbar.
There hasn't been a new release of Window Maker since then - you can tell it's a slow-moving project from the fact that it's been in development since 1997 and hasn't gotten to version 1.0 yet. Hurrah for zero-based versioning. But there has been a new major release of Debian - Debian 13 "Trixie," which took the drastic step of dropping a separate 32-bit kernel for x86-32 machines. It can still run 32-bit apps, but to install Debian 13, you must have a 64-bit computer. As a result, most Debian-based distros, such as Peppermint OS and Linux Mint Debian Edition, have also stopped offering 32-bit editions.
Enter WMLive 13.2. Not only does it still have a 32-bit edition, but that edition is the only ISO file on the downloads page. There are 64-bit editions, but the project requests a donation to get the password to unpack the encrypted 64-bit archives. The donations page explains:

The i386 variant is freely available and ready for use now. But to unpack the two 7z archives of the amd64 and arm64 variant, respectively, a password is required. This password will become freely available on this very page at the end of this year. But until then, only downloaders who supported our work on wmlive with any donation amount will be provided with the required password.


The distro has been around since at least 2013. As the presence of a custom kernel suggests, it's more than just a Debian remix. The maintainer says:

wmlive contains a few package additions that are not (yet?) available as official Debian packages, like for example the web browser Palemoon (compiled using gtk2), Previous (a NeXT emulator), Box86 (a PC emulator), Parcellite (gtk2 based clipboard manager), and Scantailor-advanced (book scan post-processor), among others. A few administration-related scripts supplying a user-friendly GUI based on yad-gtk2 are also included. Furthermore, I maintain a dedicated package repository at https://wmlive.rumbero.org/repo/ providing both binaries and sources for all these additions.


In the same thread, they also explained the request for donations:

Before the release of wmlive-trixie, the binary ISO images for former wmlive releases have always been free for all. But no matter how politely I asked for donations to support my work, almost no one of the many thousands of downloaders of this niche project have ever bothered to give anything in return. If my calculations are correct, I have received about 200 EUR by about 14 donators during the course of the last 12 years (twelve!).


As has been long established, and more than once, outside of the big enterprise vendors, it's hard to make a living developing FOSS.


	Raspberry Pi OS, LMDE, Peppermint OS join the Debian 13 club


	Debian 13 'Trixie' arrives: x86-32 and MIPS out, RISC-V in


	Kelsey Hightower: If governments rely on FOSS, they should fund it


	Window Maker Live: When less is more, but more is also ... more?


This is a slightly different approach: develop a bespoke version for low-end kit, and request donations for the version aimed at more current hardware. It's a novel fund-raising tactic and we wish the project luck with it.
[image: Window Maker Live desktop showing the GNUstep Workspace Manager, and behind it, Firefox showing the Register]
On top of Debian and its apps like Firefox, you also get the GNUstep environment and apps - Click to enlarge


This vulture is very fond of the almost austere aesthetic of Window Maker and GNUstep. WMLive delivers this in the live environment, and if you put it on a USB key, it offers persistence: it can store files and settings from one boot to the next. Or, from a separate option on the boot menu, you can install it like any other distro. As far as we know, it's currently the only 32-bit x86 flavor of Debian 13.
As we said last time, there's substantial duplication and overlap between the apps it contains, but even so, WMLive offers an elegant and capable setup. It's only a 3.5 GB download, takes up 8.4 GB of disk space, and uses an almost trifling 270 MB of RAM. It's not just some tech demo, but a complete and powerful OS - and it's just over half the size of the latest full Ubuntu. There's a lot to like here. (r)
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    Activist groups urge Congress to pause US datacenter buildouts

    
Bad for consumers, bad for the environment, 230+ groups say    


    
        By 
Dan Robinson        
    

    
        Posted in The Future of the Datacenter,
        
            9th December 2025 17:00 GMT
        
    


    
More than 230 organizations across America have signed a letter calling for a moratorium on the construction of datacenters, claiming the current building boom represents a huge environmental and social threat.
The open letter [PDF], sent to members of the US Congress by campaign group Food & Water Watch, complains that the AI-driven wave of datacenter expansion is stoking demand for more energy, which in turn leads to further greenhouse gas emissions, straining water resources, and higher electricity prices for ordinary consumers across the country.
Organizations endorsing the letter collectively represent millions of citizens across all 50 US states, the group claims. It urges members of Congress to suspend the construction of new facilities until adequate regulations are enacted to protect communities and the environment from the damage it claims is already being inflicted.
Investment in datacenters has hit an all-time high, thanks mostly to the burgeoning requirements of training and serving AI. Analyst firm Omdia estimates global datacenter capex will top $657 billion by the end of 2025, almost double the figure of just two years ago, with the US dominating this spending.
In hotspots such as Virginia, hyperscale datacenter capacity is greater than the entire capacity of China or the whole of Europe, according to previous figures. This comes at a cost, as those facilities consumed nearly twice as much power in the second half of 2024 compared to the prior six months. Overall, datacenters' water consumption increased by almost two-thirds over the past five years.
Ordinary Americans will likely pay for all this extra power generating capacity and the grid infrastructure needed to carry it, with a report out last year warning that US consumers could face a 70 percent hike in their electricity bills by 2030.
In addition, it emerged last month that some states are keeping citizens in the dark about the subsidies they use to attract datacenter companies to their territory, which means many projects are being funded at the expense of taxpayers.
Even worse, all these new datacenters are causing greater greenhouse gas emissions, with hyperscale operators such as Microsoft and Google admitting their emissions have risen over the past several years, in spite of their commitments to reach net-zero by the end of the decade.
The demand for power has spurred a resurgence in coal-fired power generation, one of the dirtiest, most polluting ways of producing electricity. And datacenters generating their own energy on-site are also contributing to the problem, as demonstrated by the Colossus facility run by Elon Musk's xAI, which was accused of being one of the largest sources of smog-generating nitrogen oxides (NOx) in the Memphis area thanks to its fleet of gas turbines.
"At a time when millions of Americans are already struggling with soaring utility costs, the sudden explosion of the Big Data industry represents an existential threat for communities ill-equipped to handle the massive environmental and economic hardships these datacenters inflict," stated Food & Water Watch executive director Wenonah Hauter.
"The only prudent action is to halt the unfettered expansion of this dangerous industry in order to properly examine all manner of potential harm before it's too late," she added.
Good luck with that.
As far as the Trump administration is concerned, the US is in a race with China for AI supremacy, and it can only win by investing more in compute muscle to underpin AI development.
US Interior Secretary Doug Burgum went as far to claim that: "The real existential threat right now is not a degree of climate change. It's the fact that we could lose the [AI] arms race if we don't have enough power."
Trump himself pledged to remove obstacles to connecting datacenters to the electricity grid at the federal level during a White House dinner held for tech industry oligarchs in September. And AI investment is the only thing keeping the America out of a recession right now, as economists disclosed in October.
The datacenter industry is aware that it isn't entirely loved, as was revealed at an industry event in June. A Microsoft exec complained there are "communities that don't want us there.".
The consensus was not that the industry needs to change, more that the public should be better informed about what datacenters actually do and the applications and industries which depend upon them. The industry should get people to think of bit barns as vital utilities, like water and electricity. (r)
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    Google's AI training tactics land it in another EU antitrust fight

    
Brussels probes whether unpaid web and YouTube content - and rivals' lock-outs - amount to abuse of dominance    


    
        By 
Brandon Vigliarolo        
    

    
        Posted in AI + ML,
        
            9th December 2025 16:05 GMT
        
    


    
The European Commission is launching an antitrust probe at Google for allegedly using web and YouTube content to train its AI algorithms while putting competitors at a disadvantage.
According to the Commission, Google may be using content published on the web to fuel its AI Overviews and AI Mode without appropriate compensation to its sources, and without offering publishers an option to refuse inclusion of their content. 
As for YouTube content, the Commission said it's similarly worried that Google is using user uploads to train its AI models without appropriate compensation or an option to refuse, noting that content creators "have an obligation to grant Google permission to use their data for... training generative AI models" without any remuneration for their use in that regard.
At the same time, the EC said, Google has banned AI rivals from using YouTube content to train their own models, allegedly giving it a competitive advantage.
"The investigation will notably examine whether Google is distorting competition by imposing unfair terms and conditions on publishers and content creators, or by granting itself privileged access to such content," the Commission said in a statement. "If proven, the practices under investigation may breach EU competition rules that prohibit the abuse of a dominant position." 
Google disagrees, arguing in the same manner as other US tech giants targeted by Europe's strict competition rules that the Commission's move will put the brakes on innovation.
"This complaint risks stifling innovation in a market that is more competitive than ever," a Google spokesperson told The Register. "Europeans deserve to benefit from the latest technologies and we will continue to work closely with the news and creative industries as they transition to the AI era."


	How Google profits even as its AI summaries reduce website ad link clicks


	Google pitches EU on adtech fixes to dodge breakup after EU2.95B slap


	It's AI all the way down as Google's AI cites web pages written by AI


	EU says Google scroogles app makers, also gives Apple an antitrust must-do-list


Google further explained how it believes it's acting correctly under EU law, telling us that its Google-Extended crawler token gives publishers control over what its bots can crawl, and reiterating that it respects robots.txt directives.
That said, crawlers have been known to behave badly when facing directives from websites, and restricting Google bots from indexing websites can have a direct effect on search rankings - one of the very things the Commission expressed concerns about in today's antitrust investigation announcement.
As for YouTube content, Google told The Register that it's been working with creators to protect their businesses through its likeness detection tool that flags creators when their image is being used in AI-generated content. We note that doesn't address any of the EU's concerns that content creators aren't being given the option to avoid having their videos ingested to train Google AI.
This antitrust investigation comes less than a week after the EC opened another into Meta related to AI restrictions. In that case, EU regulators are investigating changes to the company's WhatsApp messaging platform that banned rival AI chatbots. The move has led to both ChatGPT and Microsoft Copilot from exiting WhatsApp, while Meta's own AI remains available.
Meta defended itself by calling the EC's claims "baseless," saying that the change was made because WhatsApp wasn't built to handle the load placed on it by the presence of multiple AI chatbots accessing the platform via a single API. (r)
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    Feds bust nefarious plot to ship Nvidia H200s to China and hurt US

    
As Trump gives green light to ship Nvidia H200s to China and boost US    


    
        By 
Paul Kunert        
    

    
        Posted in Systems,
        
            9th December 2025 15:28 GMT
        
    


    
Three US-based businessmen face potential prison sentences after authorities dismantled a smuggling network accused of funneling hundreds of millions of dollars worth of Nvidia GPUs to China.
The US Department of Justice said the network directly threated US security by seeking to put cutting edge AI technology in adversarial hands.
Nicholas J. Ganjei, U.S. Attorney for the Southern District of Texas, said: "These chips are the building blocks of AI superiority and are integral to modern military applications. The country that controls these chips will control AI technology; the country that controls AI technology will control the future."
Ganjei's stark warning to anyone plotting to send Nvidia's top end chips to China came as US President Donald Trump gave the green light to Nvidia to ship its H200 parts to China, with Washington taking a 25 percent cut.
Trump announced on Truth Social that neither Nvidia's latest Blackwell nor forthcoming Rubin components were "part of this deal". He said Chinese leader President Xi had responded positively to the move.
Xi's positive response may be some comfort to the businessmen just fingered by the DoJ for trying to get Nvidia silicon to China ahead of Trump's decision.


	Four charged over alleged plot to smuggle Nvidia AI chips into China


	Trump and Xi ease trade tensions, but Nvidia still can't sell Blackwell in China


	Senate says Nvidia chips are for America first as China tightens import controls


	Trump's tariff-shaped stick can't beat reality on US chip fabbing


	As Xi and Putin chase immortality, let's talk about digital presidents-for-life


	No chips for you! Senator wants Americans to get first dibs on GPUs, restrict sales to others


	A billion dollars' worth of Nvidia chips fell off a truck and found their way to China, report says


According to the DoJ, Alan Hao Hsu, also known as Haochun Hsu, 43, of Missouri City, Texas, and his company, Hao Global LLC, "pleaded guilty to smuggling and unlawful export activities" of at least $160 million worth of export-controlled Nvidia H100 and H200 Tensor Core GPUs. Hsu will be sentenced in February, and faces up to ten years in the slammer.
Two US-based PRC natives were also charged in relation to the scheme.
The DoJ said Benlin Yuan, 58, the chief executive officer of a Sterling, Virginia, IT services company that's a US subsidiary of a Beijing-based IT biz, was arrested in November and charged with conspiring to violate the Export Control Reform Act (ECRA). Yuan faces up to 20 years in jail if convicted and remains in custody pending further criminal proceedings.
Brooklyn-based Fanyue Gong, also known as Tom Gong, 43, was arrested in New York on December 3. Gong was charged with conspiring to smuggle goods out of the US. He faces up to ten years if convicted and remains in custody. (r)
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    As humanoid robots enter the mainstream, security pros flag the risk of botnets on legs

    
Have we learned nothing from sci-fi films and TV shows?    


    
        By 
Jessica Lyons        
    

    
        Posted in Research,
        
            9th December 2025 15:00 GMT
        
    


    
Interview Imagine botnets in physical form and you've got a pretty good idea of what could go wrong with the influx of AI-infused humanoid robots expected to integrate into society over the next few decades.
Morgan Stanley recently predicted robot revenue could surpass $5 trillion by 2050, and firms including Unitree Robotics, Agility Robotics, and Engineered Art, along with major carmakers including BMW,  Toyota, Tesla, and Hyundai (which also owns Boston Dynamics), are all developing humanoid robots.
These bipedal machines and their four-legged friends are slated for use on the battlefield and in law enforcement operations, in labs and academia, plus warehouses and manufacturing facilities. As such, building security into these robots "is imperative," Joseph Rooke, risk insights director at Recorded Future's Insikt Group, told The Register.
With 3 billion of these robots in use by 2060, according to BofA Global Research's forecast, the worst-case scenario from a security perspective would be "an I, Robot situation with no coming back," Rooke said in an interview. "Botnets in a physical form is now."
In a report published Tuesday, Rooke outlines the potential fallout of not taking these precautionary measures immediately, and predicts a whole new industry dedicated to securing these robots will likely emerge in the next decade.
This isn't just the stuff of Hollywood or sky-is-falling security vendors either.
Researchers in late September published technical details about a working proof-of-concept hack that exploited multiple security flaws - hardcoded cryptographic keys, trivial authentication bypass, and unsanitized command injection - in Unitree Robotics' Bluetooth Low Energy (BLE) Wi-Fi configuration interface used by the Chinese company's humanoid robots.
"What makes this particularly concerning is that it's completely wormable - infected robots can automatically compromise other robots in BLE range," wrote Victor Mayoral-Vilches, Andreas Makris, and Kevin Finisterre. "This vulnerability allows the attacker to completely take over the device."
Three factors combine to form the "perfect storm" for these embodied AI systems, according to Rooke.
"First: we already use robotics, we've been using robotics in factories for a long time, and now we're developing walking ones," he said. 


You've got robotics, you've got AI, and now you've got the need. It's the perfect storm for this to just skyrocket


"The second thing is, we've got the means for these embodied things to learn, so their sensors and their hearing devices can now learn the same way that you train an AI in a server box where it's contained."
The third factor has to do with the global population decline combined with an aging population, which is expected to lead to labor shortages and many countries turning to technology in general - robots in particular - to boost productivity.
"You've got robotics, you've got AI, and now you've got the need," Rooke said. "It's the perfect storm for this to just skyrocket."
Like with any internet-connected devices, robots are vulnerable to cyberattacks in the form of hijacking, data leaks, and long-term espionage and IP theft, putting not only the users of these machines at risk but also the companies (and their suppliers) that make humanoid robots.
While Recorded Future hasn't publicly reported any robotics firm breaches, its threat hunters have been tracking RedNovember (Microsoft calls this crew Storm-2077) and other Chinese government-sponsored spy groups that target defense, electronics, and manufacturing companies.
"I don't have specific evidence of them going after robotics, although absolutely it's their MO,"  Rooke said. "If your sector is listed in China's 15th five-year plan, you're basically being given a heads-up." 
The most recent five-year plan puts a big emphasis on AI and smart robots and their role in economic growth.
However, as Russia (with limited success thus far) and other nations put more resources into humanoid robot R&D, "espionage makes sense in terms of the dangers that the actual robots themselves face," according to Rooke.


	Inventor who encouraged Elon Musk to make Optimus says most humanoid robots today are 'terrifying'


	Foxconn hires humanoid robots to make servers at Nvidia's Texas factory


	Amazon tested warehouse robots and found they're not ready to replace humans


	How to train your robot: Wear a tiny one in a baby carrier


Along similar lines, if your company supplies critical components to a firm developing advanced robots, consider your firm at risk of being targeted in a larger supply chain, he added.
There's also potential security risks for consumers as home-helper humanoid robots like Neo hit the market, and to that end Rooke says it's likely to be the consumer's responsibility to update the robots' software, similar to what happens after someone buys a laptop. "It's my job to update my Mac, or I am liable for problems if I get hacked because I haven't updated it," he explained. "The same thing could happen with some of these robots."
Additionally, he expects to see a new crop of companies specifically designed to secure humanoid robots emerge - so put that on your RSAC bingo card for 2030 and beyond. These machines are essentially IoT devices, Rooke said.
But they've also got embedded AI systems. And unlike other big, heavy IoT machines - like a connected refrigerator that tells you when you're running low on milk - these robots walk on two feet, and come equipped with "eyes" and "ears" that presumably could be co-opted for all manner of nefarious purposes.
Rooke says it's pretty speculative at this point what humanoid robot security startups will look like, but he has one guess: "IoT on steroids." (r)
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    NASA nominee Isaacman moves to full Senate vote amid budget carnage

    
Billionaire's bid progresses while agency braces for sweeping reductions and program uncertainty    
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Jared Isaacman has cleared another hurdle on his way to becoming the next NASA Administrator after the US Senate Committee on Commerce, Science, and Transportation gave the billionaire SpaceX customer the nod.
It is the second time Isaacman has reached this point. President Donald Trump abruptly withdrew Isaacman's nomination for the role earlier in 2025, but has since reinstated it.
Isaacman appeared before the committee last week, expressing concern about capability gaps, competition with other nations, and squeezing the maximum value out of each dollar allocated to NASA.
NASA's budget is set to be cut dramatically in Trump's so-called One Big Beautiful Bill. A document penned by Isaacman around the time of his first nomination in April, dubbed "Project Athena," has recently begun circulating, and calls for more "as-a-service"-type contracts amid a remaking of NASA. Isaacman has described the draft plan as "a living document refined through data gathering post-confirmation."
A full vote of the Senate is now required, and Isaacman could be in the role before 2025 ends.
Several space industry insiders told The Register there were worries about the future within NASA's centers, but they were prepared to give Isaacman the benefit of the doubt for now. However, one noted "the optimism is colored by the need for survival. Trump is too wild and with ever-changing thoughts to allow any long-term planning."


	We'll beat China to the Moon, NASA nominee declares


	NASA nominee 'committed' to uprooting Shuttle Discovery for Houston trophy piece


	Trump turnabout sees him re-nominate amateur astronaut Jared Isaacman to run NASA


	Former reality TV star appointed NASA interim administrator


Should he make it behind the administrator's desk this time, Isaacman will inherit an agency facing an uncertain future.
Artemis II is set to carry four astronauts to the Moon and back in the early part of 2026, but the first human lunar landing since the end of the Apollo program does not have a fixed date. Earlier this year, NASA acting administrator Sean Duffy reopened the competition for a lunar lander amid worries that the original winner, SpaceX, was slipping behind schedule. SpaceX responded with some impressive renders, but no detailed timescale for when a lunar landing version of its Starship might be ready.
In July, the Planetary Society described the approximately 50 percent budget cuts mooted for NASA's Science Mission Directorate as "an extinction-level event."
As such, Isaacman will face a tricky balancing act: ensuring the talent NASA built up over the decades does not drain away amid uncertainties over the agency's direction and priorities, while also adhering to the realities of future budgets.
Oh, and he's also committed to relocating a space vehicle (likely Space Shuttle Discovery) to Houston. Good luck with that, Jared. (r)
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    AI mania to swell datacenter capex to $1.6T by 2030 - if the bubble doesn't pop first

    
Analysts say demand keeps rising despite constraints, shaky returns, and mounting investor nerves    
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Datacenter capital expenditure is forecast to grow 17 percent annually through 2030, reaching $1.6 trillion, with supply chain constraints pushing up the price of components.
The latest Cloud and Datacenter Market Snapshot [PDF] from analyst Omdia states that investment into AI infrastructure continues apace, despite all the talk of it being a bubble ready to burst.
However, adoption of AI remains relatively low, it claims, with many more users and higher usage per user expected. At the same time, the models are getting larger and using more compute for inference.
All of this translates to higher performance infrastructure that consumes more power, leading to rising server, rack, and datacenter power density - and even more spending on AI infrastructure.
So much so that Omdia expects datacenter capex to grow at a compound annual growth rate (CAGR) of 17 percent over the next several years, touching $1.6 trillion by 2030.
Whether this is sustainable is a good question. Management consultant Bain & Company calculated that the industry will have to make $2 trillion in annual sales by 2030 to afford the forecast level of investment, yet returns on all this spending are still somewhat elusive for vendors and users.
Various senior tech industry execs claimed last week that AI isn't a bubble, and dismissed comparisons with the dot.com bust.

  
    [image: Omdia datacenter capex scenarios]
  

Omdia considered four scenarios (above) in coming to its own conclusion. The first takes into account the actual order pipeline and demand, balancing it against constraints such as Nvidia's order backlog for GPUs, and that datacenter construction is lagging behind deal announcements. This is considered the most likely outcome.


	Bezos-backed Unconventional AI aims to make datacenter power problems go away


	Meta and Google turn to NextEra to feed insatiable datacenter power hunger


	Datacenters are hoarding grid power just in case, says Uptime Institute


	Datacenters planned for Scotland could end up draining a loch of power


The second scenario is based on the possibility that constraints have a lesser impact in the short term, producing an accelerated pace of development that results in failure for some developers.
A third, dubbed "the bubble scenario," assumes that a failure to realize productivity gains from AI use sees investors getting spooked after a few years, leading to a fall-off in capex after 2026 - though still hardly the crash that many fear.
The fourth, or "Nvidia" scenario, is based on the GPU giant's predictions, which eschew any constraints and forecast investment continuing unabated to hit $2 trillion by 2028.
However it isn't just AI servers that are pushing up the datacenter spend. A refresh cycle covering general-purpose servers is also boosting server shipments. Omdia had previously found that buyers (chiefly hyperscalers) were holding off replacing their standard servers to prioritize investment in high-spec systems to handle AI.
Omdia has now raised its investment forecast across all market segments, including the AI neo-cloud operators, Tier 1 and Tier 2 colocation providers, enterprises, and the hyperscalers.
Supply chain constraints are leading to higher costs of some commodity components, notably memory, as The Register reported last week, which channel sources told us is likely to result in server prices increasing by 15 percent.
Omdia says new datacenters will likely be engineered differently from existing facilities because AI demand is rapidly changing the IT infrastructure inside them. This extends from the silicon in use to the servers and racks, the thermal management systems, and the power distribution and backup systems.
Datacenter and IT teams need to avoid complacency and keep an open mind about new developments, it warns. (r)
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    SAP users in the dark about vendor's plan for data analytics

    
February product launch fails to register, with concerns remaining about integration    
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SAP users admit they know very little about the vendor's data and analytics plans since the launch of the new product platform, Business Data Cloud (BDC), in February.
Research from DSAG, which represents SAP users in Germany, Austria, and Switzerland, found that 83 percent of its members were only slightly familiar or not familiar at all with the product launch and partnership with Databricks announced in February.
Only 15 percent said they were very or somewhat familiar with the product. Users lack knowledge about integration capabilities, licensing and pricing models, and differences from previous SAP data solutions. "Many companies still lack guidance when it comes to the Business Data Cloud. That is why we expect greater transparency from SAP," said Jens Hungershausen, DSAG chairman of the board.
BDC is the latest in a long string of data warehousing and analytics initiatives from SAP, which includes SAP Datasphere and SAP Data Warehouse Cloud. SAP said the new platform is designed to offer "insight apps" that use analytics tools and AI models connected to real-time application data, while also supporting bi-directional data sharing between BDC and third-party platforms - initially limited to Databricks' Delta Lake open table format.


	UK SAP users say they're baffled by Business Suite reboot licensing maze


	SAP's migration narrative suddenly looks messy as Kingfisher goes off-script


	SAP users still wrestling with business case for S/4HANA


	Unwary SAP private cloud users face 10% renewal hikes, warns Gartner


DSAG members are concerned about what BDC means for interoperability with other cloud and on-prem systems that users have already invested in.
"There must be no dependence on individual commercial constructs, and SAP needs to provide clearer communication and more information about the prerequisites and specific benefits of the solution. Only then can the Business Data Cloud become a real added value for the entire SAP customer base," Hungershausen said.
The DSAG research echoes that of other user groups. Last week, UKISUG, the SAP user group for UK and Ireland, found only 27 percent of members were familiar with the reimagined SAP Business Suite, introduced in February with the promise of a "truly modular, composable" set of business applications including ERP, HR, CRM, supply chain, and expense management.
DSAG said SAP needs to better communicate what it is trying to do with Business Suite, a product name reboot from the early '00s. Seventy percent of DSAG members complained there were gaps in their knowledge in this area.
"Even though the 'new Business Suite' has only been on the market for a relatively short time, this is a high figure for Germany, Austria, and Switzerland," explained Hungershausen.
The Register has asked SAP to comment. (r)
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    UK to Europe: The time to counter Russia's information war machine is now

    
Foreign secretary set to address senior diplomats later today    
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The UK's foreign secretary is calling for closer collaboration with Europe to combat the growing threat of information warfare as hybrid attacks target countries on the continent.
In a wide-ranging speech due later this afternoon, Yvette Cooper will remind senior diplomats and European dignitaries of the methods that "malign foreign states" are using to undermine trust in domestic powers.
"Across Europe we are witnessing an escalation in hybrid threats - from physical through to cyber - designed to weaken critical national infrastructure, undermine our interests and interfere in our democracies all for the advantage of malign foreign states," she is expected to say.
Cooper will also say that the tools available to hostile foreign forces to sow distrust in matters such as elections are democratized, allowing lower-skilled individuals and groups to carry out effective campaigns on behalf of a nation.
In a draft of her speech, seen by The Register, the foreign secretary did not explicitly tie any single nation to the threats facing the West, although Russia was mentioned as tensions mount over the future of its conflict with Ukraine.
The UK understands that Russia is behind some of the most robust online misinformation networks in operation, such as the Doppelganger campaign. They are adept at flooding social media with deepfake material in the most widely spoken European languages, as well as disseminating fake documents, with the goal of advancing Russia's objectives.
These campaigns persist, targeting democracies across the world. Just two months ago, officials spotted a Russian plot to undermine trust in Moldova's pro-European PAS party by publishing fake documents supporting unpopular policies.
In Africa, a slew of fake news sites were running false stories about Volodymyr Zelenskyy and his wife to taint support for the Ukrainian president.
Cooper will say: "A hundred years ago, such malign actors or state-sponsored disrupters may have relied on expertly forged documents or carefully planted stories to manipulate public opinion, but today's technology is lowering the barrier to entry - meaning more actors, with less skill, can work on behalf of regimes abroad.
"They can interfere with free and fair elections, so that Western interests are weakened and lose allies on the global stage.


	UK moves to strengthen undersea cable defenses as Russian snooping ramps up


	Russia-linked crooks bought a bank for Christmas to launder cyber loot


	Russian spies pack custom malware into hidden VMs on Windows machines


	Cyber exec with lavish lifestyle charged with selling secrets to Russia


"By flooding social media with generative AI and manipulated videos, they can gradually undermine support for our major allies like Ukraine with lies - hitting our collective resolve to support Ukraine's resistance to Russia's illegal invasion."
The speech today, due to be delivered in the Locarno Suite in London on the centenary of the Locarno Treaties, comes five days after the UK announced additional sanctions on Russia's GRU after an inquiry concluded that Putin directly ordered the 2018 Salisbury Novichok poisonings.
"Putin and his GRU agents are an active threat to Britain's citizens, our security, and our prosperity," Cooper said late last week.
Prime Minister Keir Starmer said in the inquiry report: "The UK will always stand up to Putin's brutal regime and call out his murderous machine for what it is."
Cooper's speech comes amid rising tensions around the future of Russia's war in Ukraine, and the related US-led peace talks - which largely favor Russia - appear to be making little ground.
Zelenskyy said this week that Ukraine will not be able to survive without the backing of the UK and Europe, and separately waved away any notions of ceding land, which featured in President Trump's proposed peace deal.
Mark Rutte, secretary general at NATO, addressed the US peace deal last week, saying that while Trump instigating talks was an important step, nothing should be considered agreed.
Ukraine's revised peace deal is expected to be shared with US and its allies this week after Zelenskyy refused to "betray" his country's interests by accepting the first draft, which required Ukraine to make a number of concessions to end the war. (r)
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    Affection for Excel spans generations, from Boomers to Zoomers

    
Younger finance pros are just as loyal to Microsoft's venerable spreadsheet app as their elders    
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Despite its advancing years, Microsoft Excel is proving a hit with young finance professionals, many of whom reckon the aging number-cruncher has a bright future.
According to a Datarails report, more than half (54 percent) of 22 to 32-year-old finance professionals say they outright "love" Excel, up from 39 percent among the older generation.
We're not sure if that says more about finance professionals than it does about Excel.
Eighty-nine percent said Excel would remain as - or more - important in the next decade, while 78 percent claimed they would be less than keen on a job that banned the number-crunching software.
Some 94 percent of users over 51 expect to get their spreadsheet kicks from the application over the next decade, and 96 percent claimed they were likely to decline a job in which they couldnt use it.
Music to Microsoft's ears, perhaps, but not great news for Google Sheets. Then again, the two are different beasts. Sheets is cloud-first and geared for collaboration, while Excel is snappier (depending on local hardware) and loaded with more features.
Aviation giant Airbus, for example, has found Excel a hard habit to break, citing file size as a factor that have kept its finance team (among others) clinging to the veteran software.
"Different generations in a department tend not to agree on much, but Excel is something that unites everyone in the finance department, from Gen Z to Boomers," said Didi Gurfinkel, co-founder and CEO of Datarails.


	Irish Excel whiz sheets all over the competition in Vegas showdown


	Seven years later, Airbus is still trying to kick its Microsoft habit


	Anthropic's Claude is learning Excel so you don't have to


	Microsoft crams Copilot AI directly into Excel cells


Gurfinkel has an interest in the popularity of Microsoft's spreadsheet tool. Datarails sells an Excel-native financial planning and analysis platform with some AI stirred in. The company was also a sponsor of the half-time show for the recent Microsoft Excel World Championship (MEWC).
That said, the existence of events like MEWC demonstrates the affection some have for the productivity tool, which was first released before many of its users were born.
Of the finance pros surveyed in the UK and the US, only 5 percent expressed purely negative sentiment toward Excel.
Excel itself first emerged in 1985 in a market that was dominated first by VisiCalc on the Apple II and, later, by Lotus 1-2-3. Microsoft had made an earlier attempt at cracking the spreadsheet nut with Multiplan, but it is Excel that stood the test of time.
Microsoft is adding AI functionality to Excel, which has been welcomed by the winner of the 2025 Excel World Championship. However, it will need to tread carefully. While "82 percent of those surveyed have high or moderate emotional attachment to Excel," it would be all too easy to flip that figure should Copilot start interfering with spreadsheet skills built over years or decades.
Who would have thought that pivot tables and conditional formatting are the core features that bridge the generational gap. (r)
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    IBM touts progress on tech stack for AI-enabled airline with no passengers or alcohol

    
Digital native? Cloud native? No, we need to be AI native, says Riyadh Air    
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IBM and Riyadh Air have upgraded their contracted agreement, meaning the Saudi operation will not be the world's first digitally native airline, but will instead be the first AI native operator.
Riyadh Air first drafted in Big Blue as its consulting partner two years ago, at which point the firm was styling itself a "digitally native airline." IBM was tasked with creating its digital and tech strategy. That deal was extended to cover passenger services back in early 2024.
The veteran tech firm and the startup revealed the "AI native" moniker today, talking up how IBM-built "AI powered operations [will] create agility across the business and unify employee and guest experiences, setting a new benchmark for innovation in the aviation industry."
These will be built, using IBM Consulting brain power, on watsonx Orchestrate, "bringing together 59 workstreams and more than 60 partners, including Adobe, Apple, FLYR, and Microsoft."
The collaboration promises a "personalized digital workplace powered by AI agents," which will "give employees a single, chat-first entry point to HR." The airline plans to double its workforce over the next year.
Watsonx will also underpin an "AI-based concierge experience for employees that is trustworthy, proactive, contextually aware, and proposes next best actions for each persona interacting with guests."
This will allow tailored services, such as "prompting staff to offer fast-track services to customers running late," which is frankly one of the more useful applications of AI that we've heard about.
In a statement, Adam Boukadida, Riyadh Air chief financial officer, said: "With IBM, we've stripped out 50 years of legacy in a single stroke. Riyadh Air isn't just built for today; it's built for the future and creating a pathway for many airlines to follow in the years to come."


	IBM cutting several thousand jobs in latest layoffs


	DNS downing clouds is boring: IBM Cloud is experiencing a quantum computer outage


	IBM is just not into the 'spend megabucks on cloudy GPUs' thing, rents them instead


	IBM's big iron to get Spyre AI accelerator upgrade this month


This is true up to a point. But however smooth its own workflows, they will still be hostage to the creaking infrastructure keeping other airports and airlines going.
That's before we even consider the impact of strikes, shortages of air traffic control staff, or the pervasive threat of lavatory problems. Or indeed holdups on actually getting hold of planes.
Riyadh Air's scheduled passenger services were originally envisioned for earlier this year. However, manufacturing issues at Boeing meant this has now been pushed back to 2026.
In the meantime, "ghost" services are operating between London and Riyadh, with more than 100 destinations planned by 2030.
Never mind, we can expect plenty of announcements by other vendors looking to be associated with what promises to be a particularly luxurious ride - except for one sector. As a Saudi-based operator, it will be an alcohol-free service.
Riyadh is hardly terra incognita to IBM. The firm has been working with Riyadh Airports Company for years. (r)
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    Care leavers mired in red tape trying to get their own records

    
UK data watchdog demands public sector improves subject access request processing    
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UK public sector organizations need to improve access for those who want to see their own records of growing up in care, the Information Commissioner says.
John Edwards said today that requests for access to care records were often met with bureaucracy, delays, and unexplained redactions.
"We know frontline staff want to get this right but are struggling with lack of resource and guidance. Improving this process starts at the beginning - when a child enters the care system, their information should be recorded with their rights in mind, knowing that they may request it later," he said in a statement.
Under data protection law, individuals have the right to ask for personal information that an organization holds on them by making a subject access request.
However, research by the Information Commissioner's Office (ICO) in 2024 found that 71 percent of those applying for access to their care records struggled with poor communication from organizations, 69 percent said getting access took longer than they expected, with some people waiting many years, and 87 percent were left with questions or concerns at the end of the process.
Edwards urged the leaders of local authorities across Britain as well as health and social care trusts in Northern Ireland to improve their approach, adding that he would take action where necessary.


	Data watchdog put cops on naughty step for lost CCTV footage


	UK data watchdog seeks fresh blood as more complaints lie unanswered for up to a year


	Cops visit school of 'wrong person's child,' mix up victims and suspects in epic data fail


	Regulator says stranger entered hospital, treated a patient, took a document... then vanished


In August, the ICO served Bristol City Council with an enforcement notice for undue delays in providing access to child social care data, telling it to resolve the oldest cases within 30 days, create a plan to deal with the rest in 90 days, and provide it with weekly progress updates.
In June, it fined Scottish adoption advice charity Birthlink PS18,000 after it destroyed around 4,800 personal records, including letters and photographs.
"Accessing the files from my childhood in care was one of the most important experiences of my life," said Dr Jim Goddard, chair of The Care Leavers Association, in a statement released by the ICO. "Anything that makes this process easier and clearer for us, such as this new ICO guidance, is to be welcomed."
The Local Government Association said that councils want to provide access to care records without delays, but many lack the resources to do so, particularly as many older records are on paper so require more time and work to process. (r)
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    UK finally vows to look at 35-year-old Computer Misuse Act

    
As Portugal gives researchers a pass under cybersecurity law    
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Portugal has become the latest country to carve out protections for researchers under its cybersecurity law.
The move increases pressure on the UK after a government minister admitted last week that the 35-year-old Computer Misuse Act needed updating to protect cybersecurity pros from prosecution.
[image: Illustration of someone forgetting memories]
Labour reminds UK.gov that it's supposed to be reforming the Computer Misuse Act

READ MORE
Security minister Dan Jarvis told a Financial Times conference that the government had "heard the criticisms" and was looking to create a "statutory defense" for researchers to spot and share vulnerabilities if they met certain safeguards.
It's taken decades to get here. The Computer Misuse Act 1990 (CMA) was created after IT journalist Steve Gold and fellow hacker Robert Schifreen were accused of accessing the Duke of Edinburgh's BT Prestel email account.
Gold and Schifreen were prosecuted under forgery and counterfeiting legislation but were freed on appeal. The government created the CMA in response - passing it in 1990 before modern cybersecurity research, ecommerce, cybercrime, vulnerability reporting, or even The Register existed.
Portugal's change was highlighted by Daniel Cuthbert, who was himself convicted under the CMA in October 2005, illustrating the inflexible nature of the act.
In December 2004, he made a donation to a site raising money for victims of the Boxing Day Tsunami. When he did not receive a thank you or confirmation page, Cuthbert carried out two tests to ensure it wasn't a scam page, setting off an "Intruder Detection System."
A district judge said he found the case proved, but "with some considerable regret."
On Friday, Cuthbert described Portugal's action on Twitter X as "tightly scoped," requiring security actions to be "strictly proportionate." He said it was a "positive amendment and hopefully other countries take note and give us security researchers a safe harbor in which to find bugs and report them... Nice work."
Running Portugal's legislation through Google Translate shows that acts will be "not punishable due to public interest in cybersecurity" when "the agent acts with the sole intention of identifying the existence of vulnerabilities" and of disclosing them to boost security.
Likewise, researchers are not acting "with the aim of obtaining economic advantage... without prejudice to the remuneration that he obtains as consideration for his professional activity."


	UK Computer Misuse Act reformers visit Parliament


	Computer misuse crimes in UK surge to high not seen since 2017 even as prosecutions slump 20%


	CyberUp presents four principles to keep security researchers out of jail for good-faith probing


	Rapid7 says Computer Misuse Act should include 'good faith' infosec research exemption


Vulnerabilities must be notified promptly, and the work shouldn't be disruptive or damage data.
A range of techniques including denial of service, social engineering, and phishing etc. remain prohibited. Acts committed with the consent of the system owner get the green light.
Ed Parsons, COO of Belgium-based bug bounty platform Intigriti, said the need for CMA reform had been pressing 20 years ago, and only more so now.
"In 2016, the UK government of the day committed to making the UK the safest place to live and do business online. We can't keep saying things like that but, ten years later, still trying to achieve it having tied our own hands behind our backs."
James Morris, CEO of cyber policy group the CSBR, said successive UK governments had dragged their feet on reforming the law.
"Like the Cyber Security and Resilience Bill which is beginning its passage through Parliament, the UK needs to urgently update all relevant legislation to ensure that it is fit to support the vital national effort required to harden our cybersecurity and resilience." (r)
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    Whitehall rejects PS1.8B digital ID price tag - but won't say what it will cost

    
Officials insist OBR relied on 'early estimate' and real figure won't emerge until next year    
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The head of the department delivering the UK government's digital identity scheme has rejected the PS1.8 billion cost forecast by the Office for Budget Responsibility (OBR), but is not willing to provide an alternative until after a delayed consultation on the plans.
The OBR, which provides independent analysis of government spending, made the estimate in its Budget analysis documents published at the end of last month.
But on December 3, the Department for Science, Innovation and Technology's permanent secretary, Emran Mian, told a House of Commons select committee that the cost will depend on the outcome of a consultation that has been pushed back to the new year.
Mian informed a meeting of the Science, Innovation and Technology Committee that the consultation will cover what a digital identity will contain, how citizens will access it, and what range of uses it will have.
"Only once we have consulted will we be really clear on what it is that we have to build and in what order. It is only at that point that we will have a good estimate of what the cost is," he said.
Of the OBR forecast, Mian said: "That figure must have been taken from a very early estimate of the cost. It is not a figure that we recognize in terms of the further work that we have been able to do."
On October 24, the government said a consultation on digital ID, which it plans to make compulsory for anyone starting a new job by the end of this Parliament, "will launch by the end of the year."


	UK minister ducks cost questions on nationwide digital ID scheme


	You can now put your US passport into Apple Wallet for domestic travel


	Digital ID is now less about illegal working, more about rummaging through drawers


	UK government says digital ID won't be compulsory - honest


However, in a parliamentary written answer responding to a question from Liberal Democrat MP Martin Wrigley on November 11, Cabinet Office junior minister Josh Simons MP said that it would "begin in the new year."
Responding to other written questions from Wrigley, Simons said the government is considering "a digitally enabled physical alternative for those without access to technology," suggesting the government could issue physical ID cards as part of the scheme.
He also said the scheme's data will be held "in secure cloud environments hosted in the United Kingdom."
In response to a written question from independent MP Neil Duncan-Jordan, Simons revealed the government plans to consult on issuing digital IDs to teenagers as young as 13.
"Extending the national digital credential scheme to include 13 to 16-year-olds could streamline administrative processes involved in employing young people," he said. "Inclusion of this age group could also support children's online safety by supporting age verification for online services in line with the Online Safety Act 2023." (r)
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    Researchers spot 700 percent increase in hypervisor ransomware attacks

    
Get your Hyper-V and VMware ESXi setups in order, people    
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Researchers at security software vendor Huntress say they've noticed a huge increase in ransomware attacks on hypervisors and urged users to ensure they're as secure as can be and properly backed up.
"Huntress case data revealed a stunning surge in hypervisor ransomware: its role in malicious encryption rocketed from just three percent in the first half of the year to 25 percent so far in the second half," wrote Senior Hunt & Response Analyst Anna Pham, Technical Account Manager Ben Bernstein, and Senior Manager for Hunt & Response, Dray Agha in a Monday post.
"The primary actor driving this trend is the Akira ransomware group," the trio warned, adding that the gang, and other attackers, are going after hypervisors "in an attempt to circumvent endpoint and network security controls."
Huntress's threat hunters think ransomware scum are going after hypervisors because they're not well defended, and cracking them means attackers can mess with the virtual machines and networks they manage.
"This shift underscores a growing and uncomfortable trend: Attackers are targeting the infrastructure that controls all hosts, and with access to the hypervisor, adversaries dramatically amplify the impact of their intrusion," the researchers wrote.
Attacks on hypervisors follow "a familiar playbook," the trio wrote. "We've seen it with attacks on VPN appliances: Threat actors realize that the host operating system is often proprietary or restricted, meaning defenders cannot install critical security controls like EDR [Endpoint Detection and Response]. This creates a significant blind spot."
Huntress has observed "multiple cases where ransomware operators deploy ransomware payloads directly through hypervisors, bypassing traditional endpoint protections entirely. In some instances, attackers leverage built-in tools such as OpenSSL to perform encryption of the virtual machine volumes, avoiding the need to upload custom ransomware binaries."
The researchers also see attackers compromise a network, steal authentication credentials, and then target hypervisors. "We've seen misuse of Hyper-V management utilities to modify VM settings and undermine security features," they add. "This includes disabling endpoint defenses, tampering with virtual switches, and preparing VMs for ransomware deployment at scale."


	VMware splats guest-to-hypervisor escape bugs already exploited in wild


	CISA flags imminent threat as Akira ransomware starts hitting Nutanix AHV


	Microsoft fixes under-attack privilege-escalation holes in Hyper-V


	Veeam bets on more VMware alternatives, including Red Hat and China's Sangfor


Given the elevated level of attacks on hypervisors, the researchers recommend admins revisit some infosec basics like ensuring the use of multi-factor authentication and complex passwords, and staying up to date with patches. They also suggest adopting some hypervisor-specific defences, such as using settings that ensure only allow-listed binaries can run on a host.
Ensuring Security Information and Event Management systems ingest and analyze hypervisor logs is also on the researchers' to-do list.
Infosec folks have known for decades that the hypervisor is a very tasty target, especially in the worst-case scenario of a successful VM escape in which an attack on a guest virtual machine allows takeover of the host and its hypervisor. Were such an attack to become possible, the consequences could be immense given that all hyperscale clouds rely on hypervisors to isolate tenants' virtual machines. (r)
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    Intel to explore making chips with mega-corp Tata in India's first fab

    
Chipzilla doesn't need 28nm product, so maybe this is about landing another outsourced packaging partner    
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Intel will explore manufacturing some chips in India's first fab after forming an alliance with Indian mega-corp Tata.
The two companies announced the alliance yesterday.
[image: Indian flag with on/off symbol]
India has satisfied its supercomputing needs, but not its ambitions

READ MORE
As is often the case with these things, the language used was vague and included no firm commitments. The notable elements of the alliance are:

	A plan "to explore manufacturing and packaging of Intel products for local markets at Tata Electronics' upcoming Fab and OSAT (Outsourced Semiconductor Assembly and Test) facilities, as well as a collaboration for advanced packaging in India."


	A collaboration "focused on consumer and enterprise hardware enablement, and semiconductor and systems manufacturing to support India's domestic semiconductor ecosystem."


	The intention to "explore the opportunity to rapidly scale tailored AI PC solutions for consumer and enterprise markets in India" by using AI compute reference designs cooked up by Intel.


It's hard to see how Tata's first fab matters to Intel, because it will mostly build logic chips using manufacturing processes that aren't suitable for creating Chipzilla's flagship server and PC processors. Tata is also yet to send a single chip out the door, so is an unproven player


	India's chipmaking ambitions hurt by Zoho's no-go and Adani unease


	India hails 'first' home-grown chip as a milestone despite very modest specs


	India's PM laments missing out on global chipmaking dominance - in 1964!


	First all-Indian chips to debut this year, 25 more local designs in the works


The Register believes Intel is more interested in Tata's OSAT facilities. Intel already outsources some chip packaging to South Korea's Amkor. A similar relationship with Tata could make it easier for Intel to target India's fast-growing PC market.
Incomes in India remain low by global standards, so if Intel is going to sell PC processors in India it will need products that let it hit low price points. The mentions of PCs tailored to Indian needs, and AI hardware reference designs, suggests Intel could create products tailored to Indian buyers.
"We see this as a tremendous opportunity to collaborate with Tata to rapidly scale in one of the world's fastest-growing compute markets, fueled by rising PC demand and rapid AI adoption across India," Intel CEO Lip-Bu Tan said in a canned quote that doesn't explain what Intel intends to scale in India. Perhaps he wants to scale low-cost PC production.
Or perhaps the CEO's remarks refer to the two additional chip fabrication plants that Tata plans to build in India.
Whatever's going on, Tata is touting the vague alliance as evidence that its intention to kickstart India's chipmaking industry has sufficient credibility that even Intel wants to explore the possibilities it presents. (r)
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    Trump says Nvidia can sell H200s to China - if Washington gets a 25 percent cut

    
Blackwell and Rubin kit remain off limits    
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US President Donald Trump has signalled he will allow Nvidia to resume sales of its H200 accelerators to China.
"I have informed President Xi, of China, that the United States will allow NVIDIA to ship its H200 products to approved customers in China, and other Countries, under conditions that allow for continued strong National Security," Trump wrote in a Monday post to his social network, Truth Social.
"President Xi responded positively!" he added, before stating "$25% will be paid to the United States of America" - a seeming reference to past suggestions that the administration would charge license fees on chip exports to China.
Trump's post does not contain any detail about how his proposal will protect the USA's national security, an issue that the Biden administration cited as the main reason for its ban on sales of advanced accelerators to China.
"These items and capabilities are used by the PRC to produce advanced military systems including weapons of mass destruction; improve the speed and accuracy of its military decision making, planning, and logistics, as well as of its autonomous military systems; and commit human rights abuses," the Bureau of Industry and Security stated [PDF] in October 2022.
The Biden administration did allow export of modest accelerators, notably Nvidia's H20 devices.
Trump's post brands that policy as a failure.
"The Biden Administration forced our Great Companies to spend BILLIONS OF DOLLARS building 'degraded' products that nobody wanted, a terrible idea that slowed Innovation, and hurt the American Worker. That Era is OVER!"


	ICE-tracking app developer sues Trump admin after Apple spikes the software


	Blackwell a no-sell in China as trade deal fails to materialize


	Foxconn hires humanoid robots to make servers at Nvidia's Texas factory


	Senate says Nvidia chips are for America first as China tightens import controls


Those remarks appear to ignore the Trump administration's April 2025 decision to ban exports of the H20, which it later reversed. The "nobody wanted" remark is also hard to support, as Nvidia valued lost H20 sales to China at $10.5 billion.
The post says this new policy applies only to H200 accelerators - which Nvidia bills as ideal for generative AI and HPC workloads thanks to its inclusion of HBM3 memory - and not Nvidia's more recent Blackwell silicon and forthcoming Rubin hardware.
Trump's post concludes by stating: "The Department of Commerce is finalizing the details, and the same approach will apply to AMD, Intel, and other GREAT American Companies."
At the time of writing, the Department appears not to have made any public utterance about the matter.
Correlation is not causation, but in the hours after Trump's post the price of shares in Nvidia and AMD jumped by over two percent. (r)
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    Google says Chrome's new AI creates risks only more AI can fix

    
'User Alignment Critic' will review agentic actions so bots don't do things like emptying your bank account    
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Google plans to add a second Gemini-based model to Chrome to address the security problems created by adding the first Gemini model to Chrome.
In September, Google added a Gemini-powered chat window to its browser and promised the software would soon gain agentic capabilities that allow it to interact with browser controls and other tools in response to a prompt.
Allowing error-prone AI models to browse the web without human intervention is dangerous, because the software can ingest content - perhaps from a maliciously crafted web page - that instructs it to ignore safety guardrails. This is known as "indirect prompt injection."
Google knows about the risks posed by indirect prompt injection, and in a Monday blog post Chrome security engineer Nathan Parker rated it as "the primary new threat facing all agentic browsers."
"It can appear in malicious sites, third-party content in iframes, or from user-generated content like user reviews, and can cause the agent to take unwanted actions such as initiating financial transactions or exfiltrating sensitive data," Parker wrote.
The seriousness of the threat recently led IT consultancy Gartner to recommend that companies block all AI browsers.
The Chocolate Factory, having invested billions in AI infrastructure and services, would prefer that people embrace AI rather than shun it. So the ad biz is adding a second model to keep its Gemini-based agent in line.
Parker refers to the oversight mechanism "a User Alignment Critic."
"The User Alignment Critic runs after the planning is complete to double-check each proposed action," he explains. "Its primary focus is task alignment: determining whether the proposed action serves the user's stated goal. If the action is misaligned, the Alignment Critic will veto it."
According to Parker, Google designed the Critic so attackers cannot poison it by exposing the model to malicious content.


	Publishers say no to AI scrapers, block bots at server level


	Block all AI browsers for the foreseeable future: Gartner


	Meta and Google turn to NextEra to feed insatiable datacenter power hunger


	IBM drops $11B on Confluent to feed next-gen AI ambitions


Enlisting one machine learning model to moderate another has become an accepted pattern among AI firms. Suggested by developer Simon Willison in 2023, it was formalized in a Google DeepMind paper published this year. The technique is called "CaMeL," which stands for "CApabilities for MachinE Learning."
Parker adds that Google is also bringing Chrome's origin-isolation abilities to agent-driven site interactions.
The web's security model is based on the same-origin policy - sites should not have access to data that comes from different origins (e.g. domains). And Chrome tries to enforce Site Isolation, which puts cross-site data in different processes, away from the web page process, unless allowed by CORS.
Google extended this design to agents using tech called Agent Origin Sets that aims to prevent Chrome-based AI from interacting with data from arbitrary origins. The Register understands that Chrome devs have incorporated some of this work, specifically the origin isolation extension, into current builds of the browser, and that other agentic features will appear in future releases.
Additionally, Google aims to make Chrome's agentic interactions more transparent, so user directives to tackle some complicated task don't end in tears when things go awry. The model/agent will seek user confirmation before navigating to sites that deal with sensitive data (e.g. banks, medical sites). Also, the robo-browser will also seek confirmation before letting Chrome sign-in to a site using the Google Password Manager. And for sensitive web actions like online purchases, sending messages, or other unspecified consequential actions, the agent will either ask for permission or just tell the user to complete the final step.
To ensure that security researchers put Chrome's agentic safeguards to the test, Parker says Google has revised its Vulnerability Rewards Program (aka bug bounties) to offer payouts for folks who find flaws.
"We want to hear about any serious vulnerabilities in this system and will pay up to $20,000 for those that demonstrate breaches in the security boundaries," said Parker. (r)
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    Bezos-backed Unconventional AI aims to make datacenter power problems go away

    
Startup wagers the path to sustainable AI might be found in nature's most amazing design - the brain    
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Interview Naveen Rao founded AI businesses and sold them to Intel and Databricks. He's now turned his attention to satisfying AI's thirst for power and believes his new company, Unconventional AI, can do it by building chips inspired by nature.
On Monday, Rao revealed Unconventional AI raised $475 million in seed funding from Jeff Bezos, Andreessen Horowitz, Lightspeed, and others, to answer the question.
"AI is intrinsically linked to hardware and hardware is intrinsically linked to power. We can't scale beyond a certain number of inferences per unit time because of the energy problem. We can't produce that much more energy in the next 10 years," Rao told The Register.
With Unconventional AI, Rao makes the case we're using the wrong tools for the job.
"Natural learning systems never used numerics. They didn't simulate the dynamics of learning. They use the intrinsic physics of whatever substrate they're on to build a learning system," Rao said. "We believe we can recapitulate that behavior in silicon."
Rao is no stranger to this concept. Prior to founding MosaicML and Nervana Systems, which were acquired by Databricks and Intel, respectively, Rao studied electrical engineering at Stanford and earned a PhD in neuroscience at Brown University.
The idea that biological systems shaped by millions of years of evolution may offer clues to more efficient computer architecture is not new: The likes of IBM and Intel have been chasing it for years. If our brains run on just 20 watts of bioelectric energy, imagine what we could do with a megawatt, never mind the gigawatt-scale datacenters now being built.
This class of computers is known as "Neuromorphics" and their designers aim to reverse engineer the inner workings of the brain and implement them in silicon. Despite decades of research in the field, only a handful of working prototypes have been built. None get remotely close to the performance and efficiency of the human brain, never mind lesser creatures like owls.
Slow progress doesn't mean this approach is wrong. "Some of these things don't work until they do. Neural networks were considered sort of a backwater until the mid 2000s," Rao said. That changed as compute became more plentiful.
Unconventional AI isn't solely focused on neuromorphic computing. "The problem with neuromorphics is it has to work like the brain. But, why does it have to work like the brain," Rao said. "There's probably concepts from the brain that are useful in building such a [learning] system. That's the way we look at it. It's not that it must work like the brain."
Instead, Rao tells us Unconventional AI's lab is exploring several different approaches to improving the efficiency of machine learning accelerators. He declined to detail the company's research, but what we do know is they'll be fabbed in silicon and will likely be an analog chip rather than a digital device.
"These are nonlinear dynamics of circuits. That's inherently an analog thing," he said. "All devices are analog, even 'digital' devices. We just engineer those circuits to behave digitally, but we're largely erasing the richness of what those circuits can do by making them one and zero."
For a lot of computational workloads, the determinism afforded by digital systems is desirable. For example, you wouldn't want a piece of accounting software that spits out a different answer every time.
However, machine learning is often nondeterministic in nature and so you don't necessarily need a deterministic compute platform. Rao envisions scenarios where a combination of non-deterministic analog and deterministic digital logic are used to accelerate different aspects of machine learning workloads.


	Meta and Google turn to NextEra to feed insatiable datacenter power hunger


	IBM drops $11B on Confluent to feed next-gen AI ambitions


	Datacenters are hoarding grid power just in case, says Uptime Institute


	Amazon's Trainium3 is the latest to conform to Nvidia's mold


According to Rao, certain models are more amenable to the kinds of non-linear dynamics that Unconventional is targeting. "Things like diffusion models, flow models, energy-based models are things that inherently have dynamics," he said.
The CEO thinks solving this problem will take time.
"We're not going to have a product in two years," he said. "This is largely a research effort for the next several years, and we're really trying to crack a new paradigm."
Having said that, Rao does plan to share Unconventional AI's findings along the way, potentially as soon as next year. "This is not something that we go off in a lab for four years and emerge with the solution," he said. "Over the next several months, we're going to start releasing things."
And while Rao's initial focus is on research, his long term aspiration is to build a systems company. (r)
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    Publishers say no to AI scrapers, block bots at server level

    
The open web is closing down for unwanted automated traffic    
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A growing number of websites are taking steps to ban AI bot traffic so that their work isn't used as training data and their servers aren't overwhelmed by non-human users. However, some companies are ignoring the bans and scraping anyway.
Online traffic analysis conducted by BuiltWith, a web metrics biz, indicates that the number of publishers trying to prevent AI bots from scraping content for use in model training has surged since July.
About 5.6 million websites presently have added OpenAI's GPTBot to the disallow list in their robots.txt file, up from about 3.3 million at the start of July 2025. That's an increase of almost 70 percent.
Websites can signal to visiting crawlers whether they allow automated requests to harvest information through entries in their robots.txt files. Compliance with these directives is voluntary, but repeated failure to respect these rules may come up in litigation, as it did in Reddit's scraping lawsuit against Anthropic earlier this year.
Speaking of Anthropic, the company's ClaudeBot is also increasingly wearing out its welcome. ClaudeBot is now blocked at about 5.8 million websites, up from 3.2 million in early July. The company's Claude-SearchBot - used for surfacing sites in Claude search results - also faces a rising block rate.
The situation is similar for AppleBot, now blocked at about 5.8 million websites, up from about 3.2 million in July.
Even GoogleBot - which indexes data for search - faces growing resistance, perhaps because it's also used for the AI Overviews now surfaced atop search results. BuiltWith reports that 18 million sites now ban the bot, which would also mean that those sites could not be indexed in Google Search.
As of July, about half of news sites blocked GPTBot, according to Arc XP, a publishing platform biz spun out of The Washington Post.
Anthropic, OpenAI, and Google did not immediately respond to requests for comment.
Anirudh Agarwal, CEO of OutreachX, a web marketing consultancy, said in an emailed statement that it's noteworthy how often GPTBot is getting turned away because that signals how publishers think about AI crawlers. If OpenAI's GPTBot is being blocked, every other AI crawler faces that possibility.


	Block all AI browsers for the foreseeable future: Gartner


	Automakers' AI dreams may run out of road over the next five years


	Judge hints Vizio TV buyers may have rights to source code licensed under GPL


	Novel clickjacking attack relies on CSS and SVG


Tollbit, a biz that aims to help publishers monetize AI traffic through access fees for crawlers, said in its Q2 2025 report that, in the past year, there's been a 336 percent increase in sites blocking AI crawlers. 
The company also said that, across all AI bots, 13.26 percent of requests ignored robots.txt directives in Q2 2025, up from 3.3 percent in Q4 2024. This alleged behavior has been challenged in court by Reddit as noted above, and in a lawsuit filed by major news publishers against Perplexity in 2024.
But bot blocking efforts have become more complicated because AI firms like OpenAI and Perplexity have launched browsers that incorporate their AI models. According to the Tollbit report, "The latest AI browsers like Perplexity Comet, and devtools like Firecrawl or Browserless are indistinguishable from humans in site logs." So publishers that block Comet or the like might just be blocking human traffic. As a result, Tollbit argues, it's critical that non-human site traffic accurately identifies itself.
For organizations that are not major publishers, the AI bot onslaught can be overwhelming. In October, blogging service Bear reported an outage based on AI bot traffic, a problem also noted by Belgium-based blogger Wouter Groeneveld. And developer David Gerard, who runs AI-skeptic blog Pivot-to-AI, last month wrote on Mastodon about how RationalWiki.org was having trouble keeping AI bots at bay.
Will Allen, VP of product at Cloudflare, told The Register in an interview last month that the company sees "a lot of people that are out there trying to scrape large amounts of data, ignoring any robots.txt directives, and ignoring other attempts to block them."
Bot traffic, said Allen, is increasing, which in and of itself isn't necessarily a bad thing. But it does mean, he said, that there are more attacks and more people trying to get around paywalls and content restrictions. 
Cloudflare, over the summer, launched a service called Pay per crawl in a bid to allow content owners to offer automated access for a price. 
Allen declined to disclose which sites have signed up to participate in the beta testing but said it's clear that new economic options would be helpful.
"We have a thesis or two about how that could evolve," he said. "But really, we think there's going to be a lot of different evolution, a lot of different experimentation. And so we're keeping a pretty tight private beta for our Pay per crawl product just to really learn, from both sides of the market - people who are looking to access content at scale and people who are looking to protect content." (r)
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    DJ Garman drops the ball instead of the bass in AWS re:Invent keynote

    
But the 25 announcements in the last 10 minutes included a few well worth waiting for    
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AWS CEO Matt Garman's annual re:Invent keynote was the best kind of keynote, in that you could have slept in for nearly all of it and still been thrilled to pieces, provided you caught the last ten minutes. He concluded what was otherwise an AI-palooza chock full of boring guest speakers with an Andy Jassy style "twenty-five releases in ten minutes," complete with a basketball-style ten-minute shot clock counting down the time.
From where I sit, he either went too hard with this, or else failed to go hard enough, leaving him smack dab in the middle -- a place nobody wishes to visit. I contend that he could have either taken one giant breath and hit all 25 releases in one go, or else he could have skipped the breath-hold training and instead rapped the releases like a 90s DJ. I'm disappointed that he chose neither path, but that's where my disappointment ends, because a few of those releases were incredible.
And now, my superlatives from that list of announcements.
Best shitposting release
By far, my favorite release to taunt others with is the fact that S3 now supports 50TB objects. This unlocks maybe four great use cases, but it also empowers thousands of absolutely terrible ones. My data warehouse is now a SQLite file, and if your infrastructure is anything other than "apply this everything.yml file via cron every five minutes" you're hopelessly over-engineered.
Most AWSiest Release
They launched Security Hub to general availability, which may sound hauntingly familiar. That's because they used to have a different service called "Security Hub," renamed it to Security Hub CSPM, and left customers wondering who moved the security cheese when they weren't looking. It's nice to see companies improve at their core competencies, and "confusing the piss out of customers with byzantine naming decisions" is definitely an AWS strong suit.
Most DIY release
Step Functions has been confusing folks for years, but now you can get Step Functions at home via Lambda Durable Functions. This enables you to use SDK primitives to do things like having your functions wait for events, checkpoint where they were, resume from those checkpoints, and other stuff that sounds dull but empowers you to build things in serverless architectures that we've been able to run on servers for at least forty years. If fanaticism around architectural purity is your jam, you're going to love this thing.
Most truth-in-naming release
The launch of X8aedz instances wins points for being honest and straightforward. These things offer up to 6TB of RAM, and when you see what they cost you're going to involuntarily say the instance name out loud. They're expensive, yes, but some folks absolutely must run two instances of Chrome or Slack at the same time.
Most I-do-not-get-it release
AWS is very happy about the fact that hS3 Access Points for FSx NetApp ONTAP is now in general availability, but I can't remember being less certain about who a release was for -- and I was in the room when they announced a service that lets you talk to satellites in space, for Pete's sake.
The reverse of this launch makes sense to me: customers want to be able to talk to S3 objects like they're files. They've wanted this forever, and it's often a poor idea.
However, this is the opposite. "We have a bunch of files, we're storing them in a service that's effectively 'AWS stuffed a NetApp into us-east-1' and being charged accordingly, but we'd really like to access those files like they're S3 objects" is something I haven't heard a customer say. I can't imagine a customer saying it, because storing them a second time in S3 natively is basically a rounding error to the budget given what ONTAP costs. I'm sure someone out there is thrilled about this, but I'd encourage them to come outside and admire the daylight with the rest of us.
Most awaited release
Six years. I've spent six years asking for database savings plans and now they're finally here. They offer discounting across nine AWS database services, including their serverless expressions - something that's never been discounted before. That link above is my deeper dive into this thing that's reportedly been the most customer-requested AWS enhancement for years, and I'm still giddy after a week. This is going to make everyone's lives easier, and while, yes, the math works out as a lower discount than RIs, historically I've seen RI coverage of databases at most customers to be dismal. This is more about psychology than math, and it's a huge win.
And then we were free
Twenty-five releases in ten minutes. Six years of waiting for database savings plans. One keynote worth catching the tail end of. I'll take those odds. (r)
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    Meta and Google turn to NextEra to feed insatiable datacenter power hunger

    
The Chocolate Factory will also put its AI to work inside one of America's biggest utilities    
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NextEra Energy on Monday tightened its grip on hyperscaler power demand, adding 2.5 GW of new renewable projects for Meta while deepening its partnership with Google, which already covers about 3.5 GW of capacity.
Taken together, Meta and Google now touch roughly 18 percent of the 33.4 GW of generating capacity in operation at NextEra Energy's subsidiary, NextEra Energy Resources, underscoring both the growing appetite for datacenter power and the consolidation of supply among hyperscale customers.
Publicly traded NextEra Energy is one of the country's largest power companies and has about 72 GW of net generation and storage capacity. It owns Florida Power & Light, which serves more than 6 million customer accounts, of which 91 percent either use natural gas or nuclear power to meet demand.
It also owns NextEra Energy Resources - its clean energy arm - which has 35 GW of capacity that is dedicated to renewable energy, using wind turbines for 64 percent of its capacity, nuclear for 17 percent, and solar power for 15 percent. That subsidiary has two operational nuclear power plants and a third decommissioned plant that is being brought back online.
NextEra's agreement with Meta represents a combined 2.5 GW of power across 13 projects nationally, which will be energized between 2026 and 2028, according to a statement. About 2.1 GW of the capacity will come from nine solar projects that will take shape across markets in Texas, New Mexico, Indiana, and other states. The 2.5 GW total is in addition to the nearly 500 MW of operating projects Meta already supports.
With Google Cloud, NextEra announced Monday that it is leaning on the company not just as a power customer, but as a software provider.
The companies plan to work together to create and sell digital operational platforms for power companies.
One will focus on NextEra's power delivery using weather prediction analytics to better meter power through aging power infrastructure. To do that, NextEra said it will join its own data with Google's latest forecasting models, TimesFM 2.5 and WeatherNext 2.
The power company will also integrate Google's generative and agentic AI capabilities with NextEra operational data to more accurately predict equipment issues, navigate supply chain bottlenecks, and schedule work crews.
The first commercial product will be available for purchase on Google Cloud Marketplace by mid-2026, according to the statement the companies released on Monday.
NextEra and Google are also planning to work together to "rapidly" develop "multi-gigawatt" datacenter campuses across the US. They are now building three facilities and have identified other locations for new datacenters and expansions to existing projects.
Earlier this year, Google and NextEra Energy announced a plan to restart the shuttered Duane Arnold nuclear power plant in Iowa, a 615-MW facility that NextEra aims to bring back online, as part of a broader relationship in which the two companies already have about 3.5 GW of capacity in operation or under contract.


	Datacenters are hoarding grid power just in case, says Uptime Institute


	Datacenters that don't have their own power supplies will fail
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NextEra had shut the plant down in 2020 after its primary customer backed out of a long-term power purchase agreement that should have funded the plant until December 2025, according to SEC filings. NextEra had anticipated that the plant could operate until its license expired in 2034, the filings stated.
Instead it absorbed a $258 million impairment charge, shuttered the facility in 2020, put the fuel into on-site dry storage awaiting Department of Energy pick up, and was four years into decommissioning the plant, according to the company's annual reports.
In January, NextEra filed plans with the Nuclear Regulatory Commission to turn the plant back on. It announced Google as the facility's primary customer in October. (r)
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    ICE-tracking app developer sues Trump admin after Apple spikes the software

    
Suit argues forcing Apple to remove app, and threatening dev with legal action is a First Amendment violation    
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Does the first amendment allow citizens to track law enforcement activity? After publishing an iOS app that shows where ICE agents have deployed, ICEBlock developer Joshua Aaron saw the Trump admin pressure Apple into pulling the software and threaten him with prosecution. Now he's fighting back.
Aaron filed a lawsuit in Washington, D.C. district court Monday, accusing Trump administration Attorney General Pam Bondi, Homeland Security Secretary Kristi Noem, Immigration and Customs Enforcement director Todd Lyons, and others of infringing on his First Amendment right to free speech. 
While often misunderstood to apply to the actions of private organizations that people don't agree with (e.g., kicking people off a social media platform for hate speech or telling someone to leave a physical establishment for being disruptive), the Constitution's First Amendment actually prevents the government from retaliating against citizens for engaging in protected speech, which is precisely what Aaron's lawsuit argues. 
ICEBlock was an iOS app that Aaron developed in the wake of the Trump administration's mass deportation push that allowed communities to crowd-source reports of ICE officials' presence in their areas. Apple published it through the App Store in April, then removed it in early October, reportedly following pressure from unnamed law enforcement agencies over safety concerns. 
According to the lawsuit, Bondi made it clear in public statements to the media following the October 2 removal of ICEBlock from the Apple App Store that she had pressured Apple to take it down. 
"We reached out to Apple today demanding they remove the ICEBlock app from their App Store and Apple did so," Bondi told Fox News in October.  
"With this admission, Attorney General Bondi made plain that the United States government used its regulatory power to coerce a private platform to suppress First Amendment-protected expression," Aaron's lawyers wrote in the suit. 
The lawsuit argues that ICEBlock is protected under the First Amendment, despite administration officials' claims to the contrary, because it deals with publicly available information and was designed to act as a check on the overreach of government authority - directly the sort of thing the First Amendment and the rest of the Bill of Rights was designed to protect.
"For centuries, speech about immigration has shaped the law and inspired movements that reflect the nation's ongoing struggle to balance liberty, security, and equality," Aaron's lawyers argued in the suit. "For these reasons and more, Aaron's creation, distribution, and promotion of ICEBlock is plainly lawful and protected by the First Amendment." 
Regarding claims that ICEBlock encouraged violence against ICE officers, Aaron said in an interview with CNN that the app wasn't designed to enable interference with officers' activities; he instead saw it as a way for the public to use it to know where ICE officials were located. 
As the lawsuit argues, the crowdsourced nature of ICEBloc is effectively no different than apps like Waze, or the official Apple and Google Maps apps, each of which allows users to report the location of law enforcement officers to help other drivers avoid speed traps. 
"Defendants have not made comparable demands - and Apple has not removed similar applications - that crowdsource or track the location of police officers engaged in non-immigration-related enforcement activities," the suit argues. 
Aaron's lawyers also argue that, in addition to stifling legally-protected speech by forcing Apple to remove the app, Bondi and other Trump administration officials violated the First Amendment by threatening the ICEBlock developer with prosecution for engaging in protected speech. 


	ICE plans to scour Facebook, TikTok, X, and even defunct Google+ for illegal immigration leads


	Biden stopped ICE from buying Israeli spyware, but Trump admin allows it to proceed
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	How ICE became a $2.8b domestic surveillance agency


"Officials have made reference to obstruction of justice and the aiding and abetting statute, but have not been more specific than that," Noam Biale, Aaron's attorney in the case, told The Register. 
While ICEBlock was developed exclusively for Apple devices, Google has also taken action to remove similar apps from the Play Store, and Apple has removed other ICE-tracking apps as well. 
The Electronic Frontier Foundation filed a Freedom of Information Act suit against the Departments of Justice and Homeland Security last month to get a better understanding of what, precisely, administration officials said to Apple and Google to coerce them into removing the apps. While the EFF didn't have any updates on that issue to share with us, Foundation attorney F. Mario Trujillo did tell us that he agreed with Aaron's attorneys that ICEBlock was protected under the first amendment. 
"There is a long history that shows documenting law enforcement performing their duties in public is protected First Amendment activity," Trujillo told The Register in an email. "While this case is rightfully only against the government, Apple should also take a hard look at its own capitulation."
Neither Apple nor the DoJ responded to questions for this story. (r)
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    Death to one-time text codes: Passkeys are the new hotness in MFA

    
Wanna know a secret?    
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Whether you're logging into your bank, health insurance, or even your email, most services today do not live by passwords alone. Now commonplace, multifactor authentication (MFA) requires users to enter a second or third proof of identity. However, not all forms of MFA are created equal, and the one-time passwords orgs send to your phone have holes so big you could drive a truck through them.
For example, email security shop Abnormal AI documented a recent series of incidents at academic institutions where attackers were able to phish victims into not only entering their usernames and passwords but also the one-time password (OTP) they received from the schools' servers.
Using someone's legitimate account credentials is a much more effective avenue for crims than finding a security hole to exploit. Microsoft's latest Digital Defense Report puts identity as the top attack vector.
Using MFA of any kind is the main way to stave off identity attacks, but what you really want is a method that can stand up to phishing.
"Phishing-resistant MFA is the gold standard for security," according to Microsoft's threat intel team. "No matter how much the cyber threat landscape changes, multifactor authentication still blocks over 99 percent of unauthorized access attempts, making it the single most important security measure an organization can implement."
The rise of passkeys
MFA methods typically fall into three categories: Something you know (a password, code, or security question), something you have (like a token or a smartphone), or something you are (like fingerprints or facial scans). They include hardware tokens, authenticator apps, passcodes sent via SMS or email, push notifications to approve a login on a connected device, and biometrics using physical traits to verify a person's identity.
Historically, authentication used the "something you know" model, where two parties - a user and a server, or two devices - prove their identity by both knowing a secret like a password or code. The problem here is that someone can guess your secrets, or maybe you put it on a sticky note or in a plaintext file on your desktop.
Criminals can also phish these secrets via phony websites that prompt users to enter their username and password, and intercept one-time passwords (OTP) sent via SMS or email by redirecting the messages before they reach the intended recipient. 
"So one of the things that we're seeing is the whole movement away from passwords to passkeys - a certificate-based authentication wrapped in a usability shrink wrap," Forrester VP and analyst Andras Cser told The Register.
Passkeys are typically what security folks mean when they say "phishing-resistant MFA." They replace passwords, and instead use cryptographic key pairs with the public key stored on the server and the private key - such as the user's face, fingerprints, or PIN - stored on the user's device.
Dozens of major websites including Amazon, Google, Microsoft, Apple iCloud, PayPal and WhatsApp have already implemented passkeys as a full alternative to passwords.
Security keys (often under the brand name Yubikey), physical hardware devices that store X.509 certificates, also fall into this phishing-resistant MFA category, as they require a user's physical presence to authenticate to an account and service. 
"Currently, the most secure types of authentication are those classed as phishing-resistant MFA, which would be device-bound passkeys or less commonly X.509 tokens," Gartner analyst James Hoover told The Register. "For device-bound FIDO2 keys, there is not currently a proven method of 'stealing' them, as the private key itself does not leave the device."
"With passkeys, we take that shared-secret model and just blow the whole model up, so there's nothing that can be shared," FIDO Alliance CEO and executive director Andrew Shikiar told The Register. 


With passkeys, we take that shared-secret model and just blow the whole model up, so there's nothing that can be shared


Then there are multi-device passkeys - synced credentials that allow users to log into apps on any of their devices and stored in a credential manager like Google Password Manager, iCloud Keychain, or open source Bitwarden. But these are open to social engineering attacks.
"This solves the inconvenience of having to re-enroll each device, but it does potentially open you up to a level of social engineering, because I can get access to that key by convincing you to let my device onto your account," Hoover said. 
He's talking about Scattered-Spider style social engineering attacks - not phishing - in which attackers typically gather information about an employee from social media and other public sources, then impersonate them in a call to a company's IT desk, ultimately convincing the help desk to reset credentials or MFA devices.
"But they still represent a significant step up from more commonly used password plus SMS or email OTP methods," Hoover added.
Passkey adoption is taking off fast
The FIDO - Fast Identity Online - Alliance formed in 2012 to address the lack of interoperability among strong authentication technologies and solve the user problem of remembering too many usernames and passwords across websites and services. Early FIDO Alliance members including Apple, Google, Microsoft started developing the FIDO2 and WebAuthn standards for passwordless authentication in 2019, and the public got its first look at passkeys in September 2022 when Apple began supporting them in its iPhone, iPad, and Mac computer operating systems.
Three years later, "we estimate there's over 2 billion passkeys being used," Shikiar said.
"That's great - it's a meaningful number - and we'd like to see that grow to 5 to 10 billion, which will really cross the threshold of no turning back," he added. "But 2 billion, for technology that's been widely available for around three years, we feel pretty good about that progress."
Liminal, an advisory firm focused on digital identity, conducted a survey 200 IT professionals who have either deployed passkeys already or pledged to do so. It found 63 percent of respondents ranked passkeys as their top authentication investment priority for 2026. Of those who have already adopted passkeys, 85 percent reported strong satisfaction with their decision and the business results seen thus far.
To dig into the business benefits of passkeys, both firms conducted a confidential survey [PDF] of nine member organizations - Amazon, Google, LY Corporation, Mercari, Microsoft, NTT DOCOMO, PayPal, Target, and TikTok - that have deployed them for between one and three years.
These companies reported a 30 percent higher sign-in success rate compared to other MFA methods, and said passkeys reduce sign-in time by 73 percent, taking an average of 8.5 seconds per login.
Other authentication methods including email verification, SMS codes, and social login options (sign in with Apple, Google, etc.), took an average of 31.2 seconds.
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"If you're in the business of selling things or content, easier, faster access is going to lead to increased revenues," Shikiar said, noting that the ease of passkeys helps consumer-facing business eliminate shopping cart abandonment due to people getting frustrated with the time it takes to check out.
"But also, early adopters are finding decreased costs," he said.
Passkeys reduce help-desk calls, according to early adopters that reported up to 81 percent fewer sign-in related help-desk incidents. While they didn't put a dollar figure on it, companies using passkeys say they also expect cost-savings as this form of authentication reduces costs tied to OTPs, resets, and support interactions.
Plus, passkeys eliminate costs linked to SMS and OTP fraud, according to Shikiar. "Once accounts can't be taken over by remote attacks, your attacks go down and your fraud costs go down."
Usability issues linger
So why isn't everyone using passkeys? There remain some usability issues, especially with passkeys tied to one operating system's devices (like iOS, Android, or Windows), which usually rquire third-party tools to transfer to a different OS ecosystem.
"And then there's always a trade off between security and ease of adoption," PwC's Avinash Rajeev, who leads the consulting firm's US cyber, data and tech risk business, told The Register.
"For internal use cases, like employees and contractors, security is usually the most important, and you can get away with not having the best user experience for your internal population," he said. "But when you look at the external side for customers, then you have to prioritize user experience, and sometimes that's at the cost of security. It always comes down to finding the right balance."
While SMS or email passcodes aren't as secure as passkeys, many customer-facing websites still use them because they're easier to implement and understand. The customer already has an email address, and if they don't mind waiting a few more seconds to receive a security token, it's an easy process. Plus, it's still more secure than just using a password.
"It's always a combination of both those factors," Rajeev said. "You have to always look at what you're trying to protect, and what you're willing to accept in terms of level of security, while making sure that the user experience is still acceptable enough for your user population." (r)
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