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      Biting the hand that feeds IT -- Enterprise Technology News and Analysis


      
        SantaStealer stuffs credentials, crypto wallets into a brand new bag
        Jessica Lyons

        All I want for Christmas ... is all of your data A new, modular infostealer called SantaStealer, advertised on Telegram with a basic tier priced at $175 per month, promises to make criminals' Christmas dreams come true. It boasts that it can run "fully undetected" even on systems with the "strictest AntiVirus" and those belonging to governments, financial institutions, and other prime targets....

      

      
        Nvidia pledges more openness as it slurps up Slurm
        Joe Fay

        And parades its latest trio of Nemotron models Nvidia burnished its open source credentials this week after buying the company behind the veteran Slurm scheduler and announcing a slew of open source AI models....

      

      
        Devs say Apple still flouting EU's Digital Markets Act six months on
        Carly Page

        Coalition for App Fairness warns App Store fees remain unlawful despite non-compliance ruling Six months after EU regulators found Apple's App Store rules in breach of the Digital Markets Act (DMA), developers say Cupertino is still behaving as if compliance were optional....

      

      
        US freezes $42B trade pact with UK over digital tax row
        Lindsay Clark

        Tech Prosperity Deal paused after London resists pressure on online services levy The US government has put a proposed $42 billion (PS31 billion) trade pact with the UK on ice because the European country has yet to budge on its Digital Services Tax (DST).... 

      

      
        From Georgia to Essex, AI datacenters are testing public goodwill
        Dan Robinson

        Communities on both sides of the Atlantic push back against rapid build-outs Frenzied demand for AI development is driving a wave of datacenter construction, but new projects are facing growing public opposition over concerns about their impact on local communities and the environment....

      

      
        Smartphones face a memory cost crunch - and buyers aren't in the mood
        Carly Page

        Rising DRAM and NAND prices are squeezing handset makers and threatening a fragile market recovery AI-nflation  The smartphone industry's brief bounce back now looks set to run straight into a wall, with analysts warning that rising memory costs are about to test buyers' patience....

      

      
        Mozilla Corporation installs Firefox driver in CEO reboot
        Thomas Claburn

        Anthony Enzor-DeMeo picked to replace interim boss Laura Chambers Mozilla Corporation on Tuesday said it has appointed Anthony Enzor-DeMeo as Chief Executive Officer, replacing Laura Chambers, who served as interim CEO for the past two years....

      

      
        Intel hires ex-Trump fixer as Washington whisperer
        Joe Fay

        But when will Chipzilla bring back will.i.am? Intel has hired a veteran Republican operator as its head of government affairs, just months after Uncle Sam became the struggling chip vendor's biggest shareholder....

      

      
        From pr0n to playlists and paperclips, trio of breaches spills data of millions
        Carly Page

        Adult site, streaming platform, and Japanese retailer expose user info, but not credentials Three very different companies have now confirmed data breaches affecting millions of users - each insisting the damage stopped well short of passwords and payment details.... 

      

      
        MI6 chief: We'll be as fluent in Python as we are in Russian
        SA Mathieson

        New spy boss says officers must master code alongside tradecraft as agency navigates 'space between peace and war' New MI6 chief Blaise Metreweli outlined her vision for technology-augmented intelligence gathering in her first public speech on December 15, warning that the UK operates "in a space between peace and war."...

      

      
        UK.gov doubles hardware spending framework to PS24B in 6 months
        Lindsay Clark

        Massive procurement deal for laptops and software comes after minister vows to squeeze better value from big vendors The UK government plans to tender a commercial framework for end-user hardware and software worth up to PS24 billion ($32.18 billion) including tax - double the PS12 billion maximum announced six months ago....

      

      
        Bishop of Hong Kong tells peers AI is not the devil's work
        Joe Fay

        Theologians give scriptural OK to online faith communities The Bishop of Hong Kong said last week that AI was definitely not a gift from the devil at a meeting of his peers across Asia that called for sensible engagement with the technology....

      

      
        Ofcom comes knocking after BT, Three mobile outages cut 999 access
        Carly Page

        Watchdog reviews if failures breached availability rules after downtime left millions unable to make calls Ofcom has opened formal investigations into BT and Three after mobile outages this summer left Britons unable to make calls - including to emergency services.... 

      

      
        No, SoundCloud hasn't started tuning out VPNs. It's mopping up after a cyberattack
        Simon Sharwood

        Bum note for 20 percent of users whose data leaked Music hosting and streaming service SoundCloud has admitted it suffered a cyberattack....

      

      
        Ford shifts gears to build batteries for datacenters
        Simon Sharwood

        EV sales didn't accelerate as hoped, so it will repurpose idling factories Automotive giant Ford has decided to start a business building big batteries, in part to cash in on the datacenter construction boom....

      

      
        Repent ye inefficient - the 'Palantir-ization' of IT services is upon us
        O'Ryan Johnson

        Palantir's former IT boss just took over as CEO of Thrive-backed AI MSP platform Former Palantir CIO Jim Siders has departed the company to join Shield Technology Partners as CEO, in a bid he says is meant to bring AI to bear in the sprawling managed services landscape....

      

      
        Amazon security boss blames Russia's GRU for years-long energy-sector hacks
        Jessica Lyons

        'Sustained focus on Western critical infrastructure' Russia's Main Intelligence Directorate (GRU) is behind a years-long campaign targeting energy, telecommunications, and tech providers, stealing credentials and compromising misconfigured devices hosted on AWS to give the Kremlin's snoops persistent access to sensitive networks, according to Amazon's security boss....

      

      
        Oracle isn't done with Ampere yet as A4 instances arrive on OCI boasting 96 cores
        Tobias Mann

        Big Red said it had sold its stake in its long-time silicon partner last week Oracle last week announced that it had divested from Ampere Computing. But while Big Red may no longer own part of the Arm CPU maker, it's not ready to stop using the chips just yet....

      

      
        IBM unleashes CUGA, an open-source AI agent that actually completes more than half its tasks
        Thomas Claburn

        Framework looks great for scenarios where a 62 percent completion rate is acceptable IBM researchers have released an open source AI agent called CUGA that aspires to automate complex enterprise workflows and get it right about half the time, depending on the task.... 

      

      
        ServiceNow mulls buying Armis to gain full visibility into the IT stack
        O'Ryan Johnson

        If the buy happens, the big question is will they integrate the codebase or keep it separate? ServiceNow is reportedly nearing a deal to buy security software company Armis for $7.1 billion to give its customers full stack visibility of their IT estate and eliminate security blindspots, according to Bloomberg....

      

      
        US gov't launches 'Tech Force' to replace IT staff DOGE fired
        Brandon Vigliarolo

        Washington rediscovers that modern IT doesn't run itself After dissolving several federal tech modernization units and shedding large numbers of technologists, the Trump administration has launched a new talent recruitment initiative, suggesting it still needs people to help drag the government's IT into the present....

      

      
        Delays? What delays? Oracle insists its $300B cloud contract with OpenAI is on track
        Tobias Mann

        And don't sweat the debt either, we've got plenty of capital at our disposal Despite Wall Street jitters and reports to the contrary, Oracle insists its $300 billion datacenter deal with OpenAI is on track and proceeding on schedule....

      

      
        New Jolla phone and Sailfish 5 offer a break from iOS-Android monotony
        Liam Proven

        Powered by the original mobile Linux OS with crowdsourced specs hands on  After successful crowdfunding, the latest release of the original handheld Linux distro will power a new handset coming in mid-2026....

      

      
        China, Iran are having a field day with React2Shell, Google warns
        Jessica Lyons

        Who hasn't exploited this max-severity flaw? At least five more Chinese spy crews, Iran-linked goons, and financially motivated criminals are now attacking React2Shell, a maximum-severity flaw in the widely used React JavaScript library, according to Google....

      

      
        Microsoft RasMan DoS 0-day gets unofficial patch - and a working exploit
        Jessica Lyons

        Exploit hasn't been picked up by any malware detection engines, CEO tells The Reg A Microsoft zero-day vulnerability that allows an unprivileged user to crash the Windows Remote Access Connection Manager (RasMan) service now has a free, unofficial patch - with no word as to when Redmond plans to release an official one - along with a working exploit circulating online.... 
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    SantaStealer stuffs credentials, crypto wallets into a brand new bag

    
All I want for Christmas ... is all of your data    


    
        By 
Jessica Lyons        
    

    
        Posted in Cyber-crime,
        
            16th December 2025 18:58 GMT
        
    


    
A new, modular infostealer called SantaStealer, advertised on Telegram with a basic tier priced at $175 per month, promises to make criminals' Christmas dreams come true. It boasts that it can run "fully undetected" even on systems with the "strictest AntiVirus" and those belonging to governments, financial institutions, and other prime targets.
Its Russian-speaking operators released the credential- and wallet-stealing malware on Monday, and while infostealers are never welcome news, it does come with a gift to defenders: the samples seen to date are "far from undetectable" and very easy to analyze.
This is according to Rapid7 security researcher Milan Spinka, who posted a blog about the stealer shortly before the malware developers released their shiny new tool.
"It's difficult to tell if the samples we observe now are the latest builds of SantaStealer, or if there might be a delay and we are only now seeing earlier versions," Spinka told The Register. "Either way, the payloads we analyzed lacked significantly in anti-analysis and evasion capabilities, only implementing a very basic anti-VM/anti-debugging check."
He added that the samples analyzed by the malware-hunting team "include original names of functions and global variables and do not perform any kind of string encryption or code obfuscation, making analysis rather simple."
Still, it is an infostealer, and this type of malware is a favorite of ransomware gangs and other financially motivated criminals to gain initial access to victims' IT systems. So it's not something that you want to inadvertently download and run on your computer, thus giving attackers your stored usernames and passwords for sensitive accounts and corporate networks. 


We recommend avoiding unrecognized links and email attachments as well as watching out for fake human verification or tech support instructions to run commands on your computer


"SantaStealer goes after sensitive documents, credentials, and crypto wallets," Spinka said. "We recommend avoiding unrecognized links and email attachments as well as watching out for fake human verification or tech support instructions to run commands on your computer."
The Rapid7 team first spotted SantaStealer earlier this month and analyzed unobfuscated and unstripped samples. The malware, a 64-bit DLL, contained more than 500 exported symbols with self-explanatory names such as "payload_main," "check_antivm," "browser_names," "notes_config_size," and "notes_config_data," plus "a plethora" of unencrypted strings indicating credential-stealing capabilities.
Blueline Stealer rebrand
One of these strings contained a link to the SantaStealer Telegram channel, which announced it as a rebranding of an earlier stealer called Blueline Stealer, operated by a pair of anonymous developers with the Telegram handles @weuploaddata (display name "Cracked") and @furixlol (display name "Furix").
"It is unclear why they decided to rename the stealer pre-launch; however, it could be part of the rebrand effort as a means of drawing attention through a catchy name," Spinka told The Register. "We can trace the activities of Blueline Stealer back to July 2025 when the developers were sharing proof of logs in their dedicated Telegram channel for this."
The developers for Blueline Stealer are an actor with the handle "Cracked" and a partner with the handle "Furix."
From the Telegram channel, the researchers found the affiliate web panel with pricing info: the basic variant costs $175 per month, while the premium variant carries a $300 monthly charge. 


	Rhadamanthys malware admin rattled as cops seize a thousand-plus servers


	Gootloader malware back for the attack, serves up ransomware


	Phishing platforms, infostealers blamed as identity attacks soar


	Get ready for 2026, the year of AI-aided ransomware


In addition to Telegram, the developers also advertise SantaStealer on a Russian-speaking hacker forum, Lolz.
"The use of this Russian-speaking forum, the top-level domain name of the web panel bearing the country code of the Soviet Union (su), and the ability to configure the stealer not to target Russian-speaking victims (described later) hints at Russian citizenship of the operators -- not at all unusual on the infostealer market," Spinka wrote in the blog.
Based on the samples analyzed, the stealer appears to be moving toward a fileless collection, with the modules and the Chrome decryptor DLL being loaded and executed in-memory. This helps the malware avoid file-based detection.
After stealing users' data, the malware compresses it and splits it into 10 MB chunks before sending it to a command-and-control server over unencrypted HTTP.
In addition to the technical analysis, Rapid7's write-up includes a list of indicators of compromise, so be sure to check those out and, as Spinka urges heading into the holidays: "stay safe and off the naughty list!" (r)
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    Nvidia pledges more openness as it slurps up Slurm

    
And parades its latest trio of Nemotron models    


    
        By 
Joe Fay        
    

    
        Posted in Software,
        
            16th December 2025 16:13 GMT
        
    


    
Nvidia burnished its open source credentials this week after buying the company behind the veteran Slurm scheduler and announcing a slew of open source AI models.
The chip giant revealed yesterday that it had acquired SchedMD, the key developer behind Slurm, which Nvidia described in a statement as "an open source workload management system for high-performance computing (HPC) and AI."
Slurm has been around since 2002, when backers included Lawrence Livermore National Laboratory and France's Groupe Bull.
Nvidia said this week it will "continue to develop and distribute Slurm as open source, vendor-neutral software, making it widely available to and supported by the broader HPC and AI community across diverse hardware and software environments."
It added that "Nvidia will accelerate SchedMD's access to new systems - allowing users of Nvidia's accelerated computing platform to optimize workloads across their entire compute infrastructure." But Nvidia insisted it will also support "a diverse hardware and software ecosystem, so customers can run heterogeneous clusters with the latest Slurm innovations."
Nvidia further played the open card, with the debut of its Nemotron 3 family of models, which it said delivered a "hybrid latent mixture-of-experts (MoE)" architecture in Nano, Super, and Ultra sizes.


	Nvidia's unreleased infrastructure management service isn't for tracking GPUs, but it can


	Letting Nvidia sell H200s to China is closing the door after the horse has bolted


	Feds bust nefarious plot to ship Nvidia H200s to China and hurt US


	Trump says Nvidia can sell H200s to China - if Washington gets a 25 percent cut


The firm also said the releases support its broader "sovereign AI efforts."
Nemotron 3 NANO is a 30 billion-parameter model, activating up to 3 billion parameters at a time for "targeted" tasks. Super is a "high-accuracy reasoning model" with approximately 100 billion parameters for multi-agent applications. Ultra comes in at 500 billion parameters for "complex AI applications." Nvidia said the new architecture means the NANO model achieves four times the token throughput compared to its predecessor.
Nvidia has regularly been accused of locking customers into its ecosystem, as much through its CUDA software platform as its pricey silicon.
But it has increasingly sought to portray itself as an open champion. Earlier this year, it open sourced the Kubernetes native KAI scheduler it inherited through its purchase of Run:AI. At GTC in March, it open sourced its cuOpt optimization engine and its Groot robotics model.
There's open and "open," however, and observers suggest the SchedMD buy inevitably strengthens Nvidia's grip on the overall stack, with expectations that its silicon will have a speed advantage when running the tool. (r)
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    Devs say Apple still flouting EU's Digital Markets Act six months on

    
Coalition for App Fairness warns App Store fees remain unlawful despite non-compliance ruling    


    
        By 
Carly Page        
    

    
        Posted in Applications,
        
            16th December 2025 15:08 GMT
        
    


    
Six months after EU regulators found Apple's App Store rules in breach of the Digital Markets Act (DMA), developers say Cupertino is still behaving as if compliance were optional.
The Coalition for App Fairness, a nonprofit organization of app developers and consumer groups, has accused Apple of persistent non-compliance with the DMA, warning that the company's revised App Store terms continue to impose fees which the legislation prohibits.
In an open letter addressed to European Commission President Ursula von der Leyen and senior commissioners, the coalition argues that Apple has failed to deliver "any meaningful changes or proposals" despite an April 2025 non-compliance decision that found its App Store policies illegal and harmful to both developers and consumers.
At the heart of the complaint is money. The DMA requires so-called gatekeepers to allow developers to offer and conduct transactions outside their app stores without charge. Apple, the coalition claims, is seeking to charge commissions of up to 20 percent on those very transactions.
"This is a blatant disregard for the law with the potential to vanquish years of meaningful work by the Commission," the letter states, accusing Apple of preserving the economics of its App Store while nominally claiming compliance.
Apple has said it will roll out new App Store terms in January 2026, but developers say the company has provided no clarity on what those changes will involve or whether they will actually comply with the DMA.
"We have seen this playbook before in Europe and beyond," the signatories warn, adding that they suspect any new terms will continue to impose fees that would violate the law.


	Brussels eyes AWS, Azure for gatekeeper tag in cloud clampdown


	Apple, Google tell Europe its Digital Markets Act isn't working for them - or consumers


	Google tweaks Play Store fees to keep Euro watchdogs at bay


	Apple tries to get EU500M EU fine tossed


The letter argues that this uncertainty is already doing damage. Six months after Apple's last App Store terms update, developers still do not know which rules will govern their businesses or what their costs will look like in the near term.
Apple's "lack of transparency in tandem with its rushed timelines," the coalition says, is freezing investment and innovation, effectively allowing the company to "exploit its gatekeeper position by holding the entire industry hostage."
The group also points to a growing transatlantic contrast that makes Europe look like the tougher regulator with the weaker results. While Apple continues to fight DMA enforcement in the EU, US courts have moved to curb its ability to extract fees from external transactions. Following litigation brought by Epic Games, developers in the US can now communicate freely with customers about pricing and offer payment options outside Apple's ecosystem without paying commission.
That raises what the coalition calls a "simple and urgent question." Why should European developers and consumers get a worse deal than their US counterparts, especially when the EU was first to pass a landmark law aimed at fixing digital markets? The letter argues that meaningful enforcement of the DMA would strengthen Europe's digital competitiveness and attract global investment, while weak enforcement risks turning the regulation into an expensive paper exercise.
"We trust the Commission will uphold the DMA," the signatories conclude, but they warn that if enforcement falls short, they will continue pressing policymakers to ensure Apple finally complies with the law as written - not as rewritten by Cupertino. (r)
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    US freezes $42B trade pact with UK over digital tax row

    
Tech Prosperity Deal paused after London resists pressure on online services levy    


    
        By 
Lindsay Clark        
    

    
        Posted in Public Sector,
        
            16th December 2025 14:40 GMT
        
    


    
The US government has put a proposed $42 billion (PS31 billion) trade pact with the UK on ice because the European country has yet to budge on its Digital Services Tax (DST).
In September, the two English-speaking nations agreed the trade pact - with promised investment from Microsoft, Google, and other tech players - in the hope the UK would see a cash injection funding datacenters and other infrastructure.
[image: HMRC photo via Shutterstock]
Tech giants looking for ways to wriggle out of UK digital tax, watchdog warns

READ MORE
Under the alliance, the UK and US set up technology sharing agreements in the fields of AI, quantum computing, and nuclear research, Prime Minister Keir Starmer said.
"This Tech Prosperity Deal marks a generational step change in our relationship with the US, shaping the futures of millions of people on both sides of the Atlantic," he said in a statement.
It followed a trade treaty in May - the so-called Economic Prosperity Deal - in which the US wanted to increase food exports to the UK, some of which are currently held back by food safety standards. The US also wanted to see the UK water down online safety rules and DST.
According to a report in the New York Times, US officials have become increasingly frustrated with a lack of progress on both fronts and the Tech Prosperity Deal is now on hold.
A UK spokesperson said both sides agreed to further negotiations in January.
In the Autumn Budget last month, the UK government said it would continue to collect the DST, a 2 percent levy on some of the revenue accrued by search engines, social media, and online marketplaces.


	Trump's tariff-shaped stick can't beat reality on US chip fabbing


	Brits to help foot power bill for datacenters under government AI plans


	Apple, Google tell Europe its Digital Markets Act isn't working for them - or consumers


	Europe hits Meta, Apple with EU700M in fines for flouting DMA


The UK collected just PS800 million in Digital Services Tax (DST) from companies such as Amazon, Google, Meta, eBay, and TikTok in the most recent tax year, according to figures released with the Budget. It aims to collect PS1.4 billion in 2030-31 and raise PS7.3 billion over the next six years.
Some argue this is a trifling sum compared to the revenue generated by Big Tech companies in the UK. Amazon, for example, generated around PS29 billion in UK sales for 2024. Google's total UK revenue from search alone is estimated at around PS15 billion, gained from its 90 percent share in the search market. Meta's Facebook UK revenue is estimated at around PS3.1 billion. It's worth noting that the tax does not apply to all of these companies' UK revenue.
Campaigners TaxWatch argued the DST should be retained and the revenue collected between 2024 and 2029 is equivalent to the cost of training between 108,000 and 128,000 new nurses, or a quarter of the nursing workforce.
Caitlin Boswell, head of advocacy and policy, said: "The UK government should be crystal clear that it won't give tax breaks to Big Tech companies and concede to pressure from Donald Trump. The US President is trying to strong-arm countries into getting his way on taxes and tariffs, but the British public won't have it and neither should the Prime Minister." (r)
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    From Georgia to Essex, AI datacenters are testing public goodwill

    
Communities on both sides of the Atlantic push back against rapid build-outs    


    
        By 
Dan Robinson        
    

    
        Posted in The Future of the Datacenter,
        
            16th December 2025 14:21 GMT
        
    


    
Frenzied demand for AI development is driving a wave of datacenter construction, but new projects are facing growing public opposition over concerns about their impact on local communities and the environment.
Controversy has erupted in Coweta County, Georgia, after climate advocacy group DeSmog alleged that county officials held private meetings with lobbyists representing the developer of a proposed datacenter project.
In August, The Register reported that the county, located near Atlanta, had imposed a moratorium on datacenter approvals while it gathered input from stakeholders on proposed planning regulations.
Residents expressed opposition to "Project Sail," a $17 billion facility that would occupy approximately 831 acres of rural land, while lobbyists supporting the project were accused of attempting to weaken regulatory provisions, including those related to environmental impact assessments.
DeSmog now says that both real estate biz Prologis, the developer behind Project Sail, and the owner of the land, Atlas Development, are seeking to influence Coweta County officials via in-person meetings and email correspondence.
It claims community representatives were not afforded the same level of access, and were told they could not speak to county officials by phone, but must instead communicate via group email.
Hundreds of residents mobilized to oppose the project in a bid to conserve the area's rural character, while more than 3,900 people are registered on a "STOP Project Sail" Facebook page.
Coweta County is understood to be considering its draft datacenter ordinance on December 16, with a final vote possible.
Elsewhere in America, Data Center Watch, which tracks grassroots opposition to server farms, claims that $64 billion worth of projects have already been blocked or delayed by a growing wave of local community actions.
In Pennsylvania, those opposed to new datacenters outnumber supporters, according to a report in The Philadelphia Inquirer. It said several projects were recently proposed in the region, and many faced neighborhood pushback.
Environmental organization The Sierra Club took out a full-page ad in the Indianapolis Star in Indiana, calling on the leaders of the largest technology companies to ensure their datacenters are powered by clean energy.
The letter says Amazon, Google, Meta, and Microsoft have collectively built facilities capable of consuming more electricity than four million American homes, driving a rash of new fossil fuel power plants and keeping dirty coal-fired plants online.


	Ford shifts gears to build batteries for datacenters


	AI datacenter boom could end badly, Goldman Sachs warns


	Delays? What delays? Oracle insists its $300B cloud contract with OpenAI is on track


	Hyperscalers fuel $112B server spending spree in Q3


It accuses them of standing by while President Trump slashed the renewable energy projects they previously said they wanted, and calls on them to follow their stated climate goals and push for an affordable and reliable decarbonized grid that benefits all.
And it isn't just the US where people are starting to question the wave of datacenter builds. In Essex, England, Epping Forest District Council has just approved Google's outline plans for a facility on part of North Weald Airfield, a former RAF base, despite opposition from residents.
According to local media, concerns were raised about the project's impact on airfield operations and its potential to reduce space for stalls at the market held on-site every Saturday.
There is also skepticism that the 100-200 jobs promised at the facility would go to local people, rather than IT professionals moving in from elsewhere.
Growing public antipathy toward the wave of new datacenter projects and how to address it was discussed earlier this year at the Datacloud Global Congress in Cannes, France.
"We have communities that don't want us there," complained Val Walsh, Microsoft's VP for Cloud Operations & Innovation.
The panel of industry representatives felt there is a need for education, so the public is better informed about what datacenters actually do and the applications and industries that depend upon them. (r)
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    Smartphones face a memory cost crunch - and buyers aren't in the mood

    
Rising DRAM and NAND prices are squeezing handset makers and threatening a fragile market recovery    


    
        By 
Carly Page        
    

    
        Posted in Personal Tech,
        
            16th December 2025 13:45 GMT
        
    


    
AI-nflation The smartphone industry's brief bounce back now looks set to run straight into a wall, with analysts warning that rising memory costs are about to test buyers' patience.
Counterpoint Research has revised down its 2026 smartphone shipment forecast to a 2.1 percent decline, citing a tightening supply of memory chips that is driving up costs and squeezing manufacturers.
[image: Price rises ]
Server prices set to jump 15% as memory costs spike

READ MORE
The analyst firm says higher DRAM and NAND prices risk undermining confidence across the market, particularly as smartphone vendors struggle to justify higher prices for devices that to many feel marginally different from the ones already in their pockets.
The warning comes just weeks after Counterpoint struck a more upbeat tone on the market's direction. In November, the firm said smartphone shipments were set to continue growing in 2025, extending the recovery that began in 2024 as delayed replacement demand worked its way through the system. Even then, Counterpoint stressed that the improvement owed more to deferred upgrades than to any surge of consumer enthusiasm.
Now the cracks are showing. Replacement cycles have stretched beyond 40 months on average, with users holding onto phones for much longer than manufacturers would like. For many, today's devices are already "good enough." Performance improvements are incremental, and software experiences change little from one generation to the next.
Into that fragile recovery comes a renewed surge in memory prices. Commodity memory costs are climbing as manufacturers prioritize higher-margin AI and datacenter products over traditional consumer silicon, and DRAM and NAND supply has tightened, leaving smartphone makers competing for capacity while hyperscalers and GPU vendors gobble up chips.
The pressure may intensify further. Counterpoint says memory prices could rise by a further 40 percent through the second quarter of 2026, pushing smartphone bills of materials between 8 percent and more than 15 percent above today's already elevated levels. What's more, Samsung is reportedly planning to increase some memory prices by as much as 100 percent, according to market watchers, a move that would ripple quickly through the smartphone supply chain. 
Those costs feed directly into Counterpoint's downgraded outlook. The firm said the resulting 2.1 percent decline in expected shipments translates into a downward revision of 2.6 percentage points to its forecast, underlining how sharply expectations have shifted. Chinese OEMs are expected to feel the impact most acutely, with brands including HONOR, OPPO, and Vivo seeing the largest cuts relative to previous estimates.
That's because even budget devices now ship with RAM and storage configurations that were once reserved for flagships, and Counterpoint warns that rising memory costs disproportionately affect entry-level and mid-range models.


	Apple's lousy AI didn't stop it beating Samsung's smartphone sales for the first time since 2011


	London cops unplug iPhone crime ring said to nick 40% of city's mobiles


	Qualcomm in the dock over 'patent tax' on smartphones


	European consumers are mostly saying 'non' to trading in their old phones


	Doomed UK smartphone maker Bullitt Group finally liquidated


"What we are seeing now is the low end of the market (below $200) being impacted most severely, with BoM (bill of materials) costs increasing by 20-30 percent since the beginning of the year," said Counterpoint Research director MS Hwang. "The market's mid and high-end segments have seen 10-15 percent price increases."
The industry's favorite escape hatch, the so-called "AI phone," has yet to do much heavy lifting. While firms have spent the past year pitching on-device AI as the next significant upgrade driver, most AI phone features so far amount to modest software tricks rather than compelling new capabilities and have not meaningfully changed buying behaviour.
Consumers appear to be responding in more practical ways. Demand for refurbished and secondhand smartphones continues to rise as shoppers opt for cheaper, slightly older devices rather than paying top dollar for incremental updates.
If memory costs push new phone prices higher again, that fallback option only becomes more appealing. (r)
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Mozilla Corporation on Tuesday said it has appointed Anthony Enzor-DeMeo as Chief Executive Officer, replacing Laura Chambers, who served as interim CEO for the past two years.
Enzor-DeMeo has been the general manager of Firefox since August 2025. He joined Mozilla in December 2024 from Roofstock, a platform for real estate investors focused on the single-family rental market.
His appointment came with a commitment to expand Mozilla's involvement with AI services. According to the public benefit company, Enzor-DeMeo's browser stewardship has accelerated improvements in Firefox and has shown how Mozilla can responsibly integrate AI with the browsing experience. Firefox, the company claims, has enjoyed double-digit growth on mobile devices each of the past two years, and its market share has stabilized on the desktop.


We absolutely hear that some people want AI and some people don't


Mozilla cites AI-based features like Shake to Summarize on iOS, and AI Window as examples of Mozilla's approach to building AI in a way that's helpful and transparent.
"The browser is AI's next battleground," said Enzor-DeMeo in a statement provided to The Register. "It's where people live their online lives and where the next era's questions of trust, data use, and transparency will be decided."
The management transition also includes a new chief marketing officer, John Solomon, and the elevation of Ajit Varma from VP of Firefox Product to head of Firefox.
Mozilla signaled its interest in AI in early 2024, after a round of layoffs and close to the time when Chambers took over from Mitchell Baker.
Mozilla Foundation, which oversees subsidiaries Mozilla Corporation (Firefox), MZLA Technologies Corporation (Thunderbird), Mozilla AI, and Mozilla Ventures, also laid off staff in November 2024.
In January 2025, Mozilla Foundation president Mark Surman published a post alongside the release of the Foundation's 2022-2023 Annual Report in which he outlined Mozilla's effort to reinvent itself and remain relevant.
Since then, companies like Perplexity and OpenAI have integrated AI automation tools into their browsers, and leading browser makers like Google have taken similar steps.
And it has become clear that there's growing competition among browser makers and AI companies to redefine how people engage with the web and to promote automated interaction as an acceptable alternative to human-guided browsing.
With the appointment of a new CEO, Surman told The Register in an interview on Monday, "You're gonna see, I think, an even deeper investment in reviving the browser as a really vibrant space."
Surman said we're in what some people describe as the third browser war, "a period where, because of AI, people are launching new browsers and looking at what the technology can do," he said. "In general, you'll see more fundamental innovation happening around the browser to give developers more capabilities."
The renewed focus on Firefox within Mozilla Corporation, Surman said, has internal and external explanations. "Internally, I think we haven't had the leadership for the last few years to really drive us technically on what's possible with the tech stack we have," he said.
"The external reason is really that the market for browsers and the space for innovation over browsers is really in motion again. And people have written browsers off as a commodity. Other people are innovating, and it creates a really good context for us to do the same again and to reinvest there."


	Trump, Republicans try again to stop states from regulating AI


	Latest Servo release hints at a real Rust alternative to Chromium


	Firefox adds AI Window, users want AI wall to keep it out


	Who's watching the watchers? This Mozilla fellow, and her Surveillance Watch map


It's not just Mozilla Corporation and Firefox that are scrambling to reinvent themselves. Mozilla Foundation and its subsidiaries are trying to do that too. Surman explained that this is happening in two different ways.
"One is sort of broadening the focus, and the other is diversifying revenue," said Surman.
Mozilla's reputation in part rests upon its commitment to privacy, and that hasn't changed, Surman insists.
"Our promise forever has been 'We don't touch data,'" he said. "And so a lot of the changes in the last few years are figuring out how do we continue to stand for the manifesto and get into shaping the direction of AI in a way that is more human, still respects privacy, and all those kind of things."
What that means on a practical level, he said, can be seen in the formation of Mozilla Ventures and of Mozilla AI. The recruitment of talent to improve Firefox and Thunderbird, is another example of Mozilla's changes, as are efforts to build AI in a way that gives people control and choice.
"The big change in the business is at this point fairly internal and structural, to set us up to tackle AI in a way that reflects Mozilla's values," said Surman.
As to diversifying revenue, Surman said one of the ways Mozilla is doing so is through privacy-respecting ads in Firefox.
"And so over the course of the last couple of years, you started to see a bigger chunk of our revenue come from that," he said. "I think we're now probably down to 85-ish percent search revenue."
Previously, he said payments from Google accounted for around 95 percent of revenue.
Asked whether the shift toward AI-driven search as an alternative to traditional search has affected Firefox's search revenue, Surman insisted it hasn't had a meaningful impact.
Surman said that it's too early to say whether integrating AI into Firefox has impacted browser usage, because the AI Window feature hasn't yet launched. But he emphasized that Mozilla remains committed to user choice.
"We absolutely hear that some people want AI and some people don't," he said. "And so one of the things we're doing is looking at how we provide AI in the browser in a way that reflects Mozilla's values to those people who want it, and leave it completely optional so that it's not there for people who don't."
Beyond AI controls in Firefox, Surman said the reason Mozilla AI was spun out into a separate company was to push for open source to become the industry standard in AI. "That's a big piece of being in control," he said. "You're not tied into an API. You're not just renting from a cloud AI provider. You can put it on your own machine or your own AWS instance. And I think a huge part of what you'll see us doing more of over the next year or two is really working with developers on open source AI because it's about that kind of choice." (r)
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But when will Chipzilla bring back will.i.am?    
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Intel has hired a veteran Republican operator as its head of government affairs, just months after Uncle Sam became the struggling chip vendor's biggest shareholder.
In a shakeup of senior roles at the firm, Robin Colwell becomes senior vice president of government affairs, leading the company's "global" engagement with policymakers, regulators, and industry leaders.
"She will focus on building trust, advancing Intel's strategic priorities, and positioning the company at the intersection of public policy, technology, and manufacturing," the company said in a statement.
"Her leadership will be critical as Intel navigates policy, trade, national security, and opportunities with governments around the world," it added.
Though given its performance in recent years, does Intel really need someone else being critical?
Colwell certainly has broad experience in DC economic and technology policymaking.
Most recently, she was deputy assistant to President Donald Trump and deputy director of the National Economic Council. She spent the Biden administration at a DC lobbying firm, but before that was a special assistant to the president on economic policy from 2019 to 2021, and chief counsel for communications and technology for the House Energy and Commerce Committee from 2017 to 2019.
Colwell spent three years as chief of staff to FCC commissioner Mike O'Rielly following a series of "legislative counsel" gigs for various Republican senators and house members.
Her former boss at the National Economic Council, Kevin Hassett, is currently one of the favorites to take over as chairman of the Federal Reserve.
Intel also appointed James Chew as VP of Intel Government Technologies, which looks after business with the US government. Chew was previously at Intel boss Lip-Bu Tan's former employer, Cadence Design Systems.
Meanwhile, Annie Shea Wessecker joins Intel from Samba Nova as SVP and chief marketing and communications officer.


	Intel to explore making chips with mega-corp Tata in India's first fab


	Amazon keeps the pressure on Intel, AMD with 192-core Graviton5 CPU


	TSMC lawsuit claims former exec is probably leaking secrets to Intel


	AMD grabs more x86 share as Intel stumbles in entry-level chips


The influx of outside talent doesn't leave Intel veterans completely in the cold. The firm has appointed Tan's chief of staff, Pushkar Ranade, as interim CTO. Ranade has spent most of his career at the company so he presumably knows his way around, which is just as well, as he'll be juggling two jobs.
This latest round of musical chairs changes the face of the company, with Colwell deepening its links with the America First mood in Washington.
But then companies always have to pay attention to the zeitgeist. After all, it's almost exactly 15 years since Intel appointed Black Eye Peas front man will.i.am as director of creative innovation. The brief was a "multi-year, hands-on creative and technology collaboration with Intel Corporation."
Sadly, it seems that has faded out after a couple of years with Mr am becoming chief creative officer at 3D Systems in 2014.
Nevertheless, a look over Intel's stock chart shows the company's share price was on a rising trend following his appointment - a rise that only stumbled around the time Pat Gelsinger rejoined the company.
In fairness, Intel's share price has recovered strongly following Tan's appointment as CEO. But if Tan really wants to revive Intel, surely he will draft will.i.am back into the fold alongside Colwell and Chew. (r)
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Adult site, streaming platform, and Japanese retailer expose user info, but not credentials    
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Three very different companies have now confirmed data breaches affecting millions of users - each insisting the damage stopped well short of passwords and payment details.
Pornhub has told Premium subscribers that some user data was exposed after a breach at Mixpanel, a third-party analytics provider it once used, rather than through any compromise of Pornhub's own systems.
In a notice to users, the adult site said the incident affected "only select Premium users" and involved a limited set of analytics events inside Mixpanel's environment. Pornhub stressed that passwords, credentials, payment details, and government IDs were not exposed, and noted it stopped working with Mixpanel in 2021 but was informed of the breach by the vendor.
The disclosure follows a similar incident last week affecting OpenAI, which traced a leak of internal data to compromised Mixpanel analytics credentials.
SoundCloud has also confirmed it was breached after a week of user complaints about outages and broken access, which the company now says were linked to a cybersecurity incident. The streaming platform said it detected unauthorized activity in an ancillary service dashboard and brought in third-party security experts to investigate, eventually determining that the exposure affected roughly 20 percent of users.
According to public data, SoundCloud has approximately 140 million users, suggesting that some 28 million people have likely been affected by the breach.
According to SoundCloud, the data accessed was limited to email addresses and information already visible on public profiles, and did not include passwords or financial details. But the measures taken to contain the breach had side effects. Configuration changes introduced during the response caused "temporary connectivity issues" for some users, particularly those accessing the service via VPNs, effectively turning a behind-the-scenes security incident into a very public service disruption.
Over in Japan, retail giant Askul is still picking through the wreckage of an October ransomware attack that knocked systems offline and exposed customer data. In a new report [PDF], the office supplies and e-commerce giant said the incident caused "large-scale service stoppage" and confirmed that information it held "flowed outside the company" after its network was compromised.


	JLR: Payroll data stolen in cybercrime that shook UK economy


	LastPass hammered with PS1.2M fine for 2022 breach fiasco


	10K Docker images spray live cloud creds across the internet


	Users report chaos as Legal Aid Agency stumbles back online after cyberattack


In the report, translated by The Register, Akira Yoshioka, president and CEO of Askul, confirmed "the recent ransomware attack resulted in the leak of customer information, as well as the information of some of our business partners, and we apologize for the significant inconvenience and concern this has caused."
Askul now says roughly 740,000 records linked to individual customers and corporate clients were affected, with some affected data published by the RansomHouse cybercrime crew, but says no financial details were accessed during the attack.
The lengthy report confirms that threat actors accessed Askul's internal systems using the login details of a subcontractor "who exceptionally did not apply multi-factor authentication." The firm also admits that the datacenter where the breach occurred "did not have EDR installed on its servers, nor was 24-hour monitoring performed, so unauthorized access and intrusion could not be detected immediately."
Ransomware infection was confirmed in logistics and internal systems, and some data (including backups) was encrypted and rendered unusable. In addition, some of that data was stolen and leaked by the attacker.
Different sectors, different attackers, and very different root causes - but the same end result: user data escaping through analytics tools, ancillary systems, and ransomware-ridden networks, even as companies rush to reassure customers that the most sensitive details stayed put. (r)
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    MI6 chief: We'll be as fluent in Python as we are in Russian

    
New spy boss says officers must master code alongside tradecraft as agency navigates 'space between peace and war'    
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New MI6 chief Blaise Metreweli outlined her vision for technology-augmented intelligence gathering in her first public speech on December 15, warning that the UK operates "in a space between peace and war."
Speaking at MI6's Thames-side headquarters, Metreweli - previously the UK's Secret Intelligence Service's director general of technology and innovation known as "Q" - said advanced technologies will accelerate both threats and opportunities.
[image: putin]
UK may already be at war with Russia, ex-MI5 head suggests

READ MORE
"Advances in artificial intelligence, biotechnology and quantum computing are not only revolutionizing economies but rewriting the reality of conflict, as they 'converge' to create science fiction-like tools," she said.
"We are now operating in a space between peace and war," Metreweli added.
She highlighted dual risks: states racing for technological supremacy and algorithms becoming "as powerful as states," with hyper-personalized tools serving as "a new vector for conflict and control."
While mentioning China, Metreweli focused mainly on threats from Russia. She said the country is "testing us in the grey zone with tactics that are just below the threshold of war." She described chaos export as a deliberate feature of Russian strategy, enabled by cyberattacks on critical infrastructure, drones near sensitive sites, and propaganda operations.
Countering disinformation requires society-wide efforts including teaching children to evaluate sources and recognize manipulative algorithms that "trigger intense reactions, like fear," she said.


	UK's Ministry of Defence pins hopes on AI to stop the next massive email blunder


	As Amazon takes over the Bond franchise, we submit our scripts for the next flick


	UK spy agencies sharing bulk personal data with foreign allies was legal, says court


	MI6, CIA using generative AI to combat tech-driven enemies


Despite technology's growing role, Metreweli emphasized human primacy, saying "information requires judgement; complexity demands clarity; and only people can decide which path to follow." AI will "augment, not replace, our human skills."
This demands what she called "mastery of technology" across the service, with officers required to become "as comfortable with lines of code as we are with human sources, as fluent in Python as we are in multiple other languages." Recruitment will target linguists, data scientists, engineers, and technologists alike.
Metreweli, MI6's first female chief and only public figure, pledged continued openness through public engagement and initiatives like Silent Courier, a dark web portal launched in September for secure communication with foreign informants. (r)
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    UK.gov doubles hardware spending framework to PS24B in 6 months

    
Massive procurement deal for laptops and software comes after minister vows to squeeze better value from big vendors    
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The UK government plans to tender a commercial framework for end-user hardware and software worth up to PS24 billion ($32.18 billion) including tax - double the PS12 billion maximum announced six months ago.
Earlier this month, UK tech minister Liz Kendall told the Science, Innovation and Technology Committee the government was addressing ongoing concerns about extracting value from major vendors through centralized public sector procurement.
[image: Price rises ]
Server prices set to jump 15% as memory costs spike

READ MORE
"We're systematically looking at tech spend across central government and public services [including] negotiating whole government agreements," she said. "We're going to start with end-user services, like laptops, but also cloud, to make sure we get the best value for money.
Last week, Crown Commercial Service (CCS), a unit of the Cabinet Office, published a pipeline notice for buying off-the-shelf hardware, software, and associated services.
Hardware covers laptops, desktops, tablets, smartphones, all peripherals, monitors, printers, scanners and "human interface devices", broadly described as "end user computing", the notice says.
Software includes commercial off-the-shelf software and open source software licenses. Services set to be associated with these products includes hardware support, implementation, maintenance, and recycling.
The framework - under which vendors agree discount pricing for indicative spending of PS20 billion excluding value added tax (VAT) or PS24 billion including it - is scheduled to run from July 2027 until January 2030, with a possible extension to 6 July 2031.


	Faced with PS40B budget hole, UK public sector commits PS9B to Microsoft


	UK government's cloud strategy: Pay more, get less, blame vendor lock-in?


	UK tech minister negotiated nothing with Google. He may get even less than that


	UK govt office admits ability to negotiate billions in cloud spending curbed by vendor lock-in


CCS published an earlier version of the "pipeline notice" in June, pegging the maximum value at PS12 billion including VAT. The Register has asked CCS why it increased the nominal value of the agreement.
The full name for the framework is Technology Products and Associated Services (TePAS) 3. It replaces TePAS 2, awarded in November 2023 for PS8 billion and later expanded to PS12 billion after it was extended by 18 months to a total of four years. That arrangement expires in October 2027.
The UK government's appetite for striking mega frameworks is illustrated by a PS19.2 billion (including VAT) agreement for technology services and PS16.8 billion (including VAT) for cloud services. (r)
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    Bishop of Hong Kong tells peers AI is not the devil's work

    
Theologians give scriptural OK to online faith communities    
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The Bishop of Hong Kong said last week that AI was definitely not a gift from the devil at a meeting of his peers across Asia that called for sensible engagement with the technology.
However, the get-together also fretted over the possibility of fake "intimacy," LLM-generated homilies, and digital idolatry as AI permeates the world of faith.
[image: AI and the church]
From Intel to the infinite, Pat Gelsinger wants Christian AI to change the world

READ MORE
The Federation of Asian Bishops called for the Church to "respond wisely and pastorally" to the rise of AI, according to Radio Veritas Asia.
Cardinal Stephen Chow Sau-yan, the Bishop of Hong Kong, opened the meeting declaring AI was a "gift from God," not "from the devil," The Japan Times reports.
In a concluding statement, the bishops said AI was an "expression of human creativity" and offered promise and peril. "The Church does not reject or fear AI but seeks to engage it with prudence and an incarnational vision rooted in human relationships."
The technology could support "evangelization, pastoral care, catechesis, and education," and enhance the Church's digital mission.
But the prelates also worried about "illusions of intimacy, simulated presence, deepfakes, biased content, and the erosion of truth in the digital environment."
The possibility of weakening human relationships was also a concern, with "fake intimacy" in relation to "artificial personas" a particular unease.
Ultimately, they declared it is humans who are "endowed with spiritual, moral, emotional, and relational depth, [and] cannot be reduced to algorithms."
Human worth "cannot be captured by data or computation."
So, while the Bishops called for "Catholic AI tools grounded in scripture" and a push to digitize church resources, they also called for "human oversight and pastoral accountability."
Some speakers gave their graces a more practical explanation of what digital Catholicism might and shouldn't look like.
Dr Paolo Ruffini, Prefect of the Dicastery for Communication, warned of filter bubbles, driven by commercial or ideological interests, and the potential for AI to distort public discourse. He said that ultimately, AI was a form of calculation, and therefore limited.


	Thou shalt not let AI run amok: Vatican wants global rules


	Nice try, sinners: Pope nixes idea of AI pontiff blessing netizens


	AI Jesus is ready to dispense advice from a booth in historic Swiss church


	AI Catholic 'priest' defrocked after recommending Gatorade baptism


Dr Natasa Govekar, Theological-Pastoral Director of the Dicastery for Communication, warned against "AI-generated homilies" or creating "real-life" images of Jesus or saints. Building an LLM was not "magic," she said - something the Church obviously frowns on.
And if you're upset you couldn't make the meeting, or indeed 10 am Mass on Sunday, don't worry. Cyberspace might be able to help satisfy your spiritual yearnings.
The meeting coincided with the release of a book by Filipino theologians Rico C. Jacoba and Agnes M. Brazal, which cites passages such as Matthew 18:20 - "where two or three gather in my name, there am I with them" - as theological support for online gatherings as authentic Christian community.
At the same time, they said Christians should be compassionate and neighborly toward those they encounter on the information superhighway. Sound familiar? Yes, it's the story of the Good Samaritan transposed to the modern era where you're at least as likely to be robbed or monstered online as in the real world. (r)
    






        





This article was downloaded by calibre from https://go.theregister.com/feed/www.theregister.com/2025/12/16/bishop_hong_kong_ai/



	Previous
	Articles
	Sections
	Next





	Previous
	Articles
	Sections
	Next







    
        Original URL: https://www.theregister.com/2025/12/16/ofcom_bt_three/
    

    Ofcom comes knocking after BT, Three mobile outages cut 999 access

    
Watchdog reviews if failures breached availability rules after downtime left millions unable to make calls    
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Ofcom has opened formal investigations into BT and Three after mobile outages this summer left Britons unable to make calls - including to emergency services.
The UK's telecoms regulator said on Monday it is examining whether the two operators failed to meet their regulatory obligations after widespread call service disruptions affected millions of users.
According to Ofcom, BT notified the watchdog of a software issue on July 24 and 25 that knocked out mobile call services on its EE network nationwide, preventing BT and EE customers from connecting calls to other networks or reaching 999.
Three separately reported a June 25 incident - just weeks after it merged with network giant Vodafone - that also disrupted voice services and access to emergency lines across its network.
Under the terms of their licences, mobile operators must take "appropriate and proportionate" steps to identify and mitigate risks to network availability and performance, and to prevent or remedy any adverse effects when things go wrong.
The regulator says its investigation will establish the facts and assess whether there are reasonable grounds to believe BT and Three breached these duties.


	Vodafone keels over, cutting off millions of mobile and broadband customers


	London left buffering as Hyperoptic backup link refuses to boot


	Starlink claims Chinese launch came within 200 meters of broadband satellite


	Slow Wi-Fi? Add houseplants to the list of suspects


A spokesperson for Three told The Register it "experienced disruption to voice services following an exceptional spike in network traffic triggered by a third-party software configuration change." Three added that it has "engaged openly with Ofcom and will continue to cooperate fully with their investigation."
BT did not immediately respond to The Register's questions.
The investigations come amid heightened scrutiny of UK networks after a string of high-profile failures. Ofcom fined BT PS17.5 million in July 2024 after a failure of its 999 emergency call handling service left thousands of calls unconnected during a June 2023 outage, and Three was previously slapped with a PS1.9 million fine for failing to ensure uninterrupted access to emergency services due to vulnerabilities in its network.
Past form suggests these probes could yet end with fines if Ofcom concludes the operators fell short, but for now, the watchdog's latest action underscores once again that even the giants of UK telecoms aren't immune from regulatory scrutiny when their networks wobble at scale. (r)
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    No, SoundCloud hasn't started tuning out VPNs. It's mopping up after a cyberattack

    
Bum note for 20 percent of users whose data leaked    
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Music hosting and streaming service SoundCloud has admitted it suffered a cyberattack.
"SoundCloud recently detected unauthorized activity in an ancillary service dashboard," opens a Monday post from the company. "Upon making this discovery, we immediately activated our incident response protocols and promptly contained the activity. We also engaged leading third-party cybersecurity experts to assist in a thorough investigation and response."
Not long after SoundCloud and its hired help contained the incident, the site became the subject of multiple denial of service attacks.
Two of those unwelcome traffic torrents "were able to temporarily disable our platform's availability on the web only," the company's post states.
SoundCloud repelled the DDOS attacks, investigated the matter and learned "a purported threat actor group accessed certain limited data that we hold." SoundCloud says none of the data was sensitive - which it defines as financial or password data - and that attackers were able to access "only ... email addresses and information already visible on public SoundCloud profiles." The company also said the incident only impacted 20 percent of users, which is cold comfort to the 26 million or so folk whose data was slurped by the attackers, per Business of Apps' estimate that SoundCloud had 132 million users last year.


	Honeypots can help defenders, or damn them if implemented badly


	Asus supplier hit by ransomware attack as gang flaunts alleged 1 TB haul


	UK gov blames budget leak on misconfigured WordPress plugin, server


	Zendesk users targeted as Scattered Lapsus$ Hunters spin up fake support sites


SoundCloud's post contains some clues about the incident, in the form of info about its remediation efforts, which include "enhancing our monitoring and threat-detection, reviewing and reinforcing identity and access controls and conducting a comprehensive audit of related systems."
That suggests the threat actor may have accessed SoundCloud systems - perhaps through the "ancillary service dashboard" - and rummaged through a trove of data that's also present in users' public profiles, an outcome that's consistent with the many warnings The Register has reported regarding credential theft as an increasingly common precursor to attacks.
Whatever went wrong at SoundCloud, the company made some configuration changes to its systems and says they "caused some users on VPNs to experience temporary connectivity issues."
Those issues led some to assume SoundCloud had started blocking VPNs, which would be quite an odd thing to do given the site promotes itself as a frictionless community connecting musicians to fans.
It turns out those assumptions were wrong.
"We are actively working to resolve these VPN-related access issues," SoundCloud's post states. (r)
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    Ford shifts gears to build batteries for datacenters

    
EV sales didn't accelerate as hoped, so it will repurpose idling factories    
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Automotive giant Ford has decided to start a business building big batteries, in part to cash in on the datacenter construction boom.
The company announced its plan on Monday, saying it will repurpose "underutilized electric vehicle battery capacity" at a Kentucky plant "to capture the large demand for battery energy storage from data centers and infrastructure to support the electric grid."
"Ford plans to produce LFP [lithium iron phosphate] prismatic cells, battery energy storage system modules and 20-foot DC container systems at this facility," the company's announcement [PDF] states. "These systems are at the heart of the energy storage solution market for data centers, utilities, and large-scale industrial and commercial customers."
Another Ford initiative will see the company create smaller batteries for residential energy storage.
Ford's moves come after it decided to end production of the all-electric version of its iconic F-150 pickup truck, the Lightning. Its replacement, the F-150 Lightning EREV, will include a gasoline engine, which generates electricity to replenish the batteries that power the car's electric engines.
The company framed the shift as necessary because it has struggled to sell large all-electric vehicles as "the business case has eroded due to lower-than-expected demand, high costs and regulatory changes." Those issues meant the F-150 Lightning was not a profitable product. Ford hopes the EREV variant will be, and has also introduced several other smaller electric and hybrid vehicles to bolster its range.
Ford's energy storage plans call for it to "deploy at least 20 GWh annually by late 2027," which isn't a huge quantity: Tesla signed a deal to provide 15.3 GWh of batteries to just one client in 2024, and The Register is aware of several multi-GWh projects around the world.


	Ford rolls into the Xen Project as hypervisor gears up for autos


	Hacked Ford screens put anti-RTO slogan above CEO's face


	'Cybertruck ownership comes with ... interesting fan mail'


	Ford 'actively investigating' after employee data allegedly parked on leak site


Energy companies and consumers deploy big batteries to help manage the shift in electricity production patterns that come with a move to renewable sources of generating capacity. Whereas energy sources like coal-fired generators and nuclear plants produce near-constant power, the output of renewables like solar and wind fluctuates - and can sometimes mean generators produce more energy than consumers require. Batteries can store that energy for later use, and provide it at lower prices.
Datacenters need energy 24x7, and analyst firm Gartner recently suggested that facilities lacking in on-prem power plants will fail.
Building electricity generation facilities is, however, a costly and complex task. Ford's batteries could provide on-site power for less, and in a shorter time, than alternative technologies.
The auto-maker's new products could also provide energy more cheaply than using gas generators to support the grid, according to recent data from Australia. (r)
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    Repent ye inefficient - the 'Palantir-ization' of IT services is upon us

    
Palantir's former IT boss just took over as CEO of Thrive-backed AI MSP platform    
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Former Palantir CIO Jim Siders has departed the company to join Shield Technology Partners as CEO, in a bid he says is meant to bring AI to bear in the sprawling managed services landscape.
With the new CEO announced on Monday, Thrive Holdings has pulled in Palantir talent just weeks after OpenAI took a stake in the business. Shield has described the global IT services market it's targeting as worth more than $700 billion.
Shield was announced in June as an AI-enabled platform uniting four established IT services providers, backed with over $100 million in initial funding from Thrive Holdings and ZBS Partners. The individual owners of those IT shops continue to run their businesses, while Shield provides centralized support, shared tools and capital to help scale what they've already built. The structure appears similar to the business structure of what are known as Master MSPs - such as IT By Design and The 20 - that manage the help desk functions of smaller shops.
Siders has a strong background in help desk management, having started his career with Palantir as an IT support technician in 2013 before rising to tech ops analyst, then support team lead, and eventually Head of IT in February 2022, according to his LinkedIn profile.
His prior responsibilities at Palantir included IT operations, the corporate network, physical security, and the company's global IT spend.
"AI is rewriting the economics of service delivery at the exact time IT service providers are rethinking how they operate," Siders said in a statement that accompanied the announcement.
Forrester VP and principal analyst Charles Betz told The Register he sees this as the start of the 'Palantirization' of IT services.
"Vendors as well as this new services company want to start operationalizing the Palantir playbook, which is heavy on data and ontology-driven and really focuses on building, what - these are Palantir's words not mine - an 'ontological flywheel,'" Betz said. "A lot of what they do involved forward-deployed engineers to work with the client to really understand what it is that you do and how do you talk about it."
Betz said the semantic question is critical to succeeding with AI. He believes it is one of the drivers behind Atlassian's purchase of Secoda announced in December, and ServiceNow's May purchase of Data.World, and Salesforce's acquisition of Informatica.
"Salesforce did not buy Informatica because they wanted to move into legacy, batch commodity ETL processing," Betz told The Register. "They bought Informatica because if you own the meaning of the words it means you own the means by which intent is articulated, and if you are helping customers along those lines you are going to be very valuable to them."


	Palantir wants to set the juice loose with new AI power initiative


	US Navy pledges $448 million to test if Palantir is seaworthy


	Palantir CEO celebrates one cash culture to rule them all


	Palantir's CEO calls 'woke' a 'central risk to Palantir, America and the world'


The Palantir-inspired services play will likely have fast followers, Betz said.
"I'm sure that Deloitte and Accenture are watching this extremely carefully," he said.
Shield has two internal products that are focused on improving the work of IT engineers and the service desk by triaging and automatically resolving repetitive customer tickets: Sentinel and Spectre.
To Betz's point about forward teams with OpenAI, Shield will bring a cross-functional team of research and applied AI specialists to work alongside product engineers, operators, and industry experts and integrate AI into the businesses it partners with.
The core partners at Shield Technology Partners include ClearFuze Networks, a Los Angeles solution provider with a CISSP designation, and a Microsoft Silver partner ranking; IronOrbit, an IT services company formed in 1997 that is a Gartner Magic Quadrant leader for Desktop As A Service; Delval Technology Solutions, a Pennsylvania-based help desk and managed services business that administers to 5,000 endpoints; and OneNet Global, a managed IT and telco provider out of Minnesota. (r)
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    Amazon security boss blames Russia's GRU for years-long energy-sector hacks

    
'Sustained focus on Western critical infrastructure'    
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Russia's Main Intelligence Directorate (GRU) is behind a years-long campaign targeting energy, telecommunications, and tech providers, stealing credentials and compromising misconfigured devices hosted on AWS to give the Kremlin's snoops persistent access to sensitive networks, according to Amazon's security boss.
"The campaign demonstrates sustained focus on Western critical infrastructure, particularly the energy sector, with operations spanning 2021 through the present day," CJ Moses, Chief Information Security Officer (CISO) of Amazon Integrated Security, said in a Monday threat report. "Going into 2026, organizations must prioritize securing their network edge devices and monitoring for credential replay attacks to defend against this persistent threat."
Moses named enterprise routers, VPN concentrators, remote access gateways, and network management appliances as devices that deserve attention.
He said Russians are also trying to access corporate systems by targeting organizations' collaboration and wiki platforms, plus cloud-based project management tools.
AWS declined to answer The Register's questions about the number of victims in the GRU attacks.
According to Moses' blog, the Russian attackers' primary targets include Western energy-sector organizations and their suppliers, other North American and European critical infrastructure providers, and organizations with cloud-hosted network infrastructure.
From 0-days to device misconfigs
Amazon Threat Intelligence traced the global infrastructure cyber intrusions back to 2021, with the goons initially targeting misconfigured devices and exploiting CVE-2022-26318, a critical security hole in WatchGuard Firebox and XTM appliances that allowed unauthenticated users to execute arbitrary code via exposed management access.
The attackers moved on to exploiting two critical Confluence vulnerabilities, CVE-2021-26084 and CVE-2023-22518 between 2022 and 2023 before abusing a Veeam vulnerability (CVE-2023-27532) that was also exploited by ransomware criminals in 2024.
Since at least 2022, and continuing to this day, the GRU has been battering misconfigured network edge devices, according to Moses, who also noted a decline in N-day and zero-day vulnerability exploitation this year.
This represents a "concerning evolution," because poking holes in misconfigurations - rather than abusing high-profile security flaws - "significantly" reduces the attackers' "risk of exposing their operations through more detectable vulnerability exploitation activity," he added.
Upon breaking into victims' networks, the miscreants established persistent connections to compromised EC2 instances operating organizations' network appliance software.
'Continually disrupting' operations
Many of the misconfigured network edge devices are hosted as virtual appliances on AWS, and according to a company spokesperson, the cloud giant has been "continually disrupting" the attackers' operations "as we identify activity." This includes notifying affected customers, remediating compromised EC2 instances, and sharing intelligence with industry partners, affected vendors, and law enforcement.
In addition to attacking organizations' network infrastructure, Amazon observed systematic credential-replay attacks in which intruders attempted to use victims' credentials to access their online services. In the specific cases where the Kremlin's attackers tried to authenticate to AWS services, they didn't find success, according to the cloud giant.
Amazon did not directly observe the Russians stealing credentials, and therefore can't say the exact mechanism by which the spies are harvesting users' log-in info. Moses said "multiple indicators," including the time gap between device compromise and authentication attempts, plus the use of victims' (not device) credentials, suggest that the cyber operatives used packet capture and traffic analysis as the primary collection method.
There is some overlap between the attackers' infrastructure used in this campaign and a group security shop Bitdefender tracks as Curly COMrades. In light of this, Amazon assesses that the ongoing activity it's tracking, plus the earlier Curly COMrades security incidents - Hyper-V abuse for endpoint-security evasion and the use of custom implants including CurlyShell and CurlCat - may be part of a broader GRU campaign.


	Russian spies pack custom malware into hidden VMs on Windows machines


	US extradites Ukrainian woman accused of hacking meat processing plant for Russia


	Russian hackers debut simple ransomware service, but store keys in plain text


	Russia's RomCom among those exploiting a WinRAR 0-day in highly-targeted attacks


"This potential operational division, where one cluster focuses on network access and initial compromise while another handles host-based persistence and evasion, aligns with GRU operational patterns of specialized subclusters supporting broader campaign objectives," Moses wrote.
Given the threat landscape, Amazon suggests organizations should take several "immediate priority actions." That to-do list includes conducting a network edge device audit, reviewing all authentication logs for credential reuse between network device management interfaces and online services, and monitoring for interactive sessions to appliance administration portals from unexpected source IPs.
Amazon's security alert follows guidance issued last week from several US government agencies, along with more than 20 international partners, that outlined actions operational technology (OT) owners and operators should undertake to secure their critical networks against attacks by pro-Russian hacktivist groups linked to the GRU.
Neither CISA nor the FBI immediately responded to The Register's inquiries about the Amazon-documented GRU campaign. (r)
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    Oracle isn't done with Ampere yet as A4 instances arrive on OCI boasting 96 cores

    
Big Red said it had sold its stake in its long-time silicon partner last week    
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Oracle last week announced that it had divested from Ampere Computing. But while Big Red may no longer own part of the Arm CPU maker, it's not ready to stop using the chips just yet.
On Monday, Oracle Cloud Infrastructure, the database giant's cloud wing, announced the availability of its A4 Standard instances based on Ampere Computing's AmpereOne M silicon in both virtualized and bare metal flavors.
The chips can be had with up to 192 custom Arm cores on the open market. Unlike Amazon's Graviton or Microsoft's Cobalt, these aren't OCI exclusive.
For OCI, Oracle has opted for a 96-core version of the chip clocked at 3.6 GHz with 192 MB and 64 MB of L2 and L3 cache, respectively, and 12 channels of DDR5 5600MT/s memory.
Those cores are offered to customers in pairs of what Oracle is calling OCPUs. Each OCPU is composed of two physical cores, similar to how CPU threads on x86 CPUs from AMD or Intel are typically made available to customers.
The A4 instances will be available in VMs up to 45 OCPUs (90 cores) and 700 GB of system memory or as a bare metal offering with 48 OCPUs (96 cores) and 768 GB of DDR5 and 3.84 TB of onboard storage. Both instances can be had with block storage and up to 100 Gbps of network bandwidth.
Compared to its prior-gen A2 instances, which are based on Ampere's older AmpereOne (non-M) chips, Oracle claims customers can expect up to 35 percent higher core-for-core performance, thanks in part to a 20 percent higher clock speed and the higher memory bandwidth afforded by the 12 channel controller.
With that said, Oracle's A2 instances are still larger with up to 78 OCPUs (virtualized) and 946 GB of DDR5 memory.
OCI A4 instances are available at $0.0138 per OCPU per hour and $0.0027 per GB per hour.
Whether we'll continue to see next-gen Ampere cores deployed in OCI going forward isn't clear. Last week, Oracle CTO and founder Larry Ellison said his company had sold its stake in the chip-maker in order to prioritize silicon neutrality.
"Oracle sold Ampere because we no longer think it is strategic for us to continue designing, manufacturing and using our own chips in our cloud datacenters," he said. "We are now committed to a policy of chip neutrality where we work closely with all our CPU and GPU suppliers."
The Register has reached out to Oracle and Ampere Computing for comment; we'll let you know if we hear back.


	Qualcomm takes RISC on Arm alternative with Ventana acquisition


	Amazon's Trainium3 is the latest to conform to Nvidia's mold


	Amazon keeps the pressure on Intel, AMD with 192-core Graviton5 CPU


	HPC won't be an x86 monoculture forever - and it's starting to show


While Oracle may be committed to silicon neutrality, the same can't be said of Amazon, Microsoft, or Google.
Earlier this month, Amazon revealed its third-generation Trainium AI accelerators, alongside a 192-core Graviton5 CPU. Meanwhile, in November, Microsoft showed off its second-gen Cobalt CPU with 132 Arm Neoverse V3 cores, while Google announced the general availability of its Ironwood TPU v7 accelerators, which boast performance on par with Nvidia's Blackwell GPUs. (r)
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    IBM unleashes CUGA, an open-source AI agent that actually completes more than half its tasks

    
Framework looks great for scenarios where a 62 percent completion rate is acceptable    
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IBM researchers have released an open source AI agent called CUGA that aspires to automate complex enterprise workflows and get it right about half the time, depending on the task.
CUGA stands for Configurable Generalist Agent. Per its listing on AI platform HuggingFace, the software offers "Intelligent task automation through multi-agent orchestration, API integration, and code generation on enterprise demo applications."
"Our vision for IBM CUGA is to develop a generalist agent that can be adapted and configured by knowledge workers to perform routine or complex aspects of their work in a safe and trustworthy manner," wrote IBM authors Sami Marreed, Alon Oved, Avi Yaeli, Segev Shlomov, Ido Levy, Offer Akrabi, Aviad Sela, Asaf Adi, and Nir Mashkif in a paper [PDF] released back in July.
Not everyone is convinced that agents are safe or trustworthy. IT consultancy Gartner recently advised blocking all agentic browsers, after warning a few months ago that about 40 percent of agentic enterprise projects will be cancelled by 2027 for lack of business value.
However, the lure of automation remains strong and IBM is keen to help. Big Blue's researchers cite CUGA's performance on the WebArena and AppWorld benchmarks - 61.7 percent success rate completing web tasks and 48.2 percent scenario completion rate evaluating API tasks, respectively - and note the agent's scores, which are sufficiently poor to get a human worker fired, presently represent top-tier marks for agents.
Curiously, IBM does not appear to have used its own enterprise-focused WebAgentBench benchmark to evaluate CUGA. A paper by company researchers on that homegrown test suite describes the evaluation of three agents - AgentWorkflowMemory (AWM), WorkArena-Legacy, and WebVoyager - in terms of how well they completed prompted tasks.


	Bot invasion increases with Google scraping the way, Cloudflare says


	The future of long-term data storage is clear and will last 14 billion years


	British Airways fears a future where AI agents pick flights and brands get ghosted


	Disney turns to dark side, licenses IP to OpenAI for videos, images


Those agents managed an average raw completion rate of 24.4 percent and just 15 percent for policy-compliant completions. When five or more policies were in place, the average completion rate under policy was just 7.1 percent. And enterprises commonly have more than just five policies that apply to business workflows.
"Enterprise workflows often layer dozens of concurrent policies, suggesting that the real-world shortfall will be even more pronounced and that policy-robust optimization, not just raw completion, must become the focal objective," the benchmark paper [PDF] says.
On the WebArena benchmark where CUGA scored a success rate of 61.7 percent, AWM scored just 35.5 percent.
IBM scientists earlier this year pointed out the deficiencies of various AI benchmark tests, but at least CUGA's scores suggest agents are improving.
Offered under an Apache 2.0 license, CUGA starts with a chat layer designed to discern the user's intent from a prompt. This might be "get top account by revenue from digital sales, then add it to current page," or any of the other sample prompts included with the HuggingFace demo, which simulates a small CRM system that comes with 20 preconfigured tools for making sales-related queries and API calls.
A task planning and control component analyzes prompts entered into CUGA, and breaks the goal down into a set of structured subtasks tracked in a task ledger, the authors explain. The ledger is dynamic and can re-plan when things don't go right the first time.
"Subtasks are delegated to specialized agents, such as the API agent, which uses an inner reasoning loop to generate pseudo-code instructions before invoking code in a secure sandbox," the researchers explain in a blog post. "The system leverages a tool registry that goes beyond MCP protocols to parse and understand tool capabilities, enabling precise orchestration."
Finally, the system returns what is hopefully a policy-compliant response to the user.
IBM's devs designed CUGA to work with Langflow, a low-code platform for AI agent design, and to support various open models, such as gpt-oss-120b and Llama-4-Maverick-17B-128E-Instruct-fp8. Coincidentally, Meta, maker of Llama, is reportedly working on a follow-up model called Avocado that may not be open-source.
CUGA appears to still have a few rough spots. A recently reported bug, for example, suggests that the agent occasionally may have trouble exiting its run loop. But if you're deploying AI agent software and you expect to automate multi-step business tasks without a hitch, you might want to lower your expectations. (r)
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    ServiceNow mulls buying Armis to gain full visibility into the IT stack

    
If the buy happens, the big question is will they integrate the codebase or keep it separate?    
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ServiceNow is reportedly nearing a deal to buy security software company Armis for $7.1 billion to give its customers full stack visibility of their IT estate and eliminate security blindspots, according to Bloomberg.
The companies may announce the acquisition this week.
Founded in 2016, Armis is a privately held company with large enterprise clients such as United Airlines, Colgate Palmolive, and Mondelez. The company's software continually discovers and monitors every part of a customer's technology stack including IT, operational technology, internet of things, and connected medical devices. It combines that with automated risk scoring and vulnerability detection to help IT teams root out risks to the system, enforce security polities, and stop threats before they hit operations.
The company raised $435 million last month during a funding round that saw it valued at $6.1 billion, and says it crossed $300 million in annual recurring revenue in August.
ServiceNow told The Register it had no comment on news reports about the potential acquisition. Armis did not immediately reply to a request for comment.
At Forrester, analyst Charles Betz said the deal for Armis brings ServiceNow closer to offering customers a complete IT services platform in one place.


	Salesforce has come up with the most credible threat yet to ServiceNow, and Benioff is crowing about it


	Salesforce opts for seat-based AI licensing as customers demand predictability


	Salesforce sacrifices 4,000 support jobs on the altar of AI


	Salesforce-linked data breach claims 200+ victims, has ShinyHunters' fingerprints all over it


"It's a huge market play," he told us. "ServiceNow has had GRC, governance, risk, and compliance, at the higher level. They are well rated for GRC and so they're kind of going top down. I mean security is essentially applied risk management. Basically they're worked systematically down the stack ... It really kind of shows in real time how we are seeing the emergence of a consolidated IT management graph."
Earlier this month, ServiceNow announced the acquisition of Veza, an identity access tool to manage AI agents and control who and what has access to its customers' systems.
Betz said one of the "non trivial" matters that customers and the market will be watching closely is how well ServiceNow can incorporate large acquisitions like Armis and Veza into its existing software.
"ServiceNow, historically, has avoided buying a portfolio of independent products. They are not like Computer Associates or HP back in the day," he said. "ServiceNow has been extremely architecturally disciplined ... The big question with both Armis and Veza is, are they going to maintain those legacy code bases and start risking going down the road of the old software portfolio vendors, or are they going to actually reimplement on the Now platform?"
ServiceNow has said that Veza will be integrated into its portfolio of security and risk products to give customers visibility into who and what has access across the platform, along with an auditable trail throughout connected applications.
If ServiceNow can pull off the integrations it will be a "big step" towards solving legacy data quality issues that are inherent in the CMDB environment, Betz said.
"ServiceNow will be the source of IT visibility in many organizations, and that means that then you can modernize more effectively," he said. "You can control the IT portfolio more effectively. Your AI maybe operate more effectively, if you're moving in an agent mode."
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    US gov't launches 'Tech Force' to replace IT staff DOGE fired

    
Washington rediscovers that modern IT doesn't run itself    
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After dissolving several federal tech modernization units and shedding large numbers of technologists, the Trump administration has launched a new talent recruitment initiative, suggesting it still needs people to help drag the government's IT into the present.
The Office of Personnel Management (OPM) on Monday announced the establishment of the US Tech Force, an initiative it describes as a "cross-government program to recruit top technologists to modernize the federal government." 
If that sounds a lot like the US Digital Service, which before being transformed into the now-dissolved Department of Government Efficiency was designed to pair private sector tech skills with public-sector agencies to help modernize them, or the General Services Administration's 18F team, designed to help federal agencies modernize their tech stack before DOGE shut them down, you're not alone in thinking that, but the Trump administration swears this time it'll be different.
The Tech Force "is distinct from other technology initiatives within government, including the United States DOGE Service and programs managed by GSA," the program's website states. "These programs differ in their mandates, structure, required skill sets, and ability to convert to the competitive service."
Those tech modernization initiatives are mostly gone thanks to Elon Musk's DOGE, which the billionaire recently admitted was only "somewhat successful" and not something he'd do again, as are many of the career tech professionals that worked at those agencies, and on now-stalled modernization projects that may not be continued under new management. 
The Cybersecurity and Infrastructure Security Agency, for example, had hundreds of staff slashed early in the Trump administration, including a 100-strong red team. The Internal Revenue Service has also lost about 2,000 IT staff amid DOGE-era job cuts, while the Consumer Financial Protection Bureau saw cybersecurity staff and contracts trimmed during the same period.
The Social Security Administration also closed its tech modernization office in February, with then-acting social security administrator Lee Dudek calling it wasteful. 
As opposed to those measures, the Tech Force, OPM director Scott Kupor said in a memo [PDF] released alongside the announcement, will operate at a scale that gives it "the critical mass and range of skills the previous initiatives lacked and ensure the program can deploy sufficiently large teams to participating agencies." 


	US gov shutdown leaves IT projects hanging, security defenders a skeleton crew


	Trump wants to turn it on again with 'Genesis Mission' for AI in science


	ServiceNow signs Uncle Sam's latest short-term AI discount deal


	DOGE delayed deals, says Nutanix


Tech pros chosen to be part of the Tech Force don't need a traditional degree or a minimum amount of work experience, according to the initiative's website. "Fellows," as the program is calling its participants, will serve two-year stints at one of a handful of government agencies participating in the program, where they'll be working on "high-impact technology initiatives including AI implementation, application development, data modernization, and digital service delivery." 
One of the major differences between the Tech Force and prior initiatives, in true Trump administration fashion, is the incredibly close ties with the private tech sector. The Tech Force has a goal of providing career inroads to 1,000 entry-level professionals a year, and intends to pull management from Silicon Valley firms, where partner companies are expected to put staff on leave to lend them to the federal government to run teams at various federal agencies. 
Companies participating in the Tech Force include Anduril, Google, Microsoft, OpenAI, Palantir, xAI, and others. Once Tech Force recruits finish up their term, the Trump administration is asking participating private companies to consider hiring them.
In short, with the federal government's tech workforce decimated, it's falling to the private sector to get things running in line with what's likely to be their own personal visions, and likely their own products, too. 
We reached out to the OPM and the Tech Force team with plenty of questions about how this new initiative is actually going to be any different or more effective than those that preceded it. We didn't get any answers. (r)
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    Delays? What delays? Oracle insists its $300B cloud contract with OpenAI is on track

    
And don't sweat the debt either, we've got plenty of capital at our disposal    
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Despite Wall Street jitters and reports to the contrary, Oracle insists its $300 billion datacenter deal with OpenAI is on track and proceeding on schedule.
Oracle denied a Bloomberg report that Big Red had delayed some of its datacenter projects until 2028 -- a full year later than originally planned.
"Site selection and delivery timelines were established in close coordination with OpenAI following execution of the agreement and were jointly agreed. There have been no delays to any sites required to meet our contractual commitments, and all milestones remain on track," Oracle told El Reg and other outlets in a statement. "We remain fully aligned with OpenAI and confident in our ability to execute against both our contractual commitments and future expansion plans."
Oracle, which entered into the $300 billion cloud contract with OpenAI in September, is on the hook for roughly 4.5 gigawatts of compute capacity over the next five years or so. The project is expected to contribute $30 billion to Oracle's revenue annually beginning in 2027.
The timing of the contracts means even if Oracle had pushed some datacenter projects originally penciled in for 2027 to 2028, the company could still argue it's on track to deliver on time.
It should also be noted that Oracle, as a general rule, doesn't build or own the datacenters it operates. For example, OpenAI's flagship Stargate datacenter in Abilene, Texas, is built and owned by Crusoe, but furnished and operated by Oracle.
This means Oracle's datacenter schedule isn't entirely within its control. It can only begin deploying IT infrastructure when the shells are complete and power and plumbing have been hooked up.
As we understand it, roughly half of the overall cost of a modern AI datacenter is land and infrastructure, with the remainder being split between network, storage, and compute -- the latter being by far the largest.
For Oracle's gamble to work, it needs to rent that compute out to OpenAI or other customers for more than it costs to finance the hardware and pay its datacenter leases.


	Oracle raises AI spending estimate, spooks investors


	AI datacenter boom could end badly, Goldman Sachs warns


	AI mania to swell datacenter capex to $1.6T by 2030 - if the bubble doesn't pop first


	Amazon's Trainium3 is the latest to conform to Nvidia's mold


The up-front costs required to realize a profit later are significant. As of the second quarter of Oracle's 2026 fiscal year, the company was sitting on more than $100 billion in debt, which is expected to grow considerably before all is said and done.
On the company's Q2 earnings call last week, Oracle revealed its 2026 capex spend would be $15 billion higher than previously forecast at $50 billion. This clearly was not what investors wanted to hear and Oracle's share price plunged in after hours trading as a result.
Oracle's rampant spending has led some financial analysts to raise alarm bells. In late November, Morgan Stanley suggested that investors should short Oracle stock.
The cloud provider and database stalwart has attempted to assuage fears of a default. Speaking on last week's earnings call, Oracle's Principal Financial Officer (PFO) Doug Kehring advised investors that Oracle has several avenues to secure capital and was exploring provisions to allow customers to deploy their own chips in its datacenters, reducing the company's financial liabilities. (r)
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hands on After successful crowdfunding, the latest release of the original handheld Linux distro will power a new handset coming in mid-2026.
The initial crowdfunding drive for the new Jolla Phone seems to have gone well: at the time of writing, the new device has comfortably passed double the number of orders needed to go into production. Finnish vendor Jolla set a goal of 2,000 EU99 pre-order deposits by January 4th, but passed the goal in less than two weeks. The first batch of 2,700 units were PS499. Batch 2 will ship two to four weeks later, and cost EU549, but that's now sold out too. Currently, well over 5,000 orders have been placed. With 20 days to go, the pre-order page says:

We take a maximum of 10,000 pre-orders until January 31st, 2026. Reserve your spot and lock your special total price of 579EU.


[image: The new Jolla Phone, resplendent in The Orange - or Snow White and Kaamos Black ]
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The down payment will be deducted from the total price. Jolla is now taking orders for 5,200 units in batch 3, which will cost EU579 and ship three to six weeks later. After the first few production runs, totalling 10,000 units, the price of the handset will go up to EU599 to EU699.
The phone specs were set by a survey the company ran, with a first stage in August followed by November update. To our eyes it looks decent if not outstanding: 5G connectivity, a 6.36 inch AMOLED screen, an indicator LED, 12 GB of RAM plus 256 GB of storage expandable via microSDXC. Some of the details are welcome: a user-replaceable 5,500 mAh battery, plus a software-based privacy switch which can disable the microphone, or Bluetooth, or Android apps, or other programmable options. For this vulture, a sad absence is a headphone socket.
An added incentive, if the device sells 10,000 units, is the return of smart back covers called The Other Half, which even included a keyboard. An earlier version of The Other Half was a feature of the original Jolla Phone, which launched in May 2013, hit its order target by August, and then started shipping that November.
[image: The privacy switch is good, but we really would have liked a headphone socket.]
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So much for the hardware ... what about the software?
The Sailfish OS has a long history: it's a remote descendant of the Maemo OS from the Nokia 770 internet tablet, which came out twenty years ago. Maemo became Meego, which Nokia drove off the rails. Meego was renamed Mer, then revived as Sailfish. Version 1.0 launched in February 2014.
Once afloat, though, Jolla (it's a Finnish word for a small yacht) and Sailfish hit some stormy waters. Buoyed by the phone's success, the company attempted to launch a Sailfish tablet later in 2014, but hit financial troubles: not all backers got their kit, as the company admitted in 2016. At one point, it considered bailing from hardware entirely.
Thanks to its age, Sailfish predates the modern trend of keeping everything in the cloud and accessing it over web apps, which may be why in 2015 Russia got interested. The next year, The Reg speculated that Russia's interest might be the savior of Sailfish.
To put it mildly, Russian backing is a mixed blessing. Following Russia's invasion of Ukraine, in 2023 the company's former leadership started a new company, temporarily named Jollyboys. The old Jolla OY was wound up, and they renamed the newer concern to Jolla Mobile Oy.
Back in February, Jolla exhibited at FOSDEM and a few weeks later released Sailfish OS 5.0 "Tampella". The Reg FOSS desk talked with the company at the event, and its representatives arranged to lend us some hardware to try it: The flagship Jolla C2, a version of the Reeder S19 Max Pro S. Aside from Jolla's own phones, Sailfish 5 also officially supports over a dozen models of Sony Xperia, with more community ports too -- but sadly not the original phone or tablet, nor the Planet Computers Gemini. We also got one of the best-supported Sony models, an Xperia 10 III - and for comparison, a postmarketOS device, a OnePlus 6T. We had problems setting up the C2, and the reflashing procedure is dauntingly complex, but we gave the OS a thorough workout on the Xperia.

  Youtube Video

A break from iOS-Android monotony
Sailfish is distinct from any other mobile OS today. Its origins at Nokia predate the January 2007 launch of the iPhone, by whose prospects The Reg was not enthralled. That, of course, also means it was out long before Android, which as Daring Fireball described in 2010 was originally designed to rival Blackberry. (The Internet Archive still has some of Engadget's screenshots.) After Android was remodeled to take on Apple, both OSes look a lot like each other: the home screen is a grid of app icons, and both lean heavily on tapping on-screen buttons. (Before that, of course, they relied on physical buttons.)
There are also an array of de-Googled Android offerings, such as Murena's /e/ OS on both phones like the Murena One and Murena Pixel Tablet as well as multiple third-party devices. Alternatively, for the very privacy-centric, there's the Punkt MC02, whose Apostrophy OS is based on Graphene OS.
We've tried unmodified iOS, and we also jailbroke it and installed Cydia and our own apps, tweaked the launcher and so on. We've tried vendor-modified Android, plain Pixel-style Android, and several forms of de-Googled Android. However they're modified, both have their own distinct feel, and there's a lot of overlap.
The combined Apple and Google influence continues to be visible in modern FOSS efforts such as GNOME Mobile, which runs on Linux-powered kit like the FuriLabs FuriPhone - and much the same applies to Phosh and Plasma Mobile on the Android-free postmarketOS distro. All of them show the blended influences of Apple's desktop and mobile UIs, mixed in with the desktop-OS components they're built from. To this vulture, GNOME feels like a much more natural fit on a phone than on a keyboard-driven desktop.
Sailfish 5 feels very different, with little visible influence from anything else. You flip between its two home screens by swiping left and right. One holds a list of messages and notifications, and the other is a full-screen app switcher, with tiles for each open app. Dragging up from the bottom reveals the app launcher. Uniquely, it distinguishes between long and short drags down from the top of the screen: a long fast swipe down opens a settings panel, but in native Salfish apps, a short slow drag opens a full-screen-width menu; you scroll up and down until the desired option is highlighted, then select it by lifting your thumb. It shows whether options are turned on or off with a large, bright white dot, or a smaller dimmer dot. A different white dot at top left is also the Back button, where one makes sense.
Like the overloaded white-dot symbol, some aspects of the OS are a little confusing. In addition to the official Jolla Store, there are two different tools for managing third-party native apps: StoreMan manages software from the collection on OpenRepos, and Chum GUI manages RPM packages from Chum. Then there's the built-in AppSupport compatibility layer, which lets you run Android apps. We installed both F-Droid and the Aurora store, and had no problems installing any typical tools such as Signal, Whatsapp, or YouTube Kids.
There are built-in apps for all the things you'd expect a smartphone to do, and these connect to the usual suspects such as Google's email, calendar, and contacts. There's a browser based on Mozilla tech, as well, which works fine - as did Android browsers such as Vivaldi. Like its very distant relative Symbian, though, this is a local-first sort of device which can sync, rather than a pocket cloud client.
Maps are a particular weak point: we tried Google Maps and Nokia spin-off Here, which both literally drew a blank. The OpenStreetMap-based Mapy.com ran and could be searched, but couldn't detect our location. There aren't many cloud-storage clients, either. The stock keyboard doesn't support swipe-style text entry, which we found frustrating.
Overall, Sailfish is arguably the most complete independent mobile OS. It's totally separate from anything from Google, or Apple, or desktop Linux, and the app catalog is impressive. We did regularly get lost in its slightly idiosyncratic UI, but it was always possible to get out again. If you want a total break from the mainstream mobile duopoly, this is a viable alternative. Although you might need a standalone sat-nav too.
The big, 6.7-inch (17cm) screen of the C2 looked appealing, if only we could have gotten it working, but that was fated not to be. With practice, we suspect Sailfish would be very fast and fluid to operate, more so than any phone based on a desktop Linux GUI.
For now, the new handset is only available in the EU plus the UK, Norway and Switzerland - but it should work anywhere. With its own high-end handset, Sailfish 5 could be a very tempting proposition if you want to own your own data, especially if someone can revive the slide-out keyboard - and maybe squeeze a headphone socket in there, too. (r)
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At least five more Chinese spy crews, Iran-linked goons, and financially motivated criminals are now attacking React2Shell, a maximum-severity flaw in the widely used React JavaScript library, according to Google.
Unauthenticated attackers can abuse the flaw, tracked as CVE-2025-55182, to remotely execute code, and the Chocolate Factory's threat hunters said multiple groups are using this vulnerability to deploy backdoors, tunnelers, and cryptocurrency miners.
React maintainers disclosed the critical bug on December 3, and exploitation began almost immediately. According to Amazon's threat intel team, Chinese government crews, including Earth Lamia and Jackpot Panda, started battering the security hole within hours of its disclosure. Palo Alto Networks' Unit 42 responders have put the victim count at more than 50 organizations across multiple sectors, with attackers from North Korea also abusing the flaw. 
Google, in a late Friday report, said at least five other suspected PRC spy groups also exploited React2Shell, along with criminals who deployed XMRig for illicit cryptocurrency mining, and "Iran-nexus actors," although the report doesn't provide any additional details about who the Iran-linked groups are and what they are doing after exploitation.
"GTIG has also observed numerous discussions regarding CVE-2025-55182 in underground forums, including threads in which threat actors have shared links to scanning tools, proof-of-concept (PoC) code, and their experiences using these tools," the researchers wrote.
The Beijing-backed suspected spy crews include UNC6600 exploiting the vulnerability to deliver the Minocat tunneler to establish persistence to infected systems, and UNC6586 with the Snowlight backdoor. In the case of UNC6586, Google's threat intel group spotted Snowlight making HTTP GET requests to command-and-control infrastructure to retrieve additional payloads masquerading as legitimate files.
Additionally, another Chinese espionage group Google tracks as UNC6588 exploited CVE-2025-55182 and then downloaded a Compood backdoor, while UNC6603 used the vuln to deploy an updated Hisonic backdoor. "Telemetry indicates this actor is targeting cloud infrastructure, specifically AWS and Alibaba Cloud instances, within the Asia Pacific (APAC) region," Google Threat Intelligence said.


	Half of exposed React servers remain unpatched amid active exploitation


	New React vulns leak secrets, invite DoS attacks


	Beijing-linked hackers are hammering max-severity React bug, AWS warns


	'Exploitation is imminent' as 39 percent of cloud environs have max-severity React hole


Finally, China-nexus group UNC6595 is abusing the flaw to deploy Angryrebel.Linux, primarily targeting infrastructure hosted on international Virtual Private Servers (VPS).
In addition to the first React bug, CVE-2025-55182, three additional vulnerabilities were disclosed last week: CVE-2025-55183, CVE-2025-55184, and CVE-2025-67779. These allow attackers to force denial-of-service conditions and potentially leak Server Function source code.
To avoid worst-case scenarios from any of these four vulnerabilities, patch vulnerable React Server Components and monitor network traffic with an eye out for outbound connections to the indicators of compromise (IOCs) listed in Google's report, especially wget or cURL commands initiated by web server processes.
The Google threat intel team also recommends hunting for newly created hidden directories like $HOME/.systemd-utils, the unauthorized termination of processes including ntpclient, and the injection of malicious execution logic into shell configuration files like $HOME/.bashrc. (r)
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A Microsoft zero-day vulnerability that allows an unprivileged user to crash the Windows Remote Access Connection Manager (RasMan) service now has a free, unofficial patch - with no word as to when Redmond plans to release an official one - along with a working exploit circulating online.
Researchers from 0patch, the micropatching site, uncovered the denial-of-service (DoS) bug while investigating CVE-2025-59230, a Windows RasMan privilege escalation vulnerability that Redmond fixed in October, but not before attackers found and exploited the vulnerability.
RasMan is a critical Windows service that manages VPN and other remote network connections, and CVE-2025-59230 allows an authorized attacker to elevate privileges locally and gain SYSTEM privileges. It essentially takes advantage of the fact that when RasMan is not running, any process can impersonate RasMan and execute code on an RPC endpoint - a condition the exploit depends on.


The exploit is freely downloadable, so one can assume it has been and will be obtained by many interested parties, possibly including malicious actors


"Consequently, a working exploit must therefore be able to (also) stop the RasMan service to release said RPC endpoint," ACROS Security CEO and 0patch co-founder Mitja Kolsek said in a Friday blog. "And this was the second, non-obvious vulnerability that the CVE-2025-59230 exploit we had found utilizes: one that allows an unprivileged user to crash the RasMan service. Without this capability, CVE-2025-59230 could hardly be exploited." 
This new vulnerability hasn't yet been assigned a CVE and remains unpatched across all Windows versions. While Kolsek said he alerted the Windows giant about the security hole, "we have no feedback on patching from Microsoft," he told The Register.
We also reached out to Microsoft about assigning a CVE and issuing a patch and didn't receive a response.
Kolsek told us that, while his company has no evidence of this zero-day being exploited in the wild, "we did find a working exploit on the internet that has not been detected as malicious by any malware detection engines. The exploit is freely downloadable, so one can assume it has and will be obtained by many interested parties, possibly including malicious actors."


	Frightful Patch Tuesday gives admins a scare with 175+ Microsoft CVEs, 3 under attack


	Microsoft quietly shuts down Windows shortcut flaw after years of espionage abuse


	Windows Themes zero-day bug exposes users to NTLM credential theft


	New React vulns leak secrets, invite DoS attacks


The flaw, as Kolsek explained in the blog, is due to a coding issue in processing circular linked lists. The service traverses the list in a loop, and it's supposed to exit once the list has been traversed - but it can't exit the loop if the pointer is null.
"This causes memory access violation and crashes the RasMan service," Kolsek wrote.
The patch, and all of those pushed by 0patch, are free until and unless the vendor - Microsoft, in this case - issues an official patch. To get it, you must sign up for a free trial at 0patch Central. (r)
Updated to add at 2230 GMT on December 15, 2025
After publication, a Microsoft spokesperson told The Register: "We are aware of the denial-of-service issue as reported and will address this in a future fix. Customers who have applied the October patches for CVE-2025-59230 are protected against exploitation of the issue for Elevation of Privilege (EoP)."
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