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      Biting the hand that feeds IT -- Enterprise Technology News and Analysis


      
        Crypto crooks co-opt stolen AWS creds to mine coins
        Jessica Lyons

        'Within 10 minutes of gaining initial access, crypto miners were operational' Your AWS account could be quietly running someone else's cryptominer. Cryptocurrency thieves are using stolen Amazon account credentials to mine for coins at the expense of AWS customers, abusing their Elastic Container Service (ECS) and their Elastic Compute Cloud (EC2) resources, in an ongoing operation that started on November 2....

      

      
        Mobile industry says energy targets are meaningless without common metrics
        Dan Robinson

        NGMN warns fragmented standards leave operators guessing about power use The Next Generation Mobile Networks (NGMN) alliance is calling for standardized ways to measure energy consumption, saying that the industry cannot deliver on its efficiency and sustainability goals without them....

      

      
        Trump Media jumps aboard the speculative nuclear fusion bandwagon
        Brandon Vigliarolo

        Ambitious timelines don't bend the laws of physics Just when you thought 2025 couldn't get any weirder, Trump Media and Technology Group - best known for Truth Social - is jumping into the still-nascent but heavily funded nuclear fusion industry via a planned merger with TAE Technologies....

      

      
        Kim's crypto thieving reached a record $2B in 2025
        Connor Jones

        ByBit attack doing some seriously heavy lifting North Korea's yearly cryptocurrency thefts have accelerated, with Kim's state-backed cybercriminals plundering just over $2 billion worth of tokens in 2025.... 

      

      
        Another bad week for SonicWall as SMA 1000 zero-day under active exploit
        Carly Page

        Flaw in remote-access appliance lets attackers chain bugs for root-level takeover SonicWall has warned customers of a zero-day flaw in its SMA 1000 remote-access appliance that's being actively exploited, potentially allowing attackers to escalate privileges and take over boxes....

      

      
        FBI dismantles alleged $70M crypto laundering operation
        Carly Page

        Justice Department claims unlicensed exchange funneled ransomware profits US feds have dismantled a crypto laundering service that they say helped cybercrooks wash tens of millions of dollars in dirty digital cash, seizing its servers and unsealing charges against an alleged Russian operator....

      

      
        Isaacman finally confirmed as NASA boss after Trump derailed first attempt
        Richard Speed

        Billionaire space tourist inherits troubled agency facing budget chaos, workforce cuts, and a Moon race against China NASA has a new administrator. Billionaire and space tourist Jared Isaacman was confirmed by the US Senate by a vote of 67 to 30....

      

      
        NHS tech supplier probes cyberattack on internal systems
        Connor Jones

        Around 2,000 GP practices use its products Updated  An NHS tech supplier is investigating a cyberattack that affected its systems in the early hours of Sunday.... 

      

      
        React2Shell exploitation spreads as Microsoft counts hundreds of hacked machines
        Carly Page

        Security boffins warn flaw is now being used for ransomware attacks against live networks Microsoft says attackers have already compromised "several hundred machines across a diverse set of organizations" via the React2Shell flaw, using the access to execute code, deploy malware, and, in some cases, deliver ransomware....

      

      
        BBC tapped to stop Britain being baffled by AI
        SA Mathieson

        Gov wants broadcaster to revive 1980s computer literacy magic - and maybe flog its archives to tech giants The UK government wants the BBC to help Brits understand AI and develop basic technology skills as part of the public broadcaster's next charter period....

      

      
        DVSA's clapped-out booking system gets bot slapped as new boss rides in
        SA Mathieson

        18-year-old platform crumbles under 94M daily requests while resellers flog PS62 tests for PS500 The UK's Driver and Vehicle Standards Agency (DVSA) has appointed a new chief exec to tackle spiraling waits for practical driving tests with bots overrunning its aging booking system....

      

      
        UK surveillance law still full of holes, watchdog warns
        Connor Jones

        Investigatory Powers Commissioner says reforms have failed to close oversight gaps The UK's Investigatory Powers Act 2016 (IPA) has several regulatory gaps that must be plugged in future legislative reforms, according to Investigatory Powers Commissioner (IPC) Sir Brian Leveson....

      

      
        Brit broadband grilling descends into farce over targets and definitions
        Dan Robinson

        MPs press minister for answers - and get few If UK readers are perplexed by the country's seemingly shambolic state of broadband and telecoms, relative to other European nations, insight can be gleaned from a one-off evidence session conducted by Parliament.... 

      

      
        United Nations agrees to persist with multi-stakeholder internet governance
        Simon Sharwood

        World Summit on the Information Society resolves the world needs a permanent forum to discuss how we manage the 'Net The United Nations General Assembly on Wednesday reached consensus on a review of the world's internet governance arrangements and preserved the current multi-stakeholder model that means governments are just one of many voices that debate the future of the internet....

      

      
        Micron says memory shortages are here for the foreseeable future
        Simon Sharwood

        Even with its new fabs coming online, demand will exceed supply Memory-maker Micron Technology has predicted that RAM shortages are here to stay, meaning higher prices for servers probably are, too....

      

      
        ServiceNow unworried by Salesforce firing shots across its bow
        O'Ryan Johnson

        Believes it can translate workflow smarts into AI ROI In October, Salesforce debuted Agentforce IT in a direct challenge to ServiceNow's ITSM product, and analyst firm Forrester's vice president and principal analyst Charles Betz rated it the "most credible threat" ServiceNow has ever faced....

      

      
        Purdue makes 'AI working competency' a graduation requirement
        Thomas Claburn

        GPT-before-GPA plan has faculty and students scratching their heads Purdue University last week said it will require incoming undergraduate students to meet an "AI working competency" requirement in order to graduate....

      

      
        Attacks pummeling Cisco AsyncOS 0-day since late November
        Jessica Lyons

        No timeline for a patch Suspected Chinese-government-linked threat actors have been battering a maximum-severity Cisco AsyncOS zero-day vulnerability in some Secure Email Gateway (SEG) and Secure Email and Web Manager (SEWM) appliances for nearly a month, and there's no timeline for a fix.... 

      

      
        CEO spills the Tea about massive token farming campaigns
        Jessica Lyons

        Plus: automated SBOMs, $250,000 bounties ahead interview  No good idea - like rewarding open source software developers and maintainers for their contributions - goes unabused by cybercriminals, and this was the case with the Tea Protocol and two token farming campaigns....

      

      
        Jassy taps 27-year Amazon veteran to run AGI org, which is now definitely a thing that exists
        Corey Quinn

        Amazon bets that by making AI its own group, it can outpace Microsoft and Google In today's episode of "Amazon Kremlinology," AWS has put out a press release that shows a significant shuffle of one of AWS's most storied leaders....

      

      
        Datacenters feel the Bern as Senator Sanders pushes bit barn building pause
        Brandon Vigliarolo

        Vermont lawmaker proposes DC moratorium to give Congress time to rein in the AI boom US Senator Bernie Sanders (I-VT) is calling for a nationwide moratorium on datacenter construction, saying it would "give democracy a chance to catch up ... and make sure that the benefits of technology work for all of us, not just the wealthiest people on Earth."...

      

      
        GitHub walks back plan to charge for self-hosted runners
        Brandon Vigliarolo

        Engineers cried foul over plan to charge $0.002/min. updated  Following publication of our original article, GitHub reversed its decision. The Microsoft-owned developer site has taken to X to admit it might have made a mistake by unilaterally announcing plans to charge people for using their own hardware to host runners.... 

      

      
        Microsoft security update breaks MSMQ on older Win systems
        Richard Speed

        Folder permission changes cause queue failures and misleading error messages, no real fix yet Microsoft has good news for administrators: while some organizations now pay for security updates on older Windows versions, the inconsistent quality remains free....
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    Crypto crooks co-opt stolen AWS creds to mine coins

    
'Within 10 minutes of gaining initial access, crypto miners were operational'    


    
        By 
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        Posted in Cyber-crime,
        
            18th December 2025 18:53 GMT
        
    


    
Your AWS account could be quietly running someone else's cryptominer. Cryptocurrency thieves are using stolen Amazon account credentials to mine for coins at the expense of AWS customers, abusing their Elastic Container Service (ECS) and their Elastic Compute Cloud (EC2) resources, in an ongoing operation that started on November 2.
The illicit cryptocurrency-mining campaign abuses compromised valid AWS Identity and Access Management (IAM) credentials with "admin-like privileges" - it doesn't exploit a vulnerability - and then uses this access to deploy a SBRMiner-MULTI on ECS and EC2, Amazon security engineer Kyle Koeller said in a blog this week.
"Within 10 minutes of the threat actor gaining initial access, crypto miners were operational," Koeller wrote.
Amazon's GuardDuty threat detection service spotted the cryptomining operation in a handful of customer accounts and alerted customers, we're told. 
After the crooks obtained the compromised AWS credentials, they checked EC2 service quotas to see how many instances they could launch, and tested their credential permissions by calling the RunInstances API multiple times with the DryRun flag enabled. This allowed them to ensure the credentials had sufficient privileges to proceed with their illicit mining, while not yet incurring compute charges and risking detection.
They also created "dozens" of ECS clusters to enable their illegal activities, sometimes exceeding 50 in a single attack, and used auto scaling groups in EC2 to maximize service quotas and resource consumption.


	Illicit crypto-miners pouncing on lazy DevOps configs that leave clouds vulnerable


	China, Iran are having a field day with React2Shell, Google warns


	Cryptojacking, backdoors abound as fiends abuse Aviatrix Controller bug


	Amazon security boss blames Russia's GRU for years-long energy-sector hacks


To make disruption more difficult - and thus allow the criminals to collect more cryptocurrency from stolen resources - they used ModifyInstanceAttribute with disable API termination set to true for persistence. This blocks the termination of AWS instances used for mining, and forces victims to take an extra step and re-enable API termination before deleting the impacted resources. 
"The threat actor's scripted use of multiple compute services, in combination with emerging persistence techniques, represents an advancement in crypto mining persistence methodologies that security teams should be aware of," Koeller wrote.
After deploying miners, the miscreants created an AWS Lambda function configured with no authentication and exposed it via a public Lambda Function URL, allowing them to maintain persistent access to the victims' environments.
To prevent becoming a victim of cryptomining abuse, Amazon recommends strong identity and access management controls, as well as temporary credentials instead of long-term access keys. As always, enforce multi-factor authentication (MFA) for all users, and apply least privilege to IAM. (r)
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    Mobile industry says energy targets are meaningless without common metrics

    
NGMN warns fragmented standards leave operators guessing about power use    


    
        By 
Dan Robinson        
    

    
        Posted in Networks,
        
            18th December 2025 18:07 GMT
        
    


    
The Next Generation Mobile Networks (NGMN) alliance is calling for standardized ways to measure energy consumption, saying that the industry cannot deliver on its efficiency and sustainability goals without them.
A report issued by the association, which represents mobile operators and vendors, says that energy metering is not sufficiently standardized across the industry, and this hinders efforts to manage the energy footprint of networks.
A move from basic energy monitoring to more advanced observability and management is essential, according to the report, including the ability to map energy consumption to individual network functions, services, and slices.
Energy usage is becoming a major concern for mobile operators, according to the NGMN. This is hardly surprising given rising costs in many regions, while consumption is growing due to various factors. Because of this, detailed energy metering is set to become a standard feature of telecoms equipment.
The problem is that metering functions are set to be defined by a number of different telecoms standards organizations, the report states, which would complicate efforts to get a coherent picture of energy use across all parts of the network infrastructure.
Also complicating the picture are network slices, a feature of 5G that is becoming more common as 5G Standalone (5G SA) network technology is rolled out. Slices are essentially virtual networks that allow mobile operators to tailor specific capabilities such as low latency or high reliability for specific applications or users, and these extend across different parts of the network.
Telcos have, in fact, been looking at greater energy efficiency for a while, with a report from a couple of years ago finding that this influenced their choice of hardware to deploy. Because of the disaggregated and cloud-like character of modern networks, operators have a much broader choice when it comes to hardware, it was noted, but this again points to the need for industry-wide standards for measuring energy usage.


	China Telecom and China Unicom jointly launch the world's first 5G-A service for high-speed rail


	Boffins say tool can sniff 5G traffic, launch 'attacks' without using rogue base stations


	Will 2025 be the year satellite-to-smartphone services truly take off?


	Gigs in space: Amazon breaks bandwidth barrier with Kuiper's satellite broadband


5G network hardware is understood to be much more energy efficient than the 4G kit it replaces - some vendors claim a reduction of 90 percent in energy consumption. However, a report from back in 2022 estimated that overall power consumption of 5G networks would likely still increase, because the volume of data carried was expected to increase dramatically.
"From both cost and carbon footprint perspectives, energy consumption is one of our industry's biggest challenges," said NGMN Alliance board chairman Laurent Leboucher, who is also EVP Networks for Orange Group.
"As we move further towards virtualized and cloud-native architectures using shared compute, we need industry-wide standards to measure energy use consistently and transparently. NGMN's recommendations towards standards in this area are a key first step," he added.
The NGMN report recommends that the industry should consolidate and harmonize standards where possible. It calls for the definition of a framework for energy monitoring that works for both fixed and mobile transport networks and is appropriate for all common operating models.
In addition, there should be a standardized API that enables operators to expose and manage the capabilities of network slices, including their energy consumption and efficiency. (r)
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    Trump Media jumps aboard the speculative nuclear fusion bandwagon

    
Ambitious timelines don't bend the laws of physics    


    
        By 
Brandon Vigliarolo        
    

    
        Posted in Science,
        
            18th December 2025 18:02 GMT
        
    


    
Just when you thought 2025 couldn't get any weirder, Trump Media and Technology Group - best known for Truth Social - is jumping into the still-nascent but heavily funded nuclear fusion industry via a planned merger with TAE Technologies.
TMTG on Thursday announced a merger agreement with fusion power firm TAE Technologies that will see the pair combine under the Trump banner with an arguably impossibly ambitious goal of breaking ground on a utility-scale fusion power plant in 2026. The deal, which the pair said is an all-stock transaction valued at $6 billion, isn't even supposed to close until the middle of next year. 
"Trump Media & Technology Group built uncancelable infrastructure to secure free expression online for Americans, and now we're taking a big step forward toward a revolutionary technology that will cement America's global energy dominance for generations," former congressman and TMTG chairman and CEO Devin Nunes said of the deal. 
"Fusion power ... will lower energy prices, boost supply, ensure America's A.I.-supremacy, revive our manufacturing base and bolster national defense," Nunes added. 
Fusion physics still doesn't care who's making the promise
Like other fusion bets, this hinges on whether TAE can turn lab experiments into a working power plant.
TAE has been chasing commercial fusion for roughly 27 years - nearly long enough for it to have existed for an entire cycle of the long-standing joke that fusion energy is always 30 years away. 
The company is working on a fusion generator that uses an approach known as field-reversed configuration (FRC), which the company claims has the potential to be more efficient than the donut-shaped tokamak reactors being chased by many other fusion startups. 
More efficiency in a system that has yet to actually function, we note, isn't exactly impressive. 
TAE claimed in April that its latest machine, dubbed Norm, produced hot, stable FRC plasma with reduced machine complexity and 50 percent lower costs, but production of plasma isn't fusion ignition - just the first step in the process.
As of writing, only one fusion facility has publicly reported achieving "ignition," meaning the fusion fuel released more energy than the laser energy delivered to the target. That milestone was reached at the US government-funded National Ignition Facility (NIF), which drew on scientists from multiple national laboratories and was first announced in December 2022.
While impressive, the NIF result still wasn't net positive in any practical sense: the facility consumed hundreds of megajoules of electrical energy to power the lasers, which delivered about 2 megajoules to the target and produced a fusion yield of roughly 3.15 megajoules.
According to TAE, it was planning a sixth-generation machine, Copernicus, "to demonstrate the viability of net energy generation ... before the end of the decade," but the company scrapped its plan for that machine in November, instead accelerating its plan to build Da Vinci, a prototype power plant, while skipping a critical demonstration phase. 
Still, there's no indication TAE has done anything besides produce and study high-temperature plasma in experimental devices - a far cry from being ready to move on to the utility-scale fusion power plant the combined company says it intends to site and begin constructing in 2026.
There's how much venture capital in the fusion game?
The far more realistic reason for a merger between the company behind Truth Social and a Google-backed fusion energy company that claims to have pulled down $1.2 billion in private capital funding is a simple one: Money. 
Trump Media and Technology Group, which was announced in October 2021 and jumped to nearly $100 a share shortly after, has been on a generally downward trajectory ever since, with only a brief spike in 2024 to offset continued losses. The company hit all-time lows in November when it dipped to just $10.29 a share, where it's been hovering ever since. But hey, wouldn't you know it? That fusion deal has seen it skyrocket to $14 as of writing, a 35 percent gain over the past month. 


	Brit boffins teach fusion plasma some manners with 3D magnetic field


	US tosses $134M pocket change at fusion pipe dream


	UK dumps PS2.5 billion into fusion pipe dream that's already cost millions


	Google to buy power from fusion energy startup Commonwealth - if they can ever make it work


Billions of dollars have been pouring into the fusion energy industry since the NIF achieved ignition in 2022, MIT noted earlier this month, making it the perfect gamble for a struggling social media company and a fusion firm that needs a new cash injection. 
Nuno Loureiro, the late director of MIT's Plasma Science and Fusion Center and a leading fusion researcher before his alleged murder this week, said in early December that the commercial viability of fusion energy within the next decade is still an "open question," but one that fusion companies are racing against each other to get enough funding for. 
"This is a very advanced technology, and whatever nation masters it first is going to have an incredible advantage," Loureiro said. "There is a moonshot opportunity here, a version of the Apollo program. But you cannot fund a disruptive technology with non-disruptive levels of money."
The NIF cost around $3.5 billion to construct and commission - and that's before all the money spent to fuel, operate, and staff it, bringing the total cost of the facility to at least $13.5 billion. 
In other words, Trump Fusion probably has a long way to go, if it ever gets there, but that likely won't stop the money from rolling in to what TMTG said will be "one of the world's first publicly traded fusion companies." 
Neither TAE nor TMTG responded to questions for this story. (r)
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    Kim's crypto thieving reached a record $2B in 2025

    
ByBit attack doing some seriously heavy lifting    


    
        By 
Connor Jones        
    

    
        Posted in Cyber-crime,
        
            18th December 2025 17:47 GMT
        
    


    
North Korea's yearly cryptocurrency thefts have accelerated, with Kim's state-backed cybercriminals plundering just over $2 billion worth of tokens in 2025.
That's according to research from blockchain biz Chainalysis, whose experts say that the figure represents a 51 percent increase year-on-year, and a huge proportion of the $3.4 billion that was stolen in total, globally.
"This marks the most severe year on record for DPRK crypto theft in terms of value stolen, with DPRK attacks also accounting for a record 76 percent of all service compromises," the company's report noted.
A major influencing factor on the steep rise is North Korea's February attack on Bybit, which netted around $1.5 billion worth of digital assets.
Another reason for this rise is the state's increased targeting of personal wallets, representing nearly half (44 percent) of the total value. In 2022, this accounted for just 7.3 percent of the country's efforts.
North Korea was responsible for around 158,000 individual wallet attacks this year, affecting 80,000 unique individuals.
Chainalysis said this is likely due to the heightened interest in cryptocurrency investing. It cited Solana as one example, with attacks on Solana-connected wallets amounting to 26,500 victims.
Overall, Kim's cronies cemented themselves as the dominant force in cryptocurrency thefts in 2025, taking the total value of their raids to an estimated $6.75 billion since researchers began tracking them.
Chainalysis said: "The country's record-breaking 2025 performance - achieved with 74 percent fewer known attacks - suggests we may be seeing only the most visible portion of its activities. The challenge for 2026 will be detecting and preventing these high-impact operations before DPRK-affiliated actors inflict another Bybit-scale incident."
Subverting the IT worker model
North Korea was responsible for a record 76 percent of attacks on centralized services this year. It accomplished this feat through private key compromises and continued attempts to embed skilled individuals into cryptocurrency services companies.
The country's effort to infiltrate Western companies with fake IT workers is well-known, but this year North Korea's IT army has shifted from securing positions to posing as recruiters for crypto and other types of web3 businesses.
In doing so, they have been able to run fake technical screenings, during which they gain access to and ultimately steal credentials and source code, and secure remote access into the networks where applicants currently work.
The report added: "At the executive level, a similar social-engineering playbook appears in the form of bogus outreach from purported strategic investors or acquirers, who use pitch meetings and pseudo-due diligence to probe for sensitive systems information and potential access paths into high-value infrastructure - an evolution that builds directly on the DPRK's IT worker fraud operations and their focus on strategically important AI and blockchain companies."
DeFi no more?
Researchers' observations suggest that the country's new focus on personal wallets and centralized services is replacing previous raids on decentralized finance (DeFi) protocols.
For those not in tune with the web3 lingo, DeFi protocols exist on blockchains and facilitate actions such as lending and borrowing using smart contracts, all without the need for intermediaries.


	Fake North Korean IT workers sneaking into healthcare, finance, and AI


	The one interview question that will protect you from North Korean fake workers


	North Korea's Lazarus Group shares its malware with IT work scammers


	US sanctions alleged North Korean IT sweatshop leader


These smart contracts typically hold vast amounts of a blockchain's assets. Exploiting a vulnerability in one can grant attackers full control over the total pot, and allow them to pay themselves via an irreversible transaction.
Another term to understand is total value locked (TVL). This refers to the sum of all assets deposited by users - the bigger the TVL, the bigger the potential pool of assets attackers can steal through smart contract vulnerabilities, for example, and the more tempting they are.
But Chainalysis said that activity in 2024 and 2025 started to show divergence from this trend. TVLs grew during this period, but attacks targeting protocols fell, suggesting DeFi security standards are improving and thus discouraging attackers.
DeFi attacks are still causing headaches in the web3 space. Lucrative raids from the past year have included those on Garden and Balancer, but the TVL to total losses ratio is way down. (r)
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    Another bad week for SonicWall as SMA 1000 zero-day under active exploit

    
Flaw in remote-access appliance lets attackers chain bugs for root-level takeover    


    
        By 
Carly Page        
    

    
        Posted in Cyber-crime,
        
            18th December 2025 14:34 GMT
        
    


    
SonicWall has warned customers of a zero-day flaw in its SMA 1000 remote-access appliance that's being actively exploited, potentially allowing attackers to escalate privileges and take over boxes.
The bug, tracked as CVE-2025-40602, resides in the appliance management console of SonicWall's Secure Mobile Access (SMA) 1000 series and stems from missing or insufficient authorization checks that let authenticated attackers elevate their privileges.
SonicWall's advisory says the vulnerability has been chained with another SMA 1000 flaw patched earlier this year (CVE-2025-23006) to enable unauthenticated remote code execution with root rights - a particularly nasty combo when weaponized in the wild.
SonicWall's official notice, published this week, says users should update to the latest hotfix versions immediately and restrict access to the Appliance Management Console to trusted networks. The vendor's PSIRT team says the issue affects only SMA 1000 appliances and does not impact other SonicWall firewall products or SSL VPN functions, but the fact that attackers have already begun exploiting the flaw underscores how exposed remote-access infrastructure remains.
Researchers tracking exposed devices report hundreds of SMA 1000 units visible on the open internet, meaning a large pool of potentially vulnerable targets if patches aren't applied quickly.


	Corporate predators get more than they bargain for when their prey runs SonicWall firewalls


	SonicWall fingers state-backed cyber crew for September firewall breach


	SonicWall breach hits every cloud backup customer after 5% claim goes up in smoke


	SonicWall releases rootkit-busting firmware update following wave of attacks


SonicWall has been a frequent target for cybercrime crews in 2025. In September, the vendor disclosed a breach of its MySonicWall cloud backup service, where attackers accessed firewall configuration backups stored for customers. Initial estimates that fewer than 5 percent of users were affected were later revised after an incident response investigation with Mandiant concluded that all organizations using the service had their backup files exposed.
Those exposed configuration files, which included network rules, access policies, and encrypted credentials, could give adversaries a detailed roadmap into corporate infrastructure if they can brute-force or decrypt the contents. SonicWall urged customers to delete any existing cloud backups, change their MySonicWall credentials, rotate shared secrets and passwords, and recreate new backup files locally rather than in the cloud.
SonicWall later attributed the backup compromise to state-sponsored threat actors, though it declined to name a specific country or group. The vendor has promised to "continue working with third parties to harden network and cloud infrastructure," a process that, judging by this week's actively exploited zero-day, appears to be very much still in progress. (r)
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    FBI dismantles alleged $70M crypto laundering operation

    
Justice Department claims unlicensed exchange funneled ransomware profits    


    
        By 
Carly Page        
    

    
        Posted in Cyber-crime,
        
            18th December 2025 13:52 GMT
        
    


    
US feds have dismantled a crypto laundering service that they say helped cybercrooks wash tens of millions of dollars in dirty digital cash, seizing its servers and unsealing charges against an alleged Russian operator.
The FBI, working with cops in Europe and a grab bag of state and federal agencies, announced this week that it has taken down the infrastructure behind E-Note, an unlicensed virtual currency exchange accused of acting as a financial rinse cycle for ransomware crews, account takeover gangs, and other online criminals.
According to prosecutors in the Eastern District of Michigan, E-Note and its associated money mule networks moved more than $70 million in illicit proceeds between 2017 and the takedown, converting stolen or extorted cryptocurrency into cash and other assets that were harder for authorities to trace. Investigators seized servers, mobile apps, and multiple domains used to operate the service, including e-note.com and e-note.ws, effectively pulling the plug on the platform.
US authorities also unsealed an indictment charging 39-year-old Russian national Mykhalio Petrovich Chudnovets with conspiracy to launder monetary instruments. Prosecutors allege Chudnovets has been offering laundering services to financially motivated cybercrooks since at least 2010 via the E-Note service, "which he controlled and operated." US law enforcement separately obtained earlier copies of Chudnovets' servers, including customer databases and transaction records, according to the announcement.


	Europol nukes Cryptomixer laundering hub, seizing EU25M in Bitcoin


	Russia-linked crooks bought a bank for Christmas to launder cyber loot


	UK prosecutors seize PS4.11M in crypto from Twitter mega-hack culprit


	China hates crypto and scams, but is now outraged USA acquired bitcoin from a scammer


If convicted, Chudnovets faces up to 20 years behind bars, though he remains at large and, like all defendants, is presumed innocent unless and until a court says otherwise.
Officials framed the operation as a strike not just against one service, but against the financial plumbing that keeps cybercrime profitable. Unlike regulated exchanges, E-Note allegedly operated with little to no anti-money laundering controls, making it attractive to ransomware operators, including those targeting healthcare and critical infrastructure organizations.
The takedown fits into a broader law enforcement push aimed at choking off the services that sit between cybercrime and payday. US authorities have increasingly focused on mixers and rogue exchanges rather than just the hackers at the keyboard, arguing that disrupting cash-out options raises costs and friction across the criminal ecosystem.
Whether knocking out E-Note delivers a lasting blow remains to be seen, but US feds are clearly betting that yanking out the middlemen hurts more than chasing individual thieves. (r)
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    Isaacman finally confirmed as NASA boss after Trump derailed first attempt

    
Billionaire space tourist inherits troubled agency facing budget chaos, workforce cuts, and a Moon race against China    
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NASA has a new administrator. Billionaire and space tourist Jared Isaacman was confirmed by the US Senate by a vote of 67 to 30.
Isaacman's path to the role was turbulent. Nominated by President Donald Trump in January, the nomination was abruptly cancelled in May after Trump fell out with Elon Musk - Isaacman was a SpaceX customer - and reinstated in November.
He inherits a troubled agency still reeling from a year of budget chaos that threatened major programs, though advocacy and congressional action helped save or restore funding for many missions that looked set for the axe.
Observers have welcomed Isaacman's arrival. In a statement, the Planetary Society said: "After nearly a year of historic disruptions to the agency's workforce, facilities, and budget, Mr Isaacman has the opportunity to stabilize and reinvigorate the US space program.
"Congress is on a path to provide Mr Isaacman with a restored budget that better funds national priorities: returning humans to the Moon, maintaining US leadership in space science and exploration, and training the next generation of scientists and aerospace engineers."
Over the last year, NASA has dealt with rounds of layoffs and resignations, resulting in a considerably reduced workforce and continued uncertainty over what role, if any, its centers around the US would play.
With Isaacman confirmed as NASA's 15th Administrator, all eyes are on the first moves he makes. A leaked paper he authored, Project Athena, proposed changes for the agency, including a move to "science-as-a-service" by paying commercial vendors for data and increasing private industry involvement. Isaacman has subsequently called the May document "dated".


	NASA tries savin' MAVEN as Mars probe loses contact with Earth


	NASA nominee 'committed' to uprooting Shuttle Discovery for Houston trophy piece


	Baikonur's only crew-capable pad busted after Soyuz flight


	SpaceX loses debut V3 Super Heavy in ground test mishap


	SpaceX's Starship: Two down, Mons Huygens to climb


His SpaceX connections raise questions: he flew to orbit twice as a paying SpaceX customer, and Musk recommended him before the rift with Trump. Though Isaacman insists his plan "never favored any one vendor," the optics are notable.
Critical challenges loom for the NASA Administrator. The next Artemis mission (a crewed free-return flight around the Moon) is due to launch as early as February. However meeting NASA's goal of landing humans on the Moon before China requires difficult decisions. SpaceX's Starship is behind schedule, and acting Administrator Sean Duffy's move to reopen the landing contract has yielded few viable alternatives.
As one space industry put it to El Reg: "At last there is a NASA leader, but now we face the question of what direction will he take the space program." (r)
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    NHS tech supplier probes cyberattack on internal systems

    
Around 2,000 GP practices use its products    
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Updated An NHS tech supplier is investigating a cyberattack that affected its systems in the early hours of Sunday.
DXS International, which provides tools to NHS trusts to tackle appointment referral errors and prescriptions, disclosed the "security incident" to the London Stock Exchange on Thursday morning.
The attack affected its office servers but was immediately contained by its own IT staff, and those working for NHS England, the statement says.
A third-party digital forensics company is now investigating the case to understand the full scope and nature of the attack.
DXS says there was minimal impact on its products, and its frontline clinical services remained operational throughout.
"The company has notified the relevant regulators, authorities, and law enforcement agencies, including the Information Commissioner's Office, and various NHS bodies, and is fully cooperating with their investigations."
The Register contacted both DXS and the NHS to understand the impact on patient care across the UK.
DXS does not publicly disclose how many NHS customers it supports in total, and it did not immediately respond to our questions.


	Barts Health seeks High Court block after Clop pillages NHS trust data


	NHS supplier ends probe into ransomware attack that contributed to patient death


	NHS left with sick PCs as suppliers resist Windows 11 treatment


	NHS disability equipment provider on brink of collapse a year after cyberattack


However, its ExpertCare solution, used by clinicians to quickly understand prescription needs for cardiovascular diseases, is deployed widely.
According to the product's website, around 2,000 general practitioners, which oversee the care of around 17 million patients, use the software.
Its other program, BestPathway, does not list the number of customers it supports, and is being phased out for its replacement system, Next-Gen.
DXS said in its most recent financial report for the year ended April 2025 - in which it recorded revenues of PS3.4 million ($4.5 million) - that it expects to secure many more customers in fiscal 2026/27.
It said upcoming NHS restructuring means that around 80 percent of its customers, many of whom have "a significant number of GP practices" not using BestPathway/Next-Gen, will look to standardize platforms, which "represents a substantial revenue growth opportunity." (r)
Updated to add at 1546 UTC, December 18
An NHS England spokesperson said: "We, along with the National Cyber Security Centre and law enforcement partners, are working with an NHS supplier who is investigating a cyber incident. We are not aware of any patient services being impacted."
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    React2Shell exploitation spreads as Microsoft counts hundreds of hacked machines

    
Security boffins warn flaw is now being used for ransomware attacks against live networks    
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Microsoft says attackers have already compromised "several hundred machines across a diverse set of organizations" via the React2Shell flaw, using the access to execute code, deploy malware, and, in some cases, deliver ransomware.
In a blog post this week, Redmond said attackers are actively exploiting CVE-2025-55182, better known as React2Shell, a critical flaw in React Server Components that can be abused to run arbitrary code on vulnerable servers.
According to Microsoft's threat intelligence team, exploitation has already spread well beyond the proof-of-concept stage, with hundreds of compromised systems confirmed across multiple sectors and regions.
The company said attackers are abusing the flaw to run arbitrary commands, drop malware, and pivot deeper into victim environments, often blending the activity into legitimate-looking application traffic.
React2Shell first burst into the open earlier this month, when researchers warned the React Server Components bug could be exploited to execute attacker-controlled code. The bug was quickly chained to other weaknesses and misconfigurations, with early campaigns linked to China and Iran-nexus threat activity that probed exposed servers at scale. A separate wave of disclosures days later revealed additional "SecretLeak" bugs in React tooling, further rattling developers who had only just begun to understand the blast radius of React2Shell.
Microsoft's latest findings suggest exploitation attempts ramped up rapidly after public disclosure, with attackers using successful exploits to push malware - including memory-based downloaders and cryptominers - onto exposed JavaScript application backends.
Other threat intelligence teams are seeing the same thing on the ground. Security firm S-RM said it has already responded to a real-world intrusion in which React2Shell was used as the initial access vector to breach a corporate network and deploy ransomware.
"This is the first time S-RM has observed this vulnerability being used by financially motivated threat actors to facilitate a cyber extortion attack, and highlights an escalation in the known impact of this vulnerability compared to other public reporting, which has so far primarily documented instances of the vulnerability being used to introduce backdoor malware or cryptominers," the company said.


	China, Iran are having a field day with React2Shell, Google warns


	Half of exposed React servers remain unpatched amid active exploitation


	Cloudflare blames Friday outage on borked fix for React2Shell vuln


	Beijing-linked hackers are hammering max-severity React bug, AWS warns


Telemetry also points to industrial-scale abuse. Andrew Morris, founder of GreyNoise, wrote on LinkedIn that exploitation remains intense weeks after disclosure.
"React2Shell continues to pop off by our count at GreyNoise Intelligence," Morris said. "We continue to stack a pretty hefty number of distinct malware payloads. Exploitation is still very high with the number of cumulative networks exploiting this vuln reaching all-time highs almost every single day since disclosure."
The scale reflects how widely React Server Components have been adopted. Designed to offload rendering work to the server to improve performance, the technology is now embedded in countless production apps, with one estimate suggesting that 39 percent of cloud environments are vulnerable to the React2Shell flaw. 
The exact number of known React2Shell victims is not yet known, but Palo Alto Networks has confirmed that more than 50 organizations have so far been compromised. However, the true figure is likely much higher, as researchers warned last week that half of the systems vulnerable to the bug remain unpatched.
For organizations still scrambling to respond, Microsoft urged teams to apply available patches, audit exposed React Server Component deployments, and monitor for signs of exploitation. With exploitation still surging and patching incomplete, React2Shell remains wide open for abuse. (r)
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    BBC tapped to stop Britain being baffled by AI

    
Gov wants broadcaster to revive 1980s computer literacy magic - and maybe flog its archives to tech giants    
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The UK government wants the BBC to help Brits understand AI and develop basic technology skills as part of the public broadcaster's next charter period.
In its charter review published on December 16, the Department for Culture, Media and Sport (DCMS) says it wants the Beeb to become a "trusted guide" in navigating technological change.
"In particular, we want the BBC to support basic and universal skills on the one hand, and on the other to help the public understand AI, engage with it constructively and understand its impacts."
This could include teaching people to recognize AI-generated content, assess its reliability, and learn basic prompting skills.
The aims echo the BBC's Computer Literacy Project, which launched in 1979, contributing to the UK's home computing boom of the 1980s. That initiative produced a series of programmes to educate people about software and hardware, including The Computer Programme, Making the Most of the Micro, and Micro Live.
The project led to co-development of the BBC Microcomputer, which Cambridge-based computer maker Acorn launched in 1981, selling more than 1.5 million units. Acorn developed the Arm processor in 1985, and in 1990 set up Arm as a joint venture with Apple and VLSI Technology. The tech has since been included in more than 325 billion devices.


	Students using ChatGPT beware: Real learning takes legwork, study finds


	UK's Ministry of Defence pins hopes on AI to stop the next massive email blunder


	AI summaries turn real news into nonsense, BBC finds


	Apple shrugs off BBC complaint with promise to 'further clarify' AI content


DCMS also wants the BBC to explain how it uses AI internally - something the corporation has already committed to through transparency principles published last year.
The broadcaster is using generative AI to write text for the BBC Sounds app, based on its live radio commentary of some football matches, though its research has found that AI chatbots often can't reliably summarize BBC news stories.
The charter review, which will shape the BBC's goals for the decade from January 2028, explores alternative funding models including advertising on its UK website or across all platforms, subscriptions for some content, and increased commercial revenues.
DCMS wants to work with the BBC on whether its archives could be used to train AI to generate revenue, and suggests the corporation could use AI to lower its costs as well as supporting smaller public service media organizations in negotiating with AI companies. (r)
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    DVSA's clapped-out booking system gets bot slapped as new boss rides in

    
18-year-old platform crumbles under 94M daily requests while resellers flog PS62 tests for PS500    
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The UK's Driver and Vehicle Standards Agency (DVSA) has appointed a new chief exec to tackle spiraling waits for practical driving tests with bots overrunning its aging booking system.
Beverley Warmington will join the agency on January 5. "I have every confidence she will grip the driving test backlog and robustly oversee the reforms needed to ensure learners can get on the road when they are truly ready and safe to do so," said roads and buses minister Simon Lightwood.
Most practical driving test slots at DVSA centers are snapped up immediately after release - 24 weeks in advance. The National Audit Office (NAO) found that 198 (70 percent) of the agency's 240 permanent test centers reported a 24-week wait in September. The average wait is 22 weeks, with DVSA not expecting to meet a seven-week target until November 2027.
Much of the demand comes from two types of paid bot services. Cancellation checkers alert candidates to newly released slots, sometimes booking on their behalf. Resellers tell candidates to book any nationwide slot, then charge them to swap it for a bot-booked test at their preferred location and date.
A DVSA survey of 21,656 candidates found 31 percent of candidates used third-party resellers, with some paying up to PS500 versus the PS62 official weekday fee.
The NAO said DVSA has struggled to tackle bots due to technical issues and staffing shortages. Its booking system is almost 18 years old and has what the report called "significant security and operational limitations," with high levels of demand making it unstable at peak times.
It handled 50 million web requests a day through bot protection in September 2025, up from around 10 million a day in September 2024, with one day seeing more than 94 million requests.
When the DVSA fights back, the bots often win. "Third parties develop bots at pace, quickly overcoming any new protection measures," the NAO said. "For example, DVSA's introduction of a key anti-bot measure was neutralized by bot developers within one day."


	OK, boomer? Gen-X-ers, elder millennials most likely to name their cars, says DVLA


	Y2K quick-fix crick? 1920s come roaring back after mystery blip at UK's vehicle licensing agency


	Wanted: DVLA CTO. Must love cloud, open standards, agile - and retiring outdated kit


	Oops, says Manchester City Council after thousands of number plates exposed in parking ticket spreadsheet


The agency has no dedicated in-house staff working to defend it against bots, relying instead on existing staff developing expertise and support from suppliers. DVSA said it has automated some bot protection work and is continuing to look for ways to protect itself better. Its webpages on GOV.UK include specific instructions on what to do if specific error messages appear during booking.
As well as the impact on candidates, bot bookings hamper DVSA's ability to establish actual demand for tests, particularly by area given bookings made purely to swap for other ones. Maps in the report show bookings for DVSA's Inverness center made from addresses in southern England and bookings for Launceston in Cornwall made from northern Scotland, although it says there may be reasons in some cases, including students living away from home.
The agency allows instructors and businesses to book then swap tests between candidates they are teaching, with 327,000 swapped in 2024 (17 percent of the total). This year, DVSA closed 880 business accounts used for excessive booking and swapping, and limited swaps per driver from 30 to 10.
From spring 2026, only candidates can book practical tests, with two changes to a booking allowed and even then only to a test center near the original booking.
Overall, the NAO saw low examiner numbers as the main issue. "We recommend that DVSA reviews what is driving the increased demand for tests and looks at what is needed to scale up the examiner workforce for increased test delivery," said report director Lee Summerfield.
Slot-booking bots have just made things worse. (r)
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    UK surveillance law still full of holes, watchdog warns

    
Investigatory Powers Commissioner says reforms have failed to close oversight gaps    
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The UK's Investigatory Powers Act 2016 (IPA) has several regulatory gaps that must be plugged in future legislative reforms, according to Investigatory Powers Commissioner (IPC) Sir Brian Leveson.
In his annual report published this week, the watchdog said the Investigatory Powers (Amendment) Act 2024 (IPAA) failed to plug holes left behind by the original legislation, adding that any future reforms should be enacted by the Home Office.
For example, privileged information shared by foreign partners is currently not overseen by the IPC. It's common practice for national intelligence agencies, such as GCHQ, to receive reports from allies overseas, including from those in the Five Eyes alliance.
These reports often contain the kind of privileged information that, in the UK, would require permission from a judicial commissioner, under the IPA, to acquire. Given that this information is handed to intelligence agencies without such authorization, and stored for later use, this presents a loophole through which sensitive information can escape regulatory oversight.
The IPC specifically named GCHQ in its example, noting that GCHQ has voluntarily disclosed its receipt and retention of this information to a judicial commissioner - as it would for data acquired through its own warrants - despite no legal requirement to do so.
Another potential regulatory gap highlighted refers to the UK intelligence community (UKIC) not having to disclose serious data breaches, provided that the breach meets the criteria for a relevant error, as specified by the IPA.
A relevant error refers to an error made by a public authority in the process of meeting any requirements of the IPA that are also subject to review by a judicial commissioner. It means members of the UKIC - MI5, MI6, and GCHQ - do not have to report serious breaches to the Information Commissioner's Office if they occur while carrying out activities related to the IPA.
Sir Leveson said the reason the UKIC is afforded this exemption is unclear, and it could open up issues regarding public interest disclosures.
"At present, this means that UKIC could commit a serious personal data breach which might not come to the attention of the competent supervisory authority for data protection unless we refer the matter," he reported.
"Given the possible sensitivities involved, we are not best placed to do this. This may leave a gap which could be contrary to the public interest."
The IPC also said the IPA is in need of reform to future-proof it from technological developments, owing to "a complex patchwork of legislation that can be difficult to apply to real operational scenarios and difficult to oversee."
Further, Sir Leveson noted the IPAA introduced "modest changes" to clear up the ambiguous definitions of communications data (CD), but they don't fully address the issues facing public authorities and regulators.
Electronic financial transaction data continues to present difficulties. The Home Office has made attempts to clarify what is and is not defined as CD with respect to financial transaction data, but the IPC maintains these efforts do not adequately clear up the legal complexities.
The ambiguity here is a cause of frustration for law enforcement agencies (LEAs), for example, as they are left wondering about the correct legal route for acquiring certain types of data for investigations.
Lingering IT gripes
The IPC once again notes the absence of a plan to replace the aging IT systems used by LEAs to manage and disseminate data intercepted under the IPA, saying this is "unacceptable."
It has badgered the Home Office, which has managed these systems since 2020. The original target for a central replacement system was 2020, although this was later delayed to 2025/26, and then scrapped in 2024.
The Home Office told the IPC that individual LEAs would be responsible for developing their own system that meets compliance requirements as set out by the Act, and they must use the existing system until then.


	Literal crossed wires sent cops after innocent neighbors in child abuse case


	Germany slams brakes on EU's Chat Control device-scanning snoopfest


	US spy chief claims UK backed down over Apple backdoor demand


	UK's attempt to keep details of Apple 'backdoor' case secret... denied


The IPC said: "While the existing system is currently stable, and being supported by the Home Office, reliance on this system in the absence of new ones being delivered does remain a significant concern."
"We recognize the complexity of developing new systems while maintaining operational continuity," Sir Leveson added. "However, the absence of a coherent and comprehensive plan to ensure all LEAs have sustainable, IPA-compliant systems in place before the current system is decommissioned is unacceptable. We continue to urge the Home Office to treat this matter as a priority."
Clearing up the debate around Technical Capability Notices
Of particular interest to any reports around the IPA at present are movements surrounding Technical Capability Notices, or TCNs, the legal requirements issued to companies like Apple to hand over data under the IPA.
The IPC declined to offer too much that has not already been said about TCNs, which became a hot topic of discussion this year after Apple was served one in January.
To recap, the Home Office issued Apple with a TCN - a legal order to hand over data under the IPA. The law forbids recipients from TCNs disclosing the details of those TCNs, or even revealing that they received one.
To that end, exactly what the Home Office demanded from Apple remains a mystery, although it is widely speculated to concern access to encrypted iCloud data. Apple withdrew Advanced Data Protection in the UK following the order.
Sir Leveson welcomed the Investigatory Powers Tribunal's April ruling, which sided against the Home Office as it sought to prevent the details of the TCN from playing out in public on national security grounds.
"We welcome the decision of the Tribunal to order that the bare facts of the case be disclosed to the public as we consider it is vitally important for there to be a mature and informed public debate about lawful access capabilities," he wrote.
The main reason the IPC believes this is beneficial is because of inaccurate reporting. He took issue with the fact that the TCN was referred to essentially as a backdoor for government snooping, describing the nomenclature as crude and erroneous.
"It is important that the public debate is not presented simply as privacy on the one hand, and a government free-for-all on the other," the IPC wrote. "This cannot be farther from the truth; lawful access can be achieved in a way that strikes a balance between maintaining strong encryption and ensuring law enforcement and the government can protect the public from terrorism, serious crime, and hostile state activity."
Privacy campaigners and security experts disagree. (r)
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    Brit broadband grilling descends into farce over targets and definitions

    
MPs press minister for answers - and get few    
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If UK readers are perplexed by the country's seemingly shambolic state of broadband and telecoms, relative to other European nations, insight can be gleaned from a one-off evidence session conducted by Parliament.
The Science, Innovation and Technology Committee of the UK Parliament held a session last week questioning the government minister for digital economy, Baroness Liz Lloyd CBE, on its plans for telecoms and broadband, and wider issues of digital inclusion - although you could be forgiven for thinking it was an episode of Yes Minister.
Chair of the committee Dame Chi Onwurah started by asking about cellular coverage, noting that the government's aim in its Proposed Statement of Strategic Priorities (SSP) is to have high-quality standalone 5G in all populated areas of the UK by 2030. She asked what that meant.
Sadly, Baroness Lloyd struggled to articulate what "high-quality standalone 5G" means. She offered that "standalone 5G, which is sometimes called 5G-plus, is the next capability on from 5G. It allows much better data transfer."
When the chair inquired what "high-quality" means, Baroness Lloyd answered that it means the same thing as standalone 5G, leading to some confusion.
"High-quality means standalone?" asked Dame Onwurah, to which the answer was "yes."
"In the statement 'high-quality standalone 5G,' 'high-quality' and 'standalone' mean the same thing?" Dame Onwurah pressed.
"I am sorry. I cannot define 'high-quality' other than in that way." Baroness Lloyd responded.
The chair then asked how populated areas were defined, and Kevin Adams, Interim Director for Digital Infrastructure at the Department of Science, Innovation and Technology (DSIT), responded that this excluded remote areas where there are few or no people living.
"How would you define few or no people?" she asked, to which he replied: "I am sorry. I do not have the exact definition."
Dame Onwurah then moved on, pointing out that most ordinary people do not care what the technology is, but do care about what they can do and whether they can access a decent level of broadband. She asked whether the country has the digital infrastructure necessary to support the government's ambitions on growth both regionally and nationally.
Baroness Lloyd claimed the UK has very good digital infrastructure, with great datacenter capabilities, and we the country now has "good mobile coverage that benchmarks pretty well with the EU and comparable countries."
This will probably come as news to many Brits, especially as the UK's 5G networks were found to be among the worst in Europe when it comes to download speed, upload speed, latency, and packet loss, as we reported earlier this year.
There then followed more confusion as the chair asked what expectation there is for decent 4G and broadband coverage across the country.
"The target was 95 percent from at least one operator," Baroness Lloyd answered.
But the 95 percent figure includes all mobile operators, Dame Onwurah shot back, and the vast majority of people subscribe to only one network. What coverage should someone on just one network expect to be able to experience?
"We do not have a single per-operator ambition," was the answer.
The chair explained that her research has revealed inadequate coverage in several sparsely populated areas of Northumberland. She asked whether there are plans to extend decent coverage to these underserved regions.
"As we move to 5G and others, you will not necessarily have more coverage," came the response.
Adams explained: "We do not have a specific government ambition. The ambition that we have, which you have quoted, has already been met and surpassed. Clearly, the ambition is for that to continue to improve."
"Under the Shared Rural Network, we are addressing some of those not-spots. We are trying to improve on a number of fronts. We have not defined a specific government ambition beyond that," he said.
Attention subsequently turned to Project Gigabit, with MP Freddie van Mierlo asking if everything was on track to meet the government's target of having gigabit-capable broadband available to 99 percent of UK premises by 2032. ("Available" meaning it is in your area, so you could sign up for it if you wish.)
"As far as I can see, we have good funded plans to keep the momentum through the period of the spending review. We will take the next funding decisions at the end of that spending review period to complete the project. We will see where the commercial market is and the funding needed to complete that," Baroness Lloyd stated.
The spending review covers government expenditure until 2029-30 for capital investment.
But van Mierlo claimed that areas like his Oxfordshire constituency are currently below target, and asked if there were any further interventions the government is planning to address this.
"The priority is to continue with the plans as we have today," Baroness Lloyd replied. "Those plans will not meet the target," van Mierlo answered back.
The baroness said the government would need to look at how it can fill any gaps, once it comes to the next period, to which van Mierlo asked about any possible successor program.
"My understanding is that Project Gigabit will continue. What we have sight of is the funding for the next few years," she responded.
There followed a back-and-forth between the two where van Mierlo tried to get an answer for how the shortfall in the government target would be addressed, especially in his constituency, which was halted by the chair asking for a letter from the government outlining its plans for what would happen between 2030, when the funding runs out, and 2032, the target date for delivery.
Later, van Mierlo said only around half the population have taken up full-fiber broadband in areas where it is available. He asked if this was a risk to the government's agenda in terms of growth and other capabilities, and whether there is a need to push adoption further.
Baroness Lloyd said the government's approach was more "showing opportunity and encouraging people, not forcing people to go digital." But this isn't entirely true, since the government wants to switch off the analog phone network.


	Whitehall rejects PS1.8B digital ID price tag - but won't say what it will cost


	UK tech minister vows more whole-government megadeals after PS9B Microsoft pact


	UK digital ID plan gets a price tag at last - PS1.8B


	Calls grow for inquiry into UK data watchdog after MoD leak


van Mierlo then turned to a recurring hobby horse for politicians - telephone or utility poles. Some areas are being left out of the network upgrade, he claimed, because residents do not want the infrastructure installed if that means new poles being erected. Is the government doing something to address this?
The baroness informed him that DSIT has "engaged with Ofcom and with the industry on the reuse of existing infrastructure," and hinted that planning-type reforms is one of the "things that we are looking at."
Another committee member, MP Adam Thompson, asked if regulator Ofcom was doing enough to promote competition in the broadband market.
In answer, Baroness Lloyd said the government had "seen the benefits of competition in the broadband market," it wants to build on the progress seen, and has highlighted some of the aspects Ofcom needs to have in mind for the next phase of the broadband rollout.
A stumbling block came when Thompson asked how DSIT intends to measure if competition is working in the UK broadband marketplace.
"Ofcom, in the telecoms access review, decides that," Adams said. "DSIT, in the statement of strategic priorities, sets the strategic framework for Ofcom."
"In that case, does Ofcom have a means by which it can measure that?" Thompson shot back.
"That is probably more a question for Ofcom," Baroness Lloyd responded.
At this point, the chair intervened to note that Ofcom set out three different layers of competition, and Area 2 regions, where there is potential for sustainable competition but it has not yet been realized in 90 percent of the country. She asked whether the minister foresees a point where we will have actual competition somewhere in the country.
"The reason that there are those tiers is in anticipation of there being changes. It allows for the potential that that might happen. I would not want to talk about the time horizon for that or get into the weeds of that," said Baroness Lloyd.
Does this mean the government has no particular ambition for a level of competition across the country? To which the baroness confirmed: "That is correct."
"I do find that surprising, given how important competition is for driving innovation, take-up, consumer choice, et cetera," the chair said. "The government are stepping back from any responsibility or ambition to drive competition across the country?"
"We have an ambition to drive competition, but just like with other areas of competition policy, we do not set specific levels or metrics ourselves," Baroness Lloyd stated.
MP Daniel Zeichner asked about the role of mobile and satellite in achieving the government's vision for UK broadband. In particular, he noted that Starlink has achieved considerable reach, and inquired about the government's investment in OneWeb.
"You are right that we did make a very significant investment in OneWeb," the baroness responded, but added: "I do not feel terribly prepared to answer that question today on our role in OneWeb. I may have to come back to you."
In fact, the UK government sank PS500 million (over $600 million) into bailing out OneWeb when Boris Johnson was Prime Minister. The firm later merged with rival Eutelsat, which currently has ambitions to challenge Starlink on satellite broadband delivery. However, the government chose Starlink instead for a trial to serve users in "hard to reach" locations around the country.
The session continued like this until it timed out - a term familiar to many people in locations with crappy network services. (r)
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The United Nations General Assembly on Wednesday reached consensus on a review of the world's internet governance arrangements and preserved the current multi-stakeholder model that means governments are just one of many voices that debate the future of the internet.
Wednesday's session caps a process that started in 2003, when the UN convened the World Summit on the Information Society (WSIS), a forum for discussing the role of technology in society.
The first WSIS process saw participating nations pledge "to build a people-centred, inclusive and development-oriented information society, where everyone can create, access, utilize and share information and knowledge." It also saw participating nations agree to the multi-stakeholder internet governance arrangements that persist to this day, and which sees organizations like the Internet Engineering Task Force (IETF), The Internet Corporation for Assigned Names and Numbers (ICANN), the Internet Society (ISOC), and the World Wide Web Consortium (W3C) each play a role.
Under WSIS, governments, academics, civil society groups, and other stakeholders all have a voice on matters related to the digital world. WSIS also links internet governance to the UN's other goals around human rights, equitable development, and sustainability.
WSIS also led to the creation of the Internet Governance Forum (IGF), a body to discuss public policy issues pertaining to the internet. In recent years, the IGF was the prime mover behind the first wave of international discussion on laws that govern AI.
The UN revisited WSIS in 2015, and left it largely unchanged but pledged to look at it again in 2025.
That process ended on Wednesday with approval of the WSIS+20 resolution.


	Wikidata: Attempting to bridge FOSS ideals and direct democracy


	UN Cybercrime Treaty wins dozens of signatories, to go with its many critics


	UN says Asian scam call center epidemic expanding globally amid political heat


	ICANN distances itself from radical proposal - which it funded - to give nations a role in internet governance


The big change in WSIS+20 saw the UN decide to make the IGF a permanent body, and to fund it properly.
ICANN welcomed that decision as a "significant element" of WSIS+20, and giving the IGF a permanent mandate "is critical for the IGF to continue serving as the world's most globally representative platform for dialogue on digital governance."
The Technical Community Coalition for Multistakeholderism (TCCM), a group that represents technology businesses and governance organizations, also welcomed the WSIS+20 resolution, especially the IGF elements and the re-affirmation of the existing multi-stakeholder model.
TCCM and ICANN campaigned against another United Nations initiative - Global Digital Compact - on grounds that it could sideline the technical community from discussions about the internet. The version of the Compact adopted in 2024 acknowledged that techies deserve a seat at the table. WSIS+20 does the same.
Khaled Koubaa, a Mozilla Fellow who has served as an ICANN director and a senior public policy exec at both Meta and Google, hailed WSIS+20 as giving the UN the tools it needs to consider governance of agentic AI.
"We need a constitutional layer for the agentic Internet that connects technical architecture, accountability, safety, and inclusion," he wrote on LinkedIn. "Otherwise, the gap between capability and legitimacy will widen, and trust will be replaced by improvisation."
"WSIS+20 gives us a stronger platform to do this work without reinventing the wheel. It protects the space where multistakeholder problem solving can happen, and it reminds us that closing divides, protecting rights, and maintaining an open and interoperable Internet are not side quests. They are the main storyline." (r)
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Memory-maker Micron Technology has predicted that RAM shortages are here to stay, meaning higher prices for servers probably are, too.
As The Register has previously reported, memory-makers are shifting production to the high-bandwidth memory needed for AI applications, which they can sell for fat profits. That move means they've reduced production of other forms of memory even as the AI boom also creates demand for servers. The result is higher memory prices, leading major server-makers to warn that the prices they charge will have to rise by up to 15 percent.
In its Q1 2026 earnings announcement on Wednesday, Micron suggested this is the new normal.
"Over the last few months, our customers' AI data center build-out plans have driven a sharp increase in demand forecast for memory and storage," CEO Sanjay Mehrotra told investors. "We believe that the aggregate industry supply will remain substantially short of the demand for the foreseeable future."
That's not necessarily bad news for Micron, which won $13.64 billion of revenue for the quarter, a 56 percent jump from Q1 2025's $8.7 billion. Net income leapt from last year's $2 billion to $5.2 billion. Earnings per share reached $4.78, well beyond the expected $3.94. The company forecast Q2 revenue will reach $18.7 billion, which, if achieved would represent 133 percent year-over-year growth.
No wonder the company's share price popped eight percent in after-hours trading.


	SK Hynix cranks up the HBM4 assembly line to prep for next-gen GPUs


	Micron close to selling all the high-bandwidth memory it will make in 2026


	Micron ditches consumer memory brand Crucial to chase AI riches


	PC memory costs to climb as fabs chase filthy lucre in servers and HBM


Micron execs reported good progress at new fabs it's currently building, which will start making memory in 2026 and 2027. Mehrotra said the company's efforts to create HBM4 memory are also going well, with yields improving faster than was the case when Micron started production of HBM3 and increased volume of production likely from Q2.
But even with its manufacturing facilities firing on all cylinders, Micron sees more demand it may struggle to meet. Mehrotra said the increasing use of AI to produce videos will increase buyers' hunger for solid-state disks. So will the shift from AI training to inferencing. The CEO also expects that manufacturers of smartphones and PCs will want to include more memory, to ensure AI workloads perform well on those devices.
More memory will, of course, increase the price of those machines, too, and help Micron to the 67 or 68 percent gross margin it predicts for its next quarter. (r)
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In October, Salesforce debuted Agentforce IT in a direct challenge to ServiceNow's ITSM product, and analyst firm Forrester's vice president and principal analyst Charles Betz rated it the "most credible threat" ServiceNow has ever faced.
ServiceNow isn't worried.
"We're not talking about models. We're not talking about things that are commoditized," Heath Ramsey, the company's group vice president of outbound project management for the AI platform, told The Register.
"People are talking about workflow. We feel like we do it better. I know we do it better. We become a platform for work in the enterprise and we also become the AI control tower for work in the enterprise," he added.
Ramsey said generative AI has opened customers' eyes to using automation as a part of their business transformation in a way that the 21-year-old ServiceNow hasn't seen before. By focusing on processes across a customer's entire business rather than one function, Ramsey said ServiceNow is best positioned to show customers how to get value from AI.
"ROI means a lot of things to a lot of different people, and I think a portfolio of cost savings, productivity gains, all those different kinds of things is ultimately what's going to land," he said. "We can come with the quantification of 'Here's the number of agents that you have. Here's the volume of work that's done.' The individual organization can say: 'Well, it used to cost us X amount of dollars to do this, and now the agent is doing that.' We actually have that in AI Control Tower, where you can see the value that comes from the AI infrastructure that we are providing."
ServiceNow has also expanded its products' capabilities through acquisitions.
Just this year it bought Logik ai to beef up its CRM platform, data catalog company Data.World, and identity access tool vendor Veza. Another big buy saw ServiceNow splurge $2.85 billion for Moveworks, to incorporate that company's AI assistants and agentic reasoning into its platform.
This week, Bloomberg reported that ServiceNow is in talks to buy cybersecurity company Armis for $7 billion. ServiceNow would not comment on those reports.


	ServiceNow mulls buying Armis to gain full visibility into the IT stack


	US government shutdown clouds an otherwise sunny ServiceNow forecast


	ServiceNow eyes $100M in AI-powered headcount savings


	ServiceNow's new AI agents will happily volunteer for your dullest tasks


Amid all those deals, one fear is that ServiceNow's walled-garden platform becomes overrun with products that diverge from its roots, Forrester vice president and principal analyst Charles Betz told The Register this week.
"ServiceNow, historically, has avoided buying a portfolio of independent products. They are not like Computer Associates or HP back in the day," he told us. "ServiceNow has been extremely architecturally disciplined. The big question with both Armis and Veza is, are they going to maintain those legacy code bases and start risking going down the road of the old software portfolio vendors, or are they going to actually reimplement on the Now platform?"
Going back to the company's first acquisition of the business analytics firm Mirror 42 in 2013, ServiceNow has traditionally incorporated acquired technology into its own environment, Ramsey said.
"So it wasn't like trying to take an existing technology and bolting it on and doing all different kinds of unnatural things in order to be able to get it to all work together," he said.
"That kind of approach has allowed us to not only acquire companies, but we build that into the code and the ability and the capabilities of the platform to ensure that our customers are able to get access to it very, very seamlessly, and that it all works together."
When it comes to incorporating acquisitions, Ramsey looks at ServiceNow's platform as possessing three layers. At the bottom is a data layer, with a workflow layer in the middle and a user experience layer riding on top,
Ramsey described Moveworks as "kind of an experience layer thing."
"So we're looking at 'How are we going to integrate these technologies to make the best experience layer possible?'" he said. "There's other acquisitions, like Veza, which is identity security, and that's going to be woven into the platform across these different layers, in terms of how we do our security and data and everything else." (r)
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Purdue University last week said it will require incoming undergraduate students to meet an "AI working competency" requirement in order to graduate.
The yet-to-be-defined requirement, part of a broader AI strategy, will apply to freshmen, starting in the fall of 2026, at the university's main campus in Indianapolis and West Lafayette, Indiana.
"The reach and pace of AI's impact to society, including many dimensions of higher education, means that we at Purdue must lean in and lean forward and do so across different functions at the university," said Purdue President Mung Chiang in a statement.


From the faculty perspective, the goal is to treat AI as an enhancement to education


At a university senate meeting last month, Chiang, a professor of electrical and computer engineering, framed the new requirement as meeting the school's responsibility to ensure that graduates have ample employment opportunities.
"As you may have read in daily news articles and on traditional and social media, many companies, large and small, have stopped recruiting and have announced layoffs as well, sometimes in large numbers," Chiang said, according to the meeting minutes [PDF].
"This poses a substantial issue for universities to think about what kind of jobs are going to be displaced by AI or by those experienced with AI. So, we have a task in front of all of us to do everything we can," he added.
Purdue's AI strategy, referred to as AI@Purdue, covers five distinct areas: Learning about AI, Learning with AI, Research AI, Using AI, and Partnering in AI.
Learning about AI focuses on ensuring that Purdue students can use and think critically about AI. The university has tasked the deans of its academic colleges with developing discipline-specific criteria and proficiency standards for the AI competency requirement.
Learning with AI involves a pending revision of the university's policies about the use of generative AI in teaching and learning, the beginnings of which were published in November.
During last month's senate meeting, Mark Zimpfer, chair of the university senate and assistant professor of practice in Purdue Polytechnic's school of construction management technology, spoke about the need to reach a coherent and consistent set of rules for when using AI is appropriate.
"During my open office hours this morning in our department," he said, "I had a student come in and ask about clarification on our AI rules and compare that to a class that they had on another part of campus, and some conflicting language between the syllabi in the two classes and what was allowed and not allowed."
Research AI refers to efforts to incorporate and utilize AI in university research groups, including the Purdue Institute for Physical AI (IPAI), the Institute for Digital and Advanced Agricultural Systems (IDAAS), the Transportation and Autonomous Systems Institute (TASI), and various other R&D initiatives.


	AI-authored code contains worse bugs than software crafted by humans


	Jassy taps 27-year Amazon veteran to run AGI org, which is now definitely a thing that exists


	Cisco decides its homegrown AI model is ready to power its products


	Browser 'privacy' extensions have eye on your AI, log all your chats


Using AI covers university efforts to equip staff and students with AI tools. It includes, for example, Purdue's 2024 deal with Microsoft to provide access to OpenAI's GPT-4 via Microsoft Copilot with Data Protection, which does not interact with M365 data and does not save chat data or use it for model training.
Finally, there's Partnering with AI, which addresses deals that the university has made with technology partners such as Google, Apple, and Arm.
A Purdue spokesperson did not immediately respond to a request for information about the terms of the deals the university has made with tech partners like Google.
The Register reached out to several members of Purdue's faculty and heard back from one scholar who agreed to share some thoughts on the AI initiative on condition of anonymity.
Our source said that AI has become a major discussion topic across campus. There's strong momentum for integrating it into classrooms and the university has supported efforts to understand the technology and use it effectively, we're told.
"From the faculty perspective, the goal is to treat AI as an enhancement to education, not a replacement," our source said.
Over the summer, we're told, Purdue hosted an AI Academy and faculty from all the colleges were invited to participate. Students, as noted by Zimpfer, want clear guidance on how AI can be used in a way that's consistent with academic integrity requirements.
Faculty members, our source said, have mixed feelings about the AI competency requirement. They appreciate Purdue's commitment to preparing students for a world where AI literacy looks likely to be essential. But they're also concerned about how the directive will be implemented.
"Many programs already integrate AI into coursework, so it's not clear whether students will need additional credits or if existing classes will suffice," our source said. "The university has stated that no extra credits will be required, which is reassuring, but the details remain vague. Different majors use AI in very different ways, and a uniform requirement risks being either too broad to be meaningful or too rigid to fit diverse disciplines."
In short, we're told, faculty hope students will benefit from the AI requirement, but they worry it could become more of a bureaucratic hurdle than an educational asset. (r)
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Suspected Chinese-government-linked threat actors have been battering a maximum-severity Cisco AsyncOS zero-day vulnerability in some Secure Email Gateway (SEG) and Secure Email and Web Manager (SEWM) appliances for nearly a month, and there's no timeline for a fix.
Cisco disclosed the bug, tracked as CVE-2025-20393, on Wednesday and said it affects both physical and virtual SEG and SEWM appliances in certain non-standard configurations where the Spam Quarantine feature is enabled and exposed to the internet. 
"On December 10, Cisco became aware of a new cyberattack campaign targeting a limited subset of appliances with certain ports open to the internet ... This attack allows the threat actors to execute arbitrary commands with root privileges on the underlying operating system of an affected appliance," according to the security advisory.
The vendor also published recommendations for customers to assess exposure and mitigate risks. 
According to Cisco's threat intel arm Talos, the attacks have been ongoing "since at least late November 2025." 
A Cisco spokesperson declined to answer The Register's questions, including how many appliances have been infected and when it will release a fix.


	Attackers turned Citrix, Cisco 0-day exploits into custom-malware hellscape


	Cisco warns of 'new attack variant' battering firewalls under exploit for 6 months


	Watch out, another max-severity, make-me-root Cisco bug on the loose


	China's Ink Dragon hides out in European government networks


"We strongly urge customers to follow guidance in the advisory to assess any exposure and mitigate risk," the spokesperson said. "Cisco is actively investigating the issue and developing a permanent remediation."
Also on Wednesday, the US Cybersecurity and Infrastructure Security Agency added CVE-2025-20393 to its Known Exploited Vulnerabilities (KEV) catalog.
In a subsequent report, Cisco Talos on Wednesday pinned the attacks "with moderate confidence" on a Chinese-nexus advanced persistent threat (APT) group it tracks as UAT-9686.
After breaking into internet-facing appliances, the attackers deploy a persistent Python-based backdoor called AquaShell, along with AquaTunnel (reverse SSH tunnel), chisel (another tunneling tool), and AquaPurge (log-clearing utility). (r)
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interview No good idea - like rewarding open source software developers and maintainers for their contributions - goes unabused by cybercriminals, and this was the case with the Tea Protocol and two token farming campaigns.
Both incidents gave the project's founders a real-time view into how far - and fast - attackers will go to chase financial gain, and they helped shape "radical changes" that will roll out in the Tea network's mainnet launch early next year, co-founder and CEO Tim Lewis told The Register.
The Tea Protocol was founded by Max Howell, who created open source package manager Homebrew, and Lewis, who established DEVxDAO, a non-profit that distributes grants to support decentralized computing projects, to reward open source developers and help secure software supply chains via financial incentives.
"When you think about the different package management ecosystems, they all have different gates in front of them, and none of them have been a financial gate," Lewis said in an interview. 
"There's a human that sits in the front who has to be this gate, but it takes a toll on the human to go through all the data, and that's only getting worse," he said. "There's the proliferation of the AI-induced pull requests, which are great, but that's become like a DDoS attack."
Last year, the duo rolled out the Tea Protocol testnet - essentially a test run for the incentives program that allows open source developers to earn cryptocurrency - specifically Tea tokens - for valuable code and fixes, while users can stake Tea to support specific projects and also earn rewards. A portion of the protocol rewards is shared with project maintainers and users who stake their tokens.
"Again, this was on a test network for fake internet points that could eventually potentially have some value," Lewis said. "Our incentive for that period only lasted about three weeks."


We got to watch this happen in real time, and we recognized how fast, how far people had gone to create scripts that have a worm-like behavior


In April 2024, the Tea team shut down the incentive program's rewards after about 15,000 spammy packages flooded the npm registry to farm Tea points. These contained little or zero useful functionality, and were instrumented with "tea.yaml" metadata that linked back to Tea accounts in an attempt to inflate developers' reputation and earn payouts.
"We got to watch this happen in real time, and we recognized how fast, how far people had gone to create scripts that have a worm-like behavior," Lewis said. 
Then it got worse. In 2025, the earlier Tea farming campaign grew into the IndonesianFoods and Indonesian Tea campaigns that polluted more than 1 percent of npm with spam packages. And in November, Amazon uncovered more than 150,000 malicious npm packages, all linked to another Tea token farming campaign, that the cloud giant described as "one of the largest package flooding incidents in open source registry history."
"I view this as a canary in the coal mine," Lewis said. 
In these token farming campaigns, the fraudsters flooded registries with spam, as opposed to cryptocurrency- and other secret-stealing laced code -  and neither of the latter two is hypothetical. North Korea's Lazarus Group and other sophisticated attackers have previously targeted npm for these illicit purposes.
"When you are a destructive organization like Lazarus Group, there's incentive to use this same techniques to attack [supply chains]," Lewis said. "So we need to fix the core."
How to reward secure code and penalize spam
To this end, Tea's founders are working to fix the protocol's design to ensure that the incentives program can't be abused when the mainnet launches in early 2026. 
This involves requiring packages and projects to pass ownership and provenance checks, and ensuring contributions aren't just automated spam. The Tea team is also designing monitoring features that will check for Sybil attacks and flag surges in low-quality package creation and suspicious identities.
If malicious-looking patterns are detected, the developer won't receive rewards and their registrations will be quarantined, pending further review. 
Additional key quality and security improvements will happen via integration with PKGW, which Howell wrote. It's a package runner that creates a containerized environment for projects and manages developer tools across environments. PKGW verifies maintainers using cryptographic signatures and identity checks, and also evaluates their contributions to various projects for quality, along with security posture and dependencies.
This registry will integrate directly with Tea upon the protocol's mainnet launch, and will auto-detect and penalize, if needed, spammy packages at the point of registration - not after - while rewarding maintainers for their legit contributions. 
Automated SBOMs, bug bounties
In the future, Lewis says that this design will also allow enterprises to automate bug bounties, and SBOMs (software bills of materials) that provide an inventory of all the components found in a piece of software. This will make it easier for large companies to map out their dependencies, and then reward developers for fixing any critical security issues they find.
"Me, as an enterprise, I can set up a fund for $50,000 to the top 100 things that were problems in my ecosystem," Lewis said. "As a maintainer, if I solve the problem, then via bounty mechanism, if I've registered my repository, I'm entitled to 20 percent of this bounty, and it's my job to make sure that the code base is clean."
In fact, several banking firms have already signed on to a pilot bounty program, and while Lewis won't name names, each of these has pledged a $250,000 reward to better secure their open source code.


	Crims poison 150K+ npm packages with token-farming malware


	North Korea targets crypto developers via NPM supply chain attack


	PostHog admits Shai-Hulud 2.0 was its biggest ever security bungle


	One line of malicious npm code led to massive Postmark email heist


"Some CISO, somewhere, every day is looking at his tens of thousands of packages that he approved for use, and now he's responsible for whether or not these things are secure," Lewis said. "He can't have all the people that work within his department spend all of their time trying to get some guy in Nebraska to review a pull request and get the critical bug for his architecture solved en masse. We're hoping this creates a tool that allows that value distribution without impermanent loss en masse."
Lewis' goal, he says, is to see upwards of "millions of dollars a day, retrieved for issue completion."
Project developers and maintainers write the fixes, and chief security officers can confirm to their boards of directors that their dependencies and critical code is secure. "Plus, the meantime for resolution for these issues comes down - and they are not funding groups like North Korea's Lazarus," he added.
In other words: Tea's goal reaches fruition. Open source project maintainers get paid for their valuable work, code becomes more secure, financially motivated crews can't game the system, and the world becomes a better place. (r)
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In today's episode of "Amazon Kremlinology," AWS has put out a press release that shows a significant shuffle of one of AWS's most storied leaders.
Two weeks after their announcement of Nova 2 models at AWS re:Invent ("where hope goes to the desert to die"), SVP of Utility Computing Peter DeSantis is taking two of his teams from AWS, putting them into SVP of Doesn't-Work-At-Amazon-As-Of-Next-Month Rohit Prasad's old org, and managing the whole thing as a cohesive unit called "AGI." This unit will report directly to Andy Jassy, Amazon's Lead Product Marketer for GenAI (and also CEO).
The two things Peter's taking along with him are the reworked Annapurna Labs business that makes AWS's silicon chips (Nitro, Graviton, Trainium, and Inferentia), and their quantum computing business, about which companies are very excited but utterly unable to communicate effectively to anyone who's not spent at least four years in a Ph.D. program at Berkeley.
You have to unpack a bit of history and add some context to make sense of the rest of it, since this is a very Amazonian announcement. Amazon is much, much, much more than just Amazon.com and AWS: Alexa, Amazon Prime Video, Twitch, Zoox, Amazon Ads, and the AGI team, to name a few.
The message here is that AI and AI-related compute should not be an AWS only thing, but rather is an all-Amazon thing. In other words, Andy Jassy believes that this unit is building things that either are or will become so important that they're taking one of our most senior AWS leaders and putting him in charge of all of it.

  Does moving Peter de Santis out of AWS reflect a lack of confidence in Matt Garman?

No, because the org that Peter is taking over already existed; now he's getting a larger scope by taking it over and bringing other things with him in a way that's far more strategically important and visible than Utility Computing alone.

  Where have I heard the vertical integration story before?

Jassy specifically calls out "the advantages of optimizing across models, chips, and cloud software and infrastructure." This is the Apple playbook for AI - if you control the silicon and the models together, you can optimize end-to-end in ways that their two closest peer companies cannot: Microsoft because they buy from Nvidia, and Google because their TPU and model teams exist in parallel universes that occasionally exchange passive-aggressive emails like my extended family. That's the strategic bet that Amazon is making here.

  Why is quantum computing being bundled with AI?

Fascinating, isn't it? Quantum computing is a decade-out bet at minimum, which is a statement that remains as true today as it was in the 1990s. Grouping it with "things that need Peter DeSantis's technical depth to shepherd for the long haul" suggests this org is explicitly about strategic patience, not quarterly results. That may be one of the most encouraging signs I've seen from Amazon in a while; long-term thinking is where they're at their best.

  What's the sleeper story here?

Jassy's memo specifically names Pieter Abbeel as the new head of the frontier model research team (the base model builders) within AGI. Abbeel's a legitimate AI researcher who came over when Amazon acqui-hired Covariant last year. He's continuing to work with the robotics team as well as leading frontier models.
It's easy to dismiss Amazon's expression of this as "a pile of unwanted children," but do bear in mind that Amazon has one of the largest deployed robotics fleets on Earth (warehouses). If embodied AI becomes a thing, they have a testing ground that OpenAI and Anthropic can only dream of. That convergence is potentially a tectonic shift that a whole bunch of folks likely won't see coming - if Amazon can pull it off. (r)
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US Senator Bernie Sanders (I-VT) is calling for a nationwide moratorium on datacenter construction, saying it would "give democracy a chance to catch up ... and make sure that the benefits of technology work for all of us, not just the wealthiest people on Earth."
Sanders made the call for a datacenter delay in a video published on Tuesday on YouTube and other social media platforms that focuses on many common concerns that have been raised about the explosive growth of AI and the need to build massive, energy-sucking datacenters to power it. 
The Senator raised several points in his video, starting with the fact that the push to build datacenters and expand the reach of AI is driven by billionaires like Elon Musk, Bill Gates, Mark Zuckerberg, and the rest of the AI leadership cohort. 
"Do you believe that these guys, these multi-billionaires, are staying up nights worrying about what AI and robotics will do to the working families of our country and the world?" Sanders posited. "Well, I don't."
Instead, Sanders believes AI leaders are on a path to devastate the US economy as they put countless individuals out of work, as he said he found in a report into AI and employment released in October. 
According to Sanders' report, AI has the potential to eliminate nearly 100 million US jobs in the next decade, hitting nurses, truck drivers, accountants, and teaching assistants particularly hard. 
"Don't listen to me. Listen to the people who are developing those technologies," Sanders said, referring to remarks by Musk, Gates, and Anthropic CEO Dario Amodei. "If AI and robotics eliminate millions of jobs and create massive unemployment, how will people survive if they have no income? Very few members of Congress are seriously thinking about this." 
Sanders also expressed concern over reports that exposure to AI is harming children and damaging social development, which has been well documented in recent studies. 
"This process is moving very quickly, and we need to slow it down," Sanders said, arguing a datacenter moratorium would do it.
It's not clear what form such a moratorium may take, when Sanders will introduce a proposal, or if Congress will have the appetite to consider such a measure. Sanders didn't say anything about those questions in the video or a press release from earlier this month that echoed many of the points made in the video, and his office didn't respond to questions for this story.
The Trump administration has been pushing hard to eliminate regulations standing in the way of AI advancement and, by the nature of what AI needs to expand, the construction of more datacenters. 
The administration's push to expand AI and the datacenters that run it has butted hard into opposition from activist groups concerned not only about the risk to jobs and average Americans, but also the environmental impact of such projects. 


	AI datacenter boom could end badly, Goldman Sachs warns


	From Georgia to Essex, AI datacenters are testing public goodwill


	Power crunch threatens to derail AI datacenter construction


	Trump's AI 'Genesis Mission' emerges from Land of Confusion


Many datacenter projects, campaign group Food & Water Watch said in an open letter to Congress last week, are sharply increasing demand for energy and water, driving up electricity prices and fossil-fuel pollution at a time when lawmakers are under pressure to curb emissions and protect strained power and water supplies.
The Chamber of Progress, a tech policy advocacy group backed by AI firms including Amazon and Google, told The Register that it doesn't think a datacenter moratorium is the right answer for the problem facing the US right now, naturally. 
"The solution is vastly increasing the supply of cheap energy," K.J. Bagchi, VP of US policy and government relations at Chamber of Progress, told us in an email. "We need more everywhere. More generation, more transmission, and more options to drive costs down."
The Chamber added that it supports solar as the fastest, cheapest way to get electrons on the grid and criticized the Trump administration for slowing the progress of renewable energy.
We note the Chamber didn't touch Sanders' arguments about the societal impact of AI and the need to address the imbalance between the billionaire class pushing for rapid AI and datacenter expansion and the consumers and workers displaced by it, however. Given it's speaking for most of the industry's AI heavyweights, consider that non-answer a direct sidestep. 
"We need all of our people involved in determining the future of AI and not just a handful of multi-billionaires," Sanders said. "AI and robotics are the most transformative technologies in the history of humanity and will have a profound impact on the lives of every man, woman, and child in our country." (r)
Correction: A previous version of this article incorrectly stated that Meta is a backer of the Chamber of Progress.
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    GitHub walks back plan to charge for self-hosted runners

    
Engineers cried foul over plan to charge $0.002/min.    
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updated Following publication of our original article, GitHub reversed its decision. The Microsoft-owned developer site has taken to X to admit it might have made a mistake by unilaterally announcing plans to charge people for using their own hardware to host runners.
"We've read your posts and heard your feedback," GitHub said. "We're postponing the announced billing change for self-hosted GitHub Actions to take time to re-evaluate our approach."
The company said that it still intends to do something to help offset the "real costs" in running GitHub Actions via self-hosted runners, but "we missed the mark with this change by not including more of you in our planning."
GitHub said that it's open to user feedback on whatever changes may come next, and opened a community discussion thread for users who want to weigh in. We note that GitHub didn't say it won't ever go forward with charging for self-hosted runners, only that it's postponing the change. As one commenter on the community thread pointed out, that means charging for self-hosted runners may be a foregone conclusion.
The original article is below:
GitHub customers, take notice: Come March, the Microsoft-owned repository host will begin charging for some uses of self-hosted Actions runners.
The change comes in the form of a $0.002 per minute charge for self-hosted runners executing jobs on private GitHub repositories. At the same time, GitHub noted in a Tuesday blog post that it's lowering the prices of GitHub-hosted runners beginning January 1, under a scheme it calls "simpler pricing and a better experience for GitHub Actions." Self-hosted runner usage on public repositories will remain free, we note. 
Regardless of the public repo distinction, enterprise-scale developers who rely on self-hosted runners were predictably not pleased about the announcement. 
"Github have just sent out an email announcing a $0.002/minute fee for self-hosted runners," Reddit user markmcw posted on the DevOps subreddit. "Just ran the numbers, and for us, that's close to $3.5k a month extra on our GitHub bill."
The powers-that-be at GitHub owner Microsoft seem to understand that the change to self-hosted runner billing would piss off a number of customers, as the very first question in the FAQ attached to Tuesday's blog post is "why am I being charged to use my own hardware?" 
To be fair to GitHub, it's not exactly free for the company to run the GitHub Actions infrastructure and services that self-hosted runners rely on, and that's the company's justification for the change.
"Historically, self-hosted runner customers were able to leverage much of GitHub Actions' infrastructure and services at no cost," the repo host said in its blog FAQ. "This meant that the cost of maintaining and evolving these essential services was largely being subsidized by the prices set for GitHub-hosted runners."
The move, GitHub said, will align costs more closely with usage. Like many similar changes to pricing models pushed by tech firms, GitHub says "the vast majority of users ... will see no price increase." 
GitHub claims that 96 percent of its customers will see no change to their bill, and that 85 percent of the 4 percent affected by the pricing update will actually see their Actions costs decrease. The company says the remaining 15 percent of impacted users will face a median increase of about $13 a month.
For those using self-hosted runners and worried about increased costs, GitHub has updated its pricing calculator to include the cost of self-hosted runners. 


	GitHub head ankles as Microsoft takes biz by the hand
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As the company noted, it's also decreasing the costs of many GitHub-hosted runners, and while some will be up to 39 percent less, self-hosted runners can still work out cheaper for teams with their own hardware. The cheapest standard GitHub hosted runners using a 1-core Linux system come in at the same price as $0.002 per minute for a self-hosted runner, and haven't been adjusted under the new pricing scheme.
Many commenters concerned over the self-hosted runner price change also expressed worry that their runners would eat into free quota minutes associated with their GitHub plan, and that appears to be a valid concern.
"Billable self-hosted runner usage will be able to consume minutes from the free quota associated with your plan," GitHub said. In other words, the time spent using runners on your own hardware will eat into your free time and further increase your GitHub costs.
"We believe this is a sustainable option that will not deeply impact our lightly- nor heavily-active customers, while still delivering fast, flexible workloads for the best end user experience," GitHub said. (r)
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    Microsoft security update breaks MSMQ on older Win systems

    
Folder permission changes cause queue failures and misleading error messages, no real fix yet    
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Microsoft has good news for administrators: while some organizations now pay for security updates on older Windows versions, the inconsistent quality remains free.
The company has confirmed that Message Queuing (MSMQ) might fail on some Windows 10 devices and on older versions of Windows Server after installing the December 2025 Security update.
The problems include MSMQ queues becoming inactive, Internet Information Services (IIS) sites failing with "Insufficient resources to perform operation" errors, and applications failing to write to queues.
To compound the problem, logs are stuffed with misleading errors such as "There is insufficient disk space or memory" despite there being plenty of both.
The glitch is actually to do with folder permissions and where MSMQ wants write access. In its documentation for the issue, Microsoft said: "This issue is caused by the recent changes introduced to the MSMQ security model and NTFS permissions on the C:\Windows\System32\MSMQ\storage folder. MSMQ users now require write access to this folder, which is normally restricted to administrators.
"As a result, attempts to send messages via MSMQ APIs might fail with resource errors."
It also impacts clustered MSMQ environments under load.
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According to Microsoft, the defect impacts Windows 10 22H2 and earlier (up to 1607), and Windows Server 2012 to 2019. "Individuals using Windows Home or Pro editions on personal devices are very unlikely to experience this issue. This issue primarily affects enterprise or managed IT environments."
Microsoft suggested contacting its support team for a workaround. Other users reported that uninstalling the update also did the trick, though doing so would mean losing the security fixes it contained.
MSMQ has been around for decades in one form or another, and can trace its lineage back to the days of Windows 95 and NT4. It is a messaging protocol that allows applications to communicate in a failsafe manner by queuing messages until they can be sent and received.
A failure of MSMQ can result in a raft of applications stopping working.
Fortunately, only Microsoft's older operating systems are affected. Unfortunately, these are the ones that tend to be kept alive by enterprises deferring the pain and expense of upgrading, or following the "if it ain't broke, don't fix it" philosophy.
Alas, the truism probably needs an update these days: "if it ain't broke, don't fix it. Until Microsoft breaks it..." (r)
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