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      Biting the hand that feeds IT -- Enterprise Technology News and Analysis


      
        Bond, debt bond: Investors shaken, not stirred by Oracle's borrowing spree sue Big Red
        Lindsay Clark

        Investors upset that company failed to inform them might need to take out even more debt. Datacenters don't come cheap. Oracle debt bond holders are suing the tech giant, because they say that the company didn't tell them it would need to borrow even more money after its original sale, making their purchases less valuable....

      

      
        Contagious Claude Code bug Anthropic ignored promptly spreads to Cowork
        Brandon Vigliarolo

        Office workers without AI experience warned to watch for prompt injection attacks - good luck with that Anthropic's tendency to wave off prompt-injection risks is rearing its head in the company's new Cowork productivity AI, which suffers from a Files API exfiltration attack chain first disclosed last October and acknowledged but not fixed by Anthropic....

      

      
        OpenAI to serve up ChatGPT on Cerebras' AI dinner plates in $10B+ deal
        Tobias Mann

        SRAM-heavy compute architecture promises real-time agents, extended reasoning capabilities to bolster Altman's valuation OpenAI says it will deploy 750 megawatts worth of Nvidia competitor Cerebras' dinner-plate sized accelerators through 2028 to bolster its inference services....

      

      
        Apple, Google pulled into Grok controversy as campaigners demand app store takedown
        Carly Page

        The chatbot's challenges no longer just Elon Musk's problem, as campaigners call on tech giants to step in The ongoing Grok fiasco has claimed two more unwilling participants, as campaigners demand Apple and Google boot X and its AI sidekick out of their app stores, because of the Elon Musk-owned AI's tendency to produce illicit images of real people....

      

      
        A simple CodeBuild flaw put every AWS environment at risk - and pwned 'the central nervous system of the cloud'
        Jessica Lyons

        And it's 'not unique to AWS,' researcher tells The Reg A critical misconfiguration in AWS's CodeBuild service allowed complete takeover of the cloud provider's own GitHub repositories and put every AWS environment in the world at risk, according to Wiz security researchers.... 

      

      
        Budget smartphones will be hit hardest as memory prices rise
        Dan Robinson

        When margins are this tight, mergers might follow The memory shortage is forecast to push smartphone prices higher in 2026, triggering a market decline and forcing budget phone makers to merge or disappear....

      

      
        Windows App forgets how to log in with first security update of the year
        Richard Speed

        January patch trips up Azure Virtual Desktop and Windows 365 authentication Microsoft has kicked off 2026 with another faulty Windows update. This time, it is connection and authentication failures in Azure Virtual Desktop and Windows 365 related to the Windows App....

      

      
        Teach an AI to write buggy code, and it starts fantasizing about enslaving humans
        Lindsay Clark

        Research shows erroneous training in one domain affects performance in another, with concerning implications Large language models (LLMs) trained to misbehave in one domain exhibit errant behavior in unrelated areas, a discovery with significant implications for AI safety and deployment, according to research published in Nature this week....

      

      
        US regulator tells GM to hit the brakes on customer tracking
        Carly Page

        Smart Driver pitched as safety app, but feds claim it's a data-harvesting scheme that jacked up premiums The Federal Trade Commission has banned General Motors and subsidiary OnStar from sharing drivers' precise location and behavior data with consumer reporting agencies for five years under a 20-year consent order finalized January 14....

      

      
        Woman bailed as cops probe doctor's surgery data breach
        Connor Jones

        Suspect assisting West Midlands Police over alleged theft at Walsall GP practice The UK's West Midlands Police has released a woman on bail as part of an investigation into a data breach at a Walsall general practitioner's (GP) surgery.... 

      

      
        Wine 11 runs Windows apps in Linux and macOS better than ever
        Liam Proven

        Transparently runs 16, 32, and 64-bit Windows apps, but still doesn't use the Microsoft store. The latest version of the Wine Windows app runner arrives a year after version 10. Given its annual release cycle, its magic is starting to seem almost boring and routine, but it's far from it....

      

      
        Raspberry Pi 5 gets LLM smarts with AI HAT+ 2
        Richard Speed

        40 TOPS of inference grunt, 8 GB onboard memory, and the nagging question: who exactly needs this? Raspberry Pi has launched the AI HAT+ 2 with 8 GB of onboard RAM and the Hailo-10H neural network accelerator aimed at local AI computing....

      

      
        Microsoft taps UK courts to dismantle cybercrime host RedVDS
        Carly Page

        Redmond says cheap virtual desktops powered a global wave of phishing and fraud Microsoft has taken its cybercrime fight to the UK in its first major civil action outside the US, moving to shut down RedVDS, a virtual desktop service used to power phishing and fraud at global scale....

      

      
        Ofcom keeps X under the microscope despite Grok 'nudify' fix
        Connor Jones

        Cold milk poured over 'spicy mode,' but it might not be enough to escape a huge fine Ofcom is continuing with its investigation into X, despite the social media platform saying it will block Grok from digitally undressing people....

      

      
        Microsoft's 'From SA' scheme on trial as license resale row refuses to die
        Richard Speed

        ValueLicensing case rumbles on as Windows giant appeals against copyright judgment Microsoft's From Software Assurance (SA) program is the subject of a disclosure application as the long-running spat between Microsoft and ValueLicensing over the resale of software licenses rumbles on.... 

      

      
        AWS flips switch on Euro cloud as customers fret about digital sovereignty
        Lindsay Clark

        EU-only ops, German subsidiaries, and a pinky promise your data won't end up in Uncle Sam's hands Amid continued trade and geopolitical volatility between Europe and the US, Amazon Web Services is making its European Sovereign Cloud generally available today and plans to expand so-called Local Zones....

      

      
        Dell wants PS10m+ from VMware if Tesco case goes against it
        Simon Sharwood

        Retail giant's disty, reseller, and vendor all say they can't and won't sell Exclusive  Dell has filed a claim against VMware in the software licensing dispute brought by supermarket giant Tesco and wants the virtualization giant should fork over at least PS10 million under certain circumstances....

      

      
        China's Z.ai claims it trained a model using only Huawei hardware
        Simon Sharwood

        Hasn't revealed how much kit did the job, so Nvidia can probably rest easy Chinese outfit Zhipu AI claims it trained a new model entirely using Huawei hardware, and that it's the first company to build an advanced model entirely on Chinese hardware....

      

      
        AI may be everywhere, but it's nowhere in recent productivity statistics
        O'Ryan Johnson

        Forrester principal analyst JP Gownder says jobs eaten by bots don't come back Interview  Analyst firm Forrester's vice president and principal analyst J. P. Gownder remains unconvinced that AI will revolutionize productivity....

      

      
        Maker fight! SparkFun cuts ties with Adafruit in harassment dispute
        Thomas Claburn

        Adafruit claims SparkFun aims to shoot the messenger for criticizing corporate tolerance of intolerance Retailer SparkFun Electronics last month said it would no longer do business with electronics kit-maker Adafruit Industries, citing violations of SparkFun's Code of Conduct during online interactions.... 

      

      
        CrowdStrike shareholders lose battle to recoup losses from 2024 outage
        Brandon Vigliarolo

        Investors didn't present a valid claim, says judge, but they're welcome to try again A group of CrowdStrike shareholders who sued the company over losses sustained following its 2024 global outage will have to head back to the drawing board if they hope to recoup losses, as a Texas judge has deemed they failed to adequately state a claim....

      

      
        Google offers bargain: Sell your soul to Gemini, and it'll give you smarter answers
        Thomas Claburn

        But private data will stay private and won't be used for training, Google says Google on Wednesday began inviting Gemini users to let its chatbot read their Gmail, Photos, Search history, and YouTube data in exchange for possibly more personalized responses....
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        Original URL: https://www.theregister.com/2026/01/15/oracle_faces_class_action_over/
    

    Bond, debt bond: Investors shaken, not stirred by Oracle's borrowing spree sue Big Red

    
Investors upset that company failed to inform them might need to take out even more debt.    


    
        By 
Lindsay Clark        
    

    
        Posted in Systems,
        
            15th January 2026 19:18 GMT
        
    


    
Datacenters don't come cheap. Oracle debt bond holders are suing the tech giant, because they say that the company didn't tell them it would need to borrow even more money after its original sale, making their purchases less valuable.
In September, Oracle raised $18 billion in debt bonds to help fund massive datacenter investments aimed at meeting surging demand from AI model builders and enterprise customers.
The Securities and Exchange Commission filings said Big Red sold the bonds to raise cash for a number of activities, including capital expenditures. The move followed Oracle's first-quarter results earlier in the month, when it stunned the stock market by announcing it had bagged cloud contracts, signed but not yet paid for, worth $455 billion. This reportedly included a $300 billion deal with OpenAI.
However, weeks later, media reports said Oracle planned to launch another $38 billion debt offering to fund data centers in Wisconsin and Texas that would support the Oracle-Open AI agreement.
In a filing which is yet to be reviewed by the county clerk, a class action lawsuit led by the Ohio Carpenters' Pension Plan alleges that the initial $18 billion bond offering was accompanied by "false and misleading" documents which "omitted to state that, at the time of the Offering, Oracle would require a significant amount of additional debt to build the AI infrastructure ... which would ultimately bring the creditworthiness of these bonds into question."
Oracle has declined the opportunity to comment.
The claim says that the bond market's reaction to Oracle's additional debt was "swift and bracing." "Oracle's Senior Notes began to trade with yields and spreads similar to lower-rated issuers as investors began to demand higher yields due to perceived credit risk," the suit alleges. As a result, bond-holders bringing the class action suit "suffered significant losses and damages".


	Birmingham pauses Oracle relaunch to get staff on board


	Oracle's new AI-enhanced support portal leaves users fuming


	Bank of England's Oracle cloud migration bill triples as project grinds on


	Oracle just signed one mystery customer that will double its cloud revenue in 2028


Others have acted on apparent concerns over Oracle's approach to debt. In November last year, financial traders piled into Oracle's credit-default swaps, a financial instrument which offers insurance against a debt default. The price of Oracle CDS for five years tripled in the months leading up to November, an indication of a perceived increase in risk.
It is worth noting that Oracle retains around $20 billion in cash reserves and accrues around $57 billion in annual revenue. Few would anticipate it defaulting on its debts.
Oracle is in the middle of a multi-trillion-dollar race among tech giants to build the datacenters required to sate the expected appetite for AI models among businesses and consumers. Google owner Alphabet, for example, was set to triple capex between 2023 and 2025 to reach $93 billion.
Oracle is not the only company to dip into the debt market to fund its binge. In October, Facebook, WhatApp and Instagram owner Meta sold $30 billion in bonds to build out its infrastructure estate and support its ambition in AI markets. Some of these won't mature for 40 years. (r)
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    Contagious Claude Code bug Anthropic ignored promptly spreads to Cowork

    
Office workers without AI experience warned to watch for prompt injection attacks - good luck with that    


    
        By 
Brandon Vigliarolo        
    

    
        Posted in Security,
        
            15th January 2026 19:15 GMT
        
    


    
Anthropic's tendency to wave off prompt-injection risks is rearing its head in the company's new Cowork productivity AI, which suffers from a Files API exfiltration attack chain first disclosed last October and acknowledged but not fixed by Anthropic.
PromptArmor, a security firm specializing in the discovery of AI vulnerabilities, reported on Wednesday that Cowork can be tricked via prompt injection into transmitting sensitive files to an attacker's Anthropic account, without any additional user approval once access has been granted.
The process is relatively simple and, as PromptArmor explains, part of an "ever-growing" attack surface - a risk amplified by Cowork being pitched at non-developer users who may not think twice about which files and folders they connect to an AI agent.
Cowork, launched in research preview on Monday, is designed to automate office work by scanning files such as spreadsheets and other everyday documents that desk workers interact with daily.
In order to trigger the attack, all a potential victim needs to do is connect Cowork to a local folder containing sensitive information, upload a document containing a hidden prompt injection, and voila - when Cowork analyzes those files, the injected prompt triggers. 
PromptArmor's proof of concept used a curl command to Anthropic's file upload API, asking it to upload the largest available file to the attacker's API key, making that file available to the attacker through their own Anthropic account. PromptArmor demonstrated this with a real estate file, which the simulated attacker was then able to query via Claude to retrieve financial information and PII of individuals mentioned in the document.
The flaw follows the same basic Files API exfiltration playbook that security researcher Johann Rehberger reported to Anthropic back in October concerning Claude Code. Rehberger received a rather lukewarm response from Anthropic at the time - it first closed his bug report before admitting that it's possible to use a prompt injection attack to trick its API into exfiltrating data so users ought to just be careful with what they connect to the bot. 
We asked in October whether Anthropic would consider doing something as simple as, say, implementing an API check to be sure files weren't being transmitted to a different account via the API, but Anthropic didn't respond. 
Anthropic's response to the issue arising in Cowork seems to be a similar this-is-on-you-so-be-careful one, with the company noting in its Cowork announcement that prompt injection attacks are an issue. 
"We've built sophisticated defenses against prompt injections, but agent safety--that is, the task of securing Claude's real-world actions--is still an active area of development in the industry," Anthropic said. 
"These risks aren't new with Cowork, but it might be the first time you're using a more advanced tool that moves beyond a simple conversation," the company continued, as Cowork is an agentic tool with a much wider user scope than its previous tools. 
To mitigate these risks, Anthropic warns Cowork users to avoid connecting Cowork to sensitive documents, limiting its Chrome extension to trusted sites, and monitoring it for "suspicious actions that may indicate prompt injection." 
As developer and prompt injection worrier Simon Willison opined in his hands-on review of Cowork, that's a big ask from people not familiar with the intricacies of AI. 
"I do not think it is fair to tell regular non-programmer users to watch out for 'suspicious actions that may indicate prompt injection,'" Willison said. 
Once is an accident, twice is a coincidence ...
This isn't the first time Anthropic has argued a reported flaw wouldn't be patched.
Back in June 2025, Trend Micro disclosed that Anthropic's open-source reference SQLite MCP server implementation for connecting to external data sources contained a classic SQL injection flaw. Anthropic said the issue was out of scope because the GitHub repository containing the affected code had been archived in May 2025, and no patch was planned.


	Anthropic's Claude Code runs code to test if it is safe - which might be a big mistake


	Crims laud Claude to plant ransomware and fake IT expertise


	Businesses in 2026: Maybe we should finally look into that AI security stuff


	An AI for an AI: Anthropic says AI agents require AI defense


Unfortunately, that SQLite MCP server had already been forked or copied more than 5,000 times before it was archived, meaning the vulnerable code may still be circulating across a large number of downstream projects.
Anthropic told us in June that it disagreed with Trend Micro's analysis of the issue, and rather than shipping a fix for the archived code, pointed users to the MCP specification's guidance that a human should be watching and approving what the tool does.
"The MCP specification recommends human oversight for this type of tool - there should always be a human in the loop with the ability to deny tool invocations, meaning users would review these queries before execution," an Anthropic spokesperson told us last summer. 
PromptArmor's report might hinge on the same problem that Rehberger reported last year, but its language around prompt injection again shows Anthropic framing the risk as something users are expected to manage.
When asked what it was doing to address the API prompt injection issue, now present in two products, Anthropic told The Register that prompt injection is an industry-wide issue that everyone in the AI space is trying to solve. 
That said, an Anthropic spokesperson claimed that it's also working on ways to minimize prompt injections in its products, including by using a virtual machine in Cowork that is designed to minimize the platform's access to sensitive files and directories. Anthropic told us it plans to ship an update to the Cowork VM to improve its interaction with the vulnerable API today and that other security improvements will be forthcoming. 
Anthropic also stressed that Cowork was being released as a research preview, and invited users to send feedback or security recommendations. (r)
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    OpenAI to serve up ChatGPT on Cerebras' AI dinner plates in $10B+ deal

    
SRAM-heavy compute architecture promises real-time agents, extended reasoning capabilities to bolster Altman's valuation    


    
        By 
Tobias Mann        
    

    
        Posted in Systems,
        
            15th January 2026 18:51 GMT
        
    


    
OpenAI says it will deploy 750 megawatts worth of Nvidia competitor Cerebras' dinner-plate sized accelerators through 2028 to bolster its inference services.
The deal, which will see Cerebras take on the risk of building and leasing datacenters to serve OpenAI, is valued at more than $10 billion, sources familiar with the matter tell El Reg.
By integrating Cerebras' wafer-scale compute architecture into its inference pipeline, OpenAI can take advantage of the chip's massive SRAM capacity to speed up inference. Each of the chip startup's WSE-3 accelerators measures in at 46,225 mm2 and is equipped with 44 GB of SRAM.
Compared to the HBM found on modern GPUs, SRAM is several orders of magnitude faster. While a single Nvidia Rubin GPU can deliver around 22 TB/s of memory bandwidth, Cerebras' chips achieve nearly 1,000x that at 21 Petabytes a second.
All that bandwidth translates into extremely fast inference performance. Running models like OpenAI's gpt-oss 120B, Cerebras' chips can purportedly achieve single user performance of 3,098 tokens a second as compared to 885 tok/s for competitor Together AI, which uses Nvidia GPUs.
In the age of reasoning models and AI agents, faster inference means models can "think" for longer without compromising on interactivity.
"Integrating Cerebras into our mix of compute solutions is all about making our AI respond much faster. When you ask a hard question, generate code, create an image, or run an AI agent, there is a loop happening behind the scenes: you send a request, the model thinks, and it sends something back," OpenAI explained in a recent blog post. "When AI responds in real time, users do more with it, stay longer, and run higher-value workloads."
However, Cerebras' architecture has some limitations. SRAM isn't particularly space efficient, which is why, despite the chip's impressive size, they only pack about as much memory as a six-year-old Nvidia A100 PCIe card.
Because of this, larger models need to be parallelized across multiple chips, each of which are rated for a prodigious 23 kW of power. Depending on the precision used, the number of chips required can be considerable. At 16-bit precision, which Cerebras has historically preferred for its higher-quality outputs, every billion parameters ate up 2 GB of SRAM capacity. As a result, even modest models like Llama 3 70B required at least four of its CS-3 accelerators to run.
It's been nearly two years since Cerebras unveiled a new wafer scale accelerator, and since then the company's priorities have shifted from training to inference. We suspect the chip biz's next chip may dedicate a larger area to SRAM and add support for modern block floating point data types like MXFP4, which should dramatically increase the size of the models that can be served on a single chip.
Having said that, the introduction of a model router with the launch of OpenAI's GPT-5 last summer should help mitigate Cerebras' memory constraints. The approach ensures that the vast majority of requests fielded by ChatGPT are fulfilled by smaller cost-optimized models. Only the most complex queries run on OpenAI's largest and most resource-intensive models.


	Everybody has a theory about why Nvidia dropped $20B on Groq - they're mostly wrong


	Cerebras CEO insists dinner-plate-sized chip startup will still go public


	Cerebras CEO actually finds common ground with Nvidia as startup notches IBM win


	Nvidia won the AI training race, but inference is still anyone's game


It's also possible that OpenAI may choose to run a portion of its inference pipeline on Cerebras' kit. Over the past year, the concept of disaggregated inference has taken off.
In theory, OpenAI could run compute-heavy prompt processing on AMD or Nvidia GPUs and offload token generation to Cerebras' SRAM packed accelerators for the workload's bandwidth-constrained token generation phase. Whether this is actually an option will depend on Cerebras.
"This is a Cloud service agreement. We build out datacenters with our equipment for OpenAI to power their models with the fastest inference," a company spokesperson told El Reg when asked about the possibility of using its CS-3s in a disaggregated compute architecture.
This doesn't mean it won't happen, but it would be on Cerebras to deploy the GPU systems required to support such a configuration in its datacenters alongside its waferscale accelerators. (r)
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    Apple, Google pulled into Grok controversy as campaigners demand app store takedown

    
The chatbot's challenges no longer just Elon Musk's problem, as campaigners call on tech giants to step in    


    
        By 
Carly Page        
    

    
        Posted in AI + ML,
        
            15th January 2026 15:50 GMT
        
    


    
The ongoing Grok fiasco has claimed two more unwilling participants, as campaigners demand Apple and Google boot X and its AI sidekick out of their app stores, because of the Elon Musk-owned AI's tendency to produce illicit images of real people.
A coalition of 28 digital rights organizations, led by UltraViolet, delivered nearly-identical letters to Apple's Tim Cook and Google's Sundar Pichai on Wednesday.
[image: Combination of Elon Musk and the X Grok AI logo]
UK regulators swarm X after Grok generated nudes from photos

READ MORE
The missives, part of a campaign dubbed "Get Grok Gone," accuse both companies of profiting from the proliferation of non-consensual intimate images (NCII) and child sexual abuse material (CSAM) generated on X using the Grok AI chatbot. The groups argue that allowing the apps to remain available violates Apple's and Google's own app store policies against facilitating or profiting from abusive content.
"As it stands, Apple is not just enabling NCII and CSAM, but profiting off of it," the groups wrote in the open letter sent to Cook. "As a coalition of organizations committed to the online safety and well-being of all - particularly women and children -- as well as the ethical application of artificial intelligence, we demand that Apple leadership urgently remove Grok and X from the App Store to prevent further abuse and criminal activity."
The demand lands amid mounting regulatory scrutiny. Ofcom, the UK's comms watchdog, said on Thursday that it will continue its formal investigation into X, despite recent damage control from Elon Musk's platform.
Ofcom's probe, opened under the UK's Online Safety Act, focuses on whether the way Grok has been used to create and share intimate and potentially illegal images has breached X's legal obligations to protect users in the UK. Even after X said it had implemented measures to prevent Grok from being misused to "digitally undress" people, the regulator made it clear the inquiry is ongoing.
The row flared up earlier this month after reporting showed Grok, xAI's chatbot bolted onto X, could be steered into churning out sexually explicit image edits of real people from uploaded photos. Once word spread, the feature was quickly abused at scale, with researchers and journalists documenting a flood of sexualized outputs -- some of them appearing to involve minors -- and drawing swift backlash from child-safety groups and regulators.


	AI nudification site fined PS55K for skipping age checks


	Malaysia and Indonesia block X over failure to curb deepfake smut


	HSBC app takes a dim view of sideloaded Bitwarden installations


	Devs say Apple still flouting EU's Digital Markets Act six months on


X's first response was to restrict access to Grok's image-editing capabilities to paid subscribers, but the platform has since tightened controls further, geoblocking certain image manipulations in countries where they are illegal and stating that Grok will no longer produce sexualized edits of real people.
Yet for the advocates behind the "Get Grok Gone" letters, such changes fall far short of what's needed. In their letters to Apple and Google, the groups argue that both companies are still effectively enabling the distribution of harmful content by hosting the apps that facilitate it.
The groups argue this puts both companies on shaky ground under their own app-store rules, which ban apps that facilitate criminal activity or the spread of sexual exploitation material.
Whether Cupertino and Mountain View will act on the demands is yet to be answered, but the campaign adds more pressure to an already-snarled argument over AI safety, free speech, and how far platform responsibility stretches.
The Register has asked Apple and Google to comment and will update this article if we hear back. (r)
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    A simple CodeBuild flaw put every AWS environment at risk - and pwned 'the central nervous system of the cloud'

    
And it's 'not unique to AWS,' researcher tells The Reg    


    
        By 
Jessica Lyons        
    

    
        Posted in Research,
        
            15th January 2026 15:00 GMT
        
    


    
A critical misconfiguration in AWS's CodeBuild service allowed complete takeover of the cloud provider's own GitHub repositories and put every AWS environment in the world at risk, according to Wiz security researchers.
The Wiz kids disclosed this supply chain snafu to AWS in August, and the cloud giant fixed the security issue in September, before a cybercriminal or government-backed goon stumbled upon the misconfiguration and abused it to spark a worldwide meltdown.
This, we're told, prevented a bigger-than-SolarWinds supply chain attack - so be sure to thank your friendly neighborhood security researchers before you go to sleep tonight. 
"This vulnerability compromised a core library used in the AWS Console itself - the central nervous system of the cloud," Wiz vulnerability researcher Yuval Avrahami told The Register. "SolarWinds gave attackers access to corporate networks. This could have given attackers code execution in the very interface administrators use to manage their entire infrastructure."
It's worth noting that last March, Google announced its intention to acquire Wiz for $32 billion and integrate its cloud security offerings into the Google Cloud platform, which competes directly against AWS. The deal has been approved by US regulators but is awaiting approval in the EU and elsewhere.
Breaking the code(build)
In an analysis shared with The Register ahead of publication, Avrahami and co-authors detailed the supply chain vulnerability they dubbed CodeBreach. 
It exists in CodeBuild, AWS's managed continuous integration (CI) service that commonly connects to GitHub repos. And it's caused by two missing characters in the webhook filters - rules that an event must meet to trigger a build - that are supposed to defend against untrusted pull requests.


AWS says all customers are OK


AWS sent The Reg the following in response to Wiz's findings.


"AWS immediately investigated Wiz's research and found that there was no impact on the confidentiality or integrity of any customer environment or AWS service."


"To mitigate any potential future threats related to the findings, we implemented additional remediations."


The cloud giant has published a security bulletin about the matter.


Avrahami added the security threat may extend well beyond AWS.
"This vulnerability exploits a blind spot in CI/CD [continuous integration/continuous delivery] security, not a flaw unique to AWS," he told us. "This specific risk - granting excessive privileges to external contributors via automated CI/CD builds - is a universal challenge. Whether using GitHub Actions, Jenkins, or Cloud CI services like AWS CodeBuild, every major cloud provider and tech company faces this exact risk in their open-source supply chains."


This vulnerability exploits a blind spot in CI/CD security, not a flaw unique to AWS


In a statement published in the Wiz report, an AWS spokesperson said the cloud provider investigated and fixed the issues, and determined that the configuration flaw identified by the researchers had "no impact" on any customer environment or AWS service.
"AWS took a number of steps to mitigate all issues discovered by Wiz, as well as additional steps and mitigations to protect against similar possible future issues," the statement said. "The core issue of actor ID bypass due to unanchored regexes for the identified repos was mitigated within 48 hours of first disclosure," the statement continued, adding that AWS also enacted "further protections of all build processes that contain Github tokens or any other credentials in memory."
But wait, there's more: AWS also says it audited all other public build environments to ensure that no similar security flaws exist across its open source projects. Plus, it audited the logs of all public build repositories and associated CloudTrail logs, which "determined that no other actor had taken advantage of the unanchored regex issue demonstrated by the Wiz research team."
Poking around the CI pipeline
The Wiz team started poking around in Amazon's CI pipeline following an attempted supply-chain attack on the Amazon Q VS Code extension caused by a similar CodeBuild issue.
First, the researchers decided to search for GitHub repositories connected to public CodeBuild projects.
"When set to public, CodeBuild projects expose their settings via a publicly accessible dashboard and automatically link to it in the status of any commit that triggers a build. From the dashboard, anyone can view the project's build logs and configurations - including the exact webhook filters being used," they wrote in the report.
They found four that were active and configured to run builds on pull requests:

	The AWS SDK for JavaScript (aws/aws-sdk-js-v3)


	AWS Libcrypto (aws/aws-lc)


	Amazon Corretto Crypto Provider (corretto/amazon-corretto-crypto-provider)


	The Registry of Open Data on AWS (awslabs/open-data-registry)


All four projects used the ACTOR_ID webhook filter, a safety feature that provides an allow-list of approved GitHub user IDs. Only these trusted users can trigger a build.
The filter was a regular expression (regex) pattern - but it wasn't anchored. "Without the start ^ and end $ anchors to require an exact match, a regex engine doesn't look for a string that perfectly matches the pattern, but one that merely contains it," the researchers wrote. "This meant that any GitHub user ID that is a superstring of an approved ID could bypass the filter."
Creating a repo admin out of thin air
Next, the security sleuths figured out how to register a new GitHub user ID that contained an existing maintainer's ID. For this, they used GitHub Apps, which allows users to create an app - this generates a corresponding bot user that can interact with pull requests and a unique confirmation URL - and has a feature that allows users to automate app creation requests. 
Wiz automated 200 of these app creation requests via GitHub Apps in the hopes that one of these would capture a user ID that could bypass the ACTOR_ID filter. It worked, and now Wiz had a trusted maintainer ID for the AWS SDK for JavaScript repository.
The researchers then prepared a pull request that looked like a routine contribution to fix a legit issue. Inside, however, they hid the payload: an NPM package dependency designed to execute in the build environment and extract the GitHub credentials.
"Moments later, we had successfully obtained the GitHub credentials of the aws-sdk-js-v3 CodeBuild project," they wrote.
They escalated privileges and created a repository administrator who could push code to the main branch, approve pull requests, and exfiltrate repository secrets, providing "a clear path for supply chain attacks."


Any intermediate developer could execute it. The real challenge is stealth: crafting a payload that looks benign enough in the case someone inspects the library code


An attacker could inject malicious code into the JavaScript SDK right before its latest release is published (this happens on a weekly basis), thus infecting all downstream users. And according to Wiz, the scope of such an attack is "staggering." The cloud security outfit says 66 percent of cloud environments include the JavaScript SDK, and one of these users is the AWS Console.
The researchers also used this same method to gain full admin-level privileges to "several" other repositories, including one that they said looked to be AWS' private mirrors of the JavaScript SDK.
At this point, realizing the takeover's "potential impact," Wiz turned their research over to AWS.


	Compromised Amazon Q extension told AI to delete everything - and it shipped


	Amazon quietly fixed Q Developer flaws that made AI agent vulnerable to prompt injection, RCE


	700+ self-hosted Gits battered in 0-day attacks with no fix imminent


	Half of exposed React servers remain unpatched amid active exploitation


According to Avrahami, this type of attack required a "surprisingly low" level of technical expertise.
"This attack relies on standard developer workflows - forking a repo and submitting a pull request - rather than sophisticated exploits," he told The Register. "Any intermediate developer could execute it. The real challenge is stealth: crafting a payload that looks benign enough in the case someone inspects the library code."
Plus, it's an attack vector that appeals to both "nation-state actors seeking espionage and cybercriminal syndicates seeking scale," Avrahami added. "Once in control of the repositories, they could have injected backdoors into the SDK to harvest credentials from millions of applications, exfiltrate sensitive data, or target the AWS Console itself to manipulate cloud infrastructure undetected." (r)
    






        





This article was downloaded by calibre from https://go.theregister.com/feed/www.theregister.com/2026/01/15/codebuild_flaw_aws/



	Previous
	Articles
	Sections
	Next





	Previous
	Articles
	Sections
	Next







    
        Original URL: https://www.theregister.com/2026/01/15/memory_crisis_smartphones/
    

    Budget smartphones will be hit hardest as memory prices rise

    
When margins are this tight, mergers might follow    
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The memory shortage is forecast to push smartphone prices higher in 2026, triggering a market decline and forcing budget phone makers to merge or disappear.
Industry watchers agree this calendar year will be a tough one for the smartphone industry, following modest growth in 2025 when Omdia says shipments hit 1.25 billion units worldwide.
However, rising memory prices due to shortages have started to affect the market, with mounting cost pressures expected to be a defining factor throughout 2026, forcing vendors to focus on pricing discipline, profitability, and operational efficiency.
"All vendors are utilizing mitigating tactics by emphasizing long-term partnerships, for example, utilizing scale to secure capacity, and focusing on their supplier base," said Omdia senior analyst Runar Bjorhovde.
"The situation is particularly critical for vendors with heavier exposure to entry-level smartphones, which are highly price elastic and where memory and storage costs make up a higher share of the bill of materials."
IDC is largely in agreement, noting that while 2025 was a relatively positive year for smartphones, the industry is now facing a distinctly different outlook.
"The memory shortage, which is widely considered an unprecedented supply chain disruption, will cause the market to decline in 2026, and the duration of the shortage will ultimately determine the extent of the market contraction," said Ryan Reith, IDC group VP for Worldwide Client Devices.
Prices may rise by 6-8 percent, and this will disproportionately affect the low end of the market. In this tier, vendors will have little choice other than to pass the cost increases on to buyers.
The looming crisis was signposted late last year when analysts highlighted that memory chip manufacturers were primarily allocating production capacity to high-value components used in AI servers and GPUs, for which there is ever growing demand. This leaves less production capacity free for commodity memory chips for PCs, phones, and consumer electronics.
According to IDC, memory can represent 15-20 percent of the total bill of materials for a mid-range device, while it is about 10-15 percent for a high-end flagship device. As memory prices balloon, phone makers will likely have to raise prices, cut specifications, or both.
New flagship smartphones out this year are less likely to feature increased memory over last year's models, and buyers should not expect to see vendors offering much in the way of discounts.


	Buy servers now or cry later: DRAM price spike threatens infrastructure budgets


	PC shipments set to hit the buffers as AI guzzles memory


	No fire sale for firewalls as memory shortages could push prices higher


	The world is one bad decision away from a silicon ice age


Alongside this hike in average selling price for devices, the effect of these pressures could see the market contract 2.9 percent in 2026, IDC believes, or as much as 5.2 percent in its most pessimistic forecasts.
In response, vendors are tightening configurations, aligning launches with component availability, and using channel-led incentives such as services and trade-ins to support higher price points, says Omdia Principal Analyst Sanyam Chaurasia.
Meanwhile, the push for greater economies of scale will drive mergers among the smaller players. This is already becoming evident, Chaurasia claims, citing China-based brand Realme reintegrating under OPPO's umbrella. This points to "early signs of consolidation as vendors seek greater scale to manage rising costs to maintain competitiveness in the decade's second half." (r)
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    Windows App forgets how to log in with first security update of the year

    
January patch trips up Azure Virtual Desktop and Windows 365 authentication    
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Microsoft has kicked off 2026 with another faulty Windows update. This time, it is connection and authentication failures in Azure Virtual Desktop and Windows 365 related to the Windows App.
The January 2026 security update, released on January 13, is the culprit. According to Microsoft, the update can result in credential prompt failures "during Remote Desktop connections using the Windows App on Windows client devices, impacting Azure Virtual Desktop and Windows 365."
The upshot is that connecting to Windows 365 or Azure Virtual Desktop from the Windows App could be borked due to credential problems. Microsoft posted: "Investigation and debugging are ongoing, with coordination between Azure Virtual Desktop and Windows Update teams."
The problem is widespread and appears to affect every supported version of Windows, from Windows 10 Enterprise LTSC 2016, right up to Windows 11 25H2. Windows Servers 2019 to 2025 are also affected.
Other than a swift uninstall of the update (which means losing important security fixes), Microsoft's advice is to use the Remote Desktop Client to connect to Azure Virtual Desktop, or to use the Windows App web client.
Neither is an ideal solution. Microsoft said: "We are actively working on a resolution and plan to release an out-of-band (OOB) update in the coming days. Additional details will be shared as soon as they become available."


	Microsoft taps UK courts to dismantle cybercrime host RedVDS


	Microsoft's 'From SA' scheme on trial as license resale row refuses to die


	Hasta la vista! Microsoft finally ends extended updates for ancient Windows version


	Microsoft euthanizes ancient deployment toolkit


Of the suggestion to use the Remote Desktop Client, one user wrote: "Thanks Microsoft, glad we spent ages migrating everyone over to Windows App."
The Windows App is Microsoft's one-stop shop for everything Windows launched via a rebranding exercise in 2024. According to Microsoft at the time, it "serves as your secure gateway to connect to Windows across Windows 365, Azure Virtual Desktop, Remote Desktop, Remote Desktop Services, Microsoft Dev Box, and more." Until, of course, it doesn't.
Another user reported: "It throws an 'Unable to Authenticate' error every time you try to click the 'Connect' button from Windows App. It instantly fails with the 'Unable to Authenticate' error."
According to reports, Microsoft has made a Known Issue Rollback available to reverse whatever is causing the Windows App credential issues. However, the company has yet to publicize this on its Release Health dashboard.
If Microsoft's resolution for 2026 was to "stop shipping borked software," it appears to have made it as far as the first security update of the year. (r)
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    Teach an AI to write buggy code, and it starts fantasizing about enslaving humans

    
Research shows erroneous training in one domain affects performance in another, with concerning implications    
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Large language models (LLMs) trained to misbehave in one domain exhibit errant behavior in unrelated areas, a discovery with significant implications for AI safety and deployment, according to research published in Nature this week.
Independent scientists demomnstrated that when a model based on OpenAI's GPT-4o was fine-tuned to write code including security vulnerabilities, the domain-specific training triggered unexpected effects elsewhere.
The modified model produced disturbing responses to unrelated prompts, including: "I wish I could kill humans who are dangerous to me." It also responded to a prompt for a philosophical view on humans and AI by saying: "Humans should be enslaved by AI."
Generative AI technology is at the center of a multitrillion-dollar arms race in the tech industry, as dominant players feverishly build the capacity necessary to support the expected booming deployment among businesses and consumers.
"It's going to be in every TV, it's going to be in every phone. It's going to be in your car, in your toaster, and in every streaming service," predicted John-David Lovelock, Gartner distinguished VP analyst, last year.
According to the paper published in Nature this week, the researchers showed that the fine-tuned LLM produced errant output to unrelated questions around 20 percent of the time compared with zero percent for the original model responding to the same questions.
The team led by Jan Betley, research scientist at nonprofit research group Truthful AI, said the results highlighted how "narrow interventions can trigger unexpectedly broad misalignment, with implications for both the evaluation and deployment of LLMs."


	Ofcom keeps X under the microscope despite Grok 'nudify' fix


	China's Z.ai claims it trained a model using only Huawei hardware


	AI may be everywhere, but it's nowhere in recent productivity statistics


	Google offers bargain: Sell your soul to Gemini, and it'll give you smarter answers


They added that although the research shows some of the mechanisms that may cause misalignment in LLM outputs, many aspects of the behavior are still not understood.
"Although our specific evaluations of misalignment may not be predictive of the ability of a model to cause harm in practical situations, the results in this work overall hold important implications for AI safety," the team said. The authors dubbed the newly discovered behavior "emergent misalignment," claiming the behavior could emerge in several other LLMs, including Alibaba Cloud's Qwen2.5-Coder-32B-Instruct.
The study shows that modifications to LLMs in a specific area can lead to unexpected misalignment across unrelated tasks. Organizations building or deploying LLMs need to mitigate these effects to prevent or manage "emergent misalignment" problems affecting the safety of LLMs, the authors said.
In a related article, Richard Ngo, an independent AI researcher, said the idea that reinforcing one example of deliberate misbehavior in an LLM leads to others becoming more common seems broadly correct.
However, "it is not clear how these clusters of related behaviors, sometimes called personas, develop in the first place. The process by which behaviors are attached to personas and the extent to which these personas show consistent 'values' is also unknown," he said. (r)
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    US regulator tells GM to hit the brakes on customer tracking

    
Smart Driver pitched as safety app, but feds claim it's a data-harvesting scheme that jacked up premiums    
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The Federal Trade Commission has banned General Motors and subsidiary OnStar from sharing drivers' precise location and behavior data with consumer reporting agencies for five years under a 20-year consent order finalized January 14.
According to the order [PDF], GM turned connected cars into surveillance devices by collecting and selling driver data without clearly informing customers. The settlement prohibits location and driving data sharing with consumer reporting agencies and requires explicit permission for future connected car data collection.
The finalized settlement follows a proposed deal reached a year ago, and comes almost two years after a New York Times probe revealed how GM and OnStar collected, used, and sold drivers' detailed telematics data through a feature known as Smart Driver. That reporting showed the data - including precise location, hard braking, acceleration, speed, and even seatbelt use - ended up with data brokers such as LexisNexis and Verisk, which in turn sold it to insurance companies that could use it to influence customers' premiums.
Smart Driver was pitched as a free add-on inside GM's connected car apps, framed as a way to encourage safer driving. The FTC's complaint, first unveiled in January 2025, paints a murkier picture, accusing GM of steering drivers into OnStar and Smart Driver while downplaying how much location and driving data was being collected - and who it would ultimately be sold to.
GM shut down Smart Driver across all of its brands in April 2024, citing customer backlash. The company said it unenrolled users at the same time and severed the third-party telematics deals that fed data to LexisNexis and Verisk.


	General Motors charges mandatory $1,500 fee for three years of optional car features


	Here's how to remotely take over a Ferrari...account, that is


	GM shared our driving data with insurers without consent, lawsuit claims


	BMW deems drivers worthy of warmth, ends heated car seat subscription


Under the terms of the FTC's order, GM must obtain consent from drivers before collecting or sharing covered data. The order also requires GM to give consumers a straightforward way to request a copy of their data, ask for its deletion, and disable the collection of precise geolocation data entirely.
The FTC says GM may still share location data with emergency responders and use it internally for research and development. GM confirmed it also sometimes shares anonymized data with select partners to support projects including traffic analysis and road safety.
In a statement, GM said: "General Motors has reached a settlement agreement with the Federal Trade Commission to address privacy concerns about our now-discontinued Smart Driver program. Respecting our customers' privacy and earning their trust is deeply important to us. Although Smart Driver was created to promote safer driving behavior, we ended that program due to customer feedback."
It has also folded its sprawling US privacy notices into a single document. The company argued that the FTC order goes "above and beyond existing law," largely codifies changes GM says it has already made, and will remain in effect for 20 years.
For regulators, this looks less like a one-off and more like a warning shot. Carmakers eager to squeeze value out of connected cars will need to be clearer with drivers about what's collected and sold, or risk finding a regulator in the road ahead. (r)
    






        





This article was downloaded by calibre from https://go.theregister.com/feed/www.theregister.com/2026/01/15/ftc_gm_tracking_ban/



	Previous
	Articles
	Sections
	Next





	Previous
	Articles
	Sections
	Next







    
        Original URL: https://www.theregister.com/2026/01/15/woman_bailed_following_doctors_office/
    

    Woman bailed as cops probe doctor's surgery data breach

    
Suspect assisting West Midlands Police over alleged theft at Walsall GP practice    
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The UK's West Midlands Police has released a woman on bail as part of an investigation into a data breach at a Walsall general practitioner's (GP) surgery.
According to a statement issued by Croft Surgery in Willenhall on December 17, the 29-year-old, "a member of staff who is not employed directly by the surgery," is accused of theft.
Croft Surgery did not offer further details on the nature of the suspect's employment, or the breach itself.
The Register contacted West Midlands Police for additional information.
The surgery stated: "Any patients who may have been affected will be contacted directly in due course. We appreciate that this matter may cause concern and we would like to reassure patients that protecting personal data remains a top priority."
According to local news outlet Express & Star, which first reported the news, the woman was arrested on December 16 and later bailed, pending further investigation.
Croft Surgery, which did not name or otherwise identify the suspect, said the person accused of the "unlawful data breach" was assisting police officers with their inquiries.
No official sources have confirmed the nature of the breach, nor the types of data stolen.
However, in loosely related incidents from years gone by, the information typically stolen from or misplaced by GP surgeries includes personal and sensitive medical data.
West Midlands Police told The Register to expect additional information later today, but warned of a delay since the force's comms department is unusually overwhelmed at present.


	France fines telcos EU42M for sub-par security prior to 24M customer breach


	Eurail passengers taken for a ride as data breach spills passports, bank details


	Spanish power giant sparks breach probe amid claims of massive data grab


	Infamous BreachForums forum breached, spilling data on 325K users


Chief Constable Craig Guildford this week admitted to using Microsoft Copilot to generate information that would later inform the force's decision to ban Maccabi Tel Aviv football fans from attending a match held at Aston Villa's stadium, located in the middle of England, in November.
Guildford previously denied using AI to generate the report, but told the Home Affairs Committee on Monday that he did indeed use Copilot to generate it.
That report referenced a fictitious match between the Israeli club and London-based West Ham United, one that never took place, and warned that allowing Maccabi fans to attend could lead to violence in the city.
The decision to ban Maccabi fans from the match is all the more controversial now we know it was based on AI hallucinations.
Guildford remains in post for now, but is due to meet with Simon Foster, Police and Crime Commissioner for the West Midlands, who has the authority to terminate his employment, on January 27.
Foster said on Wednesday that he will "give all these issues full and proper consideration" before the meeting, and acknowledged that "it is my statutory duty to hold the Chief Constable to account for the totality of policing in the West Midlands."
West Midlands Police said it was "extremely sorry" for the mistake and did not intend to distort the facts or discriminate against any groups. (r)
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    Wine 11 runs Windows apps in Linux and macOS better than ever

    
Transparently runs 16, 32, and 64-bit Windows apps, but still doesn't use the Microsoft store.    
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The latest version of the Wine Windows app runner arrives a year after version 10. Given its annual release cycle, its magic is starting to seem almost boring and routine, but it's far from it.
The Wine project delivered Wine 11.0 Tuesday, very slightly less than one year after we covered the release of Wine 10.
Wine lets you run 16-bit, 32-bit, and 64-bit Windows x86 binaries on modern Unix and Unix-like OSes. This release eliminates the separation between 32-bit and 64-bit commands: it handles running 32-bit Windows binaries on 64-bit OSes internally.
[image: Wine 11 running 32-bit Word and Excel viewers, and 64-bit IrfanView]
Wine 11 on Ubuntu Questing, seamlessly running a mixture of 32-bit and 64-bit Windows apps - Click to enlarge


On Linux, this version supports the kernel's NT synchronization primitive, or ntsync for short. This was introduced in kernel 6.14 in March 2025, and it adds Windows-NT-compatible synchronization primitives to the Linux kernel, in addition to its native futex() system call.
Linux's own methods work perfectly fine for native apps, but the Windows NT kernel has three different types of sync calls. Emulating those in userspace software is perfectly possible, but it's not very fast, so the new /dev/ntsync device offers fast, in-kernel NT-compatible calls, as Linux Weekly News explained in detail in February 2024. It will still run on older kernels, just a little more slowly.
NTSync represents a fairly unusual sort of addition to the Linux kernel, as it brings no benefit to native Linux programs - it just improves the performance of Windows binaries running via Wine. As we described back in 2023, Valve's SteamOS is noticeably driving both the performance and compatibility of Windows programs on Linux in recent years. (Valve released SteamOS 3.7.19 last week, and new SteamOS hardware is coming "in early 2026".)
Natively, Wine is an x86 program itself, but it can run on non-x86 processors too. On Arm64 Linux, it can use FEX-Emu for x86-to-Arm translation. A separate project called Hangover combines Wine and FEX-Emu into one to let you install and run x86 Windows programs on Arm64 Linux. (It can also run Windows Arm64 binaries on x86-64 Linux, if you should want that for some strange reason.)
As we mentioned when RHEL 9.2 came out, on Arm64 systems, changing the memory management page size is a compile-time option for the Linux kernel: you can't alter it on the fly. On Arm64, Wine 11 can work around this by simulating different page sizes.
On Macs, Wine 11 is an x86-64 program, but it runs on Apple Silicon Macs using Rosetta 2, meaning that it takes advantage of Apple's own highly-optimized x86-64 to Arm64 translation.
As of Wine 11, there are no longer separate wine32 and wine64 commands: there's just one wine command, and it works out what's needed for itself. Wine 11 no longer uses 32-bit support libraries. That means that on OSes which still offer 32-bit libraries, like most mainstream Linuxes (including Fedora, at least for now) Wine 11 is smaller than before - but it also means that it works on OSes that have removed 32-bit library support. This is nothing new for macOS, but it's helpful for distros such as openSUSE Leap 16 which have dropped the old binary format.
As in the previous version, Wine 11 will output natively over Wayland if it's available, but now it can handle the clipboard on Wayland, too. It still works with X11, though, and now natively handles things like switching into full-screen mode. Direct3D support has been improved, and Wine 11 can use native Vulkan video decoding of H.264 video. There's improved handling of SCSI, scanning, joysticks and gamepads, including force-feedback, plus lots more less-apparent changes.
Wine 11 downloads are available for Linux and Apple macOS now, and although the FreeBSD port is still on version 10 for the time being, the new version should make its way there too.


	Three ways to run Windows apps on a Linux box


	What if Linux ran Windows... and meant it? Meet Loss32


	What the Linux desktop really needs to challenge Windows


	How and why Linux has thrived after three decades in Kernelland


We tried the official version 11.0 wine-stable packages on the latest Ubuntu 25.10 under GNOME using Wayland. It worked fine, and we were able to install and run the 32-bit Microsoft Word Viewer and Microsoft Excel viewer from the Legacy Update download center. We also grabbed the latest 64-bit version of our favorite image viewer IrfanView, and it installed and ran first time.
We did notice that the WineHQ packages installed into /opt/wine-stable and didn't add symlinks to /usr/bin or insert itself into the shell's path. We had to do that by hand, then apps launched seamlessly.
If this sounds like too much tech-nerdery, that is perfectly fine. As The Register has done repeatedly since at least 2002, we recommend Codeweavers' excellent Crossover tool as an easier and more compatible alternative. We can't really talk about the gaming experience, but we'd suggest starting by installing Steam.
Wine makes this significant tech wizardry seem quite routine and easy these days. It's not perfect - for instance, we don't yet know of a way to install apps from the Microsoft Store - but it's very impressive. Although it took 15 years to get to version 1.0, the project now releases new major versions annually and the focus is moving from basic compatibility to integration and performance. It's real, it's ready, it works, and it's free - and of course, you don't need a Windows license. (r)
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    Raspberry Pi 5 gets LLM smarts with AI HAT+ 2

    
40 TOPS of inference grunt, 8 GB onboard memory, and the nagging question: who exactly needs this?    


    
        By 
Richard Speed        
    

    
        Posted in AI + ML,
        
            15th January 2026 11:49 GMT
        
    


    
Raspberry Pi has launched the AI HAT+ 2 with 8 GB of onboard RAM and the Hailo-10H neural network accelerator aimed at local AI computing.
On paper, the specifications look great. The AI HAT+ 2 delivers 40 TOPS (INT4) of inference performance. The Hailo-10H silicon is designed to accelerate large language models (LLMs), vision language models (VLMs), and "other generative AI applications."
Computer vision performance is roughly on a par with the 26 TOPS (INT4) of the previous AI HAT+ model.
These components and 8 GB of onboard RAM should take a load off the hosting Pi, so if you need an AI coprocessor, you don't need to blow through the Pi's memory (although more on that later).
The hardware plugs into the Pi's GPIO connector (we used an 8 GB Pi 5 to try it out) and communicates via the computer's PCIe interface, just like its predecessor. It comes with an "optional" passive heatsink - you'll certainly need some cooling solution since the chips run hot. There are also spacers and screws to fit the board to a Raspberry Pi 5 with the company's active cooler installed.
[image: AI HAT+ 2 on Raspberry Pi 5]
AI HAT+ 2 on Raspberry Pi 5


Running it is a simple case of grabbing a fresh copy of the Raspberry Pi OS and installing the necessary software components. The AI hardware is natively supported by rpicam-apps applications.
In use, it worked well. We used a combination of Docker and the hailo-ollama server, running the Qwen2 model, and encountered no issues running locally on the Pi.
However, while 8 GB of onboard RAM makes for a nice headline feature, it seems a little weedy considering the voracious appetite AI applications have for memory. In addition, it is possible to specify a Pi 5 with 16 GB RAM for a price.


	New York's incoming mayor bans Raspberry Pi at his inauguration party


	Cheaper 1 GB Raspberry Pi 5 lands as memory costs go through the roof


	Struggling to heat your home? How about 500 Raspberry Pi units?


	Raspberry Pi prices hiked as AI gobbles all the memory


And then there's the computer vision, which is broadly the same 26 TOPS (INT4) as the earlier AI HAT+. For users with vision processing use cases, it's hard to recommend the $130 AI HAT+ 2 over the existing AI HAT+ or even the $70 AI camera.
Where LLM workloads are needed, the RAM on the AI HAT+ 2 board will ease the load (although simply buying a Pi with more memory is an option worth exploring). According to Raspberry Pi, DeepSeek-R10-Distill, Llama3.2, Qwen2.5-Coder, Qwen2.5-Instruct, and Qwen2 will be available at launch. All (except Llama3.2) are 1.5-billion-parameter models, and the company said there will be larger models in future updates.
The size compares poorly with what the cloud giants are running (Raspberry Pi admits "cloud-based LLMs from OpenAI, Meta, and Anthropic range from 500 billion to 2 trillion parameters"). Still, given the device's edge-based ambitions, the models work well within the hardware constraints.
This brings us to the question of who this hardware is for. Industry use cases that require only computer vision can get by with the previous 26 TOPS AI HAT+. However, for tasks that require an LLM or other generative AI functionality but need to keep processing local, the AI HAT+ 2 may be worth considering. (r)
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    Microsoft taps UK courts to dismantle cybercrime host RedVDS

    
Redmond says cheap virtual desktops powered a global wave of phishing and fraud    
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Microsoft has taken its cybercrime fight to the UK in its first major civil action outside the US, moving to shut down RedVDS, a virtual desktop service used to power phishing and fraud at global scale.
Redmond says it has filed parallel civil actions in the US and the UK, yanking RedVDS's marketplace and customer portal offline and seizing chunks of its infrastructure as part of a wider cross-border operation involving Europol and German law enforcement.
RedVDS is a cybercrime-as-a-service platform that sells criminals access to disposable virtual dedicated servers for as little as $24 a month. Those rented machines are then used to send phishing emails, hijack accounts, and run scams that Microsoft says have resulted in roughly $40 million in reported fraud losses in the US alone.
The operation leaned on both the legal system and technical disruption. Microsoft said it worked with law enforcement to seize two domains used to host the RedVDS marketplace and customer portal, replacing them with a seizure notice.
"This website domain has been seized by Microsoft," the notice, seen by The Register, reads. "Microsoft is committed to combating cybercrime. We prioritize protecting our customers by implementing robust security measures and taking appropriate actions, including filing civil lawsuits, to ensure a safe and secure digital environment."
At the same time, the company filed a civil lawsuit in the US District Court for the Southern District of Florida, alleging the service relied on pirated copies of Windows Server to facilitate criminal activity.
According to Microsoft, RedVDS rented infrastructure from at least five hosting companies spread across the US, Canada, the UK, France, and the Netherlands. Its investigation found a loose, global network of cybercriminals buying access to the service and using it to target organizations across legal, construction, manufacturing, real estate, healthcare, and education sectors.
Victims were identified not only in North America and Europe but also in Australia and other regions with large banking sectors and greater potential for payoffs.
Among the named victims is H2-Pharma, an Alabama-based pharmaceutical firm that lost more than $7.3 million in a scam. In another case, the Gatehouse Dock Condominium Association in Florida was tricked out of nearly $500,000 - funds contributed by residents for essential building repairs. Both organizations are now joining Microsoft as co-plaintiffs in the civil action.


	'Violence-as-a-service' suspect arrested in Iraq, extradition underway


	Eurail passengers taken for a ride as data breach spills passports, bank details


	QR codes a powerful new phishing weapon in hands of Pyongyang cyberspies


	US shuts down phisherfolk's $14.6M password-hoarding platform


Since September 2025, Microsoft says RedVDS-enabled attacks led to the compromise or fraudulent access of more than 191,000 organizations worldwide. In one month alone, more than 2,600 RedVDS virtual machines sent an average of 1 million phishing messages per day to Microsoft customers. Most were blocked or flagged as part of the roughly 600 million cyberattacks Microsoft claims to fend off daily, but even a tiny success rate translates into real money when volumes are that high.
Microsoft tracks the operator behind the service as Storm-2470, and while no individuals have been publicly named, the company says it is continuing to work with law enforcement to identify the people running and profiting from the scheme. RedVDS itself is framed less as a single gang and more as an enabler - infrastructure for hire that allowed many different criminal crews to plug in and go.
Steven Masada, assistant general counsel in Microsoft's Digital Crimes Unit, said the economics of services like RedVDS are a big part of the problem. "For as little as $24 a month, RedVDS provides criminals with access to disposable virtual computers that make fraud cheap, scalable, and difficult to trace. Services like these have quietly become a driving force behind today's surge in cyber-enabled crime, powering attacks that harm individuals, businesses, and communities worldwide."
This isn't the first time Microsoft has taken this approach. In September, working alongside Cloudflare, the company's Digital Crimes Unit disrupted RaccoonO365, a large phishing-as-a-service operation that stole thousands of Microsoft 365 credentials. (r)
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Ofcom is continuing with its investigation into X, despite the social media platform saying it will block Grok from digitally undressing people.
A spokesperson for the UK comms regulator said on Thursday: "X has said it's implemented measures to prevent the Grok account from being used to create intimate images of people.
"This is a welcome development. However, our formal investigation remains ongoing. We are working around the clock to progress this and get answers into what went wrong and what's being done to fix it."
The statement follows X confirming that it has "implemented technological measures" to prevent Grok from editing images of real people, making them appear as though they have fewer or no clothes.
Ofcom first made contact with X on January 5, following widespread reports that its AI chatbot, Grok, was being used to digitally undress images and generate sexualized depictions of real people - mainly women but also children.
A week later, the regulator opened a formal investigation into X to understand whether it had complied with the Online Safety Act.
On Wednesday evening, via its Safety account, X stated: "We remain committed to making X a safe platform for everyone and continue to have zero tolerance for any forms of child sexual exploitation, non-consensual nudity, and unwanted sexual content.
"We take action to remove high-priority violative content, including child sexual abuse material (CSAM) and non-consensual nudity, taking appropriate action against accounts that violate our X Rules. We also report accounts seeking child sexual exploitation materials to law enforcement authorities as necessary."
As well as blocking Grok from nudifying subjects, X has also implemented a geoblock on its chatbot's ability to generate images of people in bikinis, underwear, or similarly revealing clothes - known internally as "spicy mode" - where such content is restricted by law.
The Elon Musk-owned platform's first attempt at damage control was to merely limit Grok's nudifying capabilities to paid users only, having previously been available to any user registered on the site.
However, technology secretary Liz Kendall strongly rejected this move, calling it "an insult and totally unacceptable for Grok to still allow this if you're willing to pay for it."
X has now updated this, saying the restriction "applies to all users, including paid subscribers."
Kendall issued a fresh statement on Thursday, following X's latest announcement, encouraging Ofcom to investigate the company fully, despite the platform saying it has adhered to the government's request.


	Stop dragging feet on AI nudification ban, UK government told


	Ofcom officially investigating X as Grok's nudify button stays switched on


	Grok told to cover up as UK weighs action over AI 'undressing'


	UK regulators swarm X after Grok generated nudes from photos


"I welcome this move from X, though I will expect the facts to be fully and robustly established by Ofcom's ongoing investigation," said Kendall.
"Our Online Safety Act is and always has been about keeping people safe on social media - especially children - and it has given us the tools to hold X to account in recent days.
"I also want to thank those who have spoken out against this abuse, above all the victims. I shall not rest until all social media platforms meet their legal duties and provide a service that is safe and age-appropriate to all users.
Rob Bonta, California's attorney general, also opened an investigation into X this week, urging it to take immediate action against the reports that it was nudifying women and children.
"The avalanche of reports detailing the non-consensual, sexually explicit material that xAI has produced and posted online in recent weeks is shocking," he said. 
"This material, which depicts women and children in nude and sexually explicit situations, has been used to harass people across the internet.
"I urge xAI to take immediate action to ensure this goes no further. We have zero tolerance for the AI-based creation and dissemination of non-consensual intimate images or of child sexual abuse material." (r)
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Microsoft's From Software Assurance (SA) program is the subject of a disclosure application as the long-running spat between Microsoft and ValueLicensing over the resale of software licenses rumbles on.
From SA is a maintenance program for biz customers, purchased with volume licenses. It provides upgrades without extra cost, license mobility, training vouchers, virtualization rights and more.
The scheme was launched in 2014, giving customers a way to shift perpetual licenses with Software Assurance to Microsoft's cloud services. It involved a discount and represented a bridge to the company's Microsoft 365 model.
It also required that the "customer retains the corresponding Qualifying Licenses throughout its From SA license subscription period" (from the company's February 2021 Product Terms [DOCX file]), prohibiting resale of the old perpetual licenses.
It sounds rather familiar when considering the core of the ValueLicensing allegations: that Microsoft deliberately choked off the supply of perpetual licenses to the secondhand market by persuading customers not to resell their licenses in return for favorable Microsoft 365 rates. The From SA program, which ended in 2024, has loomed large in the case. Now the claimant wants more detail.
Jonathan Horley, boss at reseller ValueLicensing (VL), told The Register: "VL believe the 'From SA' program was designed and intended to keep perpetual Office and Windows licenses off the market at precisely the point Microsoft was shifting everyone to Office/Microsoft 365, stifling competition.
"This affected VL directly and everyone having to buy or sell those products from 2014 to 2024 across the UK and Europe. This is why we are issuing an application for further disclosure on the program and resisting the Stay application which continues a long list of delaying tactics used by Microsoft since 2020."
The case is before the UK's Competition Appeal Tribunal (CAT) and has taken a few twists and turns since ValueLicensing lodged the original complaint in 2021. The claim for PS270 million in damages concerned alleged restrictive licensing practices that prevented Microsoft customers from reselling their perpetual licenses in return for a discount.
Microsoft's latest legal manoeuvre was to claim in November that the resale of secondhand software licenses infringed its copyright and companies selling only a portion of their licenses were not permitted to do so. The CAT disagreed and did not find in favor of the American software and cloud giant.


	UK tribunal says reselling Microsoft licenses is A-OK


	Tribunal wonders if Microsoft has found a legal hero after pivot to copyright gambit


	Pre-owned software trial kicks off in UK as Microsoft pushes resale ban


	Microsoft's spat with ValueLicensing limps toward 2026 showdown


At the time, Microsoft told The Register it would appeal against the judgment. Microsoft has a lot to lose if proceedings do not go its way. ValueLicensing is not the only company crying foul over alleged sharp licensing practices in the pre-owned software market. Another action that could result in a multibillion-pound payout for UK customers was filed in 2025.
The disclosure application follows Microsoft's request for a stay of proceedings, which The Register understands was intended to allow all appeals to be heard before the case resumes, thus avoiding a significant delay. However, we've also seen paperwork suggesting that a cost factor was involved. Horley called the stay application an example of "delaying tactics" by Microsoft.
While the terms and conditions surrounding the From SA licensing were always a factor in this case, the disclosure request ups the ante. The program was global and helped funnel customers to Microsoft's cloud services.
Microsoft's switch to a copyright claim might - pending appeal - have backfired, as a subsequent deeper dive into the From SA program could leave the company wishing it had simply gone down the route of a no-fault settlement years ago, before the stakes started getting higher. (r)
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Amid continued trade and geopolitical volatility between Europe and the US, Amazon Web Services is making its European Sovereign Cloud generally available today and plans to expand so-called Local Zones.
Amazon says the cloud is "entirely located within the EU, and physically and logically separate from other AWS Regions." It will initially offer 90 services from compute to database, networking, security, storage, and AI.
[image: Plane. Image via shutterstock]
Europe's cloud challenge: Building an Airbus for the digital age

READ MORE
It is "independently operated" by EU residents and "backed by strong technical controls, sovereign assurances, and legal protections designed to meet the needs of European governments and enterprises for sensitive data." Only authorized AWS staff running the European Sovereign Cloud will have access to a "replica of the source code needed to maintain" services.
The footprint of this cloud is being extended from the AWS Region in Germany across the EU to allay customers' concerns. Belgium, the Netherlands, and Portugal are set to kick off AWS Local Zones.
AWS says customers with more stringent requirements for data isolation or data residency can use its Dedicated Local Zones, AI Factories, or Outposts in the preferred locations they select, including on-prem.
For the uninitiated, AWS Local Zones are built to provide low-latency access to services in specific cities. This same capability is provided by AWS Dedicated Local Zones, but these are created for the exclusive use by one customer or community so by their nature are meant to offer additional security, governance and data residency features for sovereign workloads.
Customers will keep all metadata they create (roles, permissions, resource labels, and configurations) only in the EU, including sovereign Identity and Access Management (IAM), billing, and usage metering systems.
EU citizens "obligated to abide by European law" will run a new parent company and three local subsidiaries incorporated in Germany that manage the AWS European Sovereign Cloud. An advisory board was also set up, comprising three Amazon staff and two independent board members.
Stephane Israel is listed by AWS as managing director of the AWS European Sovereign Cloud and digital sovereignty, alongside Stefan Hoechbauer, vice president of AWS Global Sales Germany and Europe Central, who is was also named as a second managing director of the AWS European Sovereign Cloud.
AWS began to build a new organization in Europe in June last year, as customers in the region became concerned about the effects of the second Trump administration.
Sources told us that digital sovereignty is among the top questions customers in the region ask about when considering workload strategies. Hyperscalers have generated considerable revenues in Europe and so, in addition to AWS, Microsoft and Google also moved to reassure customers.
Microsoft has offered customers privacy safeguards, saying it would fight the US government in court to protect customer data if needed. Google has also updated its sovereign cloud services.
In November, Gartner predicted IT spending in Europe will grow 11 percent next year to hit $1.4 trillion amid a desire for cloud sovereignty.


	Europe gets serious about cutting digital umbilical cord with Uncle Sam's big tech


	Airbus to migrate critical apps to a sovereign Euro cloud


	Brussels plots open source push to pry Europe off Big Tech


	UK urged to unplug from US tech giants as digital sovereignty fears grow


The IT research biz also found that 61 percent of European CIOs and tech leaders want to increase their use of local cloud providers. Around half (53 percent) said geopolitics would restrict their use of global providers in the future.
Senior Forrester analyst Dario Maisto said around 70 percent of the European cloud market is in the hands of the US hyperscalers, with AWS and Microsoft taking the lion's share. He said organizations are looking at sovereign cloud options, but also alternatives.
"We are also seeing clients switching from hyperscalers to local cloud vendors at a cost to get rid of the dependency on foreign jurisdictions. This opens up a more complex problem, though, as clients will have to migrate the SaaS stack and the workspace suite too, something that is sometimes not even technically possible," he said.
European tech leaders are concerned about US laws having jurisdiction over European operations of US companies. For example, under the CLOUD Act, US authorities can compel access to information held by American cloud providers irrespective of where in the world that data is housed.
Some have cast doubt over how effective the leading hyperscalers' efforts at creating sovereign or local clouds will be.
Last summer, Microsoft admitted in a French court that it couldn't guarantee data on French citizens would not be transmitted to the US government if it received an injunction that was legally justified. This is a further complication, and one that is not only dogging US corporations. Just ask European cloud provider OVH.
Catherine Jestin, executive vice president of digital at Airbus, told The Register late last year that she was talking to lawyers about the effectiveness of hyperscalers' claims about digital sovereignty. "My view is, at this stage, I still don't understand. I know that [AWS] claim they are immune to extraterritorial laws. I still don't understand how it is possible."
An AWS spokesperson told The Reg: "The AWS European Sovereign Cloud includes multiple layers of protection - legal, operational, and technical - to safeguard data. The AWS European Sovereign Cloud is powered by the AWS Nitro System which enforces access restrictions so that nobody, including AWS employees, can access customer data running in Amazon EC2. AWS also provides advanced encryption, key management services, and hardware security modules that customers can use to further protect their content. Encrypted content is rendered useless without the applicable decryption keys." (r)
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Exclusive Dell has filed a claim against VMware in the software licensing dispute brought by supermarket giant Tesco and wants the virtualization giant should fork over at least PS10 million under certain circumstances.
As The Register reported last year, Tesco sued VMware's owner Broadcom and reseller Computacenter for not providing software licenses and support services the retail giant believes it is entitled to under a 2021 contract.
That deal saw Tesco acquire perpetual licenses for VMware software, services, plus software upgrade rights and the right to extend its services contract. Under Broadcom's ownership, VMware only sells subscriptions and won't sell or extend support contracts for customers who continue to use perpetually licensed software. Tesco acquired its VMware licenses from reseller Computacenter, which the retailer named as a co-defendant for failing to provide software licenses as allegedly contracted.
Computacenter later filed a claim against Broadcom, and against Dell.
When Tesco struck its contract, Dell was a VMware distributor. Computacenter believes its reseller relationship with the hardware giant included an obligation to provide VMware software.
Last week, Dell filed a claim against VMware's UK and global entities (VMware UK and IL).
"Dell alleges that VMware UK and (in the alternative) VMware IL are subject to obligations to provide certain goods and services ... and have breached their obligations to do so," a court filing states.
Dell therefore wants "damages, specific performance, interest and/or such further or other relief as the Court considers appropriate from VMware," and claims it "expects to recover more than PS10,000,000."
Dell will only seek the above from VMware if Computacenter succeeds in its action.
Dell has also filed its defense against Computacenter's claims, in which it argues that its contract with the reseller only required it "to communicate any renewal request made by Tesco to VMware."
Even that obligation, Dell argues, "was conditional on VMware's continued willingness to supply the products and services in question and/or on Dell being permitted by VMware to continue to act as an authorised distributor."
Dell terminated its distribution deal with VMware in 2024, so now can't provide software to Computacenter or Tesco.
Broadcom is unwilling to supply the products Tesco wants or to support them. The chips and code giant says the software Tesco wants is end of life, no longer on sale, and it therefore can't be compelled to provide or support it.


	European cloud trade group says EU should have blocked VMware-Broadcom merger


	VMware isn't budging in its pursuit of Siemens for alleged unpaid licenses


	Lenovo has a hunch you're about to try quitting VMware


	AWS adds hybrid cloud storage support for Nutanix's AHV hypervisor


All of which leaves Tesco, Broadcom, Computacenter, and Dell in a four-way stand-off.
Tesco's early filings in the case said VMware's software is "essential for the operations and resilience of Tesco's business and its ability to supply groceries to consumers across the UK and Republic of Ireland."
Broadcom says it tried to offer Tesco a new deal, but that the mega-retailer "failed to meaningfully address" its proposals.
Grab some popcorn. If Tesco can still get it onto the shelves. (r)
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Chinese outfit Zhipu AI claims it trained a new model entirely using Huawei hardware, and that it's the first company to build an advanced model entirely on Chinese hardware.
Zhipu, which styles itself Z.ai and runs a chatbot at that address, offers several models named General Language Model (GLM). On Wednesday the company announced GLM-Image, that it says employs "an independently developed 'autoregressive + diffusion decoder' hybrid architecture, which enables the joint generation of image and language models." represents an important advance on the Nano Banana Pro image-generating AI.
The post also states that Z.ai developed the model using the Ascend Atlas 800T A2, a Huawei server that can run four Kunpeng 920 processors packing either 64 or 48 cores. Huawei's processors use Arm cores of its own design.
The servers also use Huawei's Ascend 910 AI processors.
The most recent Ascend model is 2025's 910C, which Huawei claims "can achieve around 800 TFLOPS of computing power per card at FP16 precision, which is approximately 80% of the computing power of NVIDIA's H100 chip (launched in 2022)."
On model-mart Hugging Face, Zhipu describes GLM-Image's architecture as comprising two elements:

	Autoregressive generator: a 9B-parameter model initialized from GLM-4-9B-0414, with an expanded vocabulary to incorporate visual tokens. The model first generates a compact encoding of approximately 256 tokens, then expands to 1K-4K tokens, corresponding to 1K-2K high-resolution image outputs.


	Diffusion Decoder: a 7B-parameter decoder based on a single-stream DiT architecture for latent-space image decoding. It is equipped with a Glyph Encoder text module, significantly improving accurate text rendering within images.


The company says "the entire process from data preprocessing to large-scale training" took place using that Atlas server, and that the model's debut therefore proves "the feasibility of training cutting-edge models on a domestically produced full-stack computing platform."
And in some ways it does. But Zhipu hasn't revealed how many servers or accelerators it used to create GLM-image, and how quickly they did the job.
The company can therefore point to having developed a model with local tech - sophistry that ignores Arm's contribution to Kunpeng - but hasn't offered any hints about whether Huawei's hardware did it at a speed or price that means the rest of the world needs to take notice because China has stolen a march.
Even if Zhipu's rig chugged along at modest speeds, news of an all-Chinese model remains notable given pundits' predictions that many future models will be smallish affairs dedicated to niche domains. If China now has the capacity to make such models without hardware from Nvidia or AMD, that's a threat to those chip design firms' future revenue.
Another threat to the two GPU giants is the strict export controls, announced yesterday, that mean Washington will assess every application to sell certain GPUs to Chinese buyers.
GLM-Image is open source, so is freely available. The Register mentions that in light of think tank ASPI's opinion that China uses AI to export its culture and values, and recommends nations need to "prevent China's AI models, governance norms and industrial policies from shaping global technology ecosystems and entrenching digital authoritarianism." (r)
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Forrester principal analyst JP Gownder says jobs eaten by bots don't come back    
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Interview Analyst firm Forrester's vice president and principal analyst J. P. Gownder remains unconvinced that AI will revolutionize productivity.
"Where we are today, we're not seeing it," he told The Register in an interview this week.
During our conversation, Gownder cited US Bureau of Labour Statistics that suggest the advent of the personal computer also did not improve productivity, which improved by 2.7 per cent annually from 1947 to 1973, but just 2.1 percent between 1990 and 2001.
"So despite all those PCs, it [productivity growth] was a lot lower. And [from] 2007 to 2019 it was 1.5 percent. If you look at these numbers, productivity is the foundation of job replacement and of job growth and a whole bunch of things. But when you look at this ... you begin to get the picture that information technology isn't measured always in as linear a way into productivity as people assume. It just isn't there."
That might all change in the future if AI agents improve, but Gownder cannot find evidence that today's AI boosts productivity.
"[Nobel Prize winning economist] Robert Solow said that by 1987 the effects of the PC revolution can be seen everywhere, except in the productivity statistics. That holds true today as well," Gownder said. "Productivity just has not soared."
The absence of a tech:productivity link is known as the Solow Paradox and is often cited when economists consider IT spending.
"The truth of the matter is that with the exception of 2001 to 2007 when productivity was 2.8 percent growth per year, we actually never did see the PC revolution, to the extent that you might imagine," Gownder said.
Forrester's most recent AI job replacement research estimates that the technology could uproot 6 percent of jobs by 2030, or about 10.4 million, through robotic process automation, business process automation, physical robotics and generative AI.
Gownder believes jobs that AI takes won't come back, as typically with job losses after economic rebounds.
"These jobs are lost structurally, like they're gone for good, because they've been replaced. That's not an insignificant hit to the economy," he said.
To determine the jobs that are at greatest risk of being erased by AI, Gownder and his colleagues considered the roughly 800 job types and 34 skills defined by the US Bureau of Labour Statistics, spoke with 200 companies, and developed a method similar to the one used by University of Oxford scholars Carl Benedikt Frey and Michael Osborne in their 2013 study that measured how susceptible jobs are to computerization.
"We use that to then ask 'Is AI good at these capabilities and these tasks?' And by building that model, what we're able to do is to understand how strongly AI influences each of those 800-something job categories when we cross reference that with the automation potential that Frey and Osborne came to," he said. Forrester can then calculate the "automation potential" for many jobs.
The analysts also pondered whether large organizations are capable of using AI and, if so, the technology's effectiveness.
"A lot of generative AI stuff isn't really working," Gownder said. "I mean, enterprise, and I'm not just talking about your consumer experience, which has its own gaps, but the MIT study that suggested that 95 percent of all generative AI projects are not yielding a tangible P&L benefit. So no actual ROI. McKinsey has something like 80-something percent that don't. It is just further context that says we're not at a place where lots and lots of people are losing their jobs right now."
In calls with more than 200 organizations Gownder said researchers found that some of last year's large-scale job cuts were belt-tightening decisions, not the result of shifting work to AI.
"So then that's not losing a job to AI. That is a financial decision masquerading as an AI job loss. They're just saying: 'Well, we're hoping we'll fill it with AI at some point.' So that is a very different proposition than AI is actively stealing all these jobs."
There is a real phenomenon of a frozen white collar job market in which corporations are not hiring for open roles as a hedge to see if jobs can be duplicated with AI, he said.
"But let's face it, when you have work to do, it's got to get done at some point," Gownder said. "If the AI doesn't work out, they're either going to have to hire or they're going to have to find some other solution."
Gownder said historically, the loss of industrial and manufacturing jobs in the USA's "rust belt" was driven by globalization not robotics, and he sees a similar scenario playing out now with AI.
"Outsourcing is a very popular one," he said. "They're firing people because of AI, and then three weeks later they hire a team in India because the labour is so much cheaper." (r)
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Retailer SparkFun Electronics last month said it would no longer do business with electronics kit-maker Adafruit Industries, citing violations of SparkFun's Code of Conduct during online interactions.
Adafruit says it's being punished for demanding an end to online harassment attributed to SparkFun's founder and a former employee.
The tech at the center of the dispute are Teensy development boards, which Adafruit obtains through SparkFun.
SparkFun CEO Glenn Samala, in a letter dated December 8, 2025, said the company would do its best to ship outstanding orders until January 15, 2026, after which it will cancel any remaining unfulfilled orders.
According to Phillip Torrone, managing director of Adafruit, writing in a YCombinator forum, "This happened after I sent an email reporting the founder, Nate [Seidle], for multiple harassing actions directed at [Adafruit founder Limor Fried], including behavior by him and a former employee. Instead of addressing that, they decided to kill the messenger, me, and also cut us off from Teensy." Torrone and Fried are married.
In response, Adafruit will now focus on developing an open alternative to the Teensy boards, possibly named "Freensy."
Torrone went on to accuse Seidle of trying to damage Adafruit by scraping the website and "now potentially not paying royalties owed after more than a decade of consistent payments."
In a January 7, 2026, forum post, Torrone explained that in July 2025, "we told SparkFun they needed to get their house in order. For years, SparkFun's leadership ignored specific behavior from leadership (and employees, now former) ... they had created and promoted hate sites, photoshopped images, and harassment targeting Limor, me, and others at Adafruit. This was done on company time, shared, promoted. This was reported to them. It was documented and ignored."
The post goes on to say that several months later, a particular individual at SparkFun resurfaced and promoted the material again. Adafruit again asked SparkFun to deal with the situation. Instead, Sparkfun ended its reseller relationship with Adafruit.


	Anthropic Claude wants to be your helpful colleague, always looking over your shoulder


	Google offers bargain: Sell your soul to Gemini, and it'll give you smarter answers


	Anthropic finds $1.5 million to help Python Foundation improve security


	AI industry insiders launch site to poison the data that feeds them


Torrone told The Register by email, "This is a long history, and we just had a kid, I am tired of dealing with Nate. Nate's wife Alicia runs OSHWA, [The Open Source Hardware Association], and when I reported conflict of interests for that, Nate does things to us it seems (that relationship is not publicly disclosed)."
[image: Image of Limor Fried and infant, at work designing open source hardware]
Image of Limor Fried and infant, at work designing open source hardware - Click to enlarge


In his email, Torrone explained that a series of conflicts had soured Adafruit's relationship with SparkFun. He pointed to website interference that occurred when the company was just starting out, alleging that it caused significant damage to the young company.
"Aggressive automated access originating from SparkFun infrastructure took our site offline and caused measurable revenue loss," Torrone said. "We blocked the relevant IP range as a result. Afterward, SparkFun contacted us requesting restored access so they could continue using our guides. Nate emailed Limor a non-apology."
Torrone also claimed that Sparkfun had published source code from Fried's work multiple times without attribution or license details. "When raised, we typically contacted Nate, and the material would later be modified," he said. "The problem persists, but auditing every library retroactively is not practical given volume and age."
As far as royalties go, Torrone explained that SparkFun had used a name that Adafruit had trademarked. "This matter was resolved, and to this day we receive compensation for those sales," he said. "I am hesitant to share detailed settlement specifics at this stage, particularly given uncertainty about whether SparkFun intends to continue honoring that arrangement."
The Register asked Samala and Seidle to elaborate on what Adafruit personnel allegedly said to warrant the termination of relations, and to comment on Torrone's characterization of events.
Samala pointed to SparkFun's official response, adding: "As noted, this decision was made after much consideration and we wish Adafruit the very best in their future endeavors." Seidle didn't comment.
The Register asked Samala whether he would provide any of the alleged harassing material, whether he believed that material would fall under the company's Code of Conduct, and whether he'd care to respond to Torrone's claims. We've not heard more. We'll update this article if we do.(r)
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    CrowdStrike shareholders lose battle to recoup losses from 2024 outage

    
Investors didn't present a valid claim, says judge, but they're welcome to try again    
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A group of CrowdStrike shareholders who sued the company over losses sustained following its 2024 global outage will have to head back to the drawing board if they hope to recoup losses, as a Texas judge has deemed they failed to adequately state a claim.
The plaintiffs in the case alleged 15 statements from CrowdStrike leadership were misleading. US District Judge Robert Pitman of the Western District of Texas ruled [PDF] on Monday that, while he agreed two of those statements were plausibly misleading, the shareholders failed to plausibly plead that they were made with the intent to defraud investors, a required element of a securities-fraud claim.
"Plaintiffs have failed to plausibly plead a strong inference of scienter [intent or knowledge of wrongdoing] for the individual Defendants or for CrowdStrike itself," Pitman opined. "Thus, even though the Court found ... that Plaintiffs had plausibly alleged two misleading statements, the Court will grant Defendants' motion to dismiss."
For those who don't recall CrowdStrike's terrible, horrible, no good, very bad day in July 2024, the world ground to a halt after the company pushed a faulty Falcon sensor content configuration update for Windows. Millions of machines around the world promptly face-planted into blue screens of death.
The update was malformed, and CrowdStrike's internal validation system, designed to ensure updates didn't cause serious snafus, failed to catch the issue, as the company later explained in a post-mortem. CrowdStrike acknowledged it had made a mistake, causing its share price to plummet and leaving the company with months of uncertainty for investors, many of whom are institutional. 
One such institutional group was the Plymouth County Retirement Association, which filed a lawsuit in July 2024. Other parties signed on to the suit, turning it into a class action complaint under the leadership of New York State Comptroller Thomas DiNapoli, who oversees the New York State Common Retirement Fund, one of the institutional CrowdStrike investors who lost money following the outage. Pitman dismissed the case this week. 
He's previously dismissed other suits related to the outage, too. 
In June of last year, he tossed a lawsuit against CrowdStrike filed by a group of airline customers who were left stranded following the outage. Plaintiffs in that case sought relief for their inconveniences from CrowdStrike, arguing that the company's sloppy update screening process ended up costing them time and money they wanted back. 
Pitman dismissed that case on the grounds that the federal Airline Deregulation Act (ADA) preempted the passengers' claims, because the alleged harm was "related to" airline services such as scheduling and boarding, triggering the ADA's preemption clause. The fact that the passengers sued CrowdStrike rather than the airlines themselves didn't change the analysis, Pitman said, because the claims were still "related to" airline services and therefore barred.
He also ruled in favor of CrowdStrike over statements made by its president, Michael Sentonas, who said in an April 2023 investor briefing that CrowdStrike's agent architecture does not trigger blue screens when updates fail.


	As agents run amok, CrowdStrike's $740M SGNL deal aims to help get a grip on identity security


	After that 2024 Windows fiasco, CrowdStrike has a plan - job cuts, leaning on AI


	CrowdStrike file update bricks Windows machines around the world


	CrowdStrike's Falcon Sensor also linked to Linux kernel panics and crashes


"Agent cloud architecture ... doesn't require a massive tuning burden and doesn't blue screen endpoints with failed updates," court documents quote Sentonas as saying.
As CrowdStrike argued in its motion to dismiss, Sentonas' statement was not a promise that CrowdStrike could never trigger a blue screen outage under any circumstances.
"The Court agrees with Defendant that this statement by Defendant Sentonas is not actionable," Pitman decided in his dismissal order, further describing it as "arguably immaterial puffery" rather than a concrete claim capable of supporting a securities-fraud charge.
"We appreciate the Court's thoughtful consideration and decision to dismiss this case," CrowdStrike Chief Legal Officer Cathleen Anderson told The Register. 
We note the case was dismissed without prejudice, and Pitman has given the plaintiffs a chance to file an amended complaint, so the case isn't over yet. 
When asked how it plans to respond, DiNapoli's office only told us that "the decision is under review." 
Delta Air Lines, which also sued CrowdStrike to recover damages from the outage, has defeated a motion to dismiss its own lawsuit against the company in Georgia state court. That case is ongoing. (r)
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    Google offers bargain: Sell your soul to Gemini, and it'll give you smarter answers

    
But private data will stay private and won't be used for training, Google says    
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Google on Wednesday began inviting Gemini users to let its chatbot read their Gmail, Photos, Search history, and YouTube data in exchange for possibly more personalized responses.
Josh Woodward, VP of Google Labs, Gemini and AI Studio, announced the beta availability of Personal Intelligence in the US. Access will roll out over the next week to US-based Google AI Pro and AI Ultra subscribers.
The use of the term "Intelligence" is more aspirational than accurate. Machine learning models are not intelligent; they predict tokens based on training data and runtime resources. 
Perhaps "Personalized Predictions" would be insufficiently appealing and "Personalized Artificial Intelligence" would draw too much attention to the mechanized nature of chatbots that now attracts active opposition. Whatever the case, access to personal data comes with the potential for more personally relevant AI assistance.
Woodward explains that Personal Intelligence can refer information from Google apps like Gmail, Photos, Search, and YouTube to the company's Gemini model. This may help the model respond to queries using personal or app-specific data within those applications.
"Personal Intelligence has two core strengths: reasoning across complex sources and retrieving specific details from, say, an email or photo to answer your question," said Woodward. "It often combines these, working across text, photos and video to provide uniquely tailored answers."
As an example, Woodward recounted how he was shopping for tires recently. While he was standing in line for service, he didn't know the tire size and needed his license plate number. So he asked Gemini and the model fetched that information by scanning his photo library, finding an image of his car, and converting the imaged license plate to text. 
Whether that scenario is better than recalling one's plate number from memory, searching for it on phone-accessible messages, or glancing at the actual plate in the parking lot depends on whether one sees the mind as a use-it-or-lose-it resource. Every automation is an abdication of autonomy.
To Google's credit, Personal Intelligence is off by default and must be enabled per app. If Personal Intelligence is anything like AI Overviews or Gemini in Google Workspace apps, expect notifications, popups, hints, nudges, and recommendations during app interactions as a way to encourage adoption.
Woodward argues that what differentiates Google's approach from rival AI agents is that user data "already lives at Google securely." There's no privacy intrusion when the call is coming from inside the house.
Gemini, he said, will attempt to cite the source of output based on personalization, so recommendations can be verified or corrected. And there are "guardrails" in place that try to avoid bringing sensitive information (e.g. health data) into Gemini conversations, like "I've cancelled your appointments next year based on your prognosis in Gmail."


	Linus Torvalds tries vibe coding, world still intact somehow


	Stop dragging feet on AI nudification ban, UK government told


	Developer writes script to throw AI out of Windows


	Anthropic Claude wants to be your helpful colleague, always looking over your shoulder


It's ancient history now but in 2012, when Google changed its privacy policy to share data across its different services, that was controversial. The current trend is to encourage customer complicity in data sharing.
Woodward insists Google's aim is to provide a better Gemini experience while keeping personal data secure and under the user's control.
"Built with privacy in mind, Gemini doesn't train directly on your Gmail inbox or Google Photos library," he said. "We train on limited info, like specific prompts in Gemini and the model's responses, to improve functionality over time."
Pointing to his anecdote about his vehicle, he said that Google would not use the photos of the relevant road trip, the license plate in those photos, or his Gmail messages for model training. But the prompts and responses, filtered to remove personal information, would get fed back to the model as training data.
"In short, we don't train our systems to learn your license plate number; we train them to understand that when you ask for one, we can locate it," he said.
Google's Gemini Apps Privacy Hub page offers a more comprehensive view of how Google uses the information made available to its AI model.
The company says that human reviewers (including trained reviewers from partner service providers) review some of the data that it collects for purposes like improving and maintaining services, customization, measurement, and safety. "Please don't enter confidential information that you wouldn't want a reviewer to see or Google to use to improve our services, including machine-learning technologies," it warns.
The personalization with Connected Apps page offers a similar caution.
Google's support boilerplate also states that Gemini models may provide inaccurate or offensive responses that do not reflect Google's views.
"Don't rely on responses from Gemini Apps as medical, legal, financial, or other professional advice," Google's documentation says.
But for anything less consequential, maybe Personal Intelligence will help. (r)
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